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Deploying and Monitoring Virtual
Appliance

This guide provides instructions for deploying and monitoring the Foglight™ for Virtualization, Enterprise Edition
appliance on Microsoft Azure (hereafter called Foglight-FVE-Azure-vApp).

For more information, see the following topics:
* Deploying virtual machine through Azure portal
* Accessing Management Server console

* Creating monitored agent

Deploying virtual machine through
Azure portal

Before monitoring the Foglight-FVE-Azure-vApp, make sure to deploy your virtual machine on Microsoft Azure.

To deploy the virtual machine through the Azure portal:
1 Log into the Azure portal.
2 On the left navigation panel, select New.
The New MARKETPLACE view opens.

3 Inthe New MARKETPLACE view, type “foglight evolve” in the search box, and then select Foglight Evolve
from the search resuilt.

TheFoglight Evolveview opens.
4 In the Foglight Evolve view, click Create.
The Create virtual machine view opens.

5 In the Basics step, specify the following information, and then click OK.
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* Name

FVE

VM disk type @

S5 v
* User name
foglight
* Password
* Confirm password
Subscription
Eng.Op=.5Bax FaglightVirtualization v

* Resource group @

Create new (@) Use existing
FVE v
Location
West US v

= Name (mandatory): Specify the name of the virtual machine.

= VM disk type: Indicate the disk type of the virtual machine. Quest recommends selecting SSD for
this field.

= SSD: Premium disks (SSD) are backed by solid state drives and offer consistent, low-
latency performance. They provide the best balance between price and performance, and
are ideal for I/O-intensive applications and production workloads.

o HDD: Standard disks (HDD) are backed by magnetic drives and are preferable for
applications where data is accessed infrequently.

= Password (mandatory): Specify the password of the virtual machine.
= Confirm password (mandatory): Type your password again.
= Subscription: Select your subscription from the drop-down list.

= Resource group (mandatory): A resource group is a collection of resources that share the same
lifecycle, permissions, and policies. Do either of the following:

= Select Create new, and then specify the name of this new resource group.
= Select Use existing, and then select an existing resource group from the drop-down list.
= Location: Indicate in which the virtual machine is located.

6 In the Size step, select any of the following, and then click Select.
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DS11_V2 Standard DS12_V2 Standard DS13_V2 Standard

2

Cores

GB

Data disks

6400
Max 10PS

28 GB
Local 550

Load balancing

Premium disk support

256

4

Cores

GB

Data disks

12800
Max 10PS

56 GB
Local 550

Load balancing

Premium disk support

42106

8

Cores

GB
16

Data disks

25600
Max 10PS

1n2GB
Local 550

Load balancing

Premium disk support

..rers

= DS11_V2: Select this option for an environment that includes less than 1000 VMs.

= DS12_V2: Select this option for an environment that includes less than 3000 VMs.

= DS13 V2: Select this option for an environment that includes more than 3000 VMs.
7 In the Settings step, specify the following information, and then click OK.

Storage

Use managed disks @
No Yes

Network

* Virtual network @

FVE-vnet

* Subnet®
default [192,168.0.0/24)

* Public IP addresz @

None

* Network security group (firewall) @ >

(new) FVE-nsg

Extensions

Extensions @
>

No extensions

High availability

* Availability set @

None

Monitoring
Boot diagnostics @

Disabled

Guest OS diagnostics @

Enabled

* Diagnostics storage account @

fvediag923

= Storage: Enable this feature to have Azure automatically manage the availability of disks to provide
data redundancy and fault tolerance, without creating and managing storage accounts on your own.

= Storage account (available for non-managed disks only): Disks for Azure virtual machines are
created in storage accounts. Create a new storage account or select an existing account.

= Network:

o Virtual network (mandatory): Virtual networks are logically isolated from each other in Azure.
You can create a new virtual network or select an existing one. Virtual machines in the same
virtual network can access each other by default.
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= Subnet (mandatory): A subnet is a range of IP addresses in your virtual network, which can
be used to isolate virtual machines from each other or from the Internet.

o Public IP address (mandatory): Use a public IP address if you want to communicate with the
virtual machine from outside the virtual network.

To create a new public IP address, specify the name of IP address, select dynamic or static
alignment, and then click OK.

Create public IP address O X

* Name

fue86-ig |

ssignment

o Network security group (firewall) (mandatory): A network security group is a set of firewall
rules that control traffic to and from your virtual machine.

NOTE: Ensure that HTTP (TCP/80) and HTTPS(TCP/443) ports in the Inbound rules area are
enabled.

Network

* Virtual network @
FVE-vnet

* Subnet @

default

* Public IP address @

(new) FVE-ip " Mame

b Inboungd @
\ 1010: HTTP
Any

* Network security group (firewall) @

Extensions HTTP (TCP/80)
Extensions @ 1020: HTTPS
] > Any
Mo extensions HTTPS (TCP/443)
1020: default-allow-rdp
High availability Any
RDP (TCP/3389)
* Availability set @ 5 + Add an inbound rule

= Extensions: Add new features, like configuration management or anti-virus protection, to your virtual
machine using extensions.

= Availability set (mandatory): To provide redundancy to your application, we recommend that you
group two or more virtual machines in an availability set.

= Boot diagnostics: Enable this feature to capture serial console output and screenshots of the virtual
machine running on a host to help diagnose startup issue.

= Guest OS diagnostics: Enable this feature to get metrics every minute for your virtual machine. You
can use them to create alerts and stay informed on your application.

= Diagnostics storage account (mandatory): Metrics are written to a storage account so you can
analyze them with your own tools.

8 Inthe Purchase step, review the summarized information, and then click Purchase.

The virtual machine is now being deployed on Microsoft Azure.
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Accessing Management Server console

After deploying your virtual machine(s) on Microsoft Azure, enter http://<public-IP-address> in your
Internet browser to open the management server console.

i | IMPORTANT: The default credentials for the Management Server console are: Username: foglight.

Password: foglight.

To find the public IP address:
1 Log into the Azure portal.
2 On the left navigation panel, select Virtual Machines, and then browse to select your virtual machine.
3 Click your virtual machine.
The Overview view of this virtual machine opens by default.
4 Check the value of Public IP address in the Essentials area.

Essentials ~

Resource group (changs) Computer name

FVE AzureFMS

Status Operating system

Stopped (deallocated) ‘Windows

Location Size

East US Standard D511 v2 (2 cores, 14 GB memory)
Subscription (change)
Eng.Ops.SBox.FoglightVirtualization

Subscription ID Virtual network/subnet
FVEvnet711/default
DNS name

Creating monitored agent

The monitored agent(s) can be any of the following types:
¢ AWS Cloud agent: For more information, see Creating an AWS agent on page 9.
e Azure Performance agent: For more information, see Creating Azure Performance Agent on page 11.

* On-Premises agent: To create and monitor On-Premises agents, make sure to set up external Foglight
Agent Manager in your private network before creating an agent. For more information about how to set up
Foglight Agent Manager, refer to Installing external Agent Managers.

= VMware agent: For instructions about how to create a VMware agent, visit Configuring monitoring
agents for data collection.

= Hyper-V agent: For instructions about how to create a Hyper-V agent, visit Configuring monitoring
agents.

= Rapid Recovery agent: For instructions about how to create a Rapid Recovery agent, visit Creating
Rapid Recovery Agent.

Creating an AWS agent

Each AWS Agent monitors the assets inside the selected region. To monitor an AWS environment, AWS Identity
and Access (IAM) users need use Access Keys to secure REST or HTTP query protocol requests. Create an IAM
user with the following privileges to use the Foglight Evolve:

*  AmazonSSMFullAccess

*  AmazonEC2ReadOnlyAccess
* |AMReadOnlyAccess

*  AWSHealthFullAccess
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To collect EC2 Memory metrics and Linux Volume metrics, make sure to assign the following privileges for an IAM
user when creating the EC2 instance that is to be launched and monitored:

e AmazonEC2RoleforSSM
e CloudWatchFullAccess
A complete setup includes the following two steps:

1 Get the authentication information through AWS Management Console. For more information, see Getting
authentication information through console on page 10.

2 Create an AWS Agent on the Foglight Management Server. For more information, see Creating an AWS
Agent on page 11.

Getting authentication information through console

To create and retrieve a user’s Access Keys through the AWS IAM console:
1 Log into the AWS IAM console at: https://console.aws.amazon.com/iam/.
2 Click IAM under the Security, Identity & Compliance column.
3 On the left navigation panel, click Users.
The Resource Groups view opens on the right.
4 In the Resource Groups view, click the user which Access Key is to be retrieved.
The User Summary view opens.
5 Inthe User Summary view, click Security credentials, then the Sign-in credentials view opens.
6 Inthe Access keys area, click Create access key.

The Create access key dialog box appears and shows the access key and Secret access key.

Create access key x

® Success
This is the only time that the secret access keys can be viewed or downloaded. You cannot recover them
later. However, you can create new access keys at any time.

& Download .csv file

Access key ID Secret access key

AKIAJZ4CMQ4ALGENPZDQ ™ Show

Close
7 Click Download .csv file to keep the access key and secret access key somewhere safe.

8 (Optional) If you see the Limit exceed message, click the * button next to the Status column to delete an
access key that is not being used. Then repeat Step 6 to create and retrieve a new access key.

O Limit exceeded
Your request exceeds one of the limits for this account. Remove one or more existing items and try again. To request a limit increase, contact AWS Customer Support. Learn more

Cannot exceed quota for AccessKeysPerUser: 2
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Creating an AWS Agent

To create an AWS agent:
1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.

3 On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.

4 In the Cloud Manager dashboard, click Administration, and then click Add or Create AWS Agent.
The Agent Setup Wizard dialog box opens.

AWS Agent Discovery Wizard
Select Agent Host

AWS Credential

Host Name FglaM Version 05 Kame Architecture
3858 windows x86_64

| Previcus | | Mext | | Finish | | Cancel |

5 In the Select Agent Host view, select the agent manager on which the new agent is to be deployed, and
then click Next.

6 Inthe AWS Credential view, specify the following values, as needed, then click Finish.
= Account Id: The display name of this account.
= Access Key: The access key retrieved in Getting authentication information through console.
= Secret Key: The secrete access key retrieved in Getting authentication information through console.

The new AWS Agent is created, and its data is to be displayed on the Monitoring tab after a few minutes.

Creating Azure Performance Agent

Each Azure Performance Agent monitors the subscriptions inside the same Azure Active Directory (AD). To collect
the Azure data, you need register an application in Azure AD, and this application needs be granted the following
privileges for all subscriptions to be monitored by Foglight Evolve:

* Reader
» Storage Account Contributor

To fully enable the monitoring of Azure environment, Foglight Evolve requires to create an Azure Performance
Agent that is to be authenticated using Azure Active Directory ID (Tenant ID), Application ID, and Access Key.

A complete setup includes the following two steps:

1 Get the authentication information using Azure Command Line Interface (CLI). For more information, see
Getting authentication information through CLI on page 12.

Or

Get the authentication information through the Azure portal. For more information, see Getting
authentication information through Azure portal on page 12.
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2 Create an Azure Performance Agent on the Foglight Management Server. For more information, see
Creating Azure Performance Agent on page 14.

Getting authentication information through CLI

To get Tenant ID, Application ID, and Access Key through CLI:

i | NOTE: Ensure that Azure CLI has been installed in the environment. For details about how to install Azure

CLI, visit Install Azure CLI 2.0.

1 Runthe azure logincommand to log into the Azure account.
2 Runthe azure config mode armcommand to set CLI as the Azure Resource Manager (ARM) mode.

3 Runthe azure account showcommand to get the value of Tenant ID that is used for Creating Azure
Performance Agent. Make sure to keep this Tenant ID somewhere safe.

4 Run the following command to create an Active Directory (AD) application. The value of password is the
Access Key to be used for Creating Azure Performance Agent. Make sure to keep this password
somewhere safe.

azure ad app create --name “FoglightAzureMonitoringAuth” --home-page
“http://app.quest.com” —--identifier-uris “http://app.quest.com” --password
“Passwrod”

After executing this command, the returned Appld value is the Application ID to be used in Step 5 and for
Creating Azure Performance Agent. Make sure to keep this Appld somewhere safe.

5 Create a Service Principal by:

1 Runningthe azure ad sp create {app-id} command, if your Azure CLI version is lower than
0.10.2.

2 Running the azure ad sp create -a {app-id} command, if your Azure CLI version is 0.10.2
or later.

6 Run the following command to grant the Reader permission for the subscription to be monitored.

; | NOTE: The value of objectld is the Object Id returned after executing the command in Step 5, and the

value of subscription-Id represents the subscription to be monitored.

azure role assignment create —--objectId {object-Id} --roleName Reader --subscription
{subscription-Id}

Getting authentication information through Azure portal

To get Tenant ID, Application ID, and Access Key through the Azure portal:
1 Log into the Azure portal.
2 On the left navigation panel, select Azure Active Directory.

The Azure Active Directory view that belongs to your account opens.

3 Inthe Azure Active Directory view, select MANAGE > Properties, and then click [i§l to copy the Directory
ID that is also known as Tenant ID.

4 In the Azure Active Directory view, select MANAGE > App registrations, and then click New application
registration.

The App registrations > Create view opens.
5 Type the following information, as needed, and then click Create.
= Name: type the name of the application.

= Application type: select Web app / API.

Foglight Evolve 7.1.0 Azure Virtual Machine Deployment Guide
Deploying and Monitoring Virtual Appliance


https://docs.microsoft.com/en-us/cli/azure/install-azure-cli
https://portal.azure.com/

= Sign-on URL: type the URL address where users can sign in and use the application.
The App registrations > Create view closes and the App registrations list is refreshed automatically.
6 Inthe App registrations list, select the application created in Step 7.

Keep the Application ID displayed in the Application details view somewhere safe.

f Delete ng; Endpoints
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for
Display name

i arag X
Application (client) ID Redirect URIs
B Tegle T T B el ke I TR Add a Redirect URI

Application ID URI

B Add an Application 1D UR

Object ID Managed application in loca

7 In the Application details view, click All settings. The Settings view opens on the right view.
8 In the Settings view, click Keys.
The Keys view opens.

9 In the Keys view, specify the values of DESCRIPTION and EXPIRES, and then click Save.

4
|,’J Search (Ctrl+/) | Add a client secret

# overview

Description
& Quickstart ‘
Manage Expires
=
— (®) In 1 year
granding ~ ’
O In 2 years
43 Authentication
O Never
Certificates & secrets
S AP| permissions
Cancel
@& Expose an AP “
= owners Client secrets

A carrat ctrina that tha annliratinn icac ta nraua itc identitu whan rermactin 2 tnkan Alen ran ha re

10 Keep the key value as prompted.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as a
password.

| New client secret |

Description Expires Value

11 Click Microsoft Azure on the top right corner, to return the default dashboard that appears once logged
into the Azure portal.

12 On the left navigation panel, click Subscriptions.
The Subscriptions view opens.

13 In the Subscriptions view, click the subscription that you want to monitor, then the Subscriptions details
view opens.
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Home > Subscriptions > CHRSINETDEw Feglighmpimalisamion

C|!" LI o e
s T e

j Cancel subscription

|;_: kear N
: Subscription ID Subscription name
Q Qverview . -
W Activity log Directory Current billing period
Ao Access control (IAM) L o )
My role Currency
2 Diagnose and solve problems Fegder uso
Offer Status
© security T Active
Events Offer ID

14 In the Subscription details view, click Access control (IAM), then Access control (IAM) view opens on the
right.

15 Click Add. The Add Permissions view opens.

16 In the Add Permissions view, select Reader from the Role drop-down list, search for the application
created in Step 7, and then click Save.

17 Repeat Step 11 to Step 16, to assign the Storage Account Contributor role to the application created in Step
7.

Repeat this procedure if there are multiple applications to be monitored.

; | NOTE: Diagnostics settings must be enabled to collect metrics for both ARM-deployed virtual
machines and standard Storage Account. For more information, visit How to enable metrics using the
Azure portal.

Creating Azure Performance Agent

To create an Azure Performance Agent:

1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow * on the left.

3 On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.

4 In the Cloud Manager dashboard, click Administration, and then click Add.
The Agent Setup Wizard dialog box opens.

Monitoring || Tags | Reports || Rule Configuration | Usage+Quotas | Global Services | Administration

Int Setup Wizard

Tasks: i
Agent Manager Host
Create Azure Agefit

= Review Licggfe Usage Azure Agent Properties

S

§:= Agent Setup Summary E
Agents

. | :: | Host Name FglAM Version 05 Architecture

) Add F Refresh | Activate Deacti] @ 5.9.5 windows xB6_64

Agent Name & (|

5 In the Agent Manager Host view, select the agent manager on which the new agent is to be deployed, and
then click Next.

6 Inthe Azure Agent Properties view, specify the following values, as needed, then click Next.
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= Tenant Directory ID *: The value of Tenant ID retrieved in Getting authentication information through
CLI or Getting authentication information through Azure portal.

= Tenant Alias Name: The display name that identifies your Tenant

= Application ID *: The value of Application ID retrieved in Getting authentication information through
CLI or Getting authentication information through Azure portal.

= Access Key *: The value of Access Key retrieved in Getting authentication information through CLI
or Getting authentication information through Azure portal.

7 Inthe Agent Setup Summary view, confirm the agent information, and then click Finish.

The new Azure Performance Agent is created, and its data is to be displayed on the Monitoring tab after a
few minutes.
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About Us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we build community-
driven software solutions that help you spend less time on IT administration and more time on business innovation.
We help you modernize your data center, get you to the cloud quicker and provide the expertise, security and
accessibility you need to grow your data-driven business. Combined with Quest’s invitation to the global
community to be a part of its innovation, and our firm commitment to ensuring customer satisfaction, we continue
to deliver solutions that have a real impact on our customers today and leave a legacy we are proud of. We are
challenging the status quo by transforming into a new software company. And as your partner, we work tirelessly to
make sure your information technology is designed for you and by you. This is our mission, and we are in this
together. Welcome to a new Quest. You are invited to Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter
Q. It is a perfect circle, representing our commitment to technological precision and strength. The space in the Q
itself symbolizes our need to add the missing piece—you—to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

* Submit and manage a Service Request.

* View Knowledge Base articles.

¢ Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

e Chat with support engineers online.

* View services to assist you with your product.
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