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Overview 

• About Quest® Recovery Manager for Active Directory® 

• Features and benefits 

• Technical overview 

About Quest® Recovery Manager for Active 

Directory® 
It is crucial for any modern business to maintain the availability of its network-computer environment at all times. 

Unplanned downtime caused by a disastrous event, such as a directory service malfunction, can severely disrupt 

the operation of a business. Therefore, business-critical infrastructures demand the ability to recover failed 

systems and services in the shortest possible time. 

Recovery Manager for Active Directory employs advanced technologies to minimize the downtime caused by the 

corruption or improper modification of Active Directory, Active Directory Lightweight Directory Services (AD LDS), 

formerly known as Active Directory Application Mode (ADAM), and Group Policy data. This product allows for 

automatic backup, and fast, remotely managed recovery of data stored in Active Directory. 

Recovery Manager for Active Directory dramatically reduces the time required to restore Active Directory, AD 

LDS (ADAM), and Group Policy data. This improves the availability of corporate networks and reduces network 

downtime. Given that the time required to recover Active Directory using a conventional full-backup tool is 

typically a few hours, Recovery Manager for Active Directory offers huge savings on time, productivity, and 

administrative overhead. 

Features and benefits 
Recovery Manager for Active Directory improves the availability of network environments by providing remote, 

automated backup management and data restoration for the recovery of Active Directory, AD LDS (ADAM), and 

Group Policy. 

Recovery Manager for Active Directory allows for quick, online recovery of data. In enterprisescale network 

environments, it offers a comprehensive, easy-to-implement solution, including: 

• Online, selective restoration of Active Directory, AD LDS (ADAM), and Group Policy data 

• Fast, remotely managed recovery of Active Directory, AD LDS (ADAM), and Group Policy 

• Centralized, remote creation and management of Active Directory backups 

• Active Directory, AD LDS (ADAM), or Group Policy comparison reporting and troubleshooting 

Recovery Manager for Active Directory simplifies and automates the process of preparing for and recovering from 

a disaster such as the corruption of directory object data. Such disasters could be caused by hardware or 

software failures, or by erroneous changes introduced into Active Directory due to human error. 
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Recovery Manager for Active Directory includes advanced directory management options that enable the 

recovery of Active Directory and Group Policy with minimal downtime. It offers the following features and benefits. 

Comprehensive Active Directory recovery 

options 
Recovery Manager for Active Directory provides easy-to-use, wizard-based procedures for recovering Active 

Directory. Individual Active Directory objects, a single subtree, or the entire Active Directory database can be 

restored remotely, without the need for an administrator to be physically present at the domain controllers 

involved in the restoration. 

AD LDS (ADAM) recovery 
Recovery Manager for Active Directory provides easy-to-use, wizard-based procedures for recovering AD LDS 

(ADAM). Individual AD LDS (ADAM) objects or a single subtree can be restored remotely, without the need for an 

administrator to be physically present at the computers hosting AD LDS (ADAM) instances involved in the 

restoration. 

Granular, selective restore 
To achieve near-zero downtime when restoring Active Directory or AD LDS (ADAM) data, Recovery Manager for 

Active Directory offers selective, online restore. Individual objects or object attributes can be selected in a backup 

and then restored to Active Directory or AD LDS (ADAM) without affecting other objects or attributes. Using the 

granular restore feature, objects that were inadvertently deleted or modified can be recovered in a few minutes. 

Unlike conventional alternatives, it is not necessary to restore the entire Active Directory or AD LDS (ADAM) 

database, nor is it necessary to restart domain controllers or AD LDS (ADAM) service. 

As granular restore can be done online, the domain controller is never unavailable to users. Online restore 

function greatly reduces the restore time, thus eliminating the costs associated with downtime. 

One more valuable characteristic of granular online restore is the unattended restoration of linked attributes, such 

as the Member Of attribute. When recovering a user object with granular online restore, you do not need to worry 

about group memberships: Recovery Manager for Active Directory ensures that the restored object is a member 

of the proper groups. 

Recovery Manager for Active Directory supports granular online restore from BMR backups. 

Integration with On Demand Recovery 
From version 9.0, Recovery Manager for Active Directory can be integrated with On Demand Recovery to restore 

and undelete on-premises objects that are synchronized with cloud by Azure AD Connect. For more details, 

please see http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-

guide/integration-with-recovery-manager-for-active-directory. 

Group Policy recovery 
One of the key features of Recovery Manager for Active Directory is the ability to quickly recover individual Group 

Policy objects using a backup of domain controller AD components, eliminating the need for special, Group 

Policy-related backups. By providing straightforward, wizard-driven procedures for Group Policy restoration, 

Recovery Manager for Active Directory makes it easy to recover Group Policy information and recoup the time 

spent configuring Group Policy. Individual Group Policy objects, along with Group Policy links and permission 

settings can be restored remotely, without the need for an administrator to be present at the domain controllers 

on which the restore is being performed, and without the need to restart domain controllers. 

http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-guide/integration-with-recovery-manager-for-active-directory
http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-guide/integration-with-recovery-manager-for-active-directory
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Centralized remote administration 
Recovery Manager for Active Directory makes it possible to create, update, and apply Active Directory backups 

remotely across an entire network. It can be installed on an administrator’s workstation, allowing all operations to 

be performed from a single, central location. These operations include the creation, update, and storage of 

backups, as well as the restoration of Active Directory and Group Policy data from a backup. 

Backups created with Recovery Manager for Active Directory can be stored in a central location, at several 

locations on a distributed network, or on selected computers with physically restricted access. Access to Active 

Directory backups can be restricted using backup encryption along with security mechanisms provided by the 

operating system. 

Audit of objects and operations 
To assist with troubleshooting lost or changed Active Directory objects, AD LDS (ADAM) objects, or Group Policy 

objects, Recovery Manager for Active Directory provides the ability to compare the current state of individual 

objects in Active Directory or AD LDS (ADAM) with that in an Active Directory or AD LDS (ADAM) backup. This 

functionality is particularly useful for locating the source of and resolving problems resulting from the deletion or 

modification of critical objects. 

During a restore operation, Recovery Manager for Active Directory allows for the creation of comparison reports, 

which present the changes that have occurred in Active Directory or AD LDS (ADAM) since the last backup, 

without actually applying changes to Active Directory or AD LDS (ADAM). Such reports show the objects that 

were deleted or modified since the backup was made. In addition, they show the properties of directory objects 

and settings of Group Policy objects that would change during the operation. An administrator can then review 

these changes and decide whether to apply them. 

Integration with Change Auditor for Active 

Directory 
To provide information on who modified particular Active Directory objects, Recovery Manager for Active 

Directory integrates with Change Auditor and includes the Change Auditor data into the reports. 

From version 10.0.1, Recovery Manager for Active Directory restores the deleted object(s) and restores the last 

change (if any) that was made to the object attributes after creating the backup, using the data from the Сhange 

Auditor database. This functionality is based on the auditing capability provided by Change Auditor for Active 

Directory, an award-winning product that helps to proactively track, audit, report, and alert on vital Active 

Directory changes in real-time and without the overhead of auditing. 

You can find out more about Change Auditor for Active Directory at http://quest.com/products/changeauditor-for-

active-directory. 

For details about this feature, see Integration with Change Auditor for Active Directory. 

Fault tolerance 
Recovery Manager for Active Directory provides the following features that allow the product to continue 

operating without interruption in case of any failure: 

• Switch from the initial Recovery Manager Console to an alternate instance of the console in case 

of any system failure. For more information, see Full replication. 

• Consolidate backup information from multiple backup registration databases on a single 

Recovery Manager for Active Directory computer. For details, refer Consolidating backup 

registration data. 

http://quest.com/products/changeauditor-for-active-directory
http://quest.com/products/changeauditor-for-active-directory
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Management Shell 
The Recovery Manager for Active Directory Management Shell, built on Microsoft Windows PowerShell 

technology, provides a command-line interface that enables automation of backup/recovery-related 

administrative tasks. With this Management Shell, administrators can manage Computer Collections, 

backup/recovery sessions, compare, and start backup/recovery jobs. 

The Recovery Manager for Active Directory Management Shell command-line tools (cmdlets), like all the 

Windows PowerShell cmdlets, are designed to deal with objects-structured information that is more than just a 

string of characters appearing on the screen. The cmdlets do not use text as the basis for interaction with the 

system, but use an object model that is based on the Microsoft .NET platform. In contrast to traditional, textbased 

commands, the cmdlets do not require the use of text-processing tools to extract specific information. Rather, you 

can access portions of the data directly by using standard Windows PowerShell object manipulation commands. 

Scheduling and automation 

Creation of Backups 

Recovery Manager for Active Directory enables administrators to schedule the creation of backups. This 

functionality helps reduce the network workload and can save many hours of the administrators’ valuable time. 

When scheduling the creation of backups, Recovery Manager for Active Directory relies on Task Scheduler - the 

Windows scheduler service. A unified graphical interface and wizard assistance provide easy access to the 

backup scheduling features of Recovery Manager for Active Directory. 

Recovery Manager for Active Directory makes the creation of backups a straightforward task. Once the backup 

creation options and scheduling are set up, the backup creation process becomes an automatic, unattended 

operation. 

Scalability and performance 
Recovery Manager for Active Directory offers scalability and support for large, multi-domain environments. It 

provides excellent performance, creates backups for multiple computers in parallel, and is easily scalable to 

service additional domain controllers. Depending on their roles, locations, or other criteria established by an 

administrator, serviced domain controllers can be logically grouped into easy-to-manage Computer Collections. 

Recovery Manager for Active Directory employs agents when creating or applying backups. In this way, 

scalability is improved and overhead network traffic is decreased because agents compress the data before 

sending it over network links, and create backups for multiple domain controllers in parallel. 

Technical overview 
Recovery Manager for Active Directory performs the following functions: 

• Regular backup of domain controllers’ components across a network, including the Active 

Directory database, SYSVOL and Registry, and maintenance of one or more secure repositories 

containing the backed-up Active Directory data. 

• Wizard-driven, remotely administered restoration of Active Directory object data and Group 

Policy information from a point-in-time backup. 

• Active Directory, AD LDS (ADAM), and Group Policy comparison reporting, troubleshooting, and 

investigation. 
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Creating backups 
Recovery Manager for Active Directory provides the facility to create backups of the Active Directory components 

on domain controllers, including the Active Directory database and Windows Server BMR backups. 

Both types of backups can be created for any Active Directory domain controller available on the network. 

Backup creation is a task that can be performed on a regular basis without interrupting the operation of the 

domain controller. 

Recovery Manager for Active Directory lets you organize domain controllers into collections, and establish a 

backup scheduling frequency and “allowed hours” during which the backup process may run. Based on the 

frequency of updates to the directory data store, you can configure a backup schedule for each collection. 

Depending on the requirements of your enterprise, you can configure a retention policy to specify how many 

backups are retained: for example, all saved backups or a number of the most recent backups. Different policy 

settings can be specified for different domain controller collections. 

For Active Directory backups, it is not necessary to maintain a single, centralized repository: several repositories, 

perhaps based on the site topology, can make your deployment more WAN-friendly. To minimize bandwidth 

consumption, Recovery Manager for Active Directory employs agents that compress the data to be backed up, 

before sending it across the network. 

Recovery Manager for Active Directory uses the Microsoft Tape Format (MTF) for Active Directory backup files. 

Therefore, MTF-compliant backup applications can catalog the backup files and restore data backed up with 

Recovery Manager for Active Directory. For example, backed up data can be restored with the Windows backup 

tools, if no compression and encryption is used during the backup creation. 

Backup encryption 

Recovery Manager for Active Directory allows backups to be encrypted and protected with a password, to 

prevent unauthorized access. This password is used to generate a passphrase with which the backup is 

encrypted. The password cannot be used directly to unlock the backup container *.vhd(x) file. 

For Active Directory backup encryption, the product uses Microsoft’s implementation of the AES-256 algorithm 

from RSA, Inc. (Microsoft Enhanced RSA and AES Cryptographic Provider), with the maximum cipher strength. 

The use of the Microsoft Enhanced RSA and AES Cryptographic Provider ensures that backups are encrypted 

with 256–bit cipher strength 

Creating unpacked backups 

You can have Recovery Manager for Active Directory keep unpacked Active Directory or AD LDS (ADAM) 

backups in any appropriate location on your network. 

Unpacked backups can be reused for subsequent starts of the Online Restore Wizard or Group Policy Restore 

Wizard. The use of unpacked backups accelerates the backup data preparation step of those wizards, because 

the unpacking process may be a lengthy operation. 

Using third-party backups 

Recovery Manager for Active Directory makes it possible to use Active Directory or AD LDS (ADAM) backups 

created with third-party backup tools. Before using this feature, unpack the backup to an alternate location with 

the corresponding third-party backup tool, and then register the database file (ntds.dit or adamntds.dit) using the 

Online Restore Wizard or Online Restore Wizard for AD LDS (ADAM), respectively. 

Cross-domain backup of group membership 

When backing up Global Catalog servers, you have the option to force Recovery Manager for Active Directory to 

collect group membership information from all domains within the Active Directory forest. This option ensures that 

group membership spanning multiple domains is fully backed up. 

It is recommended that you restore objects from Global Catalog backups that were created with this option. 

Otherwise, restored objects may not retrieve their membership in some local groups, because even Global 

Catalog servers do not store full information about group memberships. For example, information about 

membership in domain local groups is only stored in the home domains of those groups. 
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Considerations for backing up Active Directory 

In an Active Directory environment, each domain controller maintains its own Active Directory database. 

Therefore, a backup of the Active Directory database is domain controller-specific. To completely back up Active 

Directory, you must back up the directory database on every domain controller. 

To restore deleted or corrupted objects, it is recommended to back up at least two domain controllers for each 

domain for redundancy. If you intend to restore cross-domain group membership information, then it is also 

necessary to back up a global catalog server. 

Another reason for backing up the directory database on every domain controller is loose consistency. 

Replication of changes made to Active Directory does not occur immediately. The replication process first 

accumulates all changes, and then provides them to the participating domain controllers. As a result, the 

directory database on any domain controller is normally in a state of loose consistency. The directory object data 

on individual domain controllers differs to some extent, given that replication updates are either in transit between 

domain controllers, or waiting to be initiated. 

The age of the backup must also be considered. Active Directory prevents the restoration of data older than the 

"tombstone lifetime" - a setting specified in Active Directory. Because of this, an Active Directory backup should 

be created at least once within the tombstone lifetime. However, it is strongly recommended that backups of the 

directory database be created more often than this. 

Backup Agent 

NOTE For Recovery Manager for Active Directory 10.1 or higher: Make sure that you use the Backup 

Agent version supplied with this release of Recovery Manager for Active Directory. 

Recovery Manager for Active Directory employs a Backup Agent to back up remote domain controllers and AD 

LDS (ADAM) hosts. This is because some backup APIs provided by the operating system cannot be used to 

access a target domain controller or AD LDS (ADAM) host from the Recovery Manager Console. Therefore, 

Backup Agent must be installed on a remote domain controller or AD LDS (ADAM) host in order to gain access to 

its specific objects. Recovery Manager for Active Directory can automatically install Backup Agent before starting 

a backup, and remove it upon the completion of backup operation. Alternatively, you can preinstall Backup Agent 

manually. For more information on the advantages of using preinstalled Backup Agent, see Using preinstalled 

Backup Agent below. 

 

Figure: Backup Agents 

The figure above illustrates how Recovery Manager for Active Directory employs Backup Agent when creating 

backups. Backup Agent is installed on domain controllers DC1 and DC2. Backup Agent compresses the local 

data and sends it to the computer running Recovery Manager for Active Directory, which in turn transfers the 

compressed data to the backup repository (Central Storage Location). 

Since Backup Agent compresses the data before sending it over the network, the network load is decreased 

significantly. The average compression ratio is 7:1. The use of Backup Agent also provides increased scalability 

and performance by allowing the creation of backups on multiple domain controllers in parallel. 
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Separate credentials for Backup Agent 

Recovery Manager for Active Directory allows to run Backup Agent in the security context of a specific user 

account. Since Recovery Manager for Active Directory needs administrative access to the domain controller in 

order to run Backup Agent, the account under which Recovery Manager for Active Directory is running must 

belong to the Administrators group on that domain controller or AD LDS (ADAM) host, providing administrative 

access to the entire domain. If Recovery Manager for Active Directory cannot be started under such an account, 

separate credentials (user logon name and password) should be specified, so that Backup Agent is run under an 

account that has sufficient privileges. 

Using preinstalled Backup Agent 

Recovery Manager for Active Directory allows you to back up Computer Collections using Backup Agent 

manually preinstalled on each target domain controller. This method enables you to 

• Perform a backup operation without having domain administrator privileges. It is sufficient if 

Recovery Manager for Active Directory runs under a backup operator's credentials. 

• Reduce network traffic when backing up the Computer Collection. 

• Back up domain controllers in domains that have no trust relationships established with the 

domain in which Recovery Manager for Active Directory is running, solving the so-called “no 

trust” problem. 

Recovering Active Directory 
Recovery Manager for Active Directory enables the recovery of a portion of the directory or the entire directory, in 

the event of corruption or inadvertent modification. The granular, object-level, online restore may also be used to 

undelete directory objects. These powerful, security-sensitive functions of Recovery Manager for Active Directory 

should only be performed by highly trusted directory administrators. 

 

Figure: Recovering Active Directory 

If certain objects are inadvertently deleted or modified in Active Directory, they can be restored from a backup of 

domain controller’s Active Directory components, without restarting the domain controller or affecting other 

objects. If the Active Directory database on a particular domain controller has been corrupted, the entire 

database can be restored from a Active Directory backup created for that domain controller. All the restore 

operations are administered remotely. 

Recovery Manager for Active Directory offers the following restore methods: 

• Granular online restore. Allows you to select Active Directory objects from a backup, and then 

restore them to Active Directory. This method allows for the recovery of individual Active 
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Directory objects, and selected attribute values in Active Directory objects, with the least amount 

of administrative effort. 

• Complete offline restore. Restarts the target domain controller in Directory Services Restore 

mode, restores the Active Directory database from the selected backup, and then restarts the 

domain controller in normal operational mode. This method enables the recovery of the entire 

Active Directory database on a domain controller, and is most useful when recovering from 

database corruption. 

Recovery Manager for Active Directory supports granular online restore from BMR backups. 

Recovering Group Policy 
Recovery Manager for Active Directory enables the recovery of Group Policy data from corruption or inadvertent 

modification, which can be caused by either hardware failure or human error. 

 

Figure: Group Policy Recovery 

If specific Group Policy objects or links are inadvertently deleted or modified, they can be restored from a backup 

of a domain controller’s Active Directory components, without restoring the entire Active Directory, restarting the 

domain controller, or affecting other objects. 

Recovery Manager for Active Directory includes the following options for Group Policy recovery: 

• Policy settings restore. If the Group Policy object was modified since the backup was created, 

this option restores all policy settings to the state they were in at the time of the backup. If the 

Group Policy object was deleted, this option creates a new object with the same name and 

policy settings as the backed-up object. 

• Security settings restore. Restores all security information contained in the Group Policy 

object. As a result, all users and security groups receive the access permissions that were 

specified in the Group Policy object at the time it was backed up. 

• GPO links restore. Restores all links associated with the Group Policy object to the state they 

were in at the time the backup was created. As a result, the object is once again used by the 

same sites, domains, and organizational units that were linked to it at the time the backup was 

created. 

• Comparison reports. Shows whether Group Policy object was deleted or modified since the 

backup time. 
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You can use any combination of these options. For example, suppose some links to a Group Policy object are 

accidentally deleted. If your backup contains an outdated version of the Group Policy object, you can restore only 

the links, without restoring the policy settings or security settings. 

Group Policy restore 

To eliminate downtime when recovering Group Policy, Recovery Manager for Active Directory provides the Group 

Policy Restore method. This method allows individual Group Policy objects to be restored to a selected domain 

controller. The operation can be performed on any domain controller that can be accessed remotely. Using this 

method, domain controllers do not need to be restarted, and only those objects selected for recovery are 

affected. 

For this type of restore, it is not necessary to create any special backups; you may use any regular backup of 

domain controller’s Active Directory components. 

A Group Policy Restore is particularly helpful when critical Group Policy objects or links have been inadvertently 

deleted or changed. To recover from such situations, you may carry out a Group Policy Restore to a domain 

controller using a Active Directory backup that was created before the objects in question were deleted or 

modified. 

Group Policy Restore allows you to roll back changes made to Group Policy information, and return individual 

Group Policy objects to the state they were in when the backup was created. It is important to note that a Group 

Policy Restore only affects the object selected for recovery, and optionally, the links to that object. Any objects 

that are not involved in the operation remain unchanged in the domain. 

Comparison reports 
Recovery Manager for Active Directory provides comparison reports to assist with isolating deletion or changes to 

Active Directory or AD LDS (ADAM), and troubleshooting the resulting problems. These reports are based on 

per-attribute comparisons of Active Directory, AD LDS (ADAM), or Group Policy objects selected from a backup, 

with their counterparts in Active Directory, AD LDS (ADAM), or another backup. 

By comparing the state of the directory objects or Group Policy objects in Active Directory with those in a backup, 

comparison reports improve the efficiency of recovering objects, by allowing you to specify precisely which 

objects should be restored. 

By showing the changes that would be made to Active Directory or AD LDS (ADAM) during a restore operation, 

comparison reports help to highlight possible side effects that could result from restoring data. If such side effects 

are indicated in the report, you may then reconsider whether to apply the changes to the “live” directory data. 

Comparison reports may also be used to monitor changes that occurred in Active Directory or AD LDS (ADAM) 

since the backup was created, or within the period between two backups. Comparison reports assist with 

troubleshooting Active Directory, and resolving problems that may result from the deletion of critical objects in 

Active Directory. The reports also help you monitor changes made to Active Directory or AD LDS (ADAM) by third 

party applications. 

The ability to compare the current state of objects in Active Directory or AD LDS (ADAM) with their state in a 

backup helps when troubleshooting problems that may result from the deletion or modification of a user account 

or an Organizational Unit, or modification of more critical objects. Comparison reports show whether critical 

objects were deleted or modified since a backup was made. 

The deletion of critical objects such as a domain controller’s computer account or the "NTDS Settings" object is 

one of the most common causes of Active Directory problems. 

Other critical, equally sensitive objects include all objects in the System container, such as FRS subscription 

objects, trusted domain objects (TDO), and DNS objects. By comparing the current state of objects in the System 

container with the state of the objects in a backup, it is possible to isolate problems that result from the absence 

or incorrect modification of critical objects. 

Recovery Manager for Active Directory serves as a valuable tool when implementing a change management 

process. The importance of testing changes to Active Directory is paramount, whether you are changing 

configurations, installing new software, or implementing service packs and patches. The product has the ability to 

report changes, and if necessary, roll back changes made to Active Directory. This improves the effectiveness of 

testing application deployment scenarios in a laboratory environment, and monitoring changes made to Active 

Directory by third-party applications. 
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Getting started 

• Permissions required to use Recovery Manager for Active Directory 

• Recovery Manager Console 

• Getting and using help 

• Configuring Windows Firewall 

• Using Computer Collections 

• Managing Recovery Manager for Active Directory configuration 

• Licensing 

Permissions required to use Recovery 
Manager for Active Directory 

NOTE From version 8.8, Recovery Manager for Active Directory supports environments with disabled 

NTLM authentication and the Protected Users security group. 

The following user account permissions are required to perform some common tasks with Recovery Manager for 

Active Directory. 

Install Recovery Manager for Active Directory 
The account must be a member of the local Administrators group on the computer where you want to install 

Recovery Manager for Active Directory. If during the installation you specify an existing SQL Server instance, the 

account with which Recovery Manager for Active Directory connects to that instance must have the following 

permissions on the instance: 

• Create Database 

• Create Table 

• Create Procedure 

• Create Function 

Open and use the Recovery Manager Console 
The account must be a member of the local Administrators group on the computer where the Recovery Manager 

Console is installed. The account must also have the following permissions on the SQL Server instance used by 

Recovery Manager for Active Directory: 

• Insert 

• Delete 

• Update 

• Select 

https://technet.microsoft.com/en-us/library/dn466518%28v=ws.11%29.aspx
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• Execute 

Preinstall Backup Agent manually 
The account you use to access the target computer must be a member of the local Administrators group on that 

computer. 

Upgrade Backup Agent 
The account you use to access the target computer must be a member of the local Administrators group on that 

computer. 

Discover preinstalled Backup Agent instances 
The account used to access the target domain controllers must: 

• Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery 

Manager for Active Directory that is located on the Recovery Manager for Active Directory 

computer. 

• Be a member of the Backup Operators group on each target domain controller. 

Uninstall Backup Agent 
The account used to access the target domain controllers must: 

• Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery 

Manager for Active Directory that is located on the Recovery Manager for Active Directory 

computer. 

• Be a member of the Backup Operators group on each target domain controller. 

Update information displayed about Backup Agent in the 

Recovery Manager Console 
The account used to access the target domain controllers must: 

• Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery 

Manager for Active Directory that is located on the Recovery Manager for Active Directory 

computer. 

• Be a member of the Backup Operators group on each target domain controller. 

Automatically install Backup Agent and back up Active 

Directory data 
To automatically install Backup Agent, the account must have: 

• Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery Manager for 

Active Directory located on the Recovery Manager for Active Directory computer. 

• Local Administrator permissions on the target domain controller. 
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To back up data, the account must be a member of the Backup Operators group on the target domain controller. 

Back up Active Directory using preinstalled Backup Agent 
The account used to access the target domain controllers must: 

• Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery 

Manager for Active Directory that is located on the Recovery Manager for Active Directory 

computer. 

• Be a member of the Backup Operators group on each domain controller to be backed up. 

Perform a complete offline restore of Active Directory by 

using the Repair Wizard 
If you restore data to a domain controller where User Account Control (UAC) is not installed or disabled: 

• The account you use to access the domain controller must be a member of the Domain Admins 

group. 

If you restore data to a domain controller where User Account Control (UAC) is enabled: 

• The account you use to access the domain controller must be the built-in Administrator on that 

computer. 

In both these cases, the account you use to access the domain controller must have the Write permission on the 

folder %AllUsersProfile%\Application Data\Quest\Recovery Manager for Active Directory located on the Recovery 

Manager for Active Directory computer. 

Perform a selective online restore of Active Directory 

objects 
Agentless restore (used by default in Online Restore Wizard) 

The account used to access target domain controllers must have: 

• Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery Manager for 

Active Directory that is located on the Recovery Manager for Active Directory computer. 

• Reanimate Tombstones extended right in the domain where objects are to be restored. 

• Write permission on each object attribute to be updated during the restore. 

• Create All Child Objects permission on the destination container. 

• List Contents permission on the Deleted Objects container in the domain where objects are to be 

restored. 

For more details, see Agentless method. 

Agent-based restore 

• The account used to access target domain controllers must have domain administrator rights. 

For more details, see Agent-based method. 
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Restore a Group Policy object 
The account used to access the target domain controller must: 

• Be a member of the Group Policy Creator Owners group. 

• Have Full Control privilege on the Group Policy object. 

• Be a member of the Backup Operators group. 

• Have sufficient permissions to read/write Active Directory objects linked to the Group Policy 

object. 

Automatically install Backup Agent and back up an AD 

LDS (ADAM) instance 
The account used to access the computer hosting the instance must: 

• Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery 

Manager for Active Directory that is located on the Recovery Manager for Active Directory 

computer. 

• Be a member of the local Administrators group on the computer hosting the AD LDS (ADAM) 

instance 

Back up an AD LDS (ADAM) instance using preinstalled 

Backup Agent 
The account used to access the computer hosting the instance must: 

• Have the Write permission on the folder %AllUsersProfile%\Application 

Data\Quest\Recovery Manager for Active Directory located on the Recovery Manager for 

Active Directory computer. 

• Be a member of the local Administrators group on the computer hosting the AD LDS (ADAM) 

instance. 

Restore an AD LDS (ADAM) instance 
The account used to access the computer hosting the instance must: 

• Have the Write permission on the folder %AllUsersProfile%\Application 

Data\Quest\Recovery Manager for Active Directory located on the Recovery Manager for 

Active Directory computer. 

• Be a member of the local Administrators group on the computer hosting the AD LDS (ADAM) 

instance. 

Install or uninstall Recovery Manager Portal 
To install the Recovery Manager Portal, you can use a domain user account, MSA, or gMSA account that is a 

member of the local Administrators group on the target computer. All account requirements and limitations are 

described in the table below, where  
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• Step 1. Access web site - user account that is specified on the "Specify Web Site Settings" step 

of the Recovery Manager Portal setup wizard. 

• Step 2. Create a database on the SQL server instance - user account that is specified on the 

"Specify Preinstalled SQL Server Instance" step of the Recovery Manager Portal setup wizard. 

• Step 3. Access a database on the SQL server instance - user account that is specified on the 

"Specify SQL Server Access Account" step of the Recovery Manager Portal setup wizard. 

Step 1. Access 

web site 

Step 2. Create a database on 

the SQL server instance 

Step 3. Access the database on 

the SQL server instance 

Supported or 

not 

AD user Windows authentication 

(dbcreator) 

Windows authentication any type 

of user 

NOT 

Supported 
 

Windows authentication 

(dbcreator) 
SQL authentication any type of 

user 

Supported 

 

SQL authentication (dbcreator) Windows authentication any type 

of user 

NOT 

Supported 
 

SQL authentication (dbcreator) SQL authentication any type of 

user 

Supported 

 

Windows authentication 

(sysadmin) 
Windows authentication any type 

of user 

Supported 

 

Windows authentication 

(sysadmin) 
SQL authentication any type of 

user 

Supported 

 

SQL authentication (dbcreator) Windows authentication any type 

of user 

Supported 

 

SQL authentication (dbcreator) SQL authentication any type of 

user 

Supported 

MSA/gMSA Windows authentication 

(dbcreator) 

Windows authentication 

MSA/gMSA 

NOT 

Supported 
 

SQL authentication (dbcreator) Windows authentication 

MSA/gMSA 

NOT 

Supported 
 

Windows authentication 

(sysadmin) 
Windows authentication 

MSA/gMSA 

Supported 

 

SQL authentication (sysadmin) Windows authentication 

MSA/gMSA 

Supported 

Access Recovery Manager Remote API Access service 
To access a Recovery Manager for Active Directory instance, the Recovery Manager Portal requires the 

Recovery Manager Remote API Access service to be installed and running on the Recovery Manager for Active 

Directory computer. This service enables the following Recovery Manager for Active Directory features: 

integration with Recovery Manager Portal, full replication of RMAD console, consolidation of backup information 

and support for hybrid environment. 

For information about minimum permission requirements for the service, refer Step 1: Install Recovery Manager 

Remote API Access Service. 
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Start and use the Recovery Manager Portal 
Recovery Manager Portal can be run under Managed Service Account (in Windows Server 2008 or higher) or 

Group Managed Service Account (in Windows Server 2012 or higher). If you specify the MSA or gMSA account, 

add the '$' character at the end of the account name (e.g. domain\computername$) and leave the Password field 

blank (on the Specify Web Site Settings step of the wizard). 

For more details about required permissions, see the Install or uninstall Recovery Manager Portal section 

above. 

For more information about MSA/gMSA, see Using Managed Service Accounts. 

To perform restore or undelete operation in Recovery 

Manager Portal 
User must be a member of the "Recovery Manager Portal - Recovery Operators" security group on the computer 

where the Recovery Manager Portal is installed. 

If you want to use the agentless recovery method, select the Configure a list of delegates that can perform 

the restore and undelete operations option on the Portal Settings tab. For more information about delegation, 

see Delegating restore or undelete permissions. 

To perform the undelete operation in Recovery Manager 

Portal 
User must be a member of the "Recovery Manager Portal - Undelete Operators" local security group on the 

computer where the Recovery Manager Portal is installed. 

If you want to use the agentless recovery method, select the Configure a list of delegates that can perform 

the restore and undelete operations option on the Portal Settings tab. For more information about delegation, 

see Delegating restore or undelete permissions. 

To modify the Recovery Manager Portal configuration and 

delegate restore permissions to other Recovery Manager 

Portal users 
User must be a member of the "Recovery Manager Portal - Configuration Admins" local security group on the 

computer where the Recovery Manager Portal is installed. 

To view the health summary and backup creation history 

for the Recovery Manager for Active Directory instances in 

Recovery Manager Portal 
User must be a member of the "Recovery Manager Portal - Monitoring Operators" local security group on the 

computer where the Recovery Manager Portal is installed. 

Access the SQL reporting database 
To access the SQL reporting database (%ProgramData%\Quest\Recovery Manager for Active 

Directory\DBReporting\RecoveryManager-Reporting-<host name>), the account must be assigned to 

db_datareader, db_datawriter roles and have rights to run all the usp_* procedures, as follows: 

• usp_GetSummaryReportBody 

• usp_GetSessionErrors 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
26 Getting started 

 

• usp_GetReportsList 

• usp_GetReportsHeader 

• usp_GetReportBody 

• usp_GetReplicationHistory 

• usp_GetOptionalObjects 

• usp_GetOptionalAttributes 

• usp_GetObjectChildren 

• usp_GetObjectAttributes 

• usp_GetAllObjects 

• usp_GetAllChildObjects 

• usp_GetAllAttributes 

Run Recovery Manager for Active Directory cmdlets 
Verify that the user account under which you run Recovery Manager for Active Directory Management Shell 

console has the Write permission to the %ProgramData%\Quest\Recovery Manager for Active Directory 

folder. Otherwise, you will get warning messages when you run the snap-in cmdlets. 

Recovery Manager Console 
Recovery Manager for Active Directory includes an MMC snap-in (also known as the Recovery Manager 

Console) to ensure intuitive operation and close integration with the Windows operating system. 

NOTE Machine that hosts the Recovery Manager Console must have same or higher version of Windows 

operating system than the processed domain controllers. Otherwise, the online compare and object 

search in a backup during the online restore operation may fail. 

To start the Recovery Manager Console 

On the Start screen, click the Recovery Manager for Active Directory tile. 

When started for the first time, the Recovery Manager Console looks similar to the following: 
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The main viewing area of the window is divided into two panes. The left pane contains the console tree, showing 

the items that are available in the snap-in. The right pane, known as the details pane, is used to display 

information about those items. The window also contains command menus and toolbars that are provided by 

both the MMC and the snap-in. 

The information in the details pane changes accordingly when you select items in the console tree. To perform 

management tasks, you can click or right-click entries in the details pane and then use commands on the Action 

menu or shortcut menu. 

You can move objects by selecting them in a source folder and then dragging the selection to a destination 

folder. If the drop operation is not allowed, the mouse pointer changes accordingly. 

For more information about how to navigate an MMC snap-in, refer to Microsoft Management Console Help. 

The console tree includes the following items: 

• Replication Using this node you can add multiple console instances to the replication console 

list and perform the data replication from source consoles to the local one. For more information, 

see Full replication and Consolidating backup registration data. 

• Backup Agent Management. Provides a central location for managing Backup Agent on 

computers added to Computer Collections. You can use this node to discover all preinstalled 

instances of Backup Agent and to manually install, uninstall, or update the agent on computers 

in Computer Collections (such as domain controllers and AD LDS (ADAM) hosts). For more 

information, see Managing Backup Agent. 

• Computer Collections. Contains a list of user-defined collections of computers. When you 

select a collection in the console tree, the details pane displays a list of all members of that 

collection. For more information, see Using Computer Collections. 

• Active Directory. Contains nodes representing the forests and AD LDS (ADAM) configuration 

sets to which the Recovery Manager Console is currently connected. You can browse forests 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
28 Getting started 

 

and AD LDS (ADAM) configuration sets for computers and AD LDS (ADAM) instances, 

respectively. 

▪ To add a forest to the list, select Active Directory, and then, on the Action menu, 

click Connect to Forest. 

▪ To add an AD LDS (ADAM) configuration set to the list, select Active Directory, 

and then, on the Action menu, click Connect to AD LDS (ADAM). 

• Sessions. Contains a list of all backup-creation sessions performed by Recovery Manager for 

Active Directory. When you select a session in the console tree, the details pane reports 

information about that session, such as whether backups were successfully created during the 

session. 

• Backups. Contains a list of the Active Directory backups, AD LDS (ADAM) backups registered 

in the backup registration database of Recovery Manager for Active Directory. When you select 

Active Directory or AD LDS (ADAM) under the Backups node, the details pane displays a list 

of all registered AD backups or AD LDS (ADAM) backups respectively. 

You can use the Properties dialog box provided for the Active Directory or AD LDS (ADAM) node, to filter the list 

of backups displayed in the details pane. 

Getting and using help 
Help topics and tips provided with Recovery Manager for Active Directory help you accomplish your tasks. To get 

assistance while you work: 

• On the Help menu, click Help Topics. This displays the Help Viewer. To find a Help topic, use 

the Contents and Search tabs of the Help Viewer. 

• To see a brief description of a wizard page or a dialog box, press the F1 key or click the Help 

button. 

• To see a brief description of a menu command or a toolbar button, point to the command or 

button. Descriptions of toolbar buttons appear as tool-tips. 

Descriptions of menu commands appear in the status bar at the bottom of the window. If the status bar is not 

displayed, click Customize on the View menu, and then select the Status bar check box in the Customize View 

dialog box. 

Configuring Windows Firewall 
A firewall enabled in your environment may block traffic on ports used by Recovery Manager for Active Directory, 

preventing you from backing up or restoring data. Before you start using Recovery Manager for Active Directory, 

make sure your firewall does not block traffic on ports used by Recovery Manager for Active Directory. For more 

information about these ports, see the Deployment Guide supplied with this release. 

This section provides instructions on how to configure built-in Windows Firewall on a computer that is running 

Windows Server 2008 or later (domain controller or AD LDS (ADAM) host), so that Recovery Manager for Active 

Directory could back up data on that computer. 

The section covers the following methods: 

• Manual method 

• Automatic method 
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Manual method 
For each of the following agents, you must create the specified firewall rules to allow traffic on ports used by 

Recovery Manager for Active Directory. For descriptions of each firewall rule, see the table below. 

Backup Agent: 

• If you have a preinstalled Backup Agent, create Rule 3 and specify BackupAgent64.exe in the 

Program path parameter. 

• If you have an automatic Backup Agent installation, create Rule 3 and specify ErdAgent.exe 

instead of <backup agent> in the Program path parameter. 

• If you use the specified Backup Agent port, you need to configure Rule 1 and Rule 3. In Rule 3, 

specify <specific TCP port> for the Backup Agent in the Local ports parameter. 

• If you use the RPC dynamic port range for the Backup Agent, configure Rule 1, Rule 2, and Rule 

3. In Rule 3, specify the <RPC dynamic port range> for the Backup Agent in the Local ports 

parameter. 

Online Restore Agent: 

• Configure Rule 4 and specify OnlineRestoreAdapter.exe in the Program path parameter. 

• If you use the specified Online Restore Agent port, configure Rule 1 and Rule 4. In Rule 4, 

specify <specific TCP port> for the Online Restore Agent in the Local ports parameter. 

• If the RPC dynamic port range is used for the Online Restore Agent , configure Rule 1, Rule 2, 

and Rule 4. In Rule 4, specify <RPC dynamic port range> for the Online Restore Agent in the 

Local ports parameter. 

Offline Restore Agent: 

• Configure Rule 5 and specify RstAgent.exe in the Program path parameter. 

• If you use the specified Offline Restore Agent port, you need to configure Rule 1 and Rule 5. In 

Rule 5, specify <specific TCP port> for the Offline Restore Agent in the Local ports parameter. 

• If you use the RPC dynamic port range for the Offline Restore Agent , configure Rule 1, Rule 2, 

and Rule 5. In Rule 5, specify <RPC dynamic port range> for the Offline Restore Agent in the 

Local ports parameter. 

Management Agent: 

• Configure Rule 6 and specify the ManagementAgent.exe in the Program path parameter. 

• If you use the specified Backup Agent port, configure Rule 1 and Rule 6. In Rule 6, specify 

<specific TCP port> for the Management Agent in the Local ports parameter. 

• If you use the RPC dynamic port range for the Management Agent, configure Rule 1, Rule 2, 

and Rule 6. In Rule 6, specify <RPC dynamic port range> for the Management Agent in the 

Local ports parameter. 

Forest Recovery Agent: 

• Configure Rule 7 and specify FRRestoreService64.exe in the Program path parameter. 

• If you use the specified Backup Agent port, configure Rule 1 and Rule 7. In Rule 7, specify 

<specific TCP port> for the Forest Recovery Agent in the Local ports parameter. 
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• If you use the RPC dynamic port range for the Forest Recovery Agent, configure Rule 1, Rule 2, 

and Rule 7. For Rule 7, specify <RPC dynamic port range> for the Forest Recovery Agent in the 

Local ports parameter. 

The following list describes the settings for each firewall rule. Any setting not described in this list can be left as 

the default value.  

• Rule 1 

▪ Rule Type: Custom 

▪ Program Path: System 

▪ Service settings: Apply to all programs and services 

▪ Protocol: TCP 

▪ Local ports: 445 

▪ Remote ports: Any 

▪ Local IP addresses: Any 

▪ Remote IP addresses: Any 

▪ Action: Allow the connection 

▪ Rule profile: Domain, Private, and Public 

▪ Allowed users: Any 

▪ Allowed computers: Any 

• Rule 2 

▪ Rule Type: Custom 

▪ Program Path: %SystemRoot%\System32\Svchost.exe 

▪ Service settings: Remote Procedure Call (RpcSs) 

▪ Protocol: TCP 

▪ Local ports: RPC Endpoint Mapper 

▪ Remote ports: Any 

▪ Local IP addresses: Any 

▪ Remote IP addresses: Any 
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▪ Action: Allow the connection 

▪ Rule profile: Domain, Private, and Public 

▪ Allowed users: Any 

▪ Allowed computers: Any 

• Rule 3 

▪ Rule Type: Custom 

▪ Program Path: %SystemRoot%\RecoveryManagerAD\backup agent 

▪ Service settings: Apply to all programs and services 

▪ Protocol: TCP 

▪ Local ports: RPC dynamic port range/specified port for Backup Agent 

▪ Remote ports: Any 

▪ Local IP addresses: Any 

▪ Remote IP addresses: Any 

▪ Action: Allow the connection 

▪ Rule profile: Domain, Private, and Public 

▪ Allowed users: Any 

▪ Allowed computers: Any 

• Rule 4 

▪ Rule Type: Custom 

▪ Program Path: %SystemRoot%\RecoveryManagerAD\OnlineRestoreAdapter.exe 

▪ Service settings: Apply to all programs and services 

▪ Protocol: TCP 

▪ Local ports: RPC dynamic port range/specific port for Online Restore Agent 

▪ Remote ports: Any 

▪ Local IP addresses: Any 
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▪ Remote IP addresses: Any 

▪ Action: Allow the connection 

▪ Rule profile: Domain, Private, and Public 

▪ Allowed users: Any 

▪ Allowed computers: Any 

• Rule 5 

▪ Rule Type: Custom 

▪ Program Path: %SystemRoot%\RecoveryManagerAD\offline restore agent 

▪ Service settings: Apply to all programs and services 

▪ Protocol: TCP 

▪ Local ports: RPC dynamic port range/specific port for Offline Restore Agent 

▪ Remote ports: Any 

▪ Local IP addresses: Any 

▪ Remote IP addresses: Any 

▪ Action: Allow the connection 

▪ Rule profile: Domain, Private, and Public 

▪ Allowed users: Any 

▪ Allowed computers: Any 

• Rule 6 

▪ Rule Type: Custom 

▪ Program Path: %SystemRoot%\RecoveryManagerAD\ManagementAgent.exe 

▪ Service settings: Apply to all programs and services 

▪ Protocol: TCP 

▪ Local ports: RPC dynamic port range/specific port for Management Agent 

▪ Remote ports: Any 
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▪ Local IP addresses: Any 

▪ Remote IP addresses: Any 

▪ Action: Allow the connection 

▪ Rule profile: Domain, Private, and Public 

▪ Allowed users: Any 

▪ Allowed computers: Any 

• Rule 7 

▪ Rule Type: Custom 

▪ Program Path: 

%ProgramFiles%\Quest\RecoveryManagerforActiveDirectory\forest recovery agent 

▪ Service settings: Apply to all programs and services 

▪ Protocol: TCP 

▪ Local ports: RPC dynamic port range/specific port for Forest Recovery Agent 

▪ Remote ports: Any 

▪ Local IP addresses: Any 

▪ Remote IP addresses: Any 

▪ Action: Allow the connection 

▪ Rule profile: Domain, Private, and Public 

▪ Allowed users: Any 

▪ Allowed computers: Any 

NOTE For more information on RPC dynamic port range, refer to the following Microsoft Support 

Knowledge Base articles at https://support.microsoft.com: 

How to configure RPC to use certain ports and how to help secure those ports by using IPsec 

How to configure RPC dynamic port allocation to work with firewalls 

The default dynamic port range for TCP/IP has changed in Windows Vista and in Windows Server 

2008 

https://support.microsoft.com/
https://support.microsoft.com/en-us/help/908472/how-to-configure-rpc-to-use-certain-ports-and-how-to-help-secure-those
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
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Automatic method 
Before following the below instructions, make sure that Windows Firewall enabled on the target computer does 

not block any ports used by the Recovery Manager Console: these ports are required to deploy Backup Agent, 

Online Restore Agent, Offline Restore Agent, Management Agent. 

Use the following options to automatically configure Windows Firewall settings: 

• To automatically configure Windows Firewall for Backup Agent, Online Restore Agent, Offline 

Restore Agent and Management Agent, use the Recovery Manager Console settings. Fore more 

details, see the Ports tab section here. 

• You can automatically configure Windows Firewall settings for Backup Agent using the 

Computer Collection properties in Recovery Manager Console: 

a. Open the Recovery Manager Console, expand the Computer Collections node in the console 

tree, and select the Computer Collection that includes the target computers where you want to 

automatically configure Windows Firewall. 

b. From the main menu, select Action | Properties. 

c. In the dialog box that opens, go to the Agent Settings tab. 

d. Make sure the Use preinstalled Backup Agent check box is cleared. This is required to 

automatically deploy Backup Agent when the backup creation operation starts. You cannot 

configure Windows Firewall by using preinstalled Backup Agent. 

e. Select the Automatically configure Windows Firewall check box, and click OK 

Recovery Manager for Active Directory automatically configures Windows Firewall on each Windows Server 

2008-based or later computer in the Computer Collection after the backup creation operation starts on that 

Collection. 

• To automatically configure Windows Firewall settings for Online Restore Agent, you should 

select the Automatically configure Windows Firewall option on the Domain Access Options 

step of Online Restore Wizard. 

Using Computer Collections 
A Computer Collection is a group of shortcuts to the computers (domain controllers and/or AD LDS (ADAM) 

hosts) to be backed up with Recovery Manager for Active Directory. You can have multiple Computer Collections, 

each representing a group of computers you want to back up. You can populate a Computer Collection with 

shortcuts to specific computers available on your network and containers (for example, Active Directory domains, 

sites, and organizational units) that include the computers you want to back up. 

Each Computer Collection has its individual properties you can use to configure such settings as backup location, 

backup creation schedule, performance, and backup operation logging. For more information about Computer 

Collection properties, see Properties for an existing Computer Collection. 

Computer Collections help you organize any number of computers into groups with the appropriate settings for 

backup creation and scheduling. A well-organized set of Computer Collections ensures that up-to-date copy of 

the backup information is maintained for remote computers. Therefore, it is recommended to group managed 

computers into Computer Collections and set appropriate properties for every Computer Collection. 

This section covers the following tasks: 

• Creating Computer Collections 

• Renaming Computer Collections 
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• Modifying Computer Collection properties 

• Deleting Computer Collections 

• Specifying an access account for Backup Agent and backup file storages 

• Adding domain controllers to a Computer Collection 

• Adding containers to a Computer Collection 

• Adding AD LDS (ADAM) hosts and instances to a Computer Collection 

• Removing items from a Computer Collection 

Creating Computer Collections 

To create a Computer Collection 

1. In the Recovery Manager Console tree, select the Computer Collections node. 

2. From the main menu, select Action | Create Collection. 

The properties of a newly created Computer Collection are preset with default values. You can change the 

property values for a Computer Collection, as well as the default property values. For more information, see 

Modifying Computer Collection properties. 

The Backup Wizard creates a new Computer Collection if you select the option Later (configure backup 

scheduling) on the When to Back Up page of the wizard. The new Computer Collection includes all objects you 

selected on the What to Back Up page. 

Renaming Computer Collections 
Recovery Manager for Active Directory assigns a default name to a newly created Computer Collection. You can 

rename a Computer Collection to assign it a more descriptive name. 

To rename a Computer Collection 

1. Right-click the Computer Collection and then click Rename. 

2. Type a new name for the Computer Collection and then press ENTER. 

When renaming a Computer Collection for which a backup creation task is scheduled, you may be prompted to 

supply the user name and password of the account under which you want to run the scheduled backup creation 

operation. This is because Task Scheduler may need to re-create the backup creation task when a Computer 

Collection is renamed. When creating a scheduled task, Task Scheduler requires that you supply the user name 

and password of the user account under which the task will run. For more information, see Setting user account 

for scheduled tasks. 

Modifying Computer Collection properties 

To modify properties for a Computer Collection 

• In the console tree, right-click the Computer Collection, and then click Properties. 
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The Properties dialog box opens, allowing you to specify what to back up, where to store backups, and what 

kind of logging to use. In addition, the Properties dialog box allows you to manage the backup creation schedule 

for the Collection and specify the user account under which the scheduled backup creation operation will run. 

All settings specified in the Properties dialog box for a Computer Collection only relate to that Computer 

Collection. Different Computer Collections may have different properties. 

For more information about Computer Collection properties, see Properties for an existing Computer Collection. 

Deleting Computer Collections 

To delete a Computer Collection 

• In the console tree, right-click the Computer Collection you want to delete, and then click Delete. 

This only deletes the Computer Collection you selected along with the computer and container shortcuts it 

includes and the backup creation tasks scheduled for that Computer Collection. The containers, domain 

controllers, and AD LDS (ADAM) hosts whose shortcuts were added to the Computer Collection are not deleted. 

Deleting a Computer Collection does not delete the backups that were created for that Collection. 

Specifying an access account for Backup 

Agent and backup storage 
For each Computer Collection (applicable to all domain controllers within a collection), you can specify a user 

account that will be used to access the following: 

• Backup Agent that is manually or automatically installed on domain controllers in the Computer 

Collection. The account is used for the following operations: 

▪ backup creation 

▪ discover Backup Agent instances or update Backup Agent information 

▪ install, upgrade or uninstall Backup Agent instances 

• Locations on target domain controllers or UNC shares where backup files created for the 

Computer Collection are to be saved. For more information on how to specify these locations, 

see Remote Storage tab section in Properties for an existing Computer Collection. 

These credentials are also used to connect to Active Directory in the following cases: 

• Show or refresh the content of collections that contain containers 

• Operate on collections that contain container-items 

• This account is used for backup unpacking only if no account is configured on the Remote 

Storage tab 

For example: modifying an exclusion list for a container; installing the Backup Agent from a collection menu, 

collecting diagnostic data, etc. 

To specify an access account 

1. In the Recovery Manager Console tree, select the Computer Collection for which you want to 

specify an access account. 

2. From the main menu, select Action | Properties. 
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3. On the Agent Settings tab, select the Use the following account to access Backup Agent 

check box. 

4. Click Select Account, and specify the user name and password of the account with which you 

want to access Backup Agent, backup storages, and global catalog servers. 

5. When finished, click OK. 

You can also specify a separate account that will be used to access the backup storage on the Remote Storage 

tab. 

If no access account is specified on the Agent Settings tab and no scheduled tasks exist for the Computer 

Collection, Recovery Manager for Active Directory will use the account under which the Recovery Manager 

Console is currently running. 

If no access account is specified and a backup creation task is scheduled for the Computer Collection, Recovery 

Manager for Active Directory will use the account under which the scheduled task is run. You can view and 

change this account on the Schedule tab in the Properties dialog box for a Computer Collection. For more 

information, see Schedule tab subsection in Properties for an existing Computer Collection. 

NOTE The scheduled task account is not used to access the Remote Storage from the agent side. The 

agent uses a local system account on a domain controller for this operation. 

For additional information about the account requirements, please refer Permissions required for the Backup 

operation. 

Adding domain controllers to a Computer 

Collection 
You can add specific domain controllers to a Computer Collection. You can select domain controllers in the 

details pane after browsing the console tree and selecting the container that holds the domain controllers you 

want to add. Domains available for a forest are located under the Active Directory/Forest <Name> node; 

containers are located under domain nodes. You can add forests to the Active Directory node by using the 

Connect to Forest command on the node’s Action menu. A Computer Collection can hold domain controllers 

from multiple containers. 

To add domain controllers to a selected Computer Collection 

1. Right-click the Computer Collection, point to Add, and then click Domain Controller. 

2. In the Select Computers dialog box, enter the domain controller name or select the domain 

controller from the list and click OK. The Select Computers dialog box allows you to specify 

multiple domain controller names. 

To add domain controllers to a Computer Collection 

1. Browse the console tree to select the container that holds the domain controllers you want to 

add. 

2. In the details pane, select the domain controllers you want to add. To select multiple domain 

controllers, hold down CTRL, and click the domain controllers. 

3. On the Action menu, click Add to Collection. 

4. In the dialog box that opens, select an existing Computer Collection or click New Collection to 

create and select a new Computer Collection. 

5. In the dialog box, click OK. 
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NOTE Alternatively, you can drag the domain controllers selected in the details pane to the target Computer 

Collection in the console tree or use the Copy and Paste commands. 

You can add domain controllers to a Computer Collection by using an import file that contains a list of domain 

controller names or IP addresses. Importing domain controllers from a file overcomes the limitations inherent to 

the Select Computers dialog box and is convenient when you need to add a large group of domain controllers. 

An import file is a text file that contains one domain controller name or IP address per line. For example: 

123.123.123.123 

Domain Controller Name 1 

Domain Controller Name 2 

213.213.213.213 

To add domain controllers by using an import file 

1. Create an import file that contains domain controller names or IP addresses. 

2. Right-click the Computer Collection, point to Add, and then click Import Computers. 

3. Use the Open dialog box to locate and open the import file. 

Adding containers to a Computer Collection 
You can add containers such as Active Directory domains, sites, or organizational units to a Computer Collection. 

When a Computer Collection includes a container, it implicitly includes all domain controllers that are in that 

container. You can select containers in the details pane after browsing the console tree and selecting a node that 

holds the containers you want to add. 

Domains are located under the Active Directory/Forest <Name> node, organizational units are located under 

domain nodes. You can add Active Directory forests to the Active Directory node by using the Connect to 

Forest command on the node’s Action menu. 

To add a container to a selected Computer Collection 

1. Right-click the Computer Collection, point to Add, and then click Container. 

2. In the Domain box, select the domain that includes the container or type the DNS name of the 

domain. If you typed the domain name, click Connect to redraw the tree in the Containers box. 

3. Browse the directory tree in the Containers box to locate and select the container. 

4. In the dialog box, click OK. 

NOTE For a Computer Collection that includes a container, backups are created for all domain controllers 

in the container, including the newly created DCs that are not explicitly present in the Computer 

Collection . 

Alternatively, you can add containers to a Computer Collection using the following 
procedure 

1. Browse the Recovery Manager Console tree to select the node that holds the containers you 

want to add. 

2. In the details pane, select the containers you want to add. To select multiple containers, hold 

down CTRL, and click the containers. 

3. On the Action menu, click Add to Collection. 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
39 Getting started 

 

4. In the dialog box that opens, select an existing Computer Collection or click New Collection to 

create and select a new Computer Collection. 

5. In the dialog box, click OK. 

NOTE Also you can drag the containers selected in the details pane to the target Computer Collection in 

the console tree or use the Copy and Paste commands. 

To view and modify an exclusion list for a container 

This option lets you specify an explicit list of the domain controllers that will not be included in the backup. 

1. In the Recovery Manager Console tree, select the Computer Collection that holds the container. 

2. In the details pane, right-click the container and select Properties. 

3. In the Properties dialog box, click Modify. 

4. Select domain controllers that you want to exclude from the Available domain controllers list 

and click Add. 

5. Click OK. 

Adding AD LDS (ADAM) hosts and instances to 

a Computer Collection 
You can add AD LDS (ADAM) hosts and instances to a Computer Collection. AD LDS (ADAM) instances 

available for a selected AD LDS (ADAM) configuration set are located under the Active Directory/AD LDS 

(ADAM) Configuration Set/All Instances node. To add an AD LDS (ADAM) configuration set to a Computer 

Collection, you need to connect to AD LDS (ADAM). 

To connect to AD LDS (ADAM) 

1. In the Recovery Manager Console tree, select the Active Directory node. 

2. From the main menu, select Action | Connect to AD LDS (ADAM). 

3. In the dialog box that opens, do the following: 

a. In the AD LDS (ADAM) host box, type the full DNS name of the host to which you 

want to connect. 

b. In the Port number box, type the port number used by AD LDS (ADAM). 

c. In the User name and Password boxes, type the user name and password with 

which you want to access the AD LDS (ADAM) host. Note that to display these 

boxes, you may need to click the Options button. 

4. When finished, click OK. 

To add AD LDS (ADAM) hosts to a particular Computer Collection 

1. Right-click the Computer Collection, point to Add, and then click AD LDS (ADAM) Host. 

2. In the Select Computers dialog box, enter the names of the AD LDS (ADAM) hosts you want to 

add or select the hosts from the list and click Add. The Select Computers dialog box allows you 

to specify multiple AD LDS (ADAM) host names. 

Recovery Manager for Active Directory backs up all AD LDS (ADAM) instances hosted on the computer you have 

added to a Computer Collection. 
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To add AD LDS (ADAM) instances to a Computer Collection 

1. In the Recovery Manager Console tree, expand the appropriate Active Directory/AD LDS 

(ADAM) Configuration Set node, and then click All Instances. 

2. In the details pane, select the instances you want to add. To select multiple instances, hold down 

CTRL, and click the instances. 

3. On the Action menu, click Add to Collection. 

4. In the dialog box that opens, select an existing Computer Collection or click New Collection to 

create and select a new Computer Collection. 

5. In the dialog box, click OK. 

NOTE Alternatively, you can drag the selected AD LDS (ADAM) instances to the target Computer 

Collection in the console tree or use the Copy and Paste commands. 

You can also select a Computer Collection, and then add AD LDS (ADAM) hosts to the selected Collection. 

Removing items from a Computer Collection 

To remove items from a Computer Collection 

1. In the Recovery Manager Console tree, select the Computer Collection from which you want to 

remove items. 

2. In the details pane, select the items you want to remove. Use CTRL and SHIFT to select multiple 

items. 

3. Right-click the selection, and then click Delete. 

Managing Recovery Manager for Active 
Directory configuration 
In this section: 

• Preparing for working with Active Directory or AD LDS (ADAM) backups 

• Settings 

• Default properties for Computer Collections 

• Properties for an existing Computer Collection 

• Container and site properties 

• Sessions node properties 

• Forest properties 

• Domain properties 

• Domain controller properties 

• AD LDS (ADAM) partition properties 
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• AD LDS (ADAM) instance properties 

• Showing or hiding AD LDS (ADAM) partitions 

• Showing or hiding domains 

• Showing or hiding sites 

Preparing for working with Active Directory or 

AD LDS (ADAM) backups 
To restore data from Active Directory or AD LDS (ADAM) backups, Recovery Manager for Active Directory 

requires specific dynamic link libraries (DLLs) supplied with the Windows operating system. In case Recovery 

Manager for Active Directory cannot find these DLLs, the backup restore operation may fail with an error 

message similar to the following: 

“The Active Directory database (ntds.dit) file in the backup is incompatible with the esent.dll file version found on 

this computer.” 

Before you start using Recovery Manager for Active Directory to extract and restore data from Active Directory or 

AD LDS (ADAM) backups, it is recommended to ensure the required DLLs are available on the Recovery 

Manager for Active Directory computer. 

How to ensure that required DLLs are available 

Requirements 

Operating system on the Recovery Manager for Active Directory computer 

NOTE The OS version on the domain controller cannot be higher than the OS version on the Recovery 

Manager Console machine. For the list of supported OS, see Release Notes. 

Settings 
To configure the various settings of Recovery Manager for Active Directory, you can use the Settings dialog box. 

In the Settings dialog box, you can define a TCP port for communications with the Backup Agent, Online Restore 

Agent, Offline Restore Agent and Management Agent, specify the default location for storing Active Directory 

backups, select a default method for compare and restore operations, configure settings for creating unpacked 

backups, or set up e-mail notifications or diagnostic logging. 

To open the Settings dialog box 

• In the Recovery Manager Console, select the Recovery Manager for Active Directory console 

tree root. 

• On the Action menu, click Settings. 

The Settings dialog box has the following tabs: 

• General tab 

• Unpacked Backups tab (global settings) 

• E-mail tab 

• Logging tab 
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• Ports tab 

General tab 
On this tab, you can specify the default location for storing Active Directory backups or select a default method 

for compare and restore operations. 

This tab provides the following options: 

• Default backup location. Allows you to specify the path to the folder where to store backups. 

You can either type the path or click Browse to locate and select the folder. 

• Maximum number of items displayed per folder under the Active Directory node. Use this 

box to type the maximum number of objects that you want to be displayed for any single folder in 

the console tree under the Active Directory node. 

• Default method for compare and restore operations. Allows you to select the default method 

to perform compare and restore operations in the Online Restore Wizard. For more information 

about the methods that you can select, see Using the agentless or agent-based method. 

• Include Change Auditor "Who" data in reports. Includes information on users who modified 

certain Active Directory objects into the reports you can generate in the Online Restore Wizard. 

To use this option, you must have Change Auditor for Active Directory installed in the home 

Active Directory forest of Recovery Manager for Active Directory. 

• Include subsequent changes from CA on deleted objects. When this option is selected, 

Recovery Manager for Active Directory restores the deleted object(s) and continuously restores 

the last change (if any) that was made to the object attributes after creating the backup, using 

data from the Change Auditor database. 

• Database. Allows you to specify the name of Change Auditor database. 

To specify the CA database server, instance, port, and name, use the following format: <Server 

Name>\<Instance Name>,<Port>\<Database Name>. Example: 

testserver.domain.com\testinstance,1432\ChangeAuditorDB 

For details about the Change Auditor-related options, see Integration with Change Auditor for 

Active Directory. 

• Use Secure Sockets Layer (SSL) to encrypt the connection. Allows you to use LDAP over 

SSL when accessing the AD forests. This selection affects all the LDAP connections in Recovery 

Manager for Active Directory and sets the default value for this check box in the other dialogs 

where it is displayed. 

NOTE You must reopen the Forest Recovery console after updating the Use Secure Socket Layer (SSL) 

to encrypt the connection setting for the changes to take effect. 

E-mail tab 
On this tab, you can configure e-mail notification settings. Recovery Manager for Active Directory will use these 

settings to send notification e-mails about backup creation sessions. 

This tab provides the following options: 

• SMTP server. Provides a space for you to specify the SMTP server for outgoing messages. 
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• SMTP port. Provides a space for you to specify the port number to connect to on your outgoing 

mail (SMTP) server. 

• “From” address. Provides a space for you to specify the return address for your e-mail 

notification messages. It is recommended that you specify the e-mail address of the Recovery 

Manager for Active Directory administrator. 

• SMTP server requires authentication. When selected, specifies that you must log on to your 

outgoing mail server. 

• User. Provides a space for you to specify the account name used to log on to the SMTP server. 

• Password. Provides a space for you to specify the user password. 

• Test Settings. Sends a test notification message to the address set in the “From” address text 

box. Use this button to verify that the specified e-mail notification settings are valid. 

For more information, see Using e-mail notification. 

Unpacked Backups tab (global settings) 
On this tab, you can specify some global (or default) settings to automatically unpack backups. By default, these 

settings will apply to all new Computer Collections. 

This tab provides the following options: 

• Unpack each backup upon its creation. Specifies to unpack each backup upon its creation. 

This option will only apply to those Computer Collections whose properties are configured to use 

the global settings. In this option, you can specify the number of recent backup creation sessions 

from which you want to keep unpacked backups for each domain in the Computer Collections. 

• Prompt me to keep backups unpacked by wizards. Specifies that the Online Restore Wizard 

and the Group Policy Restore Wizard will prompt you to keep unpacked backups. Use the Keep 

unpacked backups list to specify for how long you want Recovery Manager for Active Directory 

to keep the backups unpacked by the wizards.  

• Unpacked backups folder. Provides a space for you to specify the path to the folder where you 

want Recovery Manager for Active Directory to keep unpacked backups. Each unpacked backup 

will be saved in a separate subfolder. Type the folder path or click Browse to locate and select 

the folder. 

DC selection algorithm that is used to select a DC for unpacking 

1. Only one DC backup per domain is chosen for unpacking for each backup session. 

2. Not Read-Only DCs are selected first. 

-OR- 

If there are no Not Read-Only DCs in the domain, all the DCs are supposed to be selected. 

3. If several DCs are selected on the Step 2, DC with the Global Catalog role will be selected 

among them. If there are several DCs with the GC role, it is unpredictable which backup will be 

selected then. 

4. The chosen backup (one per domain) is unpacked. 

If there is limit for unpacked backups and it is exceeded, the specified number of the oldest backups are deleted. 

If individual settings are specified for a collection, backups for that particular collection are taken into account, 
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otherwise backups of all collections that use the global settings are taken into account when comparing against 

the specified limit. 

For more information on managing unpacked backups, see Unpacking backups. 

Logging tab 
On this tab, you can configure diagnostic logging to write detailed information about the activity of Recovery 

Manager for Active Directory to log files. 

This tab provides the following options: 

• Use diagnostic logging. Select this check box to enable diagnostic logging in Recovery 

Manager for Active Directory. Diagnostic logging produces a set of log files detailing the activity 

of Recovery Manager for Active Directory. 

Diagnostic logging can be resource intensive, affecting overall server performance and consuming disk space. 

Therefore, it should only be used temporarily when more detailed information is needed to isolate and resolve 

possible problems or to monitor the activity of Recovery Manager for Active Directory on your server. 

• Log files location. Specifies the location where to create the log files. The default location is 

%AllUsersProfile%\Application Data\Quest\Recovery Manager for Active Directory\Logs. 

• Create a new set of log files. Use this list to define how often to create a new set of log files. 

Each new set of log files is placed in a separate subfolder in the log files location. 

Ports tab 
On this tab, you can specify TCP ports that will be used by Recovery Manager Console to communicate with 

Backup Agent, Restore Agents and Management Agent. 

This tab provides the following options: 

• Connect to Backup Agent using a specific TCP port. Allows you to specify the TCP port 

number that will be used to connect to Backup Agent installed on a target domain controller. If 

the option is not selected, the default port 3843 is used. 

• Connect to Online Restore Agent using a specific TCP port. Allows you to specify the TCP 

port number that will be used to connect to Online Restore Agent installed on a target domain 

controller. If the option is not selected, RPC dynamic port range is used by default. 

• Connect to Offline Restore Agent using a specific TCP port. Allows you to specify the TCP 

port number that will be used to connect to Offline Restore Agent installed on a target domain 

controller. If the option is not selected, RPC dynamic port range is used by default. 

• Automatically configure Windows Firewall If this option is selected, Windows Firewall settings 

will be configured automatically for Offline Restore Agent. 

• Connect to Management Agent using a specific TCP port. Allows you to specify the TCP port 

number that will be used to connect to Management Agent installed on a target domain 

controller. If the option is not selected, RPC dynamic port range is used by default.. 

• Automatically configure Windows Firewall If this option is selected, Windows Firewall settings 

will be configured automatically for the operations performed by Management Agent. 

Management Agent is used to deploy Backup Agent, Offline Restore Agent and Forest Recovery 

Agent. 
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Default properties for Computer Collections 
The default properties for Computer Collections are applied to newly created Computer Collections. Default 

properties are overridden by Computer Collection properties when Recovery Manager for Active Directory 

performs backup operations on a Computer Collection. 

The default properties are used to specify where to store backups, what to back up, and how many backups to 

keep for each computer that belongs to a Computer Collection. The default properties include options used for 

performance tuning, such as bandwidth throttling, CPU usage throttling, parallel backup tuning, and data 

compression. The default properties also include advanced backup options, such as accessing target computers 

with a special account, autocorrecting registry quota, and storing a copy of each backup in an alternate location. 

In addition, the default properties include the logging settings that are used by default. 

To view and modify the default properties for Computer Collections 

• In the Recovery Manager Console tree, click the Computer Collections node, and then click 

Collection Defaults on the Action menu. 

The elements you can use in the dialog box that opens are similar to those in the properties dialog box for an 

existing Computer Collection. For more information, see Properties for an existing Computer Collection. 

Properties for an existing Computer Collection 
The Computer Collection properties are used to specify what data to back up, where to store backups, and how 

many backups to keep for each computer that belongs to the Computer Collection. 

The Computer Collection properties include options used for performance tuning, such as bandwidth throttling, 

CPU usage throttling, parallel backup tuning, and data compression. 

The Computer Collection properties also include advanced backup options, such as accessing target computers 

with a special account and storing additional backup copies in an alternate location. 

To view and modify properties for an existing Computer Collection 

• In the Recovery Manager Console tree, under Computer Collections, select the Computer 

Collection, and then click Properties on the Action menu. 

The properties of a newly created Computer Collection are the same as the current default properties. After a 

Computer Collection is created, its properties can be modified using the Properties dialog box. All settings in the 

Properties dialog box are related to the given Computer Collection. Different Computer Collections may have 

differing settings. 

The Properties dialog box for a Computer Collection includes the following tabs: 

• Backup tab 

• Schedule tab 

• Alerts tab 

• Logging tab 

• Performance tab 

• Advanced tab 

• Agent Settings tab 

• Local Storage tab 
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• Remote Storage tab 

• Unpacked Backups tab 

Backup tab 
On this tab, you can use the following elements: 

• Backup type. There are two backup types available: 

1. Standard (Active Directory). Select this option to create a standard Active Directory backup. 

2. Full (Bare Metal Recovery). Select this option to create Bare Metal Recovery Backup. The 

storage for BMR backups is specified on the Remote Storage tab. Bare Metal backups require 

Recovery Manager for Active Directory Disaster Recovery Edition license.  

• Encrypt and protect backups with password. Select this option to encrypt backups and 

protect them with a password. You will be prompted to specify a password for backup protection 

immediately after you select this check box. 

When restoring data from a password-protected backup, Recovery Manager for Active Directory 

prompts you to type the corresponding password. The password you specify using this option is 

case-sensitive and can contain any combination of letters, numerals, spaces, and symbols. If 

you forget or lose the password, you cannot use the corresponding password-protected backup. 

• Set Password. Click this button to modify the password for backup protection. 

• Backup description. Provides a space for you to enter an optional description of the backup. 

The description may include expressions such as %COMPUTERNAME% or %DATETIME%. 

Schedule tab 
The Schedule tab is used to specify the backup creation scheduling. 

On this tab, you can use the following elements: 

• Backup creation schedule. Displays a list of backup creation schedules for the currently 

selected Computer Collection. 

• Schedule enabled. Enables the backup creation schedules listed in the Backup creation 

schedule box. To disable the schedules, clear this check box. All the task schedules are 

retained, and you can enable them when needed by selecting this check box. 

• Modify. Modifies the Backup creation schedule list. In the dialog box that appears on the screen, 

specify new triggers or delete existing triggers. 

• User account the product will run under when creating backups. Identifies the user account 

under which Task Scheduler performs the backup creation task for the currently selected 

Computer Collection. To change the user account, click Select Account. 

• Select Account. Click this button to change the user account under which Task Scheduler 

performs the backup creation task for the currently selected Computer Collection. 
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Alerts tab 
The Alerts tab is used to specify the logging settings to be applied when creating backups for the given 

Computer Collection. 

NOTE SSL data encryption is not supported for email notifications. 

On this tab, you can use the following elements: 

• E-mail notification. Specifies whether to send information about backup creation sessions by e-

mail. 

• To. Provides a space for you to type a recipient's e-mail address 

• Send notification upon errors or warnings only. Select this check box to not receive 

notification unless an error and/or warning is written to the log. 

• Text file. Specifies whether to log information about backup creation sessions to an additional 

text file. 

• File name. Provides a space for you to enter the path and name of a text file to be used as an 

additional log file. 

• View. Click this button to view the additional log (text file) using Notepad. 

• Browse. Click this button to locate a text file to be used as the additional log file. 

• Append to file if it already exists. Select this check box if you never want to overwrite the log 

records, and always want to append entries. 

• Write to file upon errors or warnings only. Select this check box if you want a record to be 

added to the text file upon errors and/or warnings only. 

• What to record. Use this list to select what sort of information you want to be included in the 

notification e-mail message or written to the text file. 

Logging tab 
The Logging tab is used to enable the extended logging during backup. 

The following options are available: 

• Global settings - Use the default logging settings from the Recovery Manager Console root 

node: Recovery Manager for Active Directory->Settings…>Logging. 

• Enable - If you select this option, extended logging will be enabled for all domain controllers 

within the collection during the backup operation. 

• Disable - If you select this option, the log will contain only Warnings and Error messages. 

The log files will be created in the %ProgramData%\Quest\Recovery Manager for Active Directory\Logs 

folder: 

• Agent side (domain controller): ErdAgent.log 

• Recovery Console: ErdServer.log 
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Performance tab 
The Performance tab is used to configure the throttling and performance tuning settings to be applied when 

creating backups for the given Computer Collection. 

On this tab, you can use the following elements: 

• Enable bandwidth throttling. Limits the total bandwidth used by Backup Agent when 

transferring data over network links. Use bandwidth throttling to prevent excessive network traffic 

Backup Agent may cause. 

• Maximum network use. Provides a space for you to specify the maximum total bandwidth 

Backup Agent can use when transferring data over network links. 

• Enable backup agent CPU throttling. Limits the percentage of CPU processing time Backup 

Agent can use on each computer. 

• Maximum CPU use. Provides a space for you to specify the maximum percentage of CPU 

processing time Backup Agent can use on each computer. 

• Create backups on at most <Number> computers in parallel. Specifies the maximum 

number of computers serviced in parallel when creating backups. Increasing this number can 

speed backup creation. However, network saturation problems may occur. Symptoms of network 

saturation include slow network response when transferring data by Backup Agent, and possibly 

“RPC server unavailable” error messages when connecting to Backup Agent. 

• Data compression. Specifies the compression method Backup Agent uses when processing 

the data before sending it over network links. Using higher compression reduces network traffic, 

but increases CPU load on the computers being backed up. If you are planning that backups 

created with Recovery Manager for Active Directory be used by other MTF-compliant backup 

tools, set data compression to None. 

Advanced tab 
The Advanced tab is used to configure a number of advanced backup settings. 

On this tab, you can use the following elements: 

• Limit maximum backup time This option limits the maximum backup session time. 

• Limit maximum DC backup time This option limits the maximum backup session time for a 

single DC. 

• Run Scripts This option allows you to customize your environment by running PowerShell 

scripts before and/or after creating a backup. Custom scripts can be launched either on the 

Recovery Manager for Active Directory Console machine or on the domain controller side. 

In the Run PowerShell Scripts dialog, the following options can be specified: 

▪ Run the script before starting the backup - Launches specified PowerShell 

scripts before the backup creation process is started. 

▪ Stop the backup if the script fails - Stops the backup process if the script cannot 

be run without errors. 

▪ Run the script after backup creation is complete - Launches specified 

PowerShell scripts after backup is created. 
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▪ Mark the backup as unsuccessful if the script fails - If the script fails, the 

backup process will be shown as failed with error in the RMAD console. 

▪ Upload Script - Using this option you can upload an existing PowerShell script file 

(.ps1). After the script is uploaded, the contents of the script will be displayed in the 

dialog and you can edit it if necessary. 

▪ Select Account - Here you can select an account under which the scripts will be 

running. For the "Console scripts", by default, the account under which the console 

is launched will be used. For the "DC scripts", there is no default value, and the 

user has to select an account. Otherwise, the settings will not be saved. 

NOTE If the script is run on a domain controller, we strongly recommend using an account with the 

minimum rights required only to perform the actions specified in the script. 

 

NOTE The "Console scripts" are launched only once for each run of backup creation on the console 

machine. The "DC scripts" are run on each DC for which the backup is created. If the "script for DC" 

fails, the corresponding DC will have an error or warning. If the "console script" fails, then all DCs for 

which the backup process was started will have an error or warning. 

Recovery Manager for Active Directory provides an option to set the maximum timeout during which a script can 

run (the default value is 60 seconds). To change this value, set the 

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Quest\Recovery Manager for Active 

Directory\Options\ScriptExecTimeoutInSeconds (DWORD) registry key to <required value>. 
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Failed script can lead to both Warning and Error results. It depends on the specified settings: 

Option Name Scenario 1 Scenario 2 Scenario 3 Scenario 4 

Run the script before starting the backup ✔ ✔ 

  

Stop the backup if the script fails ✖ ✔ 

  

Run the script after backup creation is complete 

  

✔ ✔ 

Mark the backup as unsuccessful if the script fails 

  

✖ ✔ 

Result Warning Error Warning Error 

Script security 

Running scripts can be dangerous - especially on a domain controller. Recovery Manager includes the following 

security measures for scripts: 

• Scripts are stored in the Recovery Manager database in an encrypted form. 

• Scripts are sent from the Recovery Manager console to the Backup Agent using a secure RPC 

channel. 

• Scripts are run in memory and no temporary files are created on the disk. When running scripts, 

the -EncodedCommand parameter of powershell.exe is used. 

• For scripts run on the domain controller, specifying a custom account under which the script will 

run is required. Using an account with minimum rights is recommended. 

• All scripts have a timeout when running. If the timeout is exceeded, the script will be forcibly 

stopped. 

• The result of the script running is recorded in the Windows Event Log. 

Agent Settings tab 

NOTE For Recovery Manager for Active Directory 10.1 or higher: Make sure that you use the Backup 

Agent version supplied with this release of Recovery Manager for Active Directory. 

The Agent Settings tab is used to specify settings for Backup Agent. 

The elements of the Agent Settings tab are defined as follows: 

• Use the following account to access Backup Agent. Allows you to explicitly specify a user 

account under which you want the Recovery Manager Console to access Backup Agent. When 

this check box is cleared, the Recovery Manager Console uses the account under which it is 

running to access Backup Agent. To explicitly specify a user account, select this check box, and 

then click Select Account to specify the account credentials. 

• Use preinstalled Backup Agent. Allows you to enable or disable the automatic installation of 

the Backup Agent. The next table explains how Recovery Manager for Active Directory behaves 

when this check box is selected or cleared. 
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Product behavior 

When this check box is selected 

• Recovery Manager for Active Directory backs up only those computers where the Backup Agent 

is preinstalled manually. 

• Recovery Manager for Active Directory does not automatically install the Backup Agent on the 

computers in the Computer Collection. 

When this check box is cleared 

• Recovery Manager for Active Directory automatically installs the Backup Agent before backing 

up a computer where the agent is not preinstalled manually. 

• When the backup operation completes, Recovery Manager for Active Directory removes the 

automatically installed Backup Agent. 

• If the Backup Agent was manually preinstalled on the computer to be backed up, Recovery 

Manager for Active Directory will use that agent to back up data on the computer. Recovery 

Manager for Active Directory does not remove preinstalled Backup Agent after the backup 

operation completes 

For more information on how to install, update, and uninstall the Backup Agent or discover the Backup Agent 

instances that were manually preinstalled in your environment, see Managing Backup Agent. 

• Automatically configure Windows Firewall. Select this check box to have Recovery Manager 

for Active Directory automatically configure Windows Firewall on target Windows Server 2008-

based or Windows Server 2012-based DCs, so that Recovery Manager for Active Directory can 

back up these DCs. 

Local Storage tab 
When the backup is triggered and any specified backup path is not available, no backup is created, neither in the 

remote storage nor in the local storage. The backup creation session will fail. 

NOTE Options on this tab are not supported for BMR backups. The BMR backups location is configured on 

the Remote Storage tab. 

This tab includes the following elements: 

• Save Backups on the Recovery Manager Computer. Select this check box to save backup 

files either on the Recovery Manager for Active Directory computer. Enter the location for backup 

files in the Backup file name format box. If you specify a UNC share, backup files will be 

streamed to that share via the Recovery Manager for Active Directory computer. 

• Backup file name format. Use the provided space to specify format for paths and names of .bkf 

files where to store backups. The path format may include optional expressions that enable the 

automatic creation of subfolders. The file name format may also include expressions. For 

example, you might specify C:\DIRNAME\%COMPUTERNAME%\%DATETIME%. As a result, 

backups for different computers will be saved in separate subfolders. In addition, the file name of 

each backup will be composed of the date and time of the backup creation. 

• Expression. Click this button to specify optional path and file name notations in Backup file 

name format. You can choose the following expressions: 
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▪ Default backup storage (%BACKUPS%). Path to the default backup storage 

folder. The default path is as follows: %AllUsersProfile%\Application 

Data\Quest\Recovery Manager for Active Directory\Backups. 

▪ Domain (%DOMAIN%). Name of the home domain of the computer being backed 

up. 

▪ Computer name (%COMPUTERNAME%). Name of the computer being backed 

up. 

▪ Date and Time (%DATETIME%). Date and time of the backup creation. 

• Browse. Click this button to locate the folder where backups are to be stored. 

• Sample path and file name matching the specified format. View an example of the path and 

file name that matches the format string supplied in Specify format for backup file name. 

• For each computer, delete all backups except the last <Number>. Select this check box to 

retain a number of backups for each computer. Specify the number of backups to maintain. It is 

recommended to configure a backup retention policy to maintain backups created in the last two 

weeks. If you create backups on a daily basis specify 14 to maintain backups for each domain 

controller for two weeks.  

This check box can be selected only when Recovery Manager for Active Directory stores 

backups separately. To ensure that Recovery Manager for Active Directory does so, add the 

%DATETIME% expression to the path or file name in the Backup file name format box. 

• Store a copy of each backup. Stores a copy of each backup in an alternate location. 

• Specify format for backup file name. Provides a space for you to specify format for paths and 

names of .bkf files where to store copies of backups. You can use UNC names to store backups 

in a shared network folder. The path format may include optional expressions that enable the 

automatic creation of subfolders. The file name format may also include expressions. For 

example, you might specify C:\DIRNAME\%COMPUTERNAME%\%DATETIME%. 

As a result, copies of backups for different computers will be saved in separate subfolders. In addition, the file 

name of each backup will be composed of the date and time of the backup creation. 

Remote Storage tab 

NOTE When the backup is triggered and any specified backup path is not available, no backup is created, 

neither in the Remote Storage nor in the Local Storage. The backup creation session will fail 

This tab includes the following elements: 

• Save backups on the backed up DC or a UNC share. Select this check box to save backup 

files either on the domain controller being backed up, on the Universal Naming Convention 

(UNC) share you specify. Enter the location for backup files. If you specify a UNC share, backup 

files will be directly streamed to that share from Backup Agent installed on the DC being backed 

up. Backup Agent accesses the DC being backed up and/or the specified UNC share under the 

account specified on the Agent Settings tab. 

• Backup path. Use the provided space to specify format for paths and names of files where to 

store backups. If you want to store backups on remote computers, the path must include UNC 

names. The path format may include optional expressions that enable the automatic creation of 
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subfolders. The file name format may also include expressions. For example, you might specify 

\\RemoteHost\ShareName\%COMPUTERNAME%\%DATETIME%. 

• Expression. Click this button to specify path and file name notations in Backup path or 

Alternative backup path (optional). You can choose the following expressions: 

▪ Domain (%DOMAIN%). Name of the home domain of the computer being backed 

up. 

▪ Computer name (%COMPUTERNAME%). Name of the computer being backed up. 

▪ Date and Time (%DATETIME%). Date and time of the backup creation. 

• Sample path. View an example of the path and file name that matches the format string 

supplied in Backup path or Alternative backup path (optional). 

• Alternative backup path (optional).  

IMPORTANT According to the Forest Recovery best practices, the RMAD Active Directory backup should 

be stored on a domain controller. At the same time, the Alternative backup path option 

allows you to store the same Active Directory backup on remote backup storage. This can be 

useful if the DC is destroyed and you want to restore it from a BMR backup and the latest 

Active Directory backup. The retention policy is applied to both backup paths. So, if you set it 

to 10, and you have both paths configured - it means that there will be 5 backups on DC and 

5 backups on the remote storage. 

• Save a backup copy on a secure storage server - Allows you to select the DNS name or IP 

address of a Secure Storage host. 

• Use the following account to access the backup storage. Allows you to explicitly specify a 

user account that will be used to access the backup storage. This option lets you work with 

network shares from different security realms, such as Azure Files or Linux shares. 

NOTE The backup storage account is used to access all remote storage backup locations. Currently, 

separate access accounts are not supported. 

• For each computer, delete all backups except the last (Number). Select this check 

box to retain a number of backups for each computer. Specify the number of backups 

to maintain. It is recommended to configure a backup retention policy to maintain 

backups created in the last two weeks . If you create backups on a daily basis specify 

14 to maintain backups for each domain controller for two weeks.  

This check box can be selected only when Recovery Manager for Active Directory stores backups separately. To 

ensure that Recovery Manager for Active Directory does so, add the %DATETIME% expression to the path or file 

name in the Backup file name format box. 

Unpacked Backups tab 
This tab allows you to override the global (or default) settings used to automatically unpack backups for all 

Computer Collections. 

On this tab, you can use the following elements: 

• Use global settings. Specifies to use the global settings to automatically unpack each backup 

upon its creation. 

• Unpack each backup upon its creation. Allows you to configure settings specific to the 

Computer Collection to automatically unpack each backup upon its creation. In this option, you 
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can specify the number of recent backup creation sessions from which you want to keep 

unpacked backups for each domain in the Computer Collection or select the domain controllers 

you need. Other backups created for the Computer Collection will be automatically deleted. 

• Do not unpack backups. Specifies not to unpack backups created for the Computer Collection. 

For more information on managing unpacked backups, see Unpacking backups. 

Container and site properties 
For a container such as an Active Directory domain, organizational unit, or site added to a Computer Collection, 

the properties are used to specify an explicit list of the domain controllers or AD LDS (ADAM) instances for which 

backups are not to be created. 

To view and modify properties for a container or site 

1. In the Recovery Manager Console tree, select the Computer Collection that holds the container 

or site. 

2. In the details pane, click the container or site, and then click Properties on the Action menu. 

The next subsections provide descriptions for the following: 

• Properties for a domain or organizational unit 

• Properties for an Active Directory site 

• Properties for an AD LDS (ADAM) site 

Properties for a domain or organizational unit 
The Properties dialog box for a domain or organizational unit added to a Computer Collection includes the 

following elements: 

• Exclusion list. Lists domain controllers that reside in the selected container for which backups 

are not to be created when backing up the Computer Collection. In the list, each entry includes 

the following fields: 

▪ Name. Displays the name of domain controller. 

▪ Site. Displays the name of the site in which domain controller is located. 

• Modify. Opens a dialog box that allows you to modify the Exclusion list. The dialog box 

includes the following elements: 

▪ Available domain controllers. Lists domain controllers to be backed up when 

backing up Computer Collection. To exclude domain controllers from backup, 

select them in the list, and then click Add. 

▪ Domain controllers excluded from backup. Lists domain controllers excluded 

from backup when backing up Computer Collection. To have Recovery Manager 

for Active Directory back up domain controllers, select them in the list, and then 

click Remove. 

▪ Add. Adds domain controllers selected in Available domain controllers to the 

Domain controllers excluded from backup list. 
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▪ Add All. Adds all domain controllers from Available domain controllers to the 

Domain controllers excluded from backup list. 

▪ Remove. Moves the domain controllers selected in Domain controllers excluded 

from backup to the Available domain controllers list. 

▪ Remove All. Clears the Domain controllers excluded from backup list. After 

you click this button, the list Available domain controllers will include all domain 

controllers that are located in the selected OU or domain. 

Properties for an Active Directory site 
You can view properties for an Active Directory site added to a Computer Collection or located in the Active 

Directory node in the console tree. 

The Properties dialog box for an Active Directory site located in the Active Directory node in the console tree 

provide general information about the selected site, such as its location and description. 

The Properties dialog box for an Active Directory site added to a Computer Collection includes the following 

elements: 

• Exclusion list. Lists domain controllers that reside in the selected site for which backups are not 

to be created when backing up the Computer Collection. In the list, each entry includes the 

following fields: 

▪ Name. Displays the name of domain controller 

▪ Site. Displays the name of the site in which domain controller is located. 

• Modify. Opens a dialog box that allows you to modify the Exclusion list. The dialog box includes 

the following elements: 

▪ Available domain controllers. Lists domain controllers to be backed up when 

backing up Computer Collection. To exclude domain controllers from backup, 

select them in the list, and then click Add. 

▪ Domain controllers excluded from backup. Lists domain controllers excluded 

from backup when backing up Computer Collection. To back up domain 

controllers, select them in the list, and then click Remove. 

▪ Add. Adds domain controllers selected in Available domain controllers to the 

Domain controllers excluded from backup list. 

▪ Add All. Adds all domain controllers from Available domain controllers to the 

Domain controllers excluded from backup list. 

▪ Remove. Moves the domain controllers selected in Domain controllers excluded 

from backup to the Available domain controllers list. 

▪ Remove All. Clears the Domain controllers excluded from backup list. After you 

click this button, the list Available domain controllers will include all domain 

controllers that are located in the selected site. 

Properties for an AD LDS (ADAM) site 
The Properties dialog box for an AD LDS (ADAM) site added to a Computer Collection includes the following 

elements: 
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• Exclusion list. Lists AD LDS (ADAM) instances located in the selected site for which backups 

are not to be created. In the list, each entry includes the following fields: 

▪ Name. Displays the name of an AD LDS (ADAM) instance. 

▪ Host. Displays the name of the computer that hosts the AD LDS (ADAM) instance. 

▪ Port. Displays the port number the AD LDS (ADAM) instance uses. 

• Modify. Opens a dialog box that allows you to modify the Exclusion list. The dialog box includes 

the following elements: 

▪ AD LDS (ADAM) instances to back up. Lists the AD LDS (ADAM) instances to 

be backed up when backing up Computer Collection. To exclude an AD LDS 

(ADAM) instance, select the instance in the list, and click Add. 

▪ Excluded AD LDS (ADAM) instances. Lists the AD LDS (ADAM) instances not to 

be backed up when backing up Computer Collection. To back up an excluded AD 

LDS (ADAM) instance, select the instance in the list, and click Remove. 

▪ Add. Adds the AD LDS (ADAM) instances selected in AD LDS (ADAM) instances 

to back up to the Excluded AD LDS (ADAM) instances list. 

▪ Add All. Adds all AD LDS (ADAM) instances from AD LDS (ADAM) instances to 

back up to the Excluded AD LDS (ADAM) instances list. 

▪ Remove. Moves the AD LDS (ADAM) instances selected in Excluded AD LDS 

(ADAM) instances to the AD LDS (ADAM) instances to back up list. 

▪ Remove All. Clears the Excluded AD LDS (ADAM) instances list. After you click 

this button, the AD LDS (ADAM) instances to back up will include all ADAM 

instances located in the selected AD LDS (ADAM) site. 

Sessions node properties 
The properties of the Sessions node are used to specify the way backup creation sessions are to be displayed in 

the details pane. 

To view and modify properties for sessions 

In the Recovery Manager Console tree, click Sessions, and then click Properties on the Action menu. 

The dialog box that opens includes the following elements: 

• Show all sessions. Select this option to see all backup creation sessions in the details pane. 

• Show last <Number> sessions. Select this option to see a number of the most recent sessions 

in the details pane. The box next to this option allows you to specify the number of sessions to 

be shown. 

• Show sessions in range. Select this option to see the sessions that occurred within a certain 

time interval. The boxes below this label allow you to specify the beginning and the end of the 

time interval. 

• From. Select this check box to specify the initial date from which to view sessions. The box next 

to From provides a space for you to enter a date. Click the arrow to display a calendar. 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
57 Getting started 

 

• To. Select this check box to specify the final date to view sessions. The text box next to this 

check box provides a space for you to enter a date. Click the arrow to display a calendar. 

• Show sessions for specified collection. Select this option to see the sessions that occurred 

for a specific Computer Collection. The box under this label provides a space for you to select or 

type the name of the Computer Collection whose backup creation sessions you want to see. 

• Specify format for session names in the Sessions list. This box allows you to specify how 

sessions are indicated by the Session column in the details pane. For example, if you enter 

%DATETIME% and %COLLECTION% in this box, the Session column indicates the date and 

time when the session occurred and the Computer Collection for which backups were created 

during the session. To enter expressions in this box, click the Expression button. 

• Expression. Click this button to choose the following expressions: 

▪ Collection Name (%COLLECTION%). Name of the Computer Collection used 

during the session 

▪ Date and Time (%DATETIME%). Date and time when the session was started 

▪ Date (%DATE%). Date when the session was started 

▪ Time (%TIME%). Time when the session was started 

▪ Result (%RESULT%). Session result, such as success or error 

▪ Type (%TYPE%). How the session was started: manually by user or automatically 

by Task Scheduler 

Forest properties 
The Properties dialog box for a forest is used to view some of properties of the forest added to the Recovery 

Manager Console. 

To add a forest to the console 

1. In the Recovery Manager Console tree, click the Active Directory node, and then click Connect 

to Forest on the Action menu. 

2. In the Connect to Forest dialog box, complete the following steps: 

a. Enter the full DNS name or IP address of any domain or domain controller from the 

forest. 

b. Specify the user logon name and password you want to use to access the forest. 

c. Select the Use Secure Socket Layer (SSL) to encrypt the connnection check 

box to use LDAP over SSL when connecting to the forest. The default value for this 

option is determined by the same setting in the Recovery Manager for Active 

Directory Settings dialog; however, you can change the setting here for this 

particular connection. 

d. Click OK. 
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To view properties for a forest 

• In the Recovery Manager Console tree, under Active Directory, select the forest and then click 

Properties on the Action menu. 

The dialog box that opens includes the following elements: 

• Forest functional level. Displays the functional level of the forest. 

• Forest-wide FSMO roles. Displays the DNS names of domain controllers that hold the Schema 

Master and Domain Naming Master roles. 

Domain properties 
The Properties dialog box for a domain is used to view some of properties of the domain added to the Recovery 

Manager Console. 

To view properties for a domain 

• In the Recovery Manager Console tree, under Active Directory/Forest/Domains, select the 

domain, and then click Properties on the Action menu. 

In the dialog box that opens you can use the following elements: 

• Forest functional level. Displays the functional level of the forest to which the domain belongs. 

• Domain functional level. Displays the functional level of the domain. 

• Domain-wide FSMO roles. Displays the DNS names of the domain controllers that hold the RID 

Master, Infrastructure Master, and PDC Emulator domain-wide FSMO roles. 

Domain controller properties 
The Properties dialog box for a domain controller is used to view some of properties of the selected domain 

controller available for the forest added to the Recovery Manager Console. 

To view properties for a domain controller 

1. In the console tree, expand the Active Directory node, and then expand the Forest node for the 

forest where the domain controller is located. If you don't see any Forest node, add the forest to 

the console using the appropriate procedure from Forest properties. 

2. In the console tree, click All Domain Controllers. This causes the detail pane to display all 

domain controllers available for the selected forest. 

3. In the details pane, select the desired domain controller, and then click Properties on the 

Action menu. 

The dialog box that opens includes the following elements: 

• Operating system. Displays the name of the current operating system installed on the domain 

controller. 

• Site. Displays the name of the site in which the domain controller is located. 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
59 Getting started 

 

• Global Catalog. If this check box selected, the domain controller is enabled as global catalog. A 

global catalog stores a full replica of the directory data for its own domain and a partial replica of 

the directory data for every other domain in the forest. 

• FSMO roles. Lists the forest-wide and domain-wide FSMO roles owned by the domain 

controller. 

• This DC hosts the following application directory partitions. Lists the application directory 

partitions hosted by the selected domain controller. 

AD LDS (ADAM) partition properties 
You can view the properties of an AD LDS (ADAM) partition located in an AD LDS (ADAM) configuration set to 

which the Recovery Manager Console is connected. 

To view the properties of an AD LDS (ADAM) partition 

1. In the console tree, expand the Active Directory node, then expand the node representing the 

AD LDS (ADAM) configuration set that includes the AD LDS (ADAM) partition whose properties 

you want to view. 

2. Expand the Partitions node, and then select the partition. 

3. From the main menu, select Action | Properties. 

The Properties dialog box for an AD LDS (ADAM) partition provides a list of the AD LDS (ADAM) instances that 

host that partition. The list includes the following elements: 

• Name. Displays the AD LDS (ADAM) instance name. 

• Host. Displays the full DNS name of the computer with the AD LDS (ADAM) installation. 

• Port. Displays the port number used by AD LDS (ADAM). 

• Site. Displays the name of the site to which the AD LDS (ADAM) instance belongs. 

AD LDS (ADAM) instance properties 
You can view the properties of an AD LDS (ADAM) instance located in an AD LDS (ADAM) configuration set to 

which the Recovery Manager Console is connected. 

To view the properties of an AD LDS (ADAM) instance 

1. In the Recovery Manager Console tree, expand the Active Directory node, then expand the 

node representing the AD LDS (ADAM) configuration set that includes the AD LDS (ADAM) 

instance whose properties you want to view. 

2. Select the All Instances node, and then in the right pane select the instance whose properties 

you want to view. 

3. From the main menu, select Action | Properties. 

The Properties dialog box for an AD LDS (ADAM) instance provides basic information about the instance, 

including a list of the application directory partitions the instance hosts. 
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Showing or hiding AD LDS (ADAM) partitions 
You can configure the Recovery Manager Console to show or hide specific AD LDS (ADAM) partitions located in 

an AD LDS (ADAM) configuration set to which the Recovery Manager Console is connected. 

To show or hide AD LDS (ADAM) partitions 

1. In the Recovery Manager Console tree, expand the Active Directory node, then expand the 

node representing the AD LDS (ADAM) configuration set that includes the AD LDS (ADAM) 

partitions you want to show or hide. 

2. Select the Partitions node. 

3. From the main menu, select Action | Show Partitions. 

4. In the Available AD LDS (ADAM) partitions list, select the check boxes next to the partitions 

you want to show or clear the check boxes next to the ones you want to hide. 

5. When finished, click OK. 

Showing or hiding domains 
You can configure the Recovery Manager Console to show or hide specific domains located in the Active 

Directory forest to which the Recovery Manager Console is connected. 

To show or hide domains 

1. In the Recovery Manager Console tree, expand the Active Directory node, then expand the 

node representing the forest that includes the domains you want to show or hide. 

2. Select the Domains node. 

3. From the main menu, select Action | Show Domains. 

4. In the Available domains list, select the check boxes next to the domains you want to show or 

clear the check boxes next to the ones you want to hide. 

5. When finished, click OK. 

Showing or hiding sites 
You can configure the Recovery Manager Console to show or hide specific sites located in the Active Directory 

forest to which the Recovery Manager Console is connected. 

To show or hide sites 

1. In the console tree, expand the Active Directory node, then expand the node representing the 

forest that includes the sites you want to show or hide. 

2. Select the Sites node. 

3. From the main menu, select Action | Show Sites. 

4. In the Available sites list, select the check boxes next to the domains you want to show or clear 

the check boxes next to the ones you want to hide. 

5. When finished, click OK. 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
61 Getting started 

 

Licensing 
The Recovery Manager for Active Directory license key file specifies the licensed number of user accounts in the 

Active Directory domains protected with the product. If the actual number of user accounts exceeds the licensed 

number, Recovery Manager for Active Directory does not stop functioning but displays a warning message each 

time you back up data. In this case, you need to purchase and install a new license key file allowing you to back 

up a greater number of user accounts or revoke licenses from the domains whose backups you no longer need. 

To view information about and manage the installed license key file, you can use the License tab in the About 

dialog box: in the Recovery Manager Console, right-click the Recovery Manager for Active Directory console 

tree root, and then click About. 

The License tab has the following elements: 

• Licenses purchased. Displays the maximum allowed number of user accounts you can back up 

using the installed license file. 

• Licenses allocated. Displays the number of user accounts backed up with the installed license 

file. If this number exceeds the number of purchased licenses, Recovery Manager for Active 

Directory returns a warning message each time you back up data. 

• License usage. Displays the number of user accounts backed up in each domain. 

• Revoke. Revokes licenses from the domain selected in the License usage list. Be careful, as 

revoking licenses from a domain deletes all backups Recovery Manager for Active Directory 

created for that domain. 

• Install License File. Allows you to install a new license key file purchased from Quest. 

In this section: 

• Installing license key file 

• Updating license key file 

• Revoking licenses 

Installing license key file 
You need to supply a valid license key file when installing Recovery Manager for Active Directory. 

To install a license key file 

1. In the Setup Wizard, on the User Information page, click Browse license to display the Select 

License File dialog box. 

2. Locate the Quest license file (*.dlv) and click Open. 

Updating license key file 
If you have purchased a new license, use the Recovery Manager Console to update the license key file. 

To update the license key file 

1. In the Recovery Manager Console, right-click the Recovery Manager for Active Directory 

console tree root, and then click About. 
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2. In the About dialog box, click the License tab, and then click Install License File. 

3. In the Update License dialog box, enter the path and name of the license key file, and then click 

OK. 

Revoking licenses 
When the actual number of user accounts exceeds the licensed number, Recovery Manager for Active Directory 

returns a warning message each time you back up data. In this case, you can revoke licenses from the domains 

whose backups you no longer need. The revoked licenses are returned to the pool of available licenses and you 

can allocate them to a different domain. 

CAUTION When you revoke licenses from a domain, all backups created by Recovery Manager for 

Active Directory for that domain get deleted. You should only revoke licenses from a 

domain if you no longer need backups created for that domain. 

To revoke licenses from a domain 

1. In the console tree, right-click the root node, and then click About. 

2. In the About dialog box, click the License tab. 

3. On the License tab, select the domain from the License Usage list, and then click Revoke. 

4. In the confirmation message box, click Yes. 

Backing up data 

• Permissions required for the Backup operation 

• Managing Backup Agent 

• Using a least-privileged user account to back up data 

• Using Managed Service Accounts 

• Active Directory backups vs Windows System State backups 

• Creating BMR and Active Directory backups 

• Retrying backup creation 

• Enabling backup encryption 

• Backing up AD LDS (ADAM) 

• Backing up cross-domain group membership 

• Backing up distributed file system (DFS) data 

• Backup scheduling 
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• Setting performance options 

• Setting advanced backup options 

• Unpacking backups 

• Using e-mail notification 

• Viewing backup creation results 

Permissions required for the Backup 
operation 
The table below lists the minimum user account permissions required to perform the Backup operation. 

Minimum permissions required for the Backup operation 

Backing up the AD data using the preinstalled Backup Agent 

Membership in the RMAD Backup Operators group. 

-OR- 

Builtin\Backup Operators domain local group. 

Create the RMAD Backup Operators group before the Backup Agent installation. For more details, refer to 

Using a least-privileged user account to back up data. 

If the Ensure Forest Recovery Agent is deployed check box is selected on the Agent Settings tab of the 

backup collection Properties, the account must be added to the Builtin\Administrators domain local group. 

Backing up the AD data using the automatically installed Backup Agent 

Membership in the Builtin\Administrators domain local group. 

This operation is always performed under the Recovery Manager Console account. 

Installing the Backup Agent 

Membership in the Builtin\Administrators domain local group. 

-OR- 

Domain Admins group. 

Managing Backup Agent 
Recovery Manager for Active Directory employs a Backup Agent to back up data on domain controllers and AD 

LDS (ADAM) hosts added to Computer Collections. For this reason, the Backup Agent must be installed on each 

computer where you plan to back up data by using Recovery Manager for Active Directory. 

For each Computer Collection, you can specify whether you want to use only preinstalled instances of Backup 

Agent or want to automatically install Backup Agent when necessary. You can configure Recovery Manager for 

Active Directory in one of the following ways: 
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• Use preinstalled Backup Agent only. When configured this way, Recovery Manager for Active 

Directory will only use the Backup Agent you manually preinstalled on the computers in the 

Computer Collection. 

• Use preinstalled Backup Agent and automatically install the agent when necessary. With 

this method, Recovery Manager for Active Directory will use preinstalled Backup Agent if it is 

present on the target computer. If the Backup Agent is missing, Recovery Manager for Active 

Directory will automatically install it before backing up data on the target computer, and then will 

automatically remove the automatically installed agent upon the backup operation completion. 

You can specify one of these methods in the Computer Collection properties. For more information, see Agent 

Settings tab subsection in Properties for an existing Computer Collection. 

In this section: 

• Installing Backup Agent automatically 

• Preinstalling Backup Agent manually 

• Discovering preinstalled Backup Agent 

• Updating Backup Agent information 

• Upgrading Backup Agent 

• Uninstalling Backup Agent 

• Removing a Backup Agent entry from the Backup Agent Management node 

Installing Backup Agent automatically 

NOTE For Recovery Manager for Active Directory 10.1 or higher: Make sure that you use the Backup 

Agent version supplied with this release of Recovery Manager for Active Directory. 

You can configure Recovery Manager for Active Directory to automatically install the Backup Agent on each 

computer (domain controller and AD LDS (ADAM) host) added to a particular Computer Collection. After you do 

so, Recovery Manager for Active Directory will automatically install the Backup Agent before backing up a 

computer where the agent is not preinstalled. When the backup operation completes, Recovery Manager for 

Active Directory will remove the automatically installed Backup Agent. 

If the Backup Agent is already preinstalled on the target computer to be backed up, Recovery Manager for Active 

Directory does not automatically deploy the agent and uses the preinstalled agent instead. 

In order Recovery Manager for Active Directory could automatically install the Backup Agent, the user account 

under which Recovery Manager for Active Directory accesses the target Computer Collection must have specific 

permissions. For more information, see Permissions required to use Recovery Manager for Active Directory. 

NOTE Check that the Administrative Share Admin$ exists and is accessible on the target domain 

controller to perform the remote agent installation. 

• Windows Server automatically creates Administrative Shares. If the automatic creation of shares 

was disabled (Microsoft KB Article 954422), re-enable the automatic shares creation. 

• Check that Administrative Shares are accessible. Fore details, see Shared Folders in Microsoft 

documentation. 

To install the Backup Agent automatically 

1. In the Recovery Manager Console tree, expand the Computer Collections node. 

https://support.microsoft.com/en-us/help/954422/how-to-remove-administrative-shares-in-windows-server-2008
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc770406%28v=ws.11%29
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2. Locate the Computer Collection that holds the computers on which you want to automatically 

install the Backup Agent. 

3. Right-click the Computer Collection, and then click Properties. 

4. On the Agent Settings tab, make sure that the Use preinstalled Backup Agent check box is 

cleared. 

For more information about this check box, see Agent Settings tab subsection in Properties for 

an existing Computer Collection. 

5. Click OK to close the dialog box. 

Preinstalling Backup Agent manually 
You can use the Recovery Manager Console to manually preinstall Backup Agent on the computers added to a 

particular Computer Collection. Alternatively, you can perform a silent installation of the agent. 

To preinstall Backup Agent on all computers in a Computer Collection 

1. In the Recovery Manager Console tree, expand the Computer Collections node. 

2. Right-click the Computer Collection that includes the computers on which you want to preinstall 

the Backup Agent, and then select Install Backup Agent from the shortcut menu. 

3. Follow the steps in the wizard to complete the Backup Agent installation. 

To selectively preinstall Backup Agent on computers in a Computer Collection 

1. In the Recovery Manager Console tree, expand the Computer Collections node. 

2. Right-click the Computer Collection that includes the computers on which you want to preinstall 

the Backup Agent. 

3. In the right pane, select the items representing the computers on which you want to install the 

Backup Agent. 

4. Right-click the selected items, and then select Install Backup Agent from the shortcut menu. 

5. Follow the steps in the wizard to complete the Backup Agent installation. 

To perform a silent installation of Backup Agent 

1. Copy the Backupagent.msi file supplied in the Recovery Manager for Active Directory 

installation package to the target computer. 

2. On the computer to which you copied the Backupagent.msi file, enter the following syntax at a 

command prompt: msiexec /i "\\<TargetCompName>\<Path to the 

backupagent.msi file>" ERDPORT=<PortNumber> /qn 

<TargetCompName> refers to the target computer network name. 

<PortNumber> refers to the TCP port number you want Recovery Manager for Active Directory to use to connect 

to Backup Agent. 

By default, the silent installation uses a local system account. To install Backup Agent on a remote DC, this 

account must have sufficient permissions to access that DC. 

Example: 

msiexec /i "\\MyDC\temp\backupagent.msi" ERDPORT=3355 /qn 
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By default, Recovery Manager for Active Directory uses the TCP port 3843 to connect to Backup Agent. If you 

have specified some other port number, perform the following steps: 

1. Start the Recovery Manager Console (snap-in). 

2. In the Recovery Manager Console tree, select Recovery Manager for Active Directory, and 

then click Settings on the Action menu. 

3. On the General tab of the Properties dialog box, select the Connect to the backup agent 

using specific TCP port check box, and then specify the port number in the Port box. 

If you have installed Microsoft Windows Firewall, the specified TCP port must be opened. You have to specify the 

same port number for all target DCs to be backed up. 

Discovering preinstalled Backup Agent 
You can use the Recovery Manager Console to discover all Backup Agent instances that were manually 

preinstalled on computers in existing Computer Collections. After the discover operation completes, you can view 

and manage the discovered Backup Agent instances by using the Backup Agent Management node in the 

Recovery Manager Console. 

A Backup Agent instance is automatically discovered and added to the Backup Agent Management node only 

when you use that node to preinstall the agent. 

When you preinstall a Backup Agent instance by using any other methods (for example, a silent installation), to 

display that agent instance in the Backup Agent Management node, you have to run the discover Backup Agent 

operation. 

To discover all preinstalled instances of Backup Agent 

1. In the Recovery Manager Console tree, select the Backup Agent Management node. 

2. From the main menu, select Action | Discover All Backup Agent Instances. 

When the agent discovery operation completes, all discovered instances of Backup Agent are displayed in the 

Backup Agent Management node. 

Updating Backup Agent information 
You can update information displayed for a particular preinstalled Backup Agent instance in the Backup Agent 

Management node. When you run the update operation, Recovery Manager for Active Directory checks the 

version and status of the target Backup Agent instance, and then updates that information in the Backup Agent 

Management node. 

You can only update information for already discovered Backup Agent instances. For instructions on how to 

discover Backup Agent, see Discovering preinstalled Backup Agent. 

To update information for a particular Backup Agent instance 

1. In the Recovery Manager Console tree, select the Backup Agent Management node. 

2. In the right pane, right-click the entry representing the Backup Agent instance for which you want 

to update information displayed in the Backup Agent Management node. 

3. Select Update Backup Agent Info from the shortcut menu. 

To update information for all discovered Backup Agent instances 

1. In the Recovery Manager Console tree, right-click the Backup Agent Management node. 

2. Select Update Backup Agent Info from the shortcut menu. 
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Upgrading Backup Agent 
You can use the Recovery Manager Console to selectively upgrade Backup Agent preinstalled on the computers 

added to a Computer Collection. Note that you can only upgrade Backup Agent to the version supplied with the 

Recovery Manager Console you are using. 

You can only perform this operation on already discovered preinstalled instances of the Backup Agent. For more 

information, see Discovering preinstalled Backup Agent. 

To upgrade Backup Agent 

1. In the Recovery Manager Console tree, select the Backup Agent Management node. 

2. In the right pane, right-click the computer on which you want to upgrade the agent. 

3. From the shortcut menu, select Upgrade Backup Agent and wait for the upgrade operation to 

complete. 

Uninstalling Backup Agent 
You can use the Recovery Manager Console to uninstall Backup Agent preinstalled on a computer added to a 

Computer Collection. You can only perform this operation on discovered instances of the Backup Agent. For 

more information, see Discovering preinstalled Backup Agent. 

To uninstall Backup Agent 

1. In the Recovery Manager Console tree, select the Backup Agent Management node. 

2. In the right pane, right-click the computer from which you want to uninstall Backup Agent. 

3. From the shortcut menu, select Uninstall Backup Agent and wait for the uninstall operation to 

complete. 

After the uninstallation operation completes, Recovery Manager for Active Directory removes the uninstalled 

Backup Agent entry from the list in the Backup Agent Management node. 

Removing a Backup Agent entry from the 

Backup Agent Management node 
You can selectively remove Backup Agent entries from the list provided in the Backup Agent Management 

node. Removing a Backup Agent entry from that list does not affect the corresponding preinstalled agent instance 

in any way. Rather, it removes the agent’s registration information from the Recovery Manager Console. 

You may want remove a Backup Agent entry from the list when, for example, you have uninstalled the 

corresponding Backup Agent instance from the computer without using the Recovery Manager Console, and the 

agent entry remained in the Backup Agent Management node. 

To remove a Backup Agent entry 

1. In the Recovery Manager Console tree, select the Backup Agent Management node. 

2. In the right pane, right-click the Backup Agent entry you want to remove from the list. 

3. From the shortcut menu, select Remove from List. 
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Using a least-privileged user account 
to back up data 
You can configure Recovery Manager for Active Directory to back up data in an Active Directory domain under a 

least-privileged user account. A least-privileged user account is an account that has no other permissions except 

for those required to back up data with Recovery Manager for Active Directory. 

Using a least-privileged account to back up Active Directory offers greater protection from unwanted changes to 

your Active Directory environment, security attacks, or unsolicited access to sensitive documents or settings. 

To run backup operations under a least-privileged user account, in the domain you want to back up, create an 

Active Directory group named RMAD Backup Operators. Add the least-privileged user account you want to that 

group, and then preinstall the Backup Agent in the domain. As a result, members of the RMAD Backup 

Operators group are automatically granted the necessary permissions to back up data in the domain with 

Recovery Manager for Active Directory. 

To use a least-privileged user account for backup operations 

1. In the Active Directory domain you want to back up, create a new Active Directory group with the 

following name: RMAD Backup Operators 

2. To the RMAD Backup Operators group, add the least-privileged user account under which you 

want to back up the domain. 

3. On the domain controllers you want to back up, preinstall the Backup Agent version supplied 

with this release of Recovery Manager for Active Directory. 

Make sure you first create the RMAD Backup Operators group, and then install the Backup 

Agent in the domain. During its installation, the agent locates that group and saves the group 

SID in the registry. Then the Backup Agent uses this group SID to check that the user account is 

a member of the RMAD Backup Operators group. 

If the Backup Agent supplied with this release is already preinstalled, you can repair the agent’s 

installation so that the agent could locate the RMAD Backup Operators group. 

4. Add the domain controllers on which you preinstalled the Backup Agent to a new Computer 

Collection. 

5. In the Computer Collection properties, on the Agent Settings tab, do the following: 

• Specify to access the Backup Agent with the least-privileged account you have 

added to the RMAD Backup Operators group. 

• Select the check box to use preinstalled Backup Agent. For more information, see 

Agent Settings tab subsection in Properties for an existing Computer Collection. 

6. Back up the Computer Collection. 

Using Managed Service Accounts 
Recovery Manager for Active Directory supports MSA/gMSA accounts for: 

• Scheduled backups - the account can be specified for scheduled tasks in the Computer 

Collection properties on the Schedule tab or in Task Scheduler. 

• Scheduled replication tasks (Fault Tolerance) 
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• The Recovery Manager Portal can be run under the MSA/gMSA account. During the Recovery 

Manager Portal installation, specify the MSA/gMSA on the Specify Web Site Settings step of the 

wizard.  

MSA/gMSA account requirements: 

• You can use Managed Service Account (in Windows Server 2008 or higher) or Group Managed 

Service Account (in Windows Server 2012 or higher). 

• Add the $ character at the end of the account name (e.g. domain\computername$) and leave 

the Password field blank. 

• The MSA/gMSA account must be a member of the local Administrator group on the Recovery 

Manager for Active Directory machine. 

• For more details about account requirements and limitations related to Recovery Manager 

Portal, see the Install or uninstall Recovery Manager Portal section in Permissions required 

to use Recovery Manager for Active Directory.  

How to create a Group Managed Service Accounts (gMSA) 

1. Create a gMSA account in Active Directory using the following command: New-

ADServiceAccount -name @<gMSA account name> -DNSHostName @<DNS 

host name> 

2. Run Install-AdServiceAccount @<gMSA account name> on each host where 

you are going to use this gMSA account. 

What are the steps to configure a gMSA account for use as the backup agent account using the minimum 

permissions model? 

1. Create а gMSA and associate its principal with the computer accounts of the member hosts. If 

you want to manage the service host permission to use a gMSA account by a security group, 

you can associate the account principal with a security group. And then assign the Recovery 

Manager for Active Directory server(s) machine accounts as members of the linked security 

group. 

2. Create the Active Directory group RMAD Backup Operators and add the gMSA account to this 

group directly. 

3. If using pre-installed agents, uninstall and reinstall the agents. This is required to populate the 

RMAD Backup Operators group SID locally on the DCs. 

4. Configure the collection properties to set the backup agent access account. When entering the 

gMSA credentials, input the username as "domain\gMSA$", where gMSA is the service account 

login name followed by the $ sign, and leave the password fields blank. 

Take consideration that some items are not possible to configure when using the minimum permissions group, 

such as "Ensure Forest Recovery Agent is deployed". 

This setting requires that you have DC Administrator access, and access to the admin$ share. 

If you want to have this set up, the gMSA will need to be a member of Domain Admins, instead of RMAD 

Backup Operators. 

For more details, see https://docs.microsoft.com/en-us/windows-server/security/group-managed-service-

accounts/getting-started-with-group-managed-service-accounts. 

https://docs.microsoft.com/en-us/windows-server/security/group-managed-service-accounts/getting-started-with-group-managed-service-accounts
https://docs.microsoft.com/en-us/windows-server/security/group-managed-service-accounts/getting-started-with-group-managed-service-accounts
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Active Directory backups vs Windows 
System State backups 
The Active Directory and Windows System State backups are very similar. The key components that Recovery 

Manager for Active Directory backs up as part of the AD system state are the Registry, the NTDS.dit file, and 

SYSVOL.  

What differences do they have? 

• Windows System State backup is a full backup of the Windows operating system; Active 

Directory backup contains only pieces of Active Directory that allow you to restore the domain 

controller on a clean operating system. 

• Windows System State backups contain more components - not all of these components are 

necessary for Active Directory recovery, e.g. IIS Metabase, Cluster Services, etc. 

• Windows System State backup may contain viruses in the components of the operating system. 

• Windows System State backups are larger than Active Directory backups. 

For the list of Windows System State backup components, see Microsoft documentation.  

Recovery Manager for Active Directory enables the backup and restoration of the following Active 

Directory components on domain controllers: 

• DIT Database 

• SYSVOL 

• Registry, including all registry hives and the file NTUSER.DAT 

Recovery Manager for Active Directory Disaster Recovery Edition also supports BMR backups. With BMR 

backups, you can completely rebuild the server if necessary.  

Creating BMR and Active Directory 
backups 
Recovery Manager for Active Directory allows you to create backups of system-specific data known as the Active 

Directory and BMR backups. Note that Recovery Manager for Active Directory creates Active Directory backups 

for Active Directory domain controllers only. 

NOTE If you are going to store backups on the Recovery Manager Console machine, check that the 

Administrative Share "DriveLetter$" exists and is accessible on this host. Otherwise, the backup 

operation will fail. For more information, see Installing Backup Agent automatically. 

You can use Computer Collections to create backups for multiple computers. For more information, see Using 

Computer Collections. 

• Creating Active Directory backup  

• Creating BMR backup  

• Usage of backup access credentials 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
71 Backing up data 

 

Creating Active Directory backup 

NOTE When the backup is triggered and any specified backup path is not available, no backup is created, 

neither in the remote storage nor in the local storage. The backup creation session will fail. 

To create backups of all computers in a Computer Collection 

1. In the console tree, select a Computer Collection, and then click Create Backup on the Action 

menu. 

2. If prompted, confirm the operation. 

You can also use the Backup Wizard to start a backup job: 

1. In the console tree, click the root node, and then click Create Backup on the Action menu. 

2. Follow the instructions in the Backup Wizard. 

3. On the When to Back Up page click Now, and then click Next. 

4. Click Advanced to view backup options. You can modify the options as needed. When finished, 

click OK to close the Properties dialog box. 

5. Click Finish to start the backup job. 

NOTE By default, the wizard uses the default settings. You can view and modify the default settings using 

the Collection Defaults command that appears on the Action menu when you select the Computer 

Collections node in the console tree. 

With the Backup Wizard, backup jobs can be scheduled to run at a specific time. For more information, see 

Scheduling backup creation subsection of Task scheduler overview. 

While a backup job is running, you can examine the progress of the operation and, if needed, stop the backup 

job. After a backup job is completed, you can view backup creation results: 

1. In the console tree, click Sessions. 

2. In the details pane, click the backup-creation session, and then click Properties on the Action 

menu. 

3. In the Properties dialog box, click the Progress tab, and examine the displayed information. 

4. By clicking Abort on the Progress tab, you can stop the selected session. 

Creating BMR backups 
• This feature is supported only for Windows Server 2008 R2 or higher domain controllers. 

• Active Directory does not allow using a backup whose age exceeds the Active Directory 

tombstone lifetime (default is 180 days). But if there is a RMAD BMR backup that is older than 

180 days and a more recent Active Directory backup, you can successfully perform the restore 

operation. 

• If the process of creating a Windows Server 2008 R2 BMR backup completes with the error like 

"The sector size of the physical disk on which the virtual disk resides is not supported.", make 

sure that the disk sector size on the target machine (NAS device or similar) is equal to 512 

bytes.  
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For instance, NetApp ONTAP operating system uses the following command: vserver cifs options 

modify -file-system-sector-size 512. 

To create a BMR backup 

1. Create a computer collection. 

2. Right-click the computer collection, and then click Properties to open the Computer Collection 

Properties dialog box. 

3. On the Agent Settings tab, select the option Use the following account to access Backup 

Agent and specify account credentials. In Recovery Manager for Active Directory, this account is 

used both to connect to the Backup Agent and to access the backup storage if you do not 

specify a separate account for the backup share on the Remote Storage tab. For more details, 

see Usage of backup access credentials. 

 

4. On the Remote Storage tab, select the option Save backups on the backed up DC or a UNC 

share and enter the backup path. You need to specify path to the SMB share in the following 

format (%DATETIME% variable is required ): 

\\RemoteHost\ShareName\%COMPUTERNAME%\%DATETIME%. 

5. On the Backup tab, select the Bare Metal Recovery backup type. Now only system critical 

volumes are included in the BMR backup by default. For information on how to include additional 

volumes into a BMR backup, see below in this article. 

Select the Encrypt and protect backups with password option to encrypt BMR backups and 

protect them with a password (Recommended). This password is used to generate a 
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passphrase with which the backup is encrypted. The password cannot be used directly to unlock 

the backup container *.vhd(x) file. 

IMPORTANT If a customer restores encrypted volumes from a backup, the volumes are restored as 

unencrypted. 

 

6. Right-click the collection node and click Create Backup. 

Including additional volumes to a BMR backup 

NOTE Now only system critical volumes are included in the BMR backup by default, e.g. Active Directory 

database volume, SYSVOL volume, OS volume, etc.  

To include additional volume on several domain controllers 

1. Create the following registry key on the selected domain controller, or check if the key already 

exists in the directory: 

HKEY_LOCAL_MACHINE\SOFTWARE\Quest\Recovery Manager for Active Directory 

2. Add the following string value under this registry key: 

Name: WindowsBackupCommandLine 

Data: wbadmin start backup -allcritical -quiet -backuptarget:"%s" -

include:E:,G: 
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Where "E:,G:" - drives that will be included into the BMR backup. 

To include additional volume on all domain controllers 

On the Recovery Manager Console machine, add the new string value under both these registry keys: 

• HKEY_LOCAL_MACHINE\SOFTWARE\Quest\Recovery Manager for Active 

Directory 

• HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Quest\Recovery Manager 

for Active Directory 

Name: WindowsBackupCommandLine 

Data: wbadmin start backup -allcritical -quiet -backuptarget:"%s" -

include:E:,G: 

Where "E:,G:" - drives that will be included into the BMR backup. 

mote 

Usage of backup access credentials 
Recovery Manager for Active Directory uses the same credentials to access backup files on the remote share 

and to connect to Backup Agent. These credentials are specified on the Agent Settings tab of the collection 

properties (option "Use the following account to access Backup Agent"). 

If you need to specify a separate account to access the backup storage, use the option Use the following 

account to access the backup storage on the Remote Storage tab. 

When no credentials are specified in the collection properties, the Recovery Manager Console uses the account 

under which it is running to access the backup storage and Backup Agent. 

To specify separate credentials to access the remote backup location and Backup 
Agent 

1. Create a computer collection in Recovery Manager for Active Directory Console. 

2. Right-click the computer collection, and then click Properties to open the Computer Collection 

Properties dialog box. 

3. On the Agent Settings tab, select the option Use the following account to access Backup 

Agent and specify account credentials. 
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4. On the Remote Storage tab, select the option Save backups on the DC being backed up or a 

UNC share and enter the backup path. You need to specify path to the remote share in the 

following format (%DATETIME% variable is required ): \\<share name>\<backup 

folder>\%COMPUTERNAME%\%DATETIME% 

IMPORTANT According to the Forest Recovery best practices, the RMAD Active Directory backup should 

be stored on a domain controller. At the same time, the Alternative backup path option 

allows you to store the same Active Directory backup on remote backup storage. This can be 

useful if the DC is destroyed and you want to restore it from a BMR backup and the latest 

Active Directory backup. The retention policy is applied to both backup paths. So, if you set it 

to 10, and you have both paths configured - it means that there will be 5 backups on DC and 

5 backups on the remote storage. 

5. To specify a separate account for the backup storage, select the Use the following account to 

access the backup storage option and specify account credentials. 

NOTE This account is used to access both backup locations. Currently, separate access accounts are not 

supported. 
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Using the Backup Wizard 
You can start the Backup Wizard by selecting the console tree root, and then clicking Create Backup on the 

Action menu. 

On the What to Back Up page, the wizard prompts you to specify what domain controllers or AD LDS (ADAM) 

hosts you want to back up. You can back up specific domain controllers or all computers that are in a specific 

container, such as an Active Directory domain or organizational unit. 

On the Where to Store Backups page, the wizard prompts you to specify the path and name format for backup 

files. You can type the path and name manually, click Browse to locate a folder, and use the Expression button 

to have the path and name include macros enabling the automatic creation of separate subfolders and files for 

different backups. 

On the When to Back Up page, the wizard asks you whether you want to schedule the backup creation 

operation. You can click Now if you want to start the operation immediately. Otherwise, you click Later and 

configure backup scheduling. If you choose to create backups without scheduling, you can optionally have the 

wizard create and retain a Computer Collection for the computers and containers you have selected. Later, you 

may use that collection to schedule backups. If you choose to schedule backups, the wizard creates a Computer 

Collection for the computers and containers you have selected, and schedules a backup creation task for that 

collection. 

On the Computer Collection Name page, you can specify a name and description for the Computer Collection 

to be created. 

By clicking the Advanced button on the Completed the Backup Wizard window, you can display the 

Properties dialog box to make changes to backup options. If you do not modify those options, the defaults are 

used. Default options are specified using the Collection Defaults command, which appears on the Action menu 

when you select the Computer Collections node in the console tree. 
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Retrying backup creation 
Recovery Manager for Active Directory allows you to retry selected backup sessions. You can retry the creation 

of backups for individual computers or for all computers with a particular backup creation result. Any backup 

session can be retried regardless of its result. 

To retry a backup session 

1. In the Recovery Manager Console tree, click Sessions. 

2. In the details pane, click the backup session to retry, and then click Retry Backup on the Action 

menu. 

3. In the Retry Backup dialog box, select one of the following options: 

• Computers where errors or warnings occurred. Retries backup for the 

computers reported with errors or warnings. 

• Computers where errors occurred. Retries backup for the computers reported 

with errors. 

• All computers. Retries backup for all computers in the selected session, 

regardless of the previous backup results. 

4. Click OK and then click Yes. 

To retry backups for individual computers 

1. In the Recovery Manager Console tree, expand the Sessions node and select a session. 

2. In the details pane, select computers. 

3. On the Action menu, click Retry Backup. 

4. Click Yes to start the backup creation. 

Enabling backup encryption 
Recovery Manager for Active Directory allows you to protect your backups by encrypting them. You can enable 

the backup encryption in the Defaults dialog box for the Computer Collections node or a Computer Collection 

(Computer Collection properties), as well as in the Backup Wizard. 

To enable backup encryption 

1. Do one of the following: 

• Right-click the Computer Collections node, and then click Collection Defaults. 

• Right-click the Computer Collection, and then click Properties. 

• Click Advanced on the Completing the Backup Wizard page. 

2. In the Properties dialog box, click the Backup tab. 

3. On the Backup tab, select the Encrypt and protect backups with password check box. 

4. In the Set Password dialog box, type and confirm by retyping a password, and then click OK. 
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A password can contain any combination of letters, numerals, spaces, and symbols. Passwords are case 

sensitive, so if you vary the capitalization when you assign the password, you must type the same capitalization 

when entering the password. You can change the backup protection password later by clicking Set Password on 

the Backup tab. Write the password down and keep it in a secure place. If you lose the password, you cannot 

restore data from that backup since Recovery Manager for Active Directory asks you to type the password. 

Active Directory backup encryption: 

• Recovery Manager for Active Directory uses Microsoft's implementation of the AES 256 

algorithm from RSA, Inc. (Microsoft RSA Base Provider), with the maximal (normally, 128-bit) 

cipher strength. 

• If you specify DC storage, UNC share or secure storage server for encrypted backups (Remote 

Storage tab): A Backup Agent writes a backup directly to the storage to an encrypted temporary 

file. This temporary file is local or remote depending on the storage type. Data is encrypted in 

memory during a backup process. When the backup is done, the temporary file is renamed to 

the *.bkf file. 

• If you specify a local storage for encrypted backups (Local Storage tab): A Backup Agent writes 

a backup via RPC connection to the storage on the Recovery Manager Console machine, data is 

encrypted in memory. 

Bare Metal Recovery backup encryption: 

• The specified password is used to generate a passphrase with which the backup is encrypted. 

The password cannot be used directly to unlock the backup container *.vhd(x) file. 

• Recovery Manager for Active Directory uses a virtual hard disk encrypted with BitLocker as a 

container for the backup (256-bit AES encryption). Only backup volume is encrypted on the VHD 

disk. 

• Data is encrypted in transport by the BitLocker engine on the DC being backed up.  

NOTE:  

• Backup encryption does not depend on Active Directory in any way. 

• Recovery Manager for Active Directory does not send unencrypted data over the wire. 

The BitLocker Drive Encryption feature should be installed on all backed up domain controllers and on the Forest 

Recovery Console machine to support encrypted BMR backups. But note that the BitLocker feature does not 

encrypt DC drives automatically. 

Figure: Encrypted BMR backup 
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Figure: Not encrypted BMR backup 
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Backing up AD LDS (ADAM) 
With Recovery Manager for Active Directory, you can back up Active Directory Lightweight Directory Services 

(AD LDS), previously known as Active Directory Application Mode (ADAM), by using one of the following 

methods: 

• Method 1: Back up AD LDS (ADAM) from the Recovery Manager Console. Use this method to 

immediately back up one or multiple AD LDS (ADAM) instances. 

• Method 2: Schedule backup creation for AD LDS (ADAM). Use this method to schedule backup 

creation for one or multiple AD LDS (ADAM) instances. 

Method 1: Back up AD LDS (ADAM) from the 

Recovery Manager Console 
Complete these steps: 

• Step 1: Connect to AD LDS (ADAM) 

• Step 2: Back up AD LDS (ADAM) 

Step 1: Connect to AD LDS (ADAM) 
1. Right-click the Active Directory node in the Recovery Manager Console tree and select 

Connect to AD LDS (ADAM). 

2. Use the dialog box that opens to specify parameters for connecting to the AD LDS (ADAM) you 

want to back up. 

3. When finished, click OK. 

Step 2: Back up AD LDS (ADAM) 

1. In the Recovery Manager Console tree, expand the Active Directory node, then expand the AD 

LDS (ADAM) Configuration Set node, and select one of the following nodes: 

• All Instances. If you want to select one or more AD LDS (ADAM) instances to back up. 

• Sites. If you want to back up all AD LDS (ADAM) instances in one or more sites. 

2. In the right pane, select AD LDS (ADAM) instances or sites. 

These are the AD LDS (ADAM) instances you want to back up or the sites where you want to back up all AD LDS 

(ADAM) instances. You can select multiple instances or sites by holding down CTRL and clicking the instances or 

sites you want to select. 

3. On the main menu, select Action | Create Backup and follow the instructions in the wizard that 

starts to complete the backup creation operation. 
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Method 2: Schedule backup creation for AD 

LDS (ADAM) 
Complete these steps: 

• Step 1: Connect to AD LDS (ADAM) 

• Step 2: Add AD LDS (ADAM) instances to Computer Collection 

• Step 3: Create or modify backup creation schedule 

Step 1: Connect to AD LDS (ADAM) 
1. Right-click the Active Directory node in the Recovery Manager Console tree and select 

Connect to AD LDS (ADAM). 

2. Use the dialog box that opens to specify parameters for connecting to AD LDS (ADAM) you want 

to back up. 

3. When finished, click OK. 

Step 2: Add AD LDS (ADAM) instances to Computer 

Collection 

1. In the Recovery Manager Console tree, expand the Active Directory node, then expand the AD 

LDS (ADAM) Configuration Set node, and select one of the following nodes: 

• All Instances. If you want to schedule backup creation for one or more AD LDS (ADAM) 

instances. 

• Sites. If you want to schedule backup creation for all AD LDS (ADAM) instances in one 

or more sites. 

2. In the right pane, select AD LDS (ADAM) instances or sites. 

These are the AD LDS (ADAM) instances you want to back up or the sites where you want to back up all AD LDS 

(ADAM) instances. You can select multiple instances or sites by holding down CTRL and clicking the instances or 

sites you want to select. 

3. On the main menu, select Action | Add to Collection and specify the Computer Collection to 

which you want to add the AD LDS (ADAM) instances. When finished, click OK. 

You can also add specific AD LDS (ADAM) hosts you want to back up to a Computer Collection. For instructions, 

see Adding AD LDS (ADAM) hosts and instances to a Computer Collection. 

Step 3: Create or modify backup creation schedule 
If necessary, create or modify backup creation schedule for the Computer Collection to which you have just 

added the AD LDS (ADAM) instances. For more information, see Scheduling backup creation subsection in Task 

scheduler overview. 
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Backing up cross-domain group 
membership 
When backing up Active Directory on a Global Catalog server, Recovery Manager for Active Directory enables 

the backup to include the object’s membership in all groups, including those groups that reside in domains 

outside the object’s home domain. 

This option is part of the backup creation settings. You can find it on the Advanced tab in the Properties dialog 

box for a Computer Collection. The option only takes effect when backing up Global Catalog servers. 

If this option is not selected, group membership spanning multiple domains is not fully backed up, because even 

Global Catalog servers do not store full information about group memberships. For example, information about 

membership in domain local groups is only stored in the home domains of those groups. 

To ensure that cross-domain group membership information is backed up 

1. Do one of the following: 

• When creating backups for a Computer Collection, right-click the Computer 

Collection, and then click Properties. 

• When creating backups using the Backup Wizard, click the Advanced button on 

the Completing the Backup Wizard page of the wizard. 

2. In the Properties dialog box, click the Advanced tab. 

3. On the Advanced tab, make sure the When backing up Global Catalog servers, collect 

group membership information from all domains within the Active Directory forest check 

box is selected. 

Using a Global Catalog backup created with this option ensures the complete restoration of object group 

memberships in all domains within the forest. 

However, this option causes Recovery Manager for Active Directory to retrieve data from all domains within the 

forest, and therefore may slow down the backup creation in case of a big number of domains or slow network 

connections. 

Backing up distributed file system 
(DFS) data 
When backing up a domain controller, Recovery Manager for Active Directory can also back up the domain-

based Distributed File System (DFS) namespace data located on the domain controller. DFS namespace data is 

backed up as part of SYSVOL. You can use the created backup to recover the domain-based DFS namespace. 

Note that Recovery Manager for Active Directory cannot back up the DFS namespace links to the actual folders 

and files, as well as these folders and files. Also Recovery Manager for Active Directory does not support 

standalone DFS namespace data. 

Backup scheduling 
In Recovery Manager for Active Directory, a backup for a computer or a collection of computers can be created 

manually, or the creation of backups can be scheduled to occur at a specific time in the future. Backups can be 

stored in any appropriate location on your network. 
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Task scheduler overview 
When scheduling backup creation, Recovery Manager for Active Directory employs Task Scheduler, which is an 

integral part of the operating system. You can access the Task Scheduler GUI by clicking Scheduled Tasks in 

Control Panel. The Scheduled Tasks dialog box displays all tasks scheduled to run on your computer. 

Each scheduled task runs under a certain user account. Therefore, you must supply the user logon name and 

password of a user account when creating a scheduled task. When performing the scheduled backup job, 

Recovery Manager for Active Directory runs as if that user started it. 

The user account under which Recovery Manager for Active Directory is running when creating backups must 

• Belong to the Administrators local group on the Recovery Manager for Active Directory 

computer. 

• Belong to the Administrators local group on each computer to be backed up (serviced computer). 

When scheduling a backup job, you should ensure that the account whose credentials you are supplying meets 

the above requirements. If there are no trust relationships established between the domains where the Recovery 

Manager for Active Directory computer and the serviced computer reside, then no account can satisfy both of the 

above requirements. To resolve this problem, you can specify a different account to access the serviced 

computer. 

In the “no trust” situation, when scheduling a backup job, you should use an account that meets the first of the 

above requirements, and configure advanced backup options so that a different account is used for access to the 

serviced computers, satisfying the second requirement. 

Scheduling backup creation 
With Recovery Manager for Active Directory, you can schedule a backup creation job to run at specific times, 

either once or at recurring intervals. Only backup jobs for Computer Collections can be scheduled. You can 

schedule a backup job by modifying properties of an existing Computer Collection or you can use the Backup 

Wizard to schedule a backup job. When you use the Backup Wizard for backup scheduling, the wizard creates a 

new Computer Collection, and schedules a backup job for that Computer Collection. 

To schedule backup creation for a Computer Collection 

1. Right-click a Computer Collection and then click Properties. 

2. On the Schedule tab, click Modify. 

3. In the Triggers dialog, click New and then specify the task schedule settings and click OK. 

4. On the Schedule tab, click Select Account and enter the user logon name and password of the 

account under which you want to run the scheduled task. 

When you schedule backup creation, a new scheduled task is created and assigned to the Computer Collection. 

To schedule backup creation with the Backup Wizard 

1. Start the Backup Wizard and follow the provided instructions. 

2. On the When to Back Up page, click Later (configure backup scheduling), and then click the 

upper button labeled Change. 

3. In the Triggers dialog box, click New and then specify the task schedule settings and click OK. 

4. In the When to Back Up window, click the lower button labeled Change and enter the user 

logon name and password of the account under which you want to run the scheduled task. 

5. Click Next and follow instructions of the wizard to complete the operation. 
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When you schedule backup creation with the Backup Wizard, a new Computer Collection is automatically created 

for the computers you have selected in the wizard, and a new scheduled task is assigned to that Computer 

Collection. Later, you can change, add, or remove backup schedules for that Computer Collection. 

You can temporarily disable the backup creation task scheduled for a particular Computer Collection, without 

affecting the other collections. To do so, on the Schedule tab in the Properties dialog box for that Computer 

Collection, clear the Schedule enabled check box. 

Managing backup schedule 
You can manage backup schedule by modifying Computer Collection properties: 

1. Right-click a Computer Collection and then click Properties. 

2. On the Schedule tab, click Modify. 

3. Use the Triggers dialog box to add, remove, or change existing schedules. 

Setting user account for scheduled tasks 
Scheduled tasks are always run under a particular user account. When scheduling backup creation, you need to 

specify a user account that has administrator privileges on the Recovery Manager for Active Directory computer 

as well as on the computers for which you plan to create backups (serviced computers). 

When specifying a user account to run a scheduled backup creation task, you should consider whether you have 

explicitly specified an account for accessing Backup Agent and backup files. To check whether such an account 

is explicitly specified for a Computer Collection, you can use the Agent Settings tab in the Computer Collection 

properties. For more information, see Agent Settings tab subsection in Properties for an existing Computer 

Collection. 

The Managed Service Account (in Windows Server 2008 or higher) or Group Managed Service Account (in 

Windows Server 2012 or higher) can be specified for scheduled tasks in the Computer Collection properties on 

the Schedule tab or in Task Scheduler. 

MSA and gMSA requirements: 

• Add the $ character at the end of the account name (e.g. domain\computername$) and leave 

the Password field blank. 

• The MSA or gMSA account must be a member of the local Administrator group on the Recovery 

Manager for Active Directory machine. 

For details on how to create a gMSA account, see Using Managed Service Accounts. 

Requirements towards the user account 

Account specified explicitly 

In this scenario, the account under which you run your scheduled backup creation task must: 

• Belong to the local Administrators group on the Recovery Manager for Active Directory 

computer. 

• Have the “Log on as a batch job” user right on the Recovery Manager for Active Directory 

computer. This right is granted to the local Administrators group by default. 

When you run the scheduled backup creation task, Recovery Manager for Active Directory uses the explicitly 

specified Backup Agent access account to connect to the serviced computers and back up the data they host. 

Account specified implicitly 

In this scenario, the account under which you run your scheduled backup creation task must: 
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• Belong to the local Administrators group on the Recovery Manager for Active Directory computer 

and on each serviced computer that hosts the data you plan to back up by using the scheduled 

backup creation task. 

• Have the “Log on as a batch job” user right on the Recovery Manager for Active Directory 

computer. This right is granted to the local Administrators group by default. 

If you cannot configure the scheduled backup creation task to run under a user account that has administrator 

privileges on the serviced computers, you may want to configure Recovery Manager for Active Directory to 

access the serviced computers using a user account different from that under which the scheduled task is being 

run. 

By doing so, you can access the serviced computers located in domains that have no trust relationships 

established with the domain where Recovery Manager for Active Directory is running, solving the so-called “no 

trust” problem. For more information, see Setting advanced backup options. 

To specify a user account for a scheduled task 

1. Right-click Computer Collection and then click Properties 

2. On the Schedule tab, click Modify. 

3. On the Triggers dialog, click the New button and specify the task schedule settings, click OK. 

4. Click Select Account on the Schedule tab. 

5. In the Select Account dialog box, type the user name and password of the account you want to 

use, and then click OK. 

Setting performance options 
When creating a backup, Recovery Manager for Active Directory queries its configuration settings about what 

backup options to use. You specify configuration settings in the Defaults dialog box for the Computer 

Collections node or a Computer Collection (Computer Collection properties). You can also view and modify the 

settings being used by the Backup Wizard. 

The Properties dialog box includes the Performance tab where you can set a number of backup options related 

to backup creation performance tuning. 

To set performance options 

1. Do one of the following: 

• Right-click the Computer Collections node and then click Collection Defaults. 

• Right-click the Computer Collection and then click Properties. 

• Click Advanced on the Completing the Backup Wizard page. 

2. In the Properties dialog box, click the Performance tab. 

3. To limit the total bandwidth used by backup agents when transferring data over network links, 

select the Enable bandwidth throttling check box. In Maximum network use, specify the 

maximum total bandwidth backup agents can use. Use bandwidth throttling to prevent excessive 

network traffic backup agents may cause creating backups for particular Computer Collections. 

4. To limit the percentage of CPU processing time backup agents can use on each computer when 

creating backups for particular Computer Collections, select the Enable backup agent CPU 

throttling check box. In Maximum CPU use, specify the maximum percentage of CPU 
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processing time backup agents can use. Use CPU throttling to prevent excessive CPU load 

backup agents may cause on the computers being backed up. 

5. Under Parallel backup tuning, specify the maximum number of computers Recovery Manager 

for Active Directory services in parallel when creating backups. The default setting is 10 

computers. Increasing this number can speed backup creation. However, when Recovery 

Manager for Active Directory services a number of computers in parallel and the connection is 

near its limits, network saturation problems may occur. Symptoms of network saturation include 

slow network response when transferring data by backup agents, and possibly “RPC server 

unavailable” error messages when connecting to backup agents. If you are experiencing such 

problems, decrease the number. 

6. From the Data compression list, select the compression method backup agents will use when 

processing data before sending it over network links. Using higher compression reduces network 

traffic, but increases CPU load on the computers being backed up. 

Default settings are used for newly created Computer Collections. By changing properties of a certain Computer 

Collection, you define the settings specific to that collection. Different Computer Collections may have differing 

settings. 

The Backup Wizard uses default settings unless other settings are specified using the Advanced button on the 

Completing the Backup Wizard page. 

Setting advanced backup options 
When creating a backup, Recovery Manager for Active Directory queries its configuration settings about what 

backup options to use. You specify configuration settings in the Defaults dialog box for the Computer 

Collections node or a Computer Collection (Computer Collection properties). You can also view and modify the 

settings being used by the Backup Wizard. 

The Properties dialog box includes the Advanced and Agent Settings tabs where you can set a number of 

advanced backup options. 

To set advanced backup options 

1. Do one of the following: 

• Right-click the Computer Collections node and then click Collection Defaults. 

• Right-click the Computer Collection and then click Properties. 

• Click Advanced on the Completing the Backup Wizard page. 

2. In the Properties dialog box, click the Advanced tab. To have Recovery Manager for Active 

Directory store copies of backups in an alternate location, select the Store a copy of each 

backup check box and specify format for the path and name of the backup file. Having an 

additional instance of each backup stored in an alternate location may be required to ensure the 

availability of backups. You can also limit the maximum backup session time using the Limit 

maximum backup time option. 

3. In the Properties dialog box, click the Agent Settings tab, and then do the following: 

• To have Recovery Manager for Active Directory initialize Backup Agent using a 

different account, select the Access back p agent and backup files using the 

specified account check box and click Select Account to supply the user logon 

name and password of an account that has administrator privileges on the serviced 

computers. Using a special account for the Backup Agent initialization may be 
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required when Recovery Manager for Active Directory cannot be configured to run 

under an account with administrator privileges on the serviced computers. 

• To have the application use preinstalled Backup Agent when backing up the 

Computer Collection, select the Use preinstalled Backup Agent check box. 

Default settings are used for newly created Computer Collections. By changing properties of a certain Computer 

Collection, you define the settings specific to that collection. Different Computer Collections may have differing 

settings. 

The Backup Wizard uses default settings unless other settings are specified using the Advanced button on the 

Completing the Backup Wizard page. 

Unpacking backups 
Recovery Manager for Active Directory can unpack backups and keep the unpacked data in the location you 

specify to reuse the data for subsequent starts of the Online Restore Wizard or Group Policy Restore Wizard. 

The use of unpacked backups accelerates operations the wizards perform during the backup data preparation 

step, because unpacking a backup can be a lengthy operation. 

In this section: 

• Configuring default settings to unpack backups 

• Configuring Computer Collection-specific settings to unpack backups 

• Unpacking a backup manually 

• Deleting data unpacked from a backup 

Configuring default settings to unpack 

backups 
You can configure the default settings to automatically unpack backups upon their creation. These settings will 

apply to all new Computer Collections. 

To configure the default settings 

1. In the console tree, select the Recovery Manager for Active Directory console tree root. 

2. On the Action menu, click Settings. 

3. Specify settings on the Unpacked Backups tab. For more information, see Unpacked Backups 

tab (global settings) subsection in Settings. 

4. When finished, click OK. 

Configuring Computer Collection-specific 

settings to unpack backups 
For each Computer Collection, you can override the default (global) settings and configure individual settings to 

automatically unpack backups. 
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To configure individual settings for a Computer Collection 

1. In the Recovery Manager Console tree, expand Computer Collections to select the Computer 

Collection. 

2. On the Action menu, click Properties. 

3. Specify settings on the Unpacked Backups tab. For more information, see Unpacked Backups 

tab subsection in Properties for an existing Computer Collection. 

4. When finished, click OK. 

Unpacking a backup manually 
You can manually unpack a backup by using the Online Restore Wizard or the Online Restore Wizard for AD 

LDS (ADAM). When you select the Backups/Active Directory or Backups/AD LDS (ADAM) node in the 

console tree, the details pane displays the registered Active Directory or AD LDS (ADAM) backups, respectively. 

To unpack a registered backup manually 

1. Do one of the following: 

• To unpack an Active Directory backup, start the Online Restore Wizard: select the 

console tree root, and then on the main menu select Action | Online Restore 

Wizard. 

• To unpack an AD LDS (ADAM) backup, start the Online Restore Wizard for AD 

LDS (ADAM): select the console tree root, and then on the main menu select 

Action | Online Restore Wizard for AD LDS (ADAM). 

2. Follow the instructions in the wizard until you reach the Backup Selection page. 

3. On the Backup Selection page, select the backup you want to unpack, and then click Next. 

4. On the Backup Data Preparation page, select the Keep extracted data after completing the 

wizard check box, click Next, and then click Cancel. 

5. In the message box, click Yes to exit the wizard. 

Deleting data unpacked from a backup 
Unpacked backup components (data) can occupy a significant amount of disk space, therefore it is 

recommended to delete the unpacked backup components you no longer need. 

To delete unpacked backup components 

1. In the console tree, select the Backups/Active Directory or Backups/AD LDS (ADAM) node. 

2. In the details pane, select the backup whose unpacked components you want to delete, and 

then click Delete Unpacked Components on the Action menu. 

This only deletes the unpacked data, not the backup itself. 
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Using e-mail notification 
You can have Recovery Manager for Active Directory send an e-mail message that contains the log information 

about the backup creation session when backing up Computer Collections. 

To use this feature, set up the appropriate settings on the Alerts tab in the Computer Collection Properties 

dialog box and on the E-mail tab in the Recovery Manager for Active Directory Settings dialog box. 

To enable e-mail notification for a Computer Collection 

1. In the console tree, click Recovery Manager for Active Directory, expand the Computer 

Collection node, and then select the Computer Collection in question. 

2. On the Action menu, click Properties, and then open the Alerts tab in the Computer 

Collection Properties dialog box. 

3. On the Alerts tab, do the following: 

a. Select the E-mail notification check box. 

b. In the To text box, specify the recipient's e-mail address. 

c. Use the What to record list to select what sort of information you want to be included in the 

notification e-mail message. 

d. If you do not want to receive notification unless an error and/or warning is written to the log, 

select Send notification upon errors or warnings only. 

4. When finished, click OK. 

To set up the e-mail notification settings 

1. In the console tree, click Recovery Manager for Active Directory, and then click Settings on 

the Action menu. 

2. In the Recovery Manager for Active Directory Settings dialog box, open the E-mail tab. 

3. On the E-mail tab, specify the following settings: 

• SMTP server. Specifies the SMTP server for outgoing messages. 

• SMTP port. Specifies the port number to connect to on your outgoing mail (SMTP) 

server. 

• “From” address. Specifies the return address for your e-mail notification 

messages. It is recommended to use the e-mail address of the Recovery Manager 

for Active Directory administrator. 

• SMTP server requires authentication. When selected, specifies that you must 

log on to your outgoing mail (SMTP) server. 

• User. Specifies the account name used to log on to the SMTP server. 

• Password. Specifies the user password. 

4. When finished, click OK. 

Before you start using the e-mail notification, it is recommended that you verify the specified settings. To do so, in 

the “From” address text box specify an e-mail address and click the Test Settings button that sends a test 

notification message to the address set. 
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Viewing backup creation results 
To view backup creation results, you can examine the properties of backup creation sessions, computers, 

computers within a backup creation session, and backups registered in the Recovery Manager for Active 

Directory backup registration database. 

In this section: 

• Sessions node properties 

• Computer properties 

• Computer session properties 

• Backups node properties 

• Filtering backups 

• Properties of registered AD and AD LDS (ADAM) backups 

Sessions node properties 
Session properties are used to view the details about a particular backup creation session and to stop the backup 

creation process, if necessary. 

To display the Properties dialog box for a backup creation session 

1. In the console tree, click Sessions. 

2. In the details pane, click the session, and then click Properties on the Action menu. 

3. The Properties dialog box for a backup creation session includes the Progress tab and the 

General tab. 

General tab 
The General tab is used to display general information about the session. You can click View Settings to view 

the settings that were used during the session. The dialog box that opens is similar to the Properties dialog box 

for Computer Collections. 

Progress tab 
You can use the Progress tab to view the progress of the backup creation process. The tab is displayed only 

while the session is in progress. The tab includes the following elements: 

• Log records. Lists computers being serviced during the current backup-creation session and 

displays the session result. 

• Abort. Stops the backup creation. 

Computer properties 
To view the history of backup creation sessions for a computer, you can use the computer’s properties. 
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To view backup history for a computer 

1. In the console tree, select the Computer Collection that includes the computer whose backup 

history you want to view. 

2. In the details pane, right-click the computer, and then click Properties on the shortcut menu. 

3. Use the Backup History tab to view a list of backup creation sessions for the selected 

computer. The list only includes the sessions for which information is available in the internal log. 

4. You can use the General tab in the Properties dialog box to view general information about the 

selected computer. 

Computer session properties 
Once you have identified a session using the Backup History tab, you can use the Properties dialog box to 

examine backup creation results for a computer within that session. 

To view properties for a computer within a session 

1. In the console tree, expand the Sessions node, and select the session. 

2. In the details pane, select the computer, and then select Action | Properties from the main 

menu. 

3. The dialog box that opens includes the General tab, the Events tab, and the Backup tab. 

General tab 
Displays an overall result of the computer session, indicating the reason of failure if backup creation has failed. 

You can click the Copy to Clipboard button to copy the information displayed on this tab to the Clipboard. 

Events tab 
Briefly describes all warning and error messages generated by Recovery Manager for Active Directory when 

creating the computer's backup. 

Backup tab 
Lists all components that the backup includes, displays the backup description, provides the backup file path and 

name, and shows whether the backup is encrypted. The Backup tab is displayed only if the backup has been 

created for the selected computer within the selected session. 

The Backed up components list displays the Active Directory components included in the backup. The list has 

the following columns: 

• Component. Identifies the component; for the Registry component, individual hives are listed. 

• Original Size. Shows the size, in kilobytes, of a component on the source system, before data 

compression by Backup Agent. 

• Size in Backup. Shows the size, in kilobytes, of a component in the backup, after data 

compression by Backup Agent. 

• Compression Ratio. Show the ratio, in percents, between the component size in backup and 

the original component size. For example, the 25% compression ratio means 4:1 compression. 
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Backups node properties 
The Backups node in the console tree allows you to view a list of backups registered in the Recovery Manager 

for Active Directory backup registration database. 

To view a list of Active Directory backups 

• In the console tree, expand the Backups node, and then click Active Directory. The details 

pane displays the registered Active Directory backups. 

To view a list of AD LDS (ADAM) backups 

• In the console tree, expand the Backups node, and click AD LDS (ADAM). The details pane 

displays the registered AD LDS (ADAM) backups. 

You can also register additional backups. 

To register additional backups 

1. In the console tree, right-click the Backups node. 

2. On the shortcut menu, point to Register Backup, and then click one of the following commands: 

• Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant backup file (.bkf). 

You must specify the path and name for the file to register. 

• Register Backups in Folder. Registers all MTF-compliant backup files (.bkf) stored in the 

specified folder. 

• Register Offline Active Directory Database. Registers Active Directory database (ntds.file) 

unpacked from a backup created with third-party backup tools. 

• Register Offline AD LDS (ADAM) Database. Registers AD LDS (ADAM) database 

(adamntds.dit file) unpacked from a backup created with third-party backup tools. 

Filtering backups 
The properties of the Backups | Active Directory and Backups | AD LDS (ADAM) nodes allow you to have 

Recovery Manager for Active Directory display all backups or specific backups filtered by the backup source 

and/or backup dates. 

To display the Properties dialog box for the Active Directory node or the AD LDS 
(ADAM) node 

1. In the console tree, click Backups, and then select Active Directory or AD LDS (ADAM) in the 

details pane. 

2. On the Action menu, click Properties. 

The Properties dialog box includes the General tab. 

General tab for Active Directory backups 
The General tab enables you to filter Active Directory backups displayed in the details pane of the Recovery 

Manager Console (snap-in). 
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• Filter backups view. Select this check box to activate the backups filtering. You can filter 

backups based on backups sources or dates. Leave this check box cleared to have Recovery 

Manager for Active Directory display all registered backups in the details pane. 

• Backup sources. This option allows you to filter backups based on backup sources. For 

example, you can have Recovery Manager for Active Directory display only backups taken from 

the specified domain controller. 

• Domain controller. Provides a space for you to type the name of a domain controller. 

Recovery Manager for Active Directory will display only backups taken from that domain 

controller. 

• Domain. Provides a space for you to type the name of a domain. Recovery Manager for 

Active Directory will display only backups taken from domain controllers that belong to 

that domain. 

• Site. Provides a space for you to type the name of a site. Recovery Manager for Active 

Directory will display only backups taken from domain controllers located in that site. 

• Backup dates. This option allows you to filter backups based on backup dates. 

• From. Select this check box to see backups that were taken starting with a specific date. 

To specify the date, use the list next to the check box. 

• To. Select this check box to see backups that were taken till a specific date. To specify 

the date, use the list next to the check box. 

General tab for AD LDS (ADAM) backups 
The General tab enables you to filter the AD LDS (ADAM) backups displayed in the details pane of the Recovery 

Manager Console (snap-in). 

• Filter backups view. Select this check box to activate the backups filtering. You can filter 

backups based on backups sources or dates. Leave this check box cleared to have Recovery 

Manager for Active Directory display all registered backups in the details pane. 

• Backup sources. This option allows you to filter backups based on backup sources. For 

example, you can have Recovery Manager for Active Directory display only backups taken from 

the specified AD LDS (ADAM) instance. 

• Host. Provides a space for you to type the name of a computer. Recovery Manager for 

Active Directory will display only backups taken from AD LDS (ADAM) instances hosted 

by that computer. 

• Instance. Provides a space for you to type the name of an AD LDS (ADAM) instance. 

Recovery Manager for Active Directory will display only backups taken from that AD LDS 

(ADAM) instance. 

• Site. Provides a space for you to type the name of a site. Recovery Manager for Active 

Directory will display only backups taken from AD LDS (ADAM) instances located in that 

site. 

• Backup dates. This option allows you to filter backups based on backup dates. 
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• From. Select this check box to see backups that were taken starting with a specific date. 

To specify the date, use the list next to the check box. 

• To. Select this check box to see backups that were taken till a specific date. To specify 

the date, use the list next to the check box. 

To filter backups 

1. Select the Filter backups view check box. 

2. Do the following: 

• To filter by backup sources, fill in the corresponding fields under Backup sources. 

• To filter by backup creation dates, specify the dates under Backups dates. 

Properties of registered AD and AD LDS 

(ADAM) backups 
The Properties dialog box for a registered Active Directory or AD LDS (ADAM) backup provides detailed 

information about the backup, such as the backup creation date, backup size, and a list of the Active Directory 

components the backup includes. 

To display the Properties dialog box for the Active Directory or AD LDS (ADAM) 
backup 

1. In the console tree, expand the Backups node, and then select Active Directory or AD LDS 

(ADAM). 

2. In the details pane, select the desired backup, and then click Properties on the Action menu. 

General tab 
The General tab displays general information about the selected backup. 

Restoring data 

• Getting started with Active Directory recovery 

• Managing deleted or recycled objects 

• Restoring backed up Active Directory components 

• Integration with Change Auditor for Active Directory 

• Using granular online restore 

• Restoring AD LDS (ADAM) 
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• Selectively restoring Active Directory object attributes 

• Restoring objects in an application directory partition 

• Restoring object quotas 

• Restoring cross-domain group membership 

• Performing a restore without having administrator privileges 

• Reports about objects and operations 

• Using complete offline restore 

• Offline restore implications 

• Restoring SYSVOL authoritatively 

• Performing a granular restore of SYSVOL 

• Recovering Group Policy 

• Restoring data from third-party backups 

• Using the Extract Wizard 

• Restoring passwords and SID history 

Getting started with Active Directory 
recovery 
This section provides important information about performing data recovery operations with Recovery Manager 

for Active Directory. Please read it carefully before you start using the product to restore Active Directory data. 

This section covers: 

• Active Directory recovery options 

• Implications of the online restore 

• Using agentless or agent-based method 

Active Directory recovery options 
Recovery Manager for Active Directory enables the fast recovery of Active Directory from a disaster. The 

flowchart below indicates the most suitable recovery method depending on the type of disaster, which could be 

data corruption, database corruption, or complete Active Directory corruption. 

Data corruption occurs when directory objects have been inadvertently deleted or modified, and the deletion or 

modification has replicated to other domain controllers within the environment. 

Database corruption refers to a situation in which an Active Directory failure prevents a domain controller from 

starting in normal mode, or a hardware problem such as hard disk corruption on a domain controller. 
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Figure: Active Directory Recovery Options 

Recovery Manager for Active Directory offers the following recovery methods: 

• Granular online restore 

• Complete offline restore 

Granular online restore allows you to restore individual directory objects from a backup, without restarting the 

target domain controller or affecting other directory objects. It will not be necessary to shut down the domain 

controller in order to perform the restore: it remains online and functional throughout the recovery. 

Complete offline restore only allows you to restore the entire Active Directory database on a domain controller 

while Active Directory is offline. To take Active Directory offline, Recovery Manager for Active Directory restarts 

the domain controller in Directory Services Restore Mode (DSRM), resulting in a period of downtime. In addition, 

complete offline restore affects all directory objects on the target domain controller, which may result in the loss 

of some of the most recent updates. 

All restore operations are remotely administered, so there is no need for an administrator to be physically present 

at the domain controller. 

Granular online restore 

To achieve near-zero downtime when recovering Active Directory, Recovery Manager for Active Directory 

provides the granular online restore method. Two options are available with this method: 

• Compare, restore, and report changes in Active Directory. With this option, you can restore 

particular objects from a backup, and select the necessary objects based on a per-attribute 

comparison of the objects in a backup with those in Active Directory. Comparison reports are 

also available. 

• Compare two backups and report differences. With this option, you can make a per-attribute 

comparison of the objects in two Active Directory backups. Comparison reports allow you to view 

the object modifications made in the period between the backups. 

For details, see Using granular online restore. 
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Undeleting (reanimating) objects 

With Recovery Manager for Active Directory, you can selectively recover deleted Active Directory objects by 

undeleting (reanimating) them. To undelete (reanimate) an object, Recovery Manager for Active Directory fully 

relies on the functionality provided by Active Directory, therefore to use this method you need no Active Directory 

backups. Note that you can only undelete objects in an Active Directory forest whose functional level is higher 

than Windows 2000. 

For more information, refer Managing deleted or recycled objects.  

Complete offline restore 

You can use complete offline restore to restore the entire Active Directory database from backup media without 

reinstalling the operating system or reconfiguring the domain controller. The restore can be performed on any 

domain controller that can be accessed remotely. By default, this operation restores all directory objects on the 

target domain controller non-authoritatively. This means that the restored data is then updated via normal 

replication. A non-authoritative restore is typically used to restore a domain controller that has completely failed 

due to hardware or software problems. 

For details, see Using complete offline restore. 

Implications of the online restore 
This section provides important information that you should consider when using the Online Restore Wizard. 

The wizard allows you to selectively restore a portion of the Active Directory domain naming context. At that, the 

wizard causes Active Directory to replicate this restored state of objects, overwriting the copies currently held on 

all domain controllers within the domain. The restored objects and object attributes receive a version greater than 

the current set of directory objects. As a result, the restored objects appear to be more recent and therefore they 

are replicated out to the other domain controllers within the domain. 

Restore the wizard performs is authoritative. With an authoritative restore, Active Directory object data reverts to 

the state it had when the backup was created and any updates that were made after that point are lost. For 

example, obsolete passwords could be restored, which may have impact on user and computer accounts. 

One more issue related to authoritative restore is the impact on linked attributes, such as group memberships. 

For example, when you authoritatively restore a user that is currently marked as deleted (undelete a user 

account), in some recovery scenarios you risk possible loss of group membership information. 

To ensure the correct restoration of group memberships, along with the other linked attributes, the Online 

Restore Wizard can force incremental replication of Active Directory. Incremental replication transfers only the 

changes that occurred since the last replication. 

Once the wizard has undeleted some objects for which linked attributes need to be restored, it reminds you that 

the un-deletion must be replicated to all domain controllers for the linked attributes to be correctly represented on 

each domain controller. The wizard prompts you to choose whether to force the replication, skip the replication, 

or stop the operation. 

Before making a choice, consider the following: 

• Forcing replication 

• Skipping replication 

• Stopping online restore 

Forcing replication 
When you choose to force the replication, the wizard ensures that all linked attributes, such as group 

memberships, of the undeleted objects are correctly restored on all domain controllers. 

This choice may result in considerable replication traffic, depending on the number of domain controllers in your 

domain. However, it is required because of the way links and deletions are dealt with in Active Directory. Before 
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the restoration of linked attributes, the undeleted objects must be replicated to all domain controllers for the 

restored linked attributes to be correctly represented on each domain controller. 

This requirement stems not from the wizard’s implementation, but from the way in which the data is replicated in 

Active Directory. 

Skipping replication 
When you choose not to force the replication, you may risk a loss of linked attributes, such as group 

memberships, on replication partners after the normal Active Directory replication transfers the undeletion to all 

domain controllers. 

For example, when you select a user to be undeleted, with the user being a member of a certain group, and 

choose not to have the wizard force the replication, the results of the restore on the representation of the user’s 

group memberships may vary. These variations are based on which objects replicate first after the wizard 

completes the restore. 

If the undeletion of the user replicates first, then the group membership information of both the group (the 

members it contains) and the user (the groups he or she belongs to) will be represented correctly. 

If the restore of the group replicates first, the replication partners will drop the addition of the (locally) deleted user 

from the group membership. The only exception to this is the user’s primary group, which is always represented 

correctly from both the user and group reference. 

The wizard marks the undeleted objects so that they are replicated in a proper sequence. However, making 

changes to them before the replication is completed may break the proper sequence. Skip the replication 

enforcement if you are sure that no changes will be made to the restored objects until those objects are 

replicated to all domain controllers within the domain. Optionally, you may have the wizard force the incremental 

replication on the final step. You might also force the replication with a different tool, or wait for replication to 

occur on normal schedule. 

In addition, you might skip the replication enforcement if you undelete objects whose deletions are not yet 

replicated within your domain. In that scenario, the objects in question are not marked as deleted on other 

domain controllers, which ensures the correct representation of linked attributes. 

Stopping online restore 
When you choose to stop the online restore operation, the wizard neither forces the replication nor restores 

linked attributes. 

This choice implies that you wait until the undeleted objects are replicated to all domain controllers, and then 

restore those objects once more using the wizard. In that scenario, the second path of the wizard is used to 

restore the linked attributes on the undeleted objects. Stop the operation if the enforcement of replication in your 

domain is inadmissible for some reasons, but you want to be sure that linked attributes be represented correctly 

on all domain controllers. 

Using agentless or agent-based method 
When comparing or restoring Active Directory objects with the Online Restore Wizard, you can choose whether 

to use LDAP functions only (Agentless method) or Online Restore Agent (Agent-based method). 

Note that some AD DS and AD LDS (ADAM) object attributes cannot be restored by using Recovery Manager for 

Active Directory. For more information on these attributes, see Quest Knowledge Base Article 59039 “AD DS and 

AD LDS Object Attributes That Recovery Manager for Active Directory Cannot Restore” at support.quest.com. 

The following table contains performance test results of agentless and agent-based restore operations on the 

machine running Windows Server 2008 R2. The agent-based restore is performed by a single Restore Agent 

instance. 

Configuration of the test lab: 

• Operating System: Windows Server 2008 R2 

https://support.quest.com/recovery-manager-for-ad/kb/59039
https://support.quest.com/recovery-manager-for-ad/kb/59039
https://support.quest.com/
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• CPU: 2 x Intel Xeon E5-2651 v2 1,8 GHz 

• RAM,GB: 7,5 

Performance test results: 

Agent-based restore 

Number of objects - Required time 

• 1000 - 20 - 40 sec 

• 10000 - 4 - 6 min 

• 50000 - 23 - 34 min 

Agentless restore 

Number of objects - Required time 

• 1000 - 40 - 70 sec 

• 10000 - 6 - 10 min 

• 50000 - 30 - 50 min 

Agentless method 
The method that uses LDAP functions is referred to as agentless method. The agentless method has both 

advantages and limitations. The use of LDAP functions makes the wizard operations less intrusive on the domain 

controller. Also, you can deliberately choose the target domain controller and you can perform restore and 

compare operations without having administrative access to the target domain controller. 

However, some object attributes, such as User Password and SID History, cannot be compared or restored. 

The ability to perform an online restore using the agentless method builds on the Restore Deleted Objects 

feature. This feature extends the LDAP API to enable the restoration of deleted objects. However, this feature 

restores only the essential attributes required for the object's existence. Other attributes, such as those relating to 

membership in security and distribution groups, must be restored from a backup. 

With the agentless method, you can perform a restore without having administrative access to the target domain 

controller. For more information, see Performing a restore without having administrator privileges. 

To use the agentless method 

In the Online Restore Wizard, on the Domain Access Options page, make sure the Use agentless method to 

access domain controller check box is selected. This ensures that only LDAP functions are used to access the 

domain controller. 

Agent-based method 
To overcome the limitations of the agentless method, the Online Restore Wizard provides the alternative, agent-

based method. With the agent-based method, you can compare and restore any objects (including deleted ones) 

and any attributes (including User Password and SID History). A restore can be performed on a domain controller 

running any operating system supported by Recovery Manager for Active Directory. 

However, the agent-based method has the following drawbacks: 

• The target domain controller must be the same as that from which the backup was created. No 

ability to choose the target domain controller for the restore and compare operations. 
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• The restore or compare operation is more intrusive: Online Restore Agent is installed on the 

domain controller when you start the compare or restore operation in the Online Restore Wizard 

and removed when you close the wizard. 

• Domain administrator rights on the target domain controller are required. 

To use the agent-based method 

• In the Online Restore Wizard, on the Domain Access Options page, make sure the Use 

agentless method to access domain controller check box is cleared, so that Recovery 

Manager for Active Directory employs Online Restore Agent to perform the restore or compare 

operation. 

To set a default method for compare and restore operations performed in the Online 
Restore Wizard 

1. Select the Recovery Manager for Active Directory console tree root. 

2. On the main menu, select Actions | Settings. 

In the dialog box that opens, on the General tab, under Default method for compare and restore operations, 

select the preferable method, and click OK. You can change the set default method later when using the Online 

Restore Wizard. 

Managing deleted or recycled objects 
With Recovery Manager for Active Directory, you can perform the following tasks on deleted or recycled Active 

Directory objects: 

• View a list of deleted and/or recycled objects in a particular Active Directory domain. 

• Selectively recover deleted Active Directory objects by either undeleting (reanimating) them or 

restoring the objects from a backup created with Recovery Manager for Active Directory. 

• To undelete (reanimate) an object, Recovery Manager for Active Directory fully relies on the 

functionality provided by Active Directory, therefore to use this method you need no Active 

Directory backups. Note that you can only undelete objects in an Active Directory forest whose 

functional level is higher than Windows 2000. 

• Recycle deleted Active Directory objects (only when Microsoft’s Active Directory Recycle Bin 

feature is enabled in your environment). 

• Recover recycled Active Directory objects from backups created with Recovery Manager for 

Active Directory. 

In order you could selectively recover Active Directory objects, the user account under which Recovery Manager 

for Active Directory is running must have specific permissions. For more information on these permissions, see 

Permissions required to use Recovery Manager for Active Directory. 

The result of the undelete operation performed on an object depends on whether Microsoft’s Active Directory 

Recycle Bin feature is enabled or disabled in your environment. For more information on Microsoft’s Active 

Directory Recycle Bin feature, see What's New in AD DS: Active Directory Recycle Bin 

(https://go.microsoft.com/fwlink/?LinkId=141392). 

In an Active Directory environment where Microsoft’s Active Directory Recycle Bin feature is not supported or 

disabled, a deleted object is retained in Active Directory for a specified configurable period of time that is called 

tombstone lifetime. A deleted object becomes a tombstone that retains only a partial set of the object’s attributes 

https://technet.microsoft.com/en-us/library/dd391916.aspx
https://technet.microsoft.com/en-us/library/dd391916.aspx
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that existed prior to object’s deletion. During the tombstone lifetime period, you can use Recovery Manager for 

Active Directory to undelete (reanimate) the object or restore it from a backup created with Recovery Manager for 

Active Directory. Performing the undelete operation on the object will only recover the object’s attributes retained 

in the tombstone. 

When an object is deleted in a forest where Microsoft’s Active Directory Recycle Bin feature is enabled, the 

object goes through the following states: 

• Deleted state. The object retains all its attributes, links, and group memberships that existed 

immediately before the moment of deletion. The object remains in this state for a specified 

configurable period of time that is called deleted object lifetime. When the applicable deleted 

object lifetime period expires, the object is transferred to the next state—“recycled”. 

While an object remains in the “deleted” state, you can use Recovery Manager to undelete 

(reanimate) the object with all its attributes, links, and group memberships that existed 

immediately before the object’s deletion. 

Alternatively, you can authoritatively restore the object to its backed-up state from a backup 

created with Recovery Manager for Active Directory. 

If necessary, you can use Recovery Manager for Active Directory to override the applicable 

deleted object lifetime setting and manually transfer specific deleted object state from “deleted” 

to “recycled” state. For more information, refer to Recycling deleted objects. 

• Recycled state. After a deleted object is transferred to the “recycled” state, most of the object’s 

attributes are purged (stripped away), and the object retains only those few attributes that are 

essential to replicate the object’s new state to other domain controllers in the forest. The object 

remains in the recycled state for a specified configurable period of time that is called recycled 

object lifetime. 

To manage recycled objects, you can use the Deleted Objects container provided by Recovery 

Manager for Active Directory. In this container, you can view a list of all recycled objects in the 

domain, selectively recycle deleted objects, and recover recycled objects from backups created 

with Recovery Manager for Active Directory. 

For more information, see Recycling deleted objects. 

In this section: 

• Recovering deleted objects 

• Recycling deleted objects 

• Recovering recycled objects 

Recovering deleted objects 
This section provides instructions on how to selectively recover deleted objects in a domain and how to recover 

all deleted objects in an organization unit. 

To selectively recover deleted objects 

1. On the Recovery Manager for Active Directory computer, start the Recovery Manager Console, 

then expand the appropriate console tree node nodes to locate the Deleted Objects container in 

the domain where you want to recover deleted objects. 

2. If necessary, browse to select the subcontainer that includes the deleted objects you want to 

recover. 
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3. In the right pane, select the objects you want to recover. To select multiple objects, hold down 

CTRL, and click the objects you want to select. 

To locate specific deleted objects, you can: 

• Sort objects - Click the heading of the right pane column by which you want to 

sort the objects. For example, you can click the heading of the Name column to 

sort the objects by their names. 

• Group objects - Point to the heading of the right pane column by which you want 

to group the objects, then click the down arrow button, and click Group. To 

ungroup the objects, repeat these actions. 

• Filter objects - Point to the heading of the right pane column by which you want to 

filter the objects, then click the down arrow button, and specify the filter criteria. 

• Limit the number of displayed objects - Select the Deleted Objects node in the 

console tree, then, from the main menu, select Action | Set View Options, and 

specify how many recently deleted objects you want to view. You can also perform 

these actions on any container located in the Deleted Objects node. 

• View objects in a hierarchy - Select the Deleted Objects node in the console 

tree, then, from the main menu, select Acton | View as Hierarchy. 

• View objects in a flat list - Select the Deleted Objects node in the console tree, 

then, from the main menu, select Action | View as Flat List. 

4. From the main menu, select Action | Recover Deleted Objects. 

5. Follow the steps in the wizard to complete the recovery operation. You can either undelete the 

objects or restore them from a backup created with Recovery Manager for Active Directory. 

To recover all deleted objects in an organizational unit 

1. On the Recovery Manager for Active Directory computer, start the Recovery Manager Console, 

then expand the appropriate console tree node nodes to locate the Deleted Objects container in 

the domain where you want to recover deleted objects. 

2. Browse to select the organization unit in which you want to recover all deleted objects. 

3. From the main menu, select Action | Recover Deleted Objects. 

4. Follow the steps in the wizard to complete the recovery operation. You can either undelete the 

objects or restore them from a backup created with Recovery Manager for Active Directory. 

Recycling deleted objects 
In the Active Directory forest where Microsoft’s Active Directory Recycle Bin is enabled, you can use Recovery 

Manager for Active Directory to override the applicable deleted object lifetime setting and manually change the 

state of a deleted object from “deleted” to “recycled”. For more information about the “recycled” state, see 

Managing deleted or recycled objects. 

To manually recycle deleted objects 

1. On the Recovery Manager for Active Directory computer, start the Recovery Manager Console, 

then expand the appropriate console tree node nodes to locate the Deleted Objects container in 

the domain where you want to recycle deleted objects. 
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2. If necessary, browse to select the subcontainer that includes the deleted objects you want to 

recycle. 

3. In the right pane, select the deleted objects you want to recycle. To select multiple objects, hold 

down CTRL, and click the objects you want to select. 

To locate specific deleted objects, you can: 

• Sort deleted objects - Click the heading of the right pane column by which you 

want to sort the objects. For example, you can click the heading of the Name 

column to sort the objects by their names. 

• Group deleted objects - Point to the heading of the right pane column by which 

you want to group the objects, then click the down arrow button, and click Group. 

To ungroup the objects, repeat these actions. 

• Filter deleted objects - Point to the heading of the right pane column by which 

you want to filter the objects, then click the down arrow button, and specify the filter 

criteria. 

• Limit the number of displayed deleted objects - Select the Deleted Objects 

node in the console tree, then, from the main menu, select Action | Set View 

Options, and specify how many recently deleted objects you want to view. 

• View deleted objects in a hierarchy - Select the Deleted Objects node in the 

console tree, then, from the main menu, select Acton | View as Hierarchy. 

• View deleted objects in a flat list - Select the Deleted Objects node in the 

console tree, then, from the main menu, select Action | View as Flat List. 

4. From the main menu, select Action | Recycle Deleted Objects. 

You can also recycle deleted objects by using cmdlets supplied with the Recovery Manager for 

Active Directory Management Shell. 

Recovering recycled objects 
With Recovery Manager for Active Directory you can only recover recycled objects by restoring them from a 

backup created with Recovery Manager for Active Directory. Therefore, make sure that you have at least one 

backup that includes the recycled objects you want to recover. 

NOTE Recycled objects can be restored only using the agent-based restore method. This means that the 

backup that is used to restore recycled objects is created from the target domain controller. For more 

details, see Agent-based method. 

To recover recycled objects 

1. On the Recovery Manager for Active Directory computer, start the Recovery Manager Console, 

then expand the appropriate console tree node nodes to select the Deleted Objects container in 

the domain where you want to view a list of recycled objects. 

2. From the main menu, select Action | View as Flat List. 

3. Filter the objects by the recycled state: 

4. In the right pane, select the recycled objects you want to recover. To select multiple objects, hold 

down CTRL, and click the objects you want to select. 
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5. From the main menu, select Action | Recover Deleted Objects. 

6. Follow the steps in the wizard to restore the selected recycled objects from a backup created 

with Recovery Manager for Active Directory. 

Restoring backed up Active Directory 
components 
Recovery Manager for Active Directory enables the backup and restoration of the following Active Directory 

components on domain controllers: 

• DIT Database 

• SYSVOL 

• Registry, including all registry hives and the file NTUSER.DAT 

To restore backed up Active Directory components 

1. Start the Repair Wizard and follow the instructions in the wizard. 

2. On the Computer and Backup Selection page, double-click the computer whose backup you 

want to use, and then double-click the backup you want to use. Click Next. 

3. Follow the wizard to walk through the restore process. 

With the Repair Wizard, you can restore data from Active Directory backups created by applications that store 

backups in Microsoft Tape Format (MTF), such as Windows Backup or Veritas Backup Exec. To use a backup, 

on the Computer and Backup Selection page, click Register, and then click Register Backup File. The wizard 

catalogs the backup and adds a new entry to the list of backups. 

Snapshot backups are not supported by the Repair Wizard. However, you can restore Active Directory data from 

such backups using the Online Restore Wizard and Group Policy Restore Wizard. The Extract Wizard also 

supports snapshot backups. 

Integration with Change Auditor for 
Active Directory 
Recovery Manager for Active Directory can be integrated with Quest Change Auditor for Active Directory to find 

out which user modified specific Active Directory objects. Change Auditor is designed to collect information on all 

critical changes occurred in Active Directory and track user and administrator activity. For more information about 

Change Auditor for Active Directory, visit https://www.quest.com/change-auditor/. 

The Recovery Manager for Active Directory comparison reports on Active Directory objects can provide 

information on who (which user account) modified the objects being reported. This information is taken from the 

Change Auditor database.  

From version 10.0.1, Recovery Manager for Active Directory restores the deleted object(s) and continuously 

restores the last change (if any) that was made to the object attributes after creating the backup, using the data 

from the Сhange Auditor database. 

In order to integrate, Recovery Manager for Active Directory and Change Auditor must be installed in the same 

Active Directory forest. For a list of the Change Auditor for Active Directory versions with which Recovery 

Manager for Active Directory can be integrated to provide information about the users that modified specific AD 

objects, see the Release Notes for this version of Recovery Manager for Active Directory. 

https://www.quest.com/change-auditor/
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Required permissions 

Read-only access for the Change Auditor database is required. 

To enable Change Auditor integration 

1. In the Recovery Manager Console, right-click the Recovery Manager for Active Directory 

console tree root and select Settings.  

2. On the General tab the following options are available: 

• Include Change Auditor "Who" data in reports. When this checkbox is selected, 

the comparison report includes information on users who modified certain Active 

Directory objects. To use this option, you must have Change Auditor for Active 

Directory installed in the home Active Directory forest of Recovery Manager for 

Active Directory. 

• Include subsequent changes from CA on deleted objects. When this option is 

selected, Recovery Manager for Active Directory restores deleted object(s) and 

continuously restores the last change (if any) that was made to the object attributes 

after creating the backup.  

• Database. Allows you to specify the name of Change Auditor database.  

To specify the CA database server, instance, port, and name, use the following 

format: <Server Name>\<Instance Name>,<Port>\<Database Name>. Example: 

testserver.domain.com\testinstance,1432\ChangeAuditorDB 

NOTE You can disable or enable Change Auditor integration later in the Online Restore Wizard for 

particular recovery sessions. 
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Details and limitations related to the continuous recovery ("Include subsequent changes from CA on 

deleted objects" option): 

• The Continuous recovery feature lets you reapply all the object changes that were made 

between the backup creation and the object deletion. 

▪ Without the Change Auditor integration, the deleted object will be restored to the 

state in the backup. 

▪ With the Change Auditor integration, the deleted object will be restored with both 

Change 1 and Change 2. 

▪ Recovery Manager for Active Directory cannot restore only Change 1 or Change 2. 

 

• The Continuous recovery feature can be used only for deleted objects. It does not make sense 

to restore the object from backup and then apply Change 1 and Change 2, because it just gives 

the object's current state. Note that restore of Change 1 or Change 2 only is not supported by 

Recovery Manager for Active Directory - but supported by Change Auditor. For details, see the 

Change Auditor for Active Directory documentation. 

 

• Support for restore of non-string attributes, single string, and multiple string attributes. 
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• Support for the member/memberOf linked attributes. Other linked attributes cannot be restored. 

For instance, there is a backup that contains User 1. Then, the customer creates a new group 

and adds User 1 in this group. Then, User 1 is deleted. If the customer wants to combine data 

from backup and changes that were made between creating the backup and user deletion (data 

from the Change Auditor database) - User 1 will be restored as a member of this group. 

To generate a report that shows who modified specific AD objects 

1. To start Online Restore Wizard, open Recovery Manager Console. Then right-click the 

Recovery Manager for Active Directory console tree root and select Online Restore Wizard. 

2. Step through the wizard until you are on the Wizard Operation Mode page, then do one of the 

following: 

• If you want to compare AD objects in a backup against those in live Active 

Directory or restore AD objects and view the restore operation report, select 

Compare, restore, and report changes in Active Directory. 

• If you want to compare Active Directory objects in two backups, select Compare 

two backups and report the differences. 

3. Step through the wizard until you are on the Action Selection page. Select Compare, analyze, 

and, optionally, restore. 

4. Step through the wizard until you reach the Reporting Options page. Select Generate report, 

then specify what kind of information you want in the report. 

5. Select the Include Change Auditor "Who" data in reports check box, and then specify the 

Change Auditor database you want to use. Also, you can select the Include subsequent 

changes from CA on deleted objects option.  

6. Step through the wizard until you reach the Operation Option page. Click View Report. 

The Comparison report provides the following information: 

• Old value column shows data from the backup or Change Auditor database. 

• New value column shows changes that occurred in Active Directory since the last backup. 

• Modified by column provides information on who modified particular Active Directory objects 

(only if you use integration with Change Auditor) 
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The Restore report provides the following information: 

• Old value column shows changes that occurred in Active Directory since the last backup. 

• New value column shows data that were restored from the backup or Change Auditor database 

• Modified by column provides information on who modified particular Active Directory objects 

(only if you use integration with Change Auditor) 
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Using granular online restore 
The granular online restore method allows you to retrieve individual directory objects from a backup, and then 

restore them to a domain controller. The operation can be performed on any domain controller that can be 

accessed remotely. In addition, granular online restore does not require you to restart the target domain 

controller, nor does it affect any directory objects that are not selected for recovery. 

In addition to selectively restoring individual Active Directory objects, the granular online restore method allows 

you to selectively restore individual attributes of objects in Active Directory, such as the User Password, Group 

Membership, or User Certificate attributes of a User object. The ability to restore selected attributes ensures that 

valuable changes, made to Active Directory objects since the time the backup was created, are not overridden. 

This provides the flexibility to efficiently resolve potential problems that may result from the improper modification 

of individual attributes of Active Directory objects. 

The granular online restore should be used in situations where important object data has been inadvertently 

deleted or changed in Active Directory, and the changes have been propagated to other domain controllers. To 

recover from such an event, you can carry out a granular online restore to Active Directory using a backup that 

was created before the objects in question were deleted or modified. 

After Recovery Manager for Active Directory completes a granular online restore on the target domain controller, 

the restored objects are replicated to the other domain controllers via the normal replication process. Given that 

the objects recovered by a granular online restore have a higher version number, recently deleted or modified 

object data is ignored during replication. 

Granular online restore allows you to roll back changes made to Active Directory, and return individual directory 

objects and attributes to the state they were in when the backup was created. It is important to note that a 

granular online restore only affects the objects and attributes selected for recovery. All other objects remain 

unchanged in Active Directory. Furthermore, if the value of an attribute in Active Directory is identical to the value 

it has in the backup, the granular online restore does not attempt to change the attribute. 
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A granular online restore is especially useful when you need to recover some directory objects in a short period. 

For example, suppose a user account is accidentally deleted from Active Directory but exists in a backup. To 

recover that user account, you can perform a granular online restore, selecting the user account from the backup. 

The selected user account is restored to Active Directory with the same properties and permissions that it had 

when the backup was created. No other user accounts are affected. 

To perform granular online restore, start the Online Restore Wizard and follow the instructions in the wizard. 

NOTE Recovery Manager for Active Directory can also recover individual AD LDS (ADAM) objects. To 

restore AD LDS (ADAM) objects, use the Online Restore Wizard for AD LDS (ADAM). 

Granular online restore is always authoritative: it restores Active Directory object data to the state the data had 

when the backup was created, and any updates that were made after that point are lost. After Recovery Manager 

for Active Directory completes a granular online restore on the target domain controller, the restored objects are 

replicated to the other domain controllers via the normal replication process. Given that the objects recovered by 

a granular online restore have a higher version number, recently deleted or modified object data is ignored during 

replication. 

Recovery Manager for Active Directory supports granular online restore from BMR backups. 

Online Restore Wizard overview 
The wizard offers two options: 

• Compare, restore, and report changes in Active Directory. 

• Compare two backups and report the differences. 

Compare, restore, and report changes in Active Directory 
You can restore selected objects in Active Directory based on the data retrieved from an Active Directory backup. 

Select a backup from the list on the Backup Selection page, or click Register to register additional backups. 

NOTE For Online Restore Wizard, Recovery Manager for Active Directory supports DC backups even if a 

DC, where the backups have been done, has been removed from the domain or renamed. The 

exception is the old computer object, or any other object directly or indirectly linked to the old 

computer object. For instance, if a user upgrades the operating system on a DC, renames it, and 

wants to use the old backup collected before changes in the environment were made - this scenario 

is not supported. 

On the Domain Access Options page, you have the option to access the target domain controller using either 

LDAP functions only (agentless method, used by default) or Restore Agent. For the agentless method, you can 

select a target domain controller for the restore operation. The Domain Access Options page also allows you to 

specify the account under which you want the wizard to access the target domain controller. 

On the Objects to Be Processed page, you can select objects by searching the backup, browsing the backup 

tree, or importing the file containing a list of objects’ distinguished names. For the selected objects, on the 

Processing Options page you can specify whether to process their child objects. Also you can select attributes to 

be processed, or to process all attributes. 

Then, the wizard offers to create comparison reports or perform a restore skipping the comparison. If you choose 

to perform a comparison, the wizard creates comparison reports. Then you can either proceed to restore or quit 

without restoring data. 

If you choose to skip the comparison, the wizard performs a restore right away. The wizard processes all objects 

you have selected but skips the restoration of unchanged objects. 

Compare two backups and report the differences 
You can compare objects selected in one backup with their counterparts in another backup. Only backups of the 

same domain controller can be compared, and the first of the selected backups must be older than the second 
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one. After unpacking the backups, the wizard allows you to select objects from the first backup and perform a 

comparison as if the second backup were “live” Active Directory. 

Reporting 
You can use an advanced suite of ready-to-use, professionally laid-out reports for the Online Restore Wizard 

powered by Quest Reports Viewer or by Microsoft SQL Reporting Services. Designed to assist administrators 

with Active Directory change tracking and troubleshooting, these reports are based on data the wizard prepares 

during a compare operation. This feature requires that you have Microsoft SQL Server installed in your 

environment. For a list of SQL Server versions supported by Recovery Manager for Active Directory, see the 

Release Notes supplied with this release of the product. 

Reports on a compare operation (comparison reports) allow you to see which properties of the objects being 

processed would change during a restore, examine the changes in detail, and decide whether to perform the 

restore, applying the changes. 

After the wizard restores the selected objects, it creates a report to show which attributes of the restored objects 

have been modified by the wizard. The wizard affects an object’s attribute value only if the value in Active 

Directory differs from that in the backup. 

To view a comparison or restore operation report, click View Report on the Operation Results page of the 

wizard. 

Selecting objects in the Online Restore Wizard 
The Online Restore Wizard offers several ways for selecting objects: you can browse the directory tree, search 

for objects by name, or use an import file that specifies the objects you want to select. 

To select objects in the Online Restore Wizard 

1. Start the Online Restore Wizard and follow the instructions in the wizard. 

2. On the Objects to Be Processed page, click Add, and then complete the steps related to the 

action you want to perform, see the Searching, browsing for, or importing objects section below. 

3. To specify whether to process child objects, on the Processing Options page, under Child 

objects processing, select one of the following options: 

• Process no child objects. Processes only the objects you have selected 

• Process all child objects. Processes the objects you have selected along with all 

objects they contain 

• Process child objects of selected types. Processes the objects you have 

selected along with some objects they contain. You can use this option to restrict 

the operation scope by selecting object types. For example, you might want the 

wizard to process only user objects within the selected containers. Click Select 

Object Types and specify the types of child objects you want the wizard to 

process. 

4. Follow the instructions to complete the wizard. 

The following are examples of some distinguished names that include escaped characters. The 

first example is an organizational unit name with an embedded comma; the second example is a 

value containing a carriage return. 

CN=Litware,OU=Docs\, Adatum,DC=Company,DC=Com 

CN=Before\0DAfter,OU=Test,DC=North America,DC=Company,DC=Com 
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You can view attribute values of the selected object by clicking Properties on the Objects to Be Processed page. 

The Properties dialog box displays a list of attributes and attribute values. The Properties command is also 

available in the Find dialog box. To access it, right-click object names in the Search results list. You can remove 

selected objects from the list by clicking Remove or pressing DELETE. 

Searching, browsing for, or importing objects 

Search for objects in the backup 

1. On the menu, click Find. 

2. Use the dialog box that opens to search for object. 

3. Once your search completes, under Search results, select the check boxes next to the objects 

you want to add. 

4. Click OK. 

Browse for and select an object 

1. On the menu, click Browse. 

2. Use the dialog box that opens to browse for and select the object you want to add. 

3. Click OK. 

Import objects from an import file 

1. On the menu, click Import. 

2. Use the dialog box that opens to browse for and select the import file that specifies the objects 

you want to add. 

3. Click OK. 

The import file must have the .txt format. You can specify one object per line in the import file. To specify an 

object in the file, use one of the following: 

• Distinguished name (DN) 

• sAMAccountName attribute value 

• User principal name (UPN) 

• Logon name 

When preparing an import file, you must escape reserved characters by prefixing such characters with a 

backslash (). The reserved characters that must be escaped include: 

• ; < > \ " + , 

• space or # character at the beginning of a string 

• space character at the end of a string 

Other reserved characters, such as the equals sign (=) or non- UTF-8 characters, must be encoded in 

hexadecimal by replacing the character with a backslash followed by two hex digits. 
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Restoring AD LDS (ADAM) 
With Recovery Manager for Active Directory, you can perform an online restore of Active Directory Lightweight 

Directory Services (AD LDS), previously known as Active Directory Application Mode (ADAM), by using one of 

the following methods: 

• Method 1: Restore an AD LDS (ADAM) instance from a backup created with Recovery Manager 

for Active Directory 

• Method 2: Restore an AD LDS (ADAM) database from a backup created with third-party 

software 

Note that some AD LDS (ADAM) object attributes cannot be restored by using Recovery Manager for Active 

Directory. For more information on these attributes, see Quest Knowledge Base Article 59039 “AD DS and AD 

LDS Object Attributes That Recovery Manager for Active Directory Cannot Restore” at support.quest.com. 

Method 1: Restore an AD LDS (ADAM) instance 

from a backup created with Recovery Manager 

for Active Directory 
Complete these steps: 

• Step 1: Select a backup 

• Step 2: Restore AD LDS (ADAM) instance 

Step 1: Select a backup 
1. In the Recovery Manager Console tree (left pane), expand Backups, and select the AD LDS 

(ADAM) node. 

2. In the right pane, select the backup from which you want to restore AD LDS (ADAM) instance. 

If the backup is not available in the right pane, on the main menu, select Action, point to Register Backup, and 

then click Register Backup File to browse for, select, and register the backup with Recovery Manager for Active 

Directory. 

Step 2: Restore AD LDS (ADAM) instance 
1. On the main menu, select Action | Online Restore, and step through the Online Restore Wizard 

for AD LDS (ADAM). 

2. On the Wizard Operation Mode page, select the Compare, restore, and report changes in AD 

LDS (ADAM) option. Click Next. 

3. On the AD LDS (ADAM) Instance Selection page, select the AD LDS (ADAM) instance you want 

to restore, and click Next. 

4. On the Backup Selection page, select the backup from which you want to restore the AD LDS 

(ADAM) instance, and step through the wizard to complete the restoration of the selected AD 

LDS (ADAM) instance. 

https://support.quest.com/recovery-manager-for-ad/kb/59039
https://support.quest.com/recovery-manager-for-ad/kb/59039
https://support.quest.com/
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Method 2: Restore an AD LDS (ADAM) 

database from a backup created with third-

party software 
Complete these steps: 

• Step 1: Extract and register AD LDS (ADAM) database 

• Step 2: Restore the extracted AD LDS (ADAM) database 

Step 1: Extract and register AD LDS (ADAM) database 
1. Use the third-party backup software to extract the AD LDS (ADAM) database files from the 

backup to an alternate location. For more information, see the documentation supplied with the 

backup software you use. 

2. In the Recovery Manager Console tree (left pane), expand Backups, and select the AD LDS 

(ADAM) node. 

3. On the main menu, select Action, point to Register Backup, and then click Register Offline 

AD LDS (ADAM) Database to browse for, select, and register the .dit file and log files that 

belong to the AD LDS (ADAM) database you want to register with Recovery Manager for Active 

Directory. 

Step 2: Restore the extracted AD LDS (ADAM) database 
1. In the right pane, select the list entry that represents the AD LDS (ADAM) database you 

extracted in Step 1: Extract and register AD LDS (ADAM) database. 

2. On the main menu, select Action | Online Restore, and step through the Online Restore Wizard 

for AD LDS (ADAM). 

3. On the Wizard Operation Mode page, select the Compare, restore, report changes in AD LDS 

(ADAM) option, and click Next. 

4. On the AD LDS (ADAM) Instance Selection page, select the AD LDS (ADAM) instance you want 

to restore, and click Next. 

5. On the Backup Selection page, select the list entry that represents the AD LDS (ADAM) 

database you extracted in Step 1: Extract and register AD LDS (ADAM) database. 

6. Step through the wizard to complete the restoration of the selected AD LDS (ADAM) instance. 

Selectively restoring Active Directory 
object attributes 
The Online Restore Wizard allows you to restore particular attributes of Active Directory objects, leaving all the 

other attributes intact. This feature allows you to keep the valuable changes made in Active Directory since the 

backup time. 
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Note that some AD LDS (ADAM) object attributes cannot be restored by using Recovery Manager for Active 

Directory. For more information on these attributes, see Quest Knowledge Base Article 59039 “AD DS and AD 

LDS Object Attributes That Recovery Manager for Active Directory Cannot Restore” at support.quest.com. 

To select the attributes to be processed by the Online Restore Wizard 

1. Start the Online Restore Wizard and follow the instructions in the wizard. 

2. On the Processing Options page, click Process no child objects, click Process selected 

attributes, and then click Select Attributes. 

3. In the Select Attributes to Be Processed dialog box, select the check boxes next to the 

attributes to be processed. 

4. Click Next, and follow the instructions in the wizard to complete the operation. 

The entries in the upper part of the Attributes list allow you to select groups of attributes. For example, when you 

select Account Information, all account-related attributes are selected. 

Restoring objects in an application 
directory partition 
Application directory partitions are used to store application-specific data. When restoring Active Directory from a 

backup, Recovery Manager for Active Directory allows you to selectively restore objects and object attributes in 

application directory partitions, in the same way as it restores objects and attributes in domain directory partitions. 

To restore objects in an application directory partition 

1. Start the Online Restore Wizard and follow the instructions in the wizard. 

2. On the Objects to Be Processed page, click Add, and then click Find. 

3. In the Find and Select Object in Backup dialog box, do the following: 

a. Select Any type from the Find list. 

b. Click Browse and use the Browse and Select Object in Backup dialog box to 

select the application directory partition to search: 

https://support.quest.com/recovery-manager-for-ad/kb/59039
https://support.quest.com/recovery-manager-for-ad/kb/59039
https://support.quest.com/
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c. Ensure that the Show advanced objects check box is selected: otherwise, the 

dialog box displays only the domain directory partition. 

d. Click OK. 

4. In the Name box, type the name of the objects, or part of the name. 

5. Click Find Now. 

6. Click Select All or select individual check boxes in Search results. When finished, click OK. 

7. Follow the instructions in the wizard to complete the operation. 

NOTE The Find option is used here as an example. You can also select an object by clicking Browse. Or, 

you can specify the names (DNs) of objects in a text file and open that file by clicking Import. If you 

click Browse, ensure that the Show advanced objects check box is selected. Otherwise, only the 

domain directory partition is displayed in the Browse and Select Object in Backup dialog box. 

Restoring object quotas 
Object quotas are used to determine the number of objects that can be created in a given directory partition by a 

given administrator. Object quotas help prevent the denial of service situations that can occur if an administrator 

accidentally or intentionally creates so many objects that the domain controller runs out of storage space. 

Object quotas are specified and administered separately for each directory partition. On a directory partition, 

object quotas can be assigned to any user or group. 
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Object quotas for a directory partition are stored as objects in the partition's child container called NTDS Quotas. 

With Recovery Manager for Active Directory, you can use the Online Restore Wizard to restore selected objects 

in the container NTDS Quotas, or restore the entire container NTDS Quotas. 

To restore an object in the container NTDS Quotas 

1. Start the Online Restore Wizard. 

2. Follow the instructions in the wizard. On the Objects to Be Processed page, click Add, and 

then click Browse. 

3. In the Browse and Select Object in Backup dialog box, expand the directory partition that 

contains the object quotas you want to restore, expand NTDS Quotas, and select the object to 

restore. 

 

4. Ensure that the Show advanced objects check box is selected. Otherwise, the NTDS Quotas 

container will not be displayed. 

5. Click OK, and follow the instructions in the wizard to complete the operation. 

Restoring cross-domain group 
membership 
When restoring an object, such as a user or computer, the Online Restore Wizard allows the restore of the 

object’s membership in all groups, including those groups that reside in domains outside the object’s home 

domain. This requires a backup that meets the following requirements: 
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• The backup must be taken from a domain controller that holds the Global Catalog role. 

• The backup must have been created with the following option: When backing up Global Catalog 

servers, collect group membership information from all domains within the Active Directory 

forest. 

It is recommended that you restore objects from Global Catalog backups that were created with this option. 

Otherwise, restored objects may not retrieve their membership in some local groups. For example, suppose a 

user belongs to a local group defined in a resource domain other than the user’s home domain. If the restored 

user object were to lose its membership of that group, the user would no longer have the corresponding group 

permissions, and would therefore be unable to access some resources. This option is designed to overcome 

such issues. 

To restore cross-domain group membership information 

1. Start the Online Restore Wizard. 

2. Follow the instructions in the wizard. 

3. On the Backup Selection page, select a backup of a Global Catalog server. The backup must be 

created with the option When backing up Global Catalog servers, collect group 

membership information from all domains within the Active Directory forest. 

4. Follow the instructions in the wizard to complete the operation. 

Performing a restore without having 
administrator privileges 
With the Online Restore Wizard, you can perform a restore without having administrative access to the target 

domain controller. To restore object attributes, you must only have write access to the attributes being restored. 

Restoration of deleted objects requires a target domain controller running Windows Server 2008 or later. To 

restore a deleted object, the user account under which Recovery Manager for Active Directory runs must have 

sufficient permissions to selectively recover Active Directory objects. For more information about these 

permissions, see Permissions required to use Recovery Manager for Active Directory. 

To perform a restore without having administrator privileges 

1. Start the Online Restore Wizard. 

2. Follow the instructions in the wizard. 

3. If you are going to restore deleted objects, on the Domain Access Options page ensure that the 

target domain controller is running Windows Server 2008 or later. 

4. Follow the instructions in the wizard to complete the operation. 

By default, the “Reanimate Tombstone” control access right is granted only to domain administrators. Domain 

administrators can grant the permission necessary to restore deleted objects to other users and groups by 

granting the user or group the “Reanimate Tombstone” control access right. 

A security risk can be introduced by granting this permission, because it allows a 
user to restore an account that may have a level of access greater than that of the 
user. By restoring such an account, the user in effect gains control of that account. 
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This is because the LDAP API does not restore the backed up account password, and 
so the user can set the initial password on the account. 

Reports about objects and operations 
Recovery Manager for Active Directory provides a number of reports that allow you to track changes made to 

Active Directory, AD LDS (ADAM), and Group Policy objects and view summary information about the compare 

and restore operations performed on Active Directory and AD LDS (ADAM) objects with Recovery Manager for 

Active Directory. 

To generate and view these reports, you can use the Online Restore Wizard, the Online Restore Wizard for AD 

LDS (ADAM), and the Group Policy Restore Wizard. 

In this section: 

• Reports about Active Directory objects 

• Reports about AD LDS (ADAM) objects 

• Reports about Group Policy objects 

• Data about who modified Active Directory objects 

Reports about Active Directory objects 
The Online Restore Wizard provides reports that allow you to track changes of Active Directory (AD) objects by 

comparing the state of objects in backup and in Active Directory. You can also compare AD objects held in two 

backups. 

You can generate and view a detailed report about a particular compare or restore operation that Recovery 

Manager for Active Directory performed on AD objects. Alternatively, you can generate and view a summary of all 

compare and restore operations performed with Recovery Manager for Active Directory on AD and AD LDS 

(ADAM) objects. Performing a compare operation on an AD or AD LDS (ADAM) object does not modify that 

object in any way. 

To generate and view a report on AD objects 

1. To start Online Restore Wizard, open Recovery Manager Console. Then right-click the 

Recovery Manager for Active Directory console tree root and select Online Restore Wizard. 

2. Step through the wizard until you are on the Wizard Operation Mode page, then do one of the 

following: 

• If you want to compare AD objects in a backup against those in live Active Directory or 

restore AD objects and view the restore operation report, select Compare, restore, and 

report changes in Active Directory. 

• If you want to compare Active Directory objects in two backups, select Compare two 

backups and report the differences. 

3. Step through the wizard until you are on the Action Selection page. Select Compare, analyze, 

and, optionally, restore. 

4. Step through the wizard until you are on the Additional Options page. Select Generate report, 

then specify what kind of information you want included in the report. 

5. Step through the wizard until you are on the Operation Option page. Click View Report. 
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You can use the Expand all or Collapse all element provided in the report to expand or collapse all object 

entries displayed in the report. 

To view a summary of all compare and restore operations that Recovery Manager for Active Directory performed 

on AD and AD LDS (ADAM) objects, click the View Summary Report button at the bottom of the report window. 

Reports about AD LDS (ADAM) objects 
The Online Restore Wizard provides reports that allow you to track changes of Active Directory (AD) objects by 

comparing the state of objects in backup and in a live AD LDS (ADAM) instance. You can also compare AD LDS 

(ADAM) objects held in two backups. 

You can generate and view a detailed report about a particular compare or restore operation performed on AD 

LDS (ADAM) objects with Recovery Manager for Active Directory. Alternatively, you can generate and view a 

summary of all compare and restore operations performed with Recovery Manager for Active Directory on AD 

and AD LDS (ADAM) objects. Performing a compare operation on an AD or AD LDS (ADAM) object does not 

modify that object in any way. 

To generate and view a report on AD LDS (ADAM) objects 

1. To start Online Restore Wizard for AD LDS (ADAM), open Recovery Manager Console. Then 

right-click the Recovery Manager for Active Directory console tree root and select Online 

Restore Wizard for AD LDS (ADAM). 

2. Step through the wizard until you reach the Action Selection page. Select Compare, analyze, 

and, optionally, restore. 

3. Step through the wizard until you reach the Reporting Options page. Select Generate report, 

then specify what kind of information you want in the report. 

4. Step through the wizard until you reach the Operation Option page. Click View Report. 

To view a summary report about all compare and restore operations that Recovery Manager for Active Directory 

performed on AD and AD LDS (ADAM) objects, click the View Summary Report button at the bottom of the 

report window. 

Reports about Group Policy objects 
The Group Policy Restore Wizard helps you generate comparison reports that allow you to track changes of 

Group Policy objects by comparing their state in a backup and in Active Directory. 

To generate and view a report on Group Policy objects 

1. To start Group Policy Restore Wizard, open Recovery Manager Console. Then right-click the 

Recovery Manager for Active Directory console tree root and select Group Policy Restore 

Wizard. 

2. Step through the wizard until you are on the Backup Selection page. Select the backup that 

includes the Group Policy objects whose state you want to compare with that in Active Directory. 

3. Step through the wizard until you are on the Group Policy Object Selection page. 

4. In the list, select the check boxes next to the Group Policy objects you want to compare, and 

then click View Report. 

Note that the GPO comparison reports in the Group Policy Restore Wizard do not support providing information 

about certain Group Policy settings. For a list of unsupported Group Policy settings, see Quest Knowledge Base 

Article 12024 “Information on Some Group Policy Settings May Be Missing from the Group Policy Object 

Comparison Report” at support.quest.com. 

https://support.quest.com/recovery-manager-for-ad/kb/12024
https://support.quest.com/recovery-manager-for-ad/kb/12024
https://support.quest.com/


 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
121 Restoring data 

 

Data about who modified Active Directory 

objects 
You can use the Recovery Manager for Active Directory reports to find out which user modified specific Active 

Directory objects. To provide this functionality, Recovery Manager for Active Directory requires another Quest 

product - Change Auditor for Active Directory. For details, see Integration with Change Auditor for Active 

Directory. 

To generate a report that shows who modified specific AD objects 

1. To start Online Restore Wizard, open Recovery Manager Console. Then right-click the 

Recovery Manager for Active Directory console tree root and select Online Restore Wizard. 

2. Step through the wizard until you are on the Wizard Operation Mode page, then do one of the 

following: 

• If you want to compare AD objects in a backup against those in live Active 

Directory or restore AD objects and view the restore operation report, select 

Compare, restore, and report changes in Active Directory. 

• If you want to compare Active Directory objects in two backups, select Compare 

two backups and report the differences. 

3. Step through the wizard until you are on the Action Selection page. Select Compare, analyze, 

and, optionally, restore. 

4. Step through the wizard until you reach the Reporting Options page. Select Generate report, 

then specify what kind of information you want in the report. 

5. Select the Include Change Auditor "Who" data in reports checkbox, and then specify the 

Change Auditor database you want to use. Also, you can select the Include subsequent 

changes from CA on deleted objects option. When this option is selected, Recovery Manager 

for Active Directory restores deleted object(s) and continuously restores the last change (if any) 

that was made to the object properties after creating the backup, using data from the Change 

Auditor database. 

6. Step through the wizard until you reach the Operation Option page. Click View Report. 

Using complete offline restore 

IMPORTANT It is currently not possible to use the Repair Wizard to bring up a Domain Controller on 

identical hardware using a backup from a DC which is offline due to hardware failure. Despite 

being on identical hardware the operating system will contain many unique parameters. 

Those parameters are defined during the installation of the Operating System. Repair wizard 

will replace the current DIT file (with transaction logs) and the registry, however replacing the 

registry taken from another OS (even with similar hardware) may lead to OS instability or it 

may not function at all. For this reason, we do not recommend using the Repair Wizard in this 

situation. It is better to use Bare Metal Recovery in this case. 

To perform a complete offline restore 

• Start the Repair Wizard and follow the instructions in the wizard. 
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The Repair Wizard enables the recovery of the whole Active Directory database on a domain 

controller by applying a backup that was created for that domain controller. 

You can use the complete offline restore to restore the entire Active Directory database from backup media 

without reinstalling the operating system or reconfiguring the domain controller. The restore can be performed on 

any domain controller that can be accessed remotely. By default, this operation restores all directory objects on 

the target domain controller non-authoritatively. This means that the restored data is then updated via normal 

replication. A non-authoritative restore is typically used to restore a domain controller that has completely failed 

due to hardware or software problems. 

IMPORTANT A backup created for a given domain controller cannot be used to restore the Active Directory 

database to other domain controllers. 

A complete offline restore also allows you to mark individual objects for authoritative restore. However, given that 

the granular online restore process provides the same functionality with much less effort and overhead, it is the 

recommended method for restoring individual objects to Active Directory. 

During the final stage of a complete offline restore, the recovered domain controller is restarted in normal 

operational mode. Then, Active Directory replication updates the domain controller with all changes not 

overridden by the authoritative restore. It is important to note that until the replication update has completed, 

some of the directory object data held on the recovered domain controller may be obsolete. Therefore, execution 

of a complete offline restore may result in additional downtime due to replication delays. 

There is one other consideration to make when performing a complete offline restore. Since you cannot use the 

backup from the other domain controller for the restore, the restored domain controller may lose information 

about the directory updates that were made after it was backed up. For example, suppose that some directory 

objects were added or modified on the domain controller after the backup was created, but the new objects or 

modifications were not yet replicated to other domain controllers. In this case, when the domain controller is 

restored, the new objects or modifications will be lost, because they were never replicated to other domain 

controllers, and therefore cannot be applied to the restored domain controller. 

Repair Wizard overview 
The Repair Wizard lets you select the target domain controller and the Active Directory backup for that domain 

controller, and then guides you through the operation. 

NOTE You can select the domain controller where you want to restore Active Directory and then start the 

Repair Wizard by clicking Repair on the Action menu. As a result, the wizard only displays the 

backups created for that domain controller. 

In the Repair Wizard, you can use backups created by applications that store backups in Microsoft Tape Format 

(MTF), such as Windows Backup or Veritas Backup Exec. To use a backup, on the Computer and Backup 

Selection window, click Register, and then register the backup using the Register Backup File or Register 

Backups in Folder item. Note that snapshot backups are not supported by the Repair Wizard. You can restore 

Active Directory data from such backups using the Online Restore Wizard and Group Policy Restore Wizard. The 

Extract Wizard also supports snapshot backups. 

Active Directory restoration requires that the domain controller be restarted in Directory Services Restore Mode. 

At your discretion, the wizard restarts the target computer automatically or allows you to restart the target 

computer manually. 

IMPORTANT You will need to log on to the target computer as an Administrator after the Repair Wizard 

restarts it in Directory Services Restore Mode. To do this, you must use an account whose 

user name and password are stored in the local security account database, known as the 

Security Accounts Manager (SAM). You cannot use the user name and password of the 

Active Directory administrator. 

To restart the computer in Directory Services Restore Mode 

1. Restart the computer and press F8 when you are prompted to do so. 
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2. On the menu, choose Directory Services Restore Mode and then press ENTER. 

3. If you have multiple systems installed on the computer, choose the Windows installation you are 

recovering, and then press ENTER. You must choose the Windows installation that was running 

when you launched the Repair Wizard. 

After the target domain controller is restarted in Directory Services Restore Mode, the wizard restores the Active 

Directory database from the backup. 

Optionally, the wizard allows you to mark individual objects, a subtree, or the entire directory as authoritatively 

restored. To mark AD objects, subtree, or the entire AD database as authoritative, Recovery Manager for Active 

Directory uses the capabilities provided by the Ntdsutil.exe tool supplied with Microsoft Windows. However, this 

tool included in Windows Server 2008 or higher does not support marking the entire AD database as 

authoritative. 

The authoritatively restored objects replace existing copies of those objects on all domain controllers and prevail 

for the entire domain. 

After the Active Directory database is restored, the target domain controller must be restarted in normal 

operational mode. At your discretion, the Repair Wizard restarts the target computer automatically or allows you 

to restart the target computer manually. The restore operation is not completed until the target domain controller 

is restarted in normal operational mode. 

Offline restore implications 
This section provides important information you should consider when recovering Active Directory with the Repair 

Wizard. 

The wizard allows you to restore Active Directory information on a domain controller by restoring its components 

from an Active Directory backup. This restores the entire Active Directory database along with the other Active 

Directory components on which Active Directory depends—SYSVOL and Registry. 

The wizard offers the following two options for restoring Active Directory: 

• Non-authoritative restore 

• Authoritative restore 

Non-authoritative restore 
In this section: 

• DIT database 

• SYSVOL 

DIT database 
When restored non-authoritatively, settings and entries that existed in the domain, schema, configuration, and 

optionally the global catalog naming contexts maintain the version number they had at the time of backup. After 

the restored domain controller is restarted, the Active Directory replication updates the domain controller with the 

changes that were made to Active Directory since the backup time. 

SYSVOL 
When restored non-authoritatively, the local copy of the SYSVOL that is held on the restored domain controller is 

updated with that of its replication partners. After the restored domain controller is restarted, it contacts its 
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replication partners, compares SYSVOL information, and replicates the necessary changes, bringing its local 

copy of the SYSVOL up to date with the other domain controllers within the domain. 

If the domain controller being recovered is the only functioning domain controller in the domain, a primary restore 

of the SYSVOL should be done. A primary restore builds a new replication service database by loading the data 

present under the SYSVOL onto the local domain controller. This method is the same as nonauthoritative except 

that the restored data is marked as the primary data. 

Perform a primary restore only when all domain controllers in the domain are lost and you want to rebuild the 

domain from backup. Do not perform a primary restore if any other working domain controller in this domain is 

available. Use primary restore for the first domain controller, and then, later, use non-authoritative restore for all 

other domain controllers. 

Authoritative restore 
In this section: 

• DIT database 

• SYSVOL 

DIT database 
With the Repair Wizard, you can perform an authoritative restore of Active Directory. The wizard allows you to 

mark the entire Active Directory database, a single subtree, or an individual object as authoritatively restored. 

To mark AD objects, subtree, or the entire AD database as authoritative, Recovery Manager for Active Directory 

uses the capabilities provided by the Ntdsutil.exe tool supplied with Microsoft Windows. However, this tool 

included in Windows Server 2008 or higher does not support marking the entire AD database as authoritative. 

As a result, the wizard increments the version number of the attributes of all objects in the entire directory, all 

objects in the subtree, or the particular object to make it authoritative for the directory. 

An authoritative restore can only be carried out on objects from the configuration and domain naming contexts. 

Authoritative restore of the schema-naming context is not supported. 

SYSVOL 
When performing an authoritative restore of the Active Directory database, you should also perform an 

authoritative restore of the SYSVOL. With the Repair Wizard, the authoritative restore of the SYSVOL does not 

occur automatically. To do that, you should follow the procedure outlined in the next section. 

By restoring the SYSVOL authoritatively, you specify that the restored copy of SYSVOL is authoritative for the 

domain. As a result, the replication service replicates the local SYSVOL out to the other domain controllers within 

the domain. 

The bandwidth associated with such replication should be considered in case of an extensive use of large Group 

Policy objects and logon scripts in the domain. 

Since the Online Restore Wizard and Group Policy Restore Wizard allow you to authoritatively restore directory 

data with minimal effort and overhead, we recommend you to use those wizards rather than the Repair Wizard 

when you need to recover/undelete individual Active Directory objects and Group Policy objects. 

Restoring SYSVOL authoritatively 
When you have performed an authoritative restore of Active Directory using the Repair Wizard, additional steps 

must be taken to restore the SYSVOL authoritatively. By doing this, you are telling the other domain controllers in 

the domain that the SYSVOL information on the restored domain controller is authoritative. As a result, the files 
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and folders contained under SYSVOL on the restored domain controller are replicated out to all other domain 

controllers in the domain. 

To restore SYSVOL authoritatively 

1. Use the Repair Wizard to restore Active Directory on the target domain controller. 

2. After the Repair Wizard completes the restore, start the Extract Wizard. 

3. Follow the instructions in the Extract Wizard. 

4. On the Backup Selection page, select the SYSVOL component of the backup you want to use. 

The SYSVOL component is located in the Active Directory branch of the backup: 

 

5. On the Folder Selection page, specify the folder for the SYSVOL data. 

6. Follow the Extract Wizard to restore the SYSVOL data from the backup to the specified folder. 

7. After the Extract Wizard is completed, ensure that the domain controller where you want to 

authoritatively restore SYSVOL is started in normal mode and the SYSVOL share is published, 

that is, the SYSVOL shared folder and its sub-folders are displayed in Computer Management 

for that domain controller. 

8. Copy the restored by the Extract Wizard SYSVOL folder over the original SYSVOL folder. 

When authoritatively restoring the SYSVOL, it is important that you copy SYSVOL data from the alternate 

location after the SYSVOL share is published. 

If the computer is in a replicated domain, it can take several minutes before the SYSVOL share is published, 

because it needs to synchronize with its replication partners. 

If there is no other functioning domain controller in the domain, a primary restore of the SYSVOL should be done. 

When restoring the SYSVOL, the Repair Wizard allows you to mark the SYSVOL for primary restore. A primary 

restore builds a new replication service database by loading the data present under SYSVOL on the local domain 

controller. 

Given that each Group Policy object is comprised of the Group Policy Container and Group Policy Template, 

when a Group Policy Container is authoritatively restored by using the Repair Wizard or Online Restore Wizard, 
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the corresponding Group Policy Template must then be authoritatively restored as part of the SYSVOL. Since 

selective restoration of the SYSVOL data is time-consuming and requires considerable expertise, we recommend 

that restoration of Group Policy objects be performed by using the Group Policy Restore Wizard, which 

authoritatively restores both Group Policy Containers and Group Policy Templates, and ensures that Group 

Policy objects are properly restored with minimal administrative overhead. 

Performing a granular restore of 
SYSVOL 
You can restore individual elements of SYSVOL authoritatively, such as specific files contained within the 

SYSVOL folder. 

To perform a granular restore of SYSVOL 

1. Start the Extract Wizard and follow the provided instructions. 

2. On the Backup Selection page, select the SYSVOL component of the backup you want to use. 

The SYSVOL component is located in the Active Directory branch of the backup. 

3. On the Folder Selection page, specify a folder for the SYSVOL data. 

4. Follow the Extract Wizard to restore the SYSVOL data from the backup to the specified folder. 

5. Ensure that the domain controller where you want to restore the individual elements of SYSVOL 

is started in normal mode, and the SYSVOL share is published, that is, the SYSVOL share and 

its sub-folders are displayed in Computer Management for that domain controller. 

6. Copy the files to be restored from the Extract Wizard SYSVOL folder to the original SYSVOL 

folder. 

IMPORTANT When authoritatively restoring the SYSVOL files, it is important that you copy SYSVOL data 

from the alternate location after the SYSVOL share is published. If the computer is in a 

replicated domain, it can take several minutes before the SYSVOL share is published, 

because it needs to synchronize with the replication partners. 

Recovering Group Policy 
With Recovery Manager for Active Directory, you can selectively restore Group Policy information from normal 

Active Directory backups of domain controllers. 

To restore Group Policy information 

• Start the Group Policy Restore Wizard and follow the instructions in the wizard. 

The Group Policy Restore Wizard helps you recover Group Policy objects and links deleted or modified since the 

last backup. The wizard operates in online mode and does not require restarting the domain controller. The 

wizard also enables the migration of Group Policy objects between domains. 

Group Policy Restore allows you to roll back changes made to Group Policy information, and return individual 

Group Policy objects to the state they were in when the backup was created. It is important to note that a Group 

Policy Restore only affects the object selected for recovery, and optionally, the links to that object. Any objects 

that are not involved in the operation remain unchanged in the domain. 

For this type of restore, it is not necessary to create any special backups; you may use any regular backup of a 

domain controller’s Active Directory. 
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After Recovery Manager for Active Directory completes Group Policy Restore on the target domain controller, the 

restored Group Policy objects and links are replicated to the other domain controllers through the normal 

replication process. The previously erased or modified Group Policy information is ignored during replication, 

because the restored data appears to be more recent. 

Group Policy Restore Wizard overview 
The wizard lets you choose the backup source domain and lists Active Directory backups of domain controllers of 

that domain. You select a backup from the list on the Backup Selection page, or click Register to register 

additional backups. The wizard then unpacks the backup, preparing backup data for further use. 

After the backup data preparation is completed, the wizard prompts you to choose the target domain controller 

and lists all Group Policy objects that are in the backup. To have the wizard compare the state of Group Policy 

objects in the backup with their state on that domain controller, click Compare All. After the wizard performs the 

comparison, the State in AD column indicates a state of each object, shown as ‘Different’, ‘Identical’, or ‘Deleted’. 

You can select the object you want the wizard to restore. 

Then, the wizard prompts you to choose whether to restore policy settings in the Group Policy objects, security 

settings on the objects, or both, and asks about how to process links to the selected Group Policy objects. 

Finally, the wizard informs you about the changes to be made to the Group Policy and allows you to start the 

restore process or step back to modify the restore options. 

Restoring data from third-party 
backups 
Recovery Manager for Active Directory provides for restoration of Active Directory data from backups created by 

other applications if these backups are stored in Microsoft Tape Format (MTF). Such backups of domain 

controllers' Active Directory can be created, for example, Veritas Backup Exec. Depending on your needs, you 

can use the Online Restore Wizard, the Group Policy Restore Wizard, the Repair Wizard, or the Extract Wizard 

to restore data. 

To restore data from backups created by other applications 

1. Start the wizard you want to use and follow the instructions in the wizard. 

2. To register a backup in the Online Restore Wizard or the Group Policy Restore Wizard, on the 

Backup Selection page, click Register, and then click one from the following items: 

• Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

• Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

• Register Offline Active Directory Database. Registers Active Directory database 

(ntds.dit file) unpacked from a backup created with third-party backup tools. 

To register a backup in the Repair Wizard, on the Computer and Backup Selection page, click 

Register, and then click one from the above-listed items. 

3. Select the newly registered backup and follow the wizard instructions to walk through the restore 

process. 

Snapshot backups (that is, backups created using the Volume Shadow Copy service) are not supported by the 

Repair Wizard. By default, Veritas Backup Exec 9.0 or later uses the Volume Shadow Copy service when 

creating Active Directory backups. However, you can restore Active Directory data from snapshot backups using 
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the Online Restore Wizard and Group Policy Restore Wizard. The Extract Wizard also supports snapshot 

backups. 

Using the Extract Wizard 
The Extract Wizard allows you to restore previously backed up files to a specified folder (an alternate location). 

Restoring backed up files to an alternate location allows you to use the files as a standalone data source, or to 

replace existing files on a given computer. The wizard lets you select a backup, choose the components to be 

extracted from that backup, and specify the destination folder. Then, the wizard guides you through the extract 

operation. 

The Extract Wizard can help you to perform an authoritative restore of the SYSVOL. For more information, see 

Restoring SYSVOL authoritatively. 

Also you can use the Extract Wizard in conjunction with the Install from Media (IFM) feature of Windows to create 

a domain controller. IFM allows you to create an additional domain controller using a restored backup of another 

domain controller. The restored backup can be held on any backup media (tape, CD, or DVD) or on a shared 

network resource. A restored backup makes it possible to set up an additional domain controller in an existing 

domain without replicating the entire directory database to the new domain controller. 

With the Extract Wizard, you can restore a backup of a domain controller’s Active Directory to a specified folder. 

Then, using the restored backup files, you can create a new domain controller, as described in the following 

sections: 

• Creating a Windows Server 2008-based domain controller from a backup 

• Creating a Windows Server 2012-based domain controller or later from a backup 

Creating a Windows Server 2008 R2-based 

domain controller from a backup 
This section describes how to create a Windows Server 2008 R2-based domain controller from a backup by 

using the Install from Media (IFM) feature of Windows and the Extract Wizard. 

To create a domain controller, complete these steps: 

• Step 1: Create and extract a backup 

• Step 2: Use IFM to create a domain controller 

Step 1: Create and extract a backup 
1. Create a backup of a Windows Server 2008 R2-based domain controller’s Active Directory. 

To create a backup, you can use the Backup Wizard. 

2. Start the Extract Wizard and follow the steps in the wizard. 

3. On the Backup Selection page, select the backup you created in step 1 of this procedure. 

4. On the Folder Selection page, specify the path to the folder where you want to place the 

extracted backup files. 

5. Follow the steps in the wizard to complete the extract operation. 
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Step 2: Use IFM to create a domain controller 
1. Make sure you install the Active Directory Domain Services server role on the Windows Server 

2008 R2-based computer you want to designate as the new domain controller. 

2. On that computer, click Start, click Run, type dcpromo /adv, and press ENTER. 

3. On the initial page of the Active Directory Domain Services Installation Wizard, make sure you 

select the Use advanced mode installation check box. 

4. Step through the wizard until you are on the Choose a Deployment Configuration page. 

5. Click Existing forest, and then click Add a domain controller to an existing domain. 

6. Click Next. 

7. On the Network Credentials page, specify the account credentials you want to use. 

8. Step through the wizard until you are on the Install from Media page. 

9. Click Replicate data from media at the following location, and then specify the location to 

which you extracted the backup in Step 1: Create and extract a backup. 

10. Step through the wizard to complete the domain controller creation operation. 

Creating a Windows Server 2012-based domain 

controller or higher from a backup 
This section describes how to create a Windows Server 2012 or higher domain controller from a backup by using 

the Install from Media (IFM) feature of Windows and the Extract Wizard. 

To create a domain controller, complete these steps: 

• Step 1: Create and extract a backup 

• Step 2: Install AD DS on the Windows Server 2012-based or higher computer 

• Step 3: Use the Install-ADDSDomainController cmldet to install from media 

Step 1: Create and extract a backup 
1. Create a backup of a Windows Server 2012-based or higher domain controller's Active 

Directory. 

To create a backup, you can use the Backup Wizard. 

2. Start the Extract Wizard and follow the steps in the wizard. 

3. On the Backup Selection page, select the backup you created in step 1 of this procedure. 

4. On the Folder Selection page, specify the path to the folder where you want to place the 

extracted backup files. 

5. Follow the steps in the wizard to complete the domain controller creation extract operation. 
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Step 2: Install AD DS on the Windows Server 2012-based 

or higher computer 
On the Windows Server 2012-based or higher computer you want to promote to a domain controller, use Server 

Manager to install the Active Directory Domain Services (AD DS) role: in Server Manager, on the Manage menu, 

click Add Roles and Features, and then follow the steps in the wizard to install the AD DS role. 

Step 3: Use the Install-ADDSDomainController cmldet to 

install from media 
Use the Install-ADDSDomainController cmdlet supplied with Windows PowerShell to create a new domain 

controller from the backup you extracted in Step 1: Create and extract a backup. To specify the path to the 

extracted backup, use the -InstallationMediaPath parameter of the cmdlet. 

To view detailed information about the Install-ADDSDomainController cmdlet, in the Windows PowerShell 

window, type the following: 

Get-Help Install-ADDSDomainController -detailed 

Restoring passwords and SID history 
When undeleting an object by using the agentless method, the Online Restore Wizard employs LDAP functions 

along with the Restore Deleted Objects feature provided by the Windows operating system. This feature restores 

only the attributes preserved in the object’s tombstone. The other attributes are restored from a backup. 

However, some attributes, such as Password and SID History cannot be written using LDAP functions, and thus 

cannot be restored from a backup via the agentless method. 

In many situations, the inability to restore the Password attribute from a backup is not a big problem as an 

object’s password can be reset after restoring the object. As for the SID History attribute, its restoration may be 

business-critical. An example is a situation where the domain from which the object was migrated is unavailable 

or decommissioned, and therefore SID History cannot be re-added. 

To enable the restoration of these two attributes using the agentless method, the Active Directory schema may 

be modified so that these attributes are preserved in object tombstones. As a result, an undeleted object has the 

same Password and SID History as the object had when it was deleted. 

As this solution requires schema modifications, it should be carefully considered. Microsoft recommends 

modifying or extending the schema only in extreme situations. Proceed with extreme caution, because making a 

mistake may render the directory service unstable, resulting in a reinstallation. 

Often, organizations are reluctant to make changes to the schema because schema modifications may result in 

heavy replication traffic. It is not the case for the schema modifications described in this article as they do not 

affect the partial attribute set (PAS). 

NOTE Recovery Manager for Active Directory also provides an agent-based method for restoring or 

undeleting objects. With the agent-based method any attributes can be restored. The agent-based 

method does not require any schema modifications. 

Preserving passwords and SID history in 

object tombstones 
To preserve passwords and SID history in object tombstones, complete the following steps: 

• Step 1: Make sure prerequisites are met 

• Step 2: Modify the searchFlags attribute value 
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Step 1: Make sure prerequisites are met 

• You are logged on as a member of the Schema Admins group. 

• Write operations to the schema are allowed. 

Step 2: Modify the searchFlags attribute value 
To preserve SID History in tombstones, you need to modify the searchFlags attribute value for the SID-History 

(sIDHistory) schema object. 

To preserve passwords in tombstones, you need to modify the searchFlags attribute value for the following 

password-related schema objects: 

• Unicode-Pwd (unicodePwd) 

• DBCS-Pwd (dBCSPwd) 

• Supplemental-Credentials (supplementalCredentials) 

• Lm-Pwd-History (lmPwdHistory) 

• Nt-Pwd-History (nTPwdHistory) 

IMPORTANT The Lm-Pwd-History and Nt-Pwd-History attributes are used to store password history. For 

security reasons, it is recommended to restore them along with the password. 

To determine the new searchFlags attribute value to be set, use the following formula: 

8 + current searchFlags attribute value = new searchFlags attribute value 

To modify the searchFlags attribute value 

1. Use the ADSI Edit tool (Adsiedit.msc) to connect to the Schema naming context using the 

domain controller that holds the Schema Master FSMO role: 

a. Start the ADSI Edit tool (Adsiedit.msc). 

b. In the left pane of the console, right-click the ADSI Edit console tree root, and then on the 

shortcut menu click Connect to. 

c. In the dialog box that opens, do the following: 

• Click Select a well known Naming Context option, and then select Schema from 

the list below. 

• Click Select or type a domain controller or server option, and then type the 

name of the domain controller that holds the Schema Master FSMO role. 

d. Click OK to connect. 

2. In the left pane of the console, expand the Schema container to select the container that 

includes the schema objects you want to modify. 

3. Right-click the object you want to modify in the right pane, and then click Properties. 

4. Enter the new searchFlags attribute value you determined earlier: 

a. On the Attribute Editor tab, select searchFlags from the Attributes list, and then click the 

Edit button. 

b. In the Attribute Editor box, enter the new value and click OK. 
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Full replication 

Recovery Manager for Active Directory provides an ability to switch from the initial Recovery Manager Console to 

the alternate instance of the console in case of any system failure, e.g. hardware failure. The Full replication 

feature lets you create a full copy of the initial console settings on the console that is used as a replication target, 

so that the target console can fully take over the initial console and perform exactly the same operations. 

 

This functionality is based on the Recovery Manager Remote API Access service and PowerShell commands. 

The Recovery Manager Remote API Access service is an optional feature and must be selected when installing 

Recovery Manager for Active Directory version 10.1. When the Full replication feature is enabled, the current 

console connects to the Recovery Manager Remote API Access service on the remote RMAD console, then 

imports the data , e.g. collection information, backup schedule task information, backup information, etc. 

NOTE The TCP port 52132 is required for Recovery Manager Remote API Access service. 

Which settings are replicated? 

• Global settings 

• Computer collection settings, including the retention policy setting 

• Computer collections 

• Secure Storage servers 

• Backup schedule task 

• Backup information  

▪ Backup information only, not the backup files. 

▪ If the path of backup is an absolute path ( e.g. "C:\backups\b1.bkf", it will be 

changed to the UNC path (e.g. "\CurrentConsoleName\C$\ backups\b1.bkf"). 

▪ Secure Storage backup information.  

NOTE:  
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• You can specify a fallback account which will be used for replacing accounts in backup schedule 

tasks if these accounts cannot be replicated to the local console. It is recommended to specify a 

fallback account if backup schedule tasks use a regular Active Directory account, a local account 

or a gMSA account that cannot be resolved on the local console. Otherwise, the replication will 

fail. 

• If the backup schedule account is a domain user or local user, it will be changed to "SYSTEM". 

• If the user account is Managed Service Account (in Windows Server 2008 or higher) or Group 

Managed Service Account (in Windows Server 2012 or higher), make sure that the account 

works in the current console. Otherwise, it will be changed to "SYSTEM" too. 

• All backups schedules are disabled after the replication. 

For details on how to create a gMSA account, see Using Managed Service Accounts. 

Configure the full replication in Recovery 

Manager Console 
This section describes how to create a full copy of the initial console settings on the local instance of Recovery 

Manager Console and switch to the local console in case of the initial console failure. 

IMPORTANT:  

• It is recommended to use the full replication between consoles in the same datacenter to quickly 

switch to the target console in case of the initial console goes down. 

• Single replication source mode: you can add several remote consoles to the replication list, but 

only one remote (initial) console can be used for replication. 

• All discovered Backup Agent instances on the local console are deleted during the Full 

replication. The data from the initial console completely rewrite all other local data (collections, 

collection properties, etc). 

• After the replication, data on the target console is read-only, but you can perform the compare 

and restore operations using this console. 

• It is recommended that you schedule the backup tasks and the replication task so that they do 

not overlap. 

To add a remote (initial) console to the local (replication target) console and force the 
replication 

1. Open the local Recovery Manager for Active Directory console. 

2. Right-click Remote Consoles under the Replication node and select Add Console. 

3. In the Add Replication Console dialog, specify a host name where the RMAD console that will be 

used as a replication source is installed. 

4. Select Replicate backup information, collections, global settings and schedule (Full 

mode). 

5. Supply the credentials for the replication task. These credentials will be used to connect the 

source console that you have just added.  
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• The account used for the replication task must be a member of the local 

Administrators group on the local and remote RMAD consoles. 

• The account must be a member of the Domain Users group on each target 

domain. 

• The account must be a member of the local Administrators group on the 

computer hosting the AD LDS (ADAM) instances. 

6. Now the source console instance is added and shown in the right pane. 

7. Set the console replication status to Enabled in the right pane. 

8. To start the replication, right-click Remote Consoles and press Replicate.  

 

9. To change the console properties, right-click the console instance from the list in the right pane 

and select Properties. 

10. To remove the console instance from the replication console list, right-click the instance and click 

Remove. 

IMPORTANT To activate the target console in case of the initial console failure, go to the Remote 

Consoles node and set the replication status of the initial console to Disabled in the 

right pane.This action turns off the read-only mode on the target console and the 

console completely takes over the functions of the initial one. 

Replication status 

• If the data replication is finished successfully, the status in the console instances list is changed 

to "Success". 

• The replication may fail with the error "Cannot connect to Recovery Manager for Active Directory 

on the specified computer." in the following cases: 

▪ If the target computer does not exist or Recovery Manager for Active Directory is 

not installed on the specified host. 

▪ If the Recovery Manager Remote API Access service is not installed or stopped 

▪ If you experience network connection problems 

▪ If the account that is used for the replication task is blocked, etc. 
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To view the replication history 

1. Open the local Recovery Manager for Active Directory console. 

2. Click History under the Replication node to view the list of replication sessions. 

3. If you click a replication session, the right pane shows all remote consoles that are involved in 

the specified replication session. 

4. To remove one or more replication sessions from the list, right-click the session node and select 

Delete. Multi-select is possible. 

To create a replication schedule 

1. In the Recovery Manager for Active Directory console, right-click the Remote Consoles node 

under the Replication node and select Properties. 

2. In the Replication Properties dialog, you can create the replication schedule. For that, click 

Modify…, then click New… in the Recovery Manager Replication Job dialog to create a 

trigger for the schedule. 

 

3. Make sure that the Schedule enabled option is selected in the Replication Properties dialog. 

4. Provide a user account that will be used to start the replication schedule task using Select 

Account… in the Replication Properties dialog. Minimum requirements for the account are 

listed above depending on the replication mode. 

5. Click OK. 
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NOTE You can specify Managed Service Account (in Windows Server 2008 or higher) or Group Managed 

Service Account (in Windows Server 2012 or higher) to run the replication schedule task. Note that 

you must add the dollar character at the end of the account name (e.g. domain\computername$) and 

leave the Password field blank. This account must be a member of the local Administrator group on 

the Recovery Manager for Active Directory machine. 

Consolidating backup registration 
data 

When there are two or more instances of the Recovery Manager Console deployed in your environment, each of 

these instances has its own dedicated backup registration database that stores information about created 

backups. Recovery Manager for Active Directory allows you to consolidate backup information from multiple 

backup registration databases on a single Recovery Manager for Active Directory computer. The main user 

scenario for using this functionality is to make this data available to Forest Recovery Console. So, Forest 

Recovery Console must be installed together with Recovery Manager Console on the computer that hosts 

consolidated backup database to access and use the backup files created by all other Recovery Manager for 

Active Directory instances installed in your environment. 
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This functionality as well as the Full replication feature is based on the Recovery Manager Remote API Access 

service and PowerShell commands. The Recovery Manager Remote API Access service is an optional feature 

and must be selected when installing Recovery Manager for Active Directory version 10.1. When the backup 

replication is enabled, the current console connects to the Recovery Manager Remote API Access service on the 

remote RMAD console, then imports the data. 

NOTE The TCP port 52132 is required for Recovery Manager Remote API Access service. 

Configure replication of backup information in 

Recovery Manager Console 
This section describes how to configure replication of backup information from remote consoles to the local 

backup storage. 

IMPORTANT:  

• It is recommended to use this option for consoles that reside in geographically remote 

datacenters. 

• Consolidating backups does not affect the backup files. 

• Replication of backup information is one way. If you need to configure two-way replication, you 

should configure it explicitly in both instances of Recovery Manager Console. 
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• Several remote consoles can be used simultaneously as replication sources. 

• In this mode, the local console is fully functional during the backup replication. 

• Local backups are consolidated with the backups from remote consoles. 

• It is recommended that you schedule the backup tasks and the replication task so that they do 

not overlap. 

To add a remote console to the local console and force the replication of backup 
information 

1. Open the local Recovery Manager for Active Directory console. 

2. Right-click Remote Consoles under the Replication node and select Add Console. 

3. In the Add Replication Console dialog, specify a host name where the RMAD console that will be 

used as a replication source is installed. 

4. Select Replicate backup information only** (Backups mode)**. This option lets you replicate 

backup information from the replication source. 

 

5. Supply the credentials for the replication task. These credentials will be used to connect the 

source console that you have just added. 

6. Now the source console instance is added and shown in the right pane. 

7. Set the console replication status to Enabled in the right pane. 

8. To start the replication, right-click Remote Consoles and press Replicate. This option forces 

the replication for all consoles in the list, not only for the selected one . 
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9. To change the console properties, right-click the console instance from the list in the right pane 

and select Properties. 

10. To remove the console instance from the replication console list, right-click the instance and click 

Remove. 

Replication status 

• If the data replication is finished successfully, the status in the console instances list is changed 

to "Success". 

• The replication may fail with the error "Cannot connect to Recovery Manager for Active Directory 

on the specified computer." in the following cases: 

▪ If the target computer does not exist or Recovery Manager for Active Directory is 

not installed on the specified host. 

▪ If the Recovery Manager Remote API Access service is not installed or stopped 

▪ If you experience network connection problems 

▪ If the account that is used for the replication task is blocked, etc. 

To view the replication history 

1. Open the local Recovery Manager for Active Directory console. 

2. Click History under the Replication node to view the list of replication sessions. 

The list shows the replication sessions for the past 10 days by default. To change the default 

number of days, edit the value of the registry 

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Quest\Recovery Manager for Active 

Directory\Synchronization\ReplicationSessionLimitedDays 

3. If you click a replication session, the right pane shows all remote consoles that are involved in 

the specified replication session. 

4. To remove one or more replication sessions from the list, right-click the session node and select 

Delete. Multi-select is possible. 

To create a replication schedule 

1. In the Recovery Manager for Active Directory console, right-click Remote Consoles under the 

Replication node and select Properties. 
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2. In the Replication Properties dialog, you can create the replication schedule. For that, click 

Modify…, then click New… in the Recovery Manager Replication Job dialog to create a 

trigger for the schedule. 

 

3. Make sure that the Schedule enabled option is selected in the Replication Properties dialog. 

4. Provide a user account that will be used to start the replication schedule task using Select 

Account… in the Replication Properties dialog. Minimum requirements for the account are 

listed above depending on the replication mode. 

5. Click OK. 

NOTE You can specify Managed Service Account (in Windows Server 2008 or higher) or Group Managed 

Service Account (in Windows Server 2012 or higher) to run the replication schedule task. Note that 

you must add the dollar character at the end of the account name (e.g. domain\computername$) and 

leave the Password field blank. This account must be a member of the local Administrator group on 

the Recovery Manager for Active Directory machine. 
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Monitoring Recovery Manager for 
Active Directory 

Recovery Manager for Active Directory release package contains RMAD Management Pack for Microsoft System 

Center Operations Manager (SCOM) that allows you to monitor the backup and restore operations performed by 

Recovery Manager for Active Directory. Also the Management Pack is used to check the health and availability of 

the Recovery Manager Console instances, Computer Collections and computers added to Computer Collections. 

There are two editions of RMAD Management Packs for SCOM: Regular and Limited. By default, it is 

recommended to use the Regular edition of Management Pack. 

Limited Management Pack contains reduced health state dashboards in comparison with the Regular edition. 

Only the RMAD event log is used for alert generating to reduce the computational load produced by the 

Management Pack. 

• Supported versions of Microsoft Operations Manager 

• Importing Management Pack 

• Rules provided in Microsoft System Center Operations Manager 

• Health dashboards 

Supported versions of Microsoft 
Operations Manager 
This Management Pack is designed for the following versions of Microsoft Operations Manager: 

• Microsoft System Center Operations Manager 2016 

• Microsoft System Center Operations Manager 2012 R2 

• Microsoft System Center Operations Manager 2012 SP1 

• Microsoft System Center Operations Manager 2012 

Importing Management Pack 
To start using the Management Pack, you need to import it into Microsoft Operations Manager as described in 

the example below. For more information about importing, using, and removing Management Packs, refer to the 

documentation supplied with your version of Microsoft Operations Manager. 

To import the Management Pack into Microsoft System Center Operations Manager 

1. Start System Center Operations Manager Operations Console. 

2. From the main menu, select Go | Administration. 

3. In the left pane, right-click the Management Packs node, and then click Import Management 

Packs on the shortcut menu. 

4. On the Select Management Packs page, click the Add button, and then click Add from disk. 
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5. If you are prompted to search the online catalog for the dependencies the Management Pack 

may have, click No. 

6. Browse to select the Quest.Recovery.Manager.for.Active.Directory.xml or 

Quest.Recovery.Manager.for.Active.Directory.Limited.xml file supplied in the Recovery 

Manager for Active Directory distribution package. When you are finished, click Open. 

7. Click Install and follow the on-screen instructions to complete the Management Pack 

installation. 

Rules provided in Microsoft System 
Center Operations Manager 
The next table lists the monitoring rules provided by the Management Pack in Microsoft System Center 

Operations Manager. The table also provides information on which of these rules are enabled or disabled by 

default. 

SCOM rules 

Rule Default 

setting 

Collect Online Restore Is Starting Events (Recovery Manager Console) Disabled 

Collect Online Restore Progress - Objects Have Been Restored Successfully Events 

(Recovery Manager Console) 

Disabled 

Collect Online Restore Has Completed Events (Recovery Manager Console) Disabled 

Collect Offline Restore Is Starting Events (Recovery Manager Console) Disabled 

Collect Offline Restore Progress - DC Restarted in Normal Mode Events (Recovery Manager 

Console) 

Disabled 

Collect Offline Restore Progress - DC Restarted in DSRM Events (Recovery Manager 

Console) 

Disabled 

Collect Offline Restore Progress - DC not Restarted in Normal Mode Events (Recovery 

Manager Console) 

Disabled 

Alert on Failed Offline Restore (Recovery Manager Console) Enabled 

Collect Offline Restore Has Failed Events (Recovery Manager Console) Enabled 

Collect Offline Restore Has Completed Successfully Events (Recovery Manager Console) Disabled 

Collect Backup Creation Has Started Events (Recovery Manager Console) Disabled 

Collect Backup Creation Has Completed with Warnings Events (Recovery Manager 

Console) 

Disabled 

Alert on Backup Creation Completed with Errors (Recovery Manager Console) Enabled 

Collect Backup Creation Has Failed Events (Recovery Manager Console) Enabled 
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Rule Default 

setting 

Collect Backup Creation Has Completed Successfully Events (Recovery Manager Console) Disabled 

Collect Online Restore Progress - Objects Have Been Restored Successfully Events 

(Restore Agent) 

Disabled 

Alert on Failed Offline Restore (Restore Agent) Enabled 

Collect Offline Restore Has Failed Events (Restore Agent) Enabled 

Collect Backup Creation Has Been Completed with Warnings Events (Backup Agent) Disabled 

Collect Backup Creation Has Started Events (Backup Agent) Disabled 

Alert on Failed Backup Creation (Backup Agent) Enabled 

Collect Backup Creation Has Failed Events (Backup Agent) Enabled 

Collect Backup Creation Has Completed Successfully Events (Backup Agent) Disabled 

Health dashboards 
In the SCOM Operations console, Recovery Manager for Active Directory components are represented as three 

health state views (separate for each type of objects) and two multi-level diagrams. There are three types of 

RMAD objects in these diagrams: Recovery Manager Console instances, Computer Collections existing in the 

Recovery Manager Console and Computers explicitly or implicitly added to Computer Collections. Each object 

has properties and health state determined by these properties. 

In the multi-level diagrams All Components in Computer Collections and All Recovery Manager Console 

Instances under Monitoring | Quest Recovery Manager for Active Directory, health of upper-level 

components depends on the health of lower-level components. 

RMAD object properties monitored by RMAD Management Pack 

Recovery Manager Console 

Regular Management Pack 

• TargetComputer Display name of a RMAD console instance 

• Version Version of a RMAD console instance 

Limited Management Pack 

• TargetComputer Display name of a RMAD console instance 

• Version Version of a RMAD console instance 

Computer Collection 

Regular Management Pack 

• DisplayName Display name of a computer collection 

• ID Computer collection ID 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
144 Monitoring Recovery Manager for Active Directory 

 

• AgentSideBackupPath Remote storage 

• ConsoleSideBackupPath Location of the backup storage on the RMAD Console side 

• CollectFEMetaData Indicates what metadata is collected 

• HasCollectionItems Indicates whether a computer collection has collection items 

Limited Management Pack 

• DisplayName Display name of a computer collection 

• ID Computer collection ID 

• AgentSideBackupPath Remote storage 

• ConsoleSideBackupPath Location of the backup storage on the RMAD Console side 

• CollectFEMetaData Indicates what metadata is collected 

• HasCollectionItems Indicates whether a computer collection has collection items 

Computer 

Regular Management Pack 

• TargetComputer Name of a domain controller 

• LastSessionResult Result of the last backup session 

• LastSessionDate Time stamp of the last backup session 

• BackupExists Indicates whether a backup was created in the last 30 days 

Limited Management Pack 

• TargetComputer Name of a domain controller 

Health checks performed by RMAD Management Pack 

Recovery Manager Console 

Regular Management Pack 

• Checks whether there are computer collection in the RMAD console instance. 

Limited Management Pack 

• Does not perform any checks. 

Computer Collection 

Regular Management Pack 

• Checks whether a computer collection has collection items. 

Limited Management Pack 

• Checks whether a computer collection has at least one domain controller. 
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• There are no alerts about empty collections or collections which have no backups in the last 30 

days. 

Computer 

Regular Management Pack 

• Checks whether a backup was created in the last 30 days. If there are no backups, the 

Management Pack generates the warning message. 

-OR- 

• Checks the result of the last backup session. 

Limited Management Pack 

• Does not request any data about completed backups or backup sessions. 

• Does not check whether a backup was created in the last 30 days. 

Using Management Shell 

• About Management Shell 

• Installing and opening Management Shell 

• Getting Help 

• Descriptions of PowerShell commands 

About Management Shell 
The Recovery Manager for Active Directory Management Shell, built on Microsoft Windows PowerShell 

technology, provides a command-line interface that enables automation of backup/recovery-related 

administrative tasks. With this Management Shell, administrators can manage Computer Collections, 

backup/recovery sessions, compare and start backup/recovery jobs. 

The Management Shell command-line tools (cmdlets), like all the Windows PowerShell cmdlets, are designed to 

deal with objects—structured information that is more than just a string of characters appearing on the screen. 

The cmdlets do not use text as the basis for interaction with the system, but use an object model that is based on 

the Microsoft .NET platform. In contrast to traditional, text-based commands, the cmdlets do not require the use 

of text-processing tools to extract specific information. Rather, you can access portions of the data directly by 

using standard Windows PowerShell object manipulation commands. 
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Installing and opening Management 
Shell 
This section covers: 

• Installation requirements 

• Installing Management Shell 

• Opening Management Shell 

Installation requirements 
Before you install the Recovery Manager for Active Directory Management Shell, ensure that your system meets 

the system requirements provided in the Release Notes supplied with this release of Recovery Manager for 

Active Directory. 

Installing Management Shell 

To install Management Shell 

1. Run the Setup.exe file included with the Recovery Manager for Active Directory installation 

package, and follow the instructions in the Setup Wizard. 

2. To install Recovery Manager for Active Directory with default parameters (this includes installing 

the Management Shell component), click Express, and then follow the provided instructions to 

complete the Setup Wizard. 

Opening Management Shell 
You can open the Management Shell by using either of the following procedures. Each procedure loads the 

Recovery Manager for Active Directory Management Shell snap-in into Windows PowerShell. If you do not load 

the Recovery Manager for Active Directory Management Shell snap-in before you run a command (cmdlet) 

provided by that snap-in, you will receive an error. 

NOTE Verify that the user account under which you run Recovery Manager for Active Directory 

Management Shell console has the Write permission to the %ProgramData%\Quest\Recovery 

Manager for Active Directory folder. Otherwise, you will get warning messages when you run the 

snap-in cmdlets. 

To open the Management Shell 

1. Start Windows PowerShell. 

You can do so by running the powershell command at a command prompt (Cmd.exe). 

2. At the Windows PowerShell prompt, enter the following command: Add-PSSnapin 

Quest.RecoveryManager.AD.* 

Alternatively, you can complete the following steps related to your version of Windows: 

On the Start screen, click the Management Shell tile. 
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Upon the shell start, the console may present you with a message stating that a certain file published by Quest is 

not trusted on your system. This security message indicates that the certificate the file is digitally signed with is 

not trusted on your computer, so the console requires you to enable trust for the certificate issuer before the file 

can be run. Press either R (Run once) or A (Always run). To prevent this message from appearing in the future, it 

is advisable to choose the second option (A). 

Getting Help 
The Recovery Manager for Active Directory Management Shell uses the Windows PowerShell help cmdlets to 

assist you in finding the appropriate information to accomplish your task. The following table provides some 

examples of how to use the Get-Help and Get-Command cmdlets to access the help information that is 

available for each cmdlet in the Recovery Manager for Active Directory Management Shell. 

Get-Help 

When you use Get-Help without any parameters, you are presented with basic instructions on how to use the 

help system in Windows PowerShell, including Help for the Recovery Manager for Active Directory Management 

Shell. 

Get-Help 

When you use Get-Help with the name of a cmdlet as an argument, you are presented with the help information 

for that cmdlet. For example, to retrieve the help information for the Get-RMADCollection cmdlet, use the 

following command: 

Get-Help Get-RMADCollection 

Get-Command 

Get-Command without any parameters lists all the cmdlets that are available to the shell. You can use the Get-

Command cmdlet with the Format-List or Format- Table cmdlet to provide a more readable display. For 

example, use Get-Command | Format-List to display the output in a list format. To display a list of all the 

Recovery Manager for Active Directory Management Shell cmdlets that are available to the shell, use the 

following syntax: 

Get-Command *RMAD* 

Get-Command 

When you use Get-Command with the name of a cmdlet as an argument, you are presented with information 
about the parameters and other components of that cmdlet. The <Cmdlet> entry allows for wildcard character 

expansion. For example, to retrieve information about the cmdlets with the names ending in Member, you can 

use the following command: 

Get-Command *Member 
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Collecting diagnostic data for 
technical support 

There may be a situation where technical support requests you to gather and supply diagnostic data from your 

computer collection. For this purpose, you can use a special tool provided in the Recovery Manager Console. 

This tool is called Diagnostic Data Collector. 

When gathering diagnostic data, the Diagnostic Data Collector collects the following: 

• From Recovery Manager Console machine 

▪ Collects the Recovery Manager Console log 

▪ Collects the Recovery Manager for Active Directory event logs 

▪ .db3 database files 

▪ Recovery Manager for Active Directory configuration files 

• From Domain Controller 

▪ Collects Backup and Restore agent logs 

▪ Collects system event logs 

▪ Windows debug logs 

▪ Runs Microsoft Netdiag, Dcdiag, Nltest, MsInfo32 and Repadmin tools (in 

diagnostic mode only), and then collects the output provided by these tools. The 

tools are started by Collectdcdata.cmd and you can modify the list of collected 

logs. 

To gather diagnostic data for your recovery project by using the Diagnostic Data Collector, you need to complete 

the following steps: 

• Step 1: Use Diagnostic Data Collector to automatically gather data. In this step, you use the 

Diagnostic Data Collector to automatically gather diagnostic data from each domain controller in 

your recovery project and save the data to the folder you specify. You can perform this step 

regardless of whether or not a recovery operation is currently running on the recovery project. If 

this step completes successfully for all domain controllers, Step 2 is not needed. 

• Step 2: Gather remaining data manually. You need to perform this step only for those domain 

controllers from which you could not successfully collect data in Step 1. In Step 2, you copy 

several files supplied with Recovery Manager for Active Directory to the target domain controller, 

and then run one of the copied files. As a result, diagnostic data is collected from the domain 

controller and saved to a new folder created in the location from which you ran the file. 

The next sections provide instructions on how to complete each of these steps. 
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Step 1: Use Diagnostic Data Collector 
to automatically gather data 

To automatically gather diagnostic data 

1. In the Recovery Manager Console, right-click the computer collection or the domain controller 

from the right-pane and select Collect diagnostic data… from the shortcut menu. 

2. If you need to collect diagnostic data for the Recovery Manager Console machine, right-click on 

the Console root and select Collect diagnostic data…. 

3. Use the Drop folder text box to specify the local or UNC path to the folder where you want to 

save the diagnostic data to be collected. The collected data is saved to a .zip file, e.g. 

CollectedLogs_10_20_2015 07_23_25.zip 

4. Specify credentials to access the domain controllers. 

5. Select the Delete collected logs from domain controllers option to delete collected 

RMAD\RMADFE logs from domain controllers. 

6. Click the Collect button and wait for the operation to complete. 

If you successfully collected data, you can submit the .zip file to Quest technical support. Otherwise, complete 

Step 2: Gather remaining data manually. 

Step 2: Gather remaining data 
manually 
Perform the next steps for each domain controller from which you could not successfully collect data in Step 1: 

Use Diagnostic Data Collector to automatically gather data. 

To gather diagnostic data manually 

1. Create a temporary folder on the local disk of the target domain controller. 

2. Copy Collectdcdata.cmd from the Recovery Manager for Active Directory installation folder to 

the folder you created in step 1 of this procedure. 

3. Run the Collectdcdata.cmd file in the location to which you copied it and wait for the script to 

complete. 

The collected diagnostic data is saved to the CollectedData folder created in the location where 

you ran the Collectdcdata.cmd file. 

4. Rename the CollectedData folder so that its name reflects the name of the domain controller 

from which you collected data. 

5. Add the folder to the .zip file created in Step 1: Use Diagnostic Data Collector to automatically 

gather data. 

Now you can submit the .zip file to Quest technical support. 
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Using Recovery Manager for Active 
Directory web portal 

• About Recovery Manager Portal 

• Installing Recovery Manager Portal 

• Connecting to Recovery Manager Portal 

• Administering Recovery Manager Portal 

• Viewing health summary for Recovery Manager for Active Directory instances 

• Viewing backup creation history 

• Recovering data using Recovery Manager Portal 

About Recovery Manager Portal 
The Recovery Manager Portal implements a Web interface that allows you to do the following: 

• Access the search and restore functionality of Recovery Manager for Active Directory via a Web 

browser. 

• Delegate permissions to restore or undelete Active Directory objects to specific users or groups 

in your Active Directory forest. 

• Monitor the health of Recovery Manager for Active Directory instances deployed in your 

environment. 

• View a history of backups created by a specific Recovery Manager for Active Directory instance. 
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The Recovery Manager Portal enables intranet users to use a Web browser to access the search and restore 

functionality provided by Recovery Manager for Active Directory. Through the Recovery Manager Portal, the 

users can search for and restore objects from the unpacked Active Directory backups created with Recovery 

Manager for Active Directory. You can configure the Recovery Manager Portal to work with multiple instances of 

Recovery Manager for Active Directory. 

To access a Recovery Manager for Active Directory instance, the Recovery Manager Portal requires a service 

called the Recovery Manager Remote API Access. This service is supplied with Recovery Manager for Active 

Directory and must be installed and running on each computer hosting the Recovery Manager for Active 

Directory instances whose Active Directory backups you want to make available to the Recovery Manager Portal 

users. 

Installing Recovery Manager Portal 
You can install the Recovery Manager Portal on any domain-joined computer, including the one where Recovery 

Manager for Active Directory is installed. To install the Recovery Manager Portal, you can use a domain user 

account, MSA, or gMSA account that is a member of the local Administrators group on the target computer. 

NOTE In case of MSA or gMSA account, Recovery Manager Portal supports only Windows authentication 

to access the SQL Server databases. If you specify MSA/gMSA when the SQL Server 

authentication option is selected on Specify SQL Server Access Account step of the setup 

wizard, the Recovery Manager Portal will not be installed because Recovery Manager for Active 

Directory cannot securely store encrypted access credentials for SQL Server in the gMSA / MSA 

part, so this scenario is not supported. In this case, you will not receive any errors. 

For more details about account requirements and limitations related to Recovery Manager Portal, see the Install 

or uninstall Recovery Manager Portal section in Permissions required to use Recovery Manager for Active 

Directory.  

For details on how to create a gMSA account, see Using Managed Service Accounts. 
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To install the Recovery Manager Portal 

1. Ensure the computer on which you plan to install the Recovery Manager Portal meets the 

system requirements in the Recovery Manager for Active Directory Release Notes. 

2. Run the RecoveryManagerPortal.exe file supplied with the Recovery Manager for Active 

Directory installation package. 

3. If you specify the MSA or gMSA account, add the $ character at the end of the account name 

(e.g. domain\computername$) and leave the Password field blank in the Access Web site 

using section of the installation wizard. 

4. Follow the steps in the wizard to complete the portal installation. 

Take note of the Web site and virtual directory you specify in the wizard, because they make up 

the URL at which users can access the Recovery Manager Portal, as follows: 

http://WebSite/VirtualDirectory 

5. After you complete the Setup Wizard, finalize the installation by logging off and then logging 

back on to the Recovery Manager Computer. 

Once you have installed the Recovery Manager Portal, you need to configure it for working with the Recovery 

Manager for Active Directory instances deployed in your environment. For details, see Configuring portal for 

working with Recovery Manager for Active Directory. 

Connecting to Recovery Manager 
Portal 
Before connecting to the Recovery Manager Portal for the first time, log out, and then log back on to the 

computer where you have installed the Recovery Manager Portal. 

To connect to the Recovery Manager Portal 

• Start your Web browser, and then go to the following URL: http://WebSite/VirtualDirectory/ 

Substitute the Web site and virtual directory names specified during the Recovery Manager 

Portal installation for the "WebSite" and "VirtualDirectory" placeholders. 

For example, if the Recovery Manager Portal site is installed on the computer named Comp to 

the virtual directory RecoveryManagerPortal in the default Web site, to access the Recovery 

Manager Portal, you need to go to http://Comp/RecoveryManagerPortal. 

Administering Recovery Manager 
Portal 
This section describes how to perform administrative tasks in the Recovery Manager Portal. To perform these 

tasks, you must access the Recovery Manager Portal using the account under which you installed the portal. For 

more information, see Assigning roles to portal users. 

In this section: 

• Configuring portal for working with Recovery Manager for Active Directory 

• Modifying recovery settings for domains 
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• Assigning roles to portal users 

• Delegating restore or undelete permissions 

• Configuring e-mail notification 

• How Recovery Manager Portal recovers data 

Configuring portal for working with Recovery 

Manager for Active Directory 
To restore Active Directory data, the Recovery Manager Portal relies on unpacked backups created by the 

Recovery Manager for Active Directory instances deployed in your environment. For this reason, you need to 

configure the Recovery Manager for Active Directory instances to create unpacked backups for the domain 

controllers you want. Then, configure the Recovery Manager Portal to work with those instances. 

Note that the Recovery Manager Portal can only work with Recovery Manager for Active Directory version 8.6 or 

higher, so make sure to install or upgrade to that Recovery Manager for Active Directory version. 

To configure the Recovery Manager Portal for working with Recovery Manager for Active Directory, complete the 

following steps: 

• Step 1: Install Recovery Manager Remote API Access Service 

• Step 2: Configure Recovery Manager for Active Directory 

• Step 3: Add Recovery Manager for Active Directory instances 

• Step 4: Configure recovery settings for Active Directory domains 

Step 1: Install Recovery Manager Remote API Access 

Service 
To access a Recovery Manager for Active Directory instance, the Recovery Manager Portal requires the 

Recovery Manager Remote API Access service to be installed and running on the Recovery Manager for 

Active Directory computer. This service enables the following Recovery Manager for Active Directory features: 

integration with Recovery Manager Portal, full replication of RMAD console, consolidation of backup registration 

data and support for hybrid environment. 

The Recovery Manager Remote API Access service is an optional feature and you must select this component 

when installing Recovery Manager for Active Directory version 10.1. To check if this service is installed and 

running, you can use the Services tool (services.msc). If the service is not installed, complete the next steps to 

install it. 

To install the Recovery Manager Remote API Access service 

1. Open the list of installed programs (appwiz.cpl). 

2. In the list of installed programs, locate and select Recovery Manager for Active Directory. 

3. At the top of the list, click Change. 

4. Step through the wizard until you are on the Change, repair, or remove installation page. 

5. Click the Change button, and then select the Recovery Manager Remote API Access feature 

for installation. 

6. Follow the steps to complete the wizard. 
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The Quest Recovery Manager Remote API Access service runs under the Local System account by default. 

However, you can specify another service account using the Services snap-in or command line. 

To change the service account using the Services snap-in 

1. Open the Run dialog, type services.msc and press Enter. 

2. Find Quest Recovery Manager Remote API Access service in the list, and open its Properties. 

3. Switch to the Log On tab. 

4. Choose the This account option, Browse for a user account and specify the password. 

5. Click OK to close the Properties dialog. 

6. Restart the service. 

To change the service account using the command line 

1. Start cmd.exe. 

2. Type the following command: 

sc config RecoveryMgrPortalAccess obj= "[account]" password= "[password]" 

3. Restart the service: 

net stop RecoveryMgrPortalAccess & net start RecoveryMgrPortalAccess 

Minimum permission requirements for the service operations 

Run the service 

Have the Log on as a service permission. 

To grant the permission: 

1. Run secpol.msc. 

2. In the Local Security Policy console, select Local Polices | User Rights Assignment | Log on 

as service. 

3. Right-click Log on as service and select Properties. 

4. Make sure that the target account is in the list or belongs to the groups listed on the Local 

Security Setting tab. 

Connect to the configuration database 

Have the Read and Write permissions on RMAD database folder %PROGRAMDATA%\Quest\Recovery 

Manager for Active Directory. 

Write the service log 

Have the Read and Write permissions on the folder RMAD log. 

Invoke COM Surrogate (64-bit OS) 

Have the Local Launch and Local Activation permissions on COM server "COM Surrogate" . 

To grant permissions: 

1. Run comexp.msc. 
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2. In the Component Services console, click Computer | My Computer | DCOM Config. 

3. Right-click {D023E270-1AB8-4F68-873E-7BD3304DC645} and select Properties. 

4. Go to the Security tab and select Customize under Launch and Activation Permissions and 

click the Edit button. 

5. Assign Local Launch and Local Activation to the target user. 

Register COM at run time 

Have the Read and Write permissions for the registry keys "HKEY_CLASSES_ROOT", 

"HKEY_LOCAL_MACHINE\SOFTWARE\Classes" and 

"HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Classes". 

Access the backups folder 

Have the Read permission on the folder backups. 

Access the unpacked backups folder 

Have the Modify permission on the folder unpacked backups. 

Create Scheduled Tasks when using the Replication feature in the Full mode 

Have the Read permission on folder %SystemRoot%\system32\Tasks. 

Create Scheduled Tasks when using the Replication feature in the Full mode on 
Windows Server 2016 and 2019 

Be a member of the local Administrators group. 

Step 2: Configure Recovery Manager for Active Directory 

NOTE If you have already created computer collections, and have unpacked backups, skip this step. 

In this step, you need to configure the Recovery Manager for Active Directory instances for working with the 

Recovery Manager Portal. 

To configure a Recovery Manager for Active Directory instance 

1. In each Active Directory domain, choose one domain controller whose backups the Recovery 

Manager Portal will use for recovery operations. 

2. In the appropriate instance of Recovery Manager for Active Directory, create a separate 

Computer Collection for each domain controller you have chosen. 

3. Add the domain controllers to their individual Computer Collections. 

4. Configure backup settings for these Computer Collections: 

• Specify to unpack backups. For instructions, see Configuring Computer 

Collection-specific settings to unpack backups. 

This is required because the Recovery Manager Portal can only restore data from 

unpacked backups. 

• Configure a retention policy for the unpacked backups. For instructions, see 

Unpacked Backups tab in Properties for an existing Computer Collection. 
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The number of retained unpacked backups determines the number of available 

backup states to which you can restore Active Directory objects in the Recovery 

Manager Portal. 

Step 3: Add Recovery Manager for Active Directory 

instances 
In the Recovery Manager Portal, add the Recovery Manager for Active Directory instances you have configured 

in the previous step. By adding the instances, you make the unpacked backups they create available in the 

Recovery Manager Portal. 

To add a Recovery Manager for Active Directory instance 

1. Connect to the Recovery Manager Portal with your Web browser. 

Use the user account under which you installed the Recovery Manager Portal. By default, this 

account has all necessary permissions to modify the portal configuration. 

2. In the Recovery Manager Portal, open the Configuration tab. 

3. Expand Recovery Manager for Active Directory Instances. 

4. Click the Add instance button. 

5. Use the following options in the dialog box that opens: 

• Computer. Type the fully qualified domain name (FQDN) of the computer that 

hosts the Recovery Manager for Active Directory instance. 

• Access the computer using. Type the user name and password of the account 

with which you want to access the specified computer. The account must be a local 

administrator on the target computer. 

6. When finished, click OK. 

Step 4: Configure recovery settings for Active Directory 

domains 

To configure recovery settings 

1. In the Recovery Manager Portal, open the Configuration tab. 

2. Expand Active Directory Domains. 

3. Click a domain, and then do the following in the dialog box that opens: 

• Recovery Manager for Active Directory. Select the instance you have configured to back up a 

domain controller in the selected domain. 

• Backups of selected DC. Select the domain controller you have added to the Computer 

Collection in Step 2: Configure Recovery Manager for Active Directory. 

• Access the domain using. Specify the account under which you want the selected Recovery 

Manager for Active Directory instance to recover data in the domain. 

NOTE If you leave the User name and Password text boxes blank, the account specified in Step 3: Add 

Recovery Manager for Active Directory instances is used by default. If a collection contains domain 
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controllers from other domains or forests, Recovery Manager Portal should be able to read Active 

Directory schema for all domains included in the collection. For that, you need to specify the access 

credentials for these domains.  

4. When finished, click OK. 

Modifying recovery settings for domains 
For each Active Directory domain available in the Recovery Manager Portal, you can specify the domaincontroller 

whose unpacked backups you want to use for recovering data in the Recovery Manager Portal, and the Recovery 

Manager for Active Directory instance you want to use for data recovery operations. 

To configure recovery settings 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Configuration tab. 

3. Expand Active Directory Domains. 

4. Click the domain for which you want to configure the recovery settings. 

5. In the dialog box that opens, use the following options: 

• Recovery Manager for Active Directory. Select the Recovery Manager for Active 

Directory instance you want to use to recover data in the domain. 

• Backups of selected DC. Select the domain controller whose backups you want to use 

to recover data in the entire domain. 

• User name and password. Type the credentials of the user account under which you 

want to restore data in the domain. 

• Grant restore rights to all domain admins. Select this check box if you want to 

delegate the rights to restore or undelete data to all accounts in the Domain Admins 

group. For more information about delegation, see Delegating restore or undelete 

permissions. 

Assigning roles to portal users 
You can assign specific roles to the Recovery Manager Portal users. A role assigned to a user defines the 

Recovery Manager Portal user interface elements and functionality available to that user. You can only assign 

portal roles by using the account under which the Recovery Manager Portal was installed. By default, this 

account is granted all portal roles. 

To assign portal roles, you can use local security groups existing on the computer where the Recovery Manager 

Portal is installed. By adding or removing members in these groups you can define the scope of authority for a 

portal user and the operations that the user can perform in the Recovery Manager Portal. 

The local security groups are as follows: 

• Recovery Manager Portal - Configuration Admins. Members in this group have permissions 

to modify the Recovery Manager Portal configuration and delegate restore permissions to other 

Recovery Manager Portal users. 

• Recovery Manager Portal - Recovery Operators. Members in this group have permissions to 

restore or undelete Active Directory objects by using the Recovery Manager Portal. 
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• Recovery Manager Portal - Undelete Operators. Members in this group have permissions to 

undelete Active Directory objects by using the Recovery Manager Portal. 

• Recovery Manager Portal - Monitoring Operators. Members in this group can view the health 

summary and backup creation history for the Recovery Manager for Active Directory instances 

with which the portal is configured to work. 

Delegating restore or undelete permissions 
You can delegate permissions to restore or undelete objects in specific Active Directory containers to the users or 

groups of your choice. These users or groups must reside in the Active Directory forest where the Recovery 

Manager Portal is installed and be assigned an appropriate portal role. For more information about portal roles, 

see Assigning roles to portal users. 

To delegate restore permissions, you also must have a specific role in the Recovery Manager Portal. For details, 

see Assigning roles to portal users. 

To delegate permissions 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Configuration tab. 

3. Expand Active Directory Domains. 

4. Click the name of the domain that includes the containers on which you want to delegate 

permissions. 

5. Click Configure a list of delegates, and then expand the domain entry. 

6. Click the container on which you want to delegate permissions. 

7. Click Add, to specify delegates to the Users or groups list. 

8. In the dialog that opens, you can find and add users and groups from any trusted domain in the 

Active Directory forest. 

9. Below the Users and groups list, select the operations you want to grant or deny to the added 

users or groups. 

10. When you are finished, click OK. If necessary, repeat steps 6-9 for other containers in the 

domain. 

Configuring e-mail notification 
You can configure the Recovery Manager Portal to send notification e-mails to specific recipients when the health 

state of any Recovery Manager for Active Directory instance with which the Recovery Manager Portal is 

configured to work changes from healthy to unhealthy or vice versa. 

To configure e-mail notification 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Configuration tab. 

3. Expand Portal Settings, and then click E-mail notification. 

4. Use the following options in the dialog box that opens: 
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• Outgoing SMTP server. Type the fully qualified domain name (FQDN) or IP 

address of the SMTP server you want to use for sending notification e-mails. 

• SMTP port. Type the number of the port on which you want to connect to the 

server. 

• Sender e-mail address. Type the e-mail address you want to display in the From 

field of all notification e-mail messages. 

• Notification recipients. Here you can specify a list of notification recipients. To 

specify multiple values, use semicolon as the separator. 

5. User name and password. Type the user name and password of the user account you want to 

use to send notification e-mails from the SMTP server. The account must have the appropriate 

permissions. 

6. When you are finished, click OK to apply your settings. 

How Recovery Manager Portal recovers data 
Please consider the following behavior of the Recovery Manager Portal: 

• By default, the permissions to restore or undelete objects in an Active Directory domain are only 

granted to the members of the Domain Admins group in that domain. However, you can delegate 

the restore or undelete permissions to the portal users you want. For more information, see 

Delegating restore or undelete permissions. 

• By default, the Recovery Manager Portal uses the agent-based method for all search and 

restore operations, regardless of the settings configured on the Recovery Manager for Active 

Directory instance used to perform these operations. For more information about the agent-

based method, see Agent-based method in Using agentless or agent-based method. You can 

change the portal settings to use the agentless method. 

To use the agentless method 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Configuration tab. 

3. Expand Portal Settings, and then select the Use agentless method for all search and 

restore operations check box. 

To undelete an Active Directory object, the Recovery Manager Portal uses Microsoft’s Active Directory Recycle 

Bin feature if it is enabled in the target forest. If this feature is unavailable, the Recovery Manager Portal restores 

the object from the latest available unpacked backup that includes the object before its deletion. 

Integrating with On Demand Recovery 
You can use On Demand Recovery to restore on-premises objects that are synchronized with the cloud. 

What can be restored using the hybrid configuration 

• On-premises groups 

• Office 365 licenses (assignedLicenses property for cloud users) and cloud group membership 

• Deleted on-premises users and groups 
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• Service principals' appRoleAssignments to on-premises users 

• appRoleAssignments to non-Office groups (used for SSO and App Roles) 

• Directory roles: Global administrator, Exchange administrator, Compliance administrator 

• Other cloud-only properties: such as Block sign in, Authentication contact information, Minors 

and Consent 

• Multi-factor authentication (MFA) settings if a customer uses cloud MFA 

• Azure application custom attributes (schema extension attributes) 

IMPORTANT To configure the hybrid connection, outbound HTTPS (port 443) should be opened in the 

firewall on the machine where the Recovery Manager Portal is installed. 

Required Permissions 

Depending on which kind of restore operation (agent-based or agentless) you are going to perform in a hybrid 

configuration, the account under which you want the selected Recovery Manager for Active Directory instance to 

recover data in the domain must meet the corresponding requirements. For details about account permissions for 

agent-based and agentless restore, see Permissions required to use Recovery Manager for Active Directory. 

To push an Azure synchronization, the specified account must be a member of the ADSyncOperataors group on 

the Azure Active Directory synchronization server. This account must also be able to run remote PowerShell 

commands against the server. 

To enable integration with the cloud 

1. Connect to the Recovery Manager Portal with your web browser. 

2. In the Recovery Manager Portal, open the Configuration tab. 

3. Expand Portal Settings and click On Demand integration. 

4. In the On Demand Recovery integration dialog, select the Enable integration check box and 

specify the Relay URL and credentials. To get these parameters, in On Demand Recovery, 

perform the following steps: 

a. On the Dashboard screen, click Create hybrid connection. 

b. In the Create hybrid connection dialog, click Download hybrid credentials to download a 

configuration file with Relay credentials. 

c. Save the file to the folder of your choice. 

d. Go back to the On Demand integration dialog, click Choose file and select the configuration 

file. For security reasons, you should remove this file from your computer after the credentials 

are specified in the Recovery Manager Portal. 

NOTE Azure AD Connect synchronization occurs automatically after the restore operation. But On Demand 

Recovery has the ability to force synchronization cycles and requires credentials for the machine on 

which Azure AD Connect is installed. 

5. Specify the Azure AD Connect host name and credentials. If Azure AD Connect and the 

Recovery Manager Portal are installed on the same machine, leave the fields blank. 

You may get an error related to the proxy settings while configuring integration with On Demand Recovery. To 

resolve this issue, perform the following actions: 
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1. Open the Recovery Manager Portal configuration file %Program Files%\Quest\Recovery 

Manager Portal\EnterprisePortalSettings.xml. 

2. Check that "ProxyAddress" has the correct value. 

3. Make sure that URI contains the protocol prefix and the port number, e.g. http:/localhost:8080/. 

4. Restart the Recovery Manager Portal service. 

For more information about integration with On Demand Recovery, see the Integration with Recovery Manager 

for Active Directory section in the On Demand product documentation. 

Viewing health summary for Recovery 
Manager for Active Directory instances 
You can view the health summary for the Recovery Manager for Active Directory instances with which the portal 

is configured to work. To view the health summary, you must be assigned a specific role in the Recovery 

Manager Portal. For more information, see Assigning roles to portal users. 

To view the health summary 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Monitoring tab. 

3. Expand the Health Summary node to view the health summary. 

Viewing backup creation history 
You can view backup creation history for a particular instance of the Recovery Manager for Active Directory with 

which the Recovery Manager Portal is configured to work. To view backup creation history, you must be assigned 

a specific role in the Recovery Manager Portal. For more information, see Assigning roles to portal users. 

The backup creation history displays the date when a particular backup was created, the backup operation 

duration, the size of the created backup and whether the backup is encrypted. You can also view the name of the 

computer hosting the Recovery Manager for Active Directory instance that created the backup, the name of 

backed up Computer Collection and backed up computer. 

To view backup creation history 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Monitoring tab. 

3. Expand the Backup History node to view the list of existing backups. If the backup is encrypted, 

this will be indicated in the 'Size' column. 

You can use the provided search box to find a specific entry in the list. 

Recovering data using Recovery 
Manager Portal 
In this section: 

http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-guide/integration-with-recovery-manager-for-active-directory
http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-guide/integration-with-recovery-manager-for-active-directory
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• Restoring objects from a backup 

• Undeleting objects 

Restoring objects from a backup 
To restore objects from a backup, you must be assigned a specific role in the Recovery Manager Portal. For 

more information, see Assigning roles to portal users. 

To restore objects 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Recovery tab. 

NOTE To restore data from the encrypted backup, first go to the Configuration tab, expand Portal 

Settings and select the Use packed and encrypted backups for restore operations option. Note 

that unpacked components cannot be removed using Recovery Manager Portal. To perform this 

operation, use the Delete Unpacked Components option in the Recovery Manager Console. 

3. Click Restore objects to start the wizard. 

4. On the Find and add objects to restore step, you can search and add Active Directory objects 

and containers that you want to restore. Click Objects to restore to go to the next step. 

5. Review the object list on the View added objects step. 

6. On the Select a restore state step, select the backup from the list and specify whether the 

backup remains unpacked after the restore operation. If you select the encrypted backup from 

the list, you will be prompted for the backup password. 

7. On the Restore progress step, you can view the progress of the restore operation. 

Undeleting objects 
To undelete objects, you must be assigned a specific role in the Recovery Manager Portal. For more information, 

see Assigning roles to portal users. 

To undelete objects 

1. Connect to the Recovery Manager Portal with your Web browser. 

2. In the Recovery Manager Portal, open the Recovery tab. 

NOTE To restore data from the encrypted backup, first go to the Configuration tab, expand Portal 

Settings and select the Use packed and encrypted backups for restore operations option. Note 

that unpacked components cannot be removed using Recovery Manager Portal. To perform this 

operation, use the Delete Unpacked Components option in the Recovery Manager Console. 

3. Click Undelete objects to start the wizard 

4. On the Find and add objects to undelete step, you can specify Active Directory objects and 

containers that you want to undelete. Click Objects to undelete to go to the next step.. 

5. On the View added objects step, type the password if you use the encrypted backup and 

specify whether the backup remains unpacked after the undelete operation. 

6. On the Undelete progress step, you can view the progress of the undelete operation. 
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Appendices 

• Frequently asked questions 

• Best practices for using Computer Collections 

• Best practices for creating backups 

• Ports Used by Recovery Manager for Active Directory 

• Backup Wizard 

• Online Restore Wizard 

• Online Restore Wizard for AD LDS (ADAM) 

• Group Policy Restore Wizard 

• Repair Wizard 

• Extract Wizard 

• Technical characteristics 

• Events generated by Recovery Manager for Active Directory 

Frequently asked questions 
• Why do I need to restore deleted users or groups, rather than re-create them? 

• How can I restore a user or group in Active Directory? 

• How does online restore work? 

• When an object is undeleted, what is restored from the tombstone and what is restored from the 

backup? 

• What’s the difference between an online restore and an authoritative restore? 

• What’s the difference between the agentless restore method and the agent-based restore 

method? 

• Can I undelete a mailbox-enabled user? 

• In the Group Policy Restore Wizard, a GPO link is shown as deleted, but the link actually exists 

in Active Directory. What’s wrong? 

• What is a primary restore of the SYSVOL? 

• How do I change the Backup Agent port number? 
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Why do I need to restore deleted users or 

groups, rather than re-create them? 
Each user account or security group is uniquely identified with a SID (Security ID) and a GUID (Global Unique 

ID). If a user or group has been deleted, and is then re-created with the same name, the SID and GUID of the 

newly created user or group will differ from those of the deleted object. As a result, the new user or group loses 

all permissions, profile settings, and all other settings associated with the old SID and GUID. 

When you restore a deleted user or group from a backup, the restored user or group will have the same SID and 

GUID as the deleted object, and will have all the settings associated with that SID and GUID. 

How can I restore a user or group in Active 

Directory? 
You can restore individual objects using the Online Restore feature of Recovery Manager for Active Directory. 

Alternatively, you can restore the entire Active Directory database, and then select individual objects for 

authoritative restore. 

While Recovery Manager for Active Directory supports both methods, online restore is the recommended option 

as it is faster and simpler. The online restore method allows you to easily restore individual directory objects and 

object attributes without restarting domain controllers and putting Active Directory offline, thus achieving near-

zero downtime. 

How does online restore work? 
The Recovery Manager for Active Directory online restore method facilitates the restoration of objects and 

objects attribute values, without putting Active Directory offline. The product can: 

• Recover deleted objects with all their attributes and links by using the functionality provided by 

Microsoft’s Active Directory Recycle Bin feature. 

• Convert the tombstones into regular objects before applying the attribute values held in the 

backup. 

In the latter scenario, Active Directory retains the object’s tombstone for a specified configurable period of time 

(tombstone lifetime) in order to enable Active Directory replication to propagate the deletion. An object can only 

be undeleted if its tombstone exists. After applying the backed-up attribute values, the online restore process 

adjusts replication-related properties of the restored objects, so that Active Directory replication propagates the 

restored data to all domain controllers. Optionally, online restore can force replication of the restored data to 

decrease propagation delay. 

When an object is undeleted, what is restored 

from the tombstone and what is restored from 

the backup? 
When Microsoft’s Active Directory Recycle Bin feature is enabled in the Active Directory forest, Recovery 

Manager for Active Directory can use the functionality provided by Microsoft’s Active Directory Recycle Bin 

feature to undelete the object with all its attributes and links to the state the object was in immediately before 

deletion. No backups required in this recovery scenario. 

In other recovery scenarios, when Microsoft’s Active Directory Recycle Bin feature is disabled or not supported, 

Recovery Manager for Active Directory first restores all the attributes preserved in the object’s tombstone. The 
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remaining attributes are then restored from backup. If the backed-up value of an attribute differs from the value 

restored from the tombstone, then the backed-up value is restored. As a result, after the recovery operation 

completes, the restored object has the same attribute values, group memberships, and security descriptor as it 

had when the backup was created. 

It is possible to determine which attributes are preserved in object tombstones by analyzing the AD schema. In 

such attributes, the third bit in the searchFlags property is set to 1. You can therefore enumerate these attributes 

using a filter that contains a matching rule such as the following: 

searchFlags:1.2.840.113556.1.4.803:=8 

What’s the difference between an online 

restore and an authoritative restore? 
An online restore is authoritative meaning that Active Directory replication updates all domain controllers with the 

restored data. However, online restore includes some additional functions. This method is designed to overcome 

the limitations inherent in a normal authoritative restore performed using Windows tools. These limitations are as 

follows: 

• Domain controllers must be restarted in Directory Services Restore mode, and the entire Active 

Directory database must be restored. 

• When restoring an object, you must restore all attributes, which may overwrite valuable data 

stored in the object. 

• When restoring a container, you must restore the entire sub-tree rooted in that container. There 

is no ability to restore only child objects of certain types. 

• To restore an object’s linked attributes, you need to restore both the object, and all objects to 

which the linked attributes refer; for example, if you only restore a deleted user, the user’s group 

memberships are not restored. 

• It is not possible to select individual objects for restore based on changes that occurred in Active 

Directory since backup creation. 

To overcome these limitations, the online restore method includes the following capabilities: 

• Selective restoration of objects without putting Active Directory offline, and without restoring the 

entire Active Directory database. 

• Selective restoration of attribute values in directory objects; this allows you to specify exactly 

what object data should be restored. 

• Selective restoration of child objects by object type. This allows you, for example, to restore only 

those users in a certain container and leave other child objects intact. 

• Unattended restoration of linked attributes, such as the Member Of attribute. For example, when 

you undelete a user with online restore, the user’s group memberships are also restored. 

• Comparison of a backup with Active Directory, or with another backup, to facilitate Active 

Directory change tracking and troubleshooting: this allows you to select precisely the objects that 

should be restored. 
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What’s the difference between the agentless 

restore method and the agent-based restore 

method? 
Recovery Manager for Active Directory provides two different methods of restoring objects online. A check box in 

the Online Restore Wizard allows you to specify which method to use. The agentless method uses Microsoft 

Tombstone Reanimation interface to undelete the object and then re-applies all attributes that are not stored in 

the object's tombstone from the backup using ADSI calls. This method requires that the target domain controller 

be running Windows Server 2008 R2 or later. 

Aside from operating system support, there are some additional differences between the two methods. The 

agentless and agent-based methods require different permissions to run. For example, the agentless method 

supports delegated permissions as outlined in the User Guide. The agentless method may not restore some 

attributes, depending on the operating system and service pack level, namely user passwords and SIDHistory, as 

these attributes cannot be set using ADSI. In order to restore these attributes using the agentless method, you 

can configure the Active Directory schema to store these attributes in the object tombstone as described in the 

User Guide. 

Can I undelete a mailbox-enabled user? 
Yes, you can undelete mailbox-enabled users with the online restore function of Recovery Manager for Active 

Directory. When you undelete a mailbox-enabled user within the mailbox retention period, the user’s access to 

the mailbox is also restored. 

After a user is deleted, the Exchange Server retains the user’s mailbox for a specified period, before permanently 

deleting the mailbox. If the mailbox retention period has expired, the mailbox access associated with the 

undeleted user is not recovered. Recovery Manager for Active Directory cannot restore mailboxes that have been 

permanently deleted. 

In the Group Policy Restore Wizard, a GPO link 

is shown as deleted, but the link actually exists 

in Active Directory. What’s wrong? 
If a link’s No Override option or Disabled option has been changed, Recovery Manager for Active Directory treats 

the link as having been deleted, and assumes that a new link was created with new options. This behavior is by 

design. 

What is a primary restore of the SYSVOL? 
A primary restore is intended to recover the initial member of the SYSVOL replica set, only when the entire 

replica set has been lost. A primary restore should therefore not be used if there are two or more operational 

domain controllers in the domain. If there are other members in the replica set with which the restored SYSVOL 

can synchronize, a primary restore should not be performed, as it disrupts the replication of SYSVOL data. 

For more information about primary restore, see the Microsoft article “Authoritative, Primary, and Normal 

Restores” at https://technet.microsoft.com. 

https://technet.microsoft.com/
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How do I change the Backup Agent port 

number? 
Recovery Manager for Active Directory uses a TCP port to communicate with Backup Agent installed on the 

target domain controllers to be backed up. To change the Backup Agent port number, perform the following 

procedures. 

On each target domain controller to be backed up, perform the following steps: 

1. Start Registry Editor (Regedit.exe), and then locate the registry key: 

HKLM\SYSTEM\CurrentControlSet\Services\ErdAgent 

2. In the details pane, double-click the ImagePath value, and in the Value data text box, specify 

the port number in the following way: 

%SystemRoot%\RecoveryManagerAD\ErdAgent.exe -I -P:3899 

In this example, Backup Agent will use port 3899. When finished, click OK. 

3. Close Registry Editor. 

4. Restart the Backup Agent service. 

Start the Recovery Manager for Active Directory Console (snap-in), and then perform the following steps: 

1. In the console tree, select the node Recovery Manager for Active Directory, and then on the 

Action menu, click Settings. 

2. On the Ports tab, select the Connect to Backup Agent using a specific TCP port. check box, 

and then specify the port number in the Port text box. 

3. Click OK to close the Recovery Manager for Active Directory Properties dialog box. 

IMPORTANT If you are using a firewall, the specified TCP port must be opened. You must specify the 

same port number for all target domain controllers to be backed up. 

Best practices for using Computer 
Collections 
It is recommended to add computers to the same Computer Collection if you want to do any of the following: 

• Back up the same System State components on all these computers. 

• Apply the same backup storage policy to all these computers. 

For instance, you may want to store domain controller backups in one central location accessible to the Recovery 

Manager Console over a fast link. This scenario eliminates the need to copy the backups across the network 

before running an online restore operation and allows you to centrally manage the restore. 

• Set up the same backup creation schedule for all these computers. 

The following diagram provides an example of using Computer Collections: 
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Example of Using Computer Collections 

In this example, the Recovery Manager Console is installed in the London site. Computer Collections 1, 2, and 3 

include all domain controllers from the Tokyo, London, and New York sites, respectively. Computer Collection 4 

includes two domain controllers from the London site. Backups of these two domain controllers are accessible to 

the Recovery Manager Console via a fast link and can be used to perform selective online restores of Active 

Directory objects. 

Best practices for creating backups 
This section provides some best practices for backing up Active Directory data using Recovery Manager for 

Active Directory. 

Develop a backup and restore plan 
It is recommended to follow these rules to prevent Active Directory failure: 

• Use only reliable and tested hardware, such as hard disks and uninterruptible power supply. 

• Test any new configuration in a test lab before deploying it in your production environment. 

• Ensure that each domain in your Active Directory forest has at least two domain controllers. 

• Keep detailed logs about the health state of Active Directory on a daily basis, so that in case of a 

forestwide failure you could identify the approximate failure time. 

Determine which domain controllers to back up 

and how often 
To perform an online restore of deleted or corrupted Active Directory objects, it is recommended to back up at 

least two domain controllers in each domain for redundancy. If you intend to restore cross-domain group 

memberships, then it is also necessary to back up a global catalog server. The global catalog server backup 
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must be created with the option When backing up Global Catalog servers, collect group membership 

information from all domains within the Active Directory forest enabled on the Advanced tab of the 

Computer Collection Properties dialog box. 

It is recommended that you back up your domain controllers on at least a daily basis. In any case, back up all 

domain controllers each time you make important changes to your environment. 

Methods for deploying Backup Agent 
Recovery Manager for Active Directory employs a Backup Agent to back up data on remote domain controllers. 

The Backup Agent must be deployed on each remote domain controller where you want to back up Active 

Directory data. 

There are two methods to deploy the Backup Agent: 

• Have Recovery Manager for Active Directory automatically deploy the Backup Agent before 

starting a backup creation operation and automatically remove the Agent after the operation is 

complete. 

• Manually preinstall the Backup Agent on all target domain controllers where you want to back up 

Active Directory data. 

The latter method allows you to: 

• Perform a backup operation without having domain administrator privileges. It is sufficient if 

Recovery Manager for Active Directory runs under a backup operator's credentials. 

• Reduce network traffic when backing up a Computer Collection. 

• Back up domain controllers in domains that have no trust relationships with the domain where 

Recovery Manager for Active Directory is running, solving the so-called “no trust” problem. 

NOTE To preinstall Backup Agent, you can either use the Backup Agent Setup Wizard or perform a silent 

installation. For more information, refer to the Quick Start Guide supplied with this release of 

Recovery Manager for Active Directory®. 

Retain recent backups 
If you create full backups on a daily basis as recommended earlier in this document, you should configure a 

backup retention policy to maintain the backups created in the last two weeks (14 last backups for each domain 

controller). This approach will provide you with a sufficient number of backups to recover from an Active Directory 

failure that remained undetected for some time. For information on how to configure a backup retention policy, 

refer to the User Guide supplied with this release of Recovery Manager for Active Directory. 

In addition to the retained backups, you can also archive at least one domain controller backup on a weekly 

basis. This will allow you to retrieve Active Directory data (for instance, deleted objects) from a period past the 

recent backup history you retain. Make sure that these archived backups cover the entire tombstone lifetime 

period (180 days by default). 

For security reasons, keep at least one copy of each backup off-site in a properly controlled environment in order 

to protect it from possible attacks by malicious individuals via the network. 

Where to store backups 
For each Computer Collection, you can specify where to store the Collection’s backup files. You can store 

backups on the computer running Recovery Manager for Active Directory, the domain controller being backed up, 

or any available network share. 
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This section provides general recommendations where to store backups to be used in specific restore scenarios, 

such as granular online restore of directory objects, complete offline restore of Active Directory, or Active 

Directory forest recovery. 

For more information on how to specify backup storage settings, see the User Guide supplied with this release of 

Recovery Manager for Active Directory. 

Storing backups for granular online or complete offline 

restores 
The following diagram shows the recommended method for storing the backups you plan to use for granular 

online restores of directory data or complete offline restores of Active Directory: 

 

Figure: Backups for Granular Online or Complete Offline Restores 

It is recommended that you store such backups in a central backup storage accessible to the Recovery Manager 

Console via a fast and reliable link. Such a link is required because during a restore operation backup files may 

be copied or unpacked from the central backup storage to the computer where you are using the Recovery 

Manager Console. 

Storing backups for forest recovery 
The following diagram shows the recommended method for storing the backups you plan to use for forest 

recovery operations: 
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Figure: Backups for Forest Recovery 

If you intend to use Recovery Manager for Active Directory to recover the entire Active Directory forest or specific 

domains in the forest, it is recommended that you store each backup file on the domain controller being backed 

up. This will considerably decrease the network utilization during backup operations and speed up the recovery 

process. On top of that, storing backup files on target domain controllers simplifies the permissions required to 

access those files. 

Ports Used by Recovery Manager for 
Active Directory 
This section provides information about the communication ports required to work with Recovery Manager for 

Active Directory. 
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Backup wizard 
The Backup Wizard helps you create backups of domain controllers' Active Directory components, including 

Active Directory and Group Policy data. With this wizard you can select domain controllers whose Active 

Directory is to be backed up, specify where to store backups, run backup immediately or schedule it for later, 

view and modify backup options. 

The wizard has the following steps: 

• What to Back Up 

• Where to Store Backups 

• When to Back Up 
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• Computer Collection Name (optional) 

• Completing the Backup Wizard 

What to Back Up 
Use this page to select computers whose Active Directory components you want the wizard to back up. You can 

back up selected computers or computers that reside in a specific container. 

• Selected objects. The Selected objects list includes the names and descriptions of computers 

and containers the wizard will process. You can modify the list using the Add and Remove 

buttons. 

• Add. When you click Add, the wizard presents you with these commands: 

▪ Domain Controller. Selects and adds domain controllers by name. 

▪ Container. Selects and adds a container. The wizard will back up all computers 

that are in that container. 

▪ AD LDS (ADAM) Host. Selects and adds AD LDS (ADAM) hosts by name. 

▪ Import Computers. Use a text file, one computer name per line, to add computers 

to the list. 

• Remove. Removes the selected entries from the Selected objects list. 

To add a computer by name 

1. Click Add and then click Add Computer. 

2. In the Select Computers dialog box, supply the name of the computer you want to add to the 

list. 

With the Select Computers dialog box, you can select multiple computers. The Select Computers dialog box 

only allows you to add computers by computer account name. If you want to add computers by IP address, DNS 

name, or NetBIOS name, use an import file. 

To add computers using an import file 

1. Create a text file that contains computer names, one name per line. 

2. Click Add and then click Import Computers. 

3. Use the Open dialog box to locate and open the text file. 

To add a container 

1. Click Add and then click Add Container. 

2. In the Domain box, select or type the DNS name of a domain. If you typed the DNS name, click 

Connect to refresh the tree in the Containers box. 

3. In the Containers box, select the container to add. 

If you select computers or containers before starting the Backup Wizard, the Selected objects list includes the 

objects you have selected. 
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Where to Store Backups 
Use this page to specify the path and name format for backup files. 

• Backup file path and name format. Provides a space for you to specify format for paths and 

names of .bkf files where you want the wizard to store backups. You can use UNC names to 

store backups in a shared network folder. The path format may include optional expressions that 

enable the automatic creation of subfolders. The file name format may also include expressions. 

For example, you might specify C:\DIRNAME\%COMPUTERNAME%\%DATETIME%. 

As a result, backups for different computers will be saved in separate subfolders named by a 

computer name. In addition, the file name of each backup will be composed of the date and time 

of the backup creation. 

• Expression. Click this button to specify optional path and file name notations in Backup file 

path and name format. You can choose the following expressions: 

▪ Default backup storage (%BACKUPS%). Path to the default backup storage 

folder. Unless modified during the installation of Recovery Manager for Active 

Directory, it points to the folder %AllUsersProfile%\Application 

Data\Quest\Recovery Manager for Active Directory\Backups. 

▪ Domain (%DOMAIN%). Name of the home domain of the computer being backed 

up. 

▪ Computer name (%COMPUTERNAME%). Name of the computer being backed 

up. 

▪ Date and Time (%DATETIME%). Date and time of the backup creation. 

• Browse. Click this button to locate the folder where backups are to be stored. 

• Sample path and file name matching the specified format. This box displays an example of 

the path and file name that matches the format string supplied in Backup file path and name 

format. 

When to Back Up 
Use this page to specify whether to run the backup job immediately after finishing the wizard or schedule the 

backup job for later. 

• Now. Select this option if you want to run the backup job immediately after you close the wizard. 

• Create and retain Computer Collection for the selected computers. Select this check box if 

you want the wizard to create a Computer Collection that includes all objects you have selected 

on the What to Back Up page. Normally, if you select the Now option, the wizard does not 

create a Computer Collection. 

• Later (configure backup scheduling). Select this option if you want to schedule the backup 

job. 

• Schedules for the backup creation task. This box displays a list of schedules for the backup 

job. To add and remove schedules, click the Change button next to this box. 
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• Change. Click this button to modify the Schedules for the backup creation task list. In the 

dialog box that appears on the screen, select the Show multiple schedules check box and 

specify new schedules or delete existing schedules. 

• User account under which the scheduled task will run. This box identifies the user account 

under which Task Scheduler will perform the backup job. To change the user account, click the 

Change button next to this box. 

Computer Collection Name (optional) 
Use this page to provide the name for a new Computer Collection created by the wizard. This page appears after 

you select either of these options on the When to Back Up page: Create and retain Computer Collection for 

the selected computers or Later (configure backup scheduling). 

• Collection name. In the Collection name box, the wizard displays the default name for the new 

Computer Collection. You can modify the name. After you complete the wizard, the new 

Computer Collection is created and it includes all objects you have selected on the What to Back 

Up page. 

Completing the Backup Wizard 
Use this page to view and modify additional backup creation and logging settings. 

• Advanced. When you click Advanced, the wizard displays the Properties dialog box, which is 

similar to that described in Properties for an existing Computer Collection. The wizard creates 

backups using the settings you can view and modify in the Properties dialog box. The wizard 

also uses these settings when creating a new Computer Collection. By default, the wizard uses 

the default settings for Computer Collections you can view and modify with the Collection 

Defaults command. The Collection Defaults command appears on the Action menu when you 

select the Computer Collections node in the Recovery Manager Console tree. 

• Finish. Closes the wizard and starts or schedules the backup job 

Online Restore Wizard 
The Online Restore Wizard helps you recover Active Directory objects deleted or modified since the backup. With 

this wizard you can selectively restore individual directory objects and object attributes from an Active Directory 

backup, compare a backup with Active Directory, compare two backups taken from the same domain controller. 

The wizard has the following steps: 

• Wizard Operation Mode 

• Domain Selection 

• Backup Selection 

• Backup for Comparison (optional) 

• Unpacked Backups Folder Selection 

• Backup Data Preparation 
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• Domain Access Options 

• Objects to Be Processed 

• Operation Selection 

• Processing Options 

• Additional Options 

• Operation Start 

• Operation Progress 

• Operation Option 

• Objects to Be Restored 

• Where to Restore Deleted Objects 

• Operation Results 

• Completing the Online Restore Wizard 

Wizard Operation Mode 
Use this page to choose whether to perform a restore along with reporting changes or only compare two Active 

Directory backups taken from the same domain controller. 

• Compare, restore, and report changes in Active Directory. With this option, the wizard 

performs per-attribute comparison of selected objects between a backup and Active Directory, 

and allows you to proceed to the object restore. 

• Compare two backups and report the differences. With this option, the wizard performs per-

attribute comparison of selected objects between two Active Directory backups taken from the 

same domain controller. 

Domain Selection 
Use this page to view a list of domains for which Active Directory backups are available in Recovery Manager for 

Active Directory and select the domain where you want the wizard to restore Active Directory objects. 

• Domains. Displays a list of domains for which Active Directory backups are available in 

Recovery Manager for Active Directory. From the list, select the domain where you want the 

wizard to restore Active Directory objects, and then click Next. In the next step, the wizard lists 

available backups of domain controllers for that domain. 

• Register. The Domains list only includes the domains for which Active Directory backups are 

registered in the backups registration database. To perform a restore to another domain, click 

Register, and then click one of the following items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 
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▪ Register Offline Active Directory Database. Registers Active Directory database 

(ntds.dit file) unpacked from a backup created with third-party backup tools. 

Backup Selection 

NOTE For Online Restore Wizard, Recovery Manager for Active Directory supports DC backups even if a 

DC, where the backups have been done, has been removed from the domain or renamed. The 

exception is the old computer object, or any other object directly or indirectly linked to the old 

computer object. For instance, if a user upgrades the operating system on a DC, renames it, and 

wants to use the old backup collected before changes in the environment were made - this scenario 

is not supported. 

Use this page to view a list of Active Directory backups that are registered in the Recovery Manager for Active 

Directory backup registration database for the selected domain, if any, and select a backup. 

• Registered backups. Lists registered Active Directory backups for the selected domain, if any. 

From this list, select the backup you want the wizard to use, and then click Next. In the list, each 

entry includes the following fields: 

▪ Backup Age. Indicates how old the backup is. Active Directory does not allow 

using a backup whose age exceeds the Active Directory tombstone lifetime (default 

is 180 days). 

▪ Created. Displays the date when the backup was created. 

▪ DC. Displays the computer name of the domain controller; the backup contains 

directory object data retrieved from that domain controller. 

▪ Media. Displays the path and name of the backup file. 

The list only includes the backups that are registered in the Recovery Manager for 

Active Directory backup registration database. Recovery Manager for Active 

Directory allows you to use backups created by applications that store backups in 

Microsoft Tape Format (MTF), such as Windows Backup or Veritas Backup Exec. 

To use a backup of this kind, click Register. 

• Register. To register additional backups, click Register, and then click one of the following 

items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

▪ Register Offline Active Directory Database. Registers Active Directory database 

(ntds.dit file) unpacked from a backup created with third-party backup tools. 

Backup for Comparison (optional) 
Use this page to select a backup to compare with the previously selected one. This window appears after you 

select the Compare two backups and report the differences option on the Wizard Operation Mode page. 

• Registered backups. Provides a list of registered Active Directory backups for the selected 

domain. In the list, each entry includes the following fields: 
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▪ Backup Age. Indicates how old the backup is. Active Directory does not allow 

using a backup whose age exceeds the Active Directory tombstone lifetime. 

▪ Created. Displays the date when the backup was created. 

▪ DC. Displays the computer name of the domain controller; the backup contains 

directory object data retrieved from that domain controller. The wizard will connect 

to the domain controller that corresponds to the entry you have selected. 

▪ Media. Displays the path and name of the backup file. 

• Register. To register additional backups, click Register, and then click one from the following 

items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

▪ Register Offline Active Directory Database. Registers Active Directory database 

(ntds.dit file) unpacked from a backup created with third-party backup tools. 

Only backups of the same domain controller can be compared. The first of the selected backups must be older 

than the second one. 

Unpacked Backups Folder Selection 
Use this page to optionally change the folder where Recovery Manager for Active Directory will unpack the 

selected backup. 

• Path to store unpacked backups. Displays the path to the folder currently used to keep 

unpacked backups. Each unpacked backup will be saved in a separate subfolder of that folder. 

To leave that path unchanged, click Next. To specify other path, type the path to a new folder or 

click Browse to select it. When finished, click Next. 

Your changes will not affect the default settings for unpacked backups. 

Backup Data Preparation 
This page enables you to view the progress of the backup extraction. To stop the unpack process, click Cancel. 

You can also have the wizard keep the extracted data for future use. 

• Keep extracted data after completing the wizard. When this check box is selected, the wizard 

saves the extracted DIT database in a temporary folder, so you can reuse this information for 

subsequent starts of the Online Restore Wizard, Online Restore Wizard for AD LDS (ADAM), or 

Group Policy Restore Wizard. The temporary folder is specified using the Unpacked Backups 

tab in the Recovery Manager for Active Directory Properties dialog box. When this check box 

is cleared, the extracted data is erased when you close the wizard. Because the unpacking 

process is a lengthy operation, you should not close the wizard unless you are sure that no 

additional objects need to be compared or restored within the current session. 
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Domain Access Options 
Use this page to specify a way the target domain to be accessed. 

• Use agentless method to access domain controller 

When selected, ensures that only LDAP functions are used to access the domain controller. 

When you leave this check box cleared, the restore is performed using Restore Agent. For more 

details about agentless or agent-based method, refer Using agentless or agent-based method. 

• Target domain controller 

Displays the DNS name of the target domain controller for the restore operation. By default, the 

wizard uses the domain controller from which the backup was created. To choose the target 

domain controller, click Browse, and then complete the Select Domain Controller dialog box. 

• Account used to access the target domain controller 

Displays the user account with which Recovery Manager for Active Directory will access the 

target domain controller. By default, the wizard accesses the domain controller with the account 

under which Recovery Manager for Active Directory is running. To choose a different account, 

click Change, and then complete the Select Account dialog box. 

• Automatically configure Windows Firewall 

When selected, the Windows Firewall settings will be configured automatically for the online 

restore operation. 

Objects to Be Processed 
Use this page to select Active Directory objects to be processed. 

• Objects. Lists the objects the wizard will process. The Name column displays the object’s 

distinguished name. 

• Add. Adds objects to the Objects list. Click this button, and then, on the shortcut menu, click 

Find, Browse, or Import to specify the objects you want to add. 

• Remove. Removes selected objects from the Objects list. 

• Properties. Displays the Properties dialog box, allowing you to view the attribute values of 

objects you select from the Objects list. 

To add objects to the Objects list 

• Click Add, and then complete the steps related to the action you want to perform: 

Search for objects in the backup 

1. On the menu, click Find. 

2. Use the dialog box that opens to search for object. 

3. Once your search completes, under Search results, select the check boxes next to the objects 

you want to add. 

4. Click OK. 
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Browse for and select an object 

1. On the menu, click Browse. 

2. Use the dialog box that opens to browse for and select the object you want to add. 

3. Click OK. 

Import objects from an import file 

1. On the menu, click Import. 

2. Use the dialog box that opens to browse for and select the import file that specifies the objects 

you want to add. 

3. Click OK. 

The import file must have the .txt format. You can specify one object per line in the import file. To specify an 

object in the file, use one of the following: 

• Distinguished name (DN) 

• sAMAccountName attribute value 

• User principal name (UPN) 

• Logon name 

When preparing an import file, you must escape reserved characters by prefixing such characters with a 

backslash (). The reserved characters that must be escaped include: 

• < > \ " + , 

• space or # character at the beginning of a string 

• space character at the end of a string 

Other reserved characters, such as the equals sign (=) or non- UTF-8 characters, must be encoded in 

hexadecimal by replacing the character with a backslash followed by two hex digits. 

To view values of the object attributes 

• Select an object from the Objects list, and then click Properties. 

The wizard displays the Properties dialog box. The Attributes box inside the Properties dialog box lists 

attributes of the selected object and displays the values each attribute has in the backup and in Active Directory. 

The elements of the Properties dialog box are defined as follows: 

• Show changed attributes only. When selected, the Attributes list displays only the attributes 

that have been changed since the time the backup was created. 

• Show all possible attributes. When selected, the Attributes list displays all possible attributes 

of the selected object. 

• Include attributes with empty values. When selected, the Attributes list includes the 

attributes that have empty values. 

In the Attributes list, each entry includes the following fields: 

• Attribute. Displays the LDAP display name of an attribute. When the value in the backup differs 

from the value in Active Directory, the attribute is labeled with a red exclamation sign icon. 

Otherwise, it is labeled with a green tick icon. 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
181 Appendices 

 

• Value in Backup. Displays the value the attribute has in the backup. 

• Value in Active Directory. Displays the value the attribute has in Active Directory, if the object 

exists in Active Directory. 

Operation Selection 
Use this page to specify what you want to do with the objects you selected. 

• Compare, analyze, and, optionally, restore. With this option, the wizard performs per-attribute 

comparison of selected objects between a backup and Active Directory, and allows you to 

proceed to the object restore. 

• Restore (skip compare analysis). This option allows you to proceed to the restore of the 

objects specified on the previous page of the wizard. 

Processing Options 
Use this page to specify whether to process the objects' child objects and how to process object attributes. 

• Child objects processing. In this area, you can use the following elements: 

▪ Process no child objects. Processes only the selected objects. 

▪ Process all child objects. Processes the selected objects and all their child 

objects. 

▪ Process child objects of selected types. Processes the selected objects and 

their child objects of the types you specify using the Select Object Types button. 

▪ Select Object Types. Allows you to select the child object types to be processed. 

For more information, see Select Object Types. 

• Attribute-level processing. In this area, you can use the following elements: 

▪ Process all attributes. Processes all object attributes. When performing a restore 

with this option, the wizard only restores the attributes that were modified since the 

backup time. The wizard does not affect other attributes. 

▪ Process selected attributes. Processes selected object attributes. Use the Select 

Attributes button to specify the attributes to be processed. You can process 

selected attributes only if child objects are not selected for processing. 

▪ Select Attributes. Allows you to specify what object attributes the wizard will 

process. From more information, see Select Attributes to Be Processed. 

Select Object Types 
The Select Object Types dialog box enables you to specify types of child objects you want the wizard to 

process. 

• Object types. Lists types of the child objects for the selected container. In the list, select the 

check boxes next to the object types you want the wizard to process. When finished, click OK. 
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• Show all object types. When selected, causes the Object types list to display the advanced 

object types. 

Select Attributes to Be Processed 
The Select Attributes to Be Processed dialog box allows you to select attributes of the specified directory 

object. The Online Restore Wizard will process only the attributes you select in this dialog box. 

• Attributes. Lists attributes of the directory object you selected. In the list, select check boxes 

next to attribute names. When finished, click OK. The entries in the upper part of the Attributes 

list allow you to select groups of attributes. For example, when you select Address Information, 

all attributes relating to the user addresses are selected. 

• Show all possible attributes. When selected, causes the Attributes list to display all attributes 

of the selected object. 

• Clear all. Clears all check boxes in the Attributes list. 

Additional Options 
Use this page to specify whether or not you want to generate a comparison or restore report and what 

information you want to include in the report. 

• Generate report. When this check box is selected, the wizard generates a report based on the 

settings you have specified. 

• Report changed objects only. When this checkbox is selected, the comparison report includes 

information about only the objects that have been changed since the time of the backup, and the 

restore report includes information only about the objects that the wizard has modified or 

undeleted during the restore. 

• Report changed attributes only. When this checkbox is selected, the comparison report 

includes information about only the object attributes that have been changed since the time of 

the backup, and the restore report includes information only about the object attributes the 

wizard has modified during the restore. 

• Include Change Auditor "Who" data in reports. When this checkbox is selected, the 

comparison report includes the information on users who modified certain Active Directory 

objects. To use this option, you must have Change Auditor for Active Directory installed in the 

home Active Directory forest of Recovery Manager for Active Directory. 

• Include subsequent changes from CA on deleted objects. When this option is selected, 

Recovery Manager for Active Directory restores deleted object(s) and continuously restores the 

last change (if any) that was made to the object attributes after creating the backup, using data 

from the Change Auditor database.  

• Database. Allows you to specify the name of Change Auditor database. 

To specify the CA database server, instance, port, and name, use the following format: <Server 

Name>\<Instance Name>,<Port>\<Database Name>. Example: 

testserver.domain.com\testinstance,1432\ChangeAuditorDB 

For details about the Change Auditor-related options, see Integration with Change Auditor for Active Directory. 
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Operation Start 
This page enables you to review settings you have specified in the previous steps of the wizard. To start the 

operation, click Next. To change the wizard settings, click Back. 

Operation Progress 
This page shows the progress of the operation and lets you see a summary of the comparison results or a 

summary of changes made to Active Directory during the restore process. 

• Objects total. The number of objects the wizard has processed. 

• Different objects/Restored objects. Different objects shows the number of compared objects 

for which the wizard has detected differences. Restored objects shows the number of objects the 

wizard has restored in Active Directory. 

• Errors occurred. The number of errors the wizard has encountered during the operation. Use 

the Export errors… button to save the error data in CSV format. 

Password Settings 
This dialog box enables you to specify the password and password settings for the user account you restore 

using the Online Restore Wizard. 

The dialog box has the following elements: 

• Specify the new password. Select this option if you want to set a new password for the user 

account to be restored. 

▪ New password. Provides a space for you to type a case-sensitive password up to 

127 characters. 

▪ Confirm new password. Provides a space for you to retype the password to 

confirm the spelling. 

• Leave the password unchanged. Select this option if you want to leave the user password 

unchanged. When you select this option, the restored user account can be disabled if its 

password does not meet the password policy requirements. 

• Additional options. Select this check box to specify additional settings for user password. 

▪ Disable user account. Select this check box to disable the user account. 

▪ User must change password at next logon. Select this check box to require 

users to change their passwords the next time they log on. 

• Apply these settings to all restored users. Select this check box to apply the specified 

password settings for all user accounts to be restored from the selected backup. 

Operation Option 
Use this page to analyze comparison reports and proceed to restore after the comparison was made. 

• View Report Click to view comparison reports. The report is viewed and managed with Quest 

Reports Viewer or with Microsoft SQL Server Reporting Services. The application used for 
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generating, managing and viewing the reports was specified while installing Recovery Manager 

for Active Directory 

▪ The Comparison report provides the following information: 

 

▪ Old value column shows data from the backup or Change Auditor 

database. 

▪ New value column shows changes that occurred in Active Directory 

since the last backup. 

▪ Modified by column provides information on who modified particular 

Active Directory objects (only if you use integration with Change 

Auditor) 

▪ The Restore report provides the following information: 
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▪ Old value column shows changes that occurred in Active Directory 

since the last backup. 

▪ New value column shows data that were restored from the backup or 

Change Auditor database 

▪ Modified by column provides information on who modified particular 

Active Directory objects (only if you use integration with Change 

Auditor) 

• Proceed to restore. To proceed to a restore of the selected objects, select this check box and 

then click Next. To quit the wizard without performing a restore, leave this check box cleared 

and then click Next. 

Objects to Be Restored 
Use this page to view values of object attributes and select Active Directory objects to be restored. 

• Objects. Lists the objects the wizard will process. The Objects list includes only the objects for 

which the comparison has detected differences. The Name column displays the object’s 

distinguished name. 

• Properties. Displays the Properties dialog box, allowing you to view the attribute values of 

objects you select from the Objects list. 

• Select All.Selects all objects from the Objects list. 

• Clear All. Clears all check boxes under Objects. 
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To select objects to be restored 

• Select check boxes in the Objects list, and then click Next. 

You can use the drop-down list to filter objects in the Objects list. You can also select and deselect all objects by 

clicking the Select All and Clear All buttons. 

To view values of the object attributes 

• Select an object from the Objects list, and then click Properties. 

The wizard displays the Properties dialog box. The Attributes box inside the Properties dialog box lists 

attributes of the selected object and displays the values each attribute has in the backup and in Active Directory. 

The elements of the Properties dialog box are defined as follows: 

• Show changed attributes only. When selected, the Attributes list displays only the 

attributes that have been changed since the time the backup was created. 

• Show all possible attributes. When selected, the Attributes list displays all attributes 

of the selected object. 

• Include attributes with empty values. When selected, the Attributes list displays the 

attributes that have empty values. 

In the Attributes list, each entry includes the following fields: 

• Attribute. Displays the LDAP display name of an attribute. 

• Value in Backup. Displays the value the attribute has in the backup. 

• Value in Active Directory. Displays the value the attribute has in Active Directory, if the 

object exists in Active Directory. 

Where to Restore Deleted Objects 
Use this page to specify a container where to restore the objects selected on the previous page of the wizard. 

• Restore deleted objects to their original containers (default). With this option, the wizard 

restores the selected objects to their original container. 

• Specify a destination container for restoration of deleted objects. This option allows you 

specify the destination container for restoration of the deleted objects. Select that container with 

the Browse button. If you select the Show advanced objects option in the Browse and Select 

a Container dialog, the objects can be restored to the containers that reside in the Configuration 

and Schema directory partitions. 

Operation Results 
Use this page to view or save the restore report. Click View Report to view comparison reports. The report is 

viewed and managed with Quest Reports Viewer or with Microsoft SQL Server Reporting Services. The 

application used for generating, managing and viewing the reports was specified while installing Recovery 

Manager for Active Directory. 
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Completing the Online Restore Wizard 
This is the final page of the wizard. Click Back to select and compare/restore additional objects or click Finish to 

close the Online Restore Wizard. After you select a backup on the Backup Selection page, the wizard prepares 

temporary data, unpacking the backup. This is a lengthy operation. The prepared data is erased when you close 

the wizard, unless you have selected the Keep extracted data after completing the wizard check box on the 

Backup Data Preparation page. 

Online Restore Wizard for AD LDS 
(ADAM) 
The Online Restore Wizard for AD LDS (ADAM) helps you recover AD LDS (ADAM) objects deleted or modified 

since the backup. With this wizard you can selectively restore individual directory objects and object attributes 

from an Active Directory backup, compare a backup with Active Directory, and compare two backups taken from 

the same domain controller. The wizard has the following steps: 

• Wizard Operation Mode 

• AD LDS (ADAM) Instance Selection 

• Backup Selection 

• Backup for Comparison 

• Unpacked Backups Folder Selection 

• Backup Data Preparation 

• AD LDS (ADAM) Access Options 

• Objects to Be Processed 

• Processing Options 

• Reporting Options 

• Operation Start 

• Operation Progress 

• Operation Option 

• Objects to Be Restored 

• Operation Results 

• Completing the Online Restore Wizard for AD LDS (ADAM) 

Wizard Operation Mode 
Use this page to choose whether to perform restore and report changes or only compare two AD LDS (ADAM) 

backups taken from the same AD LDS (ADAM) instance. 
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• Compare, restore, and report changes in AD LDS (ADAM). With this option, the wizard 

performs per-attribute comparison of selected objects between the backup and AD LDS (ADAM), 

and allows you to proceed to the object restore. 

• Compare two backups and report the differences. With this option, the wizard performs per-

attribute comparison of selected objects between two AD LDS (ADAM) backups taken from the 

same AD LDS (ADAM) instance. 

AD LDS (ADAM) Instance Selection 
Use this page to view a list of AD LDS (ADAM) instances for which backups are available in Recovery Manager 

for Active Directory and select the instance where you want the wizard to restore AD LDS (ADAM) objects. 

• AD LDS (ADAM) instances. Lists AD LDS (ADAM) instances for which backups are available in 

Recovery Manager for Active Directory. From the list, select the instance where you want the 

wizard to restore AD LDS (ADAM) objects, and then click Next. In the next step, the wizard lists 

available backups for this instance. 

• Register. The AD LDS (ADAM) instances list only includes the instances for which backups are 

registered in the Recovery Manager for Active Directory configuration database. 

To perform a restore to another AD LDS (ADAM) instance 

• Click Register, and then click one from the following items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

▪ Register Offline AD LDS (ADAM) Database. Registers AD LDS (ADAM) 

database (adamntds.dit file) unpacked from a backup created with third-party 

backup tools. 

Backup Selection 
Use this page to view a list of backups that are registered in the Recovery Manager for Active Directory 

configuration database for the selected AD LDS (ADAM) instance, if any, and select a backup. 

• Registered backups. Lists registered backups for the selected AD LDS (ADAM) instance, if 

any. From this list, select the backup you want the wizard to use, and then click Next. In the list, 

each entry includes the following fields: 

▪ Backup Age. Indicates how old the backup is. Active Directory does not allow 

using a backup whose age exceeds the Active Directory tombstone lifetime. 

▪ Created. Displays the date when the backup was created. 

▪ Media. Displays the path and name of the backup file. 

The list only includes the backups that are registered in the Recovery Manager for Active Directory configuration 

database. In the Online Restore Wizard, you can also use backups created by applications that store backups in 

Microsoft Tape Format (MTF), such as Windows Backup or Veritas Backup Exec. To use a backup of this kind, 

select Register. 
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• Register. To register additional backups, click Register, and then click one from the following 

items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

▪ Register Offline AD LDS (ADAM) Database. Registers AD LDS (ADAM) 

database (adamntds.dit file) unpacked from a backup created with third-party 

backup tools. 

Backup for Comparison 
Use this page to select a backup to compare with the previously selected one. This window appears after you 

select the Compare two backups and report the differences option in the Wizard Operation Mode window. 

• Registered backups. Provides a list of registered AD LDS (ADAM) backups for the selected AD 

LDS (ADAM) instance. In the list, each entry includes the following fields: 

▪ Backup Age. Indicates how old the backup is. Active Directory does not allow 

using a backup whose age exceeds the Active Directory tombstone lifetime. 

▪ Created. Displays the date when the backup was created. 

▪ Media. Displays the path and name of the backup file. 

• Register. To register additional backups, click Register, and then click one from the following 

items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

▪ Register Offline AD LDS (ADAM) Database. Registers AD LDS (ADAM) 

database (adamntds.dit file) unpacked from a backup created with third-party 

backup tools. 

Only backups of the same AD LDS (ADAM) instance can be compared. The first of the selected backups must be 

older than the second one. 

Unpacked Backups Folder Selection 
Use this page to optionally change the folder where Recovery Manager for Active Directory will unpack the 

selected backup. The Path to store unpacked backups box displays the path to the folder currently used to 

keep unpacked backups. Each unpacked backup will be saved in a separate subfolder of that folder. To leave 

that path unchanged, click Next. To specify other path, type the path to a new folder or click Browse to select it. 

When finished, click Next. Your changes will not affect the default settings for unpacked backups. 
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Backup Data Preparation 
This page enables you to view the progress of the backup extraction. To stop the unpack process, click Cancel. 

You can also have the wizard keep the extracted data for future use. When the Keep extracted data after 

completing the wizard check box is selected, the wizard saves the extracted DIT database in a temporary 

folder, so you can reuse this information for subsequent starts of the Online Restore Wizard or Group Policy 

Restore Wizard. The temporary folder is specified using the General tab of the Unpacked Backups Policy 

dialog box. When this check box is cleared, the extracted data is erased when you close the wizard. Because the 

unpacking process is a lengthy operation, you should not close the wizard unless you are sure that no additional 

objects need to be compared or restored within the current session. 

AD LDS (ADAM) Access Options 
This page allows you to specify the target AD LDS (ADAM) instance and account used to access that instance. 

• Target AD LDS (ADAM) instance. Displays the name of the AD LDS (ADAM) instance for the 

restore operation. By default, the wizard uses the AD LDS (ADAM) instance from which the 

backup was created. To specify a different instance, click Browse, and then complete the Select 

AD LDS (ADAM) Instance dialog box. 

• Browse. Opens the Select AD LDS (ADAM) Instance dialog box that allows you to select the 

target AD LDS (ADAM) instance for the restore operation. 

• Port number. Displays the port number used by AD LDS (ADAM). 

• Account used to access the AD LDS (ADAM) instance. Displays the user account used to 

access the target AD LDS (ADAM) instance. To specify a different account or a different AD LDS 

(ADAM) instance to connect to, click Change. 

• Change. Opens the Connect to AD LDS (ADAM) dialog box that allows you to specify the 

target AD LDS (ADAM) instance and the user account used to connect to that instance. 

Objects to Be Processed 
Use this window to select AD LDS (ADAM) objects to be processed. 

• Objects. Lists the objects the wizard will process. The Name column displays the object’s 

distinguished name. 

• Add. Adds objects to the Objects list. Click this button, and then, on the shortcut menu, click 

Find, Browse, or Import to specify the objects you want to add. 

• Remove. Removes selected objects from the Objects list. 

• Properties. Displays the Properties dialog box, allowing you to view the attribute values of 

objects you select from the Objects list. 

To add objects to the Objects list 

1. Click Add, and then do one of the following: 

• On the shortcut menu, click Find and use the Find and Select Objects in Backup 

dialog box to search for objects in the backup. Under Search results, select objects 

by selecting check boxes next to object names. 
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• On the shortcut menu, click Browse and use the Browse and Select Object in 

Backup dialog box to browse the directory tree and select an object. 

• On the shortcut menu, click Import and use the Open dialog box to locate and 

open the import file that contains distinguished names (DN) of the objects you want 

to add. Import files are text files that contain one DN per line. When preparing an 

import file for selecting objects, you must escape reserved characters by prefixing 

such characters with a backslash () in DN strings. The reserved characters that 

must be escaped include semicolon (;), right and left angle brackets (<, >), 

backslash (), double quote (“), plus sign (+), comma (,), space or # character at the 

beginning of a string, and space character at the end of a string. 

2. When finished, click OK to close the dialog box. 

To view values of the object attributes 

• Select an object from the Objects list, and then click Properties. 

The wizard displays the Properties dialog box. The Attributes box inside the Properties dialog 

box lists attributes of the selected object and displays the values each attribute has in the 

backup and in Active Directory. The elements of the Properties dialog box are defined as 

follows: 

▪ Show changed attributes only. When selected, the Attributes list displays only 

the attributes that have been changed since the time the backup was created. 

▪ Show all possible attributes. When selected, the Attributes list displays all 

possible attributes of the selected object. 

▪ Include attributes with empty values. When selected, the Attributes list displays 

only the attributes that have non-empty values. 

In the Attributes list, each entry includes the following fields: 

• Attribute. Displays the LDAP display name of an attribute. When the value in the backup differs 

from the value in AD LDS (ADAM), the attribute is labeled with a red exclamation sign icon. 

Otherwise, it is labeled with a green tick icon. 

• Value in Backup. Displays the value the attribute has in the backup. 

• Value in Active Directory. Displays the value the attribute has in AD LDS (ADAM), if the object 

exists in AD LDS (ADAM). 

Processing Options 
Use this page to select the operation option, to specify whether to process the objects' child objects, and how to 

process object attributes. 

• Operation option. In this area, you can use the following elements: 

▪ Compare, analyze and, optionally, restore. Compares the selected objects with 

their counterparts in AD LDS (ADAM). 

▪ Restore (skip compare analysis). Skips compare operation and restores the 

selected objects without creating and analyzing comparison reports. 
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▪ Restore the selected objects. Appears if you proceed to restore after performing 

the comparison. Restores objects selected in the Objects to Be Restored window. 

• Child objects processing. In this area, you can use the following elements: 

▪ Process no child objects. Processes only the selected objects. 

▪ Process all child objects. Processes the selected objects and all their child 

objects. 

▪ Process child objects of selected types. Processes the selected objects and 

their child objects of the types you specify using the Select Object Types button. 

▪ Select Object Types. Displays the Select Object Types dialog box that allows 

you to select the child object types to be processed. 

• Attribute-level processing. In this area, you can use the following elements: 

▪ Process all attributes. Processes all object attributes. When performing a restore 

with this option, the wizard only restores the attributes that were modified since the 

backup time. The wizard does not affect other attributes. 

▪ Process selected attributes. Processes selected object attributes. Use the Select 

Attributes button to specify the attributes to be processed. You can process 

selected attributes only if child objects are not selected for processing. 

▪ Select Attributes. Displays the Select Attributes to Be Processed dialog box 

that allows you to specify what object attributes the wizard will process. 

Reporting Options 
Use this page to specify whether or not you want to generate a comparison or restore report and what 

information you want in the report. 

• Generate report. When this check box is selected, the wizard generates a report based on the 

settings you have specified. 

• Report changed objects only. When this check box is selected, the comparison report includes 

information about only the objects that have been changed since the time of the backup, and the 

restore report includes information only about the objects that the wizard has modified or 

undeleted during the restore. 

• Report changed attributes only. When this check box is selected, the comparison report 

includes information about only the object attributes that have been changed since the time of 

the backup, and the restore report includes information only about the object attributes the 

wizard has modified during the restore. 

Operation Start 
This page enables you to review settings you have specified in the previous steps of the wizard. To start the 

operation, click Next. To change the wizard settings, click Back. 
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Operation Progress 
This page shows the progress of the operation and lets you see a summary of the comparison results or a 

summary of changes made to AD LDS (ADAM) during the restore process. 

• Objects total. The number of objects the wizard has processed. 

• Different objects/Restored objects. Different objects shows the number of compared objects 

for which the wizard has detected differences. Restored objects shows the number of objects 

the wizard has restored in AD LDS (ADAM). 

• Errors occurred. The number of errors the wizard has encountered during the operation. 

Operation Option 
Use this page to analyze comparison reports and proceed to restore after the comparison was made. 

• View Report. Click to view comparison reports. The report is viewed and managed with Quest 

Reports Viewer or with Microsoft SQL Server Reporting Services. The application used for 

generating, managing and viewing the reports was specified while installing Recovery Manager 

for Active Directory. 

• Proceed to restore. To proceed to a restore of the selected objects, select this check box and 

then click Next. To quit the wizard without performing a restore, leave this check box cleared and 

then click Next. 

Objects to Be Restored 
Use this page to view values of object attributes and select AD LDS (ADAM) objects to be restored. 

• Objects. Lists the objects the wizard will process. The Objects list includes only the objects for 

which the comparison has detected differences. The Name column displays the object’s 

distinguished name. 

• Properties. Displays the Properties dialog box, allowing you to view the attribute values of 

objects you select from the Objects list. 

• Select All. Selects all objects from the Objects list. 

• Clear All. Clears all check boxes under Objects. 

To select objects to be restored 

• Select check boxes in the Objects list, and then click Next. 

You can use the drop-down list to filter objects in the Objects list. You can also select and 

deselect all objects by clicking the Select All and Clear All buttons. 

To view values of the object attributes 

• Select an object from the Objects list, and then click Properties. 

The wizard displays the Properties dialog box. The Attributes box inside the Properties dialog 

box lists attributes of the selected object and displays the values each attribute has in the 
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backup and in AD LDS (ADAM). The elements of the Properties dialog box are defined as 

follows: 

• Show changed attributes only. When selected, the Attributes list displays only the attributes 

that have been changed since the time the backup was created. 

• Show all possible attributes. When selected, the Attributes list displays all attributes of the 

selected object. 

• Show non-empty attributes only. When selected, the Attributes list displays only the 

attributes that have non-empty values. 

In the Attributes list, each entry includes the following fields: 

• Attribute. Displays the LDAP display name of an attribute. 

• Value in Backup. Displays the value the attribute has in the backup. 

• Value in Active Directory. Displays the value the attribute has in Active Directory, if the object 

exists in Active Directory. 

Operation Results 
Use this page to view or save the restore report. Click View Report to view comparison reports. The report is 

viewed and managed with Quest Reports Viewer or with Microsoft SQL Server Reporting Services. The 

application used for generating, managing and viewing the reports was specified while installing Recovery 

Manager for Active Directory. 

Completing the Online Restore Wizard for AD 

LDS (ADAM) 
This is the final page of the wizard. Click Back to select and compare/restore additional objects or click Finish to 

close the wizard. After you select a backup on the Backup Selection page, the wizard prepares temporary data, 

unpacking the backup. This is a lengthy operation. The prepared data is erased when you close the wizard, 

unless you have selected the Keep extracted data after completing the wizard check box on the Backup Data 

Preparation page. 

Group Policy Restore Wizard 
The Group Policy Restore Wizard helps you restore selected Group Policy objects, security settings on Group 

Policy objects, and links to Group Policy objects. With this wizard you can compare the state of Group Policy 

objects in backup with their state in Active Directory and restore Group Policy information from an Active 

Directory backup to the backup source domain. The wizard has the following steps: 

• Domain Selection 

• Backup Selection 

• Unpacked Backups Folder Selection 

• Backup Data Preparation 

• Select Domain Controller 
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• Group Policy Object Selection 

• GPO Restore Options 

• Link Restore Options 

• Restore Process Start 

• Completing the Group Policy Restore Wizard 

Domain Selection 
Use this page to view a list of domains for which Active Directory backups are available in Recovery Manager for 

Active Directory and select the domain where you want the wizard to restore Active Directory objects. 

• Domains. Displays a list of domains for which Active Directory backups are available in 

Recovery Manager for Active Directory. From the list, select the domain where you want the 

wizard to restore Active Directory objects, and then click Next. In the next step, the wizard lists 

available backups of domain controllers for that domain. 

• Register. The Domains list only includes the domains for which Active Directory backups are 

registered in the backups registration database. 

To perform a restore to another domain 

• Click Register, and then click one from the following items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

▪ Register Offline Active Directory Database. Registers Active Directory database 

(ntds.dit file) unpacked from a backup created with third-party backup tools. 

Backup Selection 
Use this window to view a list of Active Directory backups that are registered in the Recovery Manager for Active 

Directory configuration database for the selected domain, if any, and select a backup. 

• Registered backups. Provides a list of registered Active Directory backups for the selected 

domain. In the list, select the backup from which you want to select Group Policy objects, and 

then click Next. In the list, each entry includes the following fields: 

▪ Backup Age. Indicates how old the backup is. Active Directory does not allow 

using a backup whose age exceeds the Active Directory tombstone lifetime (default 

is 180 days). 

▪ Created. Displays the date when the backup was created. 

▪ DC. Displays the computer name of the domain controller; the backup contains 

directory object data retrieved from that domain controller. 

▪ Media. Displays the path and name of the backup file. 
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• Register. To register additional backups, click Register, and then click one from the following 

items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

▪ Register Offline Active Directory Database. Registers Active Directory database 

(ntds.dit file) unpacked from a backup created with third-party backup tools. 

In the Group Policy Restore Wizard, you can use backups created by applications that store backups in Microsoft 

Tape Format (MTF), such as Windows Backup or Veritas Backup Exec. 

Unpacked Backups Folder Selection 
Use this window to optionally change the folder where Recovery Manager for Active Directory will unpack the 

selected backup. The Path to store unpacked backups box displays the path to the folder currently used to 

keep unpacked backups. Each unpacked backup will be saved in a separate subfolder of that folder. To leave 

that path unchanged, click Next. To specify other path, type the path to a new folder or click Browse to select it. 

When finished, click Next. Your changes will not affect the default settings for unpacked backups. 

Backup Data Preparation 
This page enables you to view the progress of the backup extraction. To stop the unpack process, click Cancel. 

You can also have the wizard keep the extracted data for future use. When the Keep extracted data after 

completing the wizard check box is selected, the wizard saves the extracted DIT database in a temporary 

folder, so you can reuse this information for subsequent starts of the Online Restore Wizard, Online Restore 

Wizard for AD LDS (ADAM), or Group Policy Restore Wizard. The temporary folder is specified using the 

Unpacked Backups tab in the Recovery Manager for Active Directory Properties dialog box. When this 

check box is cleared, the extracted data is erased when you close the wizard. Because the unpacking process is 

a lengthy operation, you should not close the wizard unless you are sure that no additional objects need to be 

compared or restored within the current session. 

Select Domain Controller 
Use this page to specify a domain controller to restore Group Policy. The domain controller must be running and 

accessible from the network. 

• Domain controller. Specifies the domain controller. 

• Change. Click Change to specify your domain controller by NetBIOS name or DNS name in the 

dialog box that opens. 

• Select an account to restore Group Policy Objects. Specifies the account to access your 

domain controller. 

• Change. Click Change to specify an account in the dialog box that opens. This account must 

have permission to modify Group Policy Objects. 

• Click Next to connect to the domain controller and prepare for the restore process (No backup 

data will be transferred until the restore starts). 
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Group Policy Object Selection 
Use this page to select Group Policy objects to be restored. This page also allows you to view the comparison 

report for the selected Group Policy objects. 

• Group Policy Objects available for restore. Lists the objects the wizard will process. The 

Name column displays the object’s distinguished name. In the list, each entry includes the State 

in AD column indicating the state of the Group Policy object in Active Directory in comparison 

with that in the backup. Initially, for all entries, the State in AD column indicates ‘Not compared’. 

To have the wizard compare the state of Group Policy objects in Active Directory with that in the 

backup, click Compare All. 

The comparison may be a lengthy operation, depending on the number of Group Policy objects. 

You may skip this operation or select individual GPOs to be compared and click Compare. 

• Compare All. Compares the Group Policy objects state and then modifies the Group Policy 

Object Selection page, allowing you to view the state of each Group Policy object available for 

restore. In the Group Policy Objects available for restore list, each entry is labeled with one of 

the following icons: 

▪ - the object differs from that in the backup—the State in AD field indicates 

‘Different’. 

▪ - the object is the same as that in the backup—the State in AD field indicates 

‘Identical’. 

▪ - the object is currently deleted but still exists in the backup—the State in AD 

field indicates ‘Deleted’. 

• Compare. Compares the state of the selected Group Policy objects and then displays the 

comparison results on the Group Policy Object Selection page. In the Group Policy Objects 

available for restore list, the entries that correspond to the selected Group Policy objects are 

labeled with one of the following icons: 

▪ - the object differs from that in the backup—the State in AD field indicates 

‘Different’. 

▪ - the object is the same as that in the backup—the State in AD field indicates 

‘Identical’. 

▪ - the object is currently deleted but still exists in the backup—the State in AD 

field indicates ‘Deleted’. 

• View Report. Click this button to view the comparison report for the GPOs you select from the 

Group Policy Objects available for restore list. 

To select Group Policy objects to be restored 

• In the list under Group Policy Objects available for restore, select check boxes next to Group 

Policy objects, and then click Next to proceed with the wizard. 
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GPO Restore Options 
Use this page to choose whether to restore policy settings, security settings, or both. 

• Restore policy settings in Group Policy Object. If the Group Policy object has been modified 

since the time the backup was created, restores all policy settings to the state they had at the 

time of the backup. If the Group Policy object has been deleted, creates a new object with the 

same name and policy settings as the backed up object. 

• Restore security settings on Group Policy Object. Restores all security information on the 

Group Policy object. As a result, all users and security groups have the same access 

permissions on the object as they had when the backup was created. 

Link Restore Options 
Use this page to restore links to the Group Policy object to the state they had at the time of the backup. As a 

result, the object is used by the same sites, domains, and organizational units that used it at the time when the 

backup was created. 

• Action. Allows you to specify the link restore options. You can replace the existing links in your 

domain with those from the backup or leave the existing links intact. In addition, you can merge 

the backed up links with those that currently exist in the domain. 

• Group Policy object links at the time the backup was created. Provides a list of sites, 

domains, and organizational units that used the selected Group Policy object at the backup time. 

If you have selected several GPOs on the Group Policy Object Selection page, this list is not displayed. In the list, 

each entry includes the following fields: 

• Link. Displays the full distinguished name of directory objects to which the Group Policy 

object was linked at the backup time. 

• State in AD. Indicates the current state of the link in Active Directory (shown as Present 

or Deleted) 

• No Override. Indicates whether the link was set to No Override (shown as Yes or No), 

so that Group Policy objects linked at a lower level of Active Directory could not override 

that policy 

• Disabled. Indicates whether that link was set to Disabled (shown as Yes or No), which 

prevented the Group Policy object from applying to the site, domain, or organizational 

unit 

To specify the link restore options 

1. From the Action list, select one of the following: 

• Restore the backed up snapshot of links. The wizard replaces the existing links 

to the Group Policy object with the links taken from the backup (those listed under 

Group Policy object links at the time the backup was created). 

• Merge the backed up links with the existing links. The wizard restores the listed 

links, remaining the existing links intact. 

• Make no changes to links. The wizard does not restore links, nor does it make 

changes to the existing links. 
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2. When finished, click Next. Note that clicking Next does not actually start the restore process, 

only allowing you to review your restore options. 

Restore Process Start 
This page enables you to review settings you have specified in the previous steps of the wizard. To start the 

operation, click Next. To review or change your settings, click Back. 

Completing the Group Policy Restore Wizard 
This is the final page of the wizard. Click Back to select and restore additional Group Policy objects or click 

Finish to close the Group Policy Restore Wizard. After you select a backup on the Backup Selection page, the 

wizard prepares temporary data, unpacking the backup. This is a lengthy operation. The prepared data is erased 

when you close the wizard, unless you have selected the Keep extracted data after completing the wizard 

check box on the Backup Data Preparation page. 

Repair Wizard 
The Repair Wizard helps you restore the Active Directory components on a domain controller, including the 

Active Directory database and SYSVOL. With this wizard you can select a Active Directory backup, select Active 

Directory objects for authoritative restore, and perform a primary restore of SYSVOL. 

The wizard has the following pages: 

• Computer and Backup Selection 

• Target Computer 

• Computer Restart 

• Primary Restore of SYSVOL 

• Restore Process Start 

• Restore Progress 

• Authoritative Restore Selections 

• Computer Restart in Normal Mode 

• Completing the Repair Wizard 

Computer and Backup Selection 
Use this page to view a list of computers for which backups are available and to select a backup to perform a 

restore. The list of computers in the window depends on how the wizard was started. If you select a computer 

and then start the wizard using the Action menu, the list includes only the selected computer. Otherwise, it 

includes all computers. 

• Locate the backup under computer name. Provides a list of computers for which backups are 

available and allows you to select a backup to perform a restore. To ensure the selected backup 

contains all Active Directory components needed for the restore, browse the Active Directory 

branch in the Computer and Backup Selection window. For the selected computer, the window 
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lists all backups that are available in Recovery Manager for Active Directory. A backup entry 

includes the date and time when the backup was created, and displays the backup age in days. 

The list only includes the backups that are registered in the Recovery Manager for Active 

Directory configuration database. 

• Register. To register additional backups, click Register, and then click one from the following 

items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

In the Repair Wizard, you can use backups created by applications that store backups in Microsoft Tape Format 

(MTF), such as Windows Backup or Veritas Backup Exec. However, snapshot backups are not supported by the 

Repair Wizard. You can restore Active Directory data from such backups using the Online Restore Wizard and 

Group Policy Restore Wizard. The Extract Wizard also supports snapshot backups. 

To select a backup 

Double-click the computer whose backup you want to use, and then double-click the backup you want to use. 

Select the check box next to Active Directory and then click Next. 

Target Computer 
Use this page to view where the Active Directory data will be restored. 

• Restore Active Directory data on the computer. Displays the computer name where the 

Active Directory data will be restored. 

• Change. Click Change to change the target computer, and then complete the Change Target 

Computer dialog box. In the Computer name box, type the NetBIOS name, DNS name, or IP 

address of the computer where you want to perform a restore. 

A restore on a computer different from the backup source can have serious, unexpected 

consequences that can prevent the system from starting and require that you reinstall the 

system. 

• Next. Click Next to connect to the target computer. No backup data is transferred at this stage. 

Computer Restart 
Use this page to specify how to restart the target computer in Directory Services Restore Mode. 

• Manual restart. With this option, you must restart the target computer manually. 

• Automatic restart. Restarts the target computer remotely, using the startup parameters shown 

in the Boot option box. If you want to apply different startup parameters, use Manual restart. 

When performing the automatic restart, the wizard modifies the Computer Restart page, allowing 

you to cancel the shutdown, if necessary. 

• Boot option. When you select the Automatic restart option, displays the startup parameters 

used to restart the target computer remotely. If you want to apply different startup parameters, 

use Manual restart. 
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To restart the computer in Directory Services Restore Mode manually 

1. Restart the computer, and press F8 when you are prompted to do so. 

2. On the menu, choose Directory Services Restore Mode, and then press ENTER. 

3. If you have multiple systems installed on the computer, choose the system installation you are 

recovering, and then press ENTER. You must choose the same installation as the one that was 

started when you launched the Repair Wizard. 

To cancel the computer shutdown 

• Click Abort Shutdown. 

The Abort Shutdown button is available only during a 40-second grace period. The process of restarting the 

domain controller in Directory Services Restore Mode can take several minutes. The Current Status box allows 

you to examine the progress of the restart. 

After the domain controller is started in Directory Services Restore Mode, the wizard displays the Select 

Account dialog box. You must specify the password of the Directory Service Restore Mode Administrator. 

In the Select Account dialog box, you must supply the account name and password of the target computer local 

administrator (Directory Services Restore Mode Administrator). You must use the credentials of an account that 

is stored in the local security account (SAM) database. You cannot use the name and password of an Active 

Directory administrator. This is because Active Directory is offline, and account verification cannot occur. Rather, 

the SAM accounts database is used to control access to Active Directory on the local computer while Active 

Directory is offline. 

Primary Restore of SYSVOL 
Use this page to specify whether to perform a primary restore of SYSVOL. This window appears if the wizard fails 

to access the SYSVOL share on any domain controller within the domain. 

The Perform a primary restore of the SYSVOL check box forces the wizard to perform a primary restore of 

SYSVOL. 

To restore the SYSVOL data as the primary data 

• Select the check box in the Primary Restore of SYSVOL window. 

If the domain controller being recovered is the only functioning domain controller in the domain, the SYSVOL 

data must be restored as the primary data. As a result, a new replication service database is created by loading 

the data present under the SYSVOL on the local domain controller. A primary restore is the same as non-

authoritative except that the restored SYSVOL is marked as Primary. 

Only use this option when the SYSVOL data is lost on all the domain controllers in the domain. Do not select the 

Perform a primary restore of the SYSVOL check box if the SYSVOL shares exist on other operational domain 

controllers in the domain. This option is only intended for disaster recovery cases when all members of the 

SYSVOL replica set are lost. Setting a member as primary when it has other members from which to synchronize 

may result in breaking the replication of the SYSVOL share. 

Restore Process Start 
This page provides an overview of the settings you have specified in the previous steps of the wizard. To start the 

operation, click Next. To review or change your settings, click Back. 
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Restore Progress 
This page shows the progress of the operation. You can stop the operation by clicking Cancel. 

Clicking the Cancel button when the restore is in progress can result in serious, unexpected consequences that 

can prevent the system from starting and require that you reinstall the system. 

Authoritative Restore Selections 
Use this page to mark individual Active Directory (AD) objects, a subtree, or the entire AD database as 

authoritatively restored. To mark AD objects, subtree, or the entire AD database as authoritative, Recovery 

Manager for Active Directory uses the capabilities provided by the Ntdsutil.exe tool supplied with Microsoft 

Windows. However, this tool included in Windows Server 2008 or higher does not support marking the entire AD 

database as authoritative. 

• Mark no objects as authoritatively restored. Marks no restored objects as authoritative. 

• Mark the entire directory as authoritatively restored. Marks the entire Active Directory 

database (both the domain and configuration naming contexts held by the domain controller) as 

authoritative. The schema cannot be authoritatively restored. 

• Mark a subtree or individual object as authoritatively restored. Marks an individual object or 

a container along with all the objects it contains (a subtree) as authoritative. The object or 

container is defined by specifying its distinguished name in the Distinguished name box. 

An authoritative restore is an advanced operation that affects the entire domain. Try to avoid using authoritative 

restore unless you realize all of its implications. With the Repair Wizard, the authoritative restore of the SYSVOL 

does not occur automatically after an authoritative restore of Active Directory, additional steps are required. For 

more information, see Restoring SYSVOL authoritatively. 

Computer Restart in Normal Mode 
Use this page to specify how to restart the target computer in normal mode. Restarting the target domain 

controller in normal mode is required for the Active Directory restore to complete. 

• Let me restart computer later. With this option, you must restart the target computer manually. 

• Restart the computer now. Restarts the target computer remotely, using the boot option 

specified in the Boot option box. If you want to apply different startup parameters, restart the 

computer manually. 

Completing the Repair Wizard 
Use this page to view the operation results. 

• View Log. Shows the restore results log. The purpose of the log is to facilitate troubleshooting. 

• Finish. Click Finish to close the Repair Wizard. 

To open the log file 

• On the Completing the Repair Wizard page, click View Log. The log includes the following 

entries: 

▪ Operation. Type of the restore operation. 
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▪ Backup. The path and name of the backup file. 

▪ Created. Date and time of the backup creation. 

▪ Operation Started. Date and time when the wizard started the restore. 

▪ DIT Database restore started. Under this entry you can view a list of files the 

wizard has restored. 

▪ Operation completed. Date and time when the wizard completed the restore. 

The wizard saves the log file in the following folder: %AllUsersProfile%\Application Data\Quest\Recovery 

Manager for Active Directory\Repair. 

Extract Wizard 
The Extract Wizard helps you restore data from a backup to a specified folder. With this wizard, you can select 

the Active Directory components you want to extract from the computer’s backup and specify the destination 

folder for the extracted files. 

The wizard has the following steps: 

• Backup Selection 

• Folder Selection 

• Operation Start 

• Operation Progress 

• Completing the Extract Wizard 

Backup Selection 
Use this page to view a list of computers for which backups are available and to select a backup and Active 

Directory components in the backup. 

• Locate the backup under computer name. Provides a list of computers for which backups are 

available and allows you to select a backup to perform a restore. For the selected computer, the 

window lists all backups that are available in Recovery Manager for Active Directory. A backup 

entry includes the date and time when the backup was created, and displays the backup age in 

days. By selecting check boxes under a backup entry, you can extract individual components of 

the Active Directory. The list only includes the backups that are registered in the Recovery 

Manager for Active Directory configuration database. 

• Register. To register additional backups, click Register, and then click one from the following 

items: 

▪ Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant 

backup file (.bkf). 

▪ Register Backups in Folder. Registers all backup files that are in the selected 

folder. 

In the Extract Wizard, you can use backups created by applications that store 

backups in Microsoft Tape Format (MTF), such as Windows Backup or Veritas 

Backup Exec. 
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To select a backup 

• Click the computer whose backup you want to use, double-click the backup you want to use, and 

select check boxes next to component names. 

Folder Selection 
Use this page to specify the folder where the wizard will restore the selected Active Directory components. 

• Folder where to place the extracted files. Provides a space for you to type the path to the 

folder where the wizard will place the extracted files. 

• Browse. Click Browse to locate the folder on your computer or network. 

Operation Start 
This page provides an overview of the settings you have specified. Click Back to review or change your settings 

or click Next to start the operation. 

Operation Progress 
This page shows the operation progress. Wait while the wizard completes the operation. 

Completing the Extract Wizard 
This is the final page of the wizard. Click Finish to close the Extract Wizard. 

Technical characteristics 
This section provides some technical characteristics of the product. 

• Typical sizes of databases 

• Typical backup creation times 

• Typical times to unpack backups 

Typical sizes of databases 

Configuration database files 

Recovery Manager for Active Directory employs the following database files (.mdb): 

• Rmad.db3. Recovery Manager for Active Directory configuration database. It contains 

information on the console configuration, such as the managed Computer Collections, backup 

creation sessions, etc. 
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• Backups.mdb. Recovery Manager for Active Directory backup registration database. It contains 

information on the registered Active Directory and AD LDS (ADAM) backups. 

As a rule, the file size for .mdb files does not exceed 10 MB. 

NOTE The database files are stored in the folder %AllUsersProfile%\Application Data\Quest\Recovery 

Manager for Active Directory. 

Reports database files 
The Online Restore Wizard provides comparison and restore reports based on per-attribute comparisons of 

directory objects selected from a backup, with their counterparts in Active Directory or another backup. 

Recovery Manager for Active Directory incorporates Microsoft SQL Reporting Services (SRS). Microsoft SRS is 

the new reporting standard, replacing the XML-based comparison and restore reports offered by previous 

versions. For more information, refer to the User Guide supplied with this release of Recovery Manager for Active 

Directory. 

The size of the reports database file depends on the following parameters: 

• Number of the directory objects the Online Restore Wizard has processed. 

• Number of the processed attributes. 

• Type of the processed attributes. 

• Number of the available Online Restore Wizard sessions. Note that the information on all 

sessions is stored in a single reports database file. 

To estimate the reports database file size, use the following empiric formula: 

6 x <Number of processed objects>/1000 [MB] 

For example, if the Online Restore Wizard has processed 3000 objects, the reports database file size will be 

approximately 18 MB. 

Typical backup creation times 
The backup creation time depends on the Active Directory database size (NTDS.dit file) and the compression 

method Backup Agent uses when processing NTDS.dit. You can specify the compression method on the 

Performance tab in the Computer Collection Properties dialog box. For more information, refer to the User 

Guide supplied with this release of Recovery Manager for Active Directory. 

The following table illustrates the typical backup creation times for different compression methods. This table has 

been obtained for the following configuration: 

• The NTDS.dit file size: 3.14 GB 

• The Recovery Manager for Active Directory computer hardware: CPU 2x Intel Xeon 2,8 Hz; RAM 

1 GB 

Typical backup creation times 

Compression method Backup file size Backup creation time (min:sec) 

None 3.17 GB 09:07 

Fast 1.27 GB 07:35 

Normal 1.22 GB 08:27 
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Compression method Backup file size Backup creation time (min:sec) 

Maximum 1.2 GB 17:54 

Recommendations 
The backup creation times for your Active Directory database may vary based on size of the database and a 

number of other factors including the hardware on the domain controller and how densely the Active Directory 

database is populated. You can use the examples above as a guide in determining how long it will take to backup 

your own Active Directory database, but keep in mind that these times are not directly related to the size of the 

database (i.e. a 6 GB database may not take exactly twice as long to backup as a 3 GB database). The best way 

to determine what to expect for backup times in your own environment is to create a backup of a production 

domain controller. 

Compression ratios can vary depending on how densely populated the Active Directory database is, but typically 

using a higher compression method has diminishing returns in terms of the final compressed size of the backup. 

To ensure both a reasonable backup time and a reasonable compressed backup size it is recommended to use 

either Fast or Normal compression. 

Typical times to unpack backups 
Before using a packed backup file (e.g. in the Online Restore Wizard), Recovery Manager for Active Directory 

must unpack it. 

The following table illustrates the typical times required to unpack backups. 

NOTE You can manage the creation of the unpacked backups using the Unpacked Backups tab in the 

Recovery Manager for Active Directory Settings dialog box. You can also have the Online 

Restore 

Wizard or Group Policy Restore Wizard keep unpacked backups for future use. For more 

information, 

refer to the User Guide supplied with this release. 

Typical times to unpack backups 

Compression method Packed backup file size Backup unpacking time (min:sec) 

None 3.17 GB 01:57 

Fast 1.27 GB 01:29 

Normal 1.22 GB 01:25 

Maximum 1.2 GB 01:22 

Events generated by Recovery 
Manager for Active Directory 
This section describes the events recorded by Recovery Manager for Active Directory to Recovery Manager for 

Active Directory log. Events can be logged both on the target domain controller and on the Recovery Manager for 

Active Directory computer. 

• Common Events 
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• Recovery Manager Console events 

• Backup Agent events 

• Management Agent events 

• Restore Agent events 

• Recovery Manager Portal events 

Common Events 
Common events for agents 

Event 

ID 

Event 

type 

Description 

10000 Error Failed to initialize the application log file. Error code: %22 

10001 Error An unexpected exception occurred. Error code: %22 

4707 Information Windows Firewall rule was added. Rule name: %27; Rule description: %28; 

Application name: %29; Service name: %30; Protocol: %31; Local ports: %32 

4708 Error An error occurred while configuring Windows Firewall. Error code: %22; Error text: 

%23 

4709 Information Windows Firewall rule %27 was removed. 

Common events for all components 

Event 

ID 

Event 

type 

Description 

10020 Error An unhandled exception occurred in the function: %1. A crash dump file will be 

generated. 

10021 Error An unexpected exception occurred. Error code: %22; File location: %86 

10022 Error An unhandled exception occurred in the function: %85. A crash dump file will be 

generated. 

10023 Error Failed to generate the crash dump file. Error code: %22; Stage: %87; File location: 

%86 

10024 Error Crash dump file was generated successfully. File location: %86. 

Recovery Manager Console events 
Recovery Console events 

Event 

ID 

Event 

type 

Description 

2100 Information The backup session was finished successfully. Collection: %35; Scheduled: %36 
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Event 

ID 

Event 

type 

Description 

2101 Error The backup session was finished with errors. See previous events for details. 

Collection: %35; Scheduled: %36 

2102 Warning The backup session was finished with warnings. See previous events for details. 

Collection: %35;Scheduled: %36 

2110 Information The backup session was started. Collection: %35; Scheduled: %36; PID: %39 

2111 Error Error during backup. Target DC: %6; Collection: %35; Error text: %23; Error code: 

%22 

2112 Error Error during backup. Target host: %70; AD LDS instance name: %34; Collection: 

%35; Error text: %23; Error code: %22 

2113 Warning Warning during backup. Target DC: %6; Collection: %35; Warning text: %23; 

Warning code: %22 

2114 Warning Warning during backup. Target host: %70; AD LDS instance name: %34; Collection: 

%35; Warning text: %23; Warning code: %22 

2115 Information A custom script was successfully run on the console machine. Collection: %35%r 

2116 Information A custom script was successfully run on the domain controller. Target DC: %6%r 

Collection: %35%r 

2120 Information Domain controller %6 was restarted in Directory Services Restore Mode. 

2121 Information Computer %6 restart was initiated after the restore operation. 

2122 Information Computer %6 restart was not requested after the restore operation. Manual restart is 

required. 

2130 Information The Backup agent was successfully installed on %6. Account: %1; Port: %40 

2131 Error The Backup agent cannot be installed on %6. Description: %23 

2135 Information The Backup agent was successfully uninstalled from %6. Account: %1 

2136 Error The Backup agent cannot be uninstalled from %6. Description: %23 

2150 Information The online restore process was started. AD LDS instance name: %34; Restore 

method: %42; User: %1; Backed up DC: %43; Backup date: %13; Backup file: %12; 

Backup type: %41 

2152 Information The online restore process was successfully completed. AD LDS instance name: 

%34; Total number of the restored objects: %44 

2160 Information The online restore process was started. Target DC: %6; Restore method: %42; User: 

%1; Backed up DC: %43; Backup date: %13; Backup file: %12; Backup type: %41 

2161 Information The following objects were restored: %45 

2162 Information The online restore process was successfully completed. Target DC: %6; Total 

number of the restored objects: %44 
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Event 

ID 

Event 

type 

Description 

2170 Information The GPO restore operation was started. Target DC: %6; Backup date: %13; Backup 

file: %12; Backup type: %41 GPOs list: "GPOs list" 

2171 Information The GPO restore operation was completed. Target DC: %6 

2172 Error The GPO restore operation failed. Target DC: %6; Description: %23 

2180 Information The offline restore process was started. Target DC: %6; Backup date: %13; Backup 

file: %12; Backup type: %41; Components to restore: %33 

2181 Information The offline restore process was successfully completed. Target DC: %6 

2182 Error The offline restore process failed. Aarget DC: %6; Description: %23 

2200 Information The backup was registered. Backup file: %12; Backup type: '%41' 

2201 Information The backup was deleted. Backup file: %12; Backup type: %41 

2202 Warning The session %92 was abandoned. Collection: %35; Scheduled: %36; Started: %93 

2203 Error The %9 object was not restored. %rReason:%23. Error text: %23;ObjectDN: %9 

2204 Error The online restore process was completed with errors. See previous events. Total 

number of the restored objects: %8 Total number of the failed objects: %7; 

restoredCount: %8; failedCount: %7 

10003 Information Console connected to '%89' on '%91' using authentication service '%90'. 

Backup Agent events 
Backup Agent events 

Event 

ID 

Event type Description 

4701 Information The backup of the %25 component was started. Instance name of 

the component: '%71' 

4702 Information The backup of the component %25 was successfully finished. 

Instance name of the component: '%71'; Time spent: %26 

4710 Information The backup process was initiated by %1 from %24 for the following 

components: %33 

4711 Information The backup process was successfully completed. Backup path: 

%12; Stop using Microsoft Volume Shadow Copy Service (VSS). 

4712 Error The backup process failed. Error text: %23 

4713 Information Preparing components for backup. Creating the Volume Shadow 

Copy Service (VSS) snapshot. 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
210 Appendices 

 

Event 

ID 

Event type Description 

4714 Information The preparation of components for backup was finished. Time spent: 

%26; The Volume Shadow Copy Service (VSS) snapshot has been 

created. 

4717 Information, Warning 

(depends on a component) 

The component '%25' will not be backed up.Reason: %35 

4718 Warning The backup process was finished with warnings. Backup path: %12 

4719 Information The collection of cross-domain group membership information from 

%50 was started. 

4720 Information The collection of cross-domain group membership information from 

%50 was finished. Time spent: %26 

4721 Warning The collection of cross-domain group membership information from 

%50 was failed. Error text: %23; Time spent: %26 

Management Agent events 
Management Agent is used to deploy Backup Agent, Offline Restore Agent and Forest Recovery Agent. The 

agent logs events related to agent management operations, e. g. agent installation, uninstallation and upgrade. 

Management Agent events 

Event 

ID 

Event 

type 

Description 

4000 Information The installation of the product "%78" was requested. MSI path: %75; Version: %62; 

Parameters: %76 

4001 Information The installation of the product %78 was finished with code %77 

4002 Information The upgrade of the product "%78" was requested. MSI path: %75; Parameters: %76; 

Current version: %79; New version: %62 Installed product code: %80; New product 

code: %81; Installed product upgrade code: %82; New product upgrade code: %83 

4003 Information The product %78 cannot be upgraded because the same version of the product is 

already installed. 

4004 Information The upgrade of the product %78 was finished with code %77. 

4005 Information The uninstallation of the product %78 was requested. 

4006 Information The uninstallation of the product %78 was finished with code %77. 

4007 Warning The product %78 cannot be uninstalled because the product does not exist on this 

computer. 

4008 Error An error occurred during the %3 operation. Error text: %23 
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Restore Agent events 
Restore Agent events 

Event 

ID 

Event type Description 

7001 Information Online restore process was started. Source computer: %59; User: %1 

7002 Information The following objects were restored: %45 

7003 Information The online restore process was completed. Total number of the restored objects: 

%7 

10002 Information %89 started using authentication service %90. 

Recovery Manager Portal events 
Recovery Manager Portal events 

Event 

ID 

Event 

type 

Description 

9000 Information The %9 object was restored to %10. Initiated by %1 

9001 Error The %9 object was not restored to %10. Reason: %4; Initiated by %1 

9002 Information The batch restore operation was started. Number of objects: %7;Backup date: %13; 

RMAD console: %5; Domain controller: %6; Attributes to restore: %21; Initiated by 

%1 

9003 Information The batch restore operation was successfully finished. Number of restored objects: 

%7; Initiated by %1 

9004 Error The batch restore operation failed. Initiated by %1 

9005 Warning The batch restore operation partially completed. %8 out of %7 objects were 

successfully restored. Initiated by %1 

9006 Information The %9 object was successfully undeleted. Initiated by %1 

9007 Error The %9 object undelete operation failed. Reason: %4; Initiated by %1 

9008 Information The batch undelete operation was started. Number of objects: %7; RMAD console: 

%5; Domain controller: %6; Initiated by % 

9009 Information The batch undelete operation was finished. Number of undeleted objects: %7; 

Initiated by %1 

9010 Error The batch undelete operation failed. Initiated by %1 

9011 Warning The batch undelete operation was partially completed.%8 out of %7 objects were 

successfully undeleted. Initiated by %1 

9012 Information The search operation was started. Search string: %14; Initiated by %1 
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Event 

ID 

Event 

type 

Description 

9013 Information The search operation was finished. Search string: %14; Number of found objects: 

%7. 

9014 Error The search operation was failed. Search string: %14; Reason: %4 

9015 Information The search operation was canceled. Search string: %14 

9016 Information Delegation setting for %20 was changed. Resource: %19; Operation: %18; Access: 

%73; Initiated by %1 

9017 Information Delegation setting for %20 was deleted. Resource: %19; Operation: %18; Initiated 

by %1 

9018 Information Recovery Portal configuration was changed. Server: %74; Administrator: %66; 

Operation: %18; Initiated by %1 

Descriptions of PowerShell commands 

PowerShell cmdlets for Recovery Manager for Active 

Directory 

Cmdlet Description 

Add-RMADBackup Registers a backup in the Recovery Manager database. 

Add-RMADCollectionItem Adds a new item to a Computer Collection. 

Add-RMADReplicationConsole  Adds a RMAD console as a replication source. 

Add-RMADStorageServer Adds a secure storage server, optionally remotely installs a storage 

server agent. 

Backup-RMADCollection Backs up an existing computer collection. 

Compare-RMADObject Compares Active Directory objects. This cmdlet requires Windows 

PowerShell to be started using a multi-threaded apartment (MTA). 

Convert-RMADBackup Converts Windows Server backups into RMAD Bare Metal Recovery 

backups. 

ConvertTo-RMADRecycledObject Recycles specific deleted Active Directory objects. 

Create-RMADStorageAgentSetup Creates storage server agent setup. 

Expand-RMADBackup Extracts the contents of a specified backup file. 

Export-RMADBackup Exports registration information for a backup into an .xml file. 

Export-

RMADSecureStorageBackup 

Exports a backup on a Secure Storage server to a remote network 

share. 
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Cmdlet Description 

Get-RMADBackup Gets backups registered with Recovery Manager. 

Get-RMADBackupAgent Retrieves objects that represent Recovery Manager Backup Agents, or 

discovers manually preinstalled Recovery Manager Backup Agents. 

Get-RMADBackupInfo Gets the content of the backups held at a specified location. 

Get-RMADBackupObject Get objects from backups 

Get-RMADBackupSecurityStatus  Gets security check information for a specified backup. 

Get-RMADCollection Retrieves Recovery Manager computer collection objects or default 

computer collection settings. 

Get-RMADCollectionItem Retrieves information about items added to specified Recovery Manager 

for Active Directory computer collections. 

Get-RMADDeletedObject Retrieves deleted Active Directory objects. 

Get-RMADGlobalOptions Sets global settings for the application. 

Get-RMADLicenseInfo Retrieves information about the installed license key file. 

Get-RMADObject Retrieves specific objects from Active Directory or certain backups 

registered with Recovery Manager for Active Directory. 

Get-RMADReplicationConsole Gets all the RMAD consoles in the replication console list. 

Get-RMADReplicationSchedule  Allows you to get the replication schedule from a specified computer. 

Get-RMADReplicationSession Retrieves information about replication sessions. 

Get-

RMADReplicationSessionItem  

Retrieves a list of remote consoles that are involved in the specified 

replication session. 

Get-RMADReportObject Retrieves an object representing the online comparison or restore 

operation item. 

Get-RMADReportObjectAttributes  Retrieves an object representing the online comparison or restore 

operation item attributes. 

Get-RMADReportObjectChildren Retrieves an object representing the online comparison or restore 

operation item child items. 

Get-RMADReportSession Retrieves an object representing the online comparison or restore 

operation report. 

Get-RMADSession Retrieves an object representing Recovery Manager backup sessions. 

Get-RMADSessionItem Gets items from a specified backup creation session. 

Get-RMADSessionItemEvent Gets events from a specified backup creation session item. 

Get-RMADStorageServer Returns a list of registered secure storage servers. 

Import-RMADBackup Reads the backup registration information from the .xml file and returns 

backup descriptions in the BackupInfo objects. 
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Cmdlet Description 

Install-RMADBackupAgent Installs Recovery Manager Backup Agent on a specified computer or on 

each computer in a particular Computer Collection. 

New-RMADCollection Creates a new computer collection. 

New-RMADSchedule Creates a schedule for the backup creation operation you want to 

perform on a particular computer collection. 

Protect-

RMADSecureStorageServer 

Enables storage server hardening. 

Publish-

RMADBackupSecurityStatus 

Publishes security check information for a specified backup. 

Refresh-RMADStorageServer Refreshes current information of the secure storage server. 

Register-

RMADSecureStorageBackups  

Registers backups on an existing secure storage server in a Recovery 

Manager database. 

Remove-RMADBackup Allows you to selectively unregister backups from the Recovery 

Manager backup registration database. 

Remove-RMADBackupAgent Removes Recovery Manager Backup Agent from a specified computer, 

or its registration information from the Recovery Manager Console. 

Remove-RMADCollection Deletes specified Computer Collections. 

Remove-RMADCollectionItem Removes items from a specified Computer Collection. 

Remove-

RMADReplicationConsole 

Removes an RMAD console from the replication console list. 

Remove-

RMADReplicationSchedule 

Allows you to remove the replication schedule from a specified 

computer. 

Remove-

RMADReplicationSession 

Deletes replication sessions from the replication history. 

Remove-RMADStorageServer Removes the secure storage server. 

Remove-

RMADUnpackedComponent 

Allows you to delete components (data) unpacked from specified 

backups. 

Rename-RMADCollection Renames a computer collection. 

Restore-RMADDeletedObject Restores deleted Active Directory objects. This cmdlet requires 

Windows PowerShell to be started using a multi-threaded apartment 

(MTA). 

Restore-RMADDomainController Restores a domain controller from backup. 

Restore-RMADObject Restores Active Directory objects from a backup. This cmdlet requires 

Windows PowerShell to be started using a multi-threaded apartment 

(MTA). 

Set-RMADCollection Sets properties for a computer collection. 
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Cmdlet Description 

Set-RMADGlobalOptions Sets global application settings 

Set-RMADReplicationConsole Sets replication properties of consoles in the replication console list. 

Set-RMADReplicationSchedule  Sets replication schedules for a computer. 

Start-RMADReplication Performs replication from other computers in the replication console list. 

Start-RMADReportViewer Displays a report about the results of the online comparison or restore 

operation. 

Test-RMADSecureStorageBackup Checks the integrity of a backup on the secure storage server. 

Update-RMADBackupAgent Upgrades Recovery Manager Backup Agent on a specified computer or 

on each computer in a particular Computer Collection. 

Update-RMADLicense Updates license key file. 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Add-RMADBackup 

SYNOPSIS 
Registers a backup in the Recovery Manager database. 

SYNTAX 

BackupInfo 

Add-RMADBackup [-InputObject] <BackupInfo[]> [-SkipAlreadyRegistered] [-

BackupPassword <SecureString>] 

 [-UseLegacyEncryption] [-IgnoreReadOnly] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

Bkf 

Add-RMADBackup [-Path] <String[]> [-BackupPassword <SecureString>] [-

UseLegacyEncryption] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

OfflineDit 

Add-RMADBackup [-Path] <String[]> [-SysvolPath <String[]>] [-ResolveIndexes 

<Boolean>] [-OfflineDit] 
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 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Registers specified backup in the Recovery Manager database. 

Use the -InputObject parameter to specify the backup to register. 

EXAMPLES 

Example 

PS C:\> $b = Get-ChildItem "C:\Backups" -Filter *.bkf -Recurse | Get-

RMADBackupInfo 

 

C:\PS>Add-RMADBackup $b 

The first line of this example gets the backups held in the C:\Backups folder and its subfolders, and saves the 

backup objects in the $b variable. 

The second line of this example registers the backup objects in the Recovery Manager database. 

PARAMETERS 

-InputObject 

Accepts a backup object as input to the cmdlet. 

Enter a variable that contains the objects or type a command or expression that gets the objects. 

Type: BackupInfo[] 

Parameter Sets: BackupInfo 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-SkipAlreadyRegistered 

Do not display the error message if the backup is registered. 

Type: SwitchParameter 

Parameter Sets: BackupInfo 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access a password-protected backup. 

This is the same password that is set in the computer collection properties in the Recovery Manager console. 

Type: SecureString 

Parameter Sets: BackupInfo, Bkf 
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Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseLegacyEncryption 

Allows you to work with backups encrypted by the RC4 algorithm from RSA, Inc. 

(Microsoft RSA Base Provider). 

This algorithm is used to back up Windows Server 2003/2003 R2 domain controllers in Recovery Manager for 

Active Directory 8.2.x and 8.5.x. 

Type: SwitchParameter 

Parameter Sets: BackupInfo, Bkf 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Path 

Path to the backup file. 

Type: String[] 

Parameter Sets: Bkf, OfflineDit 

Aliases: FullName 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-SysvolPath 

Path to the SYSVOL folder. 

Type: String[] 

Parameter Sets: OfflineDit 

Aliases: 

 

Required: False 

Position: Named 
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Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ResolveIndexes 

Resolve the DIT file index. 

Type: Boolean 

Parameter Sets: OfflineDit 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-OfflineDit 

Specifies that the application registers the DIT file as a backup. 

Type: SwitchParameter 

Parameter Sets: OfflineDit 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Add-RMADCollectionItem 

SYNOPSIS 
Adds a new item to a Computer Collection. 

SYNTAX 

InputObject 

Add-RMADCollectionItem [-InputObject] <ComputerCollection> [-

DomainController <String>] [-Domain <String>] 

 [-OU <String>] [-Container <String>] [-ADSite <String>] [-AdamSite 

<String>] [-AdamServer <String>] 

 [-AdamHost <String>] [-Exclusions <String[]>] [-Credentials 

<PSCredential>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Name 

Add-RMADCollectionItem -Name <String> [-DomainController <String>] [-Domain 

<String>] [-OU <String>] 

 [-Container <String>] [-ADSite <String>] [-AdamSite <String>] [-AdamServer 

<String>] [-AdamHost <String>] 

 [-Exclusions <String[]>] [-Credentials <PSCredential>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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Id 

Add-RMADCollectionItem -Id <Int32> [-DomainController <String>] [-Domain 

<String>] [-OU <String>] 

 [-Container <String>] [-ADSite <String>] [-AdamSite <String>] [-AdamServer 

<String>] [-AdamHost <String>] 

 [-Exclusions <String[]>] [-Credentials <PSCredential>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Domain 

Add-RMADCollectionItem [-Domain <String>] [-Exclusions <String[]>] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

OU 

Add-RMADCollectionItem [-OU <String>] [-Exclusions <String[]>] [-

Credentials <PSCredential>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Container 

Add-RMADCollectionItem [-Container <String>] [-Exclusions <String[]>] [-

Credentials <PSCredential>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

ADSite 

Add-RMADCollectionItem [-ADSite <String>] [-Exclusions <String[]>] [-

Credentials <PSCredential>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

AdamServer 

Add-RMADCollectionItem [-AdamSite <String>] [-AdamServer <String>] [-

Credentials <PSCredential>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

AdamSite 

Add-RMADCollectionItem [-AdamSite <String>] [-Exclusions <String[]>] [-

Credentials <PSCredential>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Adds a new item to the Computer Collection that has the specified name or is represented by the specified 

objects. 
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EXAMPLES 

Example 1 

PS C:\> Add-RMADCollectionItem -Name Collection1 -DomainController 

dc1.dom1.local 

Adds the dc1.dom1.local domain controller to the computer collection named Collection1. 

Example 2 

PS C:\> $c = Get-RMADCollection Collection1 

 

C:\PS>Add-RMADCollectionItem -InputObject $c -Domain dom1.local 

In the first line of this example, the Get-RMADCollection cmdlet gets the computer collection object named 

Collection1 and saves it in the $c variable. 

In the second line, the Add-RMCollection cmdlet adds the dom1.local domain to the Computer Collection object 

saved in the $c variable. 

Example 3 

PS C:\> Add-RMADCollectionItem -Name Collection1 -OU 

"OU=Tokens,OU=Defender,DC=prod,DC=quest,DC=corp" 

Adds an OU to the Computer Collection. 

Example 4 

PS C:\> Add-RMADCollectionItem -Name Collection1 -Container 

"CN=Computers,DC=prod,DC=quest,DC=corp" 

Adds a container to the Computer Collection. 

Example 5 

PS C:\> $dn = "CN=Default-First-Site-

Name,CN=Sites,CN=Configuration,DC=prod,DC=quest,DC=corp" 

Add-RMADCollectionItem -Name Collection1 -ADSite $dn -Exclusions 

@("ws1.prod.quest.corp:0") 

Create an ADSite exclude from the domain controller (ws1.prod.quest.corp:0") and add it to the Computer 

Collection. 

Example 6 

PS C:\> $dn = "CN=Default-First-Site-

Name,CN=Sites,CN=Configuration,CN={7B1308BE-06B9-4925-BEF5-C323292279F5}" 

Add-RMADCollectionItem -Name Collection1 -AdamServer 

ws1.prod.quest.corp:389 -AdamSite dn 

Create an AdamSite and add it to the Computer Collection. 

PARAMETERS 

-InputObject 

Specifies the object representing the Computer Collections to which you want to add items. 

Enter a variable that contains the objects or type a command or expression that gets the objects. 

Type: ComputerCollection 

Parameter Sets: InputObject 

Aliases: Collection 
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Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-DomainController 

Specifies the DNS name of the domain controller to be added to the Computer Collection. 

Type: String 

Parameter Sets: InputObject, Name, Id 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Domain 

Specifies the DNS name of the domain to be added to the Computer Collection. 

Type: String 

Parameter Sets: InputObject, Name, Id, Domain 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-OU 

Specifies the distinguished name of the organizational unit to be added to the Computer Collection. 

Type: String 

Parameter Sets: InputObject, Name, Id, OU 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Container 

Specifies the distinguished name of the container to be added to the Computer Collection. 

Type: String 

Parameter Sets: InputObject, Name, Id, Container 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-ADSite 

Specifies the distinguished name of the Active Directory site to be added to the Computer Collection. 

Type: String 

Parameter Sets: InputObject, Name, Id, ADSite 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdamSite 

Specifies the distinguished name of the ADAM/AD LDS site to be added to the Computer Collection. 

Use it in conjunction with AdamServer. 

Type: String 

Parameter Sets: InputObject, Name, Id, AdamServer, AdamSite 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdamServer 

Name of the AD LDS instance. 

Type: String 

Parameter Sets: InputObject, Name, Id, AdamServer 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdamHost 

Specifies the name of the server for the AD LDS instance installation. 

Type: String 

Parameter Sets: InputObject, Name, Id 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Exclusions 

Excludes a specified domain controller from the collection items to be added. 

The parameter must be used in conjunction with other paramters. 

Type: String[] 
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Parameter Sets: InputObject, Name, Id, Domain, OU, Container, ADSite, 

AdamSite 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credentials 

Specifies the credentials for the account with which you want to connect. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: InputObject, Name, Id, OU, Container, ADSite, AdamServer, 

AdamSite 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Name 

Specifies the name of the Computer Collection to which you want to add items. 

Type: String 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the Computer Collection to which you want to add items. 

Type: Int32 

Parameter Sets: Id 

Aliases: 

 

Required: True 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
225 Appendices 

 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Add-RMADReplicationConsole 

SYNOPSIS 
Adds a RMAD console as a replication source. 

SYNTAX 
Add-RMADReplicationConsole [-ComputerName] <String> [-Mode] 

<ReplicationMode> 

 [-AccessCredential <PSCredential>] [-FallbackCredential <PSCredential>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
RMAD console can synchronize the backups, collections, global options, schedules, Secure Storage servers and 

backups stored on Secure Storage servers from the consoles in the replication console list manually or on 

schedule. 

EXAMPLES 

Example 1 

PS C:\> C:\>$credential = Get-Credential 

C:\>Add-RMADReplicationConsole Hostname1 -AccessCredential $credential -

Mode Backups 

This command adds the RMAD console on Hostname1 to the replication console list with the Backups mode 

enabled. 

Example 2 

PS C:\> C:\>Add-RMADReplicationConsole -ComputerName Hostname1 -Mode Full 

This command adds the RMAD console on Hostname1 to the replication console list with the Full mode enabled. 

Example 3 

PS C:\> C:\>$fallbackAccount = Get-Credential 

C:\>Add-RMADReplicationConsole -ComputerName Hostname1 -Mode Full -

FallbackCredential $fallbackAccount 

This command adds the RMAD console on Hostname1 to the replication console list with the Full mode enabled 

and with the specified fallback account. 

PARAMETERS 

-ComputerName 

Specifies the hostname of the computer on which the RMAD console you want to add is installed. 
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Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Mode 

Specifies the console mode: Full (to replicate backups, collections, global options and schedule) or Backups (to 

replicate backups only). 

Type: ReplicationMode 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AccessCredential 

Specifies the user credentials to read data from the target computer. 

The user must be a local Administrator on the target computer. 

To obtain the user credentials, create a PSCredential object using the Get-Credential cmdlet provided by 

Windows PowerShell. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-FallbackCredential 

Supplies a fallback account for replacing the account that is used by the backup schedule task. 

The account must have administrator privileges on the system(s) to be backed up. 

You can use this parameter only when Full mode is specified for the console. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 
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Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Add-RMADStorageServer 

SYNOPSIS 
Adds a secure storage server, optionally remotely installs a storage server agent. 

http://go.microsoft.com/fwlink/?LinkID=113216
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SYNTAX 
Add-RMADStorageServer [-Name] <String> [-Port <Int32>] [-Credential 

<PSCredential>] [-RegisterBackups] 

 [-InstallAgent] [-IgnoreReadOnly] [<CommonParameters>] 

DESCRIPTION 
Registers a secure storage server in Recovery Manager for Active Directory. 

EXAMPLES 

Example 1 

PS C:\> Add-RMADStorageServer -Name "backupsrv01.acme.test" -Port 48001 

Registers the secure storage server with given name and connection port. 

PARAMETERS 

-Name 

DNS name or IP address of the server. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Port 

Port used to connect to the secure storage agent 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

Server credentials used for remote agent installation. Ignored if the '-InstallAgent' switch is not set. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InstallAgent 

If set, automatically installs storage server agent. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-RegisterBackups 

If set, backups on an existing storage server will be registered. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

IStorageServer 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Backup-RMADCollection 

SYNOPSIS 
Backs up an existing computer collection. 

SYNTAX 

InputObject 

Backup-RMADCollection [-InputObject] <ComputerCollection> [-AsJob] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Name 

Backup-RMADCollection [-Name] <String> [-AsJob] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Backs up the existing computer collection that has the specified name or is represented by the specified objects. 

EXAMPLES 

Example 1 

PS C:\> Backup-RMADCollection -Name "Collection1" 
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Backs up the Computer Collection named Collection1. 

Example 2 

PS C:\> Get-RMADCollection -Id 1 | Backup-RMADCollection 

Gets the Computer Collection whose identifier is 1, and then backs up that Computer Collection. 

Example 3 

PS C:\> $c = Get-RMADCollection -Name col 

 

C:\PS>Backup-RMADCollection -InputObject $c -AsJob 

In the first line of this command, the Get-RMADCollection cmdlet gets the computer collection named col. 

The computer collection object is then stored in the $c variable. 

PARAMETERS 

-InputObject 

Backs up the existing Computer Collection represented by the specified collection object. 

Enter a variable that contains the object or type a command or expression that gets the object. 

Type: ComputerCollection 

Parameter Sets: InputObject 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-AsJob 

Runs the command as a background job. 

You can use this parameter to run commands that take a significant time to complete. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Name 

Specifies the name of the existing Computer Collection to be backed up. 

Type: String 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

http://go.microsoft.com/fwlink/?LinkID=113216
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external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Compare-RMADObject 

SYNOPSIS 
Compares Active Directory objects. 

This cmdlet requires Windows PowerShell to be started using a multi-threaded apartment (MTA). 

SYNTAX 

Default (Default) 

Compare-RMADObject [-ProcessRecycledObjects] [-Attribute <String[]>] [-

Server <String>] 

 [-Credential <PSCredential>] [-Backup <Guid>] [-Backup1 <Guid>] [-Backup2 

<Guid>] 

 [-Backup1Password <SecureString>] [-Backup2Password <SecureString>] [-

KeepBackupUnpacked] [-Id] <String[]> 

 [-ProcessChildren] [-ChildObjectClass <String[]>] [-

ReportUnchangedAttributes] [-ReportUnchangedObjects] 

 [-SQLCredential <PSCredential>] [-ChangeAuditorDbName <String>] [-

RestoreUsingChangeAuditor] 

 [-Partition <String>] [-Port <Int32>] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

ADAndBackup 

Compare-RMADObject [-ProcessRecycledObjects] [-Attribute <String[]>] [-

Server <String>] 

 [-Credential <PSCredential>] -Backup <Guid> [-BackupPassword 

<SecureString>] [-KeepBackupUnpacked] 

 [-Id] <String[]> [-ProcessChildren] [-ChildObjectClass <String[]>] [-

ReportUnchangedAttributes] 

 [-ReportUnchangedObjects] [-SQLCredential <PSCredential>] [-

ChangeAuditorDbName <String>] 

 [-RestoreUsingChangeAuditor] [-Partition <String>] [-Port <Int32>] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

ADLds 

Compare-RMADObject [-ProcessRecycledObjects] [-Attribute <String[]>] [-

Server <String>] 

 [-Credential <PSCredential>] [-Backup <Guid>] [-BackupPassword 

<SecureString>] [-KeepBackupUnpacked] 

 [-Id] <String[]> [-ProcessChildren] [-ChildObjectClass <String[]>] [-

ReportUnchangedAttributes] 
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 [-ReportUnchangedObjects] [-SQLCredential <PSCredential>] [-AdLds] -

AdLdsInstance <String> 

 [-ChangeAuditorDbName <String>] [-RestoreUsingChangeAuditor] [-Partition 

<String>] [-Port <Int32>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

Firewall 

Compare-RMADObject [-ProcessRecycledObjects] [-Attribute <String[]>] [-

Server <String>] 

 [-Credential <PSCredential>] [-Backup <Guid>] [-BackupPassword 

<SecureString>] [-KeepBackupUnpacked] 

 [-Id] <String[]> [-ProcessChildren] [-ChildObjectClass <String[]>] [-

ReportUnchangedAttributes] 

 [-ReportUnchangedObjects] [-SQLCredential <PSCredential>] [-AdLds] [-

ChangeAuditorDbName <String>] 

 [-ConfigureFirewall] [-RestoreUsingChangeAuditor] [-Partition <String>] [-

Port <Int32>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Agentless 

Compare-RMADObject [-ProcessRecycledObjects] [-Attribute <String[]>] [-

Server <String>] 

 [-Credential <PSCredential>] [-Backup <Guid>] [-BackupPassword 

<SecureString>] [-KeepBackupUnpacked] 

 [-Id] <String[]> [-UseAgentlessMethod] [-ProcessChildren] [-

ChildObjectClass <String[]>] 

 [-ReportUnchangedAttributes] [-ReportUnchangedObjects] [-SQLCredential 

<PSCredential>] [-AdLds] 

 [-ChangeAuditorDbName <String>] [-RestoreUsingChangeAuditor] [-Partition 

<String>] [-Port <Int32>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

TwoBackups 

Compare-RMADObject [-ProcessRecycledObjects] [-Attribute <String[]>] [-

Server <String>] 

 [-Credential <PSCredential>] -Backup1 <Guid> -Backup2 <Guid> [-

Backup1Password <SecureString>] 

 [-Backup2Password <SecureString>] [-KeepBackupUnpacked] [-Id] <String[]> 

[-ProcessChildren] 

 [-ChildObjectClass <String[]>] [-ReportUnchangedAttributes] [-

ReportUnchangedObjects] 

 [-SQLCredential <PSCredential>] [-ChangeAuditorDbName <String>] [-

RestoreUsingChangeAuditor] 

 [-Partition <String>] [-Port <Int32>] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Allows you to compare the following:* Live Active Directory objects against their versions in a backup. 

• Active Directory objects held in two backups.To fill in the 'ModifyBy' field for a report, use the 

ChangeAuditorDbName parameter.To view a report about the compare operation performed by 
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this cmdlet, use the Start-RMADReportViewer cmdlet. 

You can only use this cmdlet when Windows PowerShell is started using MTA.  

To start Windows PowerShell using MTA, run this command: 

PowerShell -mta 

EXAMPLES 

Example 

PS C:\> $b = (Get-RMADBackup -Domain dom1.local | Sort-Object -Property 

Date)[-1] 

C:\PS>Compare-RMADObject -Backup $b.Path -Id "ou=ou1,dc=dom1,dc=local" -

ProcessChildren -ChangeAuditorDbName ".\ChangeAuditor" 

In this example, the Get-RMADBackup cmdlet gets all backups existing for the dom1.local domain. 

PARAMETERS 

-ProcessRecycledObjects 

When present, specifies to process recycled objects. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Attribute 

Specifies the display names of the object attributes to compare. 

When specifying multiple display names, use a comma as a separator. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Server 

Specifies the domain controller or ADAM instance host from which objects are to be retrieved.  

The domain controller can be specified by its computer name, IP address, or domain name. 

If you specify a domain name, deleted objects are retrieved from any available domain controller in the specified 

domain. 

The ADAM instance host can be specified by its computer name or IP address.  

If this parameter is omitted, objects are retrieved from any available domain controller in the current domain. 

Type: String 

Parameter Sets: (All) 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

The user name and password of the user account with which you want to connect, in the form of a PSCredential 

object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Use this parameter if you want to compare AD objects in a backup with their counterparts in Active Directory. 

If this parameter is omitted, the credentials of current user account are used. 

This parameter is ignored if you compare AD objects in a backup with their counterparts in another backup. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Backup 

Specifies the backup that contains the AD objects to be compared. 

Use this parameter if you want to compare AD objects in a backup with their counterparts in Active Directory. 

Type: Guid 

Parameter Sets: Default, ADLds, Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: Guid 

Parameter Sets: ADAndBackup 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Backup1 

Specifies the first backup that contains the AD objects to be compared. 

Use this parameter if you want to compare AD objects held in backups. 

The backup specified in this parameter must be registered in the Recovery Manager database. 

Type: Guid 

Parameter Sets: Default 

Aliases: 

 

Required: False 

Position: Named 
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Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: Guid 

Parameter Sets: TwoBackups 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Backup2 

Specifies the second backup that contains the AD objects to be compared. 

Use this parameter if you want to compare AD objects held in backups. 

The backup specified in this parameter must be registered in the Recovery Manager database. 

Type: Guid 

Parameter Sets: Default 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: Guid 

Parameter Sets: TwoBackups 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Backup1Password 

Specifies the password to access the first backup, if the backup is password-protected. 

This is the same password that is set for the backup in the Recovery Manager console. 

Type: SecureString 

Parameter Sets: Default, TwoBackups 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Backup2Password 

Specifies the password to access the second backup, if the backup is password-protected. 

This is the same password that is set for the backup in the Recovery Manager console. 

Type: SecureString 

Parameter Sets: Default, TwoBackups 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-KeepBackupUnpacked 

Determines whether to save the unpacked backup after the search operation. 

If this parameter is not set, the unpacked backup will be deleted after the search operation is completed. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the objects to compare. 

To specify an object, you can use object GUID, distinguished name (DN), sAMAccountName, or user principal 

name (UPN). 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ProcessChildren 

When present, specifies to process children of the objects specified in the Id attribute. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ChildObjectClass 

Specifies the child object classes to process. 

When specifying multiple classes, use a comma as a separator. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-ReportUnchangedAttributes 

Includes the object attributes that have not changed since the time of the specified backup into the operation 

report. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ReportUnchangedObjects 

Includes the objects that have not changed since the time of the specified backup into the operation report. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SQLCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report about the compare operation. 

The user name and password must be in the form of a PSCredential object. 

When this parameter is omitted, the cmdlet uses the credentials of the account under which Management Shell is 

running. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ChangeAuditorDbName 

Specifies a location of the ChangeAuditor SQL database. 

If this parameter is omitted, the 'ModifyBy' cell in AD reports will be empty. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-RestoreUsingChangeAuditor 

Specifies if Change Auditor is used to restore the latest changes to the object. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Partition 

Specifies the AD LDS (ADAM) partition where you want to compare objects. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Port 

Specifies the port on which to access the AD LDS (ADAM) instance that hosts the objects you want to compare. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access a password-protected backup. 

This is the same password that is set in the computer collection properties in the Recovery Manager console. 
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Type: SecureString 

Parameter Sets: ADAndBackup, ADLds, Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdLds 

Specifies that the AD LDS instance is used as a data storage. 

Type: SwitchParameter 

Parameter Sets: ADLds 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: SwitchParameter 

Parameter Sets: Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdLdsInstance 

If you compare the object changes in AD LDS (ADAM), you should specify the AD LDS (ADAM) instance whose 

backup you want to use. 

Type: String 

Parameter Sets: ADLds 

Aliases: AdamInstance 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseAgentlessMethod 

Specifies to use the agentless method to access a domain controller. 

Use this parameter if you want to compare AD objects in a backup with their counterparts in Active Directory. 

If this parameter is omitted, the domain controller is accessed by using Restore Agent. 

This parameter is ignored if you compare AD objects in a backup with their counterparts in another backup. 

Type: SwitchParameter 

Parameter Sets: Agentless 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-ConfigureFirewall 

Specifies whether Recovery Manager automatically configures Windows Firewall on the target Windows Server 

2008-based or Windows Server 2012-based DCs to allow compare and restore operations. 

Type: SwitchParameter 

Parameter Sets: Firewall 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216


 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
244 Appendices 

 

INPUTS 

OUTPUTS 

NOTES 
The Backup 1 and Backup 2 parameters must specify backups for the same domain controller.In the 

DomainController parameter, you must specify the same domain controller whose backup you specified in the 

Backup parameter. 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Convert-RMADBackup 

SYNOPSIS 
Converts Windows Server backups into RMAD Bare Metal Recovery backups. 

SYNTAX 
Convert-RMADBackup [-WindowsServerBackupLocation] <String> [-

BareMetalRecoveryPath] <String> [-AsJob] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Converts Windows Server Backups into RMAD Bare Metal Recovery backups. 

EXAMPLES 

Example 1 

PS C:\> Convert-RMADBackup \\backup_srv01\wsb\WindowsImageBackup 

\\backup_srv01\rmad\bmr.vhdx 

Synchronously starts the conversion of the Windows Server backup to the bmr.vhdx file located on the network 

share. 
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Example 2 

PS C:\> Convert-RMADBackup \\backup_srv01\wsb\WindowsImageBackup 

\\backup_srv01\rmad\bmr.vhdx | Add-RMADBackup 

Synchronously starts the conversion of the Windows Server backup located at the remote network share, puts 

the result into the bmr.vhdx file, and then registers the resulting backup. 

Example 3 

PS C:\> $job = Convert-RMADBackup D:\WindowsImageBackup D:\bmr.vhdx -AsJob 

$job.StatusMessage 

Runs conversion as a background job and shows the current status message. 

PARAMETERS 

-WindowsServerBackupLocation 

Specifies the full path to the Windows Server backup. 

You must specify the path including the WindowsImageBackup folder. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-BareMetalRecoveryPath 

Specifies the full path to the RMAD Bare Metal Recovery backup file. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 2 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AsJob 

Runs the conversion process as a background job. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

String 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

ConvertTo-RMADRecycledObject 

SYNOPSIS 
Recycles specific deleted Active Directory objects. 

SYNTAX 
ConvertTo-RMADRecycledObject -Name <String[]> [-Force] [-Server <String>] 

[-Credential <PSCredential>] 

 [-Partition <String>] [-Port <Int32>] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

DESCRIPTION 
Allows you to manually recycle specific deleted Active Directory objects held in Microsoft's Active Directory 

Recycle Bin in the forest where Recovery Manager is installed. 

This cmdlet overrides the deleted object lifetime setting that applies to the deleted objects being recycled. 

You can only use this cmdlet if Microsoft's Active Directory Recycle Bin feature is enabled in the forest where 

Recovery Manager is installed. 

EXAMPLES 

Example 1 

PS C:\> (Get-RMADDeletedObject dc1.dom1.lab.local) | 

Where-Object { $_.objectclass -contains "user" } | 

Foreach-Object { ConvertTo-RMADRecycledObject -Name $_.Name -Server 

dc1.dom1.lab.local } 

This example shows how to recycle all user objects held in Microsoft's Active Directory Recycle Bin. 

The Get-RMADDeletedObject cmdlet gets all deleted objects from Microsoft's Active Directory Recycle Bin by 

connecting to the dc1.dom1.lab.local domain controller. 

Then the Get-RMADDeletedObject cmdlet pipes the objects to the Where-Object cmdlet that filters out user 

objects. 

Then, the Foreach-Object cmdlet uses the ConvertTo-RMADRecycledObject cmdlet to transfer each user object 

to the recycled state. 

Example 2 

PS C:\> ConvertTo-RMADRecycledObject -Name "User 1\0ADEL:7dbac5c7-f38d-

4270-8ac2-7a0674bc246b" 

Converts the deleted object "User 1\0ADEL:7dbac5c7-f38d-4270-8ac2-7a0674bc246b" to recycled state. 
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PARAMETERS 

-Name 

Allows you to specify the deleted object you want to recycle. 

To specify a deleted object, enter the value of the object's Name attribute in this parameter. 

The Name attribute provides the object's relative distinguished name (RDN) that looks similar to the following:  

User 1\0ADEL:7dbac5c7-f38d-4270-8ac2-7a0674bc246bTo view the value of the Name attribute for a deleted 

object, you can use the Get-RMADDeletedObject cmdlet. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Force 

Suppresses the cmdlet prompt for confirmation. 

When this parameter is omitted, the cmdlet prompts you for confirmation before recycling objects. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Server 

Specifies the Active Directory domain, domain controller, or AD LDS (ADAM) instance host from which you want 

the cmdlet to retrieve objects. 

If this parameter is omitted, the cmdlet retrieves objects from any available domain controller in the current 

domain. 

To specify a domain controller or AD LDS (ADAM) instance host, use the computer name or IP address. 

If you specify an Active Directory domain name in this parameter, the cmdlet retrieves objects from any available 

domain controller in the specified domain. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

The user name and password of the user account with which you want to connect, in the form of a PSCredential 

object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 
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Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Partition 

Specifies the distinguished name of the Active Directory partition from which deleted objects are to be retrieved. 

If this parameter is omitted, the default naming context is used. 

This parameter is required if you specify an ADAM instance host in the DirectoryHost parameter. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Port 

Specifies the port number to be used for connection. 

If this parameter is set to 0 or not specified, the default LDAP port (389) is used. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 
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Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Confirm 

Prompts for a confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Create-RMADStorageAgentSetup 

SYNOPSIS 
Creates storage server agent setup. 

SYNTAX 
Create-RMADStorageAgentSetup [-Path] <String> [-Port <Int32>] 

[<CommonParameters>] 

DESCRIPTION 
Create storage server agent setup bundle packed to the ZIP archive that contains required components to deploy 

the storage server agent. 

EXAMPLES 

Example 1 

PS C:\> Create-RMADStorageAgentSetup -Path "C:\Setup.zip" -StorageAgentPort 

48001 

Creates a setup bundle and puts it in the specified file. 

PARAMETERS 

-Path 

Path to the result file in which the setup will be created. 

Type: String 

Parameter Sets: (All) 
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Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Port 

Port that will be used to run storage agent on. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

System.String 

OUTPUTS 

System.Object 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Expand-RMADBackup 

SYNOPSIS 
Extracts the contents of a specified backup file. 

SYNTAX 

BackupInfo (Default) 

Expand-RMADBackup [-InputObject] <BackupInfo[]> [-BackupPassword 

<SecureString>] [-UseLegacyEncryption] 

 [-TargetFolder] <String> [[-Components] <BackupComponentBits>] [-AsJob] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Bkf 

Expand-RMADBackup [-Path] <String[]> [-BackupPassword <SecureString>] [-

UseLegacyEncryption] 

 [-TargetFolder] <String> [[-Components] <BackupComponentBits>] [-AsJob] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Id 

Expand-RMADBackup [-Id] <Int32[]> [-BackupPassword <SecureString>] [-

UseLegacyEncryption] 

 [-TargetFolder] <String> [[-Components] <BackupComponentBits>] [-AsJob] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Allows you to selectively extract the contents of a backup file created with Recovery Manager for Active Directory 

to the location you want. 

EXAMPLES 

Example 1 

PS C:\> Expand-RMADBackup -InputObject (Get-RMADBackup | where {$_.Date -gt 

(Get-Date).AddDays(-2)}) -TargetFolder 'C:\UnpackedBackups' 

This command extracts the contents of all backups created within last two days to the local folder 

C:\UnpackedBackups. 
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PARAMETERS 

-InputObject 

Accepts a backup object as input to the cmdlet. 

Enter a variable that contains the object or type a command or expression that gets the object. 

Type: BackupInfo[] 

Parameter Sets: BackupInfo 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-BackupPassword 

If the backup is password-protected, specifies the password to open the backup. 

The parameter value must be a SecureString object. 

Type: SecureString 

Parameter Sets: (All) 

Aliases: Password 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseLegacyEncryption 

Allows you to work with backups encrypted by the RC4 algorithm from RSA, Inc. 

(Microsoft RSA Base Provider). 

This algorithm is used to back up Windows Server 2003/2003 R2 domain controllers in Recovery Manager for 

Active Directory 8.2.x and 8.5.x. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-TargetFolder 

Specifies the target folder to which you want to extract the backup. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Components 

Specifies the backup components you want to extract. 

When specifying multiple backup components in this parameter, use a comma as a separator. 

This parameter accepts the following values for backup components:* Sam - Specifies to extract the SAM registry 

hive. 

• Security - Specifies to extract the Security registry hive. 

• Software - Specifies to extract the Software registry hive. 

• System - Specifies to extract the System registry hive. 

• Default - Specifies to extract the Default registry hive. 

• NTUserDat - Specifies to extract the NTUser.dat registry hive. 

• Components - Specifies to extract the Components registry hive. 

• SchemaDat - Specifies to extract the Schema.dat 

• ActiveDirectoryDatabase - Specifies to extract the DIT database. 

• Sysvol - Specifies to extract SYSVOL. 

• EnterpriseServices - Specifies to extract the COM+ Class Registration database. 

• BootFiles - Specifies to extract the boot files. 

• IISMetabase - Specifies to extract IIS metabase. 

• PerformanceCounters - Specifies to extract performance counters. 

• CertificateServer - Specifies to extract certificate server. 

• ClusterQuorum - Specifies to extract the cluster quorum. 

• Adam - Specifies to extract all instances of AD LDS (ADAM). 

• GroupMembership - Specifies to extract cross-domain group membership information. 

• ActiveDirectory - Specifies to extract the components represented by the following parameters: 

ActiveDirectoryDatabase and SYSVOL. 

• Registry - Specifies to extract the components represented by the following parameters: Sam, 

Security, Software, System, Default, NTUserDat, Components, and SchemaDat. 

Type: BackupComponentBits 

Parameter Sets: (All) 
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Aliases: 

 

Required: False 

Position: 2 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AsJob 

Runs the command as a background job. 

You can use this parameter to run commands that take a significant time to complete. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Path 

Path to the backup file. 

Type: String[] 

Parameter Sets: Bkf 

Aliases: FullName 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the backup you want to extract. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 
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Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Export-RMADBackup 

SYNOPSIS 
Exports registration information for a backup into an .xml file. 

SYNTAX 

InputObject 

Export-RMADBackup [-InputObject] <BackupInfo[]> [-Path] <String> [-

PassThru] 

http://go.microsoft.com/fwlink/?LinkID=113216
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 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Id 

Export-RMADBackup [-Id] <Int32[]> [-Path] <String> [-PassThru] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
This cmdlet exports the registration information for the specified backup into an .xml file. 

You can then use the Import-RMADBackup cmdlet to transform the registration information saved in the .xml file 

into an object. 

EXAMPLES 

Example 1 

PS C:\> $b = Get-RMADBackup 

Export-RMADBackup -Path Backups.xml -InputObject $b 

Exports registration information for all backups registered in the Recovery Manager for Active Directory backup 

registration database located on the computer where you are using this cmdlet. 

The backup registration information is saved in the Backups.xml file. 

Example 2 

PS C:\> Export-RMADBAckup -Id 1 -Path C:\ExportedBackups 

Exports the registration information of the backup whose ID 1 to an XML file in the folder C:\ExportedBackups. 

PARAMETERS 

-InputObject 

Accepts a backup object as input to the cmdlet. 

Enter a variable that contains the object or type a command or expression that gets the object. 

Type: BackupInfo[] 

Parameter Sets: InputObject 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Path 

Specifies the path to the .xml file where you want to save registration information for the backup. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 1 
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Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-PassThru 

Passes the registration information for the specified backup along the pipeline. 

If this parameter is omitted, the registration information is not passed along the pipeline. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the identifiers of one or more backups to export. 

This parameter accepts an array of integers. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Export-RMADSecureStorageBackup 

SYNOPSIS 
Exports a backup on a Secure Storage server to a remote network share. 

SYNTAX 

InputObject 

Export-RMADSecureStorageBackup [-InputObject] <BackupInfo[]> [-

TargetRemoteFolder] <String> 

 [-TargetCredentials] <PSCredential> [-PassThru] [<CommonParameters>] 

Id 

Export-RMADSecureStorageBackup [-Id] <Int32[]> [-TargetRemoteFolder] 

<String> 

 [-TargetCredentials] <PSCredential> [-PassThru] [<CommonParameters>] 

DESCRIPTION 
Exports a backup on a Secure Storage server to a remote network share. 

http://go.microsoft.com/fwlink/?LinkID=113216
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EXAMPLES 

Example 1 

$credential = Get-Credential 

$backup = Get-RMADBackup -OnlySecureStorage -ComputerName 'dc1.rmad.local' 

| Select-Object -First 1 

Export-RMADSecureStorageBackup -InputObject $backup -TargetRemoteFolder 

'\\192.168.0.1\BackupsNew\Temp' -TargetCredentials $credential 

Example 2 

$credential = Get-Credential 

Export-RMADSecureStorageBackup -Id @(2, 4, 6) -TargetRemoteFolder 

'\\192.168.0.1\BackupsNew\Temp' -TargetCredentials $credential 

PARAMETERS 

-Id 

Specifies the identifiers of one or more backups to export. 

This parameter accepts an array of integers. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InputObject 

Accepts a backup object as input to the cmdlet. 

Enter a variable that contains the object or type a command or expression that gets the object. 

Type: BackupInfo[] 

Parameter Sets: InputObject 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-PassThru 

Passes the registration information for the specified backup along the pipeline. 

If this parameter is omitted, the registration information is not passed along the pipeline. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-TargetCredentials 

Credentials to acess the target network location. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 2 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-TargetRemoteFolder 

Remote network share where backup should be exported. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

QuestSoftware.RecoveryManager.AD.PowerShell.BackupInfo[] 

System.Int32[] 

System.String 

QuestSoftware.RecoveryManager.AD.PowerShell.Cmdlets.StorageServersMan
agement.StorageServer 

OUTPUTS 

System.Object 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADBackup 

SYNOPSIS 
Gets backups registered with Recovery Manager. 

SYNTAX 

Id (Default) 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [[-Id] 

<Int32[]>] [-ComputerName <String>] 

 [-MaxDate <DateTime>] [-MinDate <DateTime>] [-Site <String>] [-

CollectionId <Int32>] 

 [-BackupComponents <BackupComponents>] [-IncludeDeleted] [-

AfterModifiedDate <DateTime>] [-First <Int32>] 

 [-Skip <Int32>] [-SourceConsole <String>] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 
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Id_IncludeSecureStorage 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [-Id] 

<Int32[]> [-ComputerName <String>] 

 [-MaxDate <DateTime>] [-MinDate <DateTime>] [-Site <String>] [-

CollectionId <Int32>] 

 [-BackupComponents <BackupComponents>] [-IncludeDeleted] [-

IncludeSecureStorage] 

 [-AfterModifiedDate <DateTime>] [-First <Int32>] [-Skip <Int32>] [-

SourceConsole <String>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Id_OnlySecureStorage 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [-Id] 

<Int32[]> [-ComputerName <String>] 

 [-MaxDate <DateTime>] [-MinDate <DateTime>] [-Site <String>] [-

CollectionId <Int32>] 

 [-BackupComponents <BackupComponents>] [-IncludeDeleted] [-

OnlySecureStorage] [-AfterModifiedDate <DateTime>] 

 [-First <Int32>] [-Skip <Int32>] [-SourceConsole <String>] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

Guid 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [[-Guid] 

<Guid[]>] [-ComputerName <String>] 

 [-MaxDate <DateTime>] [-MinDate <DateTime>] [-Site <String>] [-

CollectionId <Int32>] 

 [-BackupComponents <BackupComponents>] [-IncludeDeleted] [-

AfterModifiedDate <DateTime>] [-First <Int32>] 

 [-Skip <Int32>] [-SourceConsole <String>] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

Guid_IncludeSecureStorage 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [-Guid] 

<Guid[]> [-ComputerName <String>] 

 [-MaxDate <DateTime>] [-MinDate <DateTime>] [-Site <String>] [-

CollectionId <Int32>] 

 [-BackupComponents <BackupComponents>] [-IncludeDeleted] [-

IncludeSecureStorage] 

 [-AfterModifiedDate <DateTime>] [-First <Int32>] [-Skip <Int32>] [-

SourceConsole <String>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Guid_OnlySecureStorage 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [-Guid] 

<Guid[]> [-ComputerName <String>] 

 [-MaxDate <DateTime>] [-MinDate <DateTime>] [-Site <String>] [-

CollectionId <Int32>] 

 [-BackupComponents <BackupComponents>] [-IncludeDeleted] [-

OnlySecureStorage] [-AfterModifiedDate <DateTime>] 

 [-First <Int32>] [-Skip <Int32>] [-SourceConsole <String>] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 
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IncludeSecureStorage 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [-

ComputerName <String>] [-MaxDate <DateTime>] 

 [-MinDate <DateTime>] [-Site <String>] [-CollectionId <Int32>] [-

BackupComponents <BackupComponents>] 

 [-IncludeDeleted] [-IncludeSecureStorage] [-AfterModifiedDate <DateTime>] 

[-First <Int32>] [-Skip <Int32>] 

 [-SourceConsole <String>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

OnlySecureStorage 

Get-RMADBackup [-MinimumId <Int32>] [-Domain <String>] [-All] [-

ComputerName <String>] [-MaxDate <DateTime>] 

 [-MinDate <DateTime>] [-Site <String>] [-CollectionId <Int32>] [-

BackupComponents <BackupComponents>] 

 [-IncludeDeleted] [-OnlySecureStorage] [-AfterModifiedDate <DateTime>] [-

First <Int32>] [-Skip <Int32>] 

 [-SourceConsole <String>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Retrieves the backup object for the backups registered in the Recovery Manager backup registration database. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADBackup | Where-Object {$_.ComputerName -eq 

"dc1.dom1.local"} 

This command retrieves all backup objects and passes them to the Where-Object cmdlet. 

The Where-Object cmdlet outputs the backup objects whose ComputerName property value is dc1.dom1.local. 

Example 2 

PS C:\> Get-RMADBackup -Id 12345 

Retrieves the backup whose identifier is 12345. 

Example 3 

PS C:\> Get-RMADBackup | Where-Object {($_.Date -gt (Get-Date).AddDays(-5)) 

-and ($_.Path -like "*Toronto*")} 

This command retrieves objects that represent backups created by Recovery Manager for Active Directory in the 

last 5 days. 

The command retrieves only those backups whose file path includes the word "Toronto". 

Example 4 

PS C:\> Get-RMADBackup -Skip 10 -First 100 

This command skips the first 10 backups and starts retrieving 100 backups from the 11th one. 
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PARAMETERS 

-MinimumId 

Retrieves backups with identifier greater than a specified number. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Domain 

Retrieves the backup objects for the specified domain only. 

If this parameter is not specified, all backup objects are retrieved from the Recovery Manager backup registration 

database. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: True (ByPropertyName) 

Accept wildcard characters: False 

-All 

When this parameter is present, the cmdlet gets all backup objects registered in the Recovery Manager backup 

registration database, including those whose file is physically missing. 

When this parameter is omitted, the cmdlet gets only those backup objects registered in the Recovery Manager 

backup registration database whose file is physically present. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the backup to get. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: False 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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Type: Int32[] 

Parameter Sets: Id_IncludeSecureStorage, Id_OnlySecureStorage 

Aliases: 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ComputerName 

Retrieves the backup objects from the specified computer only. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-MaxDate 

Retrieves the backup objects after the specified date. 

Type: DateTime 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-MinDate 

Retrieves the backup objects before the specified date. 

Type: DateTime 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Site 

Retrieves the backup objects from the specified AD site 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-CollectionId 

Retrieves the backup objects for the specified collection only. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupComponents 

Retrieves the backup objects with the specified components only. 

If 

this parameter is not specified, all backup objects are retrieved from 

the Recovery Manager backup registration database. 

Type: BackupComponents 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IncludeDeleted 

When this parameter is present, the cmdlet gets all backup objects from the Recovery Manager backup 

registration database, including those objects whose status has been marked as Deleted or Unregistered. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AfterModifiedDate 

Retrieves the backup objects that were last modified after this date. 

Type: DateTime 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-First 

Specifies the number of backups to retrieve. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Skip 

Specifies the number of backups to skip before starting retrieving. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SourceConsole 

Retrieves backups replicated from a specified console. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Guid 

Specifies the GUID of the backup to get. 

Type: Guid[] 

Parameter Sets: Guid 

Aliases: 

 

Required: False 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: Guid[] 

Parameter Sets: Guid_IncludeSecureStorage, Guid_OnlySecureStorage 

Aliases: 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: False 
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Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-OnlySecureStorage 

Return backups stored on a Secure Storage servers. 

Type: SwitchParameter 

Parameter Sets: Id_OnlySecureStorage, Guid_OnlySecureStorage 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: SwitchParameter 

Parameter Sets: OnlySecureStorage 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IncludeSecureStorage 

When this parameter is present, the cmdlet gets all backup objects from the Recovery Manager backup 

registration database, including backups stored on Secure Storage servers. 

Type: SwitchParameter 

Parameter Sets: Id_IncludeSecureStorage, Guid_IncludeSecureStorage 

Aliases: 

 

Required: True 
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Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: SwitchParameter 

Parameter Sets: IncludeSecureStorage 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADBackupAgent 

SYNOPSIS 
Retrieves objects that represent Recovery Manager Backup Agents, or discovers manually preinstalled Recovery 

Manager Backup Agents. 

SYNTAX 
Get-RMADBackupAgent [-Discover] [-UpdateInfo] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Allows you to retrieve a list of installed and registered in the Recovery Management Console Backup Agents. 

It also allows you to discover all Backup Agent instances that were manually preinstalled on computers. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADBackupAgent 

This code returns a list of installed and registered in the Recovery Management Console Backup Agents. 

Example 2 

PS C:\> Get-RMADBackupAgent -Discover 

This code discovers all Backup Agent instances that were manually 

preinstalled on computers. 

Note that after the discover operation completes, you can 

view and manage the discovered Backup Agent instances using the corresponding cmdlets or from the Backup 

Agent Management node in the Recovery Manager Console. 

PARAMETERS 

-Discover 

Specifies whether Backup Agent instances that were manually preinstalled on computers should be discovered. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UpdateInfo 

Specifies whether Backup Agents information should be re-requested. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADBackupInfo 

SYNOPSIS 
Gets the content of the backups held at a specified location. 

http://go.microsoft.com/fwlink/?LinkID=113216
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SYNTAX 

Bkf 

Get-RMADBackupInfo [-Path] <String[]> [-BackupPassword <SecureString>] [-

UseLegacyEncryption] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

OfflineDit 

Get-RMADBackupInfo [-Path] <String[]> [-SysvolPath <String[]>] [-

ResolveIndexes <Boolean>] [-OfflineDit] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

BackupInfo 

Get-RMADBackupInfo [-BackupPassword <SecureString>] [-UseLegacyEncryption] 

[-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
The Get-RMADBackupInfo cmdlet gets the content of the backups created with Recovery Manager and held at 

the location specified by the path. 

EXAMPLES 

Example 1 

PS C:\> $b = Get-ChildItem C:\Backups -Filter *.bkf -Recurse | Get-

RMADBackupInfo 

 

C:\PS>Where-Object -InputObject $b { $_.Contents -band 64 } | Add-

RMADBackup 

This command gets the content of all backups held in the C:\Backups folder and its subfolders, and saves the 

content in the $b variable. 

The Where-Object cmdlet then passes the Active Directory backups from the $b variable to the Add-Backup 

cmdlet (the number 64 stands for the Active Directory component.) Add-RMADBackup then registers the passed 

Active Directory backups in the Recovery Manager database. 

Example 2 

PS C:\> $p = Read-Host "Backup Password" -AsSecureString 

 

C:\PS>Get-RMADBackupInfo C:\Backups\password-protected_backup1.bkf -

BackupPassword $p 

In this example, the Read-Host cmdlet provided by Windows PowerShell gets the backup password as a 

SecureString object and saves it in the $p variable. 

The Get-RMADBackupInfo then uses the password saved in the $p variable to access the password-protected 

backup C:\Backups\password-protected_backup1.bkf. 
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PARAMETERS 

-Path 

Specifies the path to the backups whose content is to be retrieved. 

Type: String[] 

Parameter Sets: Bkf, OfflineDit 

Aliases: FullName 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access a password-protected backup. 

This is the same password that is set in the computer collection properties in the Recovery Manager console. 

Type: SecureString 

Parameter Sets: Bkf, BackupInfo 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseLegacyEncryption 

Allows you to work with backups encrypted by the RC4 algorithm from RSA, Inc. 

(Microsoft RSA Base Provider). 

This algorithm is used to back up Windows Server 2003/2003 R2 domain controllers in Recovery Manager for 

Active Directory 8.2.x and 8.5.x. 

Type: SwitchParameter 

Parameter Sets: Bkf, BackupInfo 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-SysvolPath 

Path to the SYSVOL folder. 

Type: String[] 

Parameter Sets: OfflineDit 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ResolveIndexes 

Reindexes the DIT file in case of invalid index data. 

Type: Boolean 

Parameter Sets: OfflineDit 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-OfflineDit 

Specifies that the application registers the DIT file as a backup. 

Type: SwitchParameter 

Parameter Sets: OfflineDit 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADBackupObject 

SYNOPSIS 
Get objects from backups 

SYNTAX 

InputObject+Name (Default) 

Get-RMADBackupObject -InputObject <BackupInfo[]> [-Name <String[]>] [-

BackupPassword <SecureString>] 

 [-Attribute <String[]>] [-SearchBase <String>] [-Count <Int32>] [-

KeepBackupUnpacked] 

 [-AdLdsInstance <String[]>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

InputObject+Id 

Get-RMADBackupObject -InputObject <BackupInfo[]> [-Id <String[]>] [-

BackupPassword <SecureString>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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 [-Attribute <String[]>] [-SearchBase <String>] [-Count <Int32>] [-

KeepBackupUnpacked] 

 [-AdLdsInstance <String[]>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

InputObject+Filter 

Get-RMADBackupObject -InputObject <BackupInfo[]> [-Filter <String>] [-

BackupPassword <SecureString>] 

 [-Attribute <String[]>] [-SearchBase <String>] [-Count <Int32>] [-

KeepBackupUnpacked] 

 [-AdLdsInstance <String[]>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

BackupGuid+Id 

Get-RMADBackupObject -BackupGuid <Guid[]> [-Id <String[]>] [-BackupPassword 

<SecureString>] 

 [-Attribute <String[]>] [-SearchBase <String>] [-Count <Int32>] [-

KeepBackupUnpacked] 

 [-AdLdsInstance <String[]>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

BackupGuid+Name 

Get-RMADBackupObject -BackupGuid <Guid[]> [-Name <String[]>] [-

BackupPassword <SecureString>] 

 [-Attribute <String[]>] [-SearchBase <String>] [-Count <Int32>] [-

KeepBackupUnpacked] 

 [-AdLdsInstance <String[]>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

BackupGuid+Filter 

Get-RMADBackupObject -BackupGuid <Guid[]> [-Filter <String>] [-

BackupPassword <SecureString>] 

 [-Attribute <String[]>] [-SearchBase <String>] [-Count <Int32>] [-

KeepBackupUnpacked] 

 [-AdLdsInstance <String[]>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Retrieves specific objects from certain backups registered with Recovery Manager for Active Directory. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADBackup | Get-RMADBackupObject -Name "Adm" -Attribute * 

Retrieves a list of all backups that are registered in Recovery Manager for Active Directory and then search for 

the object using ambiguous name resolution. 
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In this example, you will get a list of all objects that have 'Adm' in the beginning of any naming attribute from the 

'ANR attribute Set'. 

Example 2 

PS C:\> Get-RMADBackup | Get-RMADBackupObject -SearchBase 

'CN=Partitions,CN=Configuration,DC=CONTOSO,DC=COM' -Filter 

"objectClass='crossRef'" 

Retrieves a list of objects from the container that is specified in the 'SearchBase' parameter. 

The objects are filtered by the 'objectClass' attribute. 

Example 3 

PS C:\> Get-RMADBackup | Get-RMADBackupObject -Filter "givenName=Name 

1|Name 2,cn=Smith" 

Retrieves a list of all registered backups and all objects that have 'Name 1' or 'Name 2' value for the 'givenName' 

attribute and 'Smith' for the 'CN' attribute. 

Example 4 

PS C:\> Get-RMADObject -Filter  

"distinguishedName='CN=name1,DC=mydomain,DC=com'" 

Retrieves a list of all registered backups and all objects that have the following distinguished name: 

CN=name1,DC=mydomain,DC=com. 

Example 5 

PS C:\> Get-RMADBackup | Get-RMADBackupObject -AdLdsInstance 

'ContosoApplication' -Filter 

"distinguishedName='CN=Users,CN=Roles,CN=App1,DC=contoso,DC=com'" 

Retrieves the object with the specified distinguished name from the backup of the 'ContosoApplication' AD LDS 

instance. 

PARAMETERS 

-InputObject 

Specifies backups that contain the retrieved object. 

To get the backup, use the Get-RMADBackup cmdlet. 

Type: BackupInfo[] 

Parameter Sets: InputObject+Name, InputObject+Id, InputObject+Filter 

Aliases: Backup, Backups 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Name 

Retrieves objects whose Name attribute value is equal to the value specified in this parameter. 

Type: String[] 

Parameter Sets: InputObject+Name, BackupGuid+Name 

Aliases: 

 

Required: False 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
280 Appendices 

 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access a password-protected backup. 

This is the same password that is set in the computer collection properties in the Recovery Manager console. 

Type: SecureString 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Attribute 

Specifies the object attributes to retrieve in addition to the attributes the cmdlet retrieves by default. 

If this parameter is omitted or empty, the cmdlet retrieves the following default set of object attributes: 

- distinguishedName 

- name 

- objectClass 

- objectguid 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SearchBase 

Specifies an Active Directory container in which to search for objects. 

The search is performed in the specified container and all its subcontainers. 

Specify the distinguished name (DN) of the container in which you want to search. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Count 

Limits the maximum number of objects to retrieve. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-KeepBackupUnpacked 

Determines whether to save the unpacked backup after the search operation. 

If this parameter is not set, the unpacked backup will be deleted after the search operation is completed. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdLdsInstance 

If you search in the AD LDS instance backup, you should specify a list of AD LDS instances in which you want to 

search. 

Type: String[] 

Parameter Sets: (All) 

Aliases: AdamInstance 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Filter 

Allows you to filter objects by attribute names and attribute values. 

For details, see the examples provided for this cmdlet. 

Type: String 

Parameter Sets: InputObject+Filter, BackupGuid+Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the object to retrieve. 

This parameter accepts one of the following: 

- GUID 

- Distinguished name (DN) 

- samAccountName 

- userLogonName 

Type: String[] 

Parameter Sets: InputObject+Id, BackupGuid+Id 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupGuid 

GUID of the registered backup. 

Type: Guid[] 

Parameter Sets: BackupGuid+Id, BackupGuid+Name, BackupGuid+Filter 

Aliases: Guid 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADBackupSecurityStatus 

SYNOPSIS 
Gets security check information for a specified backup. 

SYNTAX 
Get-RMADBackupSecurityStatus [-BackupGuid <Guid[]>] [-From <DateTime>] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Retrieves security check information for a specified backup registered with Recovery Manager for Active 

Directory. 

EXAMPLES 

Example 1 

PS C:\> $bkf = (Get-RMADBackup -ComputerName dc.DomainName.local)[-1] 

$status = New-Object -TypeName 

QuestSoftware.RecoveryManager.AD.PowerShell.BackupSecurityStatus 

$status.Summary = "Passed" 

$status.Details = "all successful" 

$status.CheckDate = Get-Date  

Publish-RMADBackupSecurityStatus -BackupGuid $bkf.backupGuid -

SecurityStatus $status 

Get-RMADBackup -ComputerName dc.DomainName.local | %{   

    Get-RMADBackupSecurityStatus -BackupGuid $_.BackupGuid 

    } 
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For troubleshooting only. 

This command retrieves information related to antimalware scan resuls for all backups registered with Recovery 

Manager for Active Directory. 

PARAMETERS 

-BackupGuid 

This is the GUID of the backup for which a user wants to get the antimalware scan results. 

Type: Guid[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-From 

Specifies the time point to get statuses. 

Type: DateTime 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADCollection 

SYNOPSIS 
Retrieves Recovery Manager computer collection objects or default computer collection settings. 

SYNTAX 

Name (Default) 

Get-RMADCollection [[-Name] <String[]>] [-InformationAction 

<ActionPreference>] [-InformationVariable <String>] 

 [<CommonParameters>] 

Id 

Get-RMADCollection [-Id] <Int32[]> [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

Default 

Get-RMADCollection [-Default] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Allows you to retrieve an existing Recovery Manager computer collection by its name or ID. 

This cmdlet retrieves all existing computer collections if no collection name or ID is specified. 

You can also use this cmdlet to retrieve the default computer collection settings that apply to each new computer 

collection. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADCollection 

This command retrieves all Recovery Manager computer collections. 

Example 2 

PS C:\> (Get-RMADCollection Coll1).Schedule 

This command retrieves the line containing the schedule for the collection named Coll1. 

PARAMETERS 

-Name 

Specifies the name of the computer collection you want to retrieve. 

In the computer collection name that you type in this parameter, you can use an asterisk as a wildcard symbol for 

any number of any characters. 

Do not use the Default parameter along with this parameter. 

Type: String[] 

Parameter Sets: Name 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the Computer Collection to retrieve. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-Default 

Allows you to retrieve the default computer collection settings that apply to each new computer collection. 

Do not use the Name or ID parameter along with this parameter. 

Type: SwitchParameter 

Parameter Sets: Default 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
287 Appendices 

 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Get-RMADCollectionItem 

SYNOPSIS 
Retrieves information about items added to specified Recovery Manager for Active Directory computer 

collections. 

SYNTAX 

InputObject 

Get-RMADCollectionItem [-InputObject] <ComputerCollection[]> [-UseCache] [-

ComputerInfo] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Name 

Get-RMADCollectionItem [-UseCache] [-Name] <String[]> [-ComputerInfo] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

Id 

Get-RMADCollectionItem [-UseCache] [-Id] <Int32[]> [-ComputerInfo] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Retrieves information about items added to specified Recovery Manager for Active Directory computer 

collections.  

You can use this cmdlet to retrieve information about one of the following:* Items that are explicitly added to 

computer collections (such as domain controllers, Active Directory domains, Active Directory sites, organizational 

units, AD LDS (ADAM) hosts, AD LDS (ADAM) instances, and AD LDS (ADAM) sites). 

• Domain controllers and AD LDS (ADAM) hosts that are explicitly or implicitly added to computer 

collections. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADCollectionItem -Collection NewCollection 

Retrieves information about items that are explicitly added to the Computer Collection named NewCollection. 

These items can include domain controllers, Active Directory domains, Active Directory sites, organizational 

units, AD LDS (ADAM) hosts, AD LDS (ADAM) instances, and AD LDS (ADAM) sites. 
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Example 2 

PS C:\> Get-RMADCollectionItem -Collection NewCollection -ComputerInfo 

Retrieves information about domain controllers and AD LDS (ADAM) hosts explicitly or implicitly added to the 

Computer Collection named NewCollection. 

PARAMETERS 

-InputObject 

Specifies the object representing the computer collections that include the items you want to retrieve. 

Type: ComputerCollection[] 

Parameter Sets: InputObject 

Aliases: Collection 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-UseCache 

Specifies to return the data from cache 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ComputerInfo 

When present, specifies to retrieve information about the domain controllers and AD LDS (ADAM) hosts that are 

explicitly or implicitly added to the computer collections you specified in the Collection parameter. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Name 

Specifies the name of the computer collection that includes the items you want to retrieve. 

Type: String[] 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 
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Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the computer collection that includes the items you want to retrieve. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADDeletedObject 

SYNOPSIS 
Retrieves deleted Active Directory objects. 

SYNTAX 

Name (Default) 

Get-RMADDeletedObject [-All] [-Restorable] [-Computer <String>] [-

RetrieveOnlyUnpackedBackups] 

 [-ForceBackupRetrieving] [-Name <String[]>] [-Count <Int32>] [-Attribute 

<String[]>] [-SearchBase <String>] 

 [-Timeout <Int32>] [-UseSsl] [-Server <String>] [-Credential 

<PSCredential>] [-Partition <String>] 

 [-Port <Int32>] [-IgnoreReadOnly] [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

Identity 

Get-RMADDeletedObject [-All] [-Restorable] [-Computer <String>] [-

RetrieveOnlyUnpackedBackups] 

 [-ForceBackupRetrieving] [-Id <String[]>] [-Attribute <String[]>] [-

UseSsl] [-Server <String>] 

 [-Credential <PSCredential>] [-Partition <String>] [-Port <Int32>] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Filter 

Get-RMADDeletedObject [-All] [-Restorable] [-Computer <String>] [-

RetrieveOnlyUnpackedBackups] 
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 [-ForceBackupRetrieving] [-Filter <String>] [-Count <Int32>] [-Attribute 

<String[]>] [-SearchBase <String>] 

 [-Timeout <Int32>] [-UseSsl] [-Server <String>] [-Credential 

<PSCredential>] [-Partition <String>] 

 [-Port <Int32>] [-IgnoreReadOnly] [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Allows you to retrieve specific deleted or recycled Active Directory objects. 

The cmdlet retrieves objects from the default naming context or the Active Directory partition you specify. 

You can only retrieve recycled objects when Microsoft's Active Directory Recycle Bin is enabled in your 

environment.By default, for each deleted object, this cmdlet retrieves the following attributes: 

• GUID 

• Distinguished name (DN) 

• Name 

• objectClass 

You can also specify additional attributes you want to retrieve. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADDeletedObject 

This command retrieves all deleted Active Directory objects in the current domain. 

Example 2 

PS C:\> Get-RMADDeletedObject -Name "User 1" 

This command uses ambiguous name resolution (ANR) to look for and retrieve the deleted objects whose Name 

attribute value is User 1. 

Example 3 

PS C:\> Get-RMADDeletedObject -Name "User 1" -Attribute usnChanged, 

usnCreated 

This command uses ambiguous name resolution (ANR) to look for and retrieve the deleted objects whose Name 

attribute value is User 1.  

In addition to the default set of object attributes (that is, GUID, Distinguished name (DN), Name, and 

objectClass), this command also retrieves the attributes usnChanged and usnCreated. 

Example 4 

PS C:\> Get-RMADDeletedObject -Filter "whenCreated>=20130601123000.0Z" 

This command retrieves all deleted objects that were created on 1 June 2013 at 12:30:00 or after this date. 

Example 5 

PS C:\> Get-RMADDeletedObject -Filter "whenCreated=20130601000000.0Z" 
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This command retrieves all deleted objects that were created on 1 June 2013 between 00:00:00 and 23:59:59. 

Example 6 

PS C:\> Get-RMADDeletedObject -Filter 

"distinguishedName='CN=user1\\0ADEL:b0806312-d320-41fb-9e4d-

ebad82706a74,CN=Deleted Objects,DC=mydomain,DC=com'" 

Retrieves the deleted object whose distinguished name (DN) is CN=user1\0ADEL:b0806312-d320-41fb-9e4d-

ebad82706a74,CN=Deleted Objects,DC=mydomain,DC=com. 

Example 7 

PS C:\> Get-RMADDeletedObject -Name user1 -SearchBase 

'OU=Users,DC=domain,DC=com' 

Gets the deleted object whose Name attribute value is user1 and that was deleted from the container with DN 

OU=Users,DC=domain,DC=com or from any of its subcontainers. 

PARAMETERS 

-All 

Specifies to retrieve all deleted and recycled Active Directory objects. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: ShowRecycled 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Restorable 

Specifies to retrieve only those objects that can be completely restored. 

That is, objects located in Microsoft's Active Directory Recycle Bin or in a backup registered with Recovery 

Manager for Active Directory. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Computer 

Specifies the computer whose backups contain the deleted object to retrieve. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-RetrieveOnlyUnpackedBackups 

Retrieves the deleted objects only from the unpacked backups. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ForceBackupRetrieving 

Retrieves the ID of the backup that contains the deleted object even if this object can be restored using the Active 

Directory Recycle Bin. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Name 

Retrieves objects whose Name attribute value is equal to the value specified in this parameter. 

The Name attribute stores object's relative distinguished name (RDN) which looks similar to the following:  

User 1\0ADEL:7dbac5c7-f38d-4270-8ac2-7a0674bc246b 

Type: String[] 

Parameter Sets: Name 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Count 

Limits the maximum number of objects to retrieve. 

Type: Int32 

Parameter Sets: Name, Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Attribute 

Specifies the object attributes to retrieve in addition to the attributes retrieved by default. 

If this parameter is omitted or empty, the cmdlet retrieves the following default set of object attributes: 

• GUID 

• Distinguished name (DN) 

• Name 

• objectClassTo specify all available object attributes, type an asterisk (*) in this parameter. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SearchBase 

Specifies an Active Directory container in which to search for deleted objects. 

This is the container from which the objects you want to find were deleted. 

The search is performed in the specified container and all its subcontainers, including the deleted ones. 

Specify the distinguished name (DN) of the container in which you want to search. 

Type: String 

Parameter Sets: Name, Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Timeout 

Specifies the maximum wait time for retrieving the objects, in seconds. 

The default value is 30. 

Type: Int32 

Parameter Sets: Name, Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: 30 

Accept pipeline input: False 

Accept wildcard characters: False 

-Server 

Specifies the Active Directory domain, domain controller, or AD LDS (ADAM) instance host from which you want 

the cmdlet to retrieve objects. 

If this parameter is omitted, the cmdlet retrieves objects from any available domain controller in the current 
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domain. 

To specify a domain controller or AD LDS (ADAM) instance host, use the computer name or IP address. 

If you specify an Active Directory domain name in this parameter, deleted objects are retrieved from any available 

domain controller in the specified domain. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

The user name and password of the user account with which you want to connect, in the form of a PSCredential 

object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Partition 

Specifies the distinguished name of the Active Directory partition from which you want to retrieve objects. 

If this parameter is omitted, the default naming context is used. 

This parameter is required if you specify an AD LDS (ADAM) instance host in the Server parameter. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Port 

Specifies the port number to connect to. 

If this parameter is set to 0 or omitted, the default LDAP port (389) is used. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
297 Appendices 

 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the object to retrieve.  

This parameter accepts one of the following: 

• GUID 

• Distinguished name (DN) 

• samAccountName 

• userLogonName 

Type: String[] 

Parameter Sets: Identity 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Filter 

Allows you to filter objects by attribute names and attribute values. 

For the syntax this parameter accepts, see the examples provided for this cmdlet. 

Type: String 

Parameter Sets: Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 
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Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseSsl 

Specifies whether use Secure Sockets Layer (SSL) to encrypt the connection. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Get-RMADGlobalOptions 

SYNOPSIS 
Sets global settings for the application. 

SYNTAX 
Get-RMADGlobalOptions [[-Name] <String>] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Sets Recovery Manager for Active Directory global settings. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADGlobalOptions -Name "UnpackingPath" 

This cmdlet returns the value of the "UnpackingPath" global option. 

Example 2 

PS C:\> Get-RMADGlobalOptions "UnpackingPath" 

This cmdlet also can return the value of the "UnpackingPath" global option. 

Example 3 

PS C:\> Get-RMADGlobalOptions 

This code returns a HashTable which contains the name and value of all global options. 

PARAMETERS 

-Name 

Specifies the name to the option whose value is retrieved. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Get-RMADLicenseInfo 

SYNOPSIS 
Retrieves information about the installed license key file. 

SYNTAX 
Get-RMADLicenseInfo [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Allows you to retrieve information about the installed license key file including the following fields: 

• aboutText  

• purchased 

• allocated 

• expirationDate 

• managedUsers 

• isDemo 

• isForestRecoveryLicensed 

• isOrwAgentModeDisabled 

EXAMPLES 

Example 1 

PS C:\> (Get-RMADLicenseInfo).Allocated 

This code returns the number of already allocated licenses. 

Example 2 

PS C:\> (Get-RMADLicenseInfo).Purchased 

This code returns the number of purchased licenses. 
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Example 3 

PS C:\> (Get-RMADLicenseInfo).ManagedUsers 

This code returns the maximum number of users allowed by a Per Managed Person license. 

PARAMETERS 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Get-RMADObject 

SYNOPSIS 
Retrieves specific objects from Active Directory or certain backups registered with Recovery Manager for Active 

Directory. 

SYNTAX 

Name (Default) 

Get-RMADObject [-KeepBackupUnpacked] [-State <ObjectState>] [-Backup 

<Guid[]>] [-BackupPassword <SecureString>] 

 [-DisableADSearch] [-Name <String[]>] [-Count <Int32>] [-Attribute 

<String[]>] [-SearchBase <String>] 

 [-Timeout <Int32>] [-UseSsl] [-Server <String>] [-Credential 

<PSCredential>] [-Partition <String>] 

 [-Port <Int32>] [-IgnoreReadOnly] [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

Identity 

Get-RMADObject [-KeepBackupUnpacked] [-State <ObjectState>] [-Backup 

<Guid[]>] [-BackupPassword <SecureString>] 

 [-DisableADSearch] [-Id <String[]>] [-Attribute <String[]>] [-UseSsl] [-

Server <String>] 

 [-Credential <PSCredential>] [-Partition <String>] [-Port <Int32>] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Filter 

Get-RMADObject [-KeepBackupUnpacked] [-State <ObjectState>] [-Backup 

<Guid[]>] [-BackupPassword <SecureString>] 

 [-DisableADSearch] [-Filter <String>] [-Count <Int32>] [-Attribute 

<String[]>] [-SearchBase <String>] 

 [-Timeout <Int32>] [-UseSsl] [-Server <String>] [-Credential 

<PSCredential>] [-Partition <String>] 

 [-Port <Int32>] [-IgnoreReadOnly] [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Allows you to retrieve specific objects from Active Directory or certain backups registered with Recovery Manager 

for Active Directory.By default, with each object, this cmdlet retrieves the following attributes: 

• distinguishedName 

• name 
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• objectClass 

• objectguid 

• isDeleted 

• isRecycledIf the object is deleted, in addition to the above-listed attributes, the cmdlet also 

retrieves the following attributes: 

• whenchanged 

• whencreated 

• lastKnownParent, 

• msDS-LastKnownRDNYou can also specify additional attributes to retrieve. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADObject -Name "User 1" 

This command uses ambiguous name resolution (ANR) to look for and retrieve the objects whose Name attribute 

value is User 1. 

Example 2 

PS C:\> $b = Get-RMADBackup 

 

C:\PS>Get-RMADObject -DisableADSearch -Backup $b -Name "User 1" -Attribute 

* 

In the first line of this command, the Get-RMADBackup gets all backups registered with Recovery Manager for 

Active Directory and stores the backup objects in the $b variable. 

Example 3 

PS C:\> Get-RMADObject -Name "User 1" -State Live, Deleted -Attribute 

usnChanged, usnCreated 

This command uses ambiguous name resolution (ANR) to look for and retrieve objects whose Name attribute 

value is User 1 and whose state is either live or deleted. 

In addition to the default attribute set, the command retrieves the usnChanged and usnCreated attributes for 

each object. 

Example 4 

PS C:\> Get-RMADObject -Filter "givenName=User 1|User 2,sn=Smith" 

This command retrieves the objects whose givenName attribute value is either User 1 or User 2 and whose sn 

attribute value is Smith. 

Example 5 

PS C:\> Get-RMADObject -Filter "whenCreated>=20130601123000.0Z" 
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This command retrieves all objects that were created on 1 June 2013 at 12:30:00 or after this date. 

Example 6 

PS C:\> Get-RMADObject -Filter "whenCreated=20130601000000.0Z" 

This command retrieves all objects that were created on 1 June 2013 between 00:00:00 and 23:59:59. 

Example 7 

PS C:\> Get-RMADObject -Filter 

"distinguishedName='CN=user1,DC=mydomain,DC=com'" 

Retrieves the object whose distinguished name (DN) is CN=user1,DC=mydomain,DC=com. 

Example 8 

PS C:\> Get-RMADObject -Name user1 -State live -SearchBase 

'OU=Users,DC=domain,DC=com' 

Gets the object whose Name attribute value is user1 and that is located in the container with DN 

OU=Users,DC=domain,DC=com or in any of its subcontainers. 

PARAMETERS 

-KeepBackupUnpacked 

Determines whether to save the unpacked backup after the search operation. 

If this parameter is not set, the unpacked backup will be deleted after the search operation is completed. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-State 

Retrieves objects whose state is equal to any of the values specified in this parameter. 

This parameter can take one of the following values: 

• All 

• Deleted 

• Live 

• RecycledWhen specifying multiple values in this parameter, use a comma as a separator. 

Type: ObjectState 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-Backup 

Specifies the backup that contains the object to retrieve. 

To specify a backup, type the backup GUID in this parameter or use the Get-RMADBackup cmdlet. 

Type: Guid[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access the password-protected backup that contains the object you want to retrieve. 

Type: SecureString 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-DisableADSearch 

When present, specifies to search Active Directory for objects to retrieve. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Name 

Retrieves objects whose Name attribute value is equal to the value specified in this parameter. 

The Name attribute stores object's relative distinguished name (RDN) which looks similar to the following:  

User 1\0ADEL:7dbac5c7-f38d-4270-8ac2-7a0674bc246b 

Type: String[] 

Parameter Sets: Name 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Count 

Limits the maximum number of objects to retrieve. 

Type: Int32 

Parameter Sets: Name, Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Attribute 

Specifies the object attributes to retrieve in addition to the attributes the cmdlet retrieves by default. 

If this parameter is omitted or empty, the cmdlet retrieves the following default set of object attributes: 

• distinguishedName 

• name 

• objectClass 

• objectguid 

• isDeleted 

• isRecycledTo specify all available object attributes, type an asterisk (*) in this parameter. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SearchBase 

Specifies an Active Directory container in which to search for objects. 

The search is performed in the specified container and all its subcontainers. 

Specify the distinguished name (DN) of the container in which you want to search. 

Type: String 

Parameter Sets: Name, Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Timeout 

Specifies the maximum wait time for retrieving the objects, in seconds. 

The default value is 30. 

Type: Int32 

Parameter Sets: Name, Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: 30 

Accept pipeline input: False 

Accept wildcard characters: False 

-Server 

Specifies the Active Directory domain, domain controller, or AD LDS (ADAM) instance host from which you want 

the cmdlet to retrieve objects. 

If this parameter is omitted, the cmdlet retrieves objects from any available domain controller in the current 

domain. 

To specify a domain controller or AD LDS (ADAM) instance host, use the computer name or IP address. 

If you specify an Active Directory domain name in this parameter, the cmdlet retrieves objects from any available 

domain controller in the specified domain. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

The user name and password of the user account with which you want to connect, in the form of a PSCredential 

object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Partition 

Specifies the distinguished name of the Active Directory partition from which you want to retrieve objects. 

If this parameter is omitted, the default naming context is used. 

This parameter is required if you specify an AD LDS (ADAM) instance host in the Server parameter 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 
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Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Port 

Specifies the port number to connect to. 

If this parameter is set to 0 or omitted, the default LDAP port (389) is used. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the object to retrieve.  

This parameter accepts one of the following: 

• GUID 

• Distinguished name (DN) 

• samAccountName 

• userLogonName 

Type: String[] 

Parameter Sets: Identity 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Filter 

Allows you to filter objects by attribute names and attribute values. 

For the syntax this parameter accepts, see the examples provided for this cmdlet. 
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Type: String 

Parameter Sets: Filter 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseSsl 

Specifies whether use Secure Sockets Layer (SSL) to encrypt the connection. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReplicationConsole 

SYNOPSIS 
Gets all the RMAD consoles in the replication console list. 

SYNTAX 
Get-RMADReplicationConsole [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Gets all the RMAD consoles in the replication console list. 

EXAMPLES 

Example 1 

PS C:\> C:\>Get-RMADReplicationConsole 

This command gets all the RMAD consoles in the replication console list. 

PARAMETERS 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReplicationSchedule 

SYNOPSIS 
Allows you to get the replication schedule from a specified computer. 

http://go.microsoft.com/fwlink/?LinkID=113216
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SYNTAX 
Get-RMADReplicationSchedule [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Allows you to get the replication schedule from a specified computer. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADReplicationSchedule 

This example illustrates how to get the replication schedule from a specified computer. 

PARAMETERS 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReplicationSession 

SYNOPSIS 
Retrieves information about replication sessions. 

SYNTAX 
Get-RMADReplicationSession [[-Id] <Int32[]>] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Retrieves replication sessions. 

Each replication session contains a set of properties including the session start time, end time, and replication 

result. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADReplicationSession 

This command retrieves all the replication sessions. 

Example 2 

PS C:\> Get-RMADReplicationSession -Id 1 

This command retrieves the replication session by session ID. 
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PARAMETERS 

-Id 

Specifies the IDs of the replication sessions. 

Type: Int32[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReplicationSessionItem 

SYNOPSIS 
Retrieves a list of remote consoles that are involved in the specified replication session. 

SYNTAX 

Session 

Get-RMADReplicationSessionItem [-Session] <ReplicationSession> [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

Id 

Get-RMADReplicationSessionItem [-SessionId] <Int32> [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Retrieves a list of remote consoles that are involved in the specified replication session. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADReplicationSession -Id 1 | Get-RMADReplicationSessionItem 

This command retrieves the remote consoles that are involved in the replication session whose ID is 1. 
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PARAMETERS 

-Session 

Specifies the replication session for which you want to return a list of remote consoles. 

Type: ReplicationSession 

Parameter Sets: Session 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-SessionId 

Specifies the replication session ID for which you want to return a list of remote consoles. 

Type: Int32 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReportObject 

SYNOPSIS 
Retrieves an object representing the online comparison or restore operation item. 

SYNTAX 
Get-RMADReportObject [-SessionId <Int32[]>] [-SqlCredential <PSCredential>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Retrieves an object representing the online comparison or restore operation item. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADReportObject 

This command retrieves an object representing the online comparison or restore operation item. 

Example 2 

PS C:\> Get-RMADReportObject | Get-RMADReportObjectAttributes 

http://go.microsoft.com/fwlink/?LinkID=113216
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This command retrieves an object representing the online comparison operation item attributes. 

PARAMETERS 

-SessionId 

Specifies the compare or restore session identifier from which to get changed or restored objects. 

If this parameter is not set, the latest compare or restore session will be used. 

Type: Int32[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: True (ByPropertyName) 

Accept wildcard characters: False 

-SqlCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report. 

The user name and password must be in the form of a PSCredential object. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 
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Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReportObjectAttributes 

SYNOPSIS 
Retrieves an object representing the online comparison or restore operation item attributes. 

SYNTAX 
Get-RMADReportObjectAttributes -ObjectId <Int32[]> [-SqlCredential 

<PSCredential>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Retrieves an object representing the online comparison or restore operation item attributes. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADReportObject | Get-RMADReportObjectAttributes 

This command retrieves an object representing the online comparison operation item attributes. 

http://go.microsoft.com/fwlink/?LinkID=113216
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PARAMETERS 

-ObjectId 

Specifies changed or restored object identifier. 

To get the object, use the Get-RMADReportObject cmdlet. 

Type: Int32[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: True (ByPropertyName) 

Accept wildcard characters: False 

-SqlCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report. 

The user name and password must be in the form of a PSCredential object. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReportObjectChildren 

SYNOPSIS 
Retrieves an object representing the online comparison or restore operation item child items. 

SYNTAX 
Get-RMADReportObjectChildren -ObjectId <Int32[]> [-SqlCredential 

<PSCredential>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Retrieves an object representing the online comparison or restore operation item child items. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADReportObject | Get-RMADReportObjectChildren 

This command retrieves an object representing the online comparison or restore operation item child items. 

http://go.microsoft.com/fwlink/?LinkID=113216
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PARAMETERS 

-ObjectId 

Specifies changed or restored object identifier. 

To get the object, use the Get-RMADReportObject cmdlet. 

Type: Int32[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: True (ByPropertyName) 

Accept wildcard characters: False 

-SqlCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report. 

The user name and password must be in the form of a PSCredential object. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADReportSession 

SYNOPSIS 
Retrieves an object representing the online comparison or restore operation report. 

SYNTAX 
Get-RMADReportSession [-SessionId <Int32>] [-SqlCredential <PSCredential>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Retrieves an object representing the online comparison or restore operation report. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADReportSession | Sort OperationDate 

This command retrieves an object representing the online comparison or restore operation report. The report 

data is sorted by date. 

http://go.microsoft.com/fwlink/?LinkID=113216
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PARAMETERS 

-SessionId 

Specifies the compare or restore session identifier. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SqlCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report. 

The user name and password must be in the form of a PSCredential object. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADSession 

SYNOPSIS 
Retrieves an object representing Recovery Manager backup sessions. 

SYNTAX 

collection (Default) 

Get-RMADSession [[-Collection] <ComputerCollection[]>] [-Result 

<SessionResult[]>] [-UseCache] 

 [-DayCount <Int32>] [-StartType <SessionStartType>] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

collectionId 

Get-RMADSession [[-CollectionId] <Int32[]>] [-Result <SessionResult[]>] [-

UseCache] [-DayCount <Int32>] 

 [-StartType <SessionStartType>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

collectionName 

Get-RMADSession [[-CollectionName] <String[]>] [-Result <SessionResult[]>] 

[-UseCache] [-DayCount <Int32>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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 [-StartType <SessionStartType>] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Retrieves an object representing one or more Recovery Manager backup sessions for a specified Computer 

Collection.  

The retrieved object has such properties as names of the domain controllers that participated in the backup 

session, names of the domains to which the domain controllers belong, backup session result, and error 

messages, if any, encountered during the backup session. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADSession -CollectionName col1 -Result Error,Warning -

DayCount 5 

Returns backup sessions that ended with an error or warning and started in the recent 5 days for the Computer 

Collection named col1. 

Example 2 

PS C:\> Get-RMADSession -CollectionName "Collection1" 

Returns all backup sessions for the Computer Collection named Collection1. 

PARAMETERS 

-Collection 

Specifies the name of the computer collection for which you want to retrieve backup sessions. 

Type: ComputerCollection[] 

Parameter Sets: collection 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Result 

Retrieves backup sessions based on their result. 

If you omit this parameter, sessions are retrieved regardless of their result. 

This parameter can take one of the following values:* Success 

• Error 

• Warning 

• Unknown 
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• Running 

• Canceled 

• Abandoned 

• Pending 

• Verifying 

• Installing 

• Working 

Type: SessionResult[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseCache 

Specifies to return the data from the cache. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-DayCount 

Specifies the number of days within which the sessions you want to retrieve started. 

If you omit this parameter, sessions are retrieved regardless of when they started. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-StartType 

Specifies to return either scheduled backup sessions or backup sessions that were started manually. 

This parameter can take one of the following values:* Manual - Specifies to return backup sessions that were 

started manually. 
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• Scheduled - Specifies to return scheduled backup sessions. 

Type: SessionStartType 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-CollectionId 

Specifies the ID of the computer collection for which you want to retrieve backup sessions. 

Type: Int32[] 

Parameter Sets: collectionId 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-CollectionName 

Specifies the name of the computer collection for which you want to retrieve backup sessions. 

Type: String[] 

Parameter Sets: collectionName 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 
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Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADSessionItem 

SYNOPSIS 
Gets items from a specified backup creation session. 

SYNTAX 

session (Default) 

Get-RMADSessionItem [-Session <Session[]>] [-Result <SessionResult[]>] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

sessionId 

Get-RMADSessionItem [-SessionId <Int32[]>] [-Computer <String[]>] [-Result 

<SessionResult[]>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Gets items from a specified backup creation session. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADSessionItem -Computer "Comp*" 

This command gets all session items from all backup creation sessions created for the computers whose name 

starts with Comp. 

PARAMETERS 

-Session 

Specifies the backup creation session from which to get session items. 

Type: Session[] 

Parameter Sets: session 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Result 

Gets items from the backup creation sessions that completed with the result specified in this parameter. 

Type: SessionResult[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SessionId 

Specifies the identifier of the backup creation session from which to get session items. 

Type: Int32[] 

Parameter Sets: sessionId 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Computer 

Gets items from the backup creation sessions run for the computer whose name specified in this parameter. 

This parameter accepts the asterisk (*) wildcard. 

Type: String[] 

Parameter Sets: sessionId 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADSessionItemEvent 

SYNOPSIS 
Gets events from a specified backup creation session item. 

SYNTAX 

sessionItem (Default) 

Get-RMADSessionItemEvent [[-SessionItem] <SessionItem[]>] [-Type 

<EventType[]>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

sessionItemId 

Get-RMADSessionItemEvent [[-SessionItemId] <Int32[]>] [-Type <EventType[]>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Gets events from a specified backup creation session item. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADSessionItemEvent -Type Warning 

Gets all Warning events for all backup creation sessions. 
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PARAMETERS 

-SessionItem 

Specifies the backup creation session item from which to get events. 

Type: SessionItem[] 

Parameter Sets: sessionItem 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Type 

Specifies the types of events to get.  

This parameter accepts the following values for event types:* Information 

• Warning  

• ErrorWhen specifying multiple event types, use a comma as a separator. 

Type: EventType[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SessionItemId 

Specifies the identifier of the backup creation session item from which to get events. 

Type: Int32[] 

Parameter Sets: sessionItemId 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 
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Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Get-RMADStorageServer 

SYNOPSIS 
Returns a list of registered secure storage servers. 

SYNTAX 
Get-RMADStorageServer [[-Name] <String>] [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Returns a list of currently registered secure storage servers. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADStorageServer 

Displays the list of currently registered storage servers. 

Example 2 

PS C:\> Get-RMADStorageServer -Name storage.local 

Displays a secure storage server with the 'storage.local' name, if any. 

PARAMETERS 

-Name 

Specifies the name of a secure storage server to display. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

String 

NOTES 

RELATED LINKS 

 

http://go.microsoft.com/fwlink/?LinkID=113216
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external help file: Quest.RecoveryManager.AD.PowerShell.SecureStorage.psm1-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell.SecureStorage 

online version: 

schema: 2.0.0 

Get-RMADStorageServerHardeningStatus 

SYNOPSIS 
Retrieves the hardening status of the current server.  

SYNTAX 
Get-RMADStorageServerHardeningStatus [<CommonParameters>] 

DESCRIPTION 
This cmdlet retrieves the hardening status of the current server. Returns status for SMB Disabled, Is Hardened 

and Network Traffic Disabled. The server is hardened if all values are True.  

EXAMPLES 

Example 1 

PS C:\> Get-RMADStorageServerHardeningStatus 

Name Value  

---- ----- 

SMBDisabled True  

IsHardened True  

NetworkTrafficDisabled True 

PARAMETERS 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: Quest.RecoveryManager.AD.PowerShell.SecureStorage.psm1-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell.SecureStorage 

online version: 

schema: 2.0.0 

Get-RMADStorageServerRetentionPolicy 

SYNOPSIS 
Retrieves the retention policy status of the current server.  

SYNTAX 
Get-RMADStorageServerRetentionPolicy [<CommonParameters>] 

DESCRIPTION 
This cmdlet retrieves the retention policy of the current server. Returns the current value for number of days to 

keep backups and current value of IncludeLWTProcessing option. IncludeLWTProcessing(Last Write Time) is 

used in cases the backups do not include a copy of backup details with the time the backup was created. If 

IncludeLWTProcessing is set to true will tell the retention policy to check Last Write Time of the backup file and 

use that instead. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADStorageServerRetentionPolicy 

DaysToKeep IncludeLWTProcessing  

------------- --------------------  

5 False  
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PARAMETERS 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Import-RMADBackup 

SYNOPSIS 
Reads the backup registration information from the .xml file and returns backup descriptions in the BackupInfo 

objects. 

SYNTAX 
Import-RMADBackup [-Path] <String[]> [-IgnoreReadOnly] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Reads the backup registration information from the .xml file and returns backup descriptions in the BackupInfo 

objects. 

After you import backups, you need to register them with Recovery Manager so that the backups become 

available in the Recovery Manager user interface. 

To register the backups, use the Add-RMADBackup cmdlet. 

http://go.microsoft.com/fwlink/?LinkID=113216
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EXAMPLES 

Example 1 

PS C:\> Import-RMADBackup C:\ImportedBackups\RMADBackups.xml | Add-

RMADBackup 

Imports backups from the C:\ImportedBackups\RMADBackups.xml file to the Recovery Manager for Active 

Directory backup registration database on the computer where you are using this cmdlet. 

Then, the Add-RMADBackup registers the imported backups with Recovery Manager for Active Directory. 

PARAMETERS 

-Path 

Specifies the path to the .xml file that contains the registration information about the backups you want to import 

into the Recovery Manager for Active Directory backup registration database. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 
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Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Install-RMADBackupAgent 

SYNOPSIS 
Installs Recovery Manager Backup Agent on a specified computer or on each computer in a particular Computer 

Collection. 

SYNTAX 

DC 

Install-RMADBackupAgent [-Computer] <String> [[-Credentials] 

<PSCredential>] [[-ConfigureFirewall] <Boolean>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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Collection 

Install-RMADBackupAgent [[-Credentials] <PSCredential>] [[-

ConfigureFirewall] <Boolean>] 

 [-CollectionName] <String> [-IgnoreReadOnly] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Allows you to install the Recovery Manager Backup Agent on a specified computer which can be a domain 

controller or AD LDS (ADAM) host, or on each computer in a particular Computer Collection. 

EXAMPLES 

Example 1 

PS C:\> $credential = Get-Credential 

Install-RMADBackupAgent -Computer dc1 -Credentials $credential 

This code connects to the computer "dc1" under the user represented by the "credential" object and installs 

Recovery Manager Backup Agent there. 

Example 2 

PS C:\> Install-RMADBackupAgent -CollectionName "New Computer Collection" 

This code installs the Recovery Manager Backup Agent on each computer in the collection named "New 

Computer Collection". 

PARAMETERS 

-Computer 

Specifies the name of the computer which can be domain controller or AD LDS (ADAM) host, where to install a 

Recovery Manager Backup Agent. 

Type: String 

Parameter Sets: DC 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credentials 

Specifies the user name and the password of the user account to use for connecting to the target computer and 

installing Backup Agent. 

Use the Get-Credential cmdlet provided by Windows PowerShell to get the PSCredential object representing 

user credentials.  

Notes: 

• The user should be a local Administrator on the target computer.  

• If you omit this parameter, Backup Agent will be installed under the current user account. 
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Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ConfigureFirewall 

Specifies whether Recovery Manager automatically configures Windows Firewall on target Windows Server 

2008-based or Windows Server 2012-based DCs to allow backup operations. 

Type: Boolean 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 2 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-CollectionName 

Specifies the name of the Computer Collection that includes the computers on which Backup Agent should be 

installed. 

Type: String 

Parameter Sets: Collection 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 
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Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

New-RMADCollection 

SYNOPSIS 
Creates a new computer collection. 

SYNTAX 
New-RMADCollection [[-Name] <String>] [-Temporary] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Creates a new computer collection with a default name or with the name you specify. 

The new computer collection is created using the default computer collection parameters set in the Recovery 

Manager console. 

EXAMPLES 

Example 1 

PS C:\> New-RMADCollection -Name Collection1 

This command creates a new computer collection named Collection1. 

Example 2 

PS C:\> New-RMADCollection Collection1 -Temporary 

This command creates a new temporary computer collection from the existing collection named Collection1. 

PARAMETERS 

-Name 

Allows you to specify a name for the computer collection to be created. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-Temporary 

Creates a new temporary computer collection. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216


 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
347 Appendices 

 

schema: 2.0.0 

New-RMADSchedule 

SYNOPSIS 
Creates a schedule for the backup creation operation you want to perform on a particular computer collection. 

SYNTAX 

Once 

New-RMADSchedule [-Once] -StartDate <DateTime> [-MinutesDuration <UInt32>] 

[-MinutesInterval <UInt32>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Daily 

New-RMADSchedule [-Daily] -DaysInterval <Int32> -StartDate <DateTime> [-

EndDate <DateTime>] 

 [-MinutesDuration <UInt32>] [-MinutesInterval <UInt32>] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

Weekly 

New-RMADSchedule [-Weekly] -WeeksInterval <Int32> -DaysOfWeek 

<DaysOfTheWeek> -StartDate <DateTime> 

 [-EndDate <DateTime>] [-MinutesDuration <UInt32>] [-MinutesInterval 

<UInt32>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

MonthlyDate 

New-RMADSchedule [-MonthlyDate] -Day <Int32> [-Months <Months>] -StartDate 

<DateTime> [-EndDate <DateTime>] 

 [-MinutesDuration <UInt32>] [-MinutesInterval <UInt32>] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

MonthlyDOW 

New-RMADSchedule [-MonthlyDOW] [-DaysOfWeek <DaysOfTheWeek>] [-Months 

<Months>] -Week <WhichWeek> 

 -StartDate <DateTime> [-EndDate <DateTime>] [-MinutesDuration <UInt32>] [-

MinutesInterval <UInt32>] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 
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DESCRIPTION 
Creates a schedule to perform the backup creation operation a particular computer collection. 

You can use the parameters of this cmdlet to set a recurring or non-recurring schedule for the backup creation 

operation. 

EXAMPLES 

Example 1 

PS C:\> New-RMADSchedule -Once -StartDate "2/20/2008 1:00" 

Runs the backup creation operation at 1:00 a.m. 

on the 20th February 2008. 

Example 2 

PS C:\> New-RMADSchedule -Daily -StartDate "2/20/2008 1:00" -DaysInterval 3 

Runs the backup creation operation every 3 days, starting from 1:00 a.m. 

on the 20th February 2008. 

Example 3 

PS C:\> New-RMADSchedule -Weekly -StartDate "2/20/2008 1:00" -WeeksInterval 

2 -DaysOfWeek Monday,Friday 

Runs the backup creation operation on Monday and Friday of every second week, starting from 1:00 a.m. 

on the 20th February 2008. 

Example 4 

PS C:\> New-RMADSchedule -MonthlyDate -StartDate "2/20/2008 1:00" -Day 1 

Runs the backup creation operation on every first day of each month (the Months parameter is omitted, therefore 

the backup creation operation is invoked each month), starting from 1:00 a.m. 

on the 20th February 2008. 

Example 5 

PS C:\> New-RMADSchedule -MonthlyDOW -StartDate "2/20/2008 1:00" -

DaysOfWeek 1,5 -Week 1 

Runs the backup creation operation on every first Monday and Friday of each month, starting from 1:00 a.m. 

on the 20th February 2008. 

PARAMETERS 

-Once 

Runs the backup creation operation only once. 

Type: SwitchParameter 

Parameter Sets: Once 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-StartDate 

Specifies the date when the backup creation operation schedule comes into effect. 

Type: DateTime 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-MinutesDuration 

Specifies the time period (in minutes) during which you want to repeatedly run (invoke) the backup creation 

operation. 

To set the time interval between invocations of the backup creation operation, use the MinutesInterval parameter. 

Type: UInt32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-MinutesInterval 

Specifies the time interval (in minutes) between invocations of the backup creation operation. 

To set the time period during which you want to repeatedly run (invoke) the backup creation operation, use the 

MinutesDuration parameter. 

Type: UInt32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Daily 

Runs the backup creation operation on a daily basis. 

Type: SwitchParameter 

Parameter Sets: Daily 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-DaysInterval 

Sets an interval (in number of days) between invocations of the backup creation operation. 
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Type: Int32 

Parameter Sets: Daily 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-EndDate 

Specifies the date when the backup creation operation schedule expires. 

Type: DateTime 

Parameter Sets: Daily, Weekly, MonthlyDate, MonthlyDOW 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Weekly 

Runs the backup creation operation on a weekly basis. 

Type: SwitchParameter 

Parameter Sets: Weekly 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WeeksInterval 

Sets an interval (in number of weeks) between invocations of the backup creation operation. 

Type: Int32 

Parameter Sets: Weekly 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-DaysOfWeek 

Runs the backup creation operation on particular days of week. 

To set the weeks when you want to run the backup creation operation, use the Weekly or MonthlyDOW 

parameter. 

Type: DaysOfTheWeek 

Parameter Sets: Weekly 

Aliases: 

 

Required: True 
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Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: DaysOfTheWeek 

Parameter Sets: MonthlyDOW 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-MonthlyDate 

Runs the backup creation operation on particular day of month. 

To set the months and day of month when you want to run the backup creation operation, use the Months and 

Day parameters respectively. 

Type: SwitchParameter 

Parameter Sets: MonthlyDate 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Day 

Sets the day of the month when you want to run the backup creation operation. 

Type: Int32 

Parameter Sets: MonthlyDate 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Months 

Sets the months when you want to run the backup creation operation. 

Type: Months 

Parameter Sets: MonthlyDate, MonthlyDOW 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-MonthlyDOW 

Runs the backup creation operation on particular days of week in particular months. 

To set the months, weeks, and days of week, use the Months, Week, and DaysOfWeek parameters respectively. 
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Type: SwitchParameter 

Parameter Sets: MonthlyDOW 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Week 

Sets the week of the month when you want to run the backup creation operation. 

This parameter accepts the following values:* 1. 

Specifies the first week of the month. 

• 2. 

Specifies the second week of the month. 

• 3. 

Specifies the third week of the month. 

• 4. 

Specifies the fourth week of the month. 

• 5. 

Specifies the fifth week of the month. 

Type: WhichWeek 

Parameter Sets: MonthlyDOW 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
353 Appendices 

 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Protect-RMADSecureStorageServer 

SYNOPSIS 
Enables storage server hardening. 

SYNTAX 

Name 

Protect-RMADSecureStorageServer [-IgnoreReadOnly] [-Name] <String> [-

WhatIf] [-Confirm] [<CommonParameters>] 

Server 

Protect-RMADSecureStorageServer [-IgnoreReadOnly] [-Server] <StorageServer> 

[-WhatIf] [-Confirm] 

 [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Enables storage server hardening. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADStorageServer | Protect-RMADSecureStorageServer 

Enables hardening on all registered secure storage servers. 

Example 2 

PS C:\> Protect-RMADSecureStorageServer -Name "storage.srv" 

Enables hardening on the specified storage server. 

PARAMETERS 

-Confirm 

Prompts you for confirmation before running the cmdlet. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Name 

Specifies the name of the secure storage server. 

Type: String 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 
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Accept wildcard characters: False 

-Server 

Specifies the secure storage server. Use Get-RMADStorageServer to get a list of all secure storage servers. 

Type: StorageServer 

Parameter Sets: Server 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-WhatIf 

Shows what would happen if the cmdlet runs. 

The cmdlet is not run. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

System.String 

QuestSoftware.RecoveryManager.AD.PowerShell.Cmdlets.StorageServersMan
agement.StorageServer 

OUTPUTS 

System.Object 

NOTES 

RELATED LINKS 

 

http://go.microsoft.com/fwlink/?LinkID=113216
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external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Publish-RMADBackupSecurityStatus 

SYNOPSIS 
Publishes security check information for a specified backup. 

SYNTAX 
Publish-RMADBackupSecurityStatus -BackupGuid <Guid[]> -SecurityStatus 

<BackupSecurityStatus> 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Saves security check information for a specified backup registered with Recovery Manager for Active Directory. 

EXAMPLES 

Example 1 

PS C:\> $bkf = (Get-RMADBackup -ComputerName DC.DomainName.local)[-1] 

$status = New-Object -TypeName 

QuestSoftware.RecoveryManager.AD.PowerShell.BackupSecurityStatus 

$status.Summary = "Passed" 

$status.Details = "some passed" 

$status.CheckDate = Get-Date  

Publish-RMADBackupSecurityStatus -BackupGuid $bkf.backupGuid -

SecurityStatus $status 

Get-RMADBackupSecurityStatus -BackupGuid $bkf.BackupGuid 

For troubleshooting only. 

This command saves antimalware scan results for a specified backup registered with Recovery Manager for 

Active Directory. 

PARAMETERS 

-BackupGuid 

This is the GUID of the backup for which a user wants to get the antimalware scan results. 

Type: Guid[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 
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Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SecurityStatus 

Result information about the security check of a particular backup. 

Type: BackupSecurityStatus 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Refresh-RMADStorageServer 

SYNOPSIS 
Refreshes current information of the secure storage server. 

SYNTAX 

Name 

Refresh-RMADStorageServer [-IgnoreReadOnly] -Name <String> 

[<CommonParameters>] 

Server 

Refresh-RMADStorageServer [-IgnoreReadOnly] [-Server] <StorageServer> 

[<CommonParameters>] 

DESCRIPTION 
Connects to the secure storage server and retrieves the current status (agent state and hardening state). 

EXAMPLES 

Example 1 

PS C:\> Get-RMADStorageServer | Refresh-RMADStorageServer 

Updates statuses of all registered secure storage servers. 

Example 2 

PS C:\> Refresh-RMADStorageServer -Name "storage.srv" 
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Refreshes the status of the specified secure storage server. 

PARAMETERS 

-Server 

Specifies the secure storage server. Use Get-RMADStorageServer to get a list of all secure storage servers. 

Type: StorageServer 

Parameter Sets: Server 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Name 

Specifies the name of the secure storage server. 

Type: String 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

QuestSoftware.RecoveryManager.AD.PowerShell.Cmdlets.StorageServersMan
agement.StorageServer 

OUTPUTS 

System.Object 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Register-RMADSecureStorageBackups 

SYNOPSIS 
Registers backups on an existing secure storage server in a Recovery Manager database. 

SYNTAX 

Name 

Register-RMADSecureStorageBackups [-IgnoreReadOnly] [-Name] <String> 

[<CommonParameters>] 

Server 

Register-RMADSecureStorageBackups [-IgnoreReadOnly] [-Server] 

<StorageServer> [<CommonParameters>] 

DESCRIPTION 
Registers backups on an existing secure storage server in a Recovery Manager database so that the backups 

become available in the Recovery Manager user interface. 
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EXAMPLES 

Example 1 

PS C:\> Register-RMADSecureStorageBackups -Name "storage.srv" 

Registers backups on a specified storage server. 

PARAMETERS 

-Name 

Specifies the name of the secure storage server. 

Type: String 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Server 

Specifies the secure storage server. Use Get-RMADStorageServer to get a list of all secure storage servers. 

Type: StorageServer 

Parameter Sets: Server 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

System.String 

QuestSoftware.RecoveryManager.AD.PowerShell.Cmdlets.StorageServersMan
agement.StorageServer 

OUTPUTS 

System.Object 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Remove-RMADBackup 

SYNOPSIS 
Allows you to selectively unregister backups from the Recovery Manager backup registration database. 

SYNTAX 

Instance 

Remove-RMADBackup [-InputObject] <BackupInfo[]> [-Delete <Boolean>] [-

ShareCredential <PSCredential>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [-WhatIf] [-Confirm] 

 [<CommonParameters>] 

Id 

Remove-RMADBackup [-Id] <Int32[]> [-Delete <Boolean>] [-ShareCredential 

<PSCredential>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 
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DESCRIPTION 
Allows you to selectively unregister backups from the Recovery Manager backup registration database. 

Optionally, you can delete the unregistered backups from their location. 

EXAMPLES 

Example 1 

PS C:\> Get-RMADBackup | Where-Object {$_.Date -lt (Get-Date).AddDays(-15)} 

| Remove-RMADBackup -Delete $true 

Gets all backups created by Recovery Manager for Active Directory in the last 15 days, unregisters these 

backups from the backup registration database, and then deletes the backup files. 

PARAMETERS 

-InputObject 

Specifies the IBackupInfo objects representing the backups you want to unregister from the Recovery Manager 

backup registration database. 

If you use this parameter, omit the Id parameter of this cmdlet. 

Type: BackupInfo[] 

Parameter Sets: Instance 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Delete 

Specifies to delete the backups being unregistered from their locations. 

This parameter can take one of the following values: 

• $true 

• $false 

Type: Boolean 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ShareCredential 

Specifies credential for share folder that contains the backup in case of -delete flag is true. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Confirm 

Prompts for a confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the IDs of the backups you want to unregister from the Recovery Manager backup registration 

database. 

If you use this parameter, omit the InputObject parameter of this cmdlet. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 
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Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Remove-RMADBackupAgent 

SYNOPSIS 
Removes Recovery Manager Backup Agent from a specified computer, or its registration information from the 

Recovery Manager Console. 

SYNTAX 
Remove-RMADBackupAgent [-Computer] <String> [[-Credentials] <PSCredential>] 

[-Uninstall] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Allows you to completely remove Recovery Manager Backup Agent from a specified computer. 

You can also select to remove only registration information that relates to a particular Backup Agent from the 

Recovery Manager Console. 

This may be useful if you removed Backup Agent from a computer manually but the related agent entry remains 

on the Backup Agent Management node of the Recovery Manager Console. 

EXAMPLES 

Example 1 

PS C:\> Remove-RMADBackupAgent -Computer "dc1" 

This code removes registration information that relates to Backup Agent installed on the computer "dc1" from the 

Recovery Management Console. 

Example 2 

PS C:\> $credential = Get-Credential 

Remove-RMADBackupAgent -Computer "dc1" -Credentials $credential -Uninstall 

This code connects to the computer "dc1" under the user represented by the "credential" object and removes 

Backup Agent from it. 

Note that corresponding Backup Agent registration information is removed from the Recovery Management 

Console as well. 

PARAMETERS 

-Computer 

Specifies the name of the computer from which to remove Recovery Manager Backup Agent. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 
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Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credentials 

Specifies the user name and the password of the user account to use for connecting to the target computer and 

removing Backup Agent. 

Use the Get-Credential cmdlet provided by Windows PowerShell to get the PSCredential object representing 

user credentials.  

Notes: 

• The user should be a local Administrator on the target computer.  

• If you omit this parameter, Backup Agent will be removed under the current user account. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Uninstall 

Specifies whether the Recovery Manager Backup Agent should be completely removed. 

If this parameter is omitted, only the agent registration information will be removed. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 
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Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Remove-RMADCollection 

SYNOPSIS 
Deletes specified Computer Collections. 

http://go.microsoft.com/fwlink/?LinkID=113216
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SYNTAX 

Name (Default) 

Remove-RMADCollection [-Name] <String[]> [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

InputObject 

Remove-RMADCollection [-InputObject] <ComputerCollection[]> [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

Id 

Remove-RMADCollection [-Id] <Int32[]> [-IgnoreReadOnly] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

DESCRIPTION 
Deletes the Computer Collections that have the specified name or are represented by the specified objects. 

EXAMPLES 

Example 1 

PS C:\> Remove-RMADCollection -Name "New Computer Collection" 

Deletes the computer collection named New Computer Collection. 

Example 2 

PS C:\> Get-RMADCollection | Where-Object {$_.Schedule.Count -eq 0} | 

Remove-RMADCollection 

The Get-RMADCollection cmdlet gets all computer collections. 

The Where-Object cmdlet then filters out the collections for which no backup creation operation is scheduled. 

The pipeline operator passes the filtered collection objects to the Remove-RMADCollection cmdlet, which deletes 

these collection objects. 

PARAMETERS 

-Name 

Specifies the name of the Computer Collection to be deleted. 

Type: String[] 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName) 
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Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Confirm 

Prompts for confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InputObject 

Deletes Computer Collections represented by the specified collection objects. 

Enter a variable that contains the objects or type a command or expression that gets the objects. 

Type: ComputerCollection[] 

Parameter Sets: InputObject 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the Computer Collection to delete. 
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Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Remove-RMADCollectionItem 

SYNOPSIS 
Removes items from a specified Computer Collection. 

SYNTAX 
Remove-RMADCollectionItem [-Collection] <String[]> [-Item] <String[]> [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Allows you to selectively remove items from the Computer Collection you specify. 

EXAMPLES 

Example 1 

PS C:\> Remove-RMADCollectionItem -Collection Collection1 -Item Comp1 

Removes the item named Comp1 from the Computer Collection named Collection1. 

PARAMETERS 

-Collection 

Specifies the Computer Collection from which to remove items. 

To specify a Computer Collection, type the Computer Collection name in this parameter. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Item 

Specifies items to remove from the Computer Collection. 

To specify an item, type the item name in this parameter. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 
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Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Remove-RMADReplicationConsole 

SYNOPSIS 
Removes an RMAD console from the replication console list. 

SYNTAX 

Id 

Remove-RMADReplicationConsole [-Id] <Int32[]> [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

ComputerName 

Remove-RMADReplicationConsole [-ComputerName] <String[]> [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

InputObject 

Remove-RMADReplicationConsole [-InputObject] <ReplicationConsole[]> [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Removes the specified RMAD console or replication consoles from the replication console list. 
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EXAMPLES 

Example 1 

PS C:\> C:\> Remove-RMADReplicationConsole Hostname1 

This command removes the RMAD console on Hostname1 from the replication console list. 

Example 2 

PS C:\> C:\> Remove-RMADReplicationConsole -Id 1 

This command removes the RMAD console with specified ID from the replication console list. 

Example 3 

PS C:\> C:\> Get-RMADReplicationConsole | Remove-RMADReplicationConsole 

This command removes all the replication consoles from the replication console list. 

PARAMETERS 

-Id 

Specifies the ID of the replication console you want to remove. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-ComputerName 

Specifies the hostname of the replication console you want to remove. 

Type: String[] 

Parameter Sets: ComputerName 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-InputObject 

Specifies the replication console object you want to remove. 

Type: ReplicationConsole[] 

Parameter Sets: InputObject 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
376 Appendices 

 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Remove-RMADReplicationSchedule 

SYNOPSIS 
Allows you to remove the replication schedule from a specified computer. 

SYNTAX 
Remove-RMADReplicationSchedule [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Allows you to remove the replication schedule from a specified computer. 

EXAMPLES 

Example 1 

PS C:\> Remove-RMADReplicationSchedule 

PARAMETERS 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Remove-RMADReplicationSession 

SYNOPSIS 
Deletes replication sessions from the replication history. 

SYNTAX 

Session 

Remove-RMADReplicationSession [-Session] <ReplicationSession[]> [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

Id 

Remove-RMADReplicationSession [-Id] <Int32[]> [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Deletes one or more replication sessions from the replication history. 

http://go.microsoft.com/fwlink/?LinkID=113216
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EXAMPLES 

Example 1 

PS C:\> Remove-RMADReplicationSession -Id 1 

This command deletes the replication session whose ID is 1. 

Example 2 

PS C:\> Get-RMADReplicationSession | Remove-RMADReplicationSession 

This command clears the replication history. 

PARAMETERS 

-Session 

Specifies the replication sessions for deleting. 

Type: ReplicationSession[] 

Parameter Sets: Session 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Id 

Specifies the IDs of replication sessions for deleting. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 
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Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Remove-RMADStorageServer 

SYNOPSIS 
Removes the secure storage server. 

SYNTAX 

Name 

Remove-RMADStorageServer [-IgnoreReadOnly] [-Name] <String> [-WhatIf] [-

Confirm] [<CommonParameters>] 

Server 

Remove-RMADStorageServer [-IgnoreReadOnly] -Server <StorageServer> [-

WhatIf] [-Confirm] [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Removes currently registered secure storage servers. 

EXAMPLES 

Example 1 

PS C:\> Remove-RMADStorageServer -Name "backupsrv01.acme.test" 

Removes the specified secure storage server. 

Example 2 

PS C:\> Get-RMADStorageServer | Remove-RMADStorageServer 

Removes all registered secure storage servers. 

PARAMETERS 

-Name 

Specifies the name of the registered storage server (DNS name or IP address). 

Type: String 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Server 

Specifies the secure storage server object. 

Type: StorageServer 

Parameter Sets: Server 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Confirm 

Prompts you for confirmation before running the cmdlet. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 
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Accept wildcard characters: False 

-WhatIf 

Shows what happens when you run the cmdlet. The cmdlet does not actually run. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Remove-RMADUnpackedComponent 

SYNOPSIS 
Allows you to delete components (data) unpacked from specified backups. 

SYNTAX 

Instance 

Remove-RMADUnpackedComponent [-InputObject] <BackupInfo[]> [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

Id 

Remove-RMADUnpackedComponent [-Id] <Int32[]> [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

DESCRIPTION 
Allows you to delete all components (data) unpacked from specified backups and saved in the Recovery 

Manager cache for further use. 

EXAMPLES 

Example 1 

PS C:\> Remove-RMADUnpackedComponent (Get-RMADBackup | where{$_.IsUnpacked 

-eq "true"}) 

Deletes all components unpacked from backups created with Recovery Manager for Active Directory. 

PARAMETERS 

-InputObject 

Specifies the IBackupInfo objects representing the backups whose unpacked components you want to delete. 

If you use this parameter, omit the Id parameter of this cmdlet. 

Type: BackupInfo[] 

Parameter Sets: Instance 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 
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Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Confirm 

Prompts for confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the IDs of the backups whose unpacked components you want to delete. 

If you use this parameter, omit the InputObject parameter of this cmdlet. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 
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Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Rename-RMADCollection 

SYNOPSIS 
Renames a computer collection. 

http://go.microsoft.com/fwlink/?LinkID=113216
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SYNTAX 

Name (Default) 

Rename-RMADCollection [-Name] <String> [-Value] <String> [-PassThru] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

InputObject 

Rename-RMADCollection [-InputObject] <ComputerCollection> [-Value] <String> 

[-PassThru] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

Id 

Rename-RMADCollection [-Id] <Int32> [-Value] <String> [-PassThru] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

DESCRIPTION 
Renames a computer collection with the name you specify. 

EXAMPLES 

Example 1 

PS C:\> Rename-RMADCollection -Name "New Computer Collection" -Value 

Collection1 

This command renames the computer collection named "New Computer Collection" to "Collection1". 

Example 2 

PS C:\> $c = Get-RMADCollection -Name "Collection1" 

 

C:\PS>Rename-RMADCollection -InputObject $c -Value "Collection2" 

The Get-RMADCollection cmdlet retrieves the computer collection named Collection1. 

This collection is then passed to the Rename-RMADCollection cmdlet that renames it to Collection2. 

PARAMETERS 

-Name 

Specifies the name of the computer collection to be renamed. 

Type: String 

Parameter Sets: Name 

Aliases: 
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Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-Value 

Specifies the new name you want to assign to the computer collection. 

Type: String 

Parameter Sets: (All) 

Aliases: NewName 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: True (ByPropertyName) 

Accept wildcard characters: False 

-PassThru 

Passes the renamed collection along the pipeline. 

If this parameter is omitted, the renamed collection is not passed along the pipeline. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Confirm 

Prompts for a confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InputObject 

Renames the computer collection represented by the specified collection objects. 

Specify the name of the variable that contains the objects or type a command or expression that gets the objects. 

Type: ComputerCollection 

Parameter Sets: InputObject 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the computer collection you want to rename. 

Type: Int32 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Restore-RMADDeletedObject 

SYNOPSIS 
Restores deleted Active Directory objects. 

This cmdlet requires Windows PowerShell to be started using a multi-threaded apartment (MTA). 

SYNTAX 

Default (Default) 

Restore-RMADDeletedObject [-ProcessRecycledObjects] [-Backup <Guid>] [-

RestoreParent <RestoreParent>] [-Full] 

 [-NoReport] [-SkipReplication] [-ReportUnchangedObjects] [-

ReportUnchangedAttributes] [-RestoreTo <String>] 

 [-KeepBackupUnpacked] [-Id] <String[]> [-ProcessChildren] [-

ChildObjectClass <String[]>] 

 [-ChangeAuditorDbName <String>] [-RestoreUsingChangeAuditor] [-Server 

<String>] [-Credential <PSCredential>] 

 [-Partition <String>] [-Port <Int32>] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

ADLds 

Restore-RMADDeletedObject [-ProcessRecycledObjects] [-Backup <Guid>] [-

BackupPassword <SecureString>] 

 [-NoReport] [-SkipReplication] [-SQLCredential <PSCredential>] [-

ReportUnchangedObjects] 

 [-ReportUnchangedAttributes] [-RestoreTo <String>] [-AsJob] [-

KeepBackupUnpacked] [-Id] <String[]> 

 [-ProcessChildren] [-ChildObjectClass <String[]>] [-AdLds] -AdLdsInstance 

<String> 

 [-ChangeAuditorDbName <String>] [-RestoreUsingChangeAuditor] [-Server 

<String>] [-Credential <PSCredential>] 

 [-Partition <String>] [-Port <Int32>] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

Bkf 

Restore-RMADDeletedObject [-ProcessRecycledObjects] -Backup <Guid> [-

BackupPassword <SecureString>] [-NoReport] 

 [-SkipReplication] [-SQLCredential <PSCredential>] [-

ReportUnchangedObjects] [-ReportUnchangedAttributes] 

 [-RestoreTo <String>] [-AsJob] [-KeepBackupUnpacked] [-Id] <String[]> [-

ProcessChildren] 

 [-ChildObjectClass <String[]>] [-ChangeAuditorDbName <String>] [-

RestoreUsingChangeAuditor] [-Server <String>] 

 [-Credential <PSCredential>] [-Partition <String>] [-Port <Int32>] [-

IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

Firewall 

Restore-RMADDeletedObject [-ProcessRecycledObjects] [-Backup <Guid>] [-

BackupPassword <SecureString>] 

 [-RestoreParent <RestoreParent>] [-Full] [-NoReport] [-SkipReplication] [-

SQLCredential <PSCredential>] 

 [-ReportUnchangedObjects] [-ReportUnchangedAttributes] [-RestoreTo 

<String>] [-AsJob] [-KeepBackupUnpacked] 

 [-Id] <String[]> [-ProcessChildren] [-ChildObjectClass <String[]>] [-

AdLds] [-ChangeAuditorDbName <String>] 

 [-ConfigureFirewall] [-RestoreUsingChangeAuditor] [-Server <String>] [-

Credential <PSCredential>] 

 [-Partition <String>] [-Port <Int32>] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

Agentless 

Restore-RMADDeletedObject [-ProcessRecycledObjects] [-Backup <Guid>] [-

BackupPassword <SecureString>] 

 [-RestoreParent <RestoreParent>] [-Full] [-NoReport] [-SkipReplication] [-

SQLCredential <PSCredential>] 

 [-ReportUnchangedObjects] [-ReportUnchangedAttributes] [-RestoreTo 

<String>] [-AsJob] [-KeepBackupUnpacked] 

 [-Id] <String[]> [-UseAgentlessMethod] [-ProcessChildren] [-

ChildObjectClass <String[]>] [-AdLds] 
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 [-ChangeAuditorDbName <String>] [-RestoreUsingChangeAuditor] [-Server 

<String>] [-Credential <PSCredential>] 

 [-Partition <String>] [-Port <Int32>] [-IgnoreReadOnly] [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

DESCRIPTION 
Restores deleted Active Directory objects whose applicable tombstone lifetime or deleted object lifetime has not 

expired.  

Depending on your settings and your environment, this cmdlet can restore deleted objects by using the following 

methods: 

• Restore deleted objects from Microsoft's Active Directory Recycle Bin (provided that it is 

available in your environment). 

• Restore deleted objects from a backup registered with Recovery Manager for Active Directory. 

• Reanimate object's tombstones. 

You can only use this cmdlet when Windows PowerShell is started using MTA.  

To start Windows PowerShell using MTA, run this command: 

PowerShell -mta 

EXAMPLES 

Example 1 

PS C:\> Restore-RMADDeletedObject -Id d8742dcb-3e6a-4b3c-b3fe-374623cdcf06 

-Backup 2b509d4e-40f5-4337-82f7-458584555d0c -ProcessRecycledObjects -

Server dc1.mydomain.com 

Retrieves the recycled object with the specified Id (GUID) from the domain controller dc1.mydomain.com, and 

then restores the object from the backup with the specified GUID. 

This command is only applicable to environments where Microsoft's Active Directory Recycle Bin is enabled.  

In this example, the Server parameter is mandatory. 

Example 2 

PS C:\> Restore-RMADDeletedObject -Id d8742dcb-3e6a-4b3c-b3fe-374623cdcf06 

-Backup 2b509d4e-40f5-4337-82f7-458584555d0c -Server dc1.mydomain.com 

Retrieves deleted object with the specified Id (GUID) from the domain controller dc1.mydomain.com, and then 

restores the object from the backup with the specified GUID. 

In this example, the Server parameter is mandatory. 

Example 3 

PS C:\> Restore-RMADDeletedObject -Id d8742dcb-3e6a-4b3c-b3fe-374623cdcf06 

-Backup 2b509d4e-40f5-4337-82f7-458584555d0c -Server dc1.mydomain.com -

WindowsServerBackup -AsJob 

Retrieves deleted object with the specified Id (GUID) from the domain controller dc1.mydomain.com, and then 

restores the object from the backup with the specified GUID in the background job. 

In this example, the Server parameter is mandatory. 
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PARAMETERS 

-ProcessRecycledObjects 

Specifies to process recycled objects. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Backup 

Specifies the backup that contains the deleted object you want to restore. 

To specify a backup, type the backup GUID in this parameter or use the Get-RMADBackup cmdlet. 

Type: Guid 

Parameter Sets: Default, ADLds, Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: Guid 

Parameter Sets: Bkf 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-RestoreParent 

Restores the deleted parents of the deleted objects being recovered. 

This parameter can take one of the following values: 

• Never - Specifies to not restore deleted parents. 

• Always - Specifies to always restore deleted parents. 

• Prompt - Prompts you for action. 

Type: RestoreParent 

Parameter Sets: Default, Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: Prompt 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Full 

Specifies to restore the deleted objects with all their attributes. When this parameter is present, the cmdlet does 

one of the following: 

• Restores the deleted objects from Microsoft's Active Directory Recycle Bin. 

This occurs only if the Recycle Bin is available and if you do not specify to restore the deleted 

objects from a backup.  

• Restores the deleted object from the backup whose GUID you specify in the BackupGuid 

parameter. When this parameter is omitted, the cmdlet does one of the following: 

• If Microsoft's Active Directory Recycle Bin is available, the cmdlet completely undeletes the 

deleted objects from the Recycle Bin. 

• If Microsoft's Active Directory Recycle Bin is disabled or not supported, the cmdlet reanimates 

the objects' tombstones. 

Type: SwitchParameter 

Parameter Sets: Default, Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-NoReport 

Specifies to not create any report about the restore operation. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SkipReplication 

Specifies to skip replication during the restore operation. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-ReportUnchangedObjects 

Includes information about the objects that have not changed since the time of the specified backup into the 

operation report. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ReportUnchangedAttributes 

Includes information about the object attributes that have not changed since the time of the specified backup into 

the operation report. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-RestoreTo 

Specifies a target container for the restore operation. 

To specify a target container, specify the container's distinguished name (DN) in this parameter. 

You can use this parameter to specify a target container if the parent container of the object you want to restore 

has been deleted. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-KeepBackupUnpacked 

Determines whether to save the unpacked backup after the search operation. 

If this parameter is not set, the unpacked backup will be deleted after the search operation is completed. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Id 

Specifies the deleted objects to restore. 

To specify an object, you can use object GUID, distinguished name (DN), sAMAccountName, or user principal 

name (UPN). 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ProcessChildren 

Specifies to process children of the objects specified in the Id attribute. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ChildObjectClass 

Allows you to reanimate only those child objects that belong to the classes you specify in this parameter. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ChangeAuditorDbName 

Specifies a location of the ChangeAuditor SQL database. 

If this parameter is omitted, the 'ModifyBy' cell in AD reports will be empty. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-RestoreUsingChangeAuditor 

Specifies if Change Auditor is used to restore the latest changes to the object. 

Type: SwitchParameter 
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Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Server 

Specifies the domain controller or ADAM instance host from which deleted objects are to be retrieved.  

The domain controller can be specified by its computer name, IP address, or domain name. 

If you specify a domain name, deleted objects are retrieved from any available domain controller in the specified 

domain. 

The ADAM instance host can be specified by its computer name or IP address. 

If this parameter is omitted, deleted objects are retrieved from any available domain controller in the current 

domain. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

The user name and password of the user account with which you want to connect, in the form of a PSCredential 

object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Partition 

Specifies the distinguished name of the Active Directory partition from which deleted objects are to be retrieved. 

If this parameter is omitted, the default naming context is used. 

This parameter is required if you specify an ADAM instance host in the DirectoryHost parameter. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
397 Appendices 

 

-Port 

Specifies the port number to be used for connection. 

If this parameter is set to 0 or not specified, the default LDAP port (389) is used. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Confirm 

Prompts for a confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access the password-protected backup that contains the deleted object you want to 

restore. 

Type: SecureString 

Parameter Sets: ADLds, Bkf, Firewall, Agentless 
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Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SQLCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report about the performed operation. 

The user name and password must be in the form of a PSCredential object. 

When this parameter is omitted, the cmdlet uses the credentials of the account under which Management Shell is 

running. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: ADLds, Bkf, Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AsJob 

Runs the command as a background job. 

You can use this parameter to run commands that take a significant time to complete. 

Type: SwitchParameter 

Parameter Sets: ADLds, Bkf, Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdLds 

Specifies that the AD LDS instance is used as a data storage. 

Type: SwitchParameter 

Parameter Sets: ADLds 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: SwitchParameter 

Parameter Sets: Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-AdLdsInstance 

If you restore the backed up AD LDS (ADAM) objects, you should specify the AD LDS instance whose backup 

you want to use. 

Type: String 

Parameter Sets: ADLds 

Aliases: AdamInstance 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ConfigureFirewall 

Specifies whether Recovery Manager automatically configures Windows Firewall on the target Windows Server 

2008-based or Windows Server 2012-based DCs to allow compare and restore operations. 

Type: SwitchParameter 

Parameter Sets: Firewall 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseAgentlessMethod 

Specifies to use the agentless method to access the target domain controller. 

If this parameter is omitted, the target domain controller is accessed via Restore Agent. 

Type: SwitchParameter 

Parameter Sets: Agentless 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Restore-RMADDomainController 

SYNOPSIS 
Restores a domain controller from backup. 

SYNTAX 

Default (Default) 

Restore-RMADDomainController -Backup <BackupInfo> [-BackupComponents 

<BackupComponents>] 

 [-BackupPassword <SecureString>] [-ComputerName <String>] [-Credential 

<PSCredential>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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 -DsrmCredential <PSCredential> [-ResetDsrmPassword] [-ManualRestartToDsrm] 

[-ManualRestartToNormal] 

 [-MarkSysvolPrimary] [-AsJob] [-WhatIf] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

AuthoritativeRestore 

Restore-RMADDomainController -Backup <BackupInfo> [-BackupComponents 

<BackupComponents>] 

 [-BackupPassword <SecureString>] [-ComputerName <String>] [-Credential 

<PSCredential>] 

 -DsrmCredential <PSCredential> [-ResetDsrmPassword] [-ManualRestartToDsrm] 

[-ManualRestartToNormal] 

 [-MarkSysvolPrimary] -AuthoritativeRestore <Boolean> [-

AuthoritativeRestoreSubtree <String>] [-AsJob] 

 [-WhatIf] [-InformationAction <ActionPreference>] [-InformationVariable 

<String>] [<CommonParameters>] 

DESCRIPTION 
Restores a domain controller from backup. 

During the Restore operation, the domain controller would be rebooted to the Directory Service Restore mode. 

EXAMPLES 

Example 1 

PS C:\> $backup =  (Get-RMADBackup -ComputerName 'DC.Domain.local')[-1]                                                                                   

$dsrmCredential = New-Object PSCredential(".\Administrator", (ConvertTo-

SecureString 'DsrmPassword' -AsPlainText -Force)) 

$job = Restore-RMADDomainController -ComputerName "DC.Domain.local" -Backup 

$backup -BackupComponents ActiveDirectory -DsrmCredential $dsrmCredential -

AsJob 

$job | Format-List 

This command restores a domain controller from backup. 

PARAMETERS 

-Backup 

Specifies the backup that contains the data to be restored. 

Type: BackupInfo 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupComponents 

Specifies the components of backup to be restored. 

Type: BackupComponents 
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Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access a password-protected backup. 

This is the same password that is set in the properties of the computer collection in the Recovery Manager for 

Active Directory console. 

Type: SecureString 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ComputerName 

Specifies DNS name or IP address of the domain controller to be restored. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

Specifies credentials to access the domain controller and then deploy and connect to the Restore Agent in the 

Normal mode. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-DsrmCredential 

Specifies credentials for the Directory Service Restore Mode. 

If ResetDSRMPassword is specified, the password will be reset. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 
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Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ResetDsrmPassword 

Specifies whether the DSRM password will be reset to the password from the DSRMCredential parameter. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ManualRestartToDsrm 

Specifies whether a domain controller will be rebooted to DSRM manually. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ManualRestartToNormal 

Specifies whether a domain controller will be rebooted to the Normal mode manually after the Restore operation 

is completed. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-MarkSysvolPrimary 

Specifies to mark SYSVOL as primary. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-AsJob 

Runs a command as a background job. 

You can use this parameter to run commands that take a significant amount of time to complete. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Tests the connection to the restore agent 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AuthoritativeRestore 

Performs an authoritative restore. 

Type: Boolean 

Parameter Sets: AuthoritativeRestore 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AuthoritativeRestoreSubtree 

Specifies a subtree that will be marked as authoritative. 

If this parameter is not specified, the whole Active Directory will be marked as authoritative. 

Type: String 

Parameter Sets: AuthoritativeRestore 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 
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Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Restore-RMADObject 

SYNOPSIS 
Restores Active Directory objects from a backup. 

This cmdlet requires Windows PowerShell to be started using a multi-threaded apartment (MTA). 

http://go.microsoft.com/fwlink/?LinkID=113216
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SYNTAX 

Default (Default) 

Restore-RMADObject [-Attribute <String[]>] [-NoReport] [-SkipReplication] 

[-KeepBackupUnpacked] 

 [-Id] <String[]> -Backup <Guid> [-BackupPassword <SecureString>] [-

ProcessChildren] 

 [-ChildObjectClass <String[]>] [-ReportUnchangedAttributes] [-

ReportUnchangedObjects] 

 [-SQLCredential <PSCredential>] [-ChangeAuditorDbName <String>] [-

RestoreUsingChangeAuditor] 

 [-Server <String>] [-Credential <PSCredential>] [-Partition <String>] [-

Port <Int32>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

Bkf 

Restore-RMADObject [-Attribute <String[]>] [-NoReport] [-SkipReplication] 

[-KeepBackupUnpacked] 

 [-Id] <String[]> -Backup <Guid> [-BackupPassword <SecureString>] [-

ProcessChildren] 

 [-ChildObjectClass <String[]>] [-ReportUnchangedAttributes] [-

ReportUnchangedObjects] 

 [-SQLCredential <PSCredential>] [-ChangeAuditorDbName <String>] [-

RestoreUsingChangeAuditor] 

 [-Server <String>] [-Credential <PSCredential>] [-Partition <String>] [-

Port <Int32>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

ADLds 

Restore-RMADObject [-Attribute <String[]>] [-NoReport] [-SkipReplication] 

[-KeepBackupUnpacked] 

 [-Id] <String[]> -Backup <Guid> [-BackupPassword <SecureString>] [-

ProcessChildren] 

 [-ChildObjectClass <String[]>] [-ReportUnchangedAttributes] [-

ReportUnchangedObjects] 

 [-SQLCredential <PSCredential>] [-AdLds] -AdLdsInstance <String> [-

ChangeAuditorDbName <String>] 

 [-RestoreUsingChangeAuditor] [-Server <String>] [-Credential 

<PSCredential>] [-Partition <String>] 

 [-Port <Int32>] [-IgnoreReadOnly] [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

Firewall 

Restore-RMADObject [-Attribute <String[]>] [-NoReport] [-SkipReplication] 

[-KeepBackupUnpacked] 

 [-Id] <String[]> -Backup <Guid> [-BackupPassword <SecureString>] [-

ProcessChildren] 

 [-ChildObjectClass <String[]>] [-ReportUnchangedAttributes] [-

ReportUnchangedObjects] 

 [-SQLCredential <PSCredential>] [-AdLds] [-ChangeAuditorDbName <String>] 

[-ConfigureFirewall] 

 [-RestoreUsingChangeAuditor] [-Server <String>] [-Credential 

<PSCredential>] [-Partition <String>] 
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 [-Port <Int32>] [-IgnoreReadOnly] [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

Agentless 

Restore-RMADObject [-Attribute <String[]>] [-NoReport] [-SkipReplication] 

[-KeepBackupUnpacked] 

 [-Id] <String[]> -Backup <Guid> [-BackupPassword <SecureString>] [-

UseAgentlessMethod] [-ProcessChildren] 

 [-ChildObjectClass <String[]>] [-ReportUnchangedAttributes] [-

ReportUnchangedObjects] 

 [-SQLCredential <PSCredential>] [-AdLds] [-ChangeAuditorDbName <String>] 

[-RestoreUsingChangeAuditor] 

 [-Server <String>] [-Credential <PSCredential>] [-Partition <String>] [-

Port <Int32>] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Restores the Active Directory objects that have specified parameters from a backup. 

You can only use this cmdlet when Windows PowerShell is started using MTA.  

To start Windows PowerShell using MTA, run this command: 

PowerShell -mta 

EXAMPLES 

Example 1 

PS C:\> $backups = Get-RMADBackup | Sort-Object -Property date -Descending 

 

C:\PS>$object = Get-RMADObject -Id "user1" 

 

C:\PS>Restore-RMADObject -Id $object.ObjectInfo.Guid -Backup $backups[0] -

UseAgentlessMethod -NoReport 

In the first line of this example, the Get-RMADBackup cmdlet gets all registered backups and sorts them by date 

in the descending order. 

Then, the backup objects are stored in the $backups variable. 

Example 2 

PS C:\> $b = Get-RMADBackup -Id 1 

 

C:\PS>Restore-RMADObject -Id "user1" -Backup $b -Attribute 

samAccountName,description -ReportUnchangedAttributes 

 

Start-RMADReportViewer 

In the first line of this example, the Get-RMADBackup cmdlet gets the registered backup whose ID is 1. 

Then, the backup object is stored in the $b variable. 
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PARAMETERS 

-Attribute 

Specifies the display names of the attributes to restore. 

When specifying multiple display names, use a comma as a separator. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-NoReport 

When present, specifies to not create any report about the restore operation. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SkipReplication 

When present, specifies to skip replication during the restore operation. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-KeepBackupUnpacked 

Determines whether to save the unpacked backup after the search operation. 

If this parameter is not set, the unpacked backup will be deleted after the search operation is completed. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Id 

Specifies the objects to restore. 

To specify an object, you can use object GUID, distinguished name (DN), sAMAccountName, or user principal 

name (UPN). 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Backup 

Specifies the backup that contains the AD objects to be restored. 

Type: Guid 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-BackupPassword 

Specifies the password to access a password-protected backup. 

This is the same password that is set in the computer collection properties in the Recovery Manager console. 

Type: SecureString 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ProcessChildren 

When present, specifies to process children of the objects specified in the Id attribute. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ChildObjectClass 

Allows you to restore only those child objects that belong to the classes you specify in this parameter. 

Type: String[] 
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Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ReportUnchangedAttributes 

Includes the object attributes that have not changed since the time of the specified backup into the operation 

report. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ReportUnchangedObjects 

Includes the objects that have not changed since the time of the specified backup into the operation report. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-SQLCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report about the performed operation. 

The user name and password must be in the form of a PSCredential object. 

When this parameter is omitted, the cmdlet uses the credentials of the account under which Management Shell is 

running. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ChangeAuditorDbName 

Specifies the location of the ChangeAuditor SQL database. 

If this parameter is omitted, the 'ModifyBy' cell in AD reports will be empty. 

Type: String 
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Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-RestoreUsingChangeAuditor 

Specifies if Change Auditor is used to restore the latest changes to the object. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Server 

Specifies the domain controller or ADAM instance host on which objects are to be restored.  

The domain controller can be specified by its computer name, IP address, or domain name. 

If you specify a domain name, deleted objects are restored to any available domain controller in the specified 

domain. 

The ADAM instance host can be specified by its computer name or IP address.  

If this parameter is omitted, objects are restored to any available domain controller in the current domain. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

The user name and password of the user account with which you want to connect, in the form of a PSCredential 

object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

If this parameter is omitted, the credentials of current user account are used. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Partition 

Specifies the AD LDS (ADAM) partition where you want to restore objects. 
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Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Port 

Specifies the port on which to access the AD LDS (ADAM) instance where you want to restore objects. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AdLds 

Specifies that the AD LDS instance is used as a data storage. 

Type: SwitchParameter 

Parameter Sets: ADLds 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

Type: SwitchParameter 

Parameter Sets: Firewall, Agentless 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-AdLdsInstance 

If you restore the backed up AD LDS (ADAM) objects, you should specify the AD LDS instance whose backup 

you want to use. 

Type: String 

Parameter Sets: ADLds 

Aliases: AdamInstance 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ConfigureFirewall 

Specifies whether Recovery Manager automatically configures Windows Firewall on target Windows Server 

2008-based or Windows Server 2012-based DCs to allow compare and restore operations. 

Type: SwitchParameter 

Parameter Sets: Firewall 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-UseAgentlessMethod 

Specifies to use the agentless method to access the target domain controller. 

If this parameter is omitted, the target domain controller is accessed via Restore Agent. 

Type: SwitchParameter 

Parameter Sets: Agentless 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 
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Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Set-RMADCollection 

SYNOPSIS 
Sets properties for a computer collection. 

SYNTAX 

Name (Default) 

Set-RMADCollection [-Name] <String[]> [-BackupComponents 

<BackupComponents>] [-Properties <Hashtable>] 

 [-Schedule <Schedule[]>] [-ScheduleCredential <PSCredential>] [-

AgentCredentialEnabled <Boolean>] 

 [-AgentCredential <PSCredential>] [-StorageCredentialEnabled <Boolean>] [-

StorageCredential <PSCredential>] 

 [-RetentionPolicyEnabled <Boolean>] [-RetentionPolicyCount <Int32>] [-

PassThru] [-IgnoreReadOnly] 

http://go.microsoft.com/fwlink/?LinkID=113216
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 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

InputObject 

Set-RMADCollection [-InputObject] <ComputerCollection[]> [-BackupComponents 

<BackupComponents>] 

 [-Properties <Hashtable>] [-Schedule <Schedule[]>] [-ScheduleCredential 

<PSCredential>] 

 [-AgentCredentialEnabled <Boolean>] [-AgentCredential <PSCredential>] [-

StorageCredentialEnabled <Boolean>] 

 [-StorageCredential <PSCredential>] [-RetentionPolicyEnabled <Boolean>] [-

RetentionPolicyCount <Int32>] 

 [-PassThru] [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] 

 [-WhatIf] [-Confirm] [<CommonParameters>] 

Id 

Set-RMADCollection [-Id] <Int32[]> [-BackupComponents <BackupComponents>] 

[-Properties <Hashtable>] 

 [-Schedule <Schedule[]>] [-ScheduleCredential <PSCredential>] [-

AgentCredentialEnabled <Boolean>] 

 [-AgentCredential <PSCredential>] [-StorageCredentialEnabled <Boolean>] [-

StorageCredential <PSCredential>] 

 [-RetentionPolicyEnabled <Boolean>] [-RetentionPolicyCount <Int32>] [-

PassThru] [-IgnoreReadOnly] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

DESCRIPTION 
Sets properties for the Recovery Manager computer collection you specify. 

EXAMPLES 

Example 1 

PS C:\> Set-RMADCollection -Name Collection1 -BackupComponents 

ActiveDirectory,Registry,GroupMembership,ForestRecoveryMetadata 

This command sets properties for the computer collection named Collection1. 

Example 2 

PS C:\> Set-RMADCollection * -RetentionPolicyEnabled $false 

This command disables all backup retention policies for all existing computer collections. 

Example 3 

PS C:\> $c = Get-RMADCollection | Where-Object { $_.AgentCredentialEnabled 

-eq $true } 

 

C:\PS>$cred = Get-Credential 

 

C:\PS>Set-RMADCollection -InputObject $c -AgentCredential $cred 
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The first command in this example gets objects representing the computer collections whose properties are set to 

access Backup Agent and backup files with a specific user account. 

Then the command saves the computer collection objects in the $c variable. 

Example 4 

PS C:\> $a = Get-RMADCollection -Name "Collection1" 

 

C:\PS>Set-RMADCollection -InputObject $a[1] -Properties 

@{BackupComponents="ActiveDirectory","BootFiles"; 

UsePreinstalledAgent=$true} 

In the first line of this example, the Get-RMADCollection cmdlet gets the Computer Collection whose name is 

Collection1 and saves it to the $a variable. 

In the second line of this example, the Set-RMADCollection cmdlet sets the components to be backed up (that is, 

Active Directory and boot files) and specifies to use preinstalled Backup Agent for backup operations. 

For a complete list of items you can include in the braces, see the description of the Properties parameter. 

Example 5 

PS C:\> $schedule=(New-RMADSchedule -Daily -StartDate "9/20/2013 10:00" -

DaysInterval 1), (New-RMADSchedule -Daily -StartDate "9/20/2013 22:00" -

DaysInterval 1) 

 

C:\PS>Set-RMADCollection -InputObject $col -Properties 

@{EnableEmailLog=$true; EmailLogTo="administrator@mydomain.com"; 

EmailLogLevel="Everything"} 

This example illustrates how to back up a Computer Collection by using two backup schedules. 

The first line of this example creates two backup creation schedules and stores them in the $schedule variable. 

One schedule invokes the backup operation once in every two days at 10 a.m. 

Another schedule invokes the backup operation once in every two days at 10 p.m.. 

The two backup schedules become effective starting from the 20th September 2013. 

The second line of this example enables e-mail notifications for the Computer Collection. 

The recipient address for e-mail notifications is administrator@mydomain.com. 

The e-mail notifications provide information about all backup events. 

Example 6 

PS C:\> $cred = Get-Credential 

 

C:\PS>Set-RMADCollection -Name MyCollection -Properties 

@{AgentSideScriptBeforeBackupEnabled = $true; AgentSideScriptBeforeBackup = 

'Set-Disk -Number 5 -IsOffline $false'; AgentSideScriptAfterBackupEnabled = 

$true; AgentSideScriptAfterBackup = 'Set-Disk -Number 5 -IsOffline $true'; 

AgentSideScriptCredential = $cred} 

This example illustrates how to customize your environment by running PowerShell scripts on the domain 

controller before and after creating a backup. 

PARAMETERS 

-Name 

Specifies the name of the computer collection whose properties you want to set. 

Type: String[] 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 
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Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-BackupComponents 

Use this parameter to specify the names of the System State components you want to back up. 

Type: BackupComponents 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Properties 

Allows you to modify the Computer Collection properties. 

To specify the properties you want to modify, use an associative array or hash table. 

For more information, see the Windows PowerShell help topic on associative arrays (hash tables). 

To open the topic, at the PoweShell command prompt enter the following: 

help about_associative_arrayBelow are the properties you can modify by using this parameter. 

The properties are grouped by the names of tabs in the "Computer Collection Properties" dialog box, because 

each property corresponds to an option on these tabs.To assign a new value to a property, use the following 

format: PropertyName=Value 

• UseAlternateStoragePath. 

Specifies whether to store a copy of each backup in an alternate location. 

Can take one of these values: $true, $false. 

• AlternateStoragePath. 

Specifies a storage path format for the alternate location. 

Surround the path with double quotes. 

• AgentCredentialEnabled. 

Causes the Recovery Manager console to use a specified user account to access the Backup 

Agent and backup files on target computers. 

Can take one of these values: $true, $false. 

• AgentCredential. 

Specifies the account under which the Recovery Manager console accesses the Backup Agent 

and backup files, in the form of a PSCredential object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object 

to this parameter. 

• ConfigureFirewall. 

Specifies whether Recovery Manager automatically configures Windows Firewall on target 

Windows Server 2008-based or Windows Server 2012-based DCs to allow backup operations. 

Can take one of these values: $true, $false. 
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• UsePreinstalledAgent. 

Specifies whether Recovery Manager automatically preinstalls the Backup Agent. 

Can take one of these values: $true, $false. 

• DeployForestRecoveryAgent. 

Specifies whether Recovery Manager verifies that the Forest Recovery Agent is installed on 

each domain controller in the Computer Collection. 

Can take one of these values: $true, $false. 

• BackupDescription. 

Specifies a description for the backups to be created for the Computer Collection. 

The description may include expressions, such as %COMPUTERNAME% and %DATETIME%. 

• BackupPasswordEnabled. 

Specifies whether to protect the backups with a password. 

Can take one of these values: $true, $false. 

• BackupPassword. 

Specifies a password to protect the backups. 

The value must be a SecureString object. 

• ConsoleSideBackupEnabled. 

Specifies to store backups on the Recovery Manager computer or on a Universal Naming 

Convention (UNC) share. 

Can take one of these values: $true, $false. 

• ConsoleSideBackupPath. 

Specifies a storage path format for backup files. 

The path format can include expressions, such as %COMPUTERNAME% and %DATETIME%. 

Surround the path format with double quotes. 

• ConsoleSideRetentionPolicyEnabled. 

Specifies whether to apply a retention policy to backups stored at the path provided in the 

ConsoleSideBackupPath parameter. 

Can take one of these values: $true, $false. 

• ConsoleSideRetentioPolicyCount. 

Specifies the number of the most recent backups to retain. 

Other backups are automatically deleted. 

• AgentSideBackupEnabled. 

Specifies to store backups on the backed-up DC or on a Universal Naming Convention (UNC) 

share. 

Can take one of these values: $true, $false. 

• AgentSideBackupPath. 

Specifies a storage path format for backup files. 

The path format can include expressions, such as %COMPUTERNAME% and %DATETIME%. 

Surround the path format with double quotes. 
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• AgentSideRetentionPolicyEnabled. 

Specifies whether to apply a retention policy to backups stored at the path provided in the 

ConsoleSideBackupPath parameter. 

Can take one of these values: $true, $false. 

• AgentSideRetentionPolicyCount. 

Specifies the number of the most recent backups to retain. 

Other backups are automatically deleted. 

• StorageCredentialEnabled. 

Causes the Recovery Manager console to use a specified user account to access backup files 

on target computers. 

Can take one of these values: $true, $false. 

• StorageCredential. 

Specifies the account under which the Recovery Manager Backup Agent accesses the backup 

files, in the form of a PSCredential object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object 

to this parameter. 

• EnableEmailLog. 

Specifies whether to send information about backup creation sessions by e-mail. 

Can take one of these values: $true, $false. 

• EnableEmailLogOnlyOnErrors. 

Specifies to send information over e-mail only when an error occurs. 

Can take one of these values: $true, $false. 

• EmailLogLevel. 

Specifies the type of information to send over e-mail. 

Possible values: "Everything", "ErrorsOnly". 

• EmailLogTo. 

Specifies the recipient's e-mail address to send the information about backup creation sessions. 

• EnableApplicationLog. 

Specifies whether to write information about backup creation sessions to the Windows 

application log on the Recovery Manager computer. 

Can take one of these values: $true, $false. 

• EnableApplicationLogOnlyOnErrors. 

Specifies whether to create an Application log event only upon backup creation session errors or 

warnings. 

Can take one of these values: $true, $false. 

• ApplicationLogLevel. 

Specifies the type of information to write to the Application log. 

Possible values: "Everything", "ErrorsOnly". 
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• EnableLogFile. 

Specifies whether to write information about backup creation sessions to the additional text file 

you specify. 

Can take one of these values: $true, $false. 

• EnableLogFileOnlyOnErrors. 

Specifies whether to write information to the additional text file only upon backup creation 

session errors or warnings. 

Can take one of these values: $true, $false. 

• LogFileLevel. 

Specifies the type of information to write to the additional text file. 

Possible values: "Everything", "ErrorsOnly". 

• LogFileName. 

Specifies a path and name for the additional text file. 

• LogFileAppend. 

Specifies whether to append information to the additional text file. 

Can take one of these values: "True", "False". 

• ExtendedLogging. 

Specifies the logging settings for DCs in the collection. 

Can take one of these values: 

Use global (default) - use settings from the root node: Recovery Manager for Active Directory-

>Settings…>Logging, 

Yes - for all DCs in the current collection: for logs will be used the "Trace" option, 

No - for all DCs in the current collection: in logs will be only Warnings and Error messages. 

• CompressionMethod. 

Specifies a method to compress the backups to be created. 

Can take one of these values: "None", "Fast", "Normal", "Maximum". 

• ParallelBackups. 

Specifies the maximum number of computers serviced in parallel when creating backups. 

Increasing this number can speed the backup creation, however, this may result in network 

saturation and slow network response. 

• EnableTransferRateLimit. 

Specifies whether to limit the total bandwidth used by the Backup Agent when transferring data 

over the network. 

Use this property to prevent the Backup Agent from generating excessive network traffic. 

Can take one of these values: $true, $false. 

• TransferRaleLimit. 

Specifies the bandwidth limit in Mbits/sec for the Backup Agent. 

• EnableCpuUsageLimit. 

Specifies whether to limit the CPU processing time used by the Backup Agent on each 
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computer. 

Can take one of these values: $true, $false. 

• CpuUsageLimit. 

Specifies the CPU processing limit in percent. 

• ScheduleEnabled. 

Specifies whether to enable backup creation schedule. 

Can take one of these values: $true, $false. 

• Schedule. 

Sets up a backup creation schedule. 

To set up a schedule, use the New-RMADSchedule cmdlet. 

• ScheduleCredential. 

Specify the user account under which the Task Scheduler performs backup creation tasks, in the 

form of a PSCredential object. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object 

to this parameter. 

• BackupComponents. 

Specifies the system state components to back up. 

Possible values: "All", "None", "ActiveDirectory", "Adam", "BootFiles", "CertificateServer", 

"ClusterQuorum", "EnterpriseServices", "ForestRecoveryMetadata", "GroupMembership", 

"IisMetabase", "PerformanceCounters", "Registry". 

When specifying multiple values, use a comma as a separator. 

• CollectGroupMembership. 

Specifies whether to back up group membership data stored on Global Catalog servers. 

Can take one of these values: $true, $false. 

• CollectForestRecoveryMetadata. 

Specifies whether to create backups that can be used to recover the Active Directory forest. 

Can take one of these values: $true, $false. 

• OverrideDefaultBackupUnpackSettings. 

Specifies whether to override the global settings for unpacking backups for the Computer 

Collection. 

Can take one of these values: $true, $false. 

• UnpackBackupsUponCreation. 

Specifies whether to unpack each backup upon its creation. 

Can take one of these values: $true, $false. 

• UnpackedBackupsToKeep. 

Specifies the number of the most recent unpacked backups to retain. 

Other unpacked backups are automatically deleted. 
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• IsUnpackOnlySelected. 

Specifies whether to keep unpacked backups only for a list of selected domain controllers. 

Can take one of these values: $true, $false. 

• SelectedDCsToUnpack. 

Specifies the names (separated by comma) of domain controllers you want to keep unpacked 

backups for. 

Type: Hashtable 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Schedule 

Causes the computer collection you specify to use the backup creation schedule you set by using the New-

RMADSchedule cmdlet. 

Type: Schedule[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-ScheduleCredential 

Specifies the user account under which the scheduled backup creation task will be run. 

This account must have sufficient permissions to back up the computer collection you specify. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-AgentCredentialEnabled 

Specifies to use a particular account to access Backup Agent installed on the DCs in the computer collection and 

locations where backup files for the computer collection will be saved. 

To specify the credentials for the account, use the AgentCredential parameter. 

Type: Boolean 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 
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Accept pipeline input: False 

Accept wildcard characters: False 

-AgentCredential 

Specifies the credentials for the account you want to use to access Backup Agent installed on the DCs in the 

computer collection and locations where backup files for the computer collection will be saved. 

TO enable using the account whose credentials you supply in this parameter, use the AgentCredentialEnabled 

parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-StorageCredentialEnabled 

Specifies to use a particular account to access locations where backup files for the computer collection will be 

saved. 

To specify the credentials for the account, use the StorageCredential parameter. 

Type: Boolean 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-StorageCredential 

Specifies the credentials for the account you want to use to access locations where backup files for the computer 

collection will be saved. 

To enable using the account whose credentials you supply in this parameter, use the StorageCredentialEnabled 

parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-RetentionPolicyEnabled 

Specifies to delete obsolete backups for particular computer collection. 

To set the number of latest backups you want to keep for each DC in the computer collection, use the 

RetentionPolicyCount parameter. 

Type: Boolean 

Parameter Sets: (All) 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-RetentionPolicyCount 

Specifies the number of latest backups you want to keep for each DC in the computer collection. 

To enable the deletion of obsolete backups, use the RetentionPolicyEnabled parameter. 

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-PassThru 

Passes the computer collection whose properties you have set along the pipeline. 

If this parameter is omitted, the computer collection is not passed along the pipeline. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-Confirm 

Prompts for a confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InputObject 

Renames the computer collection represented by the specified collection objects. 

Specify the name of the variable that contains the objects or type a command or expression that gets the objects. 

Type: ComputerCollection[] 

Parameter Sets: InputObject 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Id 

Specifies the identifier of the computer collection whose properties you want to set. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Set-RMADGlobalOptions 

SYNOPSIS 
Sets global application settings 

SYNTAX 
Set-RMADGlobalOptions [-EmailServer <String>] [-EmailSender <String>] [-

ExtendedLogging <Boolean>] 

 [-Properties <Hashtable>] [-IgnoreReadOnly] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [-WhatIf] [-Confirm] [<CommonParameters>] 

DESCRIPTION 
Sets Recovery Manager global application settings 

http://go.microsoft.com/fwlink/?LinkID=113216


 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
427 Appendices 

 

EXAMPLES 

Example 1 

PS C:\> Set-RMADGlobalOptions -EmailServer "WS.DomainName.local"  

Set-RMADGlobalOptions -EmailSender "from@WS.DomainName.local" 

Set-RMADGlobalOptions -ExtendedLogging $True 

This command sets global email settings in Recovery Manager for Active Directory. 

Example 2 

PS C:\> $mailOptions = @{ 

    "Email.Server"       ='WS.DomainName.local'; 

    "Email.UseSSL"       =$True; 

    "Email.Sender"       ='from@WS.DomainName.local'; 

    "Email.AuthRequired" =$True; 

    "Email.UserName"     ='SmtpAccount'; 

    "Email.Password"     ='Password' 

} 

Set-RMADGlobalOptions -Properties $mailOptions 

This command sets global email settings in Recovery Manager for Active Directory using the 'Properties' option. 

Example 3 

PS C:\> Set-RMADGlobalOptions -Properties @{"UseRestoreAgentPort" = $True; 

"DefaultRestoreMethod" = 0; "AgentPort" = 3845 } 

This command sets Recovery Manager global settings for agent. 

PARAMETERS 

-EmailServer 

Specifies the SMTP server for e-mail notifications 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-EmailSender 

Specifies the sender field of e-mail notifications 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-ExtendedLogging 

Specifies diagnostic logs 

Type: Boolean 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Properties 

Allows you to modify the application settings. 

To specify the properties you want to modify, use an associative array or hash table. 

For more information, see the Windows PowerShell help topic on associative arrays (hash tables). 

To open the topic, at the PoweShell command prompt enter the following: 

help about_associative_arrayBelow are the properties you can modify by using this parameter. 

The properties are grouped by the names of tabs in the "Computer Collection Properties" dialog box, because 

each property corresponds to an option on these tabs.To assign a new value to a property, use the following 

format: PropertyName=Value E-MAIL TAB 

• Email.Server. 

Specifies the SMTP server for e-mail notifications 

• Email.Port. 

Specifies the SMTP port for e-mail notifications 

• Email.Sender. 

Specifies the sender of e-mail notifications 

LOGGING TAB 

• ExtendedLogging. 

Specifies option "Use diagnostic logging" 

• LogsFolder. 

Specify the directory for application logs. 

Type: Hashtable 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 
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Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Confirm 

Prompts for a confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Set-RMADReplicationConsole 

SYNOPSIS 
Sets replication properties of consoles in the replication console list. 

SYNTAX 

Id 

Set-RMADReplicationConsole [-AccessCredential <PSCredential>] [-Enabled 

<Boolean>] 

 [-FallbackCredential <PSCredential>] [-Id] <Int32[]> [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

ComputerName 

Set-RMADReplicationConsole [-AccessCredential <PSCredential>] [-Enabled 

<Boolean>] 

 [-FallbackCredential <PSCredential>] [-ComputerName] <String[]> [-

InformationAction <ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

InputObject 

Set-RMADReplicationConsole [-AccessCredential <PSCredential>] [-Enabled 

<Boolean>] 

 [-FallbackCredential <PSCredential>] [-InputObject] <ReplicationConsole[]> 

http://go.microsoft.com/fwlink/?LinkID=113216
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 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Updates user credentials for connecting to a specified computer, and enables/disables the manual and 

scheduled replication for the console. 

EXAMPLES 

Example 1 

PS C:\> C:\>$credential = Get-Credential 

C:\>Set-RMADReplicationConsole -ComputerName Hostname1 -AccessCredential 

$credential -Enabled $true 

This command changes the credentials for accessing the console on Hostname1, and enables the replication for 

the console. 

Example 2 

PS C:\> C:\>Set-RMADReplicationConsole -Id 1 -AccessCredential $credential 

-Enabled $true 

This command changes the credentials for accessing the console with specified ID, and enables the replication 

for the console. 

Example 3 

PS C:\> C:\>Set-RMADReplicationConsole -ComputerName Hostname1 -

FallbackCredential $([System.Management.Automation.PSCredential]::Empty) 

This command removes the fallback account for the console on Hostname1. 

PARAMETERS 

-AccessCredential 

Specifies the user credentials to read data from the target computer. 

The user must be a local Administrator on the target computer. 

To obtain the user credentials, create a PSCredential object using the Get-Credential cmdlet provided by 

Windows PowerShell. 

If you need to use the credentials of the currently logged in user, specify 

[System.Management.Automation.PSCredential]::Empty value for this parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Enabled 

Set replication item enabled. 

Type: Boolean 
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Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-FallbackCredential 

Supplies a fallback account for replacing the account that is used by the backup schedule task. 

The account must have administrator privileges on the system(s) to be backed up. 

If you need to reset the fallback account, specify [System.Management.Automation.PSCredential]::Empty value 

for this parameter. 

You can use this parameter only when Full mode is set for the console. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Id 

Specifies the ID of the replication console. 

Type: Int32[] 

Parameter Sets: Id 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-ComputerName 

Specifies the hostname of the replication console. 

Type: String[] 

Parameter Sets: ComputerName 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-InputObject 

Specifies the replication console object you want to update. 

Type: ReplicationConsole[] 

Parameter Sets: InputObject 

Aliases: 
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Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

http://go.microsoft.com/fwlink/?LinkID=113216
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schema: 2.0.0 

Set-RMADReplicationSchedule 

SYNOPSIS 
Sets replication schedules for a computer. 

SYNTAX 
Set-RMADReplicationSchedule [-Schedules <Schedule[]>] -Credential 

<PSCredential> 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] [-

WhatIf] [-Confirm] 

 [<CommonParameters>] 

DESCRIPTION 
Sets replication schedules with credentials for the Recovery Manager computer you specify. 

EXAMPLES 

Example 1 

PS C:\> $credential = Get-Credential 

$schedule=(New-RMADSchedule -Daily -StartDate "9/20/2013 10:00" -

DaysInterval 1), (New-RMADSchedule -Daily -StartDate "9/20/2013 22:00" -

DaysInterval 1) 

C:\PS>Set-RMADReplicationSchedule -Schedule $schedule 

This example illustrates how to replicate computers by using two replication schedules. 

The first line of this example creates a PSCredential object. 

The second line of this example creates two replication schedules and stores them in the $schedule variable. 

One schedule invokes the replicate operation once in every two days at 10 a.m. 

Another schedule invokes the replicate operation once in every two days at 10 p.m. 

The two replication schedules become effective starting from the 20th September 2013. 

The third line of this example set schedules with credentials to the computer you specify. 

Example 2 

PS C:\> $credential = Get-Credential 

C:\PS>Set-RMADReplicationSchedule -Credential $credential 

This command updates the credentials for an existing schedule. 

PARAMETERS 

-Schedules 

Causes the computer you specify to use the replication schedule you set by using the New-RMADSchedule 

cmdlet. 

Type: Schedule[] 

Parameter Sets: (All) 
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Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credential 

Specifies the user credentials for setting the replication schedule. 

The user must be a local Administrator on the target computer. 

To obtain the user credentials, create a PSCredential object using the Get-Credential cmdlet provided by 

Windows PowerShell. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Describes what would happen if you ran the command without actually running the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Confirm 

Prompts for confirmation before executing the command. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 
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Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: Quest.RecoveryManager.AD.PowerShell.SecureStorage.psm1-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell.SecureStorage 

online version: 

schema: 2.0.0 

Set-RMADStorageServerRetentionPolicy 

SYNOPSIS 
Sets the retention policy status of the current server. 

SYNTAX 
Set-RMADStorageServerRetentionPolicy [-DaysToKeep] <Int32> [[-

IncludeLWTProcessing] <Boolean>] [-Force] 

 [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
This cmdlet sets the retention policy of the current server.  

EXAMPLES 

Example 1 

PS C:\>Set-RMADStorageServerRetentionPolicy -DaysToKeep 30 

PARAMETERS 

-DaysToKeep 

Specify the number of days to keep backup files on the secure storage server.  

Type: Int32 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 1 

Default value: 0 

Accept pipeline input: False 

Accept wildcard characters: False 

-IncludeLWTProcessing 

{Specify true to enable the use of Last Write Time. In some cases, the backups may not include a copy of their 

backup details which contains the time the backup was created. This means the current retention policy for 

number of days will not affect these backups.  

If IncludeLWTProcessing is set to true the retention policy processor will check the Last Write Time of the backup 

file and use that.  

Type: Boolean 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 2 

Default value: False 

Accept pipeline input: False 

Accept wildcard characters: False 

-Force 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: False 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Start-RMADReplication 

SYNOPSIS 
Performs replication from other computers in the replication console list. 

SYNTAX 
Start-RMADReplication [-Id <Int32[]>] [-ComputerName <String[]>] [-AsJob] 

 [-InformationAction <ActionPreference>] [-InformationVariable <String>] 

[<CommonParameters>] 

DESCRIPTION 
Performs replication from other computers in the replication console list. 

EXAMPLES 

Example 1 

PS C:\> Start-RMADReplication 

perform replication 

Example 2 

PS C:\> Start-RMADReplication -AsJob 

http://go.microsoft.com/fwlink/?LinkID=113216
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This command performs the replication as a background job. 

Example 3 

PS C:\> Start-RMADReplication -Id 1 

This command performs replication from a replication console by its ID. 

Example 4 

PS C:\> Start-RMADReplication -ComputerName ws1 

This command performs replication from a replication console by its hostname. 

PARAMETERS 

-Id 

Specifies the ID of the replication console. 

Type: Int32[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-ComputerName 

Specifies the hostname of the replication console. 

Type: String[] 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: True (ByPropertyName, ByValue) 

Accept wildcard characters: False 

-AsJob 

Runs the command as a background job. 

You can use this parameter to run commands that take a significant time to complete. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 
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Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Start-RMADReportViewer 

SYNOPSIS 
Displays a report about the results of the online comparison or restore operation. 

http://go.microsoft.com/fwlink/?LinkID=113216
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SYNTAX 
Start-RMADReportViewer [-SqlCredential <PSCredential>] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

DESCRIPTION 
Displays a report about the results of the online comparison or restore operation. 

EXAMPLES 

Example 

PS C:\> Start-RMADReportViewer 

Displays the online comparison or restoration report. 

PARAMETERS 

-SqlCredential 

Specifies the user name and password of the user account with which you want to connect to SQL Server to 

generate a report. 

The user name and password must be in the form of a PSCredential object. 

When this parameter is omitted, the cmdlet uses the credentials of the account under which Management Shell is 

running. 

Use the Get-Credential cmdlet provided by Windows PowerShell to pass a PSCredential object to this parameter. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 
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Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Test-RMADSecureStorageBackup 

SYNOPSIS 
Checks the integrity of a backup on the secure storage server. 

SYNTAX 

Name 

Test-RMADSecureStorageBackup [-BackupPath] <String> [-Name] <String> 

[<CommonParameters>] 

Server 

Test-RMADSecureStorageBackup [-BackupPath] <String> [-Server] 

<StorageServer> [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Checks the integrity of a backup on the secure storage server. This operation calculates the checksum 

of the backup file and compares it with the checksum stored in the backup.  

EXAMPLES 

Example 1 

Test-RMADSecureStorageBackup -Name 'storage' -BackupPath 

'E:\Backups\DC1.rmad.local\2020-09-10 14-54-49.bkf' 

PARAMETERS 

-Name 

Specifies the name of the secure storage server. 

Type: String 

Parameter Sets: Name 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-Server 

Specifies the target storage server. Use Get-RMADStorageServer to get server objects. 

Type: StorageServer 

Parameter Sets: Server 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-BackupPath 

Path to the backup file stored on the secure storage server. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

None 

OUTPUTS 

System.Object 

NOTES 

RELATED LINKS 

 

external help file: Quest.RecoveryManager.AD.PowerShell.SecureStorage.psm1-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell.SecureStorage 

online version: 

schema: 2.0.0 

Unprotect-RMADStorageServer 

SYNOPSIS 
Disables hardening on the storage server.  

SYNTAX 
Unprotect-RMADStorageServer [-Force] [-Wait] [-WhatIf] [-Confirm] 

[<CommonParameters>] 

DESCRIPTION 
This cmdlet disables hardening on the current storage server. Unhardening includes enabling network traffic and 

enabling SMB on the server.  

EXAMPLES 

Example 1 

PS C:\> Unprotect-RMADStorageServer 

http://go.microsoft.com/fwlink/?LinkID=113216
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Disables hardening on the current storage server. 

PARAMETERS 

-Confirm 

Prompts you for confirmation before running the cmdlet. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: cf 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Force 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Wait 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-WhatIf 

Shows what would happen if the cmdlet runs. 

The cmdlet is not run. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: wi 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

None 

OUTPUTS 

System.Object 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Update-RMADBackupAgent 

SYNOPSIS 
Upgrades Recovery Manager Backup Agent on a specified computer or on each computer in a particular 

Computer Collection. 

SYNTAX 

DC 

Update-RMADBackupAgent [-Computer] <String> [[-Credentials] <PSCredential>] 

[[-ConfigureFirewall] <Boolean>] 

 [-IgnoreReadOnly] [-InformationAction <ActionPreference>] [-

InformationVariable <String>] [<CommonParameters>] 

Collection 

Update-RMADBackupAgent [[-Credentials] <PSCredential>] [[-

ConfigureFirewall] <Boolean>] 

 [-CollectionName] <String> [-IgnoreReadOnly] [-InformationAction 

<ActionPreference>] 

 [-InformationVariable <String>] [<CommonParameters>] 

http://go.microsoft.com/fwlink/?LinkID=113216
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DESCRIPTION 
Allows you to upgrade Recovery Manager Backup Agent on a specified computer or on each computer in a 

particular Computer Collection. 

EXAMPLES 

Example 1 

PS C:\> Update-RMADBackupAgent -CollectionName "New Computer Collection" 

This code upgrades Recovery Manager Backup Agent on each computer in a collection named "New Computer 

Collection". 

Example 2 

PS C:\> $credential = Get-Credential 

Update-RMADBackupAgent -Computer dc1 -Credentials $credential 

This code connects to the computer "dc1" under the user represented by the "credential" object and upgrades 

Recovery Manager Backup Agent there. 

PARAMETERS 

-Computer 

Specifies the name of the computer on which to upgrade a Recovery Manager Backup Agent. 

Type: String 

Parameter Sets: DC 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-Credentials 

Specifies the user name and the password of the user account to use for connecting to the target computer and 

upgrading Backup Agent. 

Use the Get-Credential cmdlet provided by Windows PowerShell to get the PSCredential object representing 

user credentials.  

Notes: 

• The user should be a local Administrator on the target computer.  

• If you omit this parameter, Backup Agent will be upgraded under the current user account. 

Type: PSCredential 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 1 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 
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-ConfigureFirewall 

Specifies whether Recovery Manager automatically configures Windows Firewall on target Windows Server 

2008-based or Windows Server 2012-based DCs to allow backup operations. 

Type: Boolean 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: 2 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-IgnoreReadOnly 

Allows you to perform the action in a console currently performing full replication. 

Type: SwitchParameter 

Parameter Sets: (All) 

Aliases: 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-CollectionName 

Specifies the name of the Computer Collection that includes the computers on which Backup Agent should be 

upgraded. 

Type: String 

Parameter Sets: Collection 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 



 

 

Quest Recovery Manager for Active Directory 10.2 – User Guide  
449 Appendices 

 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 

 

external help file: QuestSoftware.RecoveryManager.AD.PowerShell.dll-Help.xml 

Module Name: Quest.RecoveryManager.AD.PowerShell 

online version: 

schema: 2.0.0 

Update-RMADLicense 

SYNOPSIS 
Updates license key file. 

SYNTAX 
Update-RMADLicense [-File] <String> [-InformationAction <ActionPreference>] 

[-InformationVariable <String>] 

 [<CommonParameters>] 

DESCRIPTION 
Allows you to update the current license key file to a new one. 

http://go.microsoft.com/fwlink/?LinkID=113216
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EXAMPLES 

Example 1 

PS C:\> Update-RMADLicense -File C:\license.asc 

Updates current license using license key file C:\license.asc. 

PARAMETERS 

-File 

Full path to a new license key file. 

Type: String 

Parameter Sets: (All) 

Aliases: 

 

Required: True 

Position: 0 

Default value: None 

Accept pipeline input: True (ByValue) 

Accept wildcard characters: False 

-InformationAction 

@{Text=} 

Type: ActionPreference 

Parameter Sets: (All) 

Aliases: infa 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

-InformationVariable 

@{Text=} 

Type: String 

Parameter Sets: (All) 

Aliases: iv 

 

Required: False 

Position: Named 

Default value: None 

Accept pipeline input: False 

Accept wildcard characters: False 

CommonParameters 

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction, -

InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters. 

http://go.microsoft.com/fwlink/?LinkID=113216
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INPUTS 

OUTPUTS 

NOTES 

RELATED LINKS 
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  About us 

Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT 

landscape. From database and systems management, to Active Directory and Office 365 management, and 

cyber security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than 

130,000 companies and 95% of the Fortune 500 count on Quest to deliver proactive management and monitoring 

for the next enterprise initiative, find the next solution for complex Microsoft challenges and stay ahead of the 

next threat. Quest Software. Where next meets now. For more information, visit www.quest.com. 

Technical support resources 
Technical support is available to Quest customers with a valid maintenance contract and customers who have 

trial versions. You can access the Quest Support Portal at https://support.quest.com. 

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a 

day, 365 days a year. The Support Portal enables you to: 

● Submit and manage a Service Request 

● View Knowledge Base articles 

● Sign up for product notifications 

● Download software and technical documentation 

● View how-to-videos 

● Engage in community discussions 

● Chat with support engineers online 

● View services to assist you with your product. 

 

https://www.quest.com/
https://support.quest.com/
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