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Executive Summary

This paper provides information about how to set up QoreStor as a backup target for IBM Tivoli Storage Manager
(TSM).

For additional information, see the QoreStor documentation and other data management application best
practices whitepapers for your specific QoreStor version at:

http://support.quest.com/

For more information about Tivoli Storage Manager, refer to the IBM documentation at:

https://www.ibm.com/support/knowledgecenter/en/SSEQVQ_8.1.2/tsm/welcome.html

i NOTE: The QoreStor/TSM build version and screenshots used in this document might vary slightly,
depending on the version of QoreStor/TSM Software version you are using.


http://support.quest.com/
https://www.ibm.com/support/knowledgecenter/en/SSEQVQ_8.1.2/tsm/welcome.html

Configuring QoreStor

1 Log on to the QoreStor administrator console with the hostname or the IP address for the QoreStor

system with the username: admin and password: StOr@ge! (The “0” in the password is the numeral zero).

Creating a container with an NFS or CIFS

connection

1 Create a Storage Group by Selecting Storage Group tab on the navigation menu. Select Add Storage
Group.



2 On the New pop-up window: enter a Name for the storage group; select required Compression Type,

enable Encryption if required; and then click Add.

3 To add container, expand the drop down for the new storage group. Click Add container.

4  Enter container name and the protocol. Click Next.



5 Select Marker Type as Auto, and select Access Protocols as NFS, CIFS. Click Next.

6 Select required NFS and CIFS options and click Next.

7 Review the container creation summary and click Finish.



8 Confirm that the Container has been added.



2

Configuring TSM for CIFS and NFS
targets

Configuring the device class for CIFS and

NFS protocols

These instructions walk you through a basic configuration for connecting QoreStor with the Windows version of

Tivoli Storage Manager (v7.1.4).
1 Open the IBM Tivoli Storage Manger Administration Center.
2 Click Storage Devices > View Storage Classes.

[ Tivoli| ¢

=5

Storage Devices

o welcorne
© My Startup Pages
Users and Groups
Settings
[=] Tivoli Storage Manager
« Getting Started
© Manage Servers
© Health Monitor

= o 4
- Storage Devices R310-5YS-121 TSMSRY

= Clent Modes and Backup Sets I
= Policy Daomains
= Server Maintensnce

Servers

Select a server and pick an option from the Select Action menu to work with its
servers that were added to the caonsale,

B [¥ [ (7] [2) [w] [#]

Select *t

View Storage Pools, ., =

Miew Device Classes, . !

View Collocation Groups...
View MAS File Servers...
Refresh Table

Expire Inventory...

4 Shred Data...

Server Name Sl

]

Identify Duplicates...

= Reporting .

= Disaster Recovery Management
~ FastBack Servers

| Libraries for All Servers

View Volume Histary...
View Operator Requests...

Back Up Device Configuration...
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3 Click Create a Device Class.

J Storage Devices || Manage Servers I -+ |

Device Classes for R310-5YS-121 TSMSRV

Servers = Device Classes

& device class 1s used to associate media volumes in 3 storage pool with a compatible storage device., 4 device
each storage pool can use only one device class.,

= @ ’EI ’zl ’EI @ ’EI | --- Select Action --- v ~| Filter

Select ~ MName ~ Storage Pool CiiEeiie @ DEHER CEEs... unt Limit ~

Modify Device Class...

By
DISK

o Delete Device Class
Add a Storage Device...

--- Tahle Actions --- b

Total: 1 Filtered: 1

4 Select the FILE device type and click Next. (This device type is optimized for writing to disk-based

storage.)

J T — = 3592 (uses IBM 3592 tape cartridges)
4MM {uses 4-mm tape cartridges)

8rM [(uses B-rm tape cartridges)
CEMNTERA {uses EMC Centera)
DLT {uses Digital linear tape cartridges)

[Create a Device Class

= Select Device Type

PR
LTO (uses Lingear Tape-Open Ultriurm cartridges)
MAS {uses tape cartridges in drives attached to a NAS file server)
OPTICAL {uses rewritable optical cartridges)
QIC {uses quarter-inch tape cartridges)
REMOVABLEFILE (uses removable media, such as CD-RW)
SERYER {uses virtual volumes to store data on another server)
WOLSAFE (uses StorageTek write-once-read-many tape cartridges)
WORM (uses write-once-read-many optical cartridges)

|-- Select a Device Type —

Ki K

< Back | Next = | Finish | Cancel |

5 Enter the appropriate information under General Information and click Next.
6 Enter the appropriate information for your container type:

For a CIFS Container Path:



For an NFS container path:

m  Name: Enter a descriptive name for the device class.

m Path: Add the UNC path to the QoreStor container for CIFS and the mount point of QoreStor
export for NFS.

= Mount Limit: Set the connection limit. Please consult the QoreStor Interoperability Guide for your

systems maximum 32 concurrent CIFS connections. The optimal number of connections is five.

m  Maximum File Size: Set the maximum. QoreStor supports very large files such as 1TB. The
recommended file sizes for TSM are between 1GB and 50GB to allow for fast space reclamation

and replication of files to remote sites.

L
1 | NOTE: The service account for Tivoli Storage Manager needs to have the correct permission to the
QoreStor CIFS share for this step to complete successfully. Before providing the information, see
Appendix A for information about setting up the TSM service account correctly.
7 Click Finish.

Create a Device Class

: SUrnrnany
+ Select Device Type

« General Infarmation These storage objects have been successfully defined.

o2 Summary
By  Device class DR4X00-Device has been created.

= Back | Mt = | Finishl Cancel |




Configuring a storage pool for the CIFS
and NFS protocols

1 Click Storage Devices > View Storage Pools.

Alltasks i
=] Storage Devices )\N Manage Servers | -
© Welcome Servers
- My BERan Pogs Select a server and pick an option from the Select Action menu to wark with it
Users and Groups to the console,
Settings

[=] Tivoli Storage Manager
© Getting Started

Wiew Storage Pools...

© Manage Servers Select *: Server Name “| Wiew Device Classes. ..
© Health Monitar Wiew Collocation Groups...
— g g View NAS File Servers.,.

R310-SY5-121 TSMSRY |
Refresh Tahle

Up
© Palicy Domains n Expire Inventary...
[ Server. Maintenance 4 Shred Data. ..
© Reporting
Identify Duplicates...
© Disaster Recovery Managy | Y P i
© FastBack Servers Wiew Volume History...

“iew Operator Requests. ..

. . Back Up Device Configuration...
Libraries for All Servers

& server uses storage devices to stor
addad to tha concala Thara ara tun

Add a Storage Device...

Create a Library...

2 Click Create Storage Pools.

= Storage Devices AH Manage Servers | +
© ieloomes Storage Pools for R310-SYS-[_Refresh Table
® My Startup Pages Create a Storage Pool...
Users and Groups Servers > Storage Poals Modify Storage Poal...
Settings

A storage pool represents a collection Delizis Sirgs Fusl

Tiveli St M
B! Tl S R cannat backup a copy storage pool off  Add a Storage Device. .

© Getting Started .
- Memee SERes Protect a NAS File Server
© Health Monitor Add Storage for NDMP Operations
© Enterprise Management — ~ . Back Up Storage Poal...
~ Storage Devices Select ~ Name ~ Device G
& Client Nodss and Backup = = Restore Yolumes From Copy Pool...
© Paolicy Domains — I & D"E Copy Active Data
© Server Maintenance R BACKUPPOOL P19 Restars valumes Fram active-data Poal. .
- EEDDTngR - c & Byl view Sequential Media...
- Isaster BCOVENY anagy | .
O Bk S DHEIHFUIELL P19 Move Sequential Media...
e ] By Reclaim Storage Pool...
SPACEMGROOL [B)E=

Migrate Storage Pool...

Identify Duplicates...

Create Space Trigger...
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3 Click Next.

Create a Storage Pool

Wielcome

A storage pool is a collection of volumes of the same media type on wh

Creating a storage pool includes the following tasks:

#® Marne the new storage pool and specify the pool type

* Select a device class
® If data will be migrated to another storage poal, select that storage pool

= Back | Finishl Cancel |

4 Enter the information for the General Storage Pool Settings and then click Next.

Create a Storage Pool

General Storage Pool Settings

=5 Genaral A storage pool represents a collection of storage volumes of the same media type. A storage volume
represents the basic unit of storage, such as a tape cartridge or allocated disk space. Storage pools are used to
Specify storage pool settings  designate where all managed data will be stored. After you define a storage pool, you cannot change its type.

Surmmar

V *Storane pool name
DR4X00-POOL

Storage pool description
DR4x00 Pool

Storage pool type
" Random access - primary pool that uses random-access disk (DISK device class)

@ Sequential access - uses tape, optical media, sequential-access disk (FILE device class), or the SERVER device class

*primary F =

" NAS - stores NAS file server data using NDMP

IPr\maryj =)

= Back | MNext > | Firnshl Cancel |

Storage Pool Name: Enter a descriptive name for the QoreStor pool.
Storage Pool Description: Enter a description for the QoreStor pool.

Storage Pool Type: Select Sequential Access as QoreStor is integrated as a FILE type device.




5 Enter the required information for the device class, and click Next.

>l 2

Create a Storage Pool
Select a Device Class

A device class represents a set of similar storage devices. A device class is used to associate storage pool

v General
volumes with a compatible storage device.

. Specify storage pool settings
*DQVIEE class narme

IDR4><DD*DEVICE vI

Scratch volumes are used to dynamically satisfy mount requests, Consider entering the number of physical volumes
available for this storage pool.

*Maximum number of scratch volumes
150

You can select another primary storage pool to use as a MNext pool. The Next pool is used to store data migrated from the
storage pool being created. During client node operations, the Mext pool can also be used to store data if this storage
pool runs out of space, or to store files that exceed its marimum size.

Mext storage pool
-- Mone -- ¥

< Back | MNext = | Flmshl Cancel |

m  Device Class Name: Select the name of the QoreStor device class (created previously).

= Maximum Number of Scratch Volumes: Set the number of scratch volumes in the system. (Setting

the value between 100 to 200 scratch volumes is recommended.)

6 For Identifying Duplicates, accept the default selections, and click Next.

Create a Storage Pool
Identify Duplicates

The server can identify duplicate data within a FILE storage pool. This data is then removed during reclamation
rocessing. Eliminating duplicate data increases the amount of available disk space. However, identifying duplicate
v Specify storags pool settings  gata increases the server workload, and data that has been deduplicated can take longer to restore.

« General

Irldentlfy the duplicate data in this storage pool. I

The number of processes to identify duplicates. when calculating this number, consider the workload on the server and
the amount of data requiring deduplication.

1

< Back | Mext > | F\mshl Cancel |

m  Keep the Identify the duplicate data in the storage pool check box clear as QoreStor uses inline

deduplication and already identifies and removes duplicate data.



7 Review the settings and click Finish.

Create a Storage Pool

summary

< Genreral You have successfully created the following storage pool:
+ Specify storage pool settings

2 Summary
Storage Pool Name: DR4X00-POOL

Storage Pool Type: Primary, sequential access
Device Class Name: DR4X00-DEVICE
Maximum Number of Scratch volumes: 150
Data will be deduplicated: No

Associated Policy Domains:

N

¥
4 2

= Back | MERt = |I Finish |I Cancel

Creating a policy domain for the job

1 Click Policy Domain > View Policy Domain.

ivoli. W Al tasks A Welcome tsmadmin
=

| Storage Devices ” Policy Domains x“ + |

o Welcome

© My Startup Pages
Users and Groups
Settings

Policy Domains

The tahle shows the servers you have added to the console, and the p
for data management to groups of client nodes, Click a server name to

--- Select Action --—-+

Wiew Policy Domains...

[=] Tivoli Storage Manager
Getting Started

Manage Servers

L}
L}
. ~
© Health Monitor
L}
L}

Search for Client Node, .. |
Refresh Table

Expire Inventory...
Shred Data...
Identify Duplicates...

Enterprise Managernent
Storage Devices

© Reporting
= Disaster Recovery Manag|
© FastBack Servers

Server Properties...

Use Command Line..,

--- Table Actions --- Pl
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2 Click Create a Policy Domain.

R310-SYS-121 TSMSRYV Policy Domains

Policy domains help you to apply consistent rules for data management
sets, client node schedules, and management classes,

% --- Select Action ---~7

Select ~ Domain Name ~ Descileo o Policy Domain.-

Modify Policy Domain...

T Delete Policy Domain
C R310-SvS-  Data st .
121 Manage Pending Changes..
T Export Policy Domain...
C STANDARL Installeq Import Policy Domain. ..
i Create a Client Mode...
C e Data st pefresh Table
--- Table Actions --—- »

3 Click Next.
Create Policy Domain -l ?
Welcome
A policy domain applies consistent data management rules to a specified group of client nodes.
Creating a policy domain includes the following tasks:
* Mame the new policy domain.
o Craste s defsult management class for the domain, Select one or more storage pools for dient node data in the domain, and set backup and
archive sethings for that data.
s Optionally select the dient nodes that will use the policy domain.
= Back | I Next > I Firish | Cancel |
4  Enter the required information, and then click Next.
Create Policy Domain -l ?
General
= General Specify the name of the policy domain. You can optionally enter a brief description of the domain.
Data and storage pool settings *rame
Assign client nodes |oR4x=00-PalicyDamain 1
summary
Descrintion

IDR4XDD Policy Domain

m

< Back I Newst > | Finish | Cancel |

= Name: Enter a descriptive name for the QoreStor policy domain.

m  Description: Enter a description for the QoreStor policy domain.

5 Enter the required information for data and storage pool settings, and then click Next.




Create Policy Domain .l ?
Data and storage pool settings

+ General The default management class is used for all client node data that are not bound to a different management

class. Select the default management class storage pools, specify backup and archive settings, and specify if

. Data and storage pool ssttings 4 tive-data pools can be used.

Select a storage pool for at least one of these data types. If you do not select storage pools for both data types, backup or
archive operations can fail,

W Specify default management class settings for backup data:
*storage pool for backup data
DR4x00-POOL 2

Number of file versions to keep

l

Number of days to keep inactive versions

™ Specify default management class settings for archive data:

Storage pool for archive data
DR4#x00-POOL b

m  Specify default management class: Select the QoreStor pool that was set up previously.
= Number of file versions to Keep: Specify how many versions of a file to keep.

m  Number of days to keep inactive versions: Specify how many days to retain data after it falls out of
policy.

L
1 | NOTE: File versions and inactive versions are set based on company policies.

6 Select to assign the policy domain to clients, and click Next.

Create Policy Domain .2
Assign Client Wodes Now?

¥ General The server manages the data and operations for a client node by using the rules of the policy domain. You can

v Data and storage pool settings select the client nodes to assign to the new policy domain now or at another time. A client node can be assigned
to only one policy domain.

> Assign client nodes

Do you want to assign client nodes to this policy domain now?
@ vas
C o

< Back Mext = | Finish | Cancel




7 Select to display the set of clients to move to QoreStor, and click Next.

Create Policy Domain -2
Assign Client Nodes
« General Create the list of client nodes to select from.
+ Data and storage pool settings
2 Agsign client nodes @ View all client nodes.
Summary C Vigw client nades that match your conditions:
Name [
< Back Nexst > | Firish | Cancel
e . .y .
1 | NOTE: Choose to limit if you have a lot of client computers.
8 Select the check box next to the clients you want to back up to QoreStor, and click Next.
Create Policy Domain > ?
Assign Client Nodes
¥ General Select client nodes to assign to the policy domain. A client node belongs to only one policy domain.
+ Data and storage pool settings
2 Assign client nodes - Gelect Action ——— - TFilter ~
Summary = = = = -
Select ~ MName ~ Current Policy Domain ~ Type ~ Platform ~ Description A
v R310-5¥5-121 STANDARD Client = =
v R310-5¥5-32 STANDARD Client = =
Page 1 of 1 1 EI Rows |2 @ Total: 2 Filtered: 2
< Back I Mext > | Firish | Cancel
9 Click Finish.
>l 2

Create Policy Domain

+ General
+ Data and storage pool settings
~ Aszsign client nodes

. Summary

= Back HExt > |I Finish I

Surmmary’

You have successfully created a policy domain nhamed DR4X00-POLICYDOMAIN with the default management
class STANDARD. You can assign additional client nodes to the policy domain later. You can update the poli
settings for additional options for handling backup and archive files later. You can also create additional policies
for the policy domain by defining schedules, option sets, and additional management classes.

Policy domain name DR4<00-PolicyDomain
Description

Default management class name STANDARD
Storage pool for backup data DR4x00-POOL
Backup versions 2

Backup retention period 30 days

Storage pool for archive data Mot defined.
Client nodes

R310-5Y5-121 =
R310-5Y5-33

< of]

Cancel




Creating client nodes and backup sets

1 Open the client nodes and backup sets from Tivoli Storage Manager to register the client machine.

View: AT welcome tipadmin

[ERC]

Help | Logout

client Nodes and Backup Sets = | - | [ Select Action |

= Welcome
“ My Startup Pages
Users and Groups
Settings
Reporting
[=] Tivoli Storage Manager
~ Getting Started
~ Manage Servers
= Health Monitor
=
.

Client Nodes

Al Client Nodes || By Server || Search

The table lists all of the client nodes for the servers that were active between 8/24/14 at 8:23 PM and 8/24/14 at 8:23 PM. Select the
refresh action to update the table. Use the filter to find specific client nodes.

“Filter
Create & Client Node

Enterprise Management
adeRoyic p— . Version | Policy Domain Contact
1 Modes and Backup Sets Refresh Table
P TTTITE
= There|create Like your servers
= Server Maintenance Crange Paswors
~ Reporting Megity Clisnt Nods.
= Disaster Recovery Management Remove Cliant Node.
“ FastBack Servers R — = >
Lsuncn lisnt
— Total: 0 Fiktarad: d
Move to Anothar Policy.
Export Cliant Nods.
Move Dats.

2 Provide the client name, policy name, and password to connect.

3 Confirm that the client node is successfully registered.
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Using the backup and archive GUI

1 On a client machine, open the Backup-Archive GUI, provide the user ID and password details that were
described previously.
T5M Login

= Login into a TSM server

Userid: [#2K8R2-0z

Fassward: |

Login I Cancel | Help |

When you have logged on, the Backup button is enabled. The Backup and restore manager is ready to

perform.

When you have successfully completed the steps above, you have configured QoreStor for Tivoli Storage
Manager. The next time the client is scheduled to back up it will back up to QoreStor(s). See Appendix B

of this document for additional best practices.



Setting up the QoreStor cleaner

Performing scheduled disk space reclamation operations are recommended as a method for recovering disk

space from system containers in which files were deleted as a result of deduplication.

The system cleaner runs during idle time. If your workflow does not have a sufficient amount of idle time on a
daily basis, then you should consider scheduling the cleaner to force it to run during a scheduled time.

If necessary, you can perform the procedure shown in the following example screenshot to force the cleaner to
run. After all of the backup jobs are set up, the QoreStor cleaner can be scheduled. The QoreStor cleaner should
run at least 40 hours per week when backups are not taking place, and generally after a backup job has

completed. Follow these steps to add a cleaner event on QoreStor.

1 To view cleaner schedule, on the QoreStor GUI select System Configuration



2 To update/add cleaner schedule, click on Edit Schedule and select Submit button once done.



S

Monitoring deduplication,

compression, and performance

After backup jobs have completed, QoreStor tracks capacity, storage savings and throughput on the QoreStor

GUI dashboard. This information is valuable in understanding the benefits of QoreStor.

NOTE: Deduplication ratios increase over time; it is not uncommon to see a 2-4x reduction (25-50% total
i savings) on the initial backup. As additional full backup jobs complete, the ratios will increase. Backup jobs with

a 12-week retention will average a 15x ratio in most cases.



A

Configuring CIFS authentication

This appendix describes the steps for sync-ing CIFS authentication between the Tivoli Storage Manager service

account and QoreStor.

There are two methods for allowing the Tivoli Storage Manager service account to authenticate to a QoreStor
system.
e Integrate the Tivoli Storage Manager Media Server and QoreStor with Active Directory.
m  Ensure the AD user has appropriate ACLs to the QoreStor Container
m  Setthe TSM Server service to run with <Domain\User>
e Sync local usernames and passwords between QoreStor and the Tivoli Storage Manager media server.

To set the password for the local CIFS administrator on the QoreStor system, log on to QoreStor using
SSH.

m  Logon with the credentials: administrator/StOr@ge!
= Run the following command: authenticate --set --user administrator

When an authentication method has been selected, set the Tivoli Storage Manager service account to use that

account.
1 Launch the Microsoft Services Snap-in. (Start > Run > Services.msc > Enter).

2 Locate the TSM Server Service (Right-click > Properties > Logon tab.)

" General LogOn | F\ecoveryl Dapendancies'

Lag on as:

" Local System account

™| Allow service to interact with desktop

& Thgaccouns  [advinistiator [ Feres

Help me configure user account lag on options.

[0]:8 I Cancel | Apply |

Note: If you are using local synced accounts instead of an Active Directory account, make sure that there is a “.\"in front of the

user name.



3 Click OK.

4 Right-click the TSM Service process and click Stop/Start to restart the process.



Best practices/considerations

Deduplication and compression

QoreStor has inline deduplication and Compression built-in and does not require any additional
deduplication/compression to be done ahead of data being written to QoreStor. The system will remove any
redundancies in the data before the data is stored on disk and then compress the data blocks.

Enabling deduplication/compression before the data stream is sent to QoreStor will cause the data to be
obfuscated, not allowing the system to achieve optimal savings. It is highly recommended that

deduplication/compression is not done before the data stream is sent to QoreStor.

Encryption

QoreStor supports encryption-at-rest; hence there is no need to enable encryption for the data management

application.

Enabling encryption before the data stream is sent to QoreStor will cause the data to be obfuscated, not allowing
the QoreStor devices to achieve optimal savings. It is highly recommended that encryption is not done before the
data stream is sent to QoreStor. It supports encryption on the wire for transferring data to remote sites using

replication.

Space reclamation

For optimal performance, QoreStor and Tivoli Storage Manager backup and space reclamations jobs should be

scheduled to happen at different times.



