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Introducing Quest® NetVault®
Backup Plug-in for Oracle

* Quest NetVault Backup Plug-in for Oracle: at a glance
* Key benefits

e Feature summary

* Target audience

* Recommended additional reading

Quest NetVault Backup
Plug-in for Oracle: at a glance

The Quest NetVault Backup (NetVault Backup) Plug-in for Oracle (Plug-in for Oracle) increases confidence

in the recoverability of Oracle® environments, including Oracle® Real Application Clusters (RAC) and NetVault
Backup Plug-in for Oracle Data Guard, while eliminating the need for complex scripting. Through a web-based
user interface (WebUI) and automated workflow process, the plug-in offers a centralized way to set up, configure,
and define backup and restore policies for your Oracle databases. Support for online backups through user-
managed or full-featured Recovery Manager (RMAN)-based backups lets you select the preferred backup method
without requiring you to learn Oracle database internals. The plug-in offers a detailed level of control that
minimizes downtime by allowing you to back up and restore complete databases, individual tablespaces, or
individual datafiles. Through integration with a range of backup devices, your data is protected and stored offsite to
meet your disaster-recovery and business-continuity goals.

Plug-in for Oracle is designed to speed up restores while maximizing IT staff efficiency through flexible backup and
recovery options. In addition, the plug-in supports Oracle features such as Oracle RAC, Data Guard, Automatic
Storage Management (ASM), Flashback Database, and Transparent Data Encryption (TDE). The plug-in offers
you advanced backup and recovery options in case of hardware failure or data loss.

Key benefits

* Reduce risk with flexible backup and recovery options: Plug-in for Oracle equips administrators with

the tools to simplify backup and recovery of business-critical Oracle® databases. The plug-in empowers
you to create a comprehensive and flexible backup policy and reduces the need for scripting or manually
issuing commands, without the need to understand Oracle database internals. The plug-in lets you choose
between simple user-managed or full featured RMAN-based backups while increasing automation. The
plug-in reduces risk further by providing RMAN Validate Restore and RMAN Trial Recovery support to help
verify the accuracy of the recovery package in advance.

* Minimize downtime by speeding up restores—restore only what is needed: Plug-in for Oracle
ensures that databases remain online and accessible during backup operations, assuring no user
downtime. Integration with Oracle’s Flashback Database maximizes availability by enabling you to rewind
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an Oracle database to a previous time to correct problems caused by logical data corruptions or user errors
without restoring physical datafiles. When needed, you can perform full, incremental, and time, SCN, and
log sequence number-based, point-in-time (PIT) restores. The plug-in is designed for detailed recoveries,
which lets you recover complete databases, individual tablespaces, or individual datafiles. Similarly, you
can restore read-only files when they are needed. Through automated options, the plug-in reduces reliance
on human interaction, which eliminates syntax errors often caused by manual intervention.

¢ Ensure business continuity: With offsite backups being an important part of the data-protection plan for
business-critical applications, the plug-in takes advantage of NetVault Backup’s integration with a range of
backup devices. NetVault Backup lets you select which backup device to store the backup on. You can
store the backup online in a virtual tape library (VTL). You can also duplicate the job to physical tape
libraries shared by multiple Oracle databases, other proprietary databases, or even general backup files.

Feature summary

e User Managed full database backups while data is online and accessible

* Protection for single-instance, multi-instance RAC, and Data Guard environments

* RMAN-based Full, Differential, or Cumulative Incremental Backups while data is online and accessible
* Backup Parameter, Control File, Archived Redo Log Files, and External Configuration Files

* Duplicate Database backups to create local or remote duplicate databases

¢ Protection down to the datafile level

 Protect datafiles stored in Oracle®s ASM File System or on raw devices

* Protection of backup recovery files in the Flash Recovery Area (FRA)

e Parallel backup support

* Automatic instance configuration

* Flashback Database integration

¢ Validate and perform trial restores

¢ Restore complete databases, individual tablespaces, individual datafiles, or only the corrupted data blocks
* Restore read-only files when needed

* Rename of datafiles

* Point-and-click Complete Recovery and PIT Recovery based on time, SCN, and log sequence number
» Trial Recovery

¢ Disaster recovery of databases

¢ Integration with a range of backup devices

¢ Point-and-click WebUI

Target audience

While advanced Oracle® DBA skills are not required to create and run routine backup operations, they are
required for defining the Oracle database backup-and-recovery strategy.
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Recommended additional reading

* NetVault Backup documentation

= Quest NetVault Backup Installation Guide: This guide provides details on installing the NetVault
Backup Server and Client software.

= Quest NetVault Backup Administrator’s Guide: This guide explains how to use NetVault Backup and
describes the functionality common to all plug-ins.

= Quest NetVault Backup CLI Reference Guide: This guide provides a description of the command-
line utilities.

You can download these guides from https://support.quest.com/technical-documents.

« Oracle® Database documentation
= Oracle Database Backup and Recovery User’s Guide
= Oracle Database Backup and Recovery Basics
= Oracle Database Backup and Recovery Reference
= Oracle Database Backup and Recovery Advanced User's Guide
The Oracle Documentation Libraries can be found at the following links:
= Oracle 12.2x: https://docs.oracle.com/database/122/
= Oracle 12.1x: http://www.oracle.com/pls/db121/homepage
= Oracle 11.2x: http://www.oracle.com/pls/db112/homepage
= Oracle 11.1x: http://www.oracle.com/pls/db111/homepage
= Oracle 10.2x: http://www.oracle.com/pls/db102/homepage
= Oracle 10.1x: http://www.oracle.com/pls/db10g/portal.portal_demo3?selected=1

= Oracle 9.2: http://www.oracle.com/pls/db92/db92.docindex?remark=homepage
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Defining a backup strategy

» Defining a strategy: overview

* Reviewing the available backup methods
* Reviewing the supported Oracle file types
¢ Defining an RMAN backup strategy

¢ Oracle Flashback technology

Defining a strategy: overview

The primary objective of backing up data is to recover from the damage caused by a failure and resume normal
operations as quickly as possible. This recovery can be accomplished only if you have a well-designed backup-
and-recovery strategy that maximizes data protection and minimizes data loss.

To formulate an efficient strategy, begin with your recovery strategy, which defines your recovery requirements,
and the recovery techniques you use to recover from various failure modes, such as media failure, user error, data

corruption, and complete loss of the Oracle® Database Server.

Each restore and recovery requirement imposes requirements on your backup strategy. After you have decided on
your recovery strategy, you can plan your backup strategy, which will define your backup requirements, including:

e Oracle features you use to take, store, and manage your backups

* Backup types you implement

e Intervals at which you schedule these backups

» Situations in which you back up the data outside the regular schedule

Typically, when defining a backup strategy, you face a trade-off between mean time to recover (MTTR) and backup
space usage.

The topics that follow provide information and guidelines that can help you formulate a backup strategy for use
with the plug-in.

Reviewing the available backup
methods

Plug-in for Oracle offers two backup methods: User Managed and RMAN. The plug-in supports implementing a
pure User Managed or a pure RMAN-based backup strategy; that is, your backup strategy should include either
User Managed backups or RMAN backups, not a combination of the two.

* User Managed backup method

* Recovery Manager (RMAN) backup method

Quest NetVault Backup Plug-in for Oracle 11.3 User’s Guide

Defining a backup strategy 10



User Managed backup method

Oracle® continues to support traditional User Managed backup and recovery. With this method, the files that make
up the database are backed up and restored using a combination of host operating system (OS) commands and
SQL*Plus backup- and recovery-related capabilities.

While the plug-in’s User Managed backups offer the simplest form of backups with complete point-and-click
functionality for Full Backups, recovering the Oracle database involves more human interaction and DBA
expertise. User Managed restores begin with point-and-click restoration of the various datafiles from the backup
media to the original or new destination. Restoration of the datafiles is followed by the recovery of the entire
database or parts of it. With User Managed recovery, you must determine what needs to be recovered and
manually perform the recovery outside the plug-in by running a series of SQL*Plus commands.

The User Managed backup method offers the simplest backup strategy at the expense of longer and more
complex restores, making it more suitable for less mission-critical databases.

The backup-and-restore strategies available with the User Managed method are discussed in the Oracle
Database Backup and Recovery Advanced User’s Guide and the Oracle Database Backup and Recovery User’s
Guide for 11g.

While User Managed backups are available for all supported Oracle versions, they are not supported in
environments where Oracle’s ASM or FRA is deployed.

Recovery Manager (RMAN) backup method

Oracle® provides RMAN, which automatically integrates with sessions running on the Oracle Database Server to
perform a range of backup and recovery activities. RMAN also reduces the administration work associated with
your backup strategy by maintaining an extensive record of metadata about backups, archive logs, and its own
activities, known as the RMAN repository. In restore operations, RMAN uses this information to eliminate the need
for you to identify backup files for use in restores.

RMAN backups provide maximum reliability and flexibility when defining a backup strategy. The plug-in supports a
range of backup types and options available with Oracle’s RMAN tool together with the ability to handle a number
of recovery scenarios with less reliance on human interaction and DBA expertise. You select what to restore, the
latest backup, and, if appropriate, the time, SCN, or log sequence number for PIT Recovery, and the plug-in
automatically performs the recovery without further interaction.

RMAN is Oracle’s preferred solution for backup and recovery, and is the best choice for mission-critical databases.
It provides maximum flexibility during the recovery process, allowing you to recover the database up to the point of
failure no matter what caused the failure, whether it is a disaster, media failure, user error, or database corruption.

For a feature comparison between User Managed and RMAN backups, see Feature Comparison of Backup
Methods in the Oracle Database Backup and Recovery Basics guide. The same guide also discusses the backup
and restore strategies available with the RMAN method.

RMAN backups are available for all supported Oracle versions but are the only supported backup method for
multi-instance RAC databases and Data Guard environments. In addition, Flashback Database is only available
for the plug-in’s RMAN-based backups.

The following figure illustrates the RMAN-based backup process:
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Figure 1. RMAN-based backup
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1 You define a backup job in the NetVault Backup WebUI.
Plug-in for Oracle converts the job definition into the corresponding RMAN backup commands.

RMAN runs backup commands that read data from the Oracle® database datafiles.

A WOWN

RMAN uses the Oracle Media Management application programming interface (API) to store backup files
on the backup device managed by the NetVault Backup Server.

5 RMAN stores backup metadata in the Recovery Catalog repository.

The following figure illustrates the RMAN-based restore and recovery process:
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Figure 2. RMAN-based restore and recovery
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You define the restore job in the NetVault Backup WebUI.
Plug-in for Oracle converts the job definition into corresponding RMAN restore and recovery commands.

RMAN reads the backup metadata from the Recovery Catalog repository.

RMAN uses the Oracle® Media Management API to read the backup from the backup device managed by
the NetVault Backup Server.

RMAN restores datafiles to the Oracle server and recovers the database.

Reviewing the supported Oracle file
types

Plug-in for Oracle lets you back up the following types of Oracle® database files, which are critical to the
successful operation of the Oracle Instance:

Datafiles: A Datafile is a physical file on disk that was created by Oracle Database and contain data
structures such as tables and indexes. A datafile can belong to only one database, and is located either in
an OS file system or in an ASM disk group.

Control File: Control Files are binary files that record the physical structure of the database. The file
includes: the database name, names and locations of associated datafiles and online redo log files,
timestamps for database creation, current log sequence number, and checkpoint information. Protecting
the Control File is critical to many recovery scenarios.

Parameter File: The client-side initialization parameter file (PFILE) or the server-side initialization
parameter file (SPFILE) for the Oracle database.

Archived Redo Logs: The Oracle database copies full online redo log groups to one or more archive
locations on disk, where they are collectively called the archived redo log. Individual files are called
archived redo log files. After a redo log file is archived, it can be backed up to other locations on disk or on
tape, for long-term storage and use in future recovery operations. Without archived redo logs, your
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database backup and recovery options are severely limited. Your database must be taken offline before it
can be backed up. If you must restore your database from backup, the database contents are only
available as of the time of the backup. Reconstructing the state of the database to a specific point is not
possible without archive logs.

» External Configuration Files: The Oracle database depends on other files for operation such as network
configuration files, “tnsnames.ora” and “listener.ora,” and password files. These files need to be
protected for corruption or disaster recovery purposes.

It is critical that your backup strategy include all these file types to ensure recoverability from any type of failure,
including media failure, data corruption, or a disaster.

Defining an RMAN backup strategy

The first step in defining an RMAN backup strategy is determining the location for the RMAN repository. The
second step involves determining the types and frequency of backups that are needed to meet your recovery
requirements. These steps are discussed in the following topics:

¢ Choosing the location for the RMAN repository
¢ Reviewing the RMAN Tablespace and Datafile backup types

Choosing the location for the RMAN repository

The RMAN repository is the collection of metadata about backup and recovery operations on the target database.
The authoritative copy of the RMAN repository is always stored in the Control File of the target database. You can
also use a Recovery Catalog, that is, an external database, to store this information.

e Control File: RMAN can conduct all necessary backup and recovery operations using just the Control File
to store the RMAN repository information. This ability increases the importance of protecting the Control
File as part of your backup strategy.

Storing the RMAN repository in the Control File is especially appropriate for small databases where
installation and administration of a separate Recovery Catalog database are burdensome. The only RMAN
feature that is not supported in this mode is stored scripts, which are not used by the plug-in.

When using the Control File to store the RMAN repository, Oracle® highly recommends the following:

= Enable Oracle’s Control File Autobackup feature. This feature causes RMAN to back up the
Control File automatically, and also lets RMAN restore the Control File Autobackup without access
to a repository.

= Keep a record of your Oracle Database ID (DBID), which may be required to recover the
database when the Control File is lost.

= Use a minimum of two multiplexed or mirrored Control Files on separate disks.

¢ Recovery Catalog: You can also use an external Oracle database to store the RMAN repository. This
external database is known as the Recovery Catalog. While the Control File has finite space for records of
backup activities, a Recovery Catalog can store a longer history. The complexity of administering a
Recovery Catalog database can be offset by the convenience of having the extended backup history
available for a recovery that precedes the history in the Control File.

RMAN maintains the Recovery Catalog’s version of the RMAN repository. The database targeted for
backup never accesses it directly because RMAN propagates the information about the database
structure, archived redo logs, backup sets, and datafile copies into the Recovery Catalog from the target
database’s Control File after any operation.

Oracle recommends that you store the Recovery Catalog in a dedicated database. If you store the
Recovery Catalog alongside other data in a database and you lose that other database, you lose your
Recovery Catalog as well. This configuration makes recovery more difficult. Moreover, if you store the
Recovery Catalog in a database that is targeted for backup, you cannot perform whole database restores
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for that database. You cannot restore the whole database because the database must be in a mounted
state for restores, and the plug-in does not have access to the Recovery Catalog to perform the recovery in
that state.

Reviewing the RMAN Tablespace and Datafile
backup types

Plug-in for Oracle supports following types of RMAN backups:
* Full Backup
* Incremental Backup
The Incremental Backups are further classified as follows:
* Level 0 Incremental Backup
¢ Level 1 Incremental Backup
= Differential Incremental Backup

= Cumulative Incremental Backup

Full Backup

An RMAN Full Backup is a backup of a datafile that includes every allocated block in the file being backed up. A
Full Backup of a datafile can be an image copy, in which case every data block is backed up. You can also store it
in a backup set, in which case datafile blocks not in use may be skipped. An RMAN Full Backup cannot be part of
an Incremental Backup strategy, that is, it cannot be the parent or base of a subsequent Incremental Backup.

Incremental Backup

An Incremental Backup of a datafile captures images of blocks in the datafile that have changed since a specific
point, usually the time of a previous Incremental Backup. Incremental backups are smaller than full datafile
backups, unless every block in the datafile is changed. RMAN Incremental Backups are only available for
datafiles.

During media recovery, RMAN uses the block images from Incremental Backups to update changed blocks to their
contents at the SCN where the block was created. RMAN completes this process in a single step. Without
Incremental Backups, all changes must be applied one at a time from the archived redo logs. To reduce downtime,
RMAN always chooses an Incremental Backup over reapplying individual changes stored in archived redo logs.

Multilevel Incremental Backups

RMAN’s Incremental Backups are multilevel. Each incremental level is denoted by a value of 0 or 1.

¢ Level 0 Incremental Backup: A Level 0 Incremental Backup, which is the base for subsequent
Incremental Backups, copies all blocks containing data, backing up the datafile into a backup set just as a
Full Backup would.

The only difference between a Level 0 Incremental Backup and a Full Backup is that a Full Backup cannot
be included in an incremental strategy.

* Level 1 Incremental Backup: A Level 1 Incremental Backup can be either of the following types:

= Cumulative Incremental Backup: In a Cumulative Incremental Backup, RMAN backs up all the
blocks used since the most recent Level 0 Incremental Backup. Cumulative Incremental Backups
speed up restores by reducing the number of Incremental Backups you need to include in the
recovery process. Cumulative Backups require more space and time than Differential Backups
because they duplicate the work done by previous backups at the same level.
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Cumulative Backups are preferred over Differential Backups when recovery time is more important
than disk space, because fewer Incremental Backups need to be applied during recovery.

= Differential Incremental Backup: In a Differential Incremental Backup, RMAN backs up all blocks
that have changed since the most recent Cumulative or Differential Incremental Backup, whether at
Level 1 or Level 0.

RMAN determines which Level 1 backup occurred most recently and backs up all blocks modified
since that backup. If no Level 1 is available, RMAN copies all blocks changed since the Level 0
backup.

Differential Incremental Backups lead to longer restores because multiple Incremental Backups
must be applied during recovery.

Archive Log backup

Archived redo logs are important for PIT Recovery and must be backed up regularly. You can back up the archive
logs separately or together with the datafiles and other supported files. The plug-in also provides the option to
force an additional log switch before backing up the archive logs and the option to delete the archive logs from the
disk after backing them up to the backup sets.

Reviewing the Control File backup types

Protecting the Control File is critical in many recovery situations. Plug-in for Oracle provides two methods for
protecting the Control File: Manual Backups and Autobackups. However, when using the RMAN method, you can
perform either Control File Autobackups or Manual Backups but not both. When the Control File Autobackups are
enabled for a database, Manual Control File Backups are not available.

Manual Backups of Control File

The User Managed and RMAN backup methods both support Manual Backup of the Control File.

e Manual Backup of Control File with User Managed backup method: With the User Managed backup
method, the plug-in does not use the active Control File for backup and restore. During backup, the plug-in
saves a snapshot of the Control File to the user-specified Control File Save Filename (Full Path), and
then backs up this copy of the Control File. This process ensures that a consistent copy of the Control File
is protected. During restoration, the plug-in restores the Control File to the Control File Save Filename
(Full Path) to ensure that the active Control File is not inadvertently overwritten. Manually copy this file to
the original location as required. To ensure that a recent copy of the Control File is always available,
include it with each User Managed backup.

* Manual Backup of Control File with RMAN backup method: When Control File Autobackups are
disabled and the Control File node is explicitly selected on the NetVault Backup Selections page, the
plug-in uses RMAN’'s BACKUP CURRENT CONTROLFILE to back up the Control Files. To ensure that a
recent copy of the Control File is always available, include it with each RMAN backup.

Autobackups of Control File

An Autobackup of the Control File also includes the SPFILE. The Autobackups are made after every RMAN-based
backup or after making structural changes to the database. Structural changes include adding a tablespace,
altering the state of a tablespace or datafile, adding an online redo log, renaming a file, adding a redo thread, and
SO on.

Manual vs. Autobackups

A Manual Control File backup lets you restore a specific copy of a Control File. This option is ideal when data
corruption has occurred and you need to restore the version most recently saved before data corruption. You are
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responsible for ensuring that the Control File is backed up with every RMAN-based backup and after every
database structural change. While Manual Control File backups offer the ability to restore specific Control File
backups, they cannot be used during disaster recovery or in multi-instance RAC environments.

Control File Autobackups provide the most reliability to ensure that there is always a recent backup of the Control
File. In addition, they are required for disaster recovery and in multi-instance RAC environments.

Reviewing the other backup types

Other backup types include:
¢ Duplicate Database backup

e Flash Recovery Area (FRA) backups

Duplicate Database backup

A Duplicate Database backup lets you duplicate or clone a source database for special purposes that must not
affect the overall backup and restore procedures for the source database. RMAN supports duplicating databases
to increase a DBA's flexibility when performing the following tasks:

» Testing backup and recovery procedures.

» Testing an upgrade to a new release of Oracle® Database.
* Testing the effect of applications on database performance.
¢ Generating reports.

For example, you can duplicate the production database on hostA to hostB, and then use the duplicate database
on hostB to practice restoring and recovering this database without damaging the production database.

The plug-in’s support for Oracle’s Database Duplication is backup-based duplication. For additional information on
Oracle’s Duplicate Database functionality, see Duplicating a Database in the Oracle Database Backup and
Recovery User’s Guide.

Flash Recovery Area (FRA) backups

Oracle® introduced FRA in Oracle 10g. FRA is a disk location used to store recovery-related files such as Control
Files, archived redo logs, and RMAN backups. Oracle and RMAN manage the files in the FRA automatically.

An FRA minimizes the need to manage disk space manually for backup-related files and balance the use of space
among the different types of files stored in the FRA. In this way, FRA simplifies the ongoing administration of your
database. Oracle recommends that you enable a recovery area to simplify backup management.

Enabling FRA can speed up restores by enabling RMAN to restore the needed datafiles from the FRA versus
restoring the files from backup media managed by NetVault Backup server. However, storing backups in the FRA
does not provide you with offsite protection for disaster recovery protection. Therefore, the plug-in provides the
following Backup Destination options when FRA is enabled for the database:

* NetVault Backup Media Manager
e Disk (Backup to FRA)

¢ Both NetVault Backup Media Manager and Disk (Backup to FRA then Backup FRA to NetVault
Backup Media)

Additionally, the plug-in lets you perform a separate backup of the backup recovery files stored in the FRA-to-
backup media managed by NetVault Backup server. Backup recovery files include: Full and Incremental Backup
sets, Control File Autobackups, datafile copies, and archived redo logs. If an archived redo log file is missing or
corrupted, RMAN looks outside the recovery area for a good copy of the log that it can use for the backup.
Flashback logs, the current Control File, and online redo logs are not backed up.
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Developing a Recovery Catalog backup
strategy

The Recovery Catalog database is similar to any other database, and must be a key part of your backup-and-
recovery strategy.

Oracle® recommends that you back up the Recovery Catalog with the same frequency that you back up the target
database. For example, if you make a weekly whole-database backup of the target database, back up the
Recovery Catalog immediately after all target database backups to protect the record of the whole-database
backup. This backup can also help you in a disaster recovery scenario. Even if you have to restore the Recovery
Catalog database using a Control File Autobackup, you can then use the full record of backups in your restored
Recovery Catalog database to restore the target database without using a Control File Autobackup for the target
database.

Oracle recommends the following guidelines for an RMAN backup strategy for the Recovery Catalog database:
* Run the Recovery Catalog database in ARCHIVELOG mode so that PIT Recovery is possible.
e Back up the database onto two separate media, for example, disk and tape.
¢ Include Archived Log files in your backups.
¢ Do not use a different Recovery Catalog as the repository for the backups.

* Configure the Control File Autobackup feature to ON.

Examples of backup sequences

Following are a few examples of backup sequences that can be implemented to meet the data protection
requirements of your Oracle® Database Server.

¢ Full Backups only: When requirements guarantee data protection up to the previous day, performing Full
Backups daily should be sufficient. DBAs are only required to recover the database up to the point of the
last Full Backup.

¢ Full Backup and Archived Log Backups: When requirements mandate PIT data protection but recovery
time is not important, Full Backups coupled with Archived Log backups should provide the necessary
protection.

For example, Full Backups are performed every Sunday night at 11:00 p.m., while Archived Log backups
are performed Monday through Saturday at 11:00 p.m.

This strategy requires RMAN to restore and apply each Archived Log backup between the last Full Backup
and the point-of-failure in succession. This strategy can lead to longer recovery as the week progresses. To
speed up restores, you can include Incremental backups, which reduce the number of Archived Log
backups that must be restored.

* Incremental Level 0 and Differential Incremental Level 1 and Archived Log Backups: When
requirements mandate PIT data protection and backups have to be as fast as possible, Incremental Level 0
and Differential Incremental Backup and Archived Redo Log backups are an ideal strategy.

For example, Incremental Level 0 backups are performed every Sunday night at 11:00 p.m., while
Differential Incremental Level 1 backups are performed Monday through Saturday at 11:00 p.m., and
Archived Log backups are performed every 5 to 6 hours. Each Differential Incremental Level 1 backup
includes all the changes since the last Level 0 or Level 1 backup, and the Archived Log backups include
the transaction logs since the last Differential Incremental Level 1 backup.

This strategy can lead to longer recovery because RMAN must restore the Incremental Level 0 backup,
each Differential Incremental Level 1 backup since the Incremental Level 0 backup, and the Archived Log
backups between the last Differential Incremental backup and the point-of-failure.

* Incremental Level 0 and Cumulative Incremental Level 1 and Archived Log Backups: When
requirements mandate PIT data protection and recovery time should be as fast as possible, Incremental
Level 0 and Cumulative Incremental Level 1 and Archived Log backups are the best combination.
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For example, Incremental Level 0 backups are performed every Sunday night at 11:00 p.m., while
Cumulative Incremental Level 1 backups are performed Monday through Saturday at 11:00 p.m. and
Archived Log backups are performed every 5 to 6 hours. Each Cumulative Incremental Level 1 backup
includes all the changes since the last Incremental Level 0 backup, and the Archived Log backups include
the Redo Logs since the last Cumulative Incremental Level 1 backup.

This strategy leads to quick recovery because RMAN only has to restore the Incremental Level 0 backup,
the last Cumulative backup, and the Archived Log backups created between the last Cumulative backup
and the point-of-failure.

Defining a Backup Destination strategy

When FRA is enabled, Backup Destination options are enabled on the Backup Options tab. These options let
you select the destination for the backup. These options let you define a media destination strategy that best
meets your needs.

NetVault Backup Media Manager: This option is the default. When selected, RMAN opens an
“SBT_TAPE” channel and writes the backup files to the backup media that is managed by NetVault Backup
and specified in the Device options section of the Target tab. NetVault Backup can manage a range of
backup devices, including disk-based media, VTLs, and tape drives, which lets you implement a Disk-to-
Disk-to-NetVault Backup Media Manager backup strategy. Even though FRA has been enabled for the
database, it is not used to store backup recovery files. This option is ideal for users who want to maintain a
dedicated FRA for permanent files such as copies of the current Control File and online redo logs or
Flashback logs.

Disk (Backup to FRA): When selected, RMAN opens a DISK channel and only writes the backup files to
the FRA. Storing the backup recovery files in the FRA provides the fastest restore possible with RMAN
because RMAN can restore the files directly from the FRA without having to read files from backup media.
Because the FRA is typically disk storage residing on the same local or shared storage as the datafiles, it
does not provide complete protection against complete media failure, corruption, or disaster recovery. To
ensure that the backup recovery files are stored in offsite storage, you can use the Both NetVault Backup
Media Manager and Disk or perform periodic Flash Recovery Area Backups to back up the backup
recovery files stored in the FRA-to-backup media managed by NetVault Backup.

Both NetVault Backup Media Manager and Disk (Backup to FRA then Backup FRA to NetVault
Backup Media): Implementing a NetVault Backup Media Manager and Disk backup strategy provides the
most protection with the fastest restores. When selected, RMAN opens a DISK channel and writes the
backup files to the FRA followed by a backup of the backup recovery files stored in the FRA-to-backup
media managed by NetVault Backup in the same backup job. This option lets you perform the fastest
recovery possible from isolated media failure and data corruption while providing offsite protection for
complete media failure or disaster recovery. Selecting the Both NetVault Backup Media Manager and
Disk option lengthens the duration of the backup job because RMAN must perform two types of backups in
the same backup job.

If you want to store backup recovery files in the FRA for faster restores and you require offsite protection for
disaster recovery, but you do not want to lengthen the duration of the daily backup jobs, there is an
additional option for performing daily backups to the FRA while performing Flash Recovery Area Backups
on a different independent schedule. For example, when Full Backups are performed every Sunday at
11:00pm, they are performed to Disk. When Incremental Backups are performed Monday through
Saturday at 11:00pm, they are also performed to Disk. However, a Flash Recovery Area Backup to
backup media is performed weekly every Sunday at 10:00pm before the Full Backup is performed.
Additionally, you can perform the Flash Recovery Area Backup at any interval that meets business
requirements.

i | NOTE: The Flash Recovery Area feature is not available in Oracle® 9i; using the Both NetVault
Backup Media Manager and Disk option with Oracle 9i might result in unexpected Oracle errors.
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Oracle Flashback technology

Oracle® Database versions 10g and later provides a group of features known as Oracle Flashback Technology.
Flashback Technology features include the Oracle Flashback Database, Oracle Flashback Table, and Oracle
Flashback Drop. Flashback Technology supports viewing past states of data and winding data back and forth in
time without requiring you to restore the database from backup. Depending on the changes to your database,
Flashback Technology features can often reverse the unwanted changes more quickly and with less effect on
database availability than media recovery.

According to Oracle Corporation, the Oracle Flashback Database lets you rewind an Oracle database to a
previous time to correct problems caused by logical data corruptions or user errors. Plug-in for Oracle provides
support for Flashback Database through the NetVault Backup WebUI, which enables point-and-click Flashback
Database options as an alternative to media recovery.

If an FRA is configured and you have enabled the Flashback Database functionality, you can use the
FLASHBACK DATABASE command to return the database to a prior time. Flashback Database is not true media
recovery because it does not involve restoring physical datafiles. Flashback Database is preferable to using the
RESTORE and RECOVER commands in some cases because it is faster and easier and does not require
restoring the whole database.

The time it takes to rewind a database with FLASHBACK DATABASE is proportional to how far back in time you
need to go and the amount of database activity after the target time. The time it would take to restore and recover
the whole database could be much longer. The before images in the flashback logs are only used to restore the
database to a point in the past; forward recovery is used to bring the database to a consistent state at some time in
the past. Oracle Database returns datafiles to the previous point, but not auxiliary files, such as initialization
parameter files.

Quest recommends that you enable Flashback Database for Oracle 10g and later databases so that the
administrator can flashback the database to correct problems caused by logical data corruptions or user errors.
For more information, see Oracle Flashback Technology in Oracle Database Concepts and to Configuring Oracle
Flashback Database and Restore Points in the Oracle Database Backup and Recovery User’s Guide.
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3

Installing and removing the plug-in

e Prerequisites

e Prerequisites for RMAN backups

* Recommended configuration for a single-instance non-RAC environment
* Installing or upgrading the plug-in

* Removing the plug-in

Prerequisites

Before installing the plug-in, verify that the following prerequisites are met on the machine designated as the
Oracle® Database Server.

NetVault Backup Server and Client software

At a minimum, the Client version of NetVault Backup must be installed on the machine where the plug-in is

installed. In a single-instance non-RAC environment, the plug-in is installed on the server where the Oracle®
database resides. In a multi-instance RAC environment, the plug-in is installed on one of the nodes that hosts one
of the instances for the RAC-enabled database.

Database in ARCHIVELOG mode

Verify that the database is running in ARCHIVELOG mode. For instructions on enabling the archiving of filled
groups of redo log files, see the Oracle® Administrator’s Guide.

To verify that the database is properly set in this mode, perform the following steps.
1 Start SQL*Plus, and connect with administrator privileges to the database.
sqlplus SYS/<password>@<connect identifier> AS SYSDBA
2 From the SQL> prompt, enter:
ARCHIVE LOG LIST

The output shows the current mode. If the Automatic archival property displays an Enabled status, the
database is properly configured. The following example shows that the Database log mode is set to
Archive Mode.

SQL> archive log list

Database log mode Archive Mode
Automatic archival Enabled
Archive destination e:\oraclelogs
Oldest online log sequence 11

Next log sequence to archive 13

Current log sequence 13
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SQL>

Prerequisites for RMAN backups

The following topics identify the requirements for performing RMAN backups:
e Adding the Oracle user to the local administrator group on Windows
* Determining the Oracle SID and Home directory in a non-RAC environment
e Creating the RMAN repository
* Registering the target database
» Enabling Control File Autobackups
e Enabling Flashback Database
* Enabling Block Change Tracking

Adding the Oracle user to the local
administrator group on Windows

If you are using Oracle® 12.x or later and you created an Oracle administrative user as part of your installation,

add this user to the local administrator group on Windows®. This step ensures that RMAN backups have access to
the NetVault Backup Process Manager (nvpmgr).

The following steps describe how to add the user on Windows Server 2008 R2. For information for your
environment, see the applicable system documentation.

1 Click Start > Administrative Tools > Computer Management.

2 In the Computer Management window, open System Tools, select Local Users and Groups, and select
Users.

In the right pane, right-click the Oracle user, and select Properties.

In the Properties dialog box, select the Member Of tab, and click Add.
Add the local Administrators group, and click OK.

Click OK again.

o g b~ W

Determining the Oracle SID and Home directory
in a non-RAC environment

To identify the Oracle® system ID (SID) and home directory, use one of the following procedures, based on the OS
running on the Oracle Database Server.

Windows

On Windows®, the SID and Oracle® Home can be determined from the Registry.
1 Start the Registry Editor on the Oracle Database Server.
a On the taskbar, click Start, and then click Run.
b On the Run dialog box, type regedit, and then click OK.

Quest NetVault Backup Plug-in for Oracle 11.3 User’s Guide 22
Installing and removing the plug-in



2 Locate the following registry key:
My Computer\HKEY LOCAL MACHINE\SOFTWARE\ORACLE

Various directories are displayed. Each folder prefaced with “KEY_” represents an installation of Oracle on
the target machine, if multiple installations of Oracle exist on the machine.

3 Open the folder entitled “KEY_<Oracle_Home>" that represents the target installation of Oracle to list the
registry items in the frame on the right.

4 In the Name column, locate the following items, and make note of the associated entry in the Data column:
= ORACLE_HOME
= ORACLE_SID

5 Exit the Registry Editor.

Linux and UNIX

On Linux® and UNIX®, you can use the “oratab” file to identify the SID and Oracle® Home.
1 Open the “oratab” file by issuing the following command in a terminal window:
more /etc/oratab
2 In the “oratab” file, note the application information.
The file contains entries for each Oracle database running on the server in the following format:
<ORACLE_SID>:<ORACLE HOME>:<Additional Information>
For example, if “oratab” contains the following:
PROD: /ul03/app/oracle/product/10.2.0/db 1:N
It indicates that:
= “PROD” is the ORACLE_SID
= “lu03/appl/oracle/product/10.2.0/db_1” is the ORACLE_HOME

Creating the RMAN repository

As discussed in Choosing the location for the RMAN repository, for an RMAN backup strategy you must first
choose a location for the RMAN repository. By default, this repository is maintained in the Control File. However,
for larger or more mission-critical databases, create a Recovery Catalog database that can store a much longer
history than the Control File.

Creating a Recovery Catalog is a three-step process: configure the database that will contain the Recovery
Catalog, create the Recovery Catalog owner, and then create the Recovery Catalog itself.

Configuring the Recovery Catalog database

When you use a Recovery Catalog, RMAN requires that you maintain a Recovery Catalog schema. The Recovery
Catalog is stored in the default tablespace of the schema. SYS cannot be the owner of the Recovery Catalog.
Decide which database you want to use to install the Recovery Catalog schema. Quest recommends that you
create a separate database for the Recovery Catalog and run the catalog database in ARCHIVELOG mode.

Next, allocate space to be used by the catalog schema. The size of the Recovery Catalog schema depends on the
number of databases managed by the catalog. The schema also grows as the number of archived redo log files
and backups for each database increases. For more information on sizing the Recovery Catalog schema, see

Planning the Size of the Recovery Catalog Schema in the Oracle® Database Backup and Recovery Advanced
User’s Guide.
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Creating the Recovery Catalog owner

After choosing the Recovery Catalog database and creating the necessary space, perform the following steps to
create the owner of the Recovery Catalog and grant this user the necessary privileges:

1

Start SQL*Plus, and connect with administrator privileges to the database that will contain the Recovery
Catalog.

sqlplus SYS/<password>@<connect identifier> AS SYSDBA
Create a user and schema for the Recovery Catalog.
For example, enter:

CREATE USER rman IDENTIFIED BY <password>
TEMPORARY TABLESPACE temp

DEFAULT TABLESPACE tools

QUOTA UNLIMITED ON tools;

Grant the RECOVERY_CATALOG_OWNER role to the schema owner.

This role provides the user with all privileges required to maintain and query the Recovery Catalog.
GRANT RECOVERY CATALOG OWNER TO rman;

Grant the CONNECT role to the rman user.

GRANT CONNECT TO rman;

Creating the Recovery Catalog

After creating the catalog owner, create the catalog tables with the RMAN CREATE CATALOG command. This
command creates the catalog in the default tablespace of the catalog owner.

1

Connect to the database that will contain the catalog as the catalog owner.

For example:

> rman CONNECT CATALOG rman/<password>@<connect identifier for catalog>
Run the CREATE CATALOG command to create the catalog.

The creation of the catalog can take several minutes.

If the catalog tablespace is this user’s default tablespace, you can run this command:

CREATE CATALOG;

You can also specify the tablespace name for the catalog in the CREATE CATALOG command. For
example:

CREATE CATALOG TABLESPACE <tablespace name>;

Registering the target database

The first step in using a Recovery Catalog with a target database is registering the database in the Recovery
Catalog.

1

After making sure that the Recovery Catalog database is open, connect RMAN to the target database and
Recovery Catalog database.

For example, issue the following command to connect to the catalog database.
> rman TARGET / CATALOG rman/<password>Q@<connect identifier for catalog>
If the target database is not mounted, mount or open it:

STARTUP MOUNT;
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3 Register the target database in the connected Recovery Catalog:
REGISTER DATABASE;

RMAN creates rows in the catalog tables to contain information about the target database. RMAN then
copies all pertinent data about the target database from the Control File into the catalog, synchronizing the
Catalog with the Control File.

4 \Verify that the registration was successful.

REPORT SCHEMA

Registering multiple databases in a Recovery Catalog

You can register multiple target databases in a single Recovery Catalog, if they do not have duplicate DBIDs.
RMAN uses the DBID to distinguish one database from a different database.

In a Data Guard environment, only the primary database is registered in the Recovery Catalog.

Enabling Control File Autobackups

Control File Autobackups are required for disaster recovery with the plug-in. For more information on Control File
Autobackups, see Reviewing the Control File backup types. For more information on multi-instance RAC
databases, see Enabling Control File Autobackups in a RAC environment.

You can turn on the Autobackup feature by running the following commands from the RMAN command-line utility:

1 After making sure that the Recovery Catalog database is open, connect RMAN to the target database and
Recovery Catalog database.

For example, issue the following commands to connect to the catalog database:
> rman TARGET / CATALOG rman/<password>@<connect identifier for catalog>

Optionally, you can use the following commands to change the autobackup format. The default format for
Control File Autobackup is “%F”.

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE
TYPE <device type> TO '<string>'

SET CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE <device type> TO '<string>'

The SET CONTROLFILE AUTOBACKUP FORMAT command overrides the configured autobackup format
in the current session only.

If you modify the default format for the autobackups, you must specify the same format during a restore.
2 Configure the default device type to “SBT_TAPE”.

CONFIGURE DEFAULT DEVICE TYPE TO 'SBT TAPE';
3 Enable Control File Autobackups.

CONFIGURE CONTROLFILE AUTOBACKUP ONj;
4 Confirm that Control File Autobackups are enabled by reviewing the RMAN configuration settings.

SHOW ALL;

Enabling Flashback Database

Flashback Database lets you rewind an Oracle® database to a previous time to correct problems caused by logical
data corruptions or user errors as long as the datafiles are intact. For more information on Flashback Database,
see Oracle Flashback technology.
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Flashback Database uses its own logging mechanism, creating Flashback Logs and storing them in the FRA. You
can only use Flashback Database if Flashback Logs are available. To take advantage of this feature, set up your
database in advance to create Flashback Logs.

* Determining whether Flashback Database is enabled

» Setting a retention target

Determining whether Flashback Database is enabled

1 Start SQL*Plus, and connect with administrator privileges to the database.
sqlplus SYS/<password>@<connect identifier> AS SYSDBA

2 From the SQL> prompt, enter:
select flashback on from vSdatabase;
The output shows the status of Flashback Database.

To enable Flashback Database, first configure an FRA. For more information, see Enabling the Flash Recovery
Area in the Oracle Database Backup and Recovery User’s Guide.

Setting a retention target

After ensuring that FRA is configured, perform the following steps to set a flashback retention target. This retention
target specifies how far back you can rewind a database with Flashback Database. From the target time onwards,
the database regularly copies images of every changed block in the datafiles to the Flashback Logs.

1 Start SQL*Plus, and connect with administrator privileges to the database.
sqglplus SYS/<password> AS SYSDBA
2 From the SQL> prompt, shut down and mount the database:

shutdown immediate;
startup mount;

3 Optionally, set the DB_FLASHBACK_RETENTION_TARGET to the length of the desired flashback
window in minutes.

By default, DB_FLASHBACK_RETENTION_TARGET is set to one day— 1440 minutes. To set the
flashback window, issue the following commands:

alter system set db flashback retention target=1440;
alter database flashback on;

4 Open the database:
alter database open;

Flashback Database is now enabled and available for use.

Enabling Block Change Tracking

When this feature is enabled, RMAN uses a change-tracking file to record changed blocks in each datafile. This
feature eliminates the need to scan every block in the datafile for an Incremental Backup, thus improving
performance of the Incremental Backup jobs.

i | IMPORTANT: Because it introduces minimal performance overhead on the database during normal

operations, Block Change Tracking is disabled by default on Oracle® 10g and later. However, the benefits
of avoiding full datafile scans during Incremental Backups are considerable, especially if only a small
percentage of data blocks is changed between backups. For more information on Incremental Backups and
change tracking, see Improving Incremental Backup Performance Change Tracking in the Oracle Database
Backup and Recovery Basics guide.

Quest NetVault Backup Plug-in for Oracle 11.3 User’s Guide
Installing and removing the plug-in



You can enable change tracking when the database is either open or mounted.
1 Start SQL*Plus, and connect with administrator privileges to the target database.
sqlplus SYS/<password>@<connect identifier> AS SYSDBA
2 Store the Block Change Tracking file in one of the following locations:
= To store it in the default location:
o Set the DB_CREATE_FILE_DEST parameter for the target database.
= Issue the following SQL statement to enable Block Change Tracking:
ALTER DATABASE ENABLE BLOCK CHANGE TRACKING;
= To store it in a user-defined location, issue the following SQL statement:

ALTER DATABASE ENABLE BLOCK CHANGE TRACKING USING
FILE '/<path to desired destination>/rman_change track.dat' REUSE;

The REUSE option tells Oracle to overwrite an existing file with the specified name.

IMPORTANT: In a RAC environment, the change-tracking must be on shared storage that is
accessible from all nodes in the cluster.

The following example stores the Block Change Tracking File in a file located in an ASM File
System, which is used for shared storage in a RAC environment.

ALTER DATABASE ENABLE BLOCK CHANGE TRACKING USING
FILE '+DATA/olOgrac/block change tracking.dat' REUSE;

Recommended configuration for a
single-instance non-RAC environment

While you can set up a single machine as both the NetVault Backup Server and the Oracle® Database Server, that
is, all software installation and configuration requirements are performed on a single machine, Quest recommends
that these two entities exist on separate machines. For more information on installing Plug-in for Oracle in a RAC
environment, see Installation prerequisites.

Figure 3. Single-instance non-RAC configuration
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IMPORTANT: Regardless of the configured environment, separate NetVault Backup Server and Oracle
Database Server vs. a single machine configured as both, the plug-in must be installed on the host on which
the Oracle Database Server resides.

Installing or upgrading the plug-in
1 In the Navigation pane, click Manage Clients.

2 On the Manage Clients page, select the machine that contains the Oracle® Database Server, and click
Manage.

3 Click the Install Plugin button (J[+]).

4 Click Choose Plug-in File, navigate to the location of the “.npk” installation file for the plug-in, for
example, on the installation CD or the directory to which the file was downloaded from the website.

Based on the OS in use, the path for this software may vary on the installation CD.

5 Select the file entitled “ora-x-x-x-x-x.npk,” where xxxxx represents the version number and platform, and
click Open.

6 To begin installation, click Install Plugin.
After the plug-in is successfully installed, a message is displayed.

i | IMPORTANT: When installing Plug-in for Oracle on Windows®, the plug-in copies a dynamic-link
library (DLL) file, “ORASBT.DLL,” to the “...\system32” directory. If you are installing the 32-bit
version of the plug-in on a 64-bit version of Windows, this directory is named “...\sysWOW64”. This
DLL is the link between Oracle and the media management utilities used by NetVault Backup, and is

required for the proper functioning of the plug-in. Ensure that the ORASBT.DLL exists in this
directory.

Removing the plug-in

1 In the Navigation pane, click Manage Clients.
2 On the Manage Clients page, select the applicable client, and click Manage.
3 Inthe Installed Software table on the View Client page, select Plug-in for Oracle, and click the Remove

Plugin button (E]).

4 In the Confirm dialog box, click Remove.
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4

Configuring the plug-in

* Configuring a default Target Set for RMAN backups
* Configuring default settings
e Adding a database

» Language support

Configuring a default Target Set for
RMAN backups

To designate the target device for Oracle® RMAN CLI-initiated backups, you can configure a default backup Target
Set. The default backup Target Set is specified in the configuration of the plug-in’s default attributes.

1 In the Navigation pane, click Create Backup Job.

You can also start the wizard from the Guided Configuration link. In the Navigation pane, click Guided
Configuration. On the NetVault Configuration Wizard page, click Create backup jobs.

Next to the Target Storage list, click Create New.
Click Device Selection, and select the Specify devices option.
Select the device where Control File Autobackups are stored, and click Set.

On the Backup Job Wizard - Create Target Set page, click Save.
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On the Create New Set dialog box, specify a user-defined name, and click Save.

Configuring default settings

The plug-in lets you set default options for backup and restore jobs. You can override these options on a per-job
basis.

1 In the Navigation Pane, click Create Backup Job, and click Create New next to the Selections list.
2 In the selection tree, open the applicable client node, and select Plug-in for Oracle.

3 From the Actions list, select Configure.
4

Set the following default options:

= Use Oracle Password File Authentication: Oracle® supports two methods to authenticate DBAs
or SYSDBA users: OS authentication and password-file authentication. Select this option to enable
the password file as the authentication method. Oracle’s OS authentication takes precedence over
password-file authentication; that is, if the requirements for OS authentication are met, even if you
use a password file, the user is authenticated by OS authentication.

When this option is selected, the plug-in uses the SYSDBA authentication details from the Oracle
password file to connect to the Oracle target instance with RMAN:
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connect target <SYSDBA User>/<password>@<connect identifier>

When this option is cleared, the plug-in uses OS authentication when connecting to the Oracle
target instance:

connect target /

Flash Recovery Area Enabled: Select this option when FRA has been enabled for all the
databases that reside on the Oracle Database Server where the plug-in has been installed. When
this option is selected, Flash Recovery Area Backups and Backup Destination options are
available. For more information on available FRA features, see Reviewing the other backup types
and Defining a Backup Destination strategy.

Oracle SYSDBA User Name: Specify the default Oracle user with SYSDBA privileges that is used
by the plug-in to connect to the database.

NLS_LANG: Select the character set that matches the National Language Support (NLS)
Language or NLS_LANGUAGE parameter for the databases residing on this Oracle Database
Server. The NLS_LANGUAGE parameter specifies the default language of the database. This
language is used for messages, day and month names, symbols for AD, BC, a.m., and p.m., and
the default sorting mechanism.

To determine the current NLS_LANGUAGE parameter for the database, issue the following
command from SQL*Plus as a SYSDBA user:

select * from v$NLS PARAMETERS where PARAMETER = 'NLS LANGUAGE' or
PARAMETER = 'NLS TERRITORY' or PARAMETER = 'NLS CHARACTERSET';

The results are combined in the following format to match the available selections in the list:
<NLS_ LANGUAGE> <NLS_ TERRITORY>.<NLS CHARACTERSET>

For a list of languages that the plug-in supports and their corresponding NLS_LANG value, see
Language support.

Incomplete backup of ALL items selected: When multiple items are included in a backup, and
the plug-in is unable to back up all the items selected even if RMAN has successfully cataloged
some of the selected items, the plug-in lets you specify w