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Executive Summary

This document provides information about how to set up the DR Series system as a backup target for Acronis
v11.5.

For additional information, see the DR Series system documentation and other data management application
best practices whitepapers for your specific DR Series system at:

http://support.quest.com/DR-Series

For more information about Acronis, refer to the Acronis documentation at:

https://www.acronis.com/en-us/support/documentation/ABR11.5/index.html#14080.html

-
1 | NOTE: The DR Series system/ Acronis build version and screenshots used in this document might vary slightly,

depending on the version of the DR Series system/ Acronis Software version you are using.


http://support.quest.com/DR-Series
https://www.acronis.com/en-us/support/documentation/ABR11.5/index.html#14080.html

Installing and configuring the DR

Series system

1 Rack and cable the DR Series system, and power it on. In the DR Series System Administrator Guide, see

the following sections for information about using the iDRAC connection and initializing the appliance.
m  “iDRAC Connection”,
m  “Logging in and Initializing the DR Series system”

m  “Accessing IDRACG6/Idrac7 Using RACADM”

2 Log on to iDRAC using the default credentials (username: root and password: calvin) and either:
m the default address 192.168.0.120,

m orthe IP address that is assigned to the iDRAC interface

3 Launch the virtual console.

b AL 10.250.224.148,

System Summary

Server Heath Virtual Console Preview

&

seEEO@

Server Infarmaticn Quick Launch Tasks

4  After the virtual console opens, log on to the system (with the username: administrator and password:

StOr@ge! where the “0” in the password is the numeral zero).



File View Macros Tools Power HextBoot Virtual Media Help

DR63HA releaze 4.A.3028.4

r6388-45 login: administrator

5 Set the user-defined networking preferences.

File View Macros Tools Power HextBoot Virtual Media Help

lelcome?! You appear to have logged into this system for the first time.
This wizard will help you set up the networking and host name.

NOTE: The MAC address for DHCP reservations is 24:6E:96:39:D6:88

Would you like to configure network settings (yes-norlater) 7

6 View the summary of preferences and confirm that it is correct.

File View Macros Tools Power HNextBoot Virtual Media Help

Set Static IP Address

IP nddress 1 18.2508.236.162
Network Mask : 18.255.255.128
Default Gateway :18.258.236.1
DNS Suffix ¢ ocarina.local
Primary DNS Server © 18.256.248.48

Host Hame : dr63868-45

Are the abowe settings correct (yessnol) 7

7 Log on to the DR Series system administrator console, using the IP address with username administrator and

password StOr@ge! (The “0” in the password is the numeral zero.).



€ OR hops//10250236162 Entes the FODN of DR series system

Quest

DR8300

4r6300-45.ocarina.local

Usemama

8 Join the DR Series system to Active Directory.

. NOTE: If you do not want to add the DR Series system to Active Directory, see the DR Series System Owner’s
Manual for guest logon instructions.

a In the left navigation area of the DR Series system GUI, click System Configuration and then select
Active Directory.

DR6300
OueSt dr6300-45.ocarina.local

GlobalView » I Active Directory

Dashboard > Client Connections
Containers »  Date And Time
Replications »  Enclosures

System Configuration I : » Licenses

Support »  Networking
Schedules

SSL Certificate

Storage Groups
Users
b Click Join.
DR6300

Quest | oons s

GlobalView *  Active Directory

Dashboard ¥

Containers »

Replications »

System Configuration »

Support »

¢ Enter valid credentials and click Join.
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DR6300
Quest dr6300-45.0carina local

SRnSincH *  Active Directory

Dashboard 3

Containers » % Join

Replications »

. Domain Name (FQDN)

System Configuration >

Support » Username | administrator| n
Password ssssssse
Org Unit

] o

d On the Action menu in the upper right corner of the page, click Add Login Group.

Quest DR6300 -

ar6300-45,ocarina local administrator [0 %

b ' Active Directory 55 Leave
Containers v % Join  Log Out
Replcations B

Domain Name (FQDN) testad, acarine. local
System Configuration
Support » Usemame administrator

Password sessenans

Org Unit

<o

Add Login Group

Login Group@

EES xo

9 Now you need to create and mount the container. In the left navigation menu, click Containers.

OUeSt DRB300

dr5300-45 ocarina Jocal

Cisharyis ' Storage Groups
Dashboard 3
Hame * Gompression & Encryption & Containers & Source Replicated Containers # Actions.
Containers »
-= a 0 CTaT .
Replications »
System Canfigurafion -
i Z: Encryption
Support ¥
Passpnrase sat
Encryption Mode Internal
ey Refalion Inlevals Dayis) 30
e : o EE
+ DefaulGroup Fast on 1 o E ﬂ
e o mEI
+ e ‘ 0 Ern
+ ost Fast on 1 o | o @ [ e

6 Item(g) Toung. Display 10 = Slements per page.

10 On the Action menu in the upper right corner of the page, click Add Container.
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11 Enter a container name and for the Access Protocol, select NAS (NFS, CIFS) and then click Next.

DRE30O
Quest o esccamams

Systers Coniguration

Supen

auministrator [l 0 Fl
A ¥ |§mnls¥00ntalnersi [Dhox comaner |
Dashbosd . Lo O
o - Container = Marnar Type & Aconns Proteiol & Connecian batus 2 Reghcacen Aguen.
Mo reconds.
Ropicatons .
0 By | foond

Support

System Configuration »

Access Prolocol @ NAS (NFS, CIFS)

v Container Name @ | ACR1| n

Pk TRl wcence

Quest Eﬁiﬂfc(awm adminiswator [0 f
GEY ' Acronis/Containers

Dashboard 13 i

Containers , * Add Container

Replicabons »

Container * Marker Type %

0 Items) found

Access Protocol + Connection Status 3

Mo records.

Reglication #

Astions

12 Select NFS, CIFS as the access protocol and the Marker Type as Auto, and then click Next.

Support

System Configuration 0

Access Profocols B NP BCIFS

g Marker Type o -

s

Ouest E,?;igg_mmma, administrator [l 0 E
BigbaVew ' Acronis/Containers

Dasnboarg .

— , *F Add Container

Replications v

Container Market Type 3 Access Protocol $ Connection Status & Replication & Actions
No records.
0 lemis ) found.
13 Configure the NFS and CIFS client access settings and click Next.
Quest E’jﬁﬂ?mw o administrater EE0 F
G * Acronis/Containers
Dashboard "
F— , | * Add Container
Replications »
Siitin Contqursion & NFS Options @ Reat Wige Access © Read Only Acoess
Support » Map Reol To Rogl -
Client Access @ Coen (allow &t cienlsy O Creale Chent Access List
Client FODN or IP Address  Aomw v 7
‘I
Ay Chenls
[ <o | e > [ R
Container = Marker Type 4 Access Protocol & ‘Connection Status Replication & Actions
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DRE300 )
Quest e ciena administrator W0 §
QiR ' Acronis/Containers
Dashboard »
_—m , * Add Container
Repéications »
Syt St 5 CIFS Client Access v aliclents) O Create Clent Access List
Support . Chent FODN or P Address | Fari o 7 Aude
Mlow Clients
[ e | xoe
Container * Marker Type 3 Ascess Protocol Connestion Status 3 Replication & Actions
No records
0 lernis} found,
14 Review the summary and then click Save to add the container.
Ouesk | 2290 sdministrator W0
BEnEnEw ' Acronis/Containers
Dashboard '
Po— . + Add Container
i > ‘Storage Access Protocol
Systemn Configwalion » Access Protocol NAS [NFS, CIFS)
Support L Container Name ACR1
Configure NAS Access & Marker
NAS Accass Frotocol NFS, CIFS
Marker Type Auts
Configure NFS Client Access
NFS Options. Read Write Access
Iap Root To Root
Client Access Open (allow all clients)
Configure €IFS Ellent Access
Client Access Open (allow all clients)
Contalner = Marker Type 5 Ageess Frotecol 5 Connection Status 5 Replication 5 Actions
Mo records
0 Itemys) founa.
15 Confirm that the container is added.
DR6300
Quest | excrami auminstator @R §
Giabalvi L]
Dastbears +  Acronis/Containers
Cantainess "
Containgr = Marker Typs § Acceys Protocol § Conraction Staws & Replicaton £ Acnony.
Repicatons "
AR A NFSCIFS Anilatig, foatat Nl Conigured
et i { d | waeise O
Sl,coal! . 1 ey fopna
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Setting up Acronis Backup & Recovery

For a Windows environment

1 Open Acronis Backup & Recovery Manager. Expand Vaults --> Personal, which displays the Acronis
repositories and click on the Create Button.

A

b Acronis Backup & Recovery 11.5 - Connected to This Machine (Loczl Connection) as Administrator@DMA-SERVER3 lLIE-
@ " @ Connect~ i Actionsv 95 Teosw

vigation= & Optionsv [ ‘Personal vaults' actions~ (@) Help~ 4) pcronis @)
MNavigation «
Personal vaults
Short list Full list i . .
- Set up and mznage personal archive storage locations (vaults). Manage archives stored in the vaults.
P4 i b4 Q W& Create Acronis Secure Zone | & ES: Refiesh
I2] Backup plans and tasks
Name Locatedon  Freespace | Occupied sp..| To...| Deduplicat., Da... Archives |Backups 4
B2 Centralized There are no personal vaults,

4B Personal

B Tape management
<5} Mounted images
F Alerts

L= Leg

Shartcuts

B Locel machine [Dma-server3]

©| Current activities

2 Specify the new vault Name that identifies the vault. Set the Path value to a Network folder which points to a
DR CIFS container share, then click the OK button.



A Acronis Backup & Recowvery 11.5 - Connected to This Machine {Local Connection) as Administrator@DMA-SERVER3 ==
G o> ©comear i Actions 52 Toolsw §EiNavigation= &) Options~ 4@ Helpw 4 Acronis @
Navigation «
R Create personal vault
Shortlist Ful
Specify a vault 1o store backups of the machine's data.
45 D 3
5 Dma-server o
E) Backup plans and tasks
s Hame: &> w
¥ Centralized
2B Personal Comments: =
BL Tape management
23 Mounted images. -
F s <E,k,‘::,,a“, = Personal Vault Path =T
S| Log
| seecity parn want to make a personal vault
_ bk ©] Metwork folders
Shortcuts T e e == Thelist of network folders
B Local machine [Dma-server3] » 6§ Local folders
5 Network folders
5 FTP servers
L SFTP cervers
+ B8 Tope devices
tivities -
[Paiidrea00-25-acarina loca \ACR 1]

——*Serthe path To 3 DR CIFS contamer |
Click the OK Button Ok Cancel

WS

-
1 | NOTE: The Windows service account for Acronis Backup & Recovery requires appropriate permissions to the DR
Series Deduplication Appliance CIFS Share for the step below to complete successfully. See Appendix A for setting

up the Acronis Backup & Recovery service account correctly. This should be done before the next step.

3 The next window asks for the credentials to access the CIFS share folder. Type in CIFS credential used for
accessing the share, then click OK.

54 Personal Vault Path
I Specify path to the location you want to make a personal vault

E& Create folder B3 Rename ES Delete

r
T

Metwork folders

Pl “Tclatersamorn e
I €3h Online backup storage slstern orerolders

a LI:Q Local folders

I |- Remowvable Drive (A:)

b C () @

User namel |testad\administrator

Access Credentials

CD Drive (D:)
1> &2h CD Drive (E2)
Q Metwork folders
é;—l, FTP servers
é;;]: SFTP servers
- & Tape devices

Specify credentials to access "\
%10.250.236.162\ACR1

passwort| eeeeesewes

oK

Cancel

Path:

\\dr&300-45.ocarina.local\ACR1

(fj/l Help

oK Cancel

J{ ]




4  Click OK to finish vault creation.

A Acronis Backup & Recovery 11.5 - Connected to This Machine (Local Connection) as Administrator@ DMA-SERVER3 == -
@ ﬂ). @ Connecty %’ Actionsv 5 Tools+

Navigation «

vigationw 3 Options» @) Help~ 4 Acronis ﬂ

Create personal vault

Short list  Full list
Specify a vault to store backups of the machine's data

4 Dma-server3

Vault
Backup plans and tasks E

4 Vaults Name: I ]
% Centralized =]
4 | Personal Comments: .

B, Tape management
<2 Mounted images

(JRET Specify where to store the machine's data that will be backed up to the vault. Personal vaults can
reside on a network share, FTP server, detachable medis, Acronis Online Backup Storage, tape

L= Leg

device, or on a hard drive local to the machine.
}\6ir6300-45 ocarina.local\ACR1

Shortcuts

IE| Local machine [Dma-server3]

©| Current activities

NOTE: Unlike other DMAs, Acronis B&R doesn’'t need the DR NFS share folder to be mounted on a client

system.

For the Unix/Linux environment

The procedure for the Unix/Linux Environment is very similar to the procedure for the Windows Environment. The
only difference is that DR container NFS export path is used instead of a UNC path, as described below. For

other details, please refer to 2.1 Procedure for the Windows Environment.

1 Open Acronis Backup & Recovery Manager, connect to an Acronis agent connect to an Acronis Linux agent

by selecting Connect 2 New connection = Manage a Remote Machine. Enter the IP Address of the Linux

client and enter access credentials



=
O [@or—]

Acronis Backup & Recovery 11.5 - Connected to This Machine (Local Connection) as Administrator@DMA-SERVER3

Actionsv 5 Tools» [ Navigationv 3 Optionsw @ Helpw

4 Acronis @

Navigation
Short list  Full list
45 Dma-server3
[2) Backup plans and tasks
> B Vaults
<3 Mounted images
#F Alerts
=l Log

Shortcuts

[ Local machine [Dma-server3]

Welcome to 'Dma-server3’

The console is connected to the managed machine. Choose the action to perfarm or the tool to use.

Create backup pl|
&g Create a backup

Back up now
specify a backup
machine now.

the data from an earlier created

Enter the name of the machine or choose it
from the drop-down list

IMa(hmz 10.250.241.247

A No backups have been created for more than 5 day(s) Troubleshoot... Accept

Recent activities

Recovering files
Backing up files
Recovering files

Backing up files

Acronis Backup & Recovery 115 - Connected to This Machine (Local Connection) as Administrator@DMA-SERVER3

@ 9' I@ Cunnect'| 4 Actionsw 5 Toolsv [l Navigationv B Options (@) Help~

Navigation

Short list  Full list
49 Dma-server3
Backup plans and tasks
> B Vaults
3 Mounted images
F Alerts
[l Leg

Shortcuts

E Local machine [Dma-server3]

Welcome to 'Dma-server3'

The console is connected to the managed machine. Choose the action to perform or the tool to use.

& Create backup plan Recover
r the data from an earlier created

W Create a backup plan to p

Back up now
Specify a backup location |
machine now,

Specify credentials to access 'dma-
server-rhel6’

Username: root

Recent alerts (2 of Z| | Paswod:  eeseeee

© Failed to check the license Troubl ve password

/A No backups have been created for [|  DOMain:

Recent activities

Recovering files
Backing up files
Recovering files

Backing up files

Setting up the DR Series System on Acronis Backup & Recovery v11.5 15



2 Expand Vaults - Personal, which displays the Acronis repositories, and click the Create icon.

v

Navigation

«

G@- €D Connect 4 Actionsw 2 Toolsw [ Navigationv & Options= B3 'Personal vaults' actions» (@) Helpv

Short list  Full list

I - i dma-server-rhelt

[E) Backup plans and tasks

[:3 5 Centralized

{ | B> personal |

g Mounted images

F Alerts
5] Log

Shortcuts

& Local machine [Dma-server3]

Personal vaults

Set up and manage personal archive storage locations (vaults). Manage archives stored in the vaults.
# Edit W Validate Y Delete QUE &c e B3 Refresh

Name ‘ Located on ‘ Free space Occupied spm‘ Tou

| Deduphcat..“ Da.. lArch'Nﬂ |Backups ~

Y Acronis @

There are no personal vaults.

Setting up the DR Series System on Acronis Backup & Recovery v11.5
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3 Specify the new vault Name that identifies the vault. Set the Path value to an NFS drive that points to a DR
NFS container. Double-click the NFS share folder to add the folder to the Path value, and then click OK.

4

Acronis Backup & Recovery 11.5 - Connected to ‘dma-server-rhel6’ as root Bl 25

Navigation «
Short list Full list
45 dma-serverrthel6
[E) Backup plans and tasks
4B Vaults
5 B® Centralized
B> Personal
€2 Mounted images
F Alerts
=] Log

Shortcuts

IE| Local machine [Dma-server3]

Create personal vault
Specify a vault to store backups of the machine's data.

Vault

MName:

O

Comments: |

Specify where to store
reside on a network sh
device, or on a hard di

®

@@v @ Connectv % Actionsv 3¢ Toolsv [ Navigationv & Optionsv (@) Help~

4 Acronis @

I Specify path to the location you want to make a personal vault

EZ: Create folder B Rename B3 Delete

| JeontainersfACR1

4 @ Local folders
v g s
&2 CD Drive (sr)
b & Network folders

[T 10FS drves | @
p I 10.250.240.131

1B 10.250.240.174
v I 10.250.240.202
» 1B 10.250.241.120
b I 10.250.241.126
v [ 10.250.241.188
1 I 10.250.241.194
» I 10.250.241.69

b I 10.250.242.104
v I 10.250.242.108
p I 10.250.242.132

1 I 10.250.242.145

e Shared Network Folder

| Path: | nfs://dr6300-45 ocarina local/containers/ACRL

Help

4 Click OK to finish the vault creation.

@@. @ Connectv 5 Actions» 5 Toolsw [l Navigationv &3 Options+ @) Help

4 Acronis @

Navigation «
Short list Full list
4§ dma-server-rhel6
Backup plans and tasks
4B Vaults
 B¥ Centralized
B Personal
€ Mounted images
F Alerts
|5 Log

Shortcuts

IE Local machine [Dma-server3]

Create personal vault

specify a vault to store backups of the machine's data.

E Vault

Name: kNFSr‘\ )]
Comments:
Path:

Specify where to store the machine's data that will be backed up to the vautt. Personal vaults can
reside on a netwark share, FTP server, detachsble media, Acronis Online Backup Storage, tape
device, or on a hard drive local to the machine.

|nfs://dr6300-25.ocarina local/containers/ACR1|

= =

5 Finally verify the newly created vault information.

Setting up the DR Series System on Acronis Backup & Recovery v11.5
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(3]

A

G@- €D Connect» % Actionsv 3 Toolsv i Mavigationv &3 Options» [5 Personal vaults' actionsv (@ Help~

Navigation «

Short list  Full list

4 dma-server-rhel6
Backup plans and tasks
4 B Vaults

Local machine [Dma-server3]

Personal vaults
Set up and manage personal archive storage locations (vaults). Manage archives stored in the vaults.
# Edic #va e Q Explore | BRtCreate | R Changeuser | BB Refresh

Name locatedon  Freespace  Oceupied sp..| To... Deduplicat... Da.. | Archives | Backups 4

NFsS-1 Network share 15.58 TB 0 bytes = None N/A O 0

Setting up the DR Series System on Acronis Backup & Recovery v11.5
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Creating a new backup job with the DR

Series system as the backup target

1 From Acronis B&R management console, click the DMA Server and then click Back up now.

Short list Full list

465 Vaults
B® Centralized
4 Personal
B> cIFs-1
B, Tape

) Backup plans and tasks

A Acronis Backup & Recovery 11.5 - Connected to This Machine (Local Ct DMA-SERVER3 - [ [
@ \} @ Connecty 5 Actions» §Z Toolsy 5 Navigation {3 Options= @ Help> 4) Acronis @
Navigation «

Welcome to 'Dma-server3’

The consale is connected to the managed machine. Choose the action to perform or the tool to use.

; i Ee:nva’

Create backup plan
Create a backup plan to protec

data on the machine. iata from an earlier ¢

Back up now
backup location and start backing up the

€3 Mounted images
F Aleris

|Z| Log

Shortcuts

[E/ Local machine [Dma-server3]

Recent alerts (1 of 1) Viewsl

A\ No backups have been created for more than 5 day(s) Troubleshoot.. Accept

Recent activities

Recovering files

Backing up files

2 Under What to backup, click ltems to backup, select a backup data set, and then click OK.

IS
& 7)— D Connectw

Short list Fulllist
2% Dma-server
) Backup plans and tasks
4 B Vaults
PE Centralized
2B Persanal
B Fs1
B Tape management
] Mounted imagas
F Alerte
L&} Leg

Shortcuts

B Locsl machine [Dma-server3]

Navigation «

Paran & 168 <onf_drv
i EI L§ dataset-ic |
Run as, 14
Backup eptions =i & Ik,_ DIAG0000
» & Decuments snd Settings
¢ FIE& ibm

[petected size: 14.26 68 [coiculate] ®

Acronis Backup & Recovery 11.5 - Connected to This Machine (Local Connection) as Administrator@DMA-SERVER3 [=la] x |
; Actiens> 58 Tocls= 5E] Navigstion= @ Options=- @ Help= 4 Acronis (@

Back up now
Specify a backup location and staig backing up the machine now.
(=3 Wha to back u Eb
= e

ol

- (denl\‘l Select the data 1o back up
o back: G

|j|  Whers tobackup | [Eettobeioy 7 v ) roweo
k e = ™

Le |?_\ AWE Dma-server3 @ =

RV e ! Barmnovabls Dk (ecl ‘ [ Name & Tope Date medified
1 I cis) i ||| 1 G@ dbot File Folder
.l_} w to bacl '.ID :::I.ti/ SRecycle Bin - [wdbﬂl File Folder
> GG Aeronic
Backup type: 4 | §
I & E1&§ =pp -
Validation: ] = 716 cdimageifipack
> &S <ol

Path: CuTSMDE




3 Under Where to back up, click Location, from Personal folder, select the vault that points to the DR CIFS or

NFS container, and click OK.

Shortlist Fulllist
4 0 Dma-serverd
(B Backup plans and tasks
4[5 Vaults
¥ Centralized
a [ personal
B s
B, Tape management
€ Mounted images.
¥ alents
Log

Shorteuts

B Locel machine [Dma-server3]

M Acronis Backup & Recovery 11.5 - Connected to This Machine (Local Connection) as Administrator@DMA-SERVER3
G O comery i Adtionsw 36 Toolsw §E Navigationv & Options™ @ Help~
Navigation «

Back up now
Specify a backup location and stant backing up the maching now.
A,

=As,  What to backup
== B4

Iteme to back Remove | Foldersifiles:

I Enter a path to the vault and d

Remove L TSMDE B Rename BB Delere
Remove L TSMLOGS
Tatiiort: D detaseric © @) Online beckup storsge

» B8 Centralized

() Shaws excl

Where to back up @
- = i N
&)

Shaw

L Local folders

55 Wewwark folders
archive comments 2 FIPservers
53 SFTP servers
How to back up 17 Storage nodes

» B Tape devices
Backup type

[ ~

Validation: Jor =

| Acronis senvice credentials

o

Path  CIFS-1

Mame:  Archive(1)

@ e

a name for the new backup archive

CFS-1
Personal vault
Size: 1558 T6
Free space 1558 T8
3 Retrmsh
Archive name Owner

Tyee Locstes on

There are no items to show in this view.

Cancel

4 Under How to back up, define the Backup type and Validation, and click OK.

‘Acronis Backup 8 Recovery 11.5 - Connected to This Machine (Local G

i} as Administrator@DMA-SERVERS

2 Tools» [ Navigationw & Optionsv (@) Helpw

-
@ » s ) Connectw Actionsw
Navigation %

Short list Full list
a Dma-server3

[E] Backup plans and tasks ».'_-}

4B Vaults
B Centralized
4 f Personal
B> cFs1
B, Tape management
<21 Mounted images
¥ Aleils

Leg

and click OK.

Back up now
Specify a backup location and start backing up the machine now.
What to back up

Remove | ] Folders/files:

Remave g Tsmoe Dma-server3
Remave L@ TsmLoGs Dma-server3
Remove g dataser-fe Dra-server3

Mame: Archive(f)
Bath: CIFS-1 (Personsl vault)

Backup type:
Walidation: Incremental
Differential
|  Parameters
| steut

Under Parameters, click Backup options, and, in the Options window, click Compression level, select None
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@ e @comear

Navigation «
Short st Fulllst
4 Dmaserve
) Backup plans nd tasks
+ B9 Vaults
¥ Centralized
4B Persenal
B ars
B Tape management
€ Mounted images
F Alerts
Log

Shartcuts

B Locsl machine [Dma-server: 31

Actions ™

re to back up

Location. |

(@) Show access credentials, archive comments

Rame: Archive(1)
Bath: CIFS-1 (Personsl vauk]

How to back up
Bachup type:

- Jor =

Parame’

(onis service credentials

€ Additionsl scttings
(& Archive protection
] Backup cataloging

48 Backup perfarmance.

% Disaster recovery plan (DRF)

© Eror handiing
40, Eventtiacing
SNMP notifications
Windows event log
& File-level backup snapshot
£ File-level security
% Mount points
2 Muki-volume snapshot
419 Notications

9 Email

@ nen

B Bockur "0 ik the compression
& Networ level
g i T

Acronis Backup & Reccvery 11.5 - Connected 10 This Machine {Local C as SIET
Toolsv {8 Navigationv @) Optionsw @ Help~. 4] Arronis @
Back up now
Specify a backup location and start backing up the machine ncw,
backup
= Options
tems o Back up.. Remeve ] Felders/files:
| revi ackup options and change the settings if necessary

Remave L@ Tsmoe
Remove L@ TSMLO! - FE - .
Remove il dataset.

| 1] setectth level " o, the
smallerthe backsp size but the backup prosess con toke longer.

@ Masimun

- Description

Backed up d
be maximal.

et the resultant backup size will

NOTE: Always Disable ‘Software compression’, as the DR Series system has compression built-in and does not
require compression on Acronis Backup & Recovery. In general, additional data compression on backup software will
have a negative impact on total savings on the DR Series system. Set Data security to none, as enabling encryption
before the data stream is sent to the DR Series system will make the data unable to be de-duplicated. This will have a
significant, negative impact on total savings on the DR Series system.

6 Click OK to save the newly configured backup specification.

% Acronis Backup & Recavery 11.5 - Connected to This Machine (Local C 5 MA |;|£-
@ 4 7:)v ) Connectw ;" Actions™ Toolsw 45 Mavigationv & 4] Acronis @
Navigation « Back
Short list Full ist cleste] ey
Specify a backup location and start backing up the machine now.
4 Dma-serverd 3 ik R
= What to back up
] Backup plans and tasks | == i
4 B0 Vaulis ltemns to Back up. Remove ] Felders/files: =
B Centralized =
a E— Persanal Remove L& TSMDB Drma-serverd
B crs Remave EETsMLOGS Dma-serverd
W T el Remave i) dataser-fc Dma-sarver
] Mounted images i s
F Alerts
[Z] Log j Where to back up
i
Location... Mame: Archive(1)
Shortcuts. Path: CIFS-1 (Persanal vault)
B/ Local machine [Dma-server3] () Show ac edentials, archive comments
3 How to back up
Backup type: I Full
Walidation: ] off -
Parameters
Run a. | ticronis senvice credentials
Settings that differ from the default values:
Reset to default
Compression level Mone

-]

Current activities

7 The backup job will run based on the defined schedule. You can monitor backup job progress on the Details

tab. Once it is finished, the backup job run result window opens.



4% Dma-serverd

Backup plans and tasks

The console is connected to the managed machine. Choose the action to perfarm or the tool ta use.

> Acronis Backup & R 15 - (Local Connection) as Administrator@DMA-SERVER3 [=]=] x|
@ Connect~ 3 Actions> 38 Tools [ Nevigation= &3 Options~ @ Help~ 4 Acronis @
Navigation «
Welcome to 'Dma-server3'
Short list Full list

F Alerts
4] Leg

Shorteuts

B/ Local machine [Dma-serverd]

o5 v e
¥ Centralized l ew details of backup plan 'Backup 11/3/2017 2:11:24 PM"*
a B personal s D
e QN N o W e e e e
B Tape management Name: Backup 11/3/2017 2:11:24 #M Next start time:
43 Mounted images Origin: Local Ownen: Administrator@DMA-SERVER3
F Alerts
15 Leg
Status: oK
3 s Backup plan Schedule: Manual
Shortcuts. aps Ll e
Last start time: Comments:
Local machine [Dma-serverd)
I8 Local machine [Dma-server3] Last finish time:
[T Close this dialog box when the operations complete
@ e
3 s Z . : G e
G‘@" @ Connecty i Actionsy @€ Tookw [ Nevigation= {3 Optionsw [ Log» @@ Help=
Navigation «
Log
Short et Full st
Browse the log of the Acronis Backup & Recovery 11.5 operations,
";""’“’3 Displey: Actiities ¥  All available w
Backup plans and tesis =
D Detaive 1Y Save allto fils 3¢ Delste all
<65 Vaults = L& — .
B Centralizea Activity Backup plan | Task Start date |End date | Duration Result &
S esorist S — N ||| | | - .
m CIFS-1 Running backup plan ‘Backu.. Backup 10/5.. Simple back... 11/3/2017 2:53.04 AM  11/3/2017 2:53.04 AM 16 munutes 22 5., Succeeded
B, Tepe menagement
S Mounted images

The following tasks have finished and

have the following statuses
Number of tasks: Last 1 out of 3

Backup 11/3/2017 2:11:24 PM
D> Completed successfully.

Do not show this message again
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4

Setting up DR native replication &

restore from a replication target DR

Creating a DR native replication session

1 In the replication target DR Series system GUI, create a container by selecting Containers in the left
navigation menu, and then, on the Actions menu, clicking Add Container.

Quest DRE300

aefi200-13 pcarna local

administralor [ 5

Glotiahien ' |Acronisa‘Ccntainersi

Dasl

M rezangy

System ConSgurabon v

Suppon "

Container = Marker Type = Acces Protoced & Connection Sumus &
[ 3

2 Enter the required container information.

Quest DR300

0013, o Jocal

administrator 5l 0

GlobalView ' Acronis/Containers
Liashboard .
Chraise , | < Add Container
i . Storage Access Protocol
Syslem Canfiguration 4 Acorss Prolocal NAS (NFS, CIFS}
Support 4 Contamer Name ACR2
Configure NAS Access & Marker
NAS Acoss Profoool NF$, CIFS
Marker Type Aute
Configure NES Client Access
NFS Options Read Write Access
Map Roat To Root
Chent Access Open {allow all clients)
Configure CIFS Client Access
Cliunt Ao Open {allow all clients)
Cantainar = Marker Type & Accass Protscal ¢ Cannsatian Stats &

No records

0 remis} founa

Raplication &

Actions




3 Click the Save button to create a new container on the target DR Series system.

Quest o eeaiss

GlobalView

administrater [l 2

Dashbears + Acronis/Containers
Containers .

Cantainer = Marker Type 3 Access Profocdl 3 Conractin Status & Reglication § Acting
Rephcwions .

[achi Ausg WECFS Amtegk, Avatic Nat Confiqured OEan
Systom Confguraton g

Suppoct b Vmem s

4 Go back to the source DR Series system, select Replication from the left navigation menu, and click All
Replications.

DRE300 adminisirator
Oue St W00 45 st oo o tostan (!:1‘:?1»] \:;:H

| f

Chobaiiew » SEarch Graop
Storage Savings
Contangrs v A [ o 7o | g g =3

System Contgurabon  +  DefaultGroup

Supper r e &

g

ost

117 & a2 an Lk @i @& PR 21 200 e prall i
1N & Kovamber

aaa Q@ an Fras a4 A

EEZy System Usage =3

|| — i et
| — Moy (83 45%)
i W e
e e s e
15 230 s nn ¥ prai] nE 205 s m i n Fr3) zn 235 am ZB EEE) 24
M & Hervaanbu
305 Actiie Byles 21390 GB
8 Advanced Data Protection Idle
0 Cleaner Stalus Running )
5 On the Actions menu in the upper right corner of the page, click Add Replication.
DRE300
Quest 30045 18s1ad ocarna local ,:5”::,‘::(:[% | U m

Globaliew g AH Replicaﬂons |ﬂ Adt Replization

Dashboard '

Source * Status ¥ Raglica 5 Sttus & ¢ Blogou
Continers ]
D esms) fouirit
Replications »
System Configuration '
Support '
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6 Choose the Replication Type as Replica only and click the Next button.

Dot S s
Doy '+ All Replications

Dashbomrd »

Replicatons »

Choosa repleation typa O [epica 8 Cascade

Systam Configurabon

Suppon v £ 1uvious Rl L wcance
Saurce * Status @ Replica 2 status & Cascaded Replica &
0 emisi found.

7 Select the source container location as Local, select the container from the drop-down menu, and then click
the Next button.

DRE300 administrator .

QUESt | s s stocamarca W
Clohahfiw ' All Replications
Dashboard b
b . Add Replication
Reglications »

Source Container
System Configuralion »
Suppoi » Selact conlainar incalon. Q Ramate

Selact local contaner ACRT - |

EEEENIERN T «owe

Source * Status & Replica & Status + Cascaded Replea

O ltemys) found

8 Select the Encryption type as needed.

Quest  yrsusstscmaies Bl
Elohelon ' All Replications

Dashboard |

e , |+ Add Replication

Replications ]

Source Container -> Replica Container
Systam Configurabion »

Support v Encryption: @ WetEnabied | O AES 128011 O AES 2364

% Cancel

Source + Stats ¢ Replica & sttus ¢ Cascaded Replica &

3 ltems) found
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9 Enter the remote DR Series system credentials (Admin Username, Password and target DR IP Address),

click Retrieve the Remote Container(s), select the target container, and click the Next button.

Quest DR300

AnE300-45 lestad ocaring docal

administrator

testad ocarina kocal

S ' All Replications
Dashboard ’
— .+ Add Replication
Repications. v
System Configuralion (] Replica Contalner
Supporl v Seler! confainer focation
Username @ | aormnistrator
—
Password,  [seee "
Remole sysiem @ | 023021288

lck here fo retrleve Target Containers

0 Mernis) faond

Source * Status Replica & Status £ Cascaded Replica &

10 Verify the summary and click Finish to establish replication between the source and target containers.

Ouest o coasrases el L
i " All Replications
Dashboard v
i , | ¥ Add Replication
Replications »
Support » | Source Container
Locaton: local
Name. ACR1

Source Container -+ Replica Container
Encryption Not Enabled

Replica Container

Lacaton: remote
Remols Sysiem 10.260.212.88
name. ACRZ

e

Source ~ Status * Reglica 2 Stz & Cascaded Replica &

e feunz

11 Verify that Replication is established successfully between the source and target containers.

t DR6300
dEI-45 |

Ques

GlobalView

e ConaRon I Compiton

Dashboard » Al Replications
S i " @ Local containerts) in bold
RegicattiE ,  sourcs = st 2 Reglies ¢ st 2 Casessed Raglies =
Systam Confguralion  » | 4E0ds =3 Tz
Support v
T MeMEs) Toune
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12 Click the + icon on the left side of the replication pair to view replication statistics.

DRB300
Quest  yrve i scarmion

administrator

Systam Configuration v

Support

Gnline

Detault

INSYNE

Not Enabiee

06 %

4798 KBisac
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27.41 MBizec

nEse

teston cesmanca BB &

Clohalviey » 1
eiGGaE All Replications
Dashboard

0 Local container(s) in ok
Conlaings » Source = staws. Replica staws & Cascaded Replica &

ol iane. = dr8300-45 10.250.212.58

EepERtaE < ACR1 AcRz [ + |

Restoring from the replication target

There are two ways to restore from a replication target:

e Replication Target as imported repository:

a Add the replication target DR container share/export into the Acronis Vault under Personal folder.
Please refer to Section 2 of this document for detailed instructions.

b Select the backup set from the target DR container, and restore from it.

e Update replication target DR to have same hostname/IP as replication source

a Update replication target DR hostname and/or IP the same as the replication source DR

m If both the DR appliances are joined into the Active Directory domain, both of them need to be

removed from the Active directory domain first.

m  Next, update the target DR hostname/IP.

m  Finally, re-join the system into the Active directory domain.

b Select the backup set from the DR container, and restore from it.




Setting up the DR Series system

cleaner

The cleaner will run during idle time. If your workflow does not have a sufficient amount of idle time on a daily

basis, then you should consider scheduling the cleaner which will force it to run during that scheduled time.

If necessary, you can do the following procedure as described in the screenshot to force the cleaner to run.
Once all the backup jobs are set up the DR Series system cleaner can be scheduled. The system cleaner should

run at least 40 hours per week when backups are not taking place, generally after a backup job has completed.

Performing scheduled disk space reclamation operations are recommended as a method for recovering disk

space from system containers in which files were deleted as a result of deduplication.

DR6300
OueSt dr6300-45.testad.ocarina.local

GlobalView » Active Directory
Dashboard » Client Connections
Containers » Date And Time
Replications » Enclosures
System Configuration 3 Licenses

Support » Networking

I Schedules

SSL Certificate
Storage Groups

Users




0 vest DR6300
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B
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Dashboard »
Cleaner status: Pending g Cleaner Schedule Al =~ M Source Replication Schedule Al « M Target Replication Schedule Al
Containers L
Replications 5 i Sun Mon Tue Wed Thu Fri

System Configuration »
4:00
Support »
5:00
6:00
7:00
8:00
9:00
10:00

11:00

12:00

I Add Cleaner Event I

Add Replication Event
Add Multiple Replications
Add Multipie Cleancrs
Run Cleaner Now

& Log Dut

730 - Cisansr

You can create a cleaner schedule as shown below.

DR6300
OueSt dr6300-45 testad ocarina.local

administrator . ]

testad.ocarina.local

GlobalView 3 Sched u Ies
Dashboard 3
Cleaner status: Pending M Cleaner Schedule Al = W Source Replication Schedule  all = W Target Replication Schedule  All
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Replications » @ New
System Configuration »

€9 Only one cleaner event is allowad per day.
Support »
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300
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5:00
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6

Monitoring deduplication, compression

and performance

After backup jobs have completed, the DR Series system tracks capacity, storage savings and throughput on the
DR Series system dashboard. This information is valuable in understanding the benefits the DR Series system

NOTE: Deduplication ratios increase over time; it is not uncommon to see a 2-4x reduction (25-50% total

i savings) on the initial backup. As additional full backup jobs complete, the ratios will increase. Backup jobs with

a 12-week retention will average a 15x ratio in most cases.
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