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Executive Summary 

 

Executive Summary 
The Air gap solution is a replication solution in which a secondary target DR in a three-way replication is in an 
isolated private network. The Secondary target will be up for replication for only a particular period of time (Air 
gap closes); and, only during this period will the replication between Primary and Secondary target DRs happen. 
Only a set of services will be running on the secondary target so that it is secured from the external environment. 
The primary target will act as the target for the Primary DR Series system and as the source for the Secondary 
target. The primary target will be in two different networks to cater to both the Primary DR and the Secondary 
target networks.  

This document describes how to set up the Air Gap solution for your DR Series system environment. 

 NOTE: In this document, the Primary Source/Primary DR Series system, the Primary Target/Secondary Source, and 
Secondary Target are represented as DR1, DR2, and DR3 respectively. 
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Preparing the DR Series systems 

Assumptions 
Refer to the following assumptions, which are used to illustrate the basic setup for the air gap solution described 
in this document. 

● The air gap setup described in this document requires three DR Series systems (DR1, DR2, and DR3). 
DR1 and DR2 have RDS containers with Op-dup enabled. DR3 is in an isolated network. The RDS 
container on DR2 will be replicated (Hybrid Replication) to a connection-less container on DR3.  

● There are two NetVault Backup servers in the environment. One NetVault backup server is on the regular 
network to establish backups, restores, and Op-dups from DR1 and DR2. The second NetVault Backup 
server is in the isolated network, which can be used to restore data from DR3 in disaster recovery 
conditions.  

● The data on DR3 is retained as per user requirements after it has been removed from DR1 and DR2. 

● DR3 will have Air Gap enabled in which certain protocols (such as, CIFS/NFS) will not work. 

● There will be an Air Gap between DR2 and DR3, which when open will have only a few required ports 
available. Replication will not be performed during this period. When the air gap is closed, additional 
ports will be available during which replication can continue. 

● The isolation of DR3 can be obtained by using Switch or Wan Emulator software. 

Upgrading the DR Series system to the 
required image 
You first need to ensure the required latest version (version 4.0.3 and later) of the DR Series software is 
downloaded and installed on your DR Series systems. 
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Using the DR Series system CLI 
1 Download the DR Series system image to any client and copy it to the DR Series system by using the 

following commands: 

scp oca-0.latest.tar.gz administrator@<DR_IP>:/root 
system –upgrade 

2 Reboot the DR Series system if needed. 

Using the DR Series system GUI 
1 Log on to the DR Series system via your browser.  

2 Navigate to Support > Software Upgrade >  

3 Click Select DR binary package, upload the image, and click Upgrade.  

4 Reboot the system if required after the upgrade process has finished. 

DR2 and DR3 prerequisites 
Ensure that the following settings are configured on DR2 and DR3 for Air Gap setup. 

Enabling hybrid replication on DR2 
Hybrid replication is needed on DR2 so that replication can be set up from an RDA container that does not 
support legacy replications.  

1 To enable hybrid replication, execute the following command on DR2: 
system -–hybrid_replication -–enable 

 

2 Confirm that hybrid replication is enabled on DR2 by using the command: system --show  
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Enabling Air Gap on DR3 
You must enable the Air Gap feature for DR3 to work in air gap mode (close/open).  

1 Using the DR Series system CLI, enter the following command to enable Air Gap:  
system –-rdairgap –-enable  

 

NOTE: By default, Air Gap is set to the open state, and the retention period is set to 180 days. 

 

2 Confirm that DR3 is in air gap mode by using the command: system --show 

 



 

 

Setting up Rapid Air Gap for the DR Series System -   9 
Preparing the DR Series systems 

 

 

3 You can change the Air Gap mode by using the command: system –-rdairgap –-close/open 

4 You can change the retention period by using the command:  
system -–rdairgap –-set_retention_period <value in days> 

5 You can view the retention period by using the command:  
system –-airgap –-get_retention_period 

 

6 You can view Air Gap mode status by using the command: system –-status 
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Configuring backup and op-dup  
 

Creating containers and setting up the 
backup job 

● Create RDA containers on DR1 and DR2, and create a container without any connection on DR3. The 
steps in this document will use the following example containers: rda_s on DR1, rda_m on DR2, and 
rda_t on DR3.  

Example CLI for adding container rda_s on DR1: 

 

Example CLI for adding container rda_m on DR2: 

 

Example CLI for adding container rda_t on DR3: 
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Adding DR1 and DR2 containers to 
NetVault Backup 
In the following steps, you will add containers DR1 and DR2 to NetVault Backup by using the web interface. 

1 From the NetVault Backup web interface, go to Manage Devices and click Add Device.  

 

2 Then, click Add Dell RDA Device. 

 

3 Enter the required information for the DR1 container rda_s and click Next. 
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4 Repeat the preceding steps for DR2 container rda_m.  

5 Confirm that both containers are added to NetVault Backup. 

 

Configuring backup and op-dup  
The instructions in this section describe how to set up backup and op-dop from NetVault Backup to DR1 and DR2 
Containers   

1 In the NetVault Backup UI, click Create Backup Job. 

2 For Selections, click Create New.  
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3 Select data for the backup, and click Save.  

 

4 Provide a name for the dataset and click Save. 



 

 

Setting up Rapid Air Gap for the DR Series System -   14 
Configuring backup and op-dup 

 

 

5 Select the required plugin options and job scheduling. 

6 Select the Target device for backup, that is, ‘rda_s’ as follows: For Target Storage, click Create New.  

 

7 Select the device as rda_s, and click Set.  
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8 Enter a name for the new set and click Save. 

 

9 In Advanced Options, select the source ‘rda_s’ and target ‘rda_m’ for op-dup as follows. For Advanced 
Options, click Create New. 
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10 Select Secondary Copy.  
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11 In the Secondary Copy dialog box, do the following: 

a Select Create Secondary Copy.  

b Select Data Copy.  

c For Use Target Set, create a new saveset using ‘rda_m’. 

d For Use Source Set, create a new saveset using ‘rda_s’.  

e After selecting other required options, click Set.  
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12 Enter a name for the new set and click Save.  

 

 

13 To run the saved job manually any time: Go to Manage job definitions > select saved job > Run Now. 
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Configuring Replication 

Hybrid Replication from DR2 RDA 
container to DR3 container 
For replication from the DR2 RDS container, you need to enable hybrid replication on DR2. You also need to 
ensure that Air Gap is enabled on DR3. Replication progresses only when the Air Gap is in “closed” mode. When 
in open mode, replication pauses and only resumes when the Air Gap is closed again. 

By default, the data on DR3 is retained for 180 days after it is deleted from DR2, you can change this retention 
period though. Retention period when set to zero will not retain data on DR3 after it is deleted on DR2. 

Starting replication from DR2 to DR3 
You can start replication by using the following command from DR2: 

replication --add --name rda_s -–role source --peer <DR3 IP/Hostname> --peer_name 
rda_m 

If you do not specify –-peer_name, a container with the same name as the source container will be created on 
the target DR Series system. After replication is in sync (INSYNC), the container-used spaces of DR2 and DR3  
should be the same. You can verify this by using the stats –-container command. 
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Use the replication –-show command on DR2 and DR3 to confirm that replication is set. For example: 
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Configuring Replication 

 

You can use the stats --replication command to view the the replication statistics on the DR. By using 
this command, you can see that replication progresses on DR3 with container-used space increasing. 

 

When Air Gap is open you can see that replication will not progress. You can confirm this by seeing that used 
space remains space on DR3. 
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If DR3 is in an open state, replication will go to a disconnected state. 

 

When the Air Gap is closed, replication should progress. After replication is INSYNC, the container spaces on 
DR2 and DR3 should be the same. You can confirm this by using the stats –-container command. 
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 NOTE: Do not disable hybrid replication while active replications are in progress between DR2 and DR3. 
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Restoring data 
 

Restoring from DR1 and DR2 containers 
using NetVault Backup 
There are two ways to restore data from a saveset: 

● One way is to navigate as follows in NetVault Backup:  
Explore Storage > Select disk or tape device > Select your device > Explore savesets > Select your 
saveset > Restore 

● You can also do the following:  
Create Restore Job > Select the saveset for restore > Next > Select what to restore > Rename/relocate if 
needed > Select other options like scheduling > Save 

You select from which device (container) to restore by checking the Media list option in the saveset selection 
page. 

 



 

 

Setting up Rapid Air Gap for the DR Series System -   26 
Restoring data 
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Restoring from DR3 using Primary 
NetVault Backup 
Before restoring from DR3, ensure the following prerequisites have been met.  

● Replication between DR2 and DR3 containers should be stopped and deleted. The DR3 should be in 
closed mode as there should be communication between DR2 and DR3 for propagating replication 
stop/deletion to each other. 

● After replication deletion is confirmed on DR3, the container on DR3 should be given an RDS connection 
as follows:  

connection –-add –-name rda_t –-type RDS 

● DR2 device should be deleted on NetVault Backup. This is needed as during backup, NetVault Backup 
transfers the meta-data. After replication, NetVault Backup will see the container on DR3 as the container 
on DR2. 

● The Restore procedure is the same as described previously in the topic, Restoring from DR1 and DR2 
containers using NetVault Backup; however, you would need to select the saveset from the DR3. 

Example on DR2:  
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Example on DR3 :  

 

You need to delete the DR2 device on NetVault Backup as described below. 

1 Click Manage Devices and select the device. 
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2 Click Remove. 

 

3 Click Remove to confirm deletion. 
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4 Verify the device has been removed. 

 

5 Add the container rda_t to NetVault Backup. 

 

6 Then restore the saveset from rda_t as described in the topic, Restoring from DR1 and DR2 containers 
using NetVault Backup. 
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Restoring from DR3 using a secondary 
NetVault Backup in isolated network 
Ensure the following prerequisite has been met before creating a NetVault Backup server in the isolated network: 

● The NetVault Backup server in the isolated network should have the same ‘NetVault Backup Server 
name’ as the Primary NetVault Backup Server. This is the NetVault Backup Server name and not the 
hostname/FQDN of the NetVault Backup Server. The NetVault Backup Server name will be, by default, 
the hostname during installation, but it is recommended to provide a name other than Hostname. 

Ensure the following prerequisites have been met before adding the DR3 container to the NetVault Backup 
server in the isolated network:  

● The NetVault Backup services on the Primary NetVault Backup Services should be stopped or the Device 
from DR2 on the Primary NetVault Backup server needs to be deleted. If you are not deleting or stopping 
the NetVault Backup services while adding the device to the isolated NetVault Backup Server, the device 
on the Primary NetVault Backup server can go offline. (This is because the NetVault Backup names are 
the same and the devices are considered as the same by both NetVault Backups). 

● Replication between DR2 and DR3 containers should be stopped and then deleted. DR3 should in closed 
mode as there should be communication between DR2 and DR3 for propagating replication stop/deletion 
to each other. 

● After replication deletion is confirmed on DR3, the container on DR3 should be given an RDS connection 
as follows:  

connection –-add –-name rda_t –-type RDS 

● Then, follow the restore procedure as described in the topic, Restoring from DR1 and DR2 containers 
using NetVault Backup. 

Verifying the retention period on DR3  
Depending on the retention period set, the DR3 container should retain data until the retention period ends from 
the time of deletion on the DR2 container. 

To confirm that the data is retained even after it is deleted on DR2 container, you can manually delete the 
saveset on the DR2 container from NetVault Backup by using the following procedure.  

● Explore storage > Select device > Explore saveset > Select saveset > Remove saveset. 
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After removing the saveset on DR2 container, either from the isolated NetVault Backup or the primary NetVault 

Backup, add the DR3 container and verify that the saveset is present on DR3. You should be able to restore. 
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