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About the KACE Systems
Management Appliance

Quest® KACE® Systems Management Appliance is a virtual appliance designed to automate device

management, application deployment, patching, asset management, reporting, and Service Desk ticket
management.

For more information about KACE series appliances, go to the Quest website, https://www.quest.com/products/
kace-systems-management-appliance/.

About the appliance components

Appliance components include software, hardware, web-based interfaces, and a mobile app interface.

Table 1. Appliance components

Component Description

Virtual appliance The appliance runs in a virtual environment that uses a VMware® or
Microsoft® Hyper-V® infrastructure. For the latest information about
requirements for managed devices, and browser requirements for
accessing the Administrator Console, see the Technical Specifications
available on the product documentation page: https://support.quest.com/
kace-systems-management-appliance/technical-documents.

Command Line Console The Command Line Console is a terminal window interface to the
appliance. The interface is designed primarily to configure the appliance
and enforce policies. See Power-on the appliance and log in to the
Administrator Console.

Administrator Console The Administrator Console is the web-based interface used to
control the appliance. To access the Administrator Console, go to
http://appliance_hostname/admin where appliance_hostname is
the hostname of your appliance. If the Organization component is enabled,
you can access the System-level settings of the Administrator Console
at http://appliance_hostname/system. To view the full path of URLs
in the Administrator Console, which can be useful when searching
the database or sharing links, add ui to the URL you use to log in. For
example: http://appliance_hosthame/admin.

User Console The User Console is the web-based interface that makes applications
available to users on a self-service basis. It also enables users to file
Service Desk support tickets to request help or report issues. To access
the User Console, go to http: //appliance_hostname/user where
appliance_hostname is the hosthame of your appliance.

KACE Systems Management Appliance 12.1 Administrator Guide

About the appliance components

28


https://www.quest.com/products/kace-systems-management-appliance/
https://www.quest.com/products/kace-systems-management-appliance/
https://support.quest.com/kace-systems-management-appliance/technical-documents
https://support.quest.com/kace-systems-management-appliance/technical-documents

Component

Description

KACE Agent

KACE GO

The User Console provides:
» Avrepository of applications that users can download as needed.
» A way for users to submit and track tickets requesting help.

» Assistance for routine tasks, such as software installation,
and access to the Quest Support Knowledge Base, htips:/
support.quest.com/kace-systems-management-appliance/kb.

To customize the User Console, see:

»  Configure appliance General Settings with the Organization
component enabled.

»  Configure appliance General Settings without the Organization
component.

The KACE Agent is an application that can be installed on devices to
enable device management through the appliance. Agents that are
installed on managed devices communicate with the appliance through
the agent messaging protocol. Agents perform scheduled tasks, such
as collecting inventory information from, and distributing software to,
managed devices. Agentless management is available for devices that
cannot have Agent software installed, such as printers and devices with
operating systems that are not supported by the Agent.

See Provisioning the KACE Agent.

KACE GO is an app that enables administrators to access Service Desk
tickets, inventory information, and application deployment features from
their smart phones or tablets. The app also allows non-admin users to
submit Service Desk tickets, view the status of submitted tickets, and read
Knowledge Base articles from their mobile devices. You can download

KACE GO from the Apple® App StoreSNI for iOS devices, or from the
Google Play™ store for Android™ devices.

See Configuring Mobile Device Access.

About the Administrator Console

The components available in the Administrator Console might differ, depending on the license key, organization
settings, appliance settings, and user role.

In addition, if the Organization component is enabled, the Administrator Console has two levels: The Admin level,
which shows organization-related features, and the System level, which shows appliance-related features.

If the Organization component is not enabled, Admin- and System-level features are available at the Admin level.

NOTE: Your license key determines whether the Organization component is enabled or disabled. See
View product licensing information and About organizations.

There are three login modes:

Admin mode without the Organization component enabled: If the Organization component is not
enabled on your appliance, go to http: //appliance_hostname/admin, where appliance_hostname
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is the host name of your appliance, to log in to this mode. For components available in this mode, see
Components available in Admin mode without the Organization component.

+  Admin mode with the Organization component enabled: If the Organization component is enabled
on your appliance, go to http: //appliance_hostname/admin to log in to the Default organization.
appliance_hostname is the host name of your appliance. Admin mode enables you to manage
the components available to the selected organization. For components available in this mode, see
Components available in Admin mode with the Organization component enabled.

If the Login Organization option is enabled in the appliance settings, the Organization box appears. You can
type the name of an organization in the Organization box to log in to that organization directly.

If you have multiple organizations and the fast switching option is enabled, you can switch between
organizations and the System level using the drop-down list in the top-right corner of the page next to the
login information. See Enable fast switching for organizations and linked appliances.

+  System mode with the Organization component enabled: If the Organization component is
enabled on your appliance, go to http://appliance_hostname/system, to log in to System mode.
appliance_hostname is the hostname of your appliance. In this mode you can manage the components
available at the System level. For components available in this mode, see Components available in System
mode with the Organization component enabled.

In addition, if the fast switching option is enabled, and the passwords for the default admin accounts of the
organizations are the same, you can switch between organizations using the drop-down list in the top-right
corner of the page. See Enable fast switching for organizations and linked appliances.

Each mode has the following types of pages:

+ Dashboards. These pages show status information for the appliance. If the Organization component is
enabled, Dashboards are available at the organization and appliance level.
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K KACE Systems Management Appliance

@ admin (Default)y «

Session Timeout: 00:39:05 « 07/27/2017 14:00:58

¢ I Home > Dashboard

# Home
Dashboard
Dashboard

Label Management .
Top Knowledge Base Articles

Search
s
3 Inventory » o Information Regarding New Petya (PecyaWrap) Ransomware Outbreak
o (230836)
&8 Monitoring »
= KACE K1000 (SMA) and K2000 (SD/ on SambaCry
anag
Ml Asset Management » (OVE201707494)
K Distribution »
o Information regarding WannaCry virus and patch M517-010 (229420)
& Scripting »
«  Reports with Large Datasets May Cause Disk to Fill and Database Corruption
& Security H (213259) h
©Q Service Desk s
& Reporting > Connections File Synchronizations
$# Settings »

el

Managed Operating Systems

60%

Windows

0

‘

License Compliance

FaceTime 1m0
MAC OS X 10
NetLimiter )
Office "
OneDrive 20

~
-4
\E’l Customize J | View Details |
1
&
=z
Latest News Articles
-
«  KACE Systems Management Appliance (K1000) 7.2 is now available!
*  KACE Systems Deployment Appliance (K2000) 4.1 (SP1) is now available!
«  KACE Systems Management Appliance 7.1 Self-Help Feature Highlight
(228374)
»  K1000 7.0 Support Notifications
= K1000 Licensing Update - End of Asset Pack "grandfathering” v

Managed Installations

0

Current Scripts

0

“

List pages. These pages enable you to view items available on the appliance or, if the Organization
component is enabled, in the selected organization.

KACE Systems Management Appliance

> Devices

Devices

Choose Action »

Software Catalog o1 status (2] Name
Processes
Startp Programs o =2 abhubs12x64
Services
Discovery Schedules @ =2 abhaymac1011
Discovery R .
SNMP Invemtory Configurations = arwin10x64Ani
E@ Monitoring »
Ml Asset Management , @ =] abhaywin10x86
H Distribution N
B scripting , 8 = abhayw7x86
& Security »
©Q Service Desk 3 1toSofs
8 Reporting s
£ Serngs >

@admngefau\t) .
Session Timeout: 00:59:39 » 07/27/2017 13:35:49
List Refreshed: 07/27/2017 13:35:45  Auto Refresh: Every 15 Seconds ~
ViewBy: Al ltems = a
Advanced Search  SmartLabel  Notification g =
IP Address Description  Last User LastInventory Last Reboot AgentVersion Assignee Name
07/27/2017 07/25/2017
10.159.21.69 admin 12:43:41 11:57:19 8.0.127 admin
07/27/2017 07/25/2017
10.159.19.187 admin 124954 12:06:38 8.0.127 admin
N 0772772017 06/26/2017
10.159.19.27 Administrator 130111 08:25:29 7.1.62
Windows 10
: 0712772017 06/26/2017
10.159.19.124 ZT Enterprise  Admin 120136 08:24:19 7.1.62 admin
07/27/2017 07/13/2017
10.159.19.20 Administrator 12:01:58 03:22:13 7.1.62
First Previous 1 Next Last Show 250 ~

Detail pages. These pages enable you to view and edit details of the selected item.
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# Home
Q3 Inventory

Devices

Software
Soi

are Catalog

cesses
Startup Programs
Services
Discovery Schedules
Discovery Results
SNMP Inventory Configurations
=] V-C'H[D'-ﬂg
Bl Asset Management
H Distriution
& Scripting
& Security
€ Service Desk
8 Reporting
£ Settings

Device Detail: arwin10x64Ani

[Expand All}
w Summary

System Name:
Asset Subtype:
Asset Location:
Assigned To:
System Model:
Chassis Type:
IP Address:
Metmask:

MAC Address:
RAM Total:

Processors:

Operating System Name:
Uptime Since Last Reboot:
Agent Version:

Device Timezone:

User Name:

Source:

Agent Connection:

Last Inventory:

Device Created:

Device Modified:

Volume 1:

Back to Devices List =~ Show All History

Need Help?

anvin1Ox64Ani

None [Edit]

Unassigned [Edit]

Unassigned [Edit]

VMware Virtual Platform

other

10.159.19.27

255.255.248.0

00:50:56:86:71:80

2GB

CPU Chip Count: 1

CPU Core Count: 1

CPUO: InteKR) Xeon(R) CPU X5680 @ 3.33GHz (1 core)
Microsoft Windows 10 Enterprise x64

31 days 4 hours 35 minutes

7.1.62

America/Los_Angeles

Administrator

Agent

07/26/2017 10:44:43 &2

32 minutes, 22 seconds ago on 07/27/2017 at 13:01:11
07/25/2017 12:02:50

07/27/2017 13:01:15

Drive C: (Physical Disk) FileSystem: NTFS Used: 22.50GB Total: 99.50GB [ 22.60%
Full] [show Usage History)

Force Inventory | ‘ Wake-On-LAN (Direct) ” Wake-On-LAN (Choose Relay)

Inventory Information

Hardware

Printers (3)

Network Interfaces (1)
Agent

User

Operating System
Drive Encryption

>
>
>
>
>
>
>
> Notes

Configuration pages. These pages enable you to configure settings.

KACE Systems Management Appliance

Session Timeout: 00:59:43 + 07/27/2017 13:58:15

(@ admin (pefaulty -

¢ % semings > History > Asset History Configuration

# Home R . .
Asset History Configuration

3 Inventory

B Monitoring » History Retention &

B Asset Management » Retain Asset History:

Back to History

Need Help?

Bt Distribution N 3Months ~
& Scripting »
*] Security > Asset Type and Field Selection @
O Service Dask »
¥ Contract-Hardware ¥ Contract-Other ¥ Contract-Software ¥l Cost Center
B Reporting > All{19) fieldl(s) retained # AL (15) fiekdls) retained # All(18) field(s) recained # A (0)
£ Settings @ pevice & License —

¥ Department
PR All(O)field(s) retained #
Users ¥ software

P All{1)field(s) retained #
Roles

Provisioning

Resources

History

Support

Al1(62) fiekdls) retained #

¥ vendor
A1 (0) field(s) recained #

Al (27) field(s) retained #

dls) retained &

Al (0) fiekd(s) retained #

Panels. These pages provide access to related components and settings.
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KACE Systems Management Appliance

@ admin (System) «

Session Timeout: 00:59:31 + 07/27/2017 13:56:20

 Home

Settings
1 Seuing

Enzer company name and email information
Configure task throughput
Customize User Console

Agent Settings

Configure file transfer SSL settings

Netwark Sarting
I network Settings
#% Organizations  » Set appliance IP address
Contigure proxy semtings
Enable SMTP

Access Control List

Limit appliance access to acceptable networks

&

Determine download schedule

Configure retention policy

Delete patch content

C‘O Link S

Enable appliance linking

ttings

Settimeout paramerers
Configure link key

)

Need Help?

Backup Settings

Determine backup schedule
Configure retention policy
Restore sppliance 1o prior backup

Date and Time Settings

Se: appliance timezane
Enable Network Time Protocol
Manually set appliance clock

Determine network accessibility
Erable Single Sign On
Configure SSL

Local Routing Table

Configure static network routes

Dell Updal

Determine download schedule
Configure retention policy
Delete update content
Linked Appliances

Linking is currently disabled

Localization

Configure “User Conscle” localization

Components available in Admin mode without

the Organization component

When the Organization component is not enabled, Admin mode shows all of the Admin-level components and the

System-level (appliance-level) settings.

Components available in Admin mode without the Organization component

KACE Systems Management Appliance 12.1 Administrator Guide



KACE Systems Management Appliance @ zdmin
Session Timeout: 00:59:50 + 07/27/2017 13:51:30
¢ ™ Home > Dasl d [ o]
Dashboard ‘ o ‘ Customize View Details |
Top Knowledge Base Articles Latest News Articles
y » n Regarding New Petys (PetyaWrap) Ransomware Outbreak - ¢ KACE Systems Manag -
&8 Monitoring > ms Deployment Appliance s now available!
H Distribution »
& Scripting » 0 Suppor: Notification
> A Licensing Update - End of Asset Pack "grandfathering v
>
» Connections File Synchronizations Managed Installations Current Scripts
’ 5 0 0 0
Managed Operating Systems License Compliance
FaceTime "
MAC 08 X "0
6 0 (5/0 NetLimiter 10
Office "0
QneDrive o
Windows
Table 2. Components available in Admin mode without the Organization component
Component Ul page Used to...
Home «  Dashboard Review appliance statistics, manage labels,
view historical information, and search for
+  Label Management data. See Using the Home component.
« Search
Inventory «  Devices Manage the devices, software, processes,
services, scans, and other items on your
+  Software network. See:
+  Software Catalog «  Managing device inventory
+  Processes «  Managing applications on the

«  Startup Programs Software page

«  Services *  Managing Software Catalog inventory

*  Managing process, startup program,

» Discovery Schedules I
and service inventory

« Discovery Results ) . )
*  Using Device Discovery

*  SNMP Inventory Configurations )
*  Using SNMP Inventory

Configurations to identify specific
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Component

Ul page

Used to...

Monitoring

Assets

Distribution

Scripting

Security

Devices
Alerts
Profiles

Maintenance Windows

Log Enablement Packages

Assets

Asset Types
Contracts

Licences

License Compliance
Locations

Import Assets

Managed Installations
File Synchronizations
Wake-on-LAN
Replication

Alerts

Scripts

Run Now

Run Now Status
Search Scripting Logs
Configuration Policies
Security Policies

Mac Profiles

Patch Management
OVAL Scan

SCAP Scan

Dell Updates

SNMP objects and non-computer
devices to add to inventory

Manage basic event monitoring for 5
servers with your standard license,
gathering event data from core Windows®
event logs, syslogs, and application logs.

With the Monitoring Module license,
manage event monitoring for up to 200
servers.

See Monitoring servers

Track physical assets, such as devices,
software, printers, and so on, and view the
history of assets and their configuration.
See:

*  Managing inventory

*  Managing License Compliance

Distribute and manage software, including
updates from Quest, remotely.

See Deploying packages to managed
devices.

Automate tasks performed on managed
devices.

See Running scripts on managed devices.

Reduce the risks from malware, spyware,
and viruses. OVAL (Open Vulnerability
Assessment Language) is a battery of
tests that can be run to identify security
vulnerabilities on managed devices.
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Component

Ul page

Used to...

Service Desk (also
known as Help Desk
on appliances that
have been upgraded
from early versions)

Reporting

Settings

Tickets
User Downloads
Knowledge Base

Announcements

Archive (available only if ticket

archival is enabled)

Configuration

Reports
Report Schedules

Notifications

Control Panel
Users

Credentials

Roles

Logs

Appliance Updates
Provisioning
Resources

History

Support

See Patching devices and maintaining
security.

Provide a repository of software and
documentation for users to access and
download. Includes a full-featured service
desk for creating and tracking tickets.

See Using the Service Desk.

Run pre-packaged reports and report-
creating tools to monitor your appliance
implementation.

See Using reports and scheduling
notifications.

Administer your appliance and Agent
provisioning. See:

»  Configuring the appliance

»  Configuring user accounts, LDAP
authentication, and SSO

*  Managing credentials
*  Maintaining the appliance
*  Provisioning the KACE Agent

* Importing and exporting appliance
resources

*  Managing settings history

*  Using Troubleshooting Tools

Components available in Admin mode with the
Organization component enabled

When the Organization component is enabled, the Admin mode shows components and settings for the current
organization only. Appliance-level components are available in System mode.

If the Organization component is enabled on your appliance, and you log in to http://appliance_hostname/
admin, the Settings component shows features available to the selected organization only.
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dmin (Default) +
KACE Systems Management Appliance @ admin ©efault

Session Timeout: 00:59:40 + 07/27/2017 13:48:56

¢ i Settings > Control Panel o
# Home 3
Control Panel S
O Inventory 3
=
& Monitoring > [§ ceneral Settings g User Authentication
Bl Asset Management » Customize default configurations Configure trus with LDAP
¥ Distribution N Canfigure device actions
Sexlocale andloge
& Scripting >
& security » B Monitoring Settings
) Service Desk ¥ Adjust sextings for Monitoring
& Reporting »
£ Settings hd

Users

Credentizls
Roles
Provisioning
Resources
History

Suppart

All other components are the same, regardless of whether the Organization component is enabled. See
Components available in Admin mode without the Organization component for components, and see the following
illustration.

fault)
KACE Systems Management Appliance @ samin ety

Session Timeour: 00:59:05 = 07/27/2017 14:00:58

¢« % Home > Dashboard

# Home 5
Dashboard E’l Customize H View Details [E3
3
Dashiboard ;{
Label Management )
Top Knowledge Base Articles Latest News Articles
Search
- -
3 Inventory » « Information Regarding New Petya (PetyaWrap) Ransomware Qutbreak «  KACE Systems Management Appliance (K1000) 7.2 is now available!
o (230836)
@ Monitoring > = KACE Systems Deployment Appliance (K2000) 4.1 (SP1) is now available!
= KACE K1000 (SMA) and K2000 (SDA) information on SambaCry vulnerability
Ml Asset Management » (CVE-201707494) «  KACE Systems Management Appliance 7.1 Seif-Help Feature Highlight
K Distribution 3 (228374)
o Information regarding WannaCry virus and patch MS17-010 (229420)
& Scripting > « K1000 7.0 Support Notifications
*  Reports with Large Datasets May Cause Disk to Fill and Database Corruption
rity hd K100 Licensing Update - End of Asset Pack "grandfathering” v
Security » (213259) g g E
© Service Desk »
B Reporting » Connections File Synchronizations Managed Installations Current Scripts
£ Settings »

5 0 0 0

o S, ™M™

Managed Operating Systems License Compliance
FaceTime w
MACOS X "
60% NetLimiter 100
Office 1
OneDrive 20
Windows
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Table 3. Components available in Admin mode with the Organization component enabled

Component Ul page Used to...
Settings «  Control Panel Manage general settings for the
organization, such as user authentication
*  Users and Agent provisioning. See:
+  Credentials «  Configuring the appliance
* Roles «  Configuring user accounts, LDAP
+  Provisioning authentication, and SSO
. Resources *  Managing credentials
. History *  Provisioning the KACE Agent
. Support * Importing and exporting appliance

resources
Managing settings history

Using Troubleshooting Tools

Components available in System mode with the
Organization component enabled

When the Organization component is enabled,

System mode shows components related to appliance settings.

Organization-level components are available in Admin mode.

When you log in to the appliance System Administration Console, http://appliance_hostname/system,
or select System in the drop-down list in the top-right corner of the Administrator Console, the following

components are available.

@ admin (System) ~

Session Timeout: 00:59:49 + 07/27/2017 13:48:20

. System Dashboard

Warning: 5 of 10 managed computer licenses are being used.

Latest News Articles

K1000 Licensing Update - End of Asset Pack “grandfathering

sks in Progres
Tasks in Progress

Idle

Device Check-In Rate

& Customize View Details Ei

n Regarding New Petya (PetyaWrap) Ransomware Outbresk

Top Knowledge Base Articles

. KACE
(CVE-2017

M#) and K2000 (SDA) information on SambaCry vulnerability
94)

* Information regarding WannaCry

. R

Disk Capacity
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Table 4. Components available in System mode with the Organization component enabled

Component Sub-tabs Used to...
Home «  Dashboard Review summary statistics for the
appliance.

See Using the Home component.

Settings «  Control Panel Manage the appliance and access

resources such as Quest Support. See:
*  Administrators
»  Configuring the appliance
* Logs
*  Maintaining the appliance
*  Appliance Updates
* Importing and exporting appliance

* Resources resources
*  History «  Managing settings history
*  Support «  Using Troubleshooting Tools
Reporting «  Reports Run pre-packaged reports and report-
creating tools to monitor your appliance
*  Report Schedules implementation.
See Using reports and scheduling
notifications.
Organizations +  Organizations Add and manage organizations (requires
the Organization component).
* Roles . . L
See Creating and managing organizations.
*  Filters
*  Devices

Using the Home component

The Home component includes the Dashboard, Label Management, and Search features.

About Dashboards

Dashboards provide overviews of organization or appliance activity. They also provide alerts and links to news
and Knowledge Base articles.

If the Organization component is enabled on the appliance, and you are logged in to the Administrator Console
(http://appliance_hostname/admin), the Dashboard shows information for the selected organization.
When you are logged in to the System Administration Console (http://appliance_hostname/system), the
Dashboard shows information for the appliance, including all organizations.

i TIP: The appliance updates the summary widgets periodically. To update all of the widgets any time, click

the Refresh button in the upper right of the page: c To update individual widgets, hover over the widget,
then click the Refresh button above the widget.
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View the Dashboard in Admin mode

View the Admin mode Dashboard to find summary information for the appliance or, if the Organization component
is enabled, for the selected organization.

* Log in to the Administrator Console , http://appliance_hostname/admin. Or, if Show organization menu
in admin header is enabled, select an organization in the drop-down list in the top-right corner of the page
next to the login information.

The Dashboard page appears.

P

® admin (Default) ~

L
X Session Timeout: 00:59:05 » 07/27/2017 14:00:58
< % Home > Dashboard o
i Home v 5
Dashboar’d Customize H View Details [
- Top Knowledge Base Articles Latest News Articles
- -
» n Regarding New Petya (PetyaWrap) Ransomware Outbreak

* KACE K1000 (SMA) and K2000 (SDA) information on SambaCry vulnerability
(CVE-201707494)

Management »
B Distribution >
& Scripting >

0 Support Notifications

isk to Fill and Database Corruption

3 v K1000 Licensing Update - End of Asset Pack "grandfathering v
»
» Connections File Synchronizations Managed Installations Current Scripts
H
5 0 0 0

o - -

Managed Operating Systems License Compliance
FaceTime "
MAC 08 X "
60% NetLimiter 100
Office "
OneDrive 20
Windows

View the Dashboard in System mode

If the Organization component is enabled on your appliance, view the System Dashboard to find summary
information for the appliance.

* Login to the appliance System Administration Console, https://appliance_hostname/system, or select
System from the drop-down list in the top-right corner of the page.

The System Dashboard page appears.
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< ® Home > Dashboard » System Dashboard
e
System Dashboard
Warning: 5 of 10 managed computer licenses are being used.

atest News Articles

Idle

Customize Dashboard pages

14) and K2000 (SDA) information on SambaCry vulnerability

Disk Capacity

~/

You can customize Dashboard pages to show or hide widgets as needed.

1. Do one of the following:

Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if

Show organization menu in admin header is enabled in the appliance General Settings, select
an organization in the drop-down list in the top-right corner of the page next to the login

information.

Log in to the appliance System Administration Console, https://appliance_hostname/

system, or select System from the drop-down list in the top-right corner of the page.

The Dashboard or System Dashboard page appears.
2. Hover over the widget, then use any of the following buttons:

o

° ———

I Hide the widget.

" . .
#_lI: Resize the widget.

e: Refresh the information in the widget.

'ﬂ': Display information about the widget.

+: Drag the widget to a different position on the page.

3. Some widgets are editable, allowing you to filter the information that they display. To edit an editable

widget, click # andin the dialog box that appears, provide the required information. In some cases, you
can also switch between bar chart and donut views, as applicable.

4. Click the Customize button in the top-right corner of the page to view available widgets.
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View By: Al ltems - X

Widget Library

Installed "" “ Installed Installed Installed

To view all installed widgets, click View By > All Items

To view only the Service Desk widgets, click View By > Service Desk

To view only the Device widgets, click View By > Devices

To view only the Asset Management widgets, click View By > Asset Management
To view only the Security widgets, click View By > Security

= © e No O

0. To show a widget that is currently hidden, click Install.

About Dashboard widgets

Dashboard widgets provide overviews of organization or appliance activity.

This section describes the widgets available on the Dashboard. If the Organization component is enabled on your
appliance, widgets show the information for the selected organization at the Admin level and for the appliance at
the System level.

Widget

Description

General widgets

Latest News
Articles and Top
Knowledge Base
Articles

Connections

File
Synchronizations

Managed
Installations

Current Scripts

License
Compliance

This section provides a high-level overview of your appliance activity. The information
appearing in these widgets allows you to focus on specific indicators that can help
you understand any potential issues.

These widgets provide links to news and information from Quest. News articles are
displayed according to date or importance. Knowledge Base articles are displayed
according to their priority in the Technical Support system.

This widget shows the number of connections to the appliance web server. A high
number indicates a high load on the server, which might reduce appliance response
time. If the Organization component is enabled on your appliance, the widget shows
the information for the selected organization.

This widget shows the number of File Synchronizations that are in progress on Agent-
managed devices. If the Organization component is enabled on your appliance, the
widget shows the information for the selected organization.

This widget shows the number of Managed Installations that are in progress
on Agent-managed devices. If the Organization component is enabled on your
appliance, the widget shows the information for the selected organization.

This widget shows the number of scripts that are enabled to run on Agent-managed
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

If you have created License assets for software, this widget shows the number of
Agent-managed devices that have a particular licensed software installed, and the
number of licenses available. If the Organization component is enabled on your
appliance, the widget shows the information for the selected organization.
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Widget

Description

Provisioning

Provision Platforms

Tasks in Progress

Device Check-In
Rate

Software License

Configuration

Disk Capacity

Software
Publishers

License assets can be created for applications listed on the Software page and the
Software Catalog page, and the license mode for applications must be Unit License
or Enterprise for license information to appear on this widget. Applications with other
license modes, such as Shareware, Freeware, or Not Specified, are not displayed on
this widget.

This widget is for information only, and the appliance does not enforce license
compliance. For example, the appliance does not prevent software from being
installed on Agent-managed devices if a license is expired or otherwise out of
compliance.

The following colors indicate threshold levels:
* Red: Usage is at or above the critical threshold setting.

* Orange: Usage is at or above the warning threshold setting but below the
critical threshold setting.

*  Green: Usage is below the warning threshold setting.

To change the threshold levels, see Configure appliance General Settings without the
Organization component.

For information about managing License assets, see Managing inventory.

This widget shows the status of KACE Agent provisioning or installation tasks. If
the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget shows the percentage of operating systems installed on Agent-managed
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

This widget displays the number of tasks in progress on the appliance. This number
includes tasks related to scripting, inventory, metering, replication, patching,
bootstrapping, and cache queries. You can view the load average on the appliance,
and change the task throughput, as needed. See Configure Agent communication
and log settings.

If the Organization component is enabled on your appliance, the widget is available
on the System Dashboard page.

This widget displays the number of devices that have connected to the appliance in
the past 60 minutes. If the Organization component is enabled on your appliance, this
widget is available at the System level.

If you set up License assets for software, and specify the license type, such as site,
subscription, or unit, that information is displayed in this widget. If the Organization
component is enabled on your appliance, the widget shows the information for the

selected organization.

This widget displays the amount of disk space that is free or in use on the appliance.
If the Organization component is enabled on your appliance, this widget is available
at the System level.

This widget displays the publishers defined in the Software Catalog, with the
highest number of software titles installed on managed devices. If the Organization
component is enabled on your appliance, the widget shows the information for the
selected organization.
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Widget

Description

Software Titles

Expiring Dell
Warranties

Monitoring Alert
Summary

Monitored Devices

Monitoring Alerts

Service Desk
widgets

This widget displays the software titles defined in the Software Catalog, with the
highest number of installations on managed devices. If the Organization component
is enabled on your appliance, the widget shows the information for the selected
organization.

This widget displays information on any Dell Warranties, and links to the Reports list
page for Dell Warranty reports.

If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget displays the number of unacknowledged alerts, grouped by alert level.
The following icons indicate alert level:

. : Critical
. : Error
’ : Warning
. . Information
: Recovered

If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

Low-resource alerts.\When the appliance resources are low, Critical alerts appear
on the Dashboard, providing the recommended course of action such as contacting
Support. These alerts are generated when the appliance is detected to use a high
amount of disk, CPU, and memory resources, or when a high number of emails is
received.

Critical low-resource alerts are displayed when the related condition is detected within
the last ten minutes, and it persisted for one hour before being displayed.

The settings for these alerts are tracked in the history settings. You can disable
that by clearing any of the Low Resource Alerts options on the Settings History
Configuration page. For more information, see Configure System-level settings
history subscriptions with the Organization component enabled.

This widget displays the status of the devices for which monitoring has been enabled.
If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget displays the alert messages for the devices being monitored. If the
Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This section provides a high-level overview of your Service Desk ticket performance.
Use it to quickly review the state of your tickets and look for any indicators that can
improve your customer experience. For example, you can review the numbers of
overdue tickets and focus on specific issues, as needed.
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Widget Description
i NOTE: Service Desk widgets display data for the default queue associated

Shortcuts

Views

Reports

Tickets Opened
Today

Active Tickets By
Owner

Active Tickets By
Category

Active Tickets By
Priority

Active Tickets

Closed Tickets

Overdue Tickets

Overdue Tickets By

Owner

Overdue Tickets
Today

Tickets Due Today

Reopened Tickets

with the logged-in user. If there is no default set for the user, or if Al Queues is
set as the default, the widgets display data from all the queues owned by the
user.

NOTE: If the user does not own any queues, or if their default queue is no
longer valid, the widgets do not display any data.

This widget contains links to common Service Desk actions. Use them to quickly
initiate specific tasks, such as creating a new KB (Knowledge Base) article,
scheduling a report, and so on.

This widget contains links to common Service Desk pages and wizards, including
any custom views that you created. Use them to quickly navigate to specific pages,
such as My Recent Tickets, All Unassigned Tickets, and Tickets Due Today. It
also displays link to custom views, as applicable. The list of custom views is sorted
alphabetically. If you want the custom views to appear in a specific order, you can
prefix their names with numbers, as needed.

This widget contains links to common Service Desk reports. Use them to quickly
generate a specific report, such as Open Tickets last 7 days by Owner, Stalled/Open
Tickets by Owner, and others.

This widget contains the number of Service Desk tickets that were opened today.

These widgets display the numbers of active, closed, overdue, overdue today, due,
due today, or reopened Service Desk tickets, grouped into any of the following
categories:

+  Category
*  Priority
+  Owner
*  Queue
* Range

The resulting data can appear in a Bar Chart or a Donut Chart.
To change the widget title, choose how you want to group the tickets, or select the

chart type, click # inthe widget. In the dialog box that appears, make your edits and
click Save.
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Widget

Description

Average Ticket
Resolution Time

Tickets Overdue

Device widgets

Devices By
Memory

Devices By
Processor

Devices by Disk
Capacity

Managed Operating
Systems

Devices By
Manufacturer

Devices By Model

Devices By
Subtype

This widget displays the average number of days the ticket resolution takes over that
last 30 days, grouped into any of the following categories:

+  Category
*  Priority

«  Owner

*  Queue

*  Month

The resulting data can appear in a Bar Chart or a Donut Chart.
To change the widget title, choose how you want to group the tickets, or select the

chart type, click # inthe widget. In the dialog box that appears, make your edits and
click Save.

This widget displays the number of Service Desk tickets that are currently overdue.

This section provides a high-level overview of your managed devices. Use it to
quickly review the state of your devices and look for any indicators that can improve
their performance. For example, you can review the percentages of available disk
space, and focus on specific issues, as needed.

This widget shows a bar chart, where each bar represents a number of devices that
have an indicated amount of RAM installed on them.

This widget shows a bar chart, where each bar represents a number of devices that
have a specific processor configuration.

This widget shows a donut chart, where each section of the chart indicates the
percentage of free disk space on the managed devices. Clicking the widget title
displays a report with links to the associated devices. Hovering over each section
of the chart displays the percentage of managed devices that have the selected
percentage of free disk space. For example, if you hover over the red part of the
chart, the widget displays the percentage of devices whose free disk space is lower
than 25%.

This widget shows the percentage of managed devices that are running each
operating system. If the Organization component is enabled on your appliance, this
widget shows the percentage of devices in the selected organization.

This widget shows the top device manufacturers represented in device inventory.
If the Organization component is enabled on your appliance, this widget shows the
percentage of devices in the selected organization.

This widget shows the top device models represented in the device inventory. If
the Organization component is enabled on your appliance, this widget shows the
percentage of devices in the selected organization.

This widget shows a donut chart, where each section of the chart indicates the
percentage of the managed devices by device subtype.
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Widget

Description

VMware Device
Counts

VMware Device
Reports

VMware ESXi
Device By Status

VMware ESXi
Version Counts

Asset
Management
widgets

Assets By Type

Assets By Status

Cost ($) of Unused
Licenses By
Product

License
Compliance

This widget shows the counts of each VMware device type, such as vCenters, ESXi
hosts, virtual machines, and provisioned virtual machines. Clicking the widget title
displays the Devices list page.

This widget contains links to five popular VMware inventory reports. Clicking the
widget title displays the Reports list page with the Virtual Infrastructure filter applied.

This widget displays a donut chart showing the current status of ESXi devices. There
are four possible values: OK, Warning, Error and Unknown. Clicking the widget title
displays a new VMware inventory report that lists all ESXi devices by current status.

This widget shows the counts of the top five ESXi versions. Clicking the widget title
displays a new VMware inventory report that shows all ESXi devices by version.

This section provides a high-level overview of your asset usage. Use it to quickly
review the state of your assets and look for any indicators that can improve your
asset configuration. For example, you can focus on how your software licenses are
used and identify which software titles need to have their license renewed.

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their asset type, such as device, software, location,
license, and others. Hovering over each section of the chart displays the percentage
of the assets of the selected type.

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their status, such as Active, Disposed, Missing, or
other. Hovering over each section of the chart displays the percentage of the assets
in the selected status.

This widget shows a bar chart, where each bar represents the cost of unused
licenses for each product. You can use this information to reassign or cancel unused
licenses, and to redirect your resource where they are most needed.

If you have created License assets for software, this widget shows the number of
Agent-managed devices that have a particular licensed software installed, and the
number of licenses available. If the Organization component is enabled on your
appliance, the widget shows the information for the selected organization.

License assets can be created for applications listed on the Software page and the
Software Catalog page, and the license mode for applications must be Unit License
or Enterprise for license information to appear on this widget. Applications with other
license modes, such as Shareware, Freeware, or Not Specified, are not displayed on
this widget.

This widget is for information only, and the appliance does not enforce license
compliance. For example, the appliance does not prevent software from being
installed on Agent-managed devices if a license is expired or otherwise out of
compliance.

The following colors indicate threshold levels:
* Red: Usage is at or above the critical threshold setting.

* Orange: Usage is at or above the warning threshold setting but below the
critical threshold setting.

*  Green: Usage is below the warning threshold setting.
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Widget

Description

Software Titles

Software
Publishers

Assets by Location

Software Installed
But Not Used in 60
Days

Expiring
Software License
Maintenance

Expired Software
License
Maintenance

Expiring Contracts

Expired Contracts

Software License
Configuration

Security widgets

Critical Patch
Compliance

To change the threshold levels, see Configure appliance General Settings without the
Organization component.

For information about managing License assets, see Managing inventory.

This widget displays the software titles defined in the Software Catalog, with the
highest number of installations on managed devices. If the Organization component
is enabled on your appliance, the widget shows the information for the selected
organization.

This widget displays the publishers defined in the Software Catalog, with the
highest number of software titles installed on managed devices. If the Organization
component is enabled on your appliance, the widget shows the information for the
selected organization.

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their location. Hovering over each section of the chart
displays the percentage of the assets in the selected location.

This widget shows a bar chart, where each bar represents a software title and the
corresponding number of instances of that product that have not been in use in the
last 60 days. You can use this information to further investigate whether these titles
are needed, to reassign or uninstall unused software, and to redirect your resource
where they are most needed.

This widget shows a vertical bar chart, where each bar represents the number of
software licenses that are about expire in the given time period.

This widget shows a donut chart representing the ration of expired and current
licenses. Hovering over each section of the chart displays the percentage of the
software licenses that are either expired or current, as selected.

This widget shows a vertical bar chart, where each bar represents the number of
contracts that are about expire in the given time period.

This widget shows a donut chart representing the ration of expired and current
contracts. Hovering over each section of the chart displays the percentage of the
contracts that are either expired or current, as selected.

If you set up License assets for software, and specify the license type, such as site,
subscription, or unit, that information is displayed in this widget. If the Organization

component is enabled on your appliance, the widget shows the information for the

selected organization.

This section provides an overview of patch compliance in your environment, and the
information about patching processes. Use it to quickly review the level of system
patches installed on managed devices and look for any indicators that can improve
your system security.

This widget shows the deployment progress of patches that are marked as critical.
If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.
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Widget

Description

Dell Updates

Compliance By
Machine

Compliance By
Patch

Patch Installation
Progress

Patches Deployed

Patches Failed

Patches Released

This widget displays the number of Dell applications, BIOSs, and firmware updates
that can be applied to managed devices. The updates are categorized as Moderate,
Important, or Critical, depending on the urgency of the update. After a Dell Update
schedule is created, data appears in the widget. See Configure Dell Update
schedules.

If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget displays a donut chart, where each section of the chart indicates the
percentage of patch compliance for each managed device. Hovering over each
section of the chart displays the percentage of the patch compliance for the selected
device.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget provides a donut chart, where each section of the chart indicates the
percentage of compliance for each applicable patch. Hovering over each section of
the chart displays the percentage of the compliance for the selected patch.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget shows the progress of patching tasks that are running on managed
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

This widget displays the number of patches that are currently deployed.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget displays the number of patches that failed to deploy.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget displays the number of patches that are released and available for
deployment.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.
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Widget

Description

Patching Tasks

Completed

Reports

SCAP Summary

Views

Windows 10
Releases

This widget shows the progress of patching tasks, such as detect, deploy, and
rollback tasks, on managed devices. If the Organization component is enabled on
your appliance, the widget shows the information for the selected organization.

This widget contains links to common patching reports. Use them to quickly generate
a specific report, such as Critical and Recent Bulletin List , Devices not compliant by
patch, and others.

This widget provides information about SCAP scans that have been performed on
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

This widget contains links to common patching pages and wizards, including any
custom views that you created. Use them to quickly navigate to specific pages, such
as the Patch Catalog. If you have any custom views, they are sorted alphabetically. If
you want the custom views to appear in a specific order, you can prefix their names
with numbers, as needed.

This widget shows a bar chart, with each item in the chart representing a particular
Windows 10 release and the number of managed devices running that version. This
can give you an idea of how many devices are candidates for published Windows 10
updates.

View Dashboard details

Dashboard details show statistics for the appliance or the selected organization.

If the Organization component is enabled on your appliance, and you are logged in to the Administrator Console
(http://appliance_hostname/admin), the statistics are shown for the selected organization. When you are
logged in to the System Administration Console (http://appliance_hostname/system), the statistics are
shown for the appliance, including all organizations.

On new appliances that have no managed devices, the Dashboard Detail page shows zero or no records.

1. Do one of the following:

¢ Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if
Show organization menu in admin header is enabled in the appliance General Settings, select
an organization in the drop-down list in the top-right corner of the page next to the login
information.

* Login to the appliance System Administration Console, https://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

2. Click Home > Dashboard.

The Dashboard or System Dashboard page appears.

3. In the top-right corner of the page, click View Details.

The Dashboard Detail page appears. It shows the following information:

Summary Section

Description

Alerts

Devices

Information about license capacity and usage for managed devices in inventory.

Information about managed devices, including a breakdown of the operating systems
in use.
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Summary Section

Description

Software

Distributions

Monitoring Alerts
Summary

Alert Summary

Patches

OVAL

Discovery
(Network Scan)

In addition, if the number of managed devices exceeds the number allowed by your
license key, you are notified of it here.

A summary of the applications that are available in inventory on the appliance. This
includes applications listed on the Software page and the Software Catalog page.

The applications that have been distributed to managed devices, separated by
distribution method. This section also indicates the number of packages that are
enabled and disabled.

The number of unacknowledged alerts for monitored devices, grouped by alert level.

The following icons indicate alert level:

. : Critical
. : Error
’ : Warning
. : Information
: Recovered

The alerts that have been distributed to managed devices, separated by the alert
type. This summary also indicates the number of alerts that are active and expired.

The IT Advisory refers to the number of Knowledge Base articles in User Console.

The patches received from software vendors such as Microsoft® and Apple. The
summary includes the date and time of the last patch (successful and attempted),
total patches, and total packages downloaded.

Information about the Open Vulnerability Assessment Language (OVAL), a battery
of tests that can be run to identify security vulnerabilities on managed devices. OVAL
information includes:

*  The definitions received

*  The date and time of the last OVAL download (attempted and successful)
*  The number of OVAL tests in the appliance

*  The number of devices scanned

*  The number of vulnerabilities detected on managed devices

The results of Discovery scans that have run on the network, including the number of
IP addresses scanned, the number of services discovered, and the number of scans
that have been performed.

NOTE: When this page is refreshed, the record count is updated. New appliance installations contain
zero records.

For more information about OVAL, see Maintaining device and appliance security.
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View task schedules

The Task Schedule page displays a list of tasks scheduled for the current hour, day, or the week, as selected,
using their start times and an estimated duration based on machine counts and task types. Any tasks that have
detail pages associated with them, such as scripts, can be accessed by clicking the task name in the table.

The Administrator Console displays the tasks associated with the selected organization and any System tasks,
like the Backup Window. When you view this page in the System Administration Console, it displays all tasks
from all organizations (separated by the organization), along with any available System tasks.

Any task chains that appear in the page are represented with connecting lines. For more information about task
chains, see Using Task Chains.

Tasks associated with multiple agents and devices appear in gradient color line, where the length of the line does
not reflect the task duration or any historical data. Solid color lines appears indicates tasks with a fixed duration. A
blue vertical bar in the graph represents the current date and time.

1.

Do one of the following:

¢ Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if
Show organization menu in admin header is enabled in the appliance General Settings, select
an organization in the drop-down list in the top-right corner of the page next to the login
information.

* Login to the appliance System Administration Console, https://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

The Dashboard or System Dashboard page appears.

On the left navigation bar, in the Home section, click Task Schedule.

The Task Schedule page appears.

To switch between different levels of detail, click Hour, Day, or Week, as required.

View the appliance version, model, and license information

The About appliance link in the Help panel displays the appliance version, model, and license information.

1.
2.

Log in to the User Console, Administrator Console, or System Console.
In the upper right of the Administrator Console, click Need Help.

A help pane appears on the right containing high-level information about the related Administrator
Console page. The bottom of the help pane includes the following buttons:

Appliance Administrator Guide(™): Provides access to the KACE System Management Appliance
help contents.

Knowledge Base (®): Allows you to browse the Knowledge Base articles associated with the related
Administrator Console page.

* NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Video Knowledge Base (H#): Allows you to browse one or more training videos associated with the
related Administrator Console page. You can play a video on the help pane, in a smaller window
outside of the selected page, or on the target Knowledge Base page that hosts the video.

i NOTE: This option is only available if related videos exist on the Support Portal. Also, it only
appears in the Administrator Console and the System Console. It does not appear in the User
Console.

Live Chat (®): Starts a chat with a KACE System Management Appliance product specialist.
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o

o

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Open Ticket (#): Links to the Support page (https://support.quest.com/create-service-request) that
allows you to create a service request.

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Support (&): Links to the Settings > Support page. This page provides resources for troubleshooting
system management issues and contacting Quest Support.

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

KACE GO Mobile App (): Displays a dialog containing links for downloading the KACE GO Mobile
App. The app is available for iOS and Android platforms.

* NOTE: This option is available if the appliance is configured to interact with the K1 GO Mobile
App. It only appears in the Administrator Console and the System Console. It does not appear
in the User Console For more information on enabling mobile access, see Configuring Mobile
Device Access.

About (@): Displays information about your KACE System Management Appliance installation.

NOTE: This option is only available in the Administrator Console and the System Console. It

L
1 does not appear in the User Console.

3. Click the About link located at the bottom-right corner of the panel.

The appliance license information is displayed.

o

o

o

o

o

The appliance version, model, and serial numbers.
The license expiration date, in month/day/year format.

The number of Managed Computers, Monitored Servers, and Assets that your license entitles you to
manage.

Managed Computers are devices in appliance inventory that 1) have Windows, Mac, Linux, or
UNIX operating systems, 2) are categorized as PCs or servers, and 3) were not added to inventory
manually, through the WSAPI, or through mobile device management.

Monitored Servers are servers that 1) meet the requirements for Managed Computers and 2) have
Monitoring enabled.

Assets that count toward your license limit include devices that 1) have been added to the appliance
inventory but do not meet the definition of Managed Computers or Monitored Servers and 2) were
not added to inventory manually, through the WSAPI, or through mobile management. Examples of
Assets include printers, projectors, network gear, and storage devices. The assets you create and
manage using the Asset Management component do not count toward the license limit.

NOTE: Your product license agreement entitles you to manage a specified number of devices.

Be aware that devices count toward these limits even if devices are MIA (missing in action) or no
longer in use. However, devices that are added to inventory manually, or through the API, do not
count toward license limits. For more information, see https://quest.com/docs/Product_Guide.pdf.

NOTE: To increase your license capacity, go to the Quest website: https://quest.com/buy.

License terms and conditions.

Third-party code attributions.

Optional: View appliance license information with enabled components. See View product licensing information.
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View product licensing information

The appliance license information appears in the Appliance Updates section of the Administrator Console.
1. Go to the appliance Control Panel:

If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hosthame/admin, then select Settings > Control
Panel.

If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Appliance Updates.

3. Inthe License Information section, click the Help button: .

The following information appears:

o

o

o

Managed Computers: The number of Managed Computers your license entitles you to manage.
Managed Computers are devices in the inventory that 1) have Windows, Mac, Linux, or UNIX
operating systems, 2) are categorized as PCs or servers, and 3) were not added to inventory
manually, through the WSAPI, or through mobile device management

Monitored Servers: The number of Monitored Servers your license entitles you to manage.
Monitored Servers are servers that 1) meet the requirements for Managed Computers and 2) have
Monitoring enabled.

Assets: Assets that count toward your license limit include devices that 1) have been added to the
inventory but do not meet the definition of Managed Computers or Monitored Servers and 2) were
not added to inventory manually, through the WSAPI, or through mobile management. Examples of
Assets include printers, projectors, network gear, and storage devices. The assets you create and
manage using the Asset Management component do not count toward the license limit.

NOTE: Your product license agreement entitles you to manage a specified number of devices.
Be aware that devices count toward these limits even if devices are MIA (missing in action) or no
longer in use. However, devices that are added to inventory manually, or through the API, do not
count toward license limits. For more information, see http://quest.com/docs/Product_Guide.pdf.

NOTE: To increase your license capacity, go to the Quest website: https://quest.com/buy.
Expires: The license expiration date, in month/day/year format.

NOTE: When the appliance maintenance expires, some features such as patching support
become unavailable. This causes an error alert to appear on the Home Dashboard. To renew
your license, visit https://support.quest.com/contact-us/renewals. For more information about the
Dashboard, see Using the Home component.

Components: The components enabled under your license.

Optional: View the product serial number, model number, license terms and conditions, and third-party code
attributions. See View the appliance version, model, and license information.

About appliance software updates

The appliance checks with the servers at Quest daily for software updates. These updates are referred to as
advertised updates.

If updates are available, an alert appears on the Home page of the Administrator Console the next time you log
in with Administrator account privileges.

Related topics
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Upload an update file to the appliance manually.

About labels

Labels are containers that enable you to organize and categorize items, such as devices, so that you can manage
them as a group.

For example, you can use labels to identify devices that have the same operating system or that are in the same
geographic location. You can then initiate actions, such as distributing software or deploying patches, on all of
the devices with that label. Labels can either be manually assigned to specific items or automatically assigned to
items when they are associated with criteria, such as SQL or LDAP queries.

You can add labels from the Labels section as well as from other sections of the Administrator Console where
labels are used, such as the Devices page.

The following labels are available:

. Labels: Labels that are applied manually and used to organize users, devices, software, Managed
Installations, and more. See Managing manual labels.

*  Smart Labels: Labels that are applied and removed automatically based on criteria you specify. For
example, to track laptops in a specific office, you could use a label called “San Francisco Office,” and add
a Smart Label based on the IP address range or subnet for devices located in the San Francisco office.
Whenever a device that falls within the IP address range is inventoried, the Smart Label “San Francisco” is
automatically applied. When the device leaves the IP address range, and is inventoried again, the label is
automatically removed. See Managing Smart Labels.

» LDAP Labels: Labels that are applied to and removed from users and devices automatically based on
LDAP or Active Directory® queries. See Managing LDAP Labels.

Related topics
Managing Smart Labels
Managing LDAP Labels

Searching for information and filtering lists

You can search the appliance databases, and filter list pages, to find information on the appliance.

If the Organization component is enabled on your appliance, you can search the database of each organization
separately. You cannot search the databases of all organizations at once, and you cannot search at the System
level.

Search at the Admin level

You can search the Admin-level databases to find information on the appliance.

If the Organization component is enabled on your appliance, you can search the database of each
organization separately. You cannot search the databases of all organizations at once, and you cannot
search at the System level.
1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Do one of the following:

e Click the Search button in the top-right corner of the page to display the Search field. Then
type at least four characters in the Global Search field and press Enter or Return. The following
illustration shows this Search field:
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* Click Home > Search. Then type at least four characters in the Search field that appears above
the list on the right, and press Enter or Return. The following illustration shows this Search

field:
T et
{ ) KACE Systems Management Appliance @ ooty -
‘\x.,/f \ Session Timeout: 00:59:51 + 07/27/2017 042

¢ T Home » Search a
% Home - ~ List Refr d: 07/27/2017 13.:00:34
Search Results st Relreshed: 67
Dzshoozrd View By: Al It -

TIP: Use the percent sign (%) as a wildcard. For example, you can use the percent sign in a search string
to find all items that match the criteria before and after the percent sign.

Search at the page level

Page-level Search enables you to search for information on the current page.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Goto alist page. For example, on the left navigation bar, click Inventory. The Devices page appears.
3. On the list page, Devices in this example, enter the search text into the Search field in the top-right corner
of the page. Press Enter or Return to begin the page level search.

The following illustration shows the Page-level Search field:

I/ \‘ ACE Svstems agement Appliance @e,m‘n'n)e!a,.“: -
A __,/ N Session Timeout: 00:59:46 « 07/27/2017 13:03:17]
« O t » Devices a
f Home » Dev‘ces List Refreshed: 07/27/2017 13:03:04 Auto Refresh: Every 15 Seconds v
0 Inventory h --._________‘
ViewBy: All ltems'™>
I Devices
* TIP: Use the percent sign (%) as a wildcard. For example, you can use the percent sign in a search string

to find all items that match the criteria before and after the percent sign.

Searching at the page level with advanced options

Advanced page-level Search enables you to search for information on the current page using various
combinations of criteria. Advanced page-level Search is available on most list pages, such as the Devices page
and the Software page.

Example: Search for managed devices using Advanced Search criteria

This example shows how to use Advanced page-level Search to find Windows devices that are running low on
disk space.

When a scoped user performs an advanced search on devices, and their user role is associated with a Smart
Label, the results only include the devices that are associated with the Smart Label. To see additional devices,
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you can change the scope of Smart Label, as needed. For more information on how to configure a device scope
for a user role, see Add or edit User Roles. For details about Smart Labels, see Managing Smart Labels.

1.  Go to the Devices list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Dashboard.
2. Click the Advanced Search tab above the Devices list on the right.

The Advanced Search panel appears.

Choose Action - Smart Label  Notification g
A -

Smart Label: select ... *  Load

Name + contains ~ Windows AND -| Add Line Add Group

3. Specify the criteria required to find Windows devices:
Operating System: Name | contains | Windows

4. With AND selected in the operator drop-down list, click Add Line to add a new line, then specify the criteria
required to find devices that are low on disk space:

Drive Information: Disk % Capacity | > | 95
5. Click Search.

The list is refreshed to show devices that match the specified criteria.

Add Smart Labels and Notifications using Advanced Search criteria
You can add Smart Labels and notifications using criteria in the Advanced Search panel.

When a scoped user performs an advanced search on devices, and their user role is associated with a Smart
Label, the results only include the devices that are associated with the Smart Label. To see additional devices,
you can change the scope of Smart Label, as needed. For more information on how to configure a device scope
for a user role, see Add or edit User Roles. For details about Smart Labels, see Managing Smart Labels.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Goto alist page. For example, on the left navigation bar, click Inventory to display the Devices page.
3. Click the Advanced Search tab above the list on the right and enter the search criteria.

See Example: Search for managed devices using Advanced Search criteria.
4. Click the Smart Label tab above the list on the right.

The Smart Label panel appears, and the selected search criteria remain available.
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Smart Label

Name * =+ Windows AND -| Add Line

Disk % Capacity + = = 95 AND | Add Line

Choose Label: v m Metering Enabled

Add Group

5. In the Choose label drop-down list, do one of the following:
* Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.
i NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.
¢  Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.
i NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.
6. Click Create.
Smart Labels are applied as follows:
> Smart Labels are automatically applied to or removed from devices when devices check in to the
appliance, based on whether the devices meet the specified criteria.
> If a specific application Smart Label is edited using Home > Labels > Smart Labels, it is applied to or
removed from all applications immediately.
> Smart Labels are automatically applied to or removed from applications when the items are updated
on the Inventory > Software page, based on whether the items meet the specified criteria.
7. Click the Notification tab above the list on the right.
The Notification panel appears, and the selected search criteria remain available.
Notification
Name * contains v Windows AND | Add Line Add Group |
Disk % Capacity » = v 95 AND ~ | Add Line Add Group |E
Frequency: 15Minutes « Title: Recipient:
8. Provide the following information:
Field Description
Title The information that you want to appear in the Subject line of the email.
Recipient The email address or addresses of intended recipients. Email addresses must be fully

qualified email addresses. To send email to multiple addresses, use commas to separate
each address, or use email distribution lists.

Frequency The interval at which the appliance runs the query to compare the selected criteria with

10.

items in inventory. If criteria are met, the notification is sent.

Optional: To verify the criteria, click Test Notification.

The list is refreshed to show items that match the specified criteria. No email notifications are sent
during the test.

Click Create Notification.
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The natification is added and it appears on the Email Alerts page.
For information about scheduling the frequency of the notification, see Edit notification schedules.

Related topics

Example: Search for managed devices using Advanced Search criteria

Load Smart Labels from the Advanced Search tab

You can load Smart Labels from list pages on which the Advanced Search tab is available.

When a scoped user performs an advanced search on devices, and their user role is associated with a Smart
Label, the results only include the devices that are associated with the Smart Label. To see additional devices,
you can change the scope of Smart Label, as needed. For more information on how to configure a device scope
for a user role, see Add or edit User Roles. For details about Smart Labels, see Managing Smart Labels.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Go to a list page. For example, click Inventory to display the Devices list.

3. Click the Advanced Search tab above the list on the right to display the Advanced Search panel.

4. Atthe top of the Advanced Search panel, in the Smart Label drop-down list, select the Smart Label you
want to load.

The drop-down list shows Smart Labels that match the list page you are viewing. For example, on the
Devices page, the drop-down list shows Device Smart Labels. In addition, labels are displayed only if
the underlying SQL has not been edited outside of the Smart Label wizard. This is because the wizard
cannot be used to display custom SQL.

5. Click Load.

The criteria of the selected Smart Label appears in the Advanced Search panel.

Create Custom Views using Advanced Search criteria

You can create Custom Views using Advanced Search criteria. Custom Views display list items using predefined
Advanced Search criteria. Custom Views are available on list pages such as the Software Catalog page, the
Assets page, and the Service Desk Tickets page.

Custom Views are user-specific. Users cannot access the Custom Views that are created by other users.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

Go to a page that has the Custom View option, such as the Software Catalog page or the Assets page.
Click the Advanced Search tab on the top-right corner of the page and enter the search criteria.
Click the Custom View tab on the top-right corner of the page to display the Custom View panel.

Select Custom View criteria. For example, to create a view on the Software Catalog page that displays
all Windows devices that have metered applications in the category of Infrastructure Applications, do the
following:

a. Specify the criteria required to find applications categorized as Infrastructure Applications:

o~ wbd

Category | = | Infrastructure Applications

b. With AND selected in the operator drop-down list, click Add Line to add a new line.
Specify the criteria required to find applications that are metered:
Metered | is | True

With AND selected in the operator drop-down list, click Add Line to add a new line.
Specify the criteria required to find Windows devices:
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Platform | = | Windows

Choose Action Not Discovered ~ Uncataloged ~ Advanced Search foRd

Customn View

Category v = »  Custom Applications + AND ~ | Add Line roup ‘

Metered v s v True v AND ~ | Add Line D ‘E
App-V v s *  False + AND - | Add Line up ‘E
Platform v = »  Windows AND ~ Add Line D ‘EIJ'

6. Optional: Click Test to refresh the list to show items that match the specified criteria.
7. Inthe View Name field, type a name for the Custom View, then click Create.

The Custom View appears in the View By drop-down list.
Related topics

Example: Search for managed devices using Advanced Search criteria

Access product documentation

The Administrator Console provides access to help contents and documentation search. It also allows you to
browse related Knowledge Base articles, and to chat with product specialists, when needed.

1. Login to the User Console, Administrator Console, or System Console.

2. Inthe upper right of the Administrator Console, click Need Help.

A help pane appears on the right containing high-level information about the related Administrator
Console page. The bottom of the help pane includes the following buttons:

> Appliance Administrator Guide(*): Provides access to the KACE System Management Appliance
help contents.

° Knowledge Base (®): Allows you to browse the Knowledge Base articles associated with the related
Administrator Console page.

* NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

°  Video Knowledge Base (H): Allows you to browse one or more training videos associated with the
related Administrator Console page. You can play a video on the help pane, in a smaller window
outside of the selected page, or on the target Knowledge Base page that hosts the video.

NOTE: This option is only available if related videos exist on the Support Portal. Also, it only
appears in the Administrator Console and the System Console. It does not appear in the User
Console.

°  Live Chat (#): Starts a chat with a KACE System Management Appliance product specialist.

. NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

°  Open Ticket (#): Links to the Support page (https://support.quest.com/create-service-request) that
allows you to create a service request.
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NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Support (&): Links to the Settings > Support page. This page provides resources for troubleshooting
system management issues and contacting Quest Support.

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

KACE GO Mobile App (C): Displays a dialog containing links for downloading the KACE GO Mobile
App. The app is available for iOS and Android platforms.

NOTE: This option is available if the appliance is configured to interact with the K1 GO Mobile
App. It only appears in the Administrator Console and the System Console. It does not appear
in the User Console For more information on enabling mobile access, see Configuring Mobile
Device Access.

About (©): Displays information about your KACE System Management Appliance installation.

NOTE: This option is only available in the Administrator Console and the System Console. It

L]
1 does not appear in the User Console.

3. Click alink in the page-level Help topic.

The main Help system appears, displaying the selected topic.
4. Click the Search tab in the left pane of the Help system.
All search terms use an implicit Boolean AND statement. For example, if you search for Windows
provisioning, Search displays results that contain both words.
i TIP: For a PDF version of the Help system, click the Acrobat button on the right side of the main
Help system navigation bar (}*).

5. Administrator or System Console only. Search for Knowledge Base articles associated with the related
Administrator Console or the System Console page.

a. At the bottom of the help pane, click =.

The help pane displays a list of related Knowledge Base articles.

i ‘ NOTE: Knowledge Base articles are currently only available in English.

b. Use the navigation buttons to look for a specific article.
c. Search the listed articles for a specific keyword, as needed.
d. When you find a desired article, click the link in the help pane.

The selected Knowledge Base article appears on a new tab in your browser.

IMPORTANT: To see the article contents, you must log in to the Quest Support site using

L]
1 your Quest user name and password.

6. Administrator or System Console only. Search for Knowledge Base articles associated with the related
Administrator Console or the System Console page.

a. At the bottom of the help pane, click HE.

The help pane displays a list of related training videos.

NOTE: To access the videos, you must log in to the Quest Support site using your Quest user
name and password. Training videos are currently only available in English.

b. Use the navigation buttons to look for a specific video, as applicable.
c. To play a video, click the Play Video button.
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The selected video starts playing on the help pane.
d. Continue to play a video on the help pane, or use a different display option, such as Picture-In-
Picture, Fullscreen, or Popout player, to display it outside of the selected page. These controls
are located at the bottom of the video.
Administrator or System Console only. Chat with a product specialist.

a. Click ®.

The Chat with Support dialog box appears.

Type your Full Name, Email Address, and Purpose of your Chat, as applicable, and click Start
Chat.

The Chat with Support dialog box refreshes, showing a list of existing Knowledge Base
(KB) articles that may contain information about the specified topic. The list of topics may

appear on multiple pages, depending on the type of the requested information.

7.

b.

Review the list of KB articles. Use the page navigation controls at the bottom of the list, if
applicable. To read a KB article, click the title in the list.

If none of the listed KB articles provide the information you need, click None of the solutions
above solved my issue, continue with chat.

NOTE: You can only use this feature when product specialists are available to respond to your
questions. If Live Chat is not available, this is indicated in the dialog box.

The LIVE CHAT dialog box appears. The Full Name, Email Address, Product and Purpose
of your Chat boxes are populated using the information specified in the Chat with Support

dialog box.
e. Click Start Chat.

The LIVE CHAT dialog box refreshes.

f.  Inthe LIVE CHAT dialog box, type your question, and click SEND to start chatting with a product

specialist.
8. Administrator or System Console only. Open a Support ticket.
a. Click #.

Your browser displays the Submit a Service Request page (https://support.quest.com/
create-service-request) in a new tab or window.
b. Use this page to open a service ticket, as required.
9. Administrator or System Console only. Click 4.

The Settings > Support page appears. This page provides resources for troubleshooting system

management issues and contacting Quest Support.
10. Administrator or System Console only, when mobile access is enabled on the appliance.
NOTE: For more information on enabling mobile access, see Configuring Mobile Device Access.

a. Click €.
A dialog box appears, allowing you to download KACE GO. The app is available for iOS

and Android platforms from their respective app stores.
Click the link for your mobile device OS, as needed, to download the app.
For more information about downloading and configuring KACE GO, seeDownload and

use KACE GO.
11. Administrator or System Console only. Review information about your KACE System Management

b.

Appliance installation.
a. Click @,
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A dialog box displaying product information appears.

b. Toclose it, click Close.
12. To close the help pane, click Need Help.

Log in to the Administrator Console: First login
following initial network configuration

After the network settings are configured and the appliance restarts, you can log in to the appliance
Administrator Console from any computer on the LAN (local area network).

During the first login following initial network configuration, you must provide your appliance license key and set
the password for the admin account.

i NOTE: Your browser setting determines the language displayed in the Administrator Console the first
time you log in. To change this setting after you log in, see Configuring locale settings.

1. Open a web browser and enter the Administrator Console URL:
http://appliance_hostname/admin. For example, http://kace_sma/admin.
2. Provide the following information:

Option Description

License Key Enter the license key you received in the Welcome email from Quest. Include the dashes.
If you do not have a license key, contact Quest Support at https://support.quest.com/
contact-support.

Password Enter a password for the default admin account, which is the account you use to log in to
the appliance Administrator Console. The default admin account is the only account on
the appliance at this time. If you forget the password for this account, the system might
have to be reset to factory defaults which can result in loss of data.

i NOTE: If you have multiple types of KACE appliances, Quest recommends that you
use the same password for the admin account on all appliances. Using a common
password enables you to link the appliances later.

Company Enter the name of your company or group.
Name
Timezone Select the timezone where the appliance is located.

3. Click Apply Settings and Reboot.

The appliance restarts.

4.  When the appliance has restarted, refresh the browser page.

5. Accept the End User License Agreement (EULA), then log in using the login ID admin and the password
you chose on the initial setup page.

6. Select or clear the check boxes next to the notification fields to enable or disable email notifications
for the administrator account. You can change these settings later as needed. See Manage appliance
administrator email notifications.
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Option Description

Enable Quest Enable Quest to send security notifications to the email address of this administrator.
Security This feature is available only to System-level administrator accounts. It is not available to
Notifications Admin-level administrator accounts, or non-administrator user accounts.

Enable Quest Enable Quest to send sales and marketing notifications to the email address of this

Sales and administrator. This feature is available only to System-level administrator accounts; it is not
Marketing available to Admin-level administrator accounts, or non-administrator user accounts.
Notifications

The Administrator Console appears and the appliance is ready for use.
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Getting started

To use the appliance, you need to configure appliance settings to match your network configuration.

In addition, you can set up Labels, User Authentication, Replication Shares, Credentials Management, Assets,
License Compliance, and Service Desk features to meet the needs of your environment. If the Organization
component is enabled on your appliance, you can add or edit organizations and organization settings as needed.

Configuring the appliance

Appliance configuration consists of setting up network, security, locale, and other settings on the appliance.

Requirements and specifications

appliance technical specifications describe appliance capacity and requirements for managing devices.

For the latest information about appliance hardware, requirements for managed devices, and browser
requirements for accessing the Administrator Console, see the Technical Specifications available on the product
documentation page: https://support.quest.com/kace-systems-management-appliance/technical-documents.

Power-on the appliance and log in to the
Administrator Console

When the appliance is powered on for the first time, you can log in to the appliance Administrator Console from
any computer on your LAN, provided that a DHCP server is available to assign an IP address to the appliance.
This enables you to use the setup wizard to configure initial network settings.

+ If you have the virtual version of the virtual appliance, download the appliance software and set up the
virtualization infrastructure. For more information, see the setup guide for the virtual appliance. Go to
https://support.quest.com/kace-systems-management-appliance/release-notes-guides.

» If you are installing the physical version of the appliance, review and follow the safety instructions in the
Dell PowerEdge R430 Getting Started With Your System document and any other safety instructions
shipped with the appliance. The Quest appliance is a specially configured platform and does not require
you to install or remove internal components, update firmware, or modify BIOS settings. To set up the
appliance, follow the instructions in this document only.

* Inthe Arecord of your internal DNS (domain name system) server, enter the appliance’s hostname. The A
record defines the hostname for the MX record, and this enables users to send email tickets to the Service
Desk. By default, the appliance’s host name is k1000, but you can change it during initial setup.

+  Decide whether to use a split DNS. Using a split DNS is useful if the appliance connects to the internet
using a reverse proxy, or if you place the appliance in a perimeter network or screened subnet. A DMZ
adds an additional layer of security to a LAN (local area network).

+  (Optional) Obtain a static IP address for the appliance.

If a DHCP server is not available, you can configure network settings using the Command Line Console. See
Access the Command Line Console.
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1. If you are configuring the physical version of the appliance:

a. Install the appliance in its rack and connect a monitor directly to the appliance.
b. Connect a network cable to the port indicated:

c. Power on the appliance.

The Command Line Console login screen appears on the monitor connected to the
appliance. The login screen shows the appliance's DHCP network settings.

2. If you are configuring the virtual version of the appliance, power on the virtual machine to boot the

appliance.

This first-time startup takes 5 to 10 minutes.

NOTE: For information about logging in to KACE as a Service, see the KACE as a Service Setup Guide.
Go to https://support.quest.com/kace-systems-management-appliance/release-notes-guides.

The Command Line Console login screen appears showing the appliance's DHCP network settings.

3.  On any computer connected to your LAN, open a browser and go to the URL shown on the Command Line
Console login screen. For example, http://kace sma.local/admin.

The Software Transaction Agreement page appears.

4. Accept the agreement.

The Initial Setup wizard appears.

5. Verify that you have the information required to configure the appliance, then click Next.

6. Review the information on the Diagnostic Support Console page that appears, and record the secret key

and offline tokens in a secure place, as instructed.

7. On the Licensing and Administrator Settings page,

Option

provide the following information:

Description

License Key

Company Name

Administrator Email

Password

The license key you received in the Welcome email
from Quest. Include the dashes. If you do not have
a license key, contact Quest Support at https://
support.quest.com/contact-support.

The name of your company or group.

The email address where you want to receive
communications from Quest.

The password for the default admin account, which
is the account you use to log in to the appliance
Administrator Console. The default admin account
is the only account on the appliance at this time. If
you forget the password for this account, the system
might have to be reset to factory defaults, which can
result in loss of data.

NOTE: If you have multiple types of KACE
appliances, Quest recommends that you use
the same password for the admin account
on all appliances. Using the same admin
account password enables you to link the
appliances later. See Linking Quest KACE
appliances.
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Option Description

Two-Factor Authentication If you want to provide stronger security for users
logging into the appliance, set this to Enabled. This
feature adds an extra step to the login process. It
relies on the Google Authenticator app to generate
verification codes. The app generates a new six-digit
code at regular intervals. When enabled, end users
will be prompted for the current verification code
each time they log in.

NOTE: If you enable this feature, ensure
that appliance server's clock is accurate,

as well as the device running Google
Authenticator. Google Authenticator relies on
current time to create the token. If server's
clock is not synchronized with those of

the devices running Google Authenticator,
token validation may fail, which may result in
account lockouts.

8. Follow the onscreen instructions to complete the initial setup.

When the initial setup is complete, the appliance restarts and the Administrator Console login page
appears.

i NOTE: If you changed the appliance IP address, go to the new address to display the login page.

9. Log in to the Administrator Console using the login ID admin and the password you chose during initial
setup.

If Two-Factor Authentication was enabled on the Licensing and Administrator Settings page, the
Configure Two-Factor Authentication page appears.

10. Two-Factor Authentication only. Follow the instructions on the Configure Two-Factor Authentication page
to generate a Google Authenticator verification code using your smart phone. In the Verification Code field,
type the Google Authenticator code, and click Finish Configuration. A new verification code is required on
each subsequent login.

To skip this step, click Skip Configuration. You can only bypass this step during a configured
transition window. For more information, see Configure security settings for the appliance.

The Administrator Console appears and the appliance is ready for use. Your browser setting determines locale
formats used for date and time information displayed in the Administrator Console the first time you log in. For
information about changing the language settings, see Configuring locale settings.

Access the Command Line Console

The Command Line Console is a terminal window interface to the appliance. You can use this interface to
configure appliance settings, just as you would in the appliance Administrator Console. This is useful if a DHCP
server is not available and you cannot log in to the Administrator Console.

The Command Line Console is not used with K1 as a Service.

1. If you have a physical version of the appliance:
a. Connect a monitor and keyboard directly to the appliance.
b. Connect a network cable to the port indicated:
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c. Power on the appliance.

The Command Line Console login screen appears on the monitor connected to the
appliance.

2. If you have a virtual version of the appliance, power on the virtual machine to boot the appliance.

The Command Line Console login screen appears.
3. Atthe prompts, enter:

Login: konfig
Password: konfig

4. Choose the language to use for the Command Line Console. Use the up- and down-arrow keys to move
between fields.

5. Configure network settings. See Change appliance network settings.

TIP: Use the right- and left-arrow keys to select options in a field; use the up- and down-arrow

1 keys to move between fields.
6. Use the down-arrow key to move the cursor to Save, then press Enter or Return.

The appliance restarts.

Tracking configuration changes

If History subscriptions are configured to retain information, you can view the details of the changes made to
settings, assets, and objects.

This information includes the date the change was made and the user who made the change, which can be useful
during troubleshooting.

Related topics

About history settings

Configuring System-level and Admin-level
General Settings

If the Organization component is enabled on your appliance, General Settings are available at the System level
and at the Admin level. If the Organization component is not enabled on your appliance, all General Settings are
available at the Admin level.

If the Organization component is enabled on your appliance, see:
+  Configure appliance General Settings with the Organization component enabled.
+  Configure Admin-level or organization-specific General Settings.

If the Organization component is not enabled, see:

+  Configure appliance General Settings without the Organization component.

KACE Systems Management Appliance 12.1 Administrator Guide 68
Configuring System-level and Admin-level General Settings



Configure appliance General Settings with the Organization
component enabled

If the Organization component is enabled on your appliance, configure appliance General Settings at the System

level.

If the Organization component is not enabled on your appliance, see Configure appliance General Settings
without the Organization component.

1. Go to the System-level General Settings page:

a. Login to the appliance System Administration Console, http://appliance_hosthame/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Settings, then click Control Panel.

c. Onthe Control Panel, click General Settings.

2. In the top section, provide the following information:

Option

Description

Company Name

Default Locale

Company Email
Suffix

Appliance
Administrator
Email

Session Timeout

Enable mobile
device access

Require
organization
selection at login

Enter the name of your company.

Select the language to use in the Command Line Console, which uses the konfig
user account.

Enter the domain from which your users send email. For example: quest.com.

Enter the email address of the appliance administrator. System-related messages,
including critical alerts, are sent to this address.

Set the number of inactive hours to allow before closing user sessions and requiring
users to log in again. The default is 1. The User Console and Administrator
Console have Timeout Session counters to alert users of this time limit. Only periods
of inactivity are counted. The counter restarts when the user performs any action

that causes the console to interact with the appliance server, such as refreshing a
window, saving changes, and changing windows. When the counter reaches the limit,
the user is logged out, unsaved changes are lost, and the login screen appears. The
Timeout Session counter appears in the upper right of each console.

Enable or disable Mobile Device Access to the appliance. Mobile device access
enables you to interact with the appliance using the KACE GO app on iOS and
Android smart phones and tablets. Administrators can use the app to access Service
Desk, inventory, and application deployment features. See Configuring Mobile Device
Access.

Display the Organization drop-down list on the Administrator Console login

page, http://appliance_hostname/admin, where appliance_hosthame

is the hostname of your appliance. This enables you to choose an organization
when you log in. If this option is disabled, the Organization drop-down list is not
displayed on the login page, and you can only log in to the Default organization from
http://appliance_hostname/admin. If organization fast switching is enabled,
however, you can switch between organizations after you log in to the Default
organization.
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Option Description

Show Display the fast-switching drop-down list in the top-right corner of the Administrator
organization Console next to the login information. This drop-down list makes it possible to
menu in admin bypass the login page when you switch from one organization to another. To appear
header in the drop-down list, organizations must have the same admin account password;

only those organizations whose admin account passwords match appear in the list.
Changes to the drop-down list are displayed only after you log out and then log in
again.

3. Optional. In the Beta Notifications section, indicate if you want to participate in the Beta program.

Beta program participants receive notifications when a Beta version of the appliance becomes
available. These notifications appear as alerts on the on the Home dashboard.

These notifications may target specific configurations. Enabling them does not trigger automated
upgrades to Beta versions, or automatically register this appliance for the Beta program. Beta
enrollment is still required to participate, and details are provided in the notifications.

For more information about the Home dashboard, see Using the Home component.

a. Select Enable beta notifications from KACE.

b. If you want these notifications to appear only in the System Administration Console, select
Restrict beta notifications to System Ul.

Leaving this option cleared causes the Beta notifications to appear in both the
Administrator Console and System Administration Console.

4. Inthe Agent Tasks section, view or configure KACE Agent task throughput:

Option Description

Last Task This value indicates the date and time when the appliance task throughput was last
Throughput updated.

Update

Current Load The value in this field depicts the load on an appliance at any given point of time. For
Average the appliance to run normally, the value in this field must be between 0.0 and 10.0.

Task Throughput The value that controls how scheduled tasks, such as inventory collection, scripting,
and patching updates, are balanced by the appliance.

. NOTE: This value can be increased only if the value in the Current Load
Average is not more than 10.0, and the Last Task Throughput Update time is
more than 15 minutes.

5. Inthe Duplicate Machine Detection Settings (Advanced) section, configure the following options to prevent
duplicate device records

When the appliance receives inventory from a device without an existing inventory record (which

is determined by the use of a new/unknown KUID), it scans the device's properties that you select

in this section to determine whether this is a new device or an existing one. If it determines that the
device belongs to an existing inventory record, it merges the new device record with the existing one.
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Option Description

Required to Select one or more of the following check boxes to indicate which device properties
match an existing you want the appliance to use to identify potentially duplicated devices.
machine record .
Machine Name
+  BIOS Serial Number
*  Manufacturer

*  Operating System Family

MAC Addresses Specify the number of MAC addresses that are associated with the machine record
that you to match with the existing device records.

6. Inthe User Console section, modify the text as needed:

Option Description

Title The heading that appears on the User Console login page.

Welcome Message A welcome note or description of the User Console. This text appears below the title
on the User Console login page.

7. Inthe Acceptable Use Policy section, select policy settings:

Option Description

Enabled Enable the appliance to display your policy, and require users to accept the terms
of your policy, when they access the Administrator Console, User Console, or
Command Line Console, or log in using SSH or FTP.

Title The heading of the policy to be displayed on the login page of the User Console.

Message Details of the policy, which are displayed below the Title on the login page. Users
must agree to the terms of the policy before they can log in to the User Console.

8. Inthe Reporting section, specify the password for the reporting system:

Option Description

Username (Read-only) The username used to generate reports. The report username provides
access to the database (for additional reporting tools), but does not give write access
to anyone.

User Password The report user password. This password is used only by the reporting system and
MySQL™.

9. Inthe Log Retention section, select the number of days to retain log information. Log entries that are older
than the selected number of days are automatically deleted from the log. See View appliance logs.

10. In the User Notification Retention section, select the number of days to retain user notification. Any user
notifications that are older than the selected number of days are automatically deleted from the Notifications
pane. See Review and configure user notifications.

11. In the Share with Us section, select data sharing options:

To validate the your product license, Quest collects minimal license-related information, such as the
MAC Address of the appliance, the version of the appliance software, the license key, and the number of
managed devices, regardless of the data sharing options selected in this section.
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Option

Description

Share summary
usage data...

Share detailed
usage data...

Share extended
patch diagnostics

(Recommended) Share summary information with Quest. This information includes
appliance status, uptime, and load averages, as well as the number of devices,
Managed Installations, and applications being managed by the appliance. This option
is recommended because it provides additional information to Quest Support if you
need assistance. In addition, data shared with Quest is used when planning product
enhancements.

(Recommended) Share detailed information with Quest and share anonymous
information with ITNinja.com. This information includes Agent and appliance crash
reports, user interface usage statistics, and inventory information, such as application
titles. Quest uses this information to help improve the Software Catalog, and ITNinja
uses anonymous data to identify relevant content on http://www.itninja.com for
dynamic feeds to the appliance Administrator Console.

ITNinja.com is a community website where IT professionals can share information
and research on a wide variety of systems management and deployment topics. The
ITNinja feed is a feature that dynamically displays software deployment tips and other
contextual information on relevant pages in the appliance Administrator Console.
To enable the ITNinja feed, you need to select Share detailed Usage data.... This
setting shares information anonymously with ITNinja. The ITNinja feed is available
only if Share Summary Usage Data... is selected, and it is available only on pages
related to software or deployment, such as the software, Managed Installation, and
File Synchronization detail pages. The feed is not available on the Software Catalog
detail page.

Clear this option to prevent the appliance from sharing inventory data with the ITNinja
community. However, clearing this option does not remove any information that has
already been shared. For more information, contact Quest Support.

(Recommended) Share detailed patch diagnostics with Quest.

12. To use custom Administrator Console, User Console, or report logos and background colors, in the Login
Screen Options sections, provide the following information.

Option

Description

System Console
Login Background
Color

Admin Console
Login Background
Color

User Console
Login Background
Color

You can access the appliance from the following levels:
Administrator Console shows organization-related features.

+ System Administration Console provides access to appliance-related
features.

+ User Console makes applications available to users on a self-service
basis. It also enables users to file Service Desk support tickets to request
help or report issues. To access the User Console, go to http://
<appliance hostname>/user where <appliance hostname> is the
host name of your appliance.

For each of these web-based interfaces you can specify a different background color
of the login screen. Any colors specified on the organization level override system-
level settings.

Click and use the color chooser to specify the color that you want to appear in the
background of the login screen. You can select the color using the mouse, or specify
the RGB values, as needed. When you close the color chooser, the HTML Color
Code field on the right displays the HTML code of the selected color. To undo your
selection, click Reset and start over.
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Option Description

* NOTE: The color chooser is not supported in Internet Explorer 11.

System Console In each applicable section, click Choose File, and specify the graphic file that

Logo you want to use as the custom logo in the available web interfaces and in system-
Admin Console generated reports.

Logo The supported graphic file formats are .bmp, .gif, .jpg, and .png. Any logos
User Console configured on the organization level override system-level settings.

Logo To see default logos and sample customized versions, refer to the following
Report Logo illustrations.

Figure 1. Default User Console logo

Have a problem?
Report it

R=0o08086 3

=

N tickets available for display.

No Knowledge Base articles have been created.

C Want software?
Goto the Downloads

page

No links have been created.

Figure 2. Custom User Console logo

MY 1P Address: 1
COMPANY

Have a problem?
Report it

No tickets available for display.

No Knowledge Base articles have been crested.

No announcements available.

C Want software? Helpful Links
Goto the Downloads ) .
page No links have been created.

Figure 3. Default report logo

Installations
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Generated: 07/27/2017 13:26:32

Publisher Product Version Category

Software Catalog - Not Approved Software

Description: List of devices which have an unapproved software product installed
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Device Name Last Started Last User

Figure 4. Custom report logo
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Installations

Description: List of devices which have an unapproved software product installed
Category: Compl
Server Hostr
Generated: 07/27/2017 13:26:32

80 test kace com

Publisher Product Version Category Device Name Last Started Last User

13. If you manage Hewlett-Packard (HP) or Lenovo devices, you can retrieve their warranty information. To do
that, in the Manufacturer Warranty APl Keys section, provide the HP and/or Lenovo API keys to obtain the
warranty data. Lenovo requires only a key whereas HP requires both a key and a secret. These values are
stored encrypted in the database.

i IMPORTANT: To obtain warranty information, you must configure the manufacturer's warranty
API keys. For complete instructions, visit https://go.kace.com/to/k1000-help-warranty.

When configured, the device warranty information appears on the Device Details page in the Inventory

Information group when you select an HP or Lenovo device. For more information, see Groups and

sections of items in device details.

Option Description

Hewlett-Packard Select this option if you want to obtain warranty information for your managed HP
devices. If this option is selected and you clear it, the HP API key and secret are
removed from the database.

Key The API key for obtaining warranty information for managed HP devices.

Secret The secret for obtaining warranty information for managed HP devices.

Lenovo Select this option if you want to obtain warranty information for your managed Lenovo
devices. If this option is selected and you clear it, the Lenovo key is removed from the
database.

Key The API key for obtaining warranty information for managed Lenovo devices.

14. Click Save and Restart Services.
Related topics
Configuring locale settings
Configuring Mobile Device Access

Creating and managing organizations

Configure Admin-level or organization-specific General
Settings

If the Organization component is enabled on your appliance, configure organization-specific General Settings at
the Admin level. You configure the General Settings for each organization separately.

See Adding, editing, and deleting organizations.

If the Organization component is not enabled on your appliance, see Configure appliance General Settings
without the Organization component.

1.  Go to the Admin-level General Settings page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
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Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click General Settings.
2. Inthe General Options section, view or enter the following information.

Option

Description

Last Updated
and Organization
Name

Company Name

Administrator
Email

Company Email
Suffix

(Read-only) The date the information was changed and the name of the organization.
Organization Name can be edited at the System level. See Add or edit organizations.

Enter the name of your company.

Enter the email address of the appliance administrator. System-related messages,
including critical alerts, are sent to this address.

Enter the domain from which your users send email. For example: example.com.

3. Optional: In the Locale Settings section, specify locale settings. See Configuring locale settings.

Option

Description

Organization
Locale

Select the locale to use for the selected organization’s Administrator Console and
User Console. If you have multiple organizations, you can select different locales for
each one. See:

* Adding, editing, and deleting organizations

»  Configuring locale settings

4. Optional: In the Samba Share Settings section, select file sharing options then click Save Samba Settings.
If File Shares are disabled, you need to enable them at the System level before you can enable them for
the organization. See Configure security settings for the appliance.

Option Description
Enable File Use the appliance's client share to store files, such as files used to install applications
Sharing on managed devices.

File Share User
‘admin’ Password

The appliance’s client share is a built-in Windows file server that can be used by

the provisioning service to assist in distributing the Samba client on your network.
Quest recommends that this file server only be enabled when you perform application
installations on managed devices.

Enter the password to use for admin account access to the file share directory.

5. Inthe Ignore Client IP Address Settings section, enter the IP address or addresses to ignore. Separate
each address with a comma. Ignoring IP addresses is useful when multiple devices could report
themselves with the same IP address, such as a proxy address.

6. Inthe License Usage Warning Configurations section, select the percentage to use for the warning
threshold and critical threshold for software license usage. If you have configured software License assets,
threshold information is displayed on the license-related widgets on the Dashboard

7. Inthe Data Retention section, select the options for retaining data in the appliance database.

Option

Description

Retain Device
Uptime Data

The number of months that device uptime information is retained in the appliance
database.
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Option Description

Device uptime refers to the number of hours of each day that managed devices are
running. You can retain this data for a specified number of months, Forever, or never
save it (Disabled).

Retain Metering The number of months that metering data is retained in the appliance database.

Data Metering data is information about how applications are installed and used on the

Windows and Mac devices that you manage. Metering data that is older than the
selected number of months is deleted on the first day of every month. See About
metering information.

Retain Whether to retain information about Uncataloged applications in the appliance
Uncataloged data database.
in the Software

Catalog Uncataloged applications are executables that are in the appliance inventory but that

do not appear in the Software Catalog, and the appliance retains information about
those applications by default. For organizations with a large number of managed
devices, however, retaining this data might greatly increase the size of the database.
This size increase could increase the time it takes to load pages in the Administrator
Console and the time it takes to perform database backups.

Select this check box to retain data for Uncataloged software in the appliance
database. Clear the check box to disable data retention.

If data retention for Uncataloged software is disabled:

» Agents on managed devices continue to upload full inventory information, and
raw data related to applications is fingerprinted. If data sharing is enabled, data
is also uploaded to the Quest KACE Software Catalog. See Configure data
sharing preferences.

»  The appliance continues to store information related to Cataloged applications
and Locally Cataloged applications in the organization database.

* Information related to Uncataloged applications is not stored in the organization
database, and the Uncataloged applications list in the Administrator Console
is empty.

* Reports for Cataloged applications continue to work as expected. However,
reports related to Uncataloged applications show only those applications that
are part of Cataloged software titles.

Retain Microsoft The number of months that Microsoft Defender threat data is retained in the
Defender Threat appliance database.
Data

8. Inthe Asset Archive section, type the number of days that you want to keep the assets marked for
archiving, before actually archiving them. The default value is 3 days.

9. Inthe User Archive section, indicate if you want to enable user archival, as needed.
a. To have the ability to archive user accounts, select the Enable User Archival check box.

NOTE: When user archival is enabled, user accounts can only be deleted only if they are marked
as archived.

b. Inthe Archive Tag field, type a label that you want to associate with the state of archived users.
For example, Archived or Inactive.
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11.

12.

13.

c. Indicate if you want to maintain Service Desk ticket and asset associations with archived users.
Set each of the Ticket Associations and Asset Associations fields to one of the following options:

= Maintain Users: Select this option if you want to continue to associate tickets or assets with
archived users. If you select this option, the configured Archive Tag appears next to the archived
user name, to indicate that the user is no longer active.

= Remove Users: Select this option if you want to remove all ticket or asset associations with
archived users.

For more information on how to archive user accounts, see Archive user accounts.

10.

In the Device Assignment section, indicate how you want to match users with devices: One-time sync,
Continuous sync, or Disabled.

In the Device Actions section, click Add New Action, the select the scripted actions to enable.

Device Actions are scripted actions that can be performed on managed devices. There are several pre-
programmed actions available. To add your own action, select Custom Action in the Action menu, then
enter the command in the Command Line text box.

The following variables are available for device actions:

KACE_HOST_IP

KACE_HOST_NAME

KACE_CUSTOM_INVENTORY_*

When device actions run, the appliance replaces variables with their appropriate values.

For KACE_CUSTOM_INVENTORY_ * replace the asterisk (*) with the name of a software application
associated with a custom inventory rule. When the device action runs, the name is replaced with the
custom inventory rule value for the device. Enter the software application name in uppercase characters.
The allowed characters are: [A-Z0-9.-]."

NOTE: Most actions in the Action drop-down list require you to install additional applications for them
to function. For example, using DameWare requires you to install TightVNC on your device as well as
on the device you want to access.

This feature is only supported on Windows devices. The Windows device you are running the device action
from must have the KACE Agent version 9.0 or later agent installed and connected.

When you initiate device through the agent, the action executable must be placed in your $PATHS. The
agent is 32-bit, so on 64-bit Windows devices, use $windir%/System32 as an alias to the $windir
%/Wow64 directory. If you need to run a program that's located in the $windir%/System32 directory
on a 64-bit Windows system, you must use the $windir%/SysNative virtual directory. You can either
add swindir%/SysNative to your $PATHS environment variable or provide a fully-qualified path by
prepending $windir%/SysNative to your executable when defining your machine action.

In the Patch Schedule section, if you want disable administrators to apply patches to all devices, select the
Hide All Devices check box.

i NOTE: You can only apply this setting if you do not have any patch schedules set up to run against all
devices. Otherwise, a warning appears.

In the Allowed Bulk Actions section, indicate if you want to enable bulk actions against KACE Cloud
Mobile Device Manager (MDM) and VMware virtual machine devices. When bulk actions are enabled, the
associated KACE Cloud MDM and VMware virtual machine commands become available from the Choose
Action menu on the Devices list page.

Option Description

Enable Bulk Select this check box to enable commands against multiple KACE Cloud MDM
KACE Cloud MDM devices on the Devices list page.
Actions
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Option Description

Enable Bulk Select this check box to enable commands against multiple VMware or Hyper-V
Virtual Machine virtual machine devices on the Devices list page.

Actions

Enable Bulk Select this check box to enable commands against multiple Chrome OS devices on
Chrome OS the Devices list page.

Actions

Enable Bulk Select this check box to enable the restart command against multiple devices on the
Restart Device Devices list page.

Command

Enable Bulk Select this check box to enable Microsoft Defender commands against multiple
Microsoft devices on the Devices list page.

Defender Actions

14. To use custom Administrator Console, User Console, report, and KACE Agent alert logos and background
colors, in the Login Screen Options sections, provide the following information.

Option Description

Admin Console You can access the appliance from the following levels:

Login Back d N

CZ?(I)? ackgroun Administrator Console shows organization-related features.

User Console + System Administration Console provides access to appliance-related
Login Background features.

Color

* User Console makes applications available to users on a self-service
basis. It also enables users to file Service Desk support tickets to request
help or report issues. To access the User Console, goto http://
<appliance hostname>/user where <appliance hostname> is the
host name of your appliance.

When you select an organization in the Administrator Console, you can specify a
different background color of the Administrator Console and User Console login
screens. Any colors specified on the organization level override system-level settings.
For information on how to configure system-level settings, see Configure appliance
General Settings with the Organization component enabled.

Click and use the color chooser to specify the color that you want to appear in the
background of the login screen. You can select the color using the mouse, or specify
the RGB values, as needed. When you close the color chooser, the HTML Color
Code field on the right displays the HTML code of the selected color. To undo your
selection, click Reset and start over.

i NOTE: The color chooser is not supported in Internet Explorer 11.
Admin Console In each applicable section, click Choose File, and specify the graphic file that you
Logo want to use as the custom logo in the Administrator Console, User Console,

User Console system-generated reports, and in KACE Agent alert that appear on managed devices.

Logo The supported graphic file formats are .bmp, .gif, .jpg, and .png with the
exception of KACE Agent alerts that only support . bmp files. Any logos configured on

Report Logo o . .
the organization level override system-level settings.

Agent Alert Logo . .
To see default KACE Agent alerts and sample customized versions, refer to the

following illustrations. For examples of default and custom logos in the Administrator
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Option Description

Console, User Console, and system-level reports, see Configure appliance General
Settings with the Organization component enabled.

Figure 5. Default Alert logo

KACE 5/20/2017 | 6:33:48 PM

*Server maintenance wil begin at 8pm Central
(COT). Please save all changes in the SMA by 7:45pm
and logout.

Figure 6. Custom Alert logo

@ 5/20/2017 | 6:33:48 PM

*Server maintenance wil begin at 8pm Central
(COT). Please save all changes in the SMA by 7:45pm
and logout.

15. Click Save and Restart Services.
16. If you have multiple organizations, repeat the preceding steps for each organization.

Configure appliance General Settings without the
Organization component

If the Organization component is not enabled on your appliance, all appliance General Settings are available at
the Admin level.

If the Organization component is enabled on your appliance, see Configure Admin-level or organization-specific
General Settings.
1. Go to the Admin-level General Settings page:
a. Login to the appliance Administrator Console, https: //appliance_hostname/admin.
b. On the left navigation bar, click Settings, then click General Settings.
2. Inthe General Options section, provide the following information:

Option Description

Last updated Read-only: The date the information was changed and the name of the organization.
Company Name Enter the name of your company.

Administrator Enter the email address of the appliance administrator. System-related messages,
Email including critical alerts, are sent to this address.
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Option

Description

Company Email
Suffix

Enable mobile
device access

Session Timeout

Enter the domain from which your users send email. For example: example.com.

Enable or disable Mobile Device Access to the appliance. Mobile device access
enables you to interact with the appliance using the KACE GO app on iOS and
Android smart phones and tablets. Administrators can use the app to access Service
Desk, inventory, and application deployment features.

See Configuring Mobile Device Access.

Set the number of inactive hours to allow before closing user sessions and requiring
users to log in again. The default is 1. The User Console and Administrator
Console have Timeout Session counters to alert users of this time limit. Only periods
of inactivity are counted. The counter restarts when the user performs any action

that causes the console to interact with the appliance server, such as refreshing a
window, saving changes, and changing windows. When the counter reaches the limit,
the user is logged out, unsaved changes are lost, and the login screen appears. The
Timeout Session counter appears in the upper right of each console.

3. Inthe Client Drop File Size Filter section, specify a file size.

Options

Description

Client Drop File
Size Filter

A file-size filter for the organization's Client Drop location.

The Client Drop location is a storage area (Samba share) for the organization on

the appliance. This storage area is used to upload large files, such as application
installers and appliance backup files, to the appliance. Uploading files to the Client
Drop location is an alternative to uploading files through the Administrator Console
using the default HTTP mechanism, which can result in browser timeouts for large
files.

The Client Drop Size filter determines whether files uploaded to the organization's
Client Drop location are displayed on the Upload and Associate Client Drop File list
on the Software Detail page. For example, if the Client Drop Size filter is set to 1 GB,
the Upload and Associate Client Drop File list shows files that are 1 GB in size or
larger. Files that are less than 1 GB in size are not displayed on the list.

Application files are moved from the organization's Client Drop location to the
appropriate area when the file is selected on the Software Detail page and saved.

Appliance backup files that are placed in the Client Drop location are automatically
identified as appliance backup files, and they become available for selection on the
Backup Settings page within five minutes. See Copy files to the appliance Client Drop
location.

4. Inthe User Console section, specify customizations for the User Console text:

Option

Description

Title

The heading that appears on the User Console login page. The User Console

is the web-based interface that makes applications available to users on a
self-service basis. It also enables users to file Service Desk support tickets to
request help or report issues. To access the User Console, goto http://
<appliance hostname>/user where <appliance hostname> is the hostname
of your appliance.
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Option

Description

Welcome Message A welcome note or description of the User Console. This text appears below the title

on the User Console login page.

5. Inthe Acceptable Use Policy section, select policy settings:

Option Description

Enabled Enable the appliance to display your policy, and require users to accept the terms
of your policy, when they access the Administrator Console, User Console, or
Command Line Console, or log in using SSH or FTP.

Title The heading of the policy to be displayed on the login page of the User Console.

Message Details of the policy, which are displayed below the Title on the login page. Users

must agree to the terms of the policy before they can log in to the User Console.

6. Inthe Log Retention section, select the number of days to retain log information. Log entries that are older
than the selected number of days are automatically deleted from the log. See Access appliance logs to
view Microsoft Exchange Server errors.

7. In the User Notification Retention section, select the number of days to retain user notification. Any user
notifications that are older than the selected number of days are automatically deleted from the Notifications
pane. See Review and configure user notifications.

8. In the Share With Us section, specify data sharing options.

NOTE: To validate your product license, Quest collects minimal license-related information, such as
the MAC Address of the appliance, the version of the appliance software, the license key, and the

number of managed devices, regardless of the data sharing options selected in this section.

Option

Description

Share summary
usage data...

Share detailed
usage data...

(Recommended) Share summary information with Quest. This information includes
appliance status, uptime, and load averages, as well as the number of devices,
Managed Installations, and applications being managed by the appliance. This option
is recommended because it provides additional information to Quest Support if you
need assistance. In addition, data shared with Quest is used when planning product
enhancements.

(Recommended) Share detailed information with Quest and share anonymous
information with ITNinja.com. This information includes Agent and appliance crash
reports, user interface usage statistics, and inventory information, such as application
titles. Quest uses this information to help improve the Software Catalog, and ITNinja
uses anonymous data to identify relevant content on http://www.itninja.com for
dynamic feeds to the appliance Administrator Console.

ITNinja.com is a community website where IT professionals can share information
and research on a wide variety of systems management and deployment topics. The
ITNinja feed is a feature that dynamically displays software deployment tips and other
contextual information on relevant pages in the appliance Administrator Console.
To enable the ITNinja feed, you need to select Share detailed Usage data.... This
setting shares information anonymously with ITNinja. The ITNinja feed is available
only if Share Summary Usage Data... is selected, and it is available only on pages
related to software deployment, such as the software, Managed Installation, and File
Synchronization detail pages. The feed is not available on the Software Catalog detail
page.

Clear this option to prevent the appliance from sharing inventory data with the ITNinja
community. However, clearing this option does not remove any information that has
already been shared. For more information, contact Quest Support.
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Option Description

Share extended (Recommended) Share detailed patch diagnostics with Quest.
patch diagnostics

9. Inthe Locale Settings section, specify locale preferences. These preferences determine the formats used
for date and time information displayed in the Administrator Console.

Option Description

Organization The locale to use for the organization’s Administrator Console and User Console.
Locale

Command Line The locale to use in the Command Line Console, which uses the konfig user
Console Locale account.

10. In the Ignore Client IP Address Settings section, enter the IP address or addresses to ignore. Separate
each address with a comma. Ignoring IP addresses is useful when multiple devices could report
themselves with the same IP address, such as a proxy address.

11. In the License Usage Warning Configurations section, select the percentage to use for the warning
threshold and critical threshold for software license usage. If you have configured software License assets,
threshold information is displayed on the license-related widgets on the Dashboard.

12. In the Update Reporting User Password section, provide the password of the account required to run
reports on the organization. You cannot change the Database Name or the Report Username.

13. In the Data Retention section, select the options for retaining data on the appliance. You can retain this
data for a specified number of months, Forever, or never save it (Disabled).

Option Description
Retain Device The amount of uptime data to save for devices. Device uptime data refers to the
Uptime Data number of hours of each day that your managed devices are running. You can retain

this data for a specified number of months, Forever, or never save it (Disabled).

Retain Metering The number of months that metering data is retained in the appliance database.

Data Metering data is information about how applications are installed and used on the

Windows and Mac devices that you manage. Metering data that is older than the
selected number of months is deleted on the first day of every month. See About
metering information.

Retain Whether or not to retain information about Uncataloged applications in the appliance
Uncataloged data database.
in the Software

Catalog Uncataloged applications are executables that are in the appliance inventory but that

do not appear in the Software Catalog, and the appliance retains information about
those applications by default. For organizations with a large number of managed
devices, however, retaining this data might greatly increase the size of the database.
This could increase the time it takes to load pages in the Administrator Console and
the time it takes to perform database backups.

Select this check box to retain data for Uncataloged software in the appliance
database. Clear the check box to disable data retention.

If data retention for Uncataloged software is disabled:

+ Agents on managed devices continue to upload full inventory information, and
raw data related to applications is fingerprinted. If data sharing is enabled, data
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Option Description

14.

15.

is also uploaded to the Quest KACE Software Catalog. See Configure data
sharing preferences.

»  The appliance continues to store information related to Cataloged applications
and Locally Cataloged applications in the organization database.

* Information related to Uncataloged applications is not stored in the organization
database, and the Uncataloged applications list in the Administrator Console
is empty.

* Reports for Cataloged applications continue to work as expected. However,
reports related to Uncataloged applications show only those applications that
are part of Cataloged software titles.

In the Device Actions section, click Add New Action, the select the scripted actions to enable.

Device Actions are scripted actions that can be performed on managed devices. There are several pre-
programmed actions available. To add your own action, select Custom Action in the Action menu, then
enter the command in the Command Line text box.

The following variables are available for device actions:

KACE_HOST_IP

KACE_HOST_NAME

KACE_CUSTOM_INVENTORY_*

When device actions run, the appliance replaces variables with their appropriate values.

For KACE_CUSTOM_INVENTORY_ * replace the asterisk (*) with the name of a software application
associated with a custom inventory rule. When the device action runs, the name is replaced with the
custom inventory rule value for the device. Enter the software application name in uppercase characters.
The allowed characters are: [A-Z0-9.-]."

NOTE: Most actions in the Action drop-down list require you to install additional applications for them
to function. For example, using DameWare requires you to install TightVNC on your device as well as
on the device you want to access.

This feature is only supported on Windows devices. The Windows device you are running the device action
from must have the KACE Agent version 9.0 or later agent installed and connected.

When you initiate device through the agent, the action executable must be placed in your $PATH%. The
agent is 32-bit, so on 64-bit Windows devices, use $windir%/System32 as an alias to the $windir

% /Wow64 directory. If you need to run a program that's located in the $windir%/System32 directory
on a 64-bit Windows system, you must use the $windir%/SysNative virtual directory. You can either
add swindir%/SysNative to your $PATHS environment variable or provide a fully-qualified path by
prepending $windir%/SysNative to your executable when defining your machine action.

To use custom Administrator Console, User Console, report, and KACE Agent alert logos and background
colors, in the Login Screen Options sections, provide the following information.

Option Description

Admin Console You can access the appliance from the following levels:

Login Background

Administrator Console shows organization-related features.

Color

User Console + System Administration Console provides access to appliance-related
Login Background features.

Color

+ User Console makes applications available to users on a self-service
basis. It also enables users to file Service Desk support tickets to request
help or report issues. To access the User Console, go to http://

KACE Systems Management Appliance 12.1 Administrator Guide 83
Configure appliance General Settings without the Organization component



Option

Description

Admin Console

Logo

User Console

Logo

Report Logo
Agent Alert Logo

<appliance hostname>/user where <appliance hostname> is the
host name of your appliance.

When you select an organization in the Administrator Console, you can specify a
different background color of the Administrator Console and User Console login
screens. Any colors specified on the organization level override system-level settings.
For information on how to configure system-level settings, see Configure appliance
General Settings with the Organization component enabled.

Click and use the color chooser to specify the color that you want to appear in the
background of the login screen. You can select the color using the mouse, or specify
the RGB values, as needed. When you close the color chooser, the HTML Color
Code field on the right displays the HTML code of the selected color. To undo your
selection, click Reset and start over.

i NOTE: The color chooser is not supported in Internet Explorer 11.

In each applicable section, click Choose File, and specify the graphic file that you
want to use as the custom logo in the Administrator Console, User Console,
system-generated reports, and in KACE Agent alert that appear on managed devices.

The supported graphic file formats are .bmp, .gif, . jpg, and .png with the
exception of KACE Agent alerts that only support . bmp files. Any logos configured on
the organization level override system-level settings.

To see default KACE Agent alerts and sample customized versions, refer to the
following illustrations. For examples of default and custom logos in the Administrator
Console, User Console, and system-level reports, see Configure appliance General
Settings with the Organization component enabled.

Figure 7. Default Alert logo
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and logout.

*=Server maintenance wil begin at 8pm Central
(COT). Please save all changes in the SMA by 7:45pm

Figure 8. Custom Alert logo

©
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and logout.

= Server maintenance will begin at 8pm Central
(CDT). Please save all changes in the SMA by 7:45pm

16. If you manage Hewlett-Packard (HP) or Lenovo devices, you can retrieve their warranty information. To do
that, in the Manufacturer Warranty API Keys section, provide the HP and/or Lenovo API keys to obtain the
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warranty data. Lenovo requires only a key whereas HP requires both a key and a secret. These values are
stored encrypted in the database.

i IMPORTANT: To obtain warranty information, you must configure the manufacturer's warranty
API keys. For complete instructions, visit https://go.kace.com/to/k1000-help-warranty.

When configured, the device warranty information appears on the Device Details page in the Inventory

Information group when you select an HP or Lenovo device. For more information, see Groups and

sections of items in device details.

Option Description

Hewlett-Packard Select this option if you want to obtain warranty information for your managed HP
devices. If this option is selected and you clear it, the HP API key and secret are
removed from the database.

Key The API key for obtaining warranty information for managed HP devices.

Secret The secret for obtaining warranty information for managed HP devices.

Lenovo Select this option if you want to obtain warranty information for your managed Lenovo
devices. If this option is selected and you clear it, the Lenovo key is removed from the
database.

Key The API key for obtaining warranty information for managed Lenovo devices.

17. Click Save and Restart Services.

The appliance restarts.

Configure appliance date and time settings

Configure appliance date and time settings in the Settings section of the Administrator Console. If the
Organization component is enabled on your appliance, date and time settings are available at the System level.

It is important to keep the appliance date and time settings accurate, because many calculations are based on
these settings.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

¢ If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Date and Time Settings.

The Date and Time Settings page appears.
3. Specify the following settings:

Option Description

Timezone Select a timezone in the drop-down list.
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Option Description

Time Setting Select an option:

+ Configure Network Time Protocol. Use an Internet time server. If you select
this option, provide the server web address in the Server field.

* Manually configure date and time. Set the appliance clock manually. Specify
the time and date in the drop-down lists. The Hour drop-down list uses a 24-
hour clock format.

Server Use an Internet time server to set the appliance time. Enter the web address of the
time server in the text box. For example: time.example.com.

4. Click Save and Reboot.
The web server restarts and the settings are applied.

i NOTE: During the restart, active connections might be dropped. When changes are saved, the page
automatically refreshes after 15 seconds. After the appliance web server restarts, the updated date
and time appear in the bottom right of the Administrator Console.

Review and configure user notifications

The appliance displays user notifications in the Administrator Console when certain types events take place.

Appliance administrators can associate users with the notifications that are accessible to them using labels. User
notifications are only displayed to the users associated with them using labels. If a notification is not linked to any
user this way, it is displayed to all users with the administrative role.

A notification is represented with orange indicators appearing on the bell icon, located in the top-right corner of the
screen. Use the bell icon to show or hide the Notifications pane on the right. Each notification has a time stamp.
You can delete individual notifications by clicking the Delete icon in the top-right corner of each entry in the list. To
clear the list of notifications, click Delete All.

After reviewing all of the new notifications, the orange indicator disappears, however, the notifications remain on
the list for a configured number of days, even if the appliance re-boots during that time. You can edit the user
notification retention period on the General Settings page, as applicable.

1. Go to the User Notifications list page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click User Notifications.
2. Onthe User Notifications page, review the list of notifications.
For each item, the list displays its name, description, whether the notification is enabled, and any
labels associated with it.
3. To edit a specific user natification:
a. Click the name of a user notification.

b. On the User Notifications Detail page, review and edit the Name and Description of the selected
notification, as required.

c. Review the contents of the User Notifications Label area.
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User notifications are only displayed to the users associated with them using a label. If
a notification does not contain a label, it is displayed to all users with the administrative
role.

= To edit a label associated with this user notification, click the label name. Then, on the Label
Detail page that appears, make the changes, as applicable. When done, return to the User
Notifications Detail page.

To add one or more labels to this notification, click Manage Associated Labels. In the Select
Labels dialog box that appears, select one or more labels associated with the users that you want
to add to this notification. When done, close the dialog box.

d. On the User Notifications Detail page, click Save.

Enable Two-Factor Authentication for all users

Two-Factor Authentication (2FA) provides stronger security for users logging into the appliance by adding an
extra step to the login process. It relies on the Google Authenticator app to generate verification codes. The app
generates a new six-digit code at regular intervals. When enabled, end users will be prompted for the current
verification code each time they log in.

To download the Google Authenticator app, visit one of the following sites, as applicable:
+ Android devices: https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
+ iOS devices: https://itunes.apple.com/ca/app/google-authenticator/id388497605?mt=8

You can enable 2FA access to the Administrator Console and User Console for all users in the selected
organization using the Two-Factor Authentication page in the Administrator Console, as described below.
Alternatively, you can enable or disable 2FA access to the Administrator Console and User Console using
the System Administration Console. For more information, see Configure Two-Factor Authentication for
organizations.

1. Go to the Admin-level Two-Factor Authentication page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Two-Factor Authentication.
2. To enable 2FA for all users in the Administrator Console, under Two-Factor Authentication for Admin Portal,
select Required for all Users.

This option overwrites 2FA settings in the User Details page. When 2FA is enabled for all users on
this page, it cannot be disabled for individual users on the User Details page for any users that are
associated with the selected organization (if applicable).

3. To enable 2FA for all users in the User Console, under Two-Factor Authentication for User Portal, select
Required for all Users.

Verifying port settings, NTP service, and
website access

Port settings, NTP service, and website access must be configured correctly to enable features such as Agent
communications, Software Catalog updates, and patch downloads.
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Verify port settings

Appliance ports must be configured correctly to enable device management and database or file access.

»  Ensure that the appropriate appliance ports are not blocked by firewall settings:

Port

Use Direction

20 and 21

22

25

80

110

161

443

587

995

3306

(Optional and not recommended) Used Inbound to the appliance
to access backup files on the appliance
through FTP from outside the firewall.

(Recommended) Used to create an SSH  Outbound from the appliance
tunnel to quest.com.

(Optional) Used by the appliance SMTP Outbound from the appliance
server for email (non-SSL). This is

required only if you configure SMTP

email. See Configuring SMTP email

servers.

(Required unless SSL is enabled) Used Inbound to the appliance
for standard HTTP (web) access to

the Administrator Console and User

Console.

(Optional) Used for POP3 email (non- Inbound to the appliance
SSL)

(Optional) Used for SNMP monitoring. Outbound from the appliance
See Discovering devices on your
network.

(Required) Used for SSL access Inbound to the appliance
and agent messaging protocol
communications.

Devices use this port when they check in
to the appliance using HTTPS.

The appliance listens on this port for
communications from devices on which
the KACE Agent is installed.

(Optional) Used by the appliance SMTP  Outbound from the appliance
server for secure email (SSL enabled).

This is required only if you configure

secure SMTP email. See Configuring

SMTP email servers.

(Optional) Used for POP3 email (SSL Inbound to the appliance
enabled).

(Optional) Used to access the appliance  Inbound to the appliance
database with external tools. For
example, this port is used to run reports
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Port Use Direction

on the appliance database using
Microsoft Access® or Excel®.

*  Ensure that the appropriate device ports are accessible to the appliance:

Port Use

7 (Optional) Used by the appliance for UDP traffic on the network, which is used for Wake-
on-LAN. See Using Wake-on-LAN.

139 (Optional) Used during KACE Agent provisioning on Windows devices.

161 (Optional) Used for SNMP monitoring. This port should be open and bound to SNMP. See
Discovering devices on your network.

445 (Optional) Used during KACE Agent provisioning. See Provisioning the KACE Agent.

» To use an LDAP server for authentication, ensure that the appropriate ports are accessible from the

appliance:
Port Use
389 (Optional) Used for LDAP access.
636 (Optional) Used for secure LDAP access.

Verifying the status of the NTP service

When downloading patches using HTTPS, the NTP (Network Time Protocol) service must be running on the
appliance. The NTP service is required because the secure protocol uses the current date stamps from the
appliance to ensure certificate validity.

If the NTP service is not running, patch download failures, suggesting invalid certificates, might result.

Make necessary websites accessible to the appliance

To complete patch downloads, access product information, and interact with Quest Support, firewall, DNS
server, and proxy server settings must allow the appliance to access domains on both port 80 and port 443.

«  Ensure that the appliance Administrator Console has links to the following websites:

Website Description
https://twitter.com/quest Twitter®
https://www.facebook.com/questsoftware Facebook®
http://linkedin.com/ LinkedIn®
http://my.kace.com/inKpadsubscriptioncenter Quest KACE Inkpad
https://www.quest.com/community/b/en/p/endpoint-management Quest KACE blog
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Website Description

https://kace.uservoice.com/forums/82699-k1000 Quest KACE Uservoice

Configuring network and security settings

Appliance network settings include the hostname, web server name, IP address, and other information required to
access the appliance over the network.

Change appliance network settings

You can change the appliance network settings to meet the needs of your environment any time after the initial
configuration.

For virtual and physical versions of the appliance, network settings are initially configured during the
first login to the Administrator Console or the Command Line Console. See Change appliance network
settings.

For K1 as a Service, the appliance is preconfigured with a static IP address, subnet mask, and default gateway.
For configuration information, see the KACE as a Service Setup Guide. Go to https://support.quest.com/k1000-
as-a-service/release-notes-guides.

Changing the majority of appliance network settings requires that you reboot the appliance. Total reboot downtime
is one to two minutes, provided that the changes result in a valid configuration.

i TIP: Testing an external SMTP server does not require the appliance reboot. You can test the SMTP
configuration before saving your changes.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

« If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Network Settings to display the Network Settings page.
3. On the Network Settings page, in the Appliance Network Configuration section, provide the following
information:

Option Description

DNS Hostname Enter the hostname of the appliance. The default is k1000.

Web Server Name Enter the fully-qualified domain name of the appliance. This is the Hosthame
concatenated with Domain. For example: k1000.example.com. Devices connect
to the appliance using this name. Quest recommends that you add a static IP
address entry for the appliance to your DNS server. If you use an SSL certificate, the
hostname must be fully qualified and it must match the name on the certificate.

Automatically Select this check box to enable the system to generate the appliance web server
generate server name using this format: Hostname . Domain. For example: k1000 .example.com.
name Clear this check box to enter a custom web server name.

4. Inthe IPv4 Configuration section, provide the following information:
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Option Description

Configure Select this option if you want to use DHCP (Dynamic Host Configuration Protocol) to
Network Using automatically obtain the IPv4 address and other network configuration information for
DHCP the appliance.

Configure Select this option if you want to manually specify the IPv4 address, domain, subnet

Network Manually mask, default gateway, and DNS settings for the appliance:

* IP Address: Enter the static IP address of the appliance.

If the IP address is incorrect, you cannot access the
appliance through the web interfaces (Administrator Console and
User Console). If this happens, open the appliance Command Line
Console, and use the konfig login to enter the correct IP address.

*  Domain: Enter the domain that the appliance is on. For example,
example.com.

»  Subnet Mask: Enter the subnet (network segment) that the appliance is on.
The defaultis 255.255.255.0.

+ Default Gateway: Enter the network gateway for the appliance.

*  Primary DNS: Enter the IP address of the primary DNS server the appliance
uses to resolve host names.

» Secondary DNS: (Optional) Enter the IP address of the secondary DNS server
the appliance uses to resolve host names.

5. Inthe IPv6 Configuration section, provide the following information:

Option Description

Configure Select this option if you want to use the SLAAC (stateless address auto-

Network Using configuration), offered by IPv6, to configure the appliance's network settings.
SLAAC SLAAC allows devices to select their own IPv6 addresses based on the prefix that is

advertised from their connected interface.

Configure Select this option if you want to manually specify the IPv6 address, prefix length, and
Network Manually default gateway for the appliance:

+ IPv6 Address: Enter the static IPv6 address of the appliance.

If the IP address is incorrect, you cannot access the
appliance through the web interfaces (Administrator Console and
User Console). If this happens, open the appliance Command Line
Console, and use the konfig login to enter the correct IP address.

*  Prefix Length: Enter the number of bits in the IPv6 address prefix. An IPv6
prefix typically consists of 64 bits.

+ Default Gateway: Enter the network gateway for the appliance.

Disable IPv6 Select this option if you want to disable an IPv6 address for the appliance. This is the
default setting.

6. Optional: To set a proxy server, select the Enable Proxy Server in the Proxy Configuration section, then
specify proxy server settings:
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Option Description

Type Enter the proxy type, either HTTP or SOCKSS5.

Server Enter the name of the proxy server.

Port Enter the port for the proxy server. The default port is 8080.

Enable Select the check box to use the local credentials for accessing the proxy server.

Basic Proxy
Authentication

Login Enter the username for accessing the proxy server.

Password and Enter the password for accessing the proxy server.
Confirm Password

* NOTE: The appliance supports proxy servers that use basic, realm-based authentication, requiring
usernames and passwords. If your proxy server uses a different kind of authentication, add the
appliance’s IP address to the proxy server’s exception list.

7. To use an external SMTP server, select Enable SMTP Server in the Email Configuration section, then
specify SMTP server options:

Option Description

Server Specify the hostname or IP address of an external SMTP server, such as
smtp.gmail.com. External SMTP servers must allow anonymous (non-authenticated)
outbound email transport. Ensure that your network policies allow the appliance to
contact the SMTP server directly. In addition, the mail server must be configured to
allow the relaying of email from the appliance without authentication. If you specify an
IP address, enclose the address in brackets. For example [10.10.10.10].

Port Enter the port number to use for the external SMTP server. For standard SMTP, use
port 25. For secure SMTP, use port 587.

Login Enter the username of an account that has access to the external SMTP server, such
as your_account_name@gmail.com.

Password and Enter the password of the specified server account.
Confirm Password

8. Test the SMTP configuration.
a. Click Test Connection.
b. Inthe Connection Test SMTP dialog box that appears, type the email address to which you want
to send a test email using the newly configured SMTP server, and click Send Test Email.

The Connection Test SMTP dialog box refreshes, showing the test results. status of the
email operation. If the test fails, verify your configuration, and try again.

9. Click Save.

The appliance reboots. Total reboot downtime is one to two minutes, provided that the changes
result in a valid configuration.

10. If you changed the appliance IP address, go to the new address to display the Administrator Console login
page.
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Configure local routing tables

Configure local routing tables to enable the appliance to route traffic through multiple gateways on a network.

Local routing tables are useful when the physical appliance is located in one office, and managed devices are
located in a different location. For example, if the appliance is located in Texas, and managed devices are
located in California, the appliance would serve devices on the Texas subnet. Using the a local routing table, the
appliance could be pointed to the network in California, so that it could host the California devices as well as the
Texas devices.

1.  Go to the appliance Control Panel:

¢ If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Local Routing Table to display the Local Routing Table Settings page.

3. Click the Add button to add an entry: +

4. Specify the following settings:

Option Description
Name Enter a name for the route.
Destination Enter the IP address or network for the destination with which you want your

appliance to communicate.

Subnet Mask or Enter the subnet mask of the specified network. For example: 24,
CIDR 255.255.240.0. This is applied to the host.
Gateway Enter the IP address of the router that routes traffic between the appliance and the

destination network.

5. Click Save at the end of the row to save the entry.
6. Click Save and Reboot at the bottom of the page to save all changes.

A warning appears indicating that the Apache™ service needs to be restarted.
7. Click OK to continue.

Configure local web server settings and allow access to
hosts

You can configure local web server settings to specify an allow list of hosts that are allowed to access the
Administrator Console, System Administration Console, and the User Console. After you create the allow
list, access is restricted to the hosts on the allow list.
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i NOTE: After an IP address or domain name is added to the Allow List, only that IP address or domain has
access. All others are blocked.

1.  Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hosthame/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Access Control List to display the Access Control List Details page.
3. Specify the following options:

Option Description

No access Select this option to allow access from any web address.
restrictions

Restrict access as Select this option to restrict access to web addresses on the Allow List. To enable
specified below access to IP addresses on the appliance’s subnet in addition to the specified
destinations, select Allow all IP addresses in the same subnet as the appliance.

4. In the Allow List section, click the Add button to add an entry: +

5. Specify the following options.

Option Description

Destination Specify the destination:

* adminui: This is the Administrator Console, Admin level. An
allow list of IP addresses and/or host names who can log in to
http://appliance_hostname/admin.

. userui: This is the User Console. An allow list of IP addresses and/or host
names who can log in to http://appliance_hostname/user.

+ systemui: This is the System Administration Console (available
only if the Organization component is enabled on the appliance).
An allow list of IP addresses and/or host names who can log in to
http://appliance_hostname/system.

» api: This is the appliance API. An allow list of IP addresses and/or host names
who can access the appliance using its API, including the KACE GO app.

IP Address/ Provide the address to be allowed. This can be either:

Domain Name * A domain or sub-domain name (full or partial)

* An IP address (full or partial)

Subnet Mask/ Provide a subnet mask/CIDR (Classless Inter-Domain Routing) to be allowed. This
CIDR enables a finer-grained subnet control.

6. Click Save at the end of the row to save the entry.
7. Click Save at the bottom of the page to save all changes.

A warning appears indicating that the Apache service needs to be restarted.
8. Click OK to continue.
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NOTE: After an IP address or domain name is added to the Allow List, only that IP address or domain
can access that page. All others are blocked.

Configure security settings for the appliance

You must configure appliance security settings to enable certain capabilities such as Samba share, SSL, SNMP,
SSH, database access, and FTP access.

To enable SSL, you need to have the correct SSL private key file and a signed SSL certificate. If your private
key has a password, the appliance cannot restart automatically. If you have this issue, contact Quest Support at
https://support.quest.com/contact-support.

i +  Saving changes to security settings reboots the appliance.

* In some cases, the Firefox® browser does not display the Administrator Console login page
correctly after you enable access to port 443 and restart the appliance. If that happens, clear the
Firefox browser cache and cookies, then try again.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control

Panel.

« If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Security Settings to display the Security Settings page.
3. In the top section, specify the following settings:

Option

Description

Enable SSH

Enable webserver
compression

Enable SNMP
READ access

SNMP Community
String

Enable SNMP Trap
monitoring

Permit SSH logins to the appliance. When SSH is enabled, SSH encrypted
communications are permitted over port 22.

Enable the appliance to compress web pages. This compression reduces the time it
takes to load Administrator Console and User Console pages in the browser.

Enable unidirectional (read-only) SNMP access to managed devices on the network.

The SNMP community string that enables read-only SNMP access. The default value
is public.

Enable SNMP (Simple Network Management Protocol), a protocol for monitoring
managed devices on a network. SNMP is supported by Dell Open Manage and many
third-party products. If you do not want to receive SNMP traps from network devices,
clear this option.

When you enable this feature on the appliance, and the related devices are also
enabled for monitoring, the appliance can receive SNMP traps from the monitored
network devices such as printers, projectors, and routers. This feature only applies to
network devices managed through the SNMP-managed devices, such as agentless
devices using SNMP connections.

For information on how to enable device monitoring, see Enable monitoring for one or
more devices.

SNMP traps are messages initiated by network devices and sent to the trap receiver
on the appliance. For example, a router can send a message when its power supply
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Option

Description

MIB Files

Enable Secure
backup files

fails. Or, a printer initiates a message when it runs out of paper. The appliance
receives these traps and generates alerts when certain pre-defined thresholds are
reached.

SNMP version 1 or 2: This version only requires a valid community string.
A community string is required to allow the appliance to receive SNMP trap
messages from monitored network devices. The appliance supports multiple

security strings. To add a community string, open the v1/v2 tab, click + type
the community string, and click Save.

SNMP version 3: This version implements enhanced security and remote
configuration features and requires a valid user name and encryption

information. To add a security name, open the v3 tab, click + and provide the
following information:

> Security Name: The name of the User-based Security Model (USM)
account that sends the SNMP trap.

> Engine ID: The ID of the SNMP application engine that sends the SNMP
trap.

> Authentication Password: The password associated with the Security
Name.

> Authentication Protocol: The protocol used for authenticating the user:
MD5 or SHA.

> Privacy Password: The encryption key for the data packet.
> Privacy Protocol: The encryption protocol: AES or DES.
> Security Level: Indicates the level of security:

= authPriv: The identity of the sender is verified and the information is
encrypted.

= authNoPriv: The identity of the sender is verified, but the information
is not.

= noAuthNoPriv: The identity of the sender is not verified and the
information is not encrypted.

Upload vendor-specific MIB (management information base) files. A MIB file allows
the trap receiver on the appliance to translate SNMP traps into human-readable
messages. These files are optional.

To upload a MIB file, on the Security Settings page, under MIB Files, in the
Upload MIB area, click Browse, and select a MIB file.

A MIB file must meet certain standards. The appliance validates every MIB file
that you upload. If you upload an invalid MIB file, an error message appears
along the top of the Security Settings page. If you do not want to validate the
contents of the MIB file, select the Skip MIB validation check box.

Require username and password authentication for access to appliance backup files,
which are available by entering a URL in a browser.

Clear this option to enable access to backup files through a URL without username or
password authentication. This is useful for external process that require access. See
About appliance backups.
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Option

Description

Enable backup via

FTP

Make FTP writable

New FTP user
password

Enable mDNS

Enable Munin
access

Enable database
access

Enable secure
database access
(SSL)

Enable remote
syslog

Remote Syslog
Server

Enable access to the database backup files through a read-only FTP server. This
enables you to create a process on another server to access the backup files.

If you do not need this access, clear this option.

Enable the upload of backup files using FTP. FTP is useful for backup files that are
too large for the default HTTP mechanism and cause browser timeouts.

Require a password for FTP access to the backup files.

Enable the appliance to respond to multicast Domain Name System (mDNS) and
DNS Service Discovery (DNS-SD) requests. This option makes it easier for users and
administrators to locate the Administrator Console and User Console. If you do not
need the appliance to respond to these requests, clear this option.

Enable the appliance to view server usage and metrics over time.

* NOTE: This allows unrestricted, unauthenticated access to /munin.

Enable users to run reports on the appliance database using an external tool, such as
Microsoft Access or Excel, over port 3306. If you do not need to expose the database
in this way, clear this option.

. NOTE: The appliance database can be accessed from any ODBC-compliant

1 third-party tool if you have installed the (32bit) MySQL ODBC driver. You must
select this check box if you want to use this feature. In addition, you will need
to configure a data source for your MySQL ODBC driver, and provide the
appliance connection information. For more information, refer to your MySQL
ODBC driver documentation.

Enable SSL access to the database and access additional SSL options.

Enable the appliance to send limited server log data to a remote Syslog server.

i NOTE: Log data sent this way is unencrypted and uses UDP (User Datagram
Protocol). Before selecting this option, review your organization's guidelines
about security and network saturation.

Specify the fully qualified domain name (FQDN) or IP address and the port number
of the remote Syslog server. IPv4 and IPv6 addresses are supported. If you do not
provide a port number, the appliance uses 514 (UDP), the default port number for
Syslog traffic.

In the Two-Factor Authentication section, configure the Two-Factor Authentication (2FA) feature. 2FA

provides stronger security for users logging into the appliance by adding an extra step to the login process.
It relies on the Google Authenticator app to generate verification codes. The app generates a new six-digit
code at regular intervals. When enabled, end users will be prompted for the current verification code each

time they log in.

NOTE: If you enable this feature, ensure that appliance server's clock is accurate, as well as the
device running Google Authenticator. Google Authenticator relies on current time to create the token.

If server's clock is not synchronized with those of the devices running Google Authenticator, token
validation may fail, which may result in account lockouts.
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5.

a. Specify the following options. They appear listed in the order of precedence, as you enable
them from top to bottom. For example you can only enable 2FA for the User Console if you have
previously configured 2FA for the Administrator Console.

Enable Two-Factor Authentication for the System Portal: Select this check box if you want to
use 2FA for the System Administration Console. To enable 2FA for all users, select Required
for all Users.

NOTE: This option is only available on appliances with multiple organizations.

Enable Two-Factor Authentication for the Admin Portal: This option only appears if you
enabled 2FA for the System Administration Console, or if your appliance has only one
organization. Select this check box if you want to use 2FA for the Administrator Console. Next,
specify the users that will require 2FA during login by selecting one of the following options:

= Required for all Users: Appliances with one organization only. To enable 2FA for all users,
select this option.

Defined by Organization: Appliances with multiple organizations only. Apply the same
2FA configuration to all users in each Organization in the Administrator Console, as
applicable.

Required for all Users: Appliances with multiple organizations only. Enable 2FA for all
users in the Administrator Console.

Not required: Appliances with multiple organizations only. Disable 2FA for all users in the
Administrator Console.

Enable Two-Factor Authentication for the User Portal: This option only appears if you enabled
2FA for the Administrator Console. Select this check box if you want to use 2FA for the User
Console. Next, specify the users that will require 2FA during login by selecting one of the
following options:

Defined by Organization: Apply the same 2FA configuration to all users in each Organization
in the User Console, as applicable.

Required for all Users: Enable 2FA for all users in the User Console.
Not required: Disable 2FA for all users in the User Console.

b. Under Transition Window, specify the amount of time during which users who require 2FA will
be able to bypass the 2FA configuration step.

For example, if a user forgets their phone at home and is therefore unable to generate a
new code, they can still access the portal during the period of time specified here.

Use the settings in the Brute Force Prevention area to prevent multiple consecutive attacks from obtaining
access to the appliance using false credentials. You can configure the number of failed authentication
attempts within a specified time frame, after which the appliance prevents any logins for that user.

The default setting is three attempts during a five-minute period. You can change these values, as
needed.

When the appliance disables a user account from logging in, other users are not affected and can log
in to the appliance with valid credentials.

Optional: In the Appliance Encryption Key section, click Generate Key to generate a new encryption key.
This key is used to enable Quest Support to access your appliance for troubleshooting using a tether. It is
not necessary to generate a new key unless you believe that the current key has been compromised. See
Enable a tether to Quest KACE Support.

The time stamp shows the time the key was generated.

In the Single Sign On section, specify authentication settings:
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Option

Description

Disabled

Active Directory

Prevent the appliance from using single sign on. Single sign on enables users who
are logged on to the domain to access the appliance Administrator Console and
User Console without having to re-enter their credentials on the appliance login

page.

Use Active Directory for authentication. Active Directory uses the domain to
authenticate users on the network. See Using Active Directory for single sign on.

8. In the Samba section, specify the following settings:

Option

Description

For appliances with
the Organization
component
enabled:

Enable
Organization File
Shares

For appliances
without the
Organization
component:

Enable File
Sharing

Samba minimum
protocol, Samba
maximum
protocol

Require signing

Disable Guest
Access

Use the appliance's client share to store files, such as files used to install applications
on managed devices.

The appliance’s client share is a built-in Windows file server that can be used by

the provisioning service to assist in distributing the Samba client on your network.
Quest recommends that this file server only be enabled when you perform application
installations on managed devices.

NOTE: If the Organization component is enabled on your appliance, you can
select additional file sharing options for each organization. See Enable file
sharing at the System level.

Select the minimum and maximum Samba protocol, as required. The following
options are available in each setting:

+  SMB2: Re-implementation of the SMB protocol. Used by Windows Vista and
later versions of Windows. SMB2 has sub protocols available. By default SMB2
selects the SMB2_10 variant.

«  SMB2_02: The earliest SMB2 version.
« SMB2_10: Windows 7 SMB2 version.
+  SMB2_22: Early Windows 8 SMB2 version.
SMB2_24: Windows 8 beta SMB2 version.

+  SMB3: Re-implementation of the SMB2 protocol. Used by Windows 8. SMB3
has sub protocols available. By default SMB3 uses the SMB3_11 variant.

+ SMB3_00: Windows 8 SMB3 version (similar to SMB2_24).
« SMB3_02: Windows 8.1 SMB3 version.
«  SMB3_10: Early Windows 10 technical preview version.

+  SMB3_11: Windows 10 technical preview version.

Enables signing in for the Samba protocol.

Disables Samba guest access.
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Option

Description

Require NTLMv2 Enable NTLMv2 authentication for the appliance files shares. When this is enabled,
to appliance file managed devices connecting to the appliance File Shares require support for

shares

NTLMv2 and they authenticate to the appliance using NTLMv2. Although NTLMv2
is more secure than NTLM and LANMAN, non-NTLMv2 configurations are more
common and this option is usually turned off. Enabling this option disables lanman
auth and ntlm auth on the Samba server. NTLMv2 Levels 1-4 are supported. If
you need NTLM v2 Level 5, consider manually provisioning the KACE Agent. See
Manually deploying the KACE Agent.

Require NTLMv2 Force certain appliance functions that are supported through the Samba client, such
to off-board file as Agent Provisioning, to authenticate to off-board network file shares using NTLMv2.

shares

Even though NTLMv2 is more secure than NTLM and LANMAN, non-NTLMv2
configurations are more common and this option is usually disabled. Enabling this
option enables the client ntimv2 auth option for Samba client functions.

9. Optional: In the SSL section, specify SSL settings:

i IMPORTANT: Enabling SSL is a one-way automatic shift for managed devices. Devices must
be reconfigured manually if you disable SSL.
Option Description
Enable Port 80 Enable access to the appliance over port 80.
access If you disable port 80 access, contact Quest Support to adjust the Agent deployment
scripts to handle SSL.
Enable SSL Enable managed devices to connect to the appliance using SSL (HTTPS).

Enable this setting only after you have properly deployed the appliance on your LAN
in non-SSL mode.

To enable SSL, you need to load an SSL certificate as described in step 10.

10. To load an SSL certificate, do one of the following:

Click SSL Certificate Form to generate certificate requests or load self-signed certificates. See
Generate an SSL certificate.

If you have an SSL certificate and private key, click Browse or Choose File in the SSL Private
Key File or SSL Cetrtificate File fields to select them. These files must be in Privacy Enhance Mail
(PEM) format, similar to those used by Apache-based web servers.

Select Enable Intermediate SSL Certificate to enable and upload intermediate SSL certificates,
which are signed certificates provided by certificate issuers as proxies for root certificates.
Intermediate SSL certificates must be in PEM format.

If your certificate is in PKCS-12 format, click Browse or Choose File in the PKCS-12 File field to
select it, then enter the password for the file in the Password for PKCS-12 file field.

11. In the Secure Attachments in Service Desk section, choose whether to add security for files that are
attached to Service Desk tickets:

Select the check box to enable security for files attached to tickets. If you choose this option, users
can access files attached to tickets only from within the appliance Administrator Console or User
Console.

Clear the check box to enable users to access files by clicking ticket links from outside the
Administrator Console or User Console.

12. Click Save and Restart Services to save changes and restart the appliance.
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Firefox browser cache and cookies, then try again.

Configure Active Directory as the single sign on method

Active Directory single sign on