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Before Installing Foglight

This guide provides instructions for installing, configuring, and starting Foglight®. Before you begin, see the
System Requirements and Platform Support Guide.

This section provides setup information and an initial overview of installing Foglight:
*  What is Foglight?
e Hardware requirements and guidelines

e Planning your installation

i | IMPORTANT: See the Release Notes for Foglight, the Foglight Agent Manager, and any cartridges you are
installing. These documents contain important information about the latest versions of these components,
such as information about late-breaking changes, updates, and known and resolved issues.

What is Foglight?

Foglight solution simplifies application performance monitoring and reduces the skills and effort required to
manage applications, the user experience, and the supporting infrastructure.

Unlike other solutions, Foglight uses a single code base, and has a model-driven design that couples fast
deployment and accelerated time-to-value. It offers the modular flexibility required to deliver a range of capabilities
and sophistication to meet the needs of any organization, from organizations focused on technology-centric
monitoring to organizations that have completed the transition to application-centric or transactional monitoring.

Foglight performs equally well in physical, virtual, and mixed infrastructure environments, providing visibility into
issues affecting the application and end user experience. Intuitive workflows help you quickly move from the
symptom to the root cause in the application, database, infrastructure, or network to resolve issues, reducing
mean time to resolution. Predefined and drag-and-drop dashboards provide insight that is tailored to each
stakeholder. By offering comprehensive visibility into your monitored environment, Foglight helps ensure that
cross-functional teams collaborate on and prioritize issues that matter most to the business.

Foglight includes several different components, which are described in the Getting Started Guide.

Hardware requirements and guidelines

The hardware requirements to run Foglight can vary widely, based on a number of factors, including:
e The number and type of agents that are being used
* The persistence and data roll-up policies
* Agent configuration settings

Before doing a production implementation, conduct a proper scoping and sizing exercise with a qualified Quest
Software Inc. representative. Arrange for a sizing analysis by contacting your Quest Software Inc. Sales
Representative.
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Installation recommendations

Running Foglight requires the following components:
* Foglight Management Server
* Foglight database repository

These components can be installed on a single tier or on multiple tiers. It is critical to realize that both the
Management Server and database repository require dedicated resources to support them. In order to help
facilitate sizing, the resources required to support each component are addressed separately. They can either be
summed to support a single-tier installation, or treated independently as the requirements for each server in a two-
tier installation.

Hardware requirements

For the current single- and multi-tier hardware requirements, see the System Requirements and Platform Support
Guide.

Planning your installation

Before you install Foglight, review the components that you are going to install. Ensure that you have the
necessary information, such as port numbers and server names, and the locations where you are going to install
the components.

i | NOTE: This guide provides instructions for installing new instances of Foglight only, not for upgrading
Foglight.

For best practices for upgrading Foglight, an overview of the upgrade process, and upgrade procedures, see
the Upgrade Guide.

NOTE: You can choose to use an embedded database or an external database. The instructions in this
guide are for external database installations only.

The following list summarizes the main stages involved in installing and configuring Foglight:

Stage 1: Install the Management Server and configure the Management Server and database. The Management
Server is the data collection and processing server.

Stage 2: Install, configure, and initialize the database, then start the Foglight Management Server and log in.

; | NOTE: If you are using an external database, the database must be initialized successfully before you can
run Foglight.

Stage 3: Install and configure cartridges. Cartridges extend the functionality of Foglight, and are installed on the
machine hosting the Management Server. A cartridge contains one or more cartridge components, such as agents
for deployment, communication capabilities, modifications to the way that data is transformed or handled, rules,
reports, and views.

Stage 4: Install, configure, and start the Foglight Agent Manager. The Agent Manager is a client that manages
agents installed on monitored hosts. See the Foglight Agent Manager Guide for details.

Stage 5: Install and configure agents. Agents are deployed on machines in your monitored environment and send
data to the Management Server. There are several types of agents. One or more instances of each type of agent
managed by the Agent Manager can be deployed per host. For example, there is an agent that collects metrics
from the operating system of the host machine. There are also agents that are embedded into systems or the
software that they monitor.

i | IMPORTANT: Install and configure the Agent Manager before deploying agents that are installed on a
monitored host.
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For more information, see these topics:
* Using an external database
* Licensing

¢ |Installation modes

Using an external database

An external instance of the Oracle® database can be used if your database administrator has installed one.
Please see the System Requirements and Platform Support Guide for information about the external databases
supported by Foglight.

A setup with an external database has the advantage of using existing infrastructure. For setup, a remote
administrator user/password with rights to create users and tables in the user/temp tablespace is required. Remote
administrator access must be granted.

; | NOTE: Oracle databases must be configured to support Unicode characters. For example, you can use
UTF-8 or UTF-16 to support Unicode.

Licensing
This section provides information about licensing for Foglight.

; | IMPORTANT: See the Administration and Configuration Guide for information about license requirements,
managing licenses, and the different categories of cartridges (based on their license requirements).

Providing a license file during installation

You can install a license file during installation if you perform a Custom Install. See Step 14: Add Foglight license
file in Installing a new version of the Management Server.

Importing a license file after installation

You can also import a license after installing Foglight. There are three ways of providing a license file to the
Management Server after installation.

Using the manual process

* Move an existing license file into the <foglight home>/license folder.

Using the Foglight Administration module

¢ Upload a license file using the Foglight Administration module. See the Administration and Configuration
Guide for instructions.

Using the command line
1 Start the Foglight Management Server.
2 Ensure that JAVA HOME is set.
3 If you have not already done so, extract the file fglcmd.zip in <foglight home>/tools.
4 Upload a license by navigating to <foglight home>/tools and entering the following command:

fglcmd -usr <username> -pwd <password> -cmd license:import -f <license file>

Foglight 6.1.0 Installation and Setup Guide
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The preceding command assumes that you are using the default port 8080 and /localhost. If you are not
running with these default values, use the following options to indicate server and port:

-port <xx> -srv <server name>

For example, if you want to connect to the Management Server using the default HTTPS port, include the
option -port 8443 with the fglcmd command.

i | NOTE: See the Command-Line Reference Guide for information about running the fglcmd utility and the
options that can be used with fglcmd, including additional license-management commands.

Installation modes

The default mode for the installer is the graphical user interface mode. On UNIX® systems, in cases where a
graphics display is not available, the Foglight installer can be started in command-line mode by using the console
mode or silent mode.

Console mode

For Foglight systems, the console mode is available on UNIX® only for Linux®.
For Foglight Evolve, the console mode is available on UNIX only for Linux.

In console mode, the install instructions are in text format, but otherwise are the same as the graphical user
interface install.

To execute the console mode, type the following command:

Linux® - Foglight only

Foglight-6 0 O-install linux-x86 64.bin -i console

Linux® - Foglight Evolve

Foglight Evolve-x x x-install linux-x86 64.bin -i console

Silent mode

; | NOTE: Foglight installation with an external Oracle database does not allow tablespace configuration in
silent and console modes. This option is only available in the interactive installations, using advanced
settings.

In silent mode, a properties file is used to feed in the installation parameters. The file consists of a list of key-value
pairs, which are described in the following table.

i | IMPORTANT: Silent mode does not work if you set parameters in the properties file for Foglight to connect to
an external database, and an existing Foglight schema is present in that database. There is no Foglight
silent installer parameter for using an existing database schema in order to prevent the contents of an
existing database from being lost.

If you attempt to run the silent installer using a properties file that specifies an external database where an
existing Foglight schema is present, a fatal error appears in the installation logs. See Installing Foglight FAQ
for more information about the error message and workarounds.

To run the installer in silent mode:

Linux® - Foglight only

Foglight-6 0 O-install linux-x86 64.bin -i silent

Foglight 6.1.0 Installation and Setup Guide
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Linux® - Foglight Evolve only
Foglight-Evolve-x x x-install linux-x86 64.bin -i silent
To use a specific properties file in silent mode, append the following option:
-f <fms silent install>.properties

The installer loads the specified properties file. When the file name and installer prefix are the same, the installer
uses the properties automatically.

; | NOTE: In certain configurations the Management Server uses ports in addition to the ones that you set using
the silent installer. See the Administration and Configuration Guide for details.

NOTE: Foglight installation with an external Oracle database does not allow tablespace configuration in
silent and console modes. This option is only available in the interactive installations, using advanced
settings.

The following table lists the properties available for configuring a silent installation, and their default values.

Table 1. Properties available for configuring a silent installation

Property Description Default
FMS ADMIN PASSWORD Administrator password for Foglight. foglight
FMS_CLUSTER MCAST PORT Cluster Multicast port. 45566
FMS DB Allows you to specify whether the database is embedded
embedded Or external.
Must be set to external if FMS HA MODE=1
FMS DB_ADMIN PASSWORD Allows you to specify the password for the database None.
administrator user account.
This setting is not required if FMS_DB=embedded.
FMS DB ADMIN USER Allows you to specify the database administrator foglight
user account.
This setting is not required if FMS_DB=embedded.
FMS DB _HOST Allows you to specify the host name of the database 127.0.0.1
machine.
This setting is not required if FMS_DB=embedded.
FMS DB NAME Allows you to specify the name of the Foglight foglight
database.
This setting is not required if FMS_DB=embedded.
FMS DB _PORT User-defined port for the database. 15432
FMS DB SETUPNOW 0 = Set up the database after installation is complete. 1
1 = Set up the database as part of the installation.
FMS DB TYPE Specifies the database type. Must be set to the postgresqgl
database type: (oracle).
This setting is not required if FMS_DB=embedded.
FMS_DB_USER Database user name. foglight
FMS DB USER PASSWORD Database user password. foglight
FMS_FEDERATION_ PORT Federation communication port. 1099
FMS HA MODE 0 = Run Foglight in standalone mode. 0
1 = Run Foglight in HA (High Availability) mode.
FMS HA PARTITION High Availability (HA) partition name. FMS HA
Only required if FMS HA MODE=1.
FMS HTTP_PORT HTTP port. 8080

Foglight 6.1.0 Installation and Setup Guide
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Table 1. Properties available for configuring a silent installation

Property Description Default
FMS HTTPS ONLY 0 = Do not run Foglight in secure mode (HTTPS) 0

only.

1 = Run Foglight in secure mode (HTTPS) only.
FMS_HTTPS_ PORT HTTPS port. 8443
FMS_ LICENSE AGREEMENT License agreement acknowledgment. yes

FMS LICENSE FILE

FMS QPSAPP PORT
FMS_RUN_NOW

FMS UPGRADE

INSTALLER UI

USER INSTALL DIR

USER SHORTCUTS
FMS SERVICE LINUX ENABLED

FMS SERVICE LINUX VALID P
LATFORM

FMS SERVICE LINUX RUN USE
R

FMS FIPS APPROVED ONLY MO
DE

Allows you to add a license file by specifying the path

to the license.

NOTE: See the Administration and Configuration
Guide for information about license requirements,
managing licenses, and the different categories of
cartridges (based on their license requirements).

The port for an embedded query engine.

Starts the Management Server at the end of the
installation.

Only required to update an existing installation, in
which case it must be setto 1.

The property is set to SILENT for silent mode.
This setting is the default one and is mandatory.
The Foglight installation directory.

If you want to upgrade an existing installation,
specify the path to the existing installation directory
here (and ensure that FMS UPGRADE is set to 1).

Sets the shortcut location.

For enabling Foglight as a Linux service, in which
case it must be set to 1.

For enabling Foglight as a Linux service, in which
case it must be set to true.

The username who is used to run the Foglight.

Enable FIPS Compliance mode for the Foglight
server.

None (the license
file you specify is
validated).

8448
false

SILENT

None.

None.

false

None.

false
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Installing Foglight

The Foglight installer allows you either to install a new instance of the Foglight Management Server or to upgrade
an existing installation of a Foglight Management Server. This guide provides the procedures for a new installation
of the Management Server. For upgrade procedures, see the Upgrade Guide.

i | NOTE: The Management Server should be installed on a dedicated machine.

For more details, see these topics:
* Preparing to install
* Installing a new version of the Management Server
* Installed directories
* Foglight settings
e HP patch checking tool
* Uninstalling Foglight
e Upgrading the Management Server

* Installing Foglight FAQ

Preparing to install

The requirements for installing Foglight are:

¢ A machine to host the Management Server. The Management Server should run on a dedicated machine
because it must process and store large volumes of data.

i | NOTE: Ensure that a host name resolution and reverse lookup are confirmed prior to installing the
Foglight Management Server.

NOTE: Link-local IPv6 addresses are not supported for the Management Server because many web
browsers do not support link-local IPv6 addresses.

* Administrator or root access to all machines requiring a Foglight agent.

¢ An administrator password for Foglight. The user name foglight and the default password for this account
can initially be used to log in to the browser interface and to use command-line interface options with root
privileges. It is recommended that you change the default password for this account.

* Auser account on the machine where you are installing Foglight.

e The IATEMPDIR environment variable is set to a location with sufficient space for installer self-extraction to
meet the requirements.

Foglight 6.1.0 Installation and Setup Guide
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Installing a new version of the
Management Server

Once all system requirements are in place, you are ready to install the Management Server. The installer prompts
you to input data, and shows progress during the installation process.

The Foglight installation process consists of the same basic steps for all platforms. For specific platform
customizations, see Installed directories.

For more details, see these topics:
* Foglight Server Startup page
* Next steps
* External Oracle database access for remote users

* Embedded Agent Manager

Start the installation process by initiating the executable included on the Foglight installation media. Each
installation screen includes a Previous button, allowing you to go back and adjust the information you have
specified.

Step 1: Introduction

The Introduction screen provides an overview of the mechanics of the installation interface. Review the contents of
the screen, then click Next.

Step 2: Transaction Product Agreement

1 Read the Transaction Product Agreement statement, and accept or decline the terms of the agreement.

2 If you selected | accept the terms of the License Agreement, click Next.

Step 3: Select installation type

Click the Custom Install option, then click Next.

i | NOTE: The Standard Install option is only available if you are installing with an embedded database.

Step 4: Choose installation folder

1 Choose the location where you want to install Foglight, depending on the product that you want to install.
You can accept the default location:

Foglight
= .../Quest/Foglight
Foglight Evolve
= .../Quest/Foglight/Program Files
2 You can also click the Browse button to navigate to a different location.

3 Click Next.

Foglight 6.1.0 Installation and Setup Guide
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Step 5: Choose link location

1 Choose the location where you want to create links (shortcuts).

2 Click Next.

Step 6: Pre-installation summary

Review the installation information. If you are satisfied with the parameters of your installation, click Install.

To change the installation parameters, click Previous.

; | NOTE: The installation type (New Install) is displayed on this screen. If you want to upgrade an existing
installation of the Management Server, continue clicking Previous until you return to the Choose Install
Folder screen. See the Upgrade Guide for detailed upgrade instructions.

Step 7: Installing Foglight

Foglight installs files into the specified directory.

Step 8: Foglight administrator password

1 In the Foglight Administrator Password box, accept the default password (foglight) or type an alternate
one.

2 In the Retype Administrator Password box, accept the default (foglight) or, if you have provided an
alternate password in step 1, retype the password for verification.

3 Optional — To run Foglight in secure mode (HTTPS) only, select the Secure Server (HTTPS Only) check
box.

4 Click Next.

Step 9: Foglight mode
1 Select the server mode. The options are Standalone (the default) or HA (High Availability).

i | NOTE: A server running in HA mode can only use an external database.

2 Click Next.

Step 10: FIPS Compliance mode
This step allows you to enable FIPS Compliance mode. Select the checkbox if you want to enable FIPS
compliance mode.

i | NOTE: Once the FIPS Compliance mode is enabled during installation, you cannot disable it without a
complete reinstall of Foglight.

Step 11: Foglight repository database type

This step allows you to select the Foglight database type. If you are configuring Foglight to use an external
database, the database must exist before you complete this step.At the completion of this step, the installer
creates the user (foglight is the default user ID) in the database and sets the appropriate permissions.

» Select Oracle (External database) and then click Next. See the following section for instructions.
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Oracle® external database

NOTE: For information about granting remote users access to the database, see External Oracle database
access for remote users.

If the Management Server you are installing is configured to be part of an HA cluster, you must also configure it to
connect to the same database instance as all other members of the cluster. This typically means that you set Host
and TNS Port to the same values as those used for the other members. In some rare cases, certain settings might
be different. For example, the value for Host might be different if there is a firewall between the database and
certain members of the cluster in your environment.

1

In the Host box, type the host name or IP address where the Oracle® instance will run (the default is
localhost).

In the TNS Port field, specify a port number or accept the default (1521). This is the TCP/IP port used by
the TNS listener on the host machine.

In the SID field, type the service ID for the Oracle instance.

In the Foglight Repository User Name box, accept the default user ID or type an alternate one. The
Management Server uses this account to connect to the database.

In the Foglight Repository User Account Password box, accept the default password or type an alternate
one. The Management Server uses this password to connect to the database

In the Foglight Repository User Account Retype Password box, accept the default or, if you have provided
an alternate password in step 5, retype the password for verification.

Click Next.
The Tablespaces dialog box appears.

You can configure Oracle tablespace information at this time. The values you specify in this dialog box are
referenced in the storage-config.xml file. See the Performance Tuning Field Guide for more information
about Oracle tablespaces.

Tablespaces

™ Introduction Configuration Tablespaces i
Data: USERS
Index: USERS
Lot USERS

™ License Agreement

™ Choose Install Folder

™ Choose Shortcut Location
™ Pre-Installation Summary [ Use Observation Tablespaces i
™ Installing... Data

™ Adminisirator Password Index

™ Server Settings

@ Database Sellings Foglight Repository Creation i
& Port Settings ~) Automatically create the repository database

® Add License File i@ Manualiy create the repository database

® Install Complete Foglight Repaository Administrator Account i

Password

Installanywhers by Macrovision

W I Previous ]I Next I

NOTE: Check with your database administrator for information on how to correctly assign tablespace
names.

NOTE: Foglight installation with an external Oracle database does not allow tablespace configuration
in silent and console modes. This option is only available in the interactive installations, using
advanced settings.

9 Click Next.

10 Select one of the following Repository Creation options:

= Automatically create the repository database
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= Manually create the repository database
11 If you select Manually create the repository database, there are two methods you can use to create the
database. For more information, see Manual database configuration.

; | NOTE: You must manually create the database before proceeding.

12 If you select Automatically create the repository database, select the Repository Administrator Account
Authentication Method, and then type the Repository Administrator Account User Name and Password.
The Management Server uses the administrator account credentials to create the Oracle database.

NOTE: The Repository Administrator Account User Name cannot be the same as the User Account
User Name you created in step 4.

+ | IMPORTANT: If the Management Server you are installing is configured to be part of an HA cluster,
you must set the Repository Administrator Account User Name and Password to the same
values as those used for the other Management Servers that share the same HA partition name.

13 Click Next.

If a database schema already exists, the Foglight Database Found screen appears. This screen allows you
to keep your existing data, create a new database, or select a different database. If you are running in HA
mode, select Keep existing data.

If you chose Manually create the repository database in step 10, and did not create the database at that
time, an error message appears. For more information, see Manual database configuration.

Step 12: Foglight ports configuration

1 Configure the server ports. The Foglight Ports Configuration screen displays default ports that you can
assign.

i | NOTE: In certain configurations, the Management Server uses other ports than the ones that you

can set on this screen. See the Administration and Configuration Help for details.

2 If you want to revert to the default values, click Defaults.

3 Click Next.

; | NOTE: If there are any port assignment conflicts, an error message dialog box appears. Click

Review Ports, if you want to return to the Foglight Ports Configuration screen to configure the
conflicting port(s), or click Ignore and Continue to continue with the installation without resolving the
port conflicts. Select one of these options to continue.

Step 13: Add Foglight license file

1 Specify the path to the Foglight license file in the License File box, or browse to a license file by clicking
the Browse button.

i | IMPORTANT: See the Administration and Configuration Guide for information about license
requirements, managing licenses, and the different categories of cartridges (based on their license
requirements).

2 Click Next.

Alternatively, you can provide a license file to the Management Server after the installation is complete. To
do so, leave the License File box blank and click Next.
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Step 14: Add Foglight to system service

The Foglight Server Startup step enables to add Foglight to the system service.

i | NOTE: To customize the Foglight Management Server starts as a system service, the current user must
have sudo without password privilege; otherwise the script will be generated without being added into the
system service and you can edit and execute the script later.

1 To start the Foglight Management Server without adding Foglight to the system service (the default
setting), click Next.

2 To start the Foglight Management Server as a system service, select Yes, add foglight to the system
service.

Step 15: Foglight server startup

The Foglight Server Startup step enables you to start the Management Server.
1 To start the Management Server (the default setting), click Next.

If you do not want the installer to start the Management Server, clear the Run Now check box, then click
Next.

2 If you selected Run Now, the installer starts Foglight and the Foglight Server Startup page launches in a
web browser (if a web browser is available). If a web browser is not available, the Foglight Server Startup
page does not launch.

See Foglight Server Startup page for more information.

In either case, the Install Complete screen appears.

Step 16: Install complete

Click Done to complete the installation process.

Foglight Server Startup page

If you selected the Run Now check box in the Foglight Server Startup step in the installer, the installer starts
Foglight and launches the Foglight startup page.

When the server startup is complete, a link to the Foglight login page appears. For more information, see Logging
in to Foglight.

i | NOTE: The default link to the login page points to http://localhost:8080. In some instances, this link may not
correspond to the URL of your Foglight server. In such cases, see Why does clicking the login link on the
server startup page not work?.

Next steps

If you performed a Custom Install and you did not install a license in Step 14: Add Foglight license file, follow the
instructions in Importing a license file after installation to provide a license file to the Management Server after
installation.

i | IMPORTANT: See the Administration and Configuration Guide for information about license requirements,
managing licenses, and the different categories of cartridges (based on their license requirements).

If you did not select the Run Now option in the Foglight Server Startup step of the installer, start the Management
Server by following the instructions in Starting and stopping the Management Server.

To log in to Foglight, see Logging in to Foglight.
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To set up an encrypted database connection, see Setting up an encrypted database connection.

External Oracle database access for remote
users

By default, Oracle® supports remote administration access.

Embedded Agent Manager

An instance of the Agent Manager is automatically installed with new installations of the Management Server. This
embedded Agent Manager instance runs on the Management Server machine. You can deploy agents to the
embedded Agent Manager if you want to monitor the machine on which the Management Server runs.

In certain environments, Foglight starts and stops the embedded Agent Manager along with the Management
Server by default. For more information about running the embedded Agent Manager, see the Agent Manager
Guide.

You can run the embedded Agent Manager in tandem with the server or not. For more information, see the Agent
Manager Guide