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Executive Summary 

This paper provides information about how to set up Quest® QoreStor™ as a backup target for BridgeHead Backup software. 

For additional information, see the QoreStor documentation and other data management application best practices whitepapers for 

your specific QoreStor version at: 

https://support.quest.com/qorestor/ 

 

 
NOTE: The QoreStor and BridgeHead screenshots used in this document may vary slightly, 

depending on the QoreStor and BridgeHead versions you are using. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.quest.com/qorestor/
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1. Installing and configuring QoreStor 

1 Before installing QoreStor, refer to the QoreStor Interoperability Guide to ensure your system(s) meet the installation 

requirements. 

2 To install QoreStor on your system(s), follow the procedures documented in the QoreStor Installation Guide. 

Using a supported web browser (refer to QoreStor Interoperability Guide for a list of supported browsers), connect to the 

QoreStor administrative console via https, using the host IP address/FQDN and port 5233 (https://<hostname:5233>). Log in 

with the username admin and password St0r@ge! (The “0” in the password is the numeral zero). 
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2. Creating a CIFS container for use with BridgeHead 

 

1 Select the Containers tab, then click Add container. 

        

 

 

2 Enter a container Name, select a Storage Group or leave the DefaultGroup option selected, and select NAS (NFS, CIFS) from 

the Protocol dropdown menu. Click Next. 

 

3 Click the dropdown on the Protocols field then select the check mark for CIFS. Leave Marker Type on Auto, then click Next. 
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4 Fill in the CIFS Client Access options if needed then click Next. 

 

 

5 Confirm the settings and click Finish. Confirm that the container is added. 
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3. Adding QoreStor CIFS container to BridgeHead 

 

1 Open BridgeHead Console Management console. 

2 Under Backup Node, click Configuration. Double-click        to open the Configuration File. 

 

 

3 Search Staging_Area in the text editor. Use QoreStor container share UNC path for the Staging Area Path, define a Staging 

Area Name. Save the Configuration file. 
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Note: The Backup Node for BridgeHead Healthcare Data Management requires appropriate permissions to the 

QoreStor CIFS Share for the step below to complete successfully. See Appendix A for setting up the BridgeHead 

Healthcare Data Management Backup Node account correctly. This should be done before the next step. 
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2.1 Procedure for Unix/Linux Environment 

 

Notes: 

Make sure that you can mount/verify the NFS share from the UNIX/Linux backup node. Please see Appendix B for 

how to mount/verify the NFS share. 

The procedure for the Unix/Linux Environment is very similar to the procedure for the Windows Environment. One 

difference is that the configuration file of the Backup Node is ht_media.def, and the default location for the file is 

“/etc/ht_media.def ”. 

For other details, please refer to the Procedure for the Windows Environment. 

 

4. Create a New Backup Job with QoreStor CIFS container as the Target 

 

1. Open BridgeHead Management Console. Click Schedule Manage under Control Node. Double-click to open the 

Schedule Manager. 
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2. Select Template schedules that contain suitable defaults for various job types. Click OK. 
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3.  Select None and then click OK. 
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4.  Populate all the required fields and SelectMedia Manager under Media Management, and click New. 
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5.   Select Disk in the Media Management option and click Next. 
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6.  Select all the required fields then click NEXT 

 

 

7. Enter Stage Area Name, Application as BACKUP, click Finish. 
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8. Click OK to save it. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Setting Up Quest® QoreStor™ with BridgeHead 
17 

Contents 

 

9. On Bridge HDM Management Console, click Object Manager under Control Node, which displays the Object Manager in the 

list. Double-click to open the Object Manager on right- hand side pane. 
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10. Select the Template objects to contain default settings for particular tasks such as platform or database backups, storage 

policy applications, or reporting, and click Next. 
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11. SelectWIN in the template list then click Next. 
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12. Enter the Service Node related info with the valid file path for the backup data source, click on Credential 

manager to set the password and then click Next. 
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13. Enter Backup Node related info. 
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14. Accept the defaults and click NEXT. 
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15. Select the schedule, and click NEXT. 
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16. Accept the defaults and click Next. 
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17. Accept the defaults and click Next. 
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18. Enter the Name of the Object then click Finish to save it. 
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19. The backup object summary is displayed on the Object list. Right-click the object to run the backup. 
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20. When Save or Run Operation window opens, click Start On-Line to start the backup.
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21. The Object Manager Operation Log window displays the progress of the backup session. Operation status has details of the 

backup job. 
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5. Setting up the QoreStor system replication 

 

 NOTE: For the steps in this procedure, assume QS1 is the replication source QoreStor system, and QS2 is the 

replication target QoreStor system. ‘source’ is the replication source container, and ‘target’ is the replication 

target container. 

Creating a CIFS/NFS replication session 

1 Create a source container on the source QoreStor system. 

 

2 Create a target container on the target QoreStor system. 

3 On the source QoreStor system, go to the Replications Tab. Click the Add replication button. 

 

4 Select the source Container for Replication and click Next. 

 

 

5 Select the Encryption type for the Source Container and click Next. 
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6 Enter the target QoreStor systems related information then click Retrieve Remote Containers. Select a target container from 

the populated list, and click Next. 

 

7 Specify any Bandwidth Limitations needed in MBps, and leave 0 for unlimited bandwidth. Click Next. 

 
 

8 Verify the Summary and click Finish. 

 

9 Check replication is added successfully and confirm the replication details 
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6. Restoring from the replication target 
 

 NOTE: Before restoring from the target QoreStor system, make sure that the replication session 

state is INSYNC on the QoreStor system GUI Replication menu. Stop or Delete the replication 

session, and make sure that the target QoreStor system container has the CIFS/NFS connection(s) 

enabled. 

1. Add the target QoreStor system container to the BridgeHead : 

2. 1. Click Configuration of Backup Node, which displays Configuration File, Double click to open the Configuration 

File. Modify the Stage Path to point to the target QoreStor container path, then save the changes. 
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3. Go to Backup Node - > Service Manager, restart the Service of Backup Node. 

 

4. On BridgeHead Management Console, open Object Manager, and the backup object summary is displayed under 

the Object list. Right-click the object and SelectRestore 
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5. Select the Saveset, then click Start On-Line. 

 

6. Verify that the restore job completes successfully. 
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7. Creating RDS container for use with BridgeHead: 

 

1. Select the Containers tab, then click Add container. 

 

 

 

2 Enter a container Name, select a Storage Group or leave the DefaultGroup option selected, and select Quest Rapid Data 

Storage(RDS) from the Protocol dropdown menu. Click Next. 
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3.  Accepts the Defaults and Click NEXT 

 

 

 

 

4.  Accepts the Defaults and Click NEXT 
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5. Verify the container summary and click on Finish to add it 

 

 

 

 

 

By default, QoreStor has a user with RDA Role named backup_user and password “St0r@ge!”. Refer to the QoreStor User Guide 

for information on changing user accounts. 
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8. Add RDS container to Bridgehead  

 

1. Open the command prompt where BridgeHead is installed and go to the RDA folder. 

 

  

 

2. Run RDAUTIL.EXE  

 

  

 

3.  Create an RDA instance to add the QoreStor RDS container. 
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4. Set QoreStor Server name/IP. 
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5. Set QoreStor Storage Group. 
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6. Set QoreStor RDS Container. 
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7. Initialize the RDA instance. 

 

  

 

 

8. Exit. 
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9. On Bridge Head Management Console, click Object Manager under Control Node, which displays the Object Manager in the 

list. Double-click to open the Object Manager on right- hand side pane. 
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10. Select Template objects to contain default settings for particular tasks such as platform or database backups, storage policy 

applications, or reporting, and click Next. 
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11. SelectWIN in the template list then click Next. 
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12. Enter the Service Node related info with the valid file path for the backup data source, click on Credential manager to set 

the password and then click Next 
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13. Enter Backup Node related info 
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14. Accept the defaults and click NEXT. 
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15. Click on schedule manager to create a schedule for the RDS backup. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Setting Up Quest® QoreStor™ with BridgeHead 
50 

Contents 

 

16. It will open schedule manager windows and SelectTemplate schedules to contain suitable defaults for various job types. 

Click OK. 
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17. Select template schedule MonthlyFullWeeklyfullDailyIncr and click OK. 
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18. Delete monthly, Incremental schedules and keep Weekly full to modify it. 
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19. Enter the schedule name, select the weekly schedule, and then click on modify. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 



 

Setting Up Quest® QoreStor™ with BridgeHead 
54 

Contents 

 

20. Select the cloud in the media management option under the general page. 
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21. Select RDA as type, Enter Instance as the Name of the instance created using RDAUTIL.exe     

  under Media Properties Page then click OK 

 

 

 

 

 

 

 

 

 

 

 

 



 

Setting Up Quest® QoreStor™ with BridgeHead 
56 

Contents 

 

 

22. Click OK to save it. 
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23. Click on the refresh schedule list to select the newly created schedule. 
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24. Accept default settings, click Next. 
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25. Accept defaults, click Next. 
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26. Enter the object name then click Finish. 
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27. The backup object summary is displayed on the Object list. Right-click the object to run the backup. 
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28. When Save or Run Operation window opens, click Start On-Line to start the backup. 
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29. The Object Manager Operation Log window displays the progress of the backup session. 

 Operation status has details of the backup job. 
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9. Setting up Cloud Tier 

Creating a policy-driven Cloud Tier 

Cloud Tier is a feature that allows a QoreStor system to tier deduplicated blocks of files to a cloud provider via S3 protocol. There are 

several cloud and on-prem solution providers supported including Azure, AWS, Wasabi, IBM, Google, and many other S3-compatible 

solutions. Once added one or more containers can be added to a policy. How that policy is configured can determine how long the data 

is available on-prem in QoreStor, how long it’s available both on-prem and in the cloud simultaneously, and finally at what point is it 

only available in the cloud. 

 

1. Open the QoreStor UI, expand the Cloud Storage section, and select the Cloud Tier page. Click the Configure button. 
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2. For Azure enter your Azure Container name, this will be created automatically in the cloud. Enter your Connection string from 

the Azure portal and your passphrase. This passphrase is user-defined and used to securely encrypt all files written to the 

cloud provider. Finally, click Configure. 

 

  

 

 

 

3. Once added this is how the cloud tier page should display. 
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4. We need to add a cloud tiering policy to a specific container. Do this by navigating to the Containers page, selecting the 

ellipsis in the top right corner of the specific container, and clicking Enabled Cloud Tiering Policy. 

  

 

5. In the next window, we need to define the policy. Idle time before cloud migration specifies the number of hours/days 

datablocks must be kept idle before being sent to the cloud. On-Prem Retention age specifies the number of hours/days 

files will be kept locally after they are sent to the cloud. Finally, click Enable. 
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6. The container should now show with the cloud tiering policy enabled. 

  

 

7. Verify the stats of cloud-uploaded bytes on the source QS machine after data gets replicated to the cloud from UI. 
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1. Verify the stats of cloud-uploaded bytes on the source QS machine after data gets replicated to the cloud from CLI. 
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8.  Cloud Reader  

 

Once data gets replicated to the cloud, QoreStor allows it to read the data from the cloud to multiple target QS machines.  

Note: During this time, all the target machines will be in cloud read-only mode. No writes are allowed from this reader QS to the 

cloud bucket whereas source QS continues to upload  data to the same cloud bucket 

 

       1.Log on to the QoreStor using SSH. 

a. Log in with username qsadmin. 

b. Run the following command on the target QoreStor machine to recover all the containers data: 

 

qsadmin@target-qs > maintenance --disaster_recovery --cloud_string 

"DefaultEndpointsProtocol=https;AccountName=qorestortest;AccountKey=8Tt7/ysHSGSBSW7FG1Vr2+27xgccskbUWf9

GLlGEPeMHYfmVxl+fTg1XYpA==;EndpointSuffix=core.windows.net" --container_name cloud_container1 --

cloud_provider_type AZURE --passphrase qqq --logfile /tmp/t1 --quick_ro_recovery yes 

Informing watcher to enter disaster recovery mode 

Filesystem disaster recovery started successfully. 

Please see the /var/log/oca/qsdr.log and the logfile given in the command. 

qsadmin@target-qs > 

 

 

--cloud_string              <azure connection string> 

--container_name         <azure Cloud_container_name/bucketName> 

 --cloud_provider_type  AZURE  

--passphrase                  <Passphrase of cloud_tier> [set by the user while configuring cloudTier on source QS 

machine 

--logfile                          </tmp/out6> 

--quick_ro_recovery  < yes > will set target qorestor in read-only mode 

 

 

 

 

 

 

2. Log in from UI on the target machine. 
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3. After logged-in, make sure the RDS container gets recovered. 

 

 
 

 

 

 

 

 

4. From CLI, log in as qsadmin and verify the system state. 
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5. Restore Data from the target QoreStor machine using BridgeHead : 
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a.   Run rdautil.exe on a BridgeHead Machine and Change the target QoreStor machine server address to restore from it 

Note: Containers and storage groups are created with the same name. So, no need to change these details 
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b.  Open BridgeHead Management console, Now backup object summary is displayed on the Object list. Right-click the object 

to run the backup. 

 

 

 
 

c. When the Restore window opens, click Start On-Line to start the restore. 
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d.  The Object Manager Operation Log window displays the progress of the restore session. 

Operation status has details of the restore job. 

 

 
 

 

e.  Verify downloaded stats from the cloud on target qorestor. 
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f.   Verify same from CLI 
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9. Performance Tier 
A Performance Tier allows you to define a set of faster disks as a Storage Group and created a container within that group. This 

Performance container will always read/write to these faster disks which will allow operations like restores and standard (non-fast 

clone) synthetic backups to occur quickly. This tier does not stage data off to the standard disks, this is because a restore of synthetic 

operation reading from the standard disks would still hamper the operation. All data written to the Performance Tier stays within the 

performance Tier. Because of this, it is recommended to write only specific jobs, which are required to be highly available and are 

sized to fit within the performance tier size. Please read the QoreStor User Guide for more details about the Performance Tier. 

 Warning: Please note that once a Performance Tier is added to a system it cannot be easily removed and 

attempting to do so will most likely result in the destruction of data. Please disable any backup or data 

copy jobs to the QoreStor system and contact support before attempting removal to find out if this is 

possible. 

Setting up Performance Tier with QoreStor 

In this section, we are not going to cover adding a device, creating a partition, creating an XFS filesystem, or defining a mount point in 

detail. Please reference the QoreStor Installer Guide for this information. 

1 We first need to cable and add the disks to the OS level. Once seen as a device in the OS an aligned partition will need to be 

created, an XFS file system created, and a mount point defined in fstab that includes mount option requirements defined in the 

QoreStor Installer guide. 

 

2. Once a file system path to the high-performance storage is added the next step is to add that path as a performance tier in 

QoreStor. In the QoreStor UI expand Local Storage and select the Performance Tier tab. Click Add Performance Tier. 
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1 Enter the performance tier mount path and click the Test button. 

 
 

2 Click the Confirm button. 
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3 If the path gets the expected performance click Add. 

 
 

4 Click Confirm to finish adding the performance Tier, QoreStor services will be restarted. 

 
 

5 Once the performance Tier is added you will be logged out. Once logged back in the Performance Tier tab will now list a 

dashboard for the performance Tier. 

 

6 Navigate to the Containers tab and click Add Container. 

 

8. In the Storage Group dropdown select PerformanceTier. Input the container Name and set the Protocol to Quest Rapid 

Data Storage (RDS). Click Next. 
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9. Follow the rest of the steps listed in the Creating an RDS container for BridgeHead and Adding an RDS container to 

BridgeHead sections of this guide to finish configuring your Performance Tier container. 

 

10. Setting up the QoreStor system cleaner 

Performing scheduled disk space reclamation operations are needed as a method for recovering disk space from system containers in 

which files were deleted as a result of deduplication. Ideally, the QoreStor cleaner should complete a full cycle at least once a week. 

This will be accomplished in most cases by the predefined QoreStor cleaner schedule. The cleaner also runs during idle time. 

To change the predefined cleaner schedule times, perform the following steps: 

1. Open the QoreStor administrative console. 

2. Expand Local Storage in the top navigation area. 

3. Select Cleaner. 

4. Click Edit Schedule.  
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5. Define the schedule and click Set. 

 

If necessary, you can also perform a full cleaner cycle manually using either the QoreStor Administrative Console or 

QoreStor CLI.  

  

Figure 1: Using the QoreStor Administrative Console 
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11. Monitoring deduplication, compression, 

and performance 
After backup jobs have run, the QoreStor system tracks capacity, storage savings, and throughput in the QoreStor dashboard. This 

information is valuable in understanding the benefits of the QoreStor software. 
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 NOTE: Deduplication ratios increase over time. It is not uncommon to see a 2-4x reduction (25-50% total 

savings) on the initial backup. As additional full backup jobs are completed, the ratios will increase. Backup jobs 

with a 12-week retention will average a 15x ratio, in most cases. 

 

 

 

 

 

 

Appendix 

A. Create a Storage Device for CIFS 

There are two options for BridgeHead HDM to authenticate to QoreStor through CIFS. 

1. QoreStor is joined into an Active Directory Domain: Integrate BridgeHead HDM and 

QoreStor with Active Directory 

a. Ensure the AD user has appropriate ACLs to the QoreStor Container share 

b. When creating an object, set the Backup Node of BridgeHead HDM to run with this AD user 

<DomainName\user> 

2. QoreStor is a standalone CIFS server: Make sure this CIFS user has appropriate access 

permission to the  QoreStor container share. BridgeHead HDM Backup Node will use this user 

to authenticate to QoreStor share in Workgroup mode. 

a. To set the password for the local CIFS administrator on the QoreStor, log on to the QoreStor 

using SSH. 

i. Log on with the username Administrator and password St0r@ge! 

ii. Run the following command: 

Authenticate -- set -- user 

administrator 
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Note: The CIFS administrator account is a separate account from the administrator account used to 

administer the QoreStor. After an authentication method is chosen, set the BridgeHead Healthcare 

Data Management service account to use the CIFS administrator account. 
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B. Create a Storage Device for NFS 

For NFS backup using the BridgeHead Healthcare Data Management, a target folder needs to be 

created  as an NFS share directory. This is the location to which backup objects will be written. This is 

not required while adding a CIFS share. 

1. Mount the QoreStor NFS share onto the NFS share directory which backup objects 

will be written in the BridgeHead Healthcare Data Management environment. 

2. Verify the NFS share. One way is to try using the Linux command “cat 

/proc/mounts”. The rsize  and wsize of the connect in the command output should be 

512K. 

 


