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About ArchiveWeb

This application is used for viewing archived emails and files over the Internet. A user can access
archived items through a web browser by navigating to the ArchiveWeb using the URL
http://<ArchiveWebServerName>/archiveweb.

With mobile device support your archive is at hand virtually anywhere. Mobile form factoring and
simplified navigation contribute to the ease of use.

Functions:

e Browsing archived emails (archived by Archive Manager for Exchange) and files (archived by
Archive Manager for Files)

e Full-text search (optional)

e Database search (optional) - allows searching for archived items using query-builder
capabilities.

e Search template
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Requirements

System requirements
e Windows Server 2012, Windows Server 2012 R2, Windows Server 2016 or Windows Server 2019

e .NET Framework 4.6.1 (https://www.microsoft.com/en-us/download/details.aspx?id=49981)

i NOTE: For the Windows servers listed above, verify that the .NET Framework 4.5 Features /
W(CF Services / HTTP Activation is checked under Server Manager > Add Roles and Features
Wizard.

Supported browsers

e MS Internet Explorer 11

Mozilla Firefox 69 and later

Google Chrome 76 and later

Opera 63 and later

Microsoft Edge

I1S configuration

Please make sure you have installed the fix for MVC applications —follow the link below to find
appropriate update according to your OS:

e http://support.microsoft.com/kb/980368

When you find you are unable to browse MVC application, you can try to register the framework
for IS by running the followings commands:

e %windir%\Microsoft. NET\Framework64\v4.0.30319\aspnet_regiis.exe —ir
e ||sreset

If required, uncheck “Require SSL” in IIS’s SSL Settings for ArchiveWeb.
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Installation

Archive Manager ArchiveWeb must be installed on the same machine that hosts the Archive
Manager for Exchange or Archive Manager for Files server. In a distributed deployment topology
for Archive Manager for Exchange, choose the computer that hosts the Archive Manager for
Exchange server with the Archive server role. Installing Archive Manager ArchiveWeb on another
computeris not supported.

ArchiveWeb can be installed in one of two ways:

e automatically, by choosing the ArchiveWeb component from the unified product installer. This
method installs ArchiveWeb on the same server where Archive Manager is installed.

e manually, using the Archive Manager ArchiveWeb setup.exe file. This method allows you to
manually install ArchiveWeb on any web server in the domain where Archive Manager is
installed.

In this chapter:

Steps to install automatically with the product installer

Steps to install manually with the ArchiveWeb installer

Steps to install automatically with the product installer

1. Login with the credentials of the enterprise administrator (eg. democorp\domadmin) to the
Archive Manager for Exchange server (designated as the Archive serverin a distributed
deployment).

2. Download and unzip the installerif it is not already available.

3. Runthe setupfile <install-media-folder>\ArchiveWleb\Archive Manager
ArchiveWeb setup.exe to startthe ArchiveWeb installer wizard.

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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4. If the installer does not start immediately, run the MAMiInstaller.exe from your install media
folder. The Welcome window opens.

@ArchlveManagerlnstallatmn Wizard X

WELCOME The Industry’s Most Trusted Collaboration Tools Today...
PLANNING

INSTALLATION

Archive Migrator Archive Manager

StoragePoint

TOOLS

" BEER
S Srur— .
STORAGE OPTIMIZATION &

PERFORMANCE

LB B 4
SETUPS
MIGRATE THIRD PARTY

ARCHIVES

EMAIL, FILE & SHAREPOINT
ARCHIVING

3 Exchange

) Office 365 B> SharePoint

Metalogix

5. From the navigation panel on the left, click INSTALLATION. The Server Installation window
opens.

@ArchiveManagerlnstallation Wizard X
WELCOME Server Installation Help
PLANNING

Software Transaction Agreement ~

INSTALLATION
TOOLS

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY DOWHLOADING, INSTALLING OR USING

THIS PRODUCT, YOU ACCEPT AND AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED
'OUTSIDE THE UNITED STATES OF AMERICA, PLEASE GO TO httpiiiquest.comilegalista.aspx TO VIEW THE APPLICABLE
'VERSION OF THIS AGREEMENT FOR YOUR REGION. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT OR THE APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR REGION, DO NOT DOWNLOAD, INSTALL OR
USE THIS PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER THAT IS SPECIFICALLY REFERENCED IN AN
'ORDER THAT 15 EXECUTED BETWEEN YOU AND PROVIDER, THEN THAT SIGNED AGREEMENT WILL SUPERSEDE THIS
AGREEMENT.

SETUPS

This Software Transaction Agreement (the “Agreement™) is made between you, the Customer (*Customer” or “You™) and the
Provider, as defined below
1. Definitions. Capitalized terms not defined in context shall have the meanings assigned to them below:

(a) “Affiliate™ means any legal entity controlling, controlled by, or under common control with a party to this Agreement, for so
long s such control relationship exists.

(b} “Appliance® means a computer hardware product upen which the Software is pre-installed and delivered.

(c) “Documentation™ means the user manuals and documentation that Provider makes avaiable for the Software, and al
copies of the foregoing.

(d} “eStore means Provider's online Software ordering system located at hitp./iguest. com/shopl.

iel “License Entitlements” means the guantties and versions of Producis licensed to Customer. the new versions and &7

[l | accept the terms of the license agreement.

MNeat > Cancel

Metalogix

Read the Software Transaction Agreement. If you wish to proceed, select the | accept the
terms of the license agreement check box.

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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6. Click Next. The Installation Mode window opens. Select the Advanced installation option

@ Archive Manager Installation Wizard X

WELCOME Installation Mode Help

PLANNING

INSTALLATION Please select which type of installation would like to un
TOOLS

SETUPS () Express installation

(®) Advanced installation

Upgrade

Metalogix ] [ [

7. Click Next. The Installation Components window opens.

@ Archive Manager Installation Wizard X
WELCOME Installation Components Help
PLANNING
INSTALLATION Co Setup Installed

mponent . A
version version
TOOLS
[ 'Hsm 8.3.0158
SETUPS
[ | Archive Managerfor Files 2.3.0158
[ | Archive Manager for Exchange 2.3.0.198 8.3.0198
[ | Archive Manager Search 83071388
ArchiveWeb 8.3.0198

Product description:
ArchiveWeb offers an intuttive interface to access archived data and provides search templates, advanced search filters, tagging and

categonization abilities, legal hold, full zuditing, 3rd party export and collaborative eDiscovery review capabilities.
Installation of ArchiveWeb without Archive Manager is not supported.

Installation folder:  [C:\Program Files (x86)\Metalogix Browse

Metalogix e (] [

Verify that Archive Manager for Exchange is installed and then select ArchiveWeb. Click
Browse to change the installation folder if necessary.
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8. Click Next. The Checking Prerequisites window opens.

e Archive Manager Installation Wizard X

WELCOME Checking Prerequisites Help

PLANNING
INSTALLATION

Microsoft Data Access Components @
Version 10.0 of MDAC was detected.
TOOLS

SETUPS Microsoft Windows Features And Roles @
All the necessary Microsoft Windows Features And Roles are installed.

Install

Metalogix ] ] [

9. Click Next. The Superuser Account window opens.

@ Archive Manager Installation Wizard X
WELCOME Superuser Account Help
PLANNING
INSTALLATION It is important to specify an account under which Metalogix services will be running. it must be a local administrator and must

have admin rights on Archive Manager's databases and Exchange server. f you have more than one Exchange serverin
TOOLS the domain, then this user should exist on the server with the newer version of Exchange. Please specify the credentials for
this account.
SETUPS
Superuser name {domain‘wuser): | DEMOCORP imin |
Fassword: | |
Retype password |‘“““““‘ |

Metalogix ] [ [

Specify the Superuser name and Password. Enter the password again in the Retype password
field.
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10. Click Next. The Firewall Settings window opens.

e Archive Manager Installation Wizard X

WELCOME Firewall Settings Help
PLANNING

INSTALLATION

TOOLS

AMlow programs to communicate through Windows Firewall

SETUPS

Metalogix ] ] [

Select the Allow programs to communicate through Windows Firewall check box. Metalogix
Archive Manager for Exchange features will be then able to communicate through the
firewall.

11. Click Next. The Summary Installation window opens. The installation summary displays
settings you have specified in previous steps.

@ Archive Manager Installation Wizard s

WELCOME Summary Installation Help
PLANNING
INSTALLATION

TOOLS

SETUPS Product name: Archive Manager for Exchange Version: 8.3.0.58
Installation folder: C:%Program Files {«86)"MetalogicMAMAExchange

This is the installation summary.

Installed companent on the computer:

Components to be installed:

Product name: ArchiveVWeb Version: 8.3.0.98

Installation folder: C:Program Files («86)\Metalogix

Meta Iogix < Back Install > Cancel
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12. Click Install to start the installation. When the ArchiveWeb component installation starts, the
ArchiveWeb installation settings - Archive Manager edition selection window opens.

ArchiveWeb X

ArchiveWeb installation settings
‘Which Archive Manager Edition is installed in your environment?

Archive Manager for Exchange

[] Archive Manager for Files

MultTenant Web Service URL:
| http: fflocalhostMultiTenantWS/MultiTenantW's.sve |

Exchange Web Service URL:
[ Ittp://AMXSERVER X fexchangePAMWS fexchangePAMWS asmx |

http: /{AMXSERVER. - [FilePAMWebService/GetFile.aspx

Mote: If you select any option, the respective fields must be filled in before dicking Mext.

Select the Archive Manager for Exchange check box.

13. Click Next. The ArchiveWeb installation settings - Archive Manager component settings
window opens.

ArchiveWeb X

ArchiveWeb installation settings

Which Archive Manager component is installed in your
environment?

Archive Manager Auditing
Auditing Server Mame:
[ AMxsERvER |

Auditing Server Port:
[ 7783 |

Archive Manager Search
Search URL:
[ tep: fanuHEM:8228 fPamsearch

Mote: port number should be between 1 <-> 65535

<ok Carce

If Archive Manager Auditing is installed either on the local or remote server, select Archive
Manager Auditing and verify the following properties:

Auditing Server Name - name of the server where Archive Manager Auditing is installed
Auditing Server Port - port number of the server.

If Archive Manager Search is installed on the local or remote server, select Archive Manager
Search and verify the following properties:

Search URL - the URL for the Archive Manager Search webservice.

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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14. Click Next. The ArchiveWeb site port Information window opens.

ArchiveWeb X

ArchiveWeb site port Information
FPlease define the ArchiveWeb site port.

ArchiveWeb web site port:
80

Part number is used from anather installed Metalogix product, Mot allowed ko change the port

15. Click Next to continue the installation. If a feature installation fails or completes with a
warning, expand the row to view and address the problem.

@ Archive Manager Installation Wizard X

WELCOME Installation Help
PLANNING
INSTALLATION DCOM access and launch permissions o Complefed N

Archivelleb ® Completed

TOOLS

. = Complefed v/
SETUPS Starting services o ompl

Metalogix

16. Click Finish to complete the installation step.

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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17. To verify the install, open Start > Metalogix > Archive Manager Configuration. The

Configuration wizard opens.
T:}f‘ Configuration

Configuration

@ ArchiveWeb

.'-
Lt

Installed products

ArchiveWeb
Plugin path: C:\Program Files {zB6)\Common FilesiPAM\PAMConfigiPlugins)archive'webiPamConfig. Archiveweb.dl
Status: Loaded

Buditing

Auditing
Flugin path: C:YProgram Files (x86)\Common FilesiPARM|\PAMConfig|PluginstPAMAuditing) PamConfig. Auditing. dil
Status: Loaded

| o1 EREhanye

¥
§ ) Ucsrs
al

Arciiys

Users
Plugin path: C:\Program Files {x86)\Common FilesiPaM|PamConfigiPlugins\MultiTenant\PamConfig.MultiTenant . d11
Status: Loaded

Exchange Archive
Flugin path: C:\Program Files (x86)iCommon Files\PARM|PamConfigiPluginstPAMAE xchangeiPamConfig. ExchangePam.dl
Status: Loaded

Select the product to configure on the left side.

< >

18. Open a supported browser and enter the URL

https://<ArchiveWebServerName>/archiveweb. Forexample enter
https://AMXSERVER.democorp.com/archiveweb to view archives items.

Steps to install manually with the ArchiveWeb installer

1.

Login with the credentials of the enterprise administrator (eg. democorp\domadmin) to the
Archive Manager for Exchange server (designated as the Archive serverin a distributed
deployment).

Download and unzip the installation package if it is not already available.

Open PowerShell in Administrator mode and install the server prerequisites by running the
following command:

Install-WindowsFeature -Name NET-WCF-HTTP-Activation45, Web-Server, Web-
Static-Content, Web-Http-Redirect, Web-Stat-Compression, Web-Dyn-
Compression, Web-Windows-Auth, Web-Basic-Auth

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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4. Runthe setupfile <installer package folder>\ArchiveWeb\Archive Manager

ArchiveWeb setup.exe tostartthe ArchiveWeb installer wizard.

ArchiveWeb *
Welcome to the InstallShield Wizard for
ArchiveWeb
The InstallShield Wizard will install ArchivelWeb on your
computer. To continue, dick Next.
5. Click Next. Then License Agreement window opens.
*

ArchiveWeb

License Agreement

Please read the following license agreement carefully. ‘ ’

Press the PAGE DOWN key to see the rest of the agreement.

Software Transaction Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE
TO THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED
QUTSIDE THE UNITED STATES OF AMERICA, PLEASE GO TO
hitp:i/quest.com/legalista.aspx TO VIEW THE APPLICABLE VERSION OF THIS
AGREEMENT FOR YOUR REGION. IF YOU DO HOT AGREE TO THE TERMS AND
CONDITIONS OF THIS AGREEMENT OR THE APPLICABLE WERSION OF THIS

NA MOT MEAAME MAN IMCTAL L AN IICE TUie

ACMECRACMT AN WA NS In

Do you accept all the terms of the License Agreement? If you select No, Print
the setup will dose. To install ArchiveWeb, you must accept this =
agreement.

< Back Yes No

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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6. Click Next. The Choose Destination Location window opens.

ArchiveWeb o
Choose Destination Location ‘
Select folder where setup will install files. >

<

. Install ArchiveWeb to:
C:\Program Files\Metalogix\ArchiveWeb Change...

7. Click Change to choose another destination or click Next to continue. The ArchiveWeb
installation settings window opens.

ArchiveWeb *
ArchiveWeb installation settings ‘
Which Archive Manager Edition is installed in your environment? |2

<

Archive Manager for Exchange

[] Archive Manager for Files

MultiTenant Web Service URL:
| http: fflocalhostMultiTenantW's MultiTenantW's. sve |

Exchange Web Service URL:
| http: //AMXSERVER - fexchangeP AMWS fexchangeP AMWS, asmx |

http: //AMXSERVER-X [FilePAMWebService /GetFile. aspx

Mote: If you select any option, the respective fields must be filled in before dicking Next.

The properties are as described below:

a. Archive Manager for Exchange - check this box to install features specific to Archive
Manager for Exchange.

b. Archive Manager for Files - check this box to install features specific to Archive Manager
for Files.

c. MultiTenant Web Service URL - location of the tenant web service on the web server. The
default location is automatically specified.

Metalogix Archive Manager for Exchange ArchiveWeb Manual

Installation



d. Exchange Web Service URL - location of the ASP.NET Web service for the Archive Manager
for Exchange features in ArchiveWeb. Enabled only if Archive Manager for Exchange check

box is checked.

8. Click Next. The Component Integration window opens.

Archive Manager Auditing

Auditing Server Name:

ArchiveWeb *

ArchiveWeb installation settings ‘
Which Archive Manager component is installed in your |2

environment? ’

| AMXSERVER-X

Auditing Server Port:

| 7783

Archive Manager Search
Search URL:

| top: (/AMXSERVER -%:8228 /PamSearch

Mote: part number should be between 1 <-x 65535

This window allows you to specify the details of the components installed in your

environment that will be integrated with ArchiveWeb.

a. Archive Manager Auditing - check this box if Archive Manager Auditing is installed in your

environment.

b. Auditing Server Name - name of the server where Archive Manager Auditing is installed.

c. Auditing Server Port - port number of the Archive Manager Auditing feature. The default

port number is 7783.

NOTE: To find this information open the Archive Manager Configuration tool on your
auditing server. Then open the Connection tab in the Auditing section.

d. Archive Manager Search - check this box if Archive Manager Search is installed in your

environment.

e. Search URL - the search URL used by the search feature in the format tcp://<search-

server>:<search-port>/PamSearch.

NOTE: To find this information open the Archive Manager Configuration tool on your
auditing server. Then open the Connection tab in the Auditing section.

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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9. Click Next. The ArchiveWeb site port window opens.

ArchiveWeb 4
ArchiveWeb site port Information ‘
Please define the ArchiveWeb site port. [~

ArchiveWeb web site port:
30

Part: number is used Fram anather installed Metalogix produck, Mat alawed ta change the port

10. Click Next. The Logon Information window opens.

ArchiveWeb 4
Logon Information ‘
Specify a user account and passward. [~

<

Specify the user account to be used by this application. User accounts must be in the format
DOMAINYUsername.

User name:

| democorp\domadmin |

Password:

Confirm password:

Enter the account credentials as described below:
a. Username - user name of the enterprise administrator in the format domain\username.
b. Password - password for the enterprise administrator.

c. Confirm password - re-enter the password for the enterprise administrator.

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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11. Click Next. The Ready to Install the Program window opens.

ArchiveWeb o
Ready to Install the Program ‘
The wizard is ready to beqin installation. P'

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

=
@
ol
75}

m
=

< Back Install Cancel

12. Click Back to review or revise the settings, or click Install to start the installation.

ArchiveWeb

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed
ArchiveWeb. Click Finish to exit the wizard.

13. Click Finish to complete the setup and close the installer wizard. The ArchiveWeb section in
the Archive Manager Configuration tool opens. For more information see Configuration.

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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Configuration

In this chapter:

e ArchiveWeb Settings

e Multi-factor Authentication

e Post-processing Plugin for Search

ArchiveWeb Settings

ArchiveWeb is configured and ready for use right after installation. No user action is required.
However, should the need arise, default configuration can be adjusted in Configuration tool.

The Configuration tool is available on the ArchiveWeb server under <installdir>/Program Files
(x86)/Common Files/PAM/PAMConfig/PamConfig.exe. Its ArchiveWeb tab list available
configuration options. (For more information on the Multi-factor authentication tab see the
section Multi-factor authentication (MFA).)

" Configuration PERR

Configure ArchiveWeb

ArchiveWeb  Multi-factor authentication

hveWeb GContigurats
ArchiveWeb — . _—

Tenant service location:  htitp: flocalhost/MultiTenantws MultiTenantws. svc
Aaditing .
AM for Exchange service:  htip: [/AMXSERVER -¥/ExchangePAMWS [ExchangePAMWS, aspx
AM far Files service: http: /fAMXSERVER -¥,FilePAMWebService [GetFile. aspx

Search service location:  top: [fAMXSERVER-X:8228/PamSearch

I5ers Search cache folder: C:\Program Files\MetalogixArchiveWweb\SearchCache

Export folder: C:\Export,

EAChEngE
BEVE

Export folder auta- a ::I 0 = Do not clean-up
cleanup [days]:
ST

[~ Export one version per document during PST export

Hu3E prursssin -
H Auditing server name: AMKSERVER Port: 7783 :’

Log-off time: 20 =

¥ show offline server caption ¥ Check linked mailboxes ¥ Use cache for views
I Hidelocation server ¥ Check trusted domains [ Use Single Sign-On
[ UseMulti-factor Authentication

Apply

Metalogix Archive Manager for Exchange ArchiveWeb Manual
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Tenant service location - URL for MultiTenantWs web service
AM for Exchange service - URL for ExchangePAMWS web service
AM for Files service - URL for FilePAMWebService web service
Search service location - URL for PamSearch web service

Search cache folder - user's temporary storage folder to store e.g. messages downloaded from
Exchange server for preview functionality

Export folder - folder where exported files (PST export, ZIP export) are stored (download link
points to this folder)

Export folder auto-cleanup [days] - files older than the specified number of days will be deleted
from the Export folder.

Export one version per document during PST export - indicates whether to export one version
per document during PST export

Auditing server name & port - machine where auditing component is installed
Log-off time - time in minutes to log off when inactive

Show offline server caption - check to show [OFFLINE] suffix for decommissioned serversin
servers' list (Archive Manager for Files)

Hide location server - unchecked by default; indicating whether to hide Location Server Name
from user's mailbox displayed in Mailboxes tree-view; if not checked, Location Server Name will
be displayed as a suffix to user's email, e.g. administrator@ [VMMVC5]

Check linked mailboxes - checking whether currently logging user has a linked mailbox
associated. When unchecked, the entire login process can be accelerated because no additional
Active Directory search is performed

Check trusted domains - checking trusted domains and reading information from trusted
relationships. When unchecked the entire login process can be accelerated because no additional
reads (from trusted domains) are performed

Use cache for views - when checked, all grid source data are cached after first load. Then all
operation on grid that do not change the data will be performed quicker

Use Single Sign-On - when this option is checked, it will set Single Sign-On feature for
ArchiveWeb login.

Multi-factor Authentication

ArchiveWeb supports multi-factor authentication (MFA) for 0365 user accounts. Setting up MFA is
a two-step process:

1. Create anew application in the Azure portal.

2. Configure ArchiveWeb with the Archive Manager configuration tool.




Create a new application in the Azure portal

ArchiveWeb requires a specific Azure site to be created that is used to return an authentication
token back to the ArchiveWeb after a user is authenticated via Microsoft portal.

1. Login to your Azure Portal using your administrator credentials (https://portal.azure.com). If
your account gives you access to more than one tenant, select your account in the top right
corner, and set your portal session to the Azure AD tenant that you want.

2. Inthe left-hand navigation pane, select the Azure Active Directory service, and then select
App registrations > New registration. The App registrations page appears.

3. Click New registration. The Register an Application page appears.

& Cc 0O & portalazure.com * % Incognito

3 Downloads &£ Cookies + YouTube & Maps @ Webex n WhatsMylP | News [ Quest B Other bookmarks

Microsoft Azure £ search resources, services, and docs (G+/) T O 2?2 O administrator@democo... (i
= DEMOCORP @

Home > Democorp | App registrations

Register an application X
L]
[ ] )
* Name
The user-facing display name for this application (this can be changed later).
*
Archive Manager ArchiveWeb /
R
Supperted account types
i
Who can use this application or access this API?
» _
{!} Accounts in this organizational directory only {Quest only - Single tenant)
@ O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
-y O Accounts in any organizational directory {(Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
= Help me choose..
| . .
Redirect URI (optional)
= we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
s changed later, but a value is required for most authentication scenarios.
& | Web R | | https://amxserver.democorp.com/ArchiveWeb/Login/Login/Login e
&
&
[
By proceeding, you agree to the Microsoft Platform Policies
3
>

4. Provide the information on this page as described below:

a. Name - Enter a meaningful application name that will be displayed to users. For example,
Archive Manager ArchiveWeb.

b. Supported account types - Select the account type you would like your application to
support that best meets your company policy.
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c. Redirect URI - from the application type drop down select Web. In the URI field enter the
ArchiveWeb URI where the user will be redirected after multi-factor authentication (eg.
https://<fullservername>/ArchiveWeb/Login/Login/Login)

1 | NOTE: The HTTPS protocol is required for MFA to work with 0365. To ensure the HTTPS
can be used, follow the steps below;

1. Onthe ArchiveWeb server, open the 1IS Management Console.

2. Expandthe server node and then expand the Sites node.

3. Select Default Web Site and right-click to open the context menu. Then select Edit
Bindings. The Site Bindings window opens.

4. Click Add. The Add Site Bindings window opens.
5. Select https from the Type drop down and fill in the other details as required.
6. Click OKto save the https site binding.

7. Restart the IS service from the server node and then close the IIS Management
console.

5. Click Register. Azure AD assigns a unique application (client) ID to your app, and the
application's Overview page opens.

administrator@democo... (i

Microsoft Azure L Search resources, services, and docs (G+/)

DEmocoRe @

Home > Democorp | App registrations

g5 Archive Manager ArchiveWeb = X
|,-TJ Search (Ctrl+/) | < i Delete u”:Jn Endpoints
1B overview Display name
Archive M er
Quickstart o )
Application (client) IC
%" Integration assistant (preview) 5a63bc74-921b-49e2-a522-6b2fed52eedd
Directory (tenant) ID on 1D URI
Manage 91c369b5-1c9e-439¢-980c-1867ec806603 Add an Application ID URI
& Branding Object ID Managed application in local directory
fb213d22-ad09-4e0f-a3302-cd4b4f4a04cs Archive Manager ArchiveWeb
D Authentication &

Certificates & secrets

. o ‘Welcome to the new and improved App registrations. Looking to learn how it's changed from App
I Token configuration registrations (Legacy)? Learn maore

2 AP| permissions

@ Expose an AP
Call APIs Documentation
Owners
Microsoft identity platfor

Roles and administrators (Praview) ‘ 71\ ' H Authentication scenarios
& o

Authentication libranes

m

W Manifest - o
- = A -a|j1[il__
o X L soft Graph
& Support + Troubleshooting a T E y
= Help and Support
Troubleshooting

7] ? ’ Build more powerful apps with rich user and business data
o & New support requast from Microsoft services and your own company's data

" sources.

a View API permissions
2

D}
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6. From the navigation menu, click Branding. Enter the URLs that your organization may use for
the different branding artifacts.

7. From the navigation menu, click Authentication and verify that the Redirect URI parameters
are as expected.

Microsoft Azure P search resources, services, and docs (G+/) administrator@democo... (8§

DEMocoRe WP

Home > Demaocorp | App registrations >

) Archive Manager ArchiveWeb | Authentication = X

|,-’j Search (Ctrl+/) | < Save >< Discard O Got feedback?

I8 overview
Platform configurations
& Quickstart

. . Depending on the platform or device this application is targeting, additional configuration may be required
# Integration assistant (preview) such as redirect URIs, specific authentication settings, or fields specific to the platform.

Manage —+ Add a platform

B2 Branding

3 Authentication ~ Web Quickstart  Docsf [
Certificates & secrets Redirect URIs
H! Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after
o successfully authenticating users. Also referred to as reply URLs. Learn more about Redirect URIs
= APl permissions and their restrictions ="

@ Expose an API

Owi .
ners https://amxserver.democorp.com/ArchiveWeb/Login/Login/Legin e | ]ﬁ[

s Roles and administrators (Preview)

Add URI

B Manifest

Support + Troubleshooting L £ URL
ogou

& Troubleshooting This is where we send a request to have the application clear the user's session data. This is required for

single sign-out to work correctly.
4 MNew support request = = ¥

e.g. https://myapp.com/logout "

Implicit grant

Allows an application to request a token directly from the authorization endpoint. Checking Access tokens
and ID tokens is recommended only if the application has a single-page architecture (SPA), has no back-end .

8. From the navigation menu, click Certificates & Secrets.

9. Inthe Client secrets section click New client secret. the Add a client secret page opens.

Add a client secret

Description

| ArchiveWeb Client Secret

Expires
() In1 year

10. Enter values as described below:
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a. Description - enter a meaningful description. For example, ArchiveWeb Client Secret.
b. Expires - set the expiry term that best meets your company policy.
11. Click Add. the client secret is displayed on the Certificates & Secrets page.
1 | IMPORTANT: Copy and save the client secret in a safe place. It will not be available when
you navigate away from this Azure blade.
12. From the navigation menu, click APl Permissions. and then click Add a permission. The

Request APl permissions page appears.

13. From the Microsoft APIs category, scroll down to the Supported legacy APIs section and select
Azure Active Directory Graph.

Supported legacy APls

» Azure Active Directory Graph E_g Exchange
Programmatic access to directory data A powerful, easy-to-use way to access
and objects and manipulate Exchange data

14. From the Request APl permissions page for Azure Active Directory Graph that appears, select
Delegated permissions.

Microsoft Azure £ Search resources, services, and docs (G+/) i b ? o admlnmrstor@d;rﬂzg;;

Home > Appregis  Request APl permissions
CAll APIs
What type of permissions does your application require? =
. Delegated i Applicati i
B Overview elegated permissions pplication permissions
Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
Quickstart signed-in user.
Manage Select permissions expand all
Em Branding Type to search
D Authentication PERMISSION ADMIN CONSENT REQUIRED
Certificates & ¢
} Directory
- AP| permission
} Group
& Expose an API
- ¥ Member
a. Owners
Roles and adm ¥ policy
i mManifest ¥ User (1)
User.Read
Support - Troublest Sign in and read user profile @
K Troubleshootir
2 New support r i
evspprt [T
4

15. Click Add permission.
16. From the navigation menu, click Expose an API.

17.In the Scopes defined section, click Add a scope. The Add a scope page opens.
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Add a scope X

You'll need to set an Application ID URI before you can add a permission. We've chosen one,
but you can change it.
* Application ID URI @

api://B5868bd2-51e0-45d9-bbca-1482ba3880c1

18. Microsoft Azure generates an Application ID URI automatically. It is a globally unique URI used
to identify this web API. It is the prefix for scopes and in access tokens,and is also referred to
as an identifier URI. You can keep this value or specify a unique value in the same format.

1 | IMPORTANT: Copy and save this value in a safe place.

19. Click Save and continue. The Add a scope page displays more options.

Add a scope b

R
| Messages Read \/|
api://85868bd2-51e9-43d9-bfca-f432ba38589c1 /Messages.Read

Who can consent? @

[ Admins and users JREIRIEEELIN]

* Admin consent display name @

| Read access to user messages v

* Admin consent description @

Allow application to read user messages v

User consent display name @

Grant read access to my messages v

User consent description @

Allow application to read my messages

State @
'.: SEE Disabled :_'

20. Click Add scope to complete the registration.

Configure ArchiveWeb with the Archive Manager configuration tool

1. Open the Archive Manager Configuration Tool from C:\Program Files (x86)\Common
Files\PAM\PAMConfig\PamConfig.exe

2. From the sidebar, click ArchiveWeb.
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3. Click the ArchiveWeb tab. The ArchiveWeb Configuration page appears.

% Configuration = E

Configure ArchiveWeb

@ Archiveweh b

Lt
= ¥ Auditing

% 4
\ O vy
ArchiveWeb  Multi-factor Wan

Tenant service location: | hitp:/flocalhostMultiTenantw's MuliTenantws. sve

AM for Exchange service: | http:/[{AMXSERVER jexchang: fexchang LESmx

-_— AM for Files service:
- ¥ Users
Search service location:  top:/f/AMXSERVER:8228/PamSearch
—
ERch
() ’ A:Ehar;ge Search cache folder: C:\Program Files (x86)Metalogix\ArchiveWeb\SearchCache

Export folder: C:\Export)

Export folder auto- a ﬁ 0 = Do not clean-up
cleanup [days]:

r Export one version per document during PST export

Auditing server name: AMXSERVER Port: 7783 -
Log-off time: 0 =

¥ Show offline server caption [¥ Check linked mailboxes ¥ Use cache for views
[ Hidelocation server ¥ Check trusted domains [ Use Single Sign-On

¥ UseMulti-factor Authentication I

/

Apply

4. Select the Use Multi-factor Authentication check box to enable the fields in the Multi-factor
authentication Configuration window.

5. Click the Multi-factor authentication tab. The Multi-factor authentication Configuration
window appears.

7 Configuration

Configure ArchiveWeb

@ Archiveweb b

-
= ! Aaditing democorp.onmicrosoft.com

A\ WA <
Multi-factor authentication

—

Organization name in Office365 (org.onmicrosoft.com)

Client ID (see Azure application)

—
@ B G
5363bc74-921b-43e2-a522-6b2fe452eed4

o Enninine ) o
= ' Archive Client Secret (see Azure application)

HOH1PNT 7eWO3B5gC@BpVzivPag:. fBwk

Apply

6. Enterthe field values as described below:
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a. Organization Name in Office365 - enter the name of your 0365 organization URL. For
example, democorp.onmicrosoft.com

b. ClientID - enterthe Client Id that you saved from the Azure application registration steps.

c. Client Secret - enter the Client Secret that you saved from the Azure application
registration steps.

7. Click Apply.
1 | IMPORTANT:

When at least one user in an organization has MFA set, the Organization, Client ID and Client
Secret should be set in Multi-factor authentication tab as a readiness exercise.

If only a few users in your organization have MFA enabled, the Use Multi-factor
Authentication check box should stay unchecked. The settings in the Multi-factor
authentication tab will persist when the Use Multi-factor Authentication check box is
unchecked. The users who have MFA enabled will be prompted to enter the credentials
(user email and password) and then they will be redirected to the Microsoft site where the
user has to authenticate again. After a successful authentication by Microsoft, the user will
be redirected back to ArchiveWeb.

When all users accounts in an organization have MFA enabled, the Use Multi-factor
Authentication check box can be selected. This will force ArchiveWeb to use multi-factor
authentication for all users that log in to ArchiveWeb. Users will be prompted to enter only
the login email address and they will be redirected to the Microsoft login form to finish the
login process.

General Data Protection Regulation

ArchiveWeb now supports option to manage the new General Data Protection Regulation (GDPR)
regulations. User can create a retention change request (for Exchange and/or Files items) via
context menu. When the request is created, approver(s) get email notification and can review
the request. User who created a request is informed via email notification once approver has
processed the request. User (who has appropriate permission) can follow his/her requests in
ArchiveWeb by clicking on Retention tab. User can see open, approved and denied requests and
also the history.

Approver(s) except of these read-only functions (opened, approved, denied requests and
history) have ability to export all items from request to ZIP file, denied the entire request and
approve (all or selected) items from request.

To use all features of new Retention functionality the working SMTP server is needed, however to
use Retention functionality the SMTP is not mandatory. The SMTP service is used to send
notification emails to approver(s) and/or retention requester(s).

If you’d like to use SMTP service (set SMTP server to use with ArchiveWeb) see the next section:
Setting SMTP server under Archive Manager Configuration (PamConfig).



Archive Manager Configuration (PamConfig)
o First, configuration has to be done outside of ArchiveWeb. Open Archive Manager

Configuration Tool from <installdir>\ Program Files (x86) \ Common Files \ PAM\ PAMConfig \
PamConfig.exe.

1. Click on Users tab.
2. Make sure that database and scripts are up to date.
3. Click on Users tab / SMTP configuration tab and set the required settings

¥ Configuration

Configure Users

Database

SMTP Configuration

T e L=
mesmn—— —

i Archivelveb

Server name: | |

Aaditing
Port: I Use ssL
User narne: | |
Password: | |

HIESBrEVE

Users P Sender email: | |

gt Nurnber of retries:
ERLETE

LY

Senperh

Sl Saryice

SIS R

Apply

o Server name —specify SMTP server name or IP address where the SMTP server is
installed

Port —specify the SMTP port

Use SSL—check this button if the SMTP requires SSL connection

User name, Password —specify SMTP credential

Sender email —specify email address which will be used to hand-shake with the SMTP
Number of retries —specify number of retries the SMTP will try to send the message

o O O O O

ArchiveWeb

Permissions
New Retention permissions have been added to ArchiveWeb:

Permission Default Meaning
value
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Approve retention change requests | Denied Allows to approve or denied the retention
change request and export items

Create retention change request Denied Allow to create a new retention change
request and to display Retention tab at the
top of the navigation bar with ability to list
open, approved, denied requests and
history.

Archive tab - Exchange

User who has at least “Create retention change request” permission will be able to create a
retention change request from the context-menu for selected item(s).

Forsingle item —in a preview pane, click on [...] action menu and select Create retention change
request option

Download as MSG file

Download as EML file
Restore

Restore to..

Export to ZIP

Add tags

Remove tags
Lock document
Mark for deletion

Extend retention time

Create retention change request

For multi selected items —from context-menu select Create retention change request option

In both cases the following pop-up window will appear:

CREATE RETENTION CHANGE REQUEST

Task name

O Delete request
(O Set retention time to: months

[ Delete items after the retention expires.

Reason for request (mandatory)

Send request

e Task name —name for retention change request
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o Delete request —select to create a delete request

e Setretention time to —select to set a new retention time in months. The purpose for this
option is create a retention change request to decrease retention time

o Delete items after the retention expires — by selecting this option the expired items will
be automatically deleted

e Reason for request —description of request

By clicking on Send request the retention change request will be submitted for approval. Newly
created retention change request will appear in Open and History grids in Retention tab.
NOTE: Only items which have no Legal hold flag set will be added to retention change request.

When the SMTP is correctly set, notification email will be send for user(s) who have “Approve
retention change requests” permission set.
Example of notification email:

Request Motification

administrator@devxlocal
Fri 4/27/2018 3:31 PM
Adminiskrator

Dear Approver
DEVXtestuser] has created a REetention request task Ex [#611d244a4200ca22665%6e0b3431e209] on 42702018 3:30:39 P
Eequest details:

Setto 7 months

Please Log mn ArchuveWeb and review the request.

Thank you.
DEVHMestuserl

Archive tab - Files

User who has at least “Create retention change request” permission will be able to create a
retention change request from the context-menu for selected item(s).

Forsingle item —in a preview pane, click on [...] action menu and select Create retention change
request option.

Download
Restore

Add tags

Remaove tags
Lock document
Mark for deletion

Extend retention time

Create retemtion change request



For multi selected items —from context-menu select Create retention change request option.

In both cases the following pop-up window will appear:

CREATE RETENTION CHANGE REQUEST

Task name

O Delete request
(O Set retention time to:
O Delete items after the retention expires.

Reason for request (mandatory)

Send request

o Task name —name for retention change request

o Delete request —select to create a delete request

e Setretention time to —select to set a new retention time via calendar. The purpose for
this option is create a retention change request to decrease retention time

o Delete items after the retention expires — by selecting this option the expired items will
be automatically deleted

e Reason for request —description of request

By clicking on Send request the retention change request will be submitted for approval. Newly
created retention change request will appear in Open and History grids in Retention tab.
NOTE: Only items which have no Legal hold flag set will be added to retention change request.

When the SMTP is correctly set, notification email will be send for user(s) who have “Approve
retention change requests” permission set.

Request Notification

administrator@devxlocal
Mo 4/30/201% 5:45 PR
Adrninistrator

Dear Approver

DEVXadmimistrator has created a Eetention request task Fi-folders [#151c6585ee34 dfd2d3fadb20321787d] on 4/30/2018 5:48:17 PIL
Eecuest details:

Obselete files.

Please Log in Archive™Web and review the request.

Thanl: you.
DEVI administrator



Retention tab

This menu option is available to user who has at least “Create retention change request”
permission set. The user can see list of open, approved, denied requests and history.

Column Meaning
Task name Retention change request task name
Request type Request type:

Change retention request —request to decrease retention time
Delete request —request to delete item

Requested retention

Contains retention time requested in Change retention request task;
for Delete request this column is empty

Automatic Deletion

Informs if the option "Delete items after the retention expires" is
activated for the given item

Submitted by

Name of the user who submitted the request

Date created

Date-time when the request was submitted

Processed by

Name of the user who approved/denied the request

Date processed

Date-time when the request was approved/denied

Submitted items

Number of items in submitted request

Status

Request task’s status

Reason

Approve/Denied reason

Reason for request

Reason the submitter entered

OPEN REQUESTS
Metalogix Archive Manager _ archive  search

Administrator v

OPEN REQUESTS
APPROVED REQUESTS

Result count: 3

DENIED REQUESTS
HISTORY

TASK NAME

Obsolete files

Set retention time for files Change retention request

Delete files

First  Prev  Pagei]

REQUEST TYPE

Change retention request

Delete request

of 1 Next Last

retention  report  tasks

Drag a column header here to group by that column

REQUESTED RETENTION| AUTOMATIC DELETION| SUBMITTED BY

=]

REASON FOR REQUEST

w

4 121DEMO2\Administrator 0 Preparing Files can be removed.

121DEMO

)

dministrator 0 Preparin

a

Modifying retention time for f..

L

121DEMO2\Administrator 0 Preparing Files can be removed.

ltems per page: 20

When a user has “Approve retention change requests” permission, it means the useris an
approver and has permission to Approve, Denied or Export request items. In this case when the
OPEN REQUESTS tab contains any request, after clicking on arequestin a grid, the item list grid
should look like (double-click on item in the list grid will invoke item preview in a pop-up

window):
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Result count: 25

Clear selection

|

|

|

|

First

FOLDER

CAFILETY 05 0itemsY
CAFILETYV D8 0iternsYy
CHFILETYA050temns',

Prew  Page:q

Approve selected

Total rows selected: 25

MNARME
file 0.t
file02.tet

file03.bct

of 2 Mext

Deny all

WARNING

Last

Export all

o Approve selected —selected items will be prepared for approval process. After the
approver confirms the following dialog, the items will be asynchronously processed

REQUEST APPROVAL

Reason for change (mandatory)

Retention time for the selected items will be changed. This change
cannot be reversed and the document will be irretrievably deleted
(based on the new retention time). The process is logged.

1 understand that the process is not reversible

Approve Cancel

If the SMTP is correctly set the submitter will be informed via email, example of
notification email

From:
T
o

Subjedt:

administrator@des:, local
John¥oung@dewslocal

Request Reviewed

Dear DEVZ{JohnYoung [Tohn Y oung@devz local]

Tour Eetention request task Ex3-del [#e2c0eal003b6956420039 1005 1H2709] from HE0/2018 8:29:29 AW has been revieweved.
Rewiew detals:
Approver: DEVIadministrator

Detail: Cle, approved.

Request status: Approved [4/30/2018 8:31:45 AM]

Thank: you.
DEV X \admimstrator

e Denyall —all items (no selecting is required) will be prepared for deny process. After the
approver confirms the following dialog, all items will be denied, no operation from
retention change request will be processed and if the SMTP is correctly set the submitter
will be informed via email
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DENY REQUEST

Reason for deny (mandatory)

Deny Cancel

Export all —all items will be exported to ZIP file. There is option to encrypt the output ZIP
file with a password

APPROVED REQUESTS
Grid contains list of approved requests

OPEN REQUESTS

APPROVED REQUESTS | ;.. - column header here to group by that column
DENIED REQUESTS

HISTORY

Result count: 1

TASKNAME | REQUEST TYPE | REQUESTED RETENTION  AUTOMATIC DELETION | SUBMITTED BY DATE CREATED PROCESSED BY DATE PROCESSED  + | AFFECTED ITEMS  STATUS REASON

Delete files Delete request T21DEMOThser001  5/24/201811:05:03 A0 121DEMOTNAdrministrator  5/24/201812:20:26 P

25 Completed  Appraved.

First Prev  Page:] of T Next Last Iterns per page: 20

DENIED REQUESTS
Grid contains list of denied requests

OPEN REQUESTS Result count: 1
APPROWED REQUESTS

DENIED REQUESTS
TASKNAME | REQUEST TYPE REQUESTED RETENTION| AUTOMATIC DELETION| SUBMITTED BY DATE CREATED
HISTORY

Drag a column header here to group by that column

PROCESSED BY « | DATE PROCESSED AFFECTED [TEMS | STATUS REASOM

Obsolete files  Change retention request Sfzafa01s 4 T21DEMOThuser001  5/24/2018 11:12:37..,  121DEMOT\Administrator  5/24/2018 12:23:42.., 25 Completed Denied.

First  Prev  Pageil of T Mest  Last Iterns per page: 20

HISTORY

Grid contains list of requests (open, approved and denied). For approved and denied requests
after clicking on arequestin a grid, items grid will contain list of items (double-click on item in
the list grid will invoke item preview in a pop-up window)
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OPEN REQUESTS

APPROVED REQUESTS

DENIED REQUESTS
HISTORY

Result count: 3
Drag a column header here to group by that calumn

TASK NAME REQUEST TYPE

Obsolete files

Set retention time for files

Delete files Delete request

First Prex Page: [1 ext Las
processed waiting

Result count 22

FOLDER NAME
CAFILETY\030.tems\ fileO1.ot
CAFILETY\050.tems, file03.txt
CAFILETY\O50.items! fileOd.txt
CAFILETYA050items, file05. bt
CAFILETY\050.items}, file06. txt
CAFILETYAD50.tems ile07. bt
CAFILETY\050.items), file08.txt
CAFILETY\050.tems\ file09.ot

First prev  Page: |1 of2 | Next Last

Change retention request

Change retention request

121DEMOT\user001  5/24/2018 11:05:05..

121DEMOT\Administrator  5/24/2018 12:20:26...

APPROVED ERROR

v

] RRRRRR

The list grid contains “processed” and “waiting” filters.

SUBMITTED ITEMS | STATUS | REASON FOR REQUEST

leted  These files can be removed,

ng  Modifying retention time for

25 Completed These files can be removed,

Items per page: 20

3

Column Meaning

From For Exchange items —sender’s name

To For Exchange items —recipient(s) names
Subject For Exchange items —item’s subject
Folder For Files items —folder’s name

Name For Files items —file’s name

Approved Indicates whether the item was approved
Error Contains error message, if any

Warning Contains warning messages, if any

e Processed —contains list of processed items.
o For “Change retention request” —items with selected “Approved” column have
been processed, retention time have been changed; if error occurred the
“Error” column will contain a message
o For “Delete request” —items with selected “Approved” column have been
processed by Delete job, item has been deleted; if error occurred the “Error”
column will contain a message
e Waiting — contains list of items waiting for processing.
o For “Delete request” —items with selected “Approved” column waiting for
Delete job to process the items



Post-processing Plugin for Search

Enhance your ArchiveWeb search by a new search option. Besides Subject and From text boxes in
the Exchange Archive search a brand new searching option can be added to the search query —To
field. In this way user can search for items sent to specific recipient.

To enable the above mentioned searching by recipients, a post processing plugin must be
installed. This plugin indexes mail recipients.

Steps to install the Recipients post processing plugin

1.

> w

Open Archive Manager Configuration Tool from <installdir>\ Program Files (x86)

\Common Files \ PAM \ PAMConfig \ PamConfig.exe.

Switch to the Post Processing tab.

Switch to the Post Processing Scopes tab.

Right-click on the desired scope and from the context menu select Configure.

Click Add.

Installed plugins will be loaded in the Add Plugin pop-up window. Select the
PostProcessRecipients plugin in the drop-down box and click Add.

Add plugin

Select a plugin from the lisk of installed plugins:

PostProcessRecipients, PostProcessPlugin

| Add | | Zancel |

7. The pluginis listed in the Plugins list in Configuration tab. By default it is active.
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Configuration =

b - - .
ié-ksr:s-ﬂ;usa—:—:mg TR ST I

EITHITISAS

¥ Enabled Location: |1 - Default
Index directary: C:\Program Files (x&6)iMetalogixiMamMsearchiIndexiMai Browise. ..
Mailboxes in index: 50:’
E—Eﬂshynga—yataba;a .
Prowider: Microsoft SOL Server
Server name: AUTO13DC
Initial catalog: exchangeDB
Configure. ..

Plugin Mame Active | Bookmark.

01.01.1900 00

29,09.2017 10:05:24

<| m

| Aadd... || Remove ||Prnperties

OF

Cancel

Steps to Configure a Plugin

When a new plugin is added onto the Plugins list, there are no mailboxes specified for it by

default. The user must specify the mailboxes as well as the bookmark date (if necessary). If no

mailboxes are selected then post processing will not process any archived emails and

attachments. To configure a plugin you need to specify all mailboxes the plugin will take action

on. Then specify the desired bookmark date.

1. From the Plugins list, select the PostProcessRecipients plugin. Right-click the plugin and click

Properties from the context menu.

Metalogix Archive Manager for Exchange ArchiveWeb Manual

Configuration

38



Configuration =

b - - .
MEHIDEE—J—J]HU IUTERL T Y]

¥ Enabled Lacation: |1 - Default
Index directary: C:\Program Files {x&a)\MetalogixiMarSearchiIndexMail Browse, .,
Mailboxes in index: 50:’
2
-&’.—i‘-sshﬂngeya'saba;a S —
Provider: Microsoft SOL Server
Server name: AUTO13DC
Initial catalog: exchangeDB
Configure. ..
ﬂil*.uﬁng—-— S ———
Plugin Mame | Ackive | Bookmark,
Yes 29.09.2017 10:05:24
1 01,01,1900 00:00:00
“2  Add new plugin ...
#3  Remove plugin
Refresh
|‘7a Properties
Set Bookmark ...
Disable
< | Statistics .. ?
| Add. . | | Remove | | Properties |
o4 Zancel

2. Inthe Plugin properties window you may choose for which mailboxes you want to apply the
plugin. Check:

e Apply for all mailboxes or
e Apply for selected mailboxes and click the Mailboxes button

1 | NOTE: Verify that the Plugin is active is checked so that the plugin is enabled.
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3.

4.

<. Post processing plugin properties

General

%p;us}};]f;g—p]ug]n

Plugin Marme

|F‘n:nstF'rn:n:essRecipients.Pn:-stPrn:ncessPIugin |

Plugin assembly :

|C:'|,F‘r-:ugram Files {86\ Common FiIes'l,P.ﬁ.M'l,F'DstF‘ru:u:essingF‘Iugins'l,F‘l

V¥ Plugin is active
% Apply For selected mailboxes

= apply for all mailboxes

Bookmark date :  |01.01,1900 00:00:00 | | Set bookmark, |

Skatkistics ...

I || Cancel |

In the Plugin mailboxes window click Add to add mailboxes.

Plugin mailboxes =

List of mailboxes assigned ko plugin:
Display narme Alias email
Aadd Remove | Remore Al | | Close |

In the Select mailbox enter the name of a mailbox in the text box to search for the mailbox.

Double-click the desired mailbox in the list to transfer it to the Selected objects section. In the
Selected objects section you can check which users you have selected. Confirm by clicking OK.
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Archive Manager for Exchange

Select mailbox

Type in the name or select From lisk:

Display name Alias email address -
f_:’.[ user0l3 user0is user0l3@40demoz. local
[ userni4 userdld userll4@40demoz. local
f_:’.[ userils user0dis user01S@40demoz. local
[ usernis userdls user0l&@40demoz. local
f_:’.[ user0l? userdi? user0l 7@40demoz. local
[ usernis userdls user0l&@40demoz. local
f_:’.[ user0ld userdis user0l9@40demoz. local
[ usernzn user0z0 user0Z0@40demoz. |ocal =
ﬂ Jerry McLean Jetry. Mclean v, Milean@40de
If_-_’.[ Marianne Peters marianne, pekers marianne. peters@40demoz.local
f_:’.[ Lou Florence lou. Florence lou.florence@40demoaz . local ™
<| m | >
Selected objects: L= |
f_:’.[ Jerry McLean

— mme

5. Click Close.

Plugin mailboxes

I

List of mailboxes assigned ko plugin:

Display name alias email

I:_:'.] Jerry Molean Jerry. Mclean Jerry Mclean@40dem. ..

[:'.] Lou Florence low Florence lou.florence@4demna. ..

[T usernns user003 user003@40demno. local
Add | Remove | Remove Al | | Close

Steps to specify a bookmark date
1. Right-click the desired plugin and click Set Bookmark from the context menu.

2. Inthe Enter bookmark window specify the desired time. Click OK.
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Enter bookmark

Select date

|15.EIE.2I]18 12:09:26

Ok, | | Cancel |

NOTE:

The bookmark date is displayed in the Plugins list in Configuration tab.

If you reset the bookmark date, the change takes effectimmediately, and there is no need to
disable and enable the plugin again.

If you remove a plugin by using the Remove button, it will stop completely without
remembering where it stopped. If you then load that plugin again, you must configure it
again.
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5

ArchiveWeb Interface and
conventions

After browsing the ArchiveWeb URL (http://<ArchiveWebServerName>/archiveweb), the Login
window gets displayed. Users are asked to enter their name (or “domain name\user name” or
“email address”) and password. Email address should be:

e Office365 email address

o Active Directory Domain email address in format <name>@domain.com

Please note: johnSmith@ateam.com is equivalent to ateam\johnSmith.

Default language depends on the Windows local setting of the Archive Manager server.

NOTE: When Integrated Windows authentication is turned on, the login page is skipped and the
logged-in user’s credentials are used. This is setin C:\Program Files\ Common Files\ PAM\ Web \
ArchiveWeb \ Web.config where <authentication mode = “windows”>.

B

<« C @ localhostyArchiveweb7 /Login/Login/Login?ReturnUrl=%2F ArchiveWelsT %2F * O

8 Login - Archive Manager Archive X | 4

Archive Manager ArchiveWeb

®  Auditor access

User name:

Metalogix

domaintusername or email address

Password:

After logging in correctly, the ArchiveWeb application opens. The top-page main bar contains
search box (fulltext searching in e-mail body, attachments, file content) and tabs —archive,
search, report —representing the activated features of Archive Manager. Once you click one, the
grey sub-bar under the main pane displays additional options.

Further, in the right upper corner you may see the logged on user. Click it to unfold the drop-
down menu offering the following options:

e Manage settings option provides access to further settings based on user permissions:

e Log out option is to be used when logging off
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After clicking Manage Settings, the following menu options appear on the displayed menu bar:

The Roles option is available if the user has necessary permissions. Under this option you can
manage user/ArchiveWeb roles assignment based on roles (see the “Roles” section).

The Permissions option is available if the user has necessary permissions. Under this option you
can manage user/ArchiveWeb roles assignment based on users (see the “Permissions” section).

The Profile option enables you to adjust ArchiveWeb layout to your liking (see the “Profile
Settings” section).

The Shared Mailboxes option is available only when Archive Manager for Exchange is installed
and configured for ArchiveWeb.

When shared mailboxes are set for a currently logged user in Archive Manager for Exchange ->
Tools -> Mailbox Rights Manager the grid will be populated and a user can select which
mailbox(es) he/she likes to be listed in Archive’s mailboxes tree and in searchable mailboxes.

Under the Tags option one can create tags for archive or auditing items (see the “Tags” section).

The File Management option is available if the user has necessary permissions. Under this option
you can manage file servers and scheduled jobs (see the "File Management" section).

- O -
e@""’ hitps//awT/ArchiveWeb7/Manage/Manage/Roles £ - G o Roles - Archive Menager ar.. % || $ e

Metalogix Archive Manager _ archive  search  report  tasks  Administrator v

ROLES  PERMISSIONS ~ PROFILE  SHARED MAILBOXES ~ TAGS ~ MANAGEMENT

Global

The Search text box in the upper part of the window was designed for fast and easy searchingin
archives - Archive Manager for Exchange archive as well as Archive Manager for Files archive.
Enter the desired expression and click Enter.

NOTE: Email attachments, email bodies and file contents are searched through only if fulltext
search is installed.
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List view conventions

With advanced list view functionality provided with every ArchiveWeb list view you can easily
search even in huge lists of items and adjust the list to your specific needs. List view functions are
the same as for all ArchiveWeb lists. In the main pane you can switch between these types of
items by clicking on the respective filter:

e archived - all folder archived items except items marked for deletion

shortcutted - archive items with shortcut in mailbox

lost - archived items with no reference in mailbox/file system

tagged - archived items with tag(s)

locked - locked archived items

for deletion - archived items that are marked for deletion, i.e. they will be deleted when their
retention period expires (and delete job runs)

Preview (if available) of any item you click on appears below the list view. To open More actions
menu for the item click the More actions link (MENU) on the right bottom below the list.

Pop-up preview feature is also available for Exchange, Files, Auditing and Search results items.
When a user double-clicks anywhere in the item's line, the item opens in pop/up window full
screen mode with all functionality as in normal view, such as multi/action menu (MENU), and
comments area.

Metalogix Archive Manager _ archive  search  tasks  user001 +

EXCHANGE  FILES
—
3) Mailboxes INBOX
(2 userd01 [121MAM2] archived shortcutted lost tagged locked for deletion
Inbox
Sent Items Result count: 11 Total rows selected: 0

5 Public Folders Select all items in folder

Drag a column header here to group by that column

FROM 0 SUBJECT RECEVED  ~ RETENTION 8 @ = @
user001 user001 it meant. The same question was expressed in all the loo. 03/29/17 12 v -
user001 user00] "So this gruel isn't to your taste? Oyyou crows! You're s...  03/29/17 5

user001 user001 had known and atways slightly feared. He n a woma... 03/29/17 15

user001 user001 backward mavement. Adjutants and generals gallop g 9 v

First  Prev  Page:l of 1T Next  Last Items per page: 20

§ Create Filter

"So this gruel isn't to your taste? Oh, you crows! You're scared!" they

User001

3/29/2017 3:07:38 PM

To: wser001

= Version 1

« This message was sent with Low importance.

+ This message has been marked as Confidential
- Tags:

Check boxes are designed for multi-select. If MORE THAN ONE item is selected, More actions
menu appears automatically below the list.

Metalogix Archive Manager for Exchange ArchiveWeb Manual

45
ArchiveWeb Interface and conventions



Metalogix Archive Manager zearch archive search report tasks Administrator ~

EXCHANGE FILES

() Mailboxes INBOX
2 Administrator [AWT] archived shortcutted lost tagged locked for deletion
Categorized
Drafts Result count: 603 Total rows selected: 2
3 Hello Select all items in folder Clear selection
3 Inbox Drag a column header here to group by that column
Sent ltems H| | FROM TO SUBJECT RECEIVED * | F

) Empty User [AWT]

Test User 5 [AWT]
Test User] [AWT]
Test User2 [AWT]

4

Test User3 [AWT]

§ Create Filter

Tester One [AWT]

(3) Public Folders

Tester One Administrator The Emperor interrupted him. 12/17/2015 4....

v
v!] Administrator Administrator a cold perspiration, sat up 01/09/2015 11...

SMeginistrator Administrator officers, but every soldier 01/00/2015 11...

Prev  Padw, of 31| Next Last

>
i

~
Add tags
Remove tags
Lock document
Unlock document
Export to PST
Export to ZIP e

Batch selection/unselection of items is done by clicking the Select all rows (Select all items in
folder)/Clear selection action links just above the list. When Select all rows/Select all items in
folder action links are selected, operations are performed over all items in the given folder. (See
more under "Simple Grid" section.)

Itis also possible to change the column order by simple drag-and-drop action. Individual columns
can be shown or hidden - these settings are managed in user profile after clicking <UserName> /
Manage Settings / Profile in Columns section.

Further, lists can be:

> sorted

> grouped

> filtered

Change the column sorting order by selecting the given column
header and clicking its down/up arrow on the right (in case the
arrow is not visible adjust the width of the column by dragging the
line)

Group table data by any column. To do so, drag the column header
to the barright above the table. Generated groups can be expanded
by clicking the arrows next to them. As usual, the sorting order can
be changed by clicking the little arrow in the dragged column
header

NOTE: In case of SIMPLE grid (see the Profile settings section)
Grouping apply just for items on the current page.

Create filters as described in detail in “Filter Builder” section below.
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Simple Grid

Simple Grid is specific type of grid available for Archive\Exchange, Archive\Files and
Report\Auditing list view. It allows customization of the list view and offers some specific
features for handling the list items as described further. Simple Grid option can be set under
<Logged-on User> / Manage settings / Profile / Settings. When you select Use grid view / Simple
option for the list view (e.g. for Exchange/Archive list view), the given list view will have page
navigation controls and will allow user to set number of items to be displayed per page (ltems
per page) as shown in the screenshot below.

- | O -
a@|n http://awT/ArchiveWeb7/Exchange/Exchange L~ Hm Exchange - Archive Manag... | ‘ A T

Metalogix Archive Manager search archive  search  report  tasks  Administrator ~

EXCHANGE  FILES
—

(%) Mailboxes INBOX
) Administrator [AWT) archived shortcutted lost tagged locked for deletion
Categorized
Drafts Result count: 603 Total rows selected: 0
Select all items in folder Clear selection
=) Hello
3 Inbox Drag a column header here to group by that column
Sent Items FROM 0 SUBJECT RECEVED = | RETENTION 0 @ = 5
@ Tester One [AW7] Tester One Administrator The Emperor interrupted him. 12/17/2015 4. 3
2 Test User] [AWT] Administrator Administrator a cold perspiration, sat up 01/09/2015 11... [ V|

=) Test User2 [AWT] Adminictrator d r officers bt evers soldier 01/09/2015 11.. ) v

2 TestUsers [AW7] <[First Prev Pageil  of 31 Next || Last ] ftems per page: 20

=) Public Folders

¥ Create Filter
< >

Select items or click to preview.

Asynchronous folder operations over folder are available for Simple Grid. Click the Select all
items in folder link to perform operation over all items in a specified folder.

NOTE: The link does not appear on filter tabs such as “shortcutted”, “lost”, “tagged”,
“locked” and “for deletion”.

INBOX

archived shortcutted lost tagged locked for deletion
Result count: 603 To ws selected: 0

Select all items in folder

Drag a column header here to group by that column

FROM 10 SUBJECT
Tester One Administrator The Emperor interrupted him.
Administrator Administrator a cold perspiration, sat up
Administrator Administrator officers, but every soldier
Administrator Administrator commands, little cou
Administrator Administrator HEREIE . I TIRBESAERE  F
Administrator Administrator en ASZF-et
Administrator Administrator nen die Sie zur Planung |hrer
First Prev  Page: 1 of 31 | Next Last
¢ Create Filter

<
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When a user clicks on the Select all items in folder link, the Total rows selected label will
show the same number as Result count label shows. No item will be selected (see picture

below).
INBOX

archived shortcutted lost tagoed  locked

[Result court: 300 Taotal rows selected: 9300 I

Clear selection

Drag a colurmn header here to group by that column

FROR TO

Lacal admin Local admin
Local admin Local admin
Local admin Local admin
Local adrin Lacal admin
Local admin Local admin
Local admin Local admin
Local adrin Lacal admin
Local admin Local admin

I'nral admin Inral admin

First Frew  Page: |1 of 465 | Mext | Last

Create Filter

for deletion

SUBJIECT

Infinite retention

english versionfwersion francai
"He's our plastun, I sent hirm o
"Mot bound to endure insults,’
During the first period of their
"ell, you must excuse me, be
When Pierre and his wife had |
"Wie've said qood-by, Gol" he

Thew all went withnt knnwing

Additionally, the preview pane displays folder operations menu (according to user
permissions) except “Restore” functions. (“Restore” operations are not allowed as folder

operations.)
Exchange Files Audit
FOLDER OPERATIONS FOLDER OPERATIONS FOLDER QPERATIONS

[ include subfolders

Add tags

Femove tags

Lock document

Unlock document

Export to PST

Export to ZIP

Mark for deletion

Extend retention time

Create retention change request

[ Include subfolders

Add tags

Remove tags

Lock document

Unlock document

Export to ZIP

Mark for deletion

Extend retention time

Create retention change request

Add tags

Fermowve tags

Export to XL 5

By selecting any operation from “FOLDER OPERATIONS” action menu, a confirmation dialog

appears:
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FOLDER OPERATIONS X

Do you really want to perform the operation on each item in folder?

Yes Mo

Only when a user confirms this dialog the desired operation will be added to the Task list
gueue. The Task list is regularly checked for new tasks. When task arrives and no other is
running, the given task will be run. Otherwise the task will wait in a queue.

NOTE: Only one task can be performed at a time.

Filter Builder

It may be sometimes difficult to quickly find the desired item among hundreds of other items in
the archive. ArchiveWeb can facilitate this task for users via clever filtering functionality.

Filters can be created for any ArchiveWeb list via Filter Builder. Filter Builder link is present on
the bottom left below any list view.

- (O -
e @|¢L"I http://aw?/ArchiveWeb7/Files/Files 2~ G| @20 Files - Archive Manager Arc... m * {§}
Metalogix Archive Manager search archive  search  report  tasks  Administrator ~
EXCHANGE FILES
~
&) aw? ATTRIBUTES
@c archived shortcutted lost tagged locked for deletion
(4) TestFiles
1000 Result count: 7 Total rows selected: 0
Attributes Select all items in folder
3) csil3BBctiodzf Drag a column header here to group by that column
3 Documents O | name ~ | SERVER ARCHIVED ON | CREATED ON M
Huge 2007 Census Maryland.pdf aw? 01/23/2015 4. 01/23/2015 4... 04,
Indefinite B3  2007_HERMAN-FlapJkulesErtiap.doc aw7 01/23/2015 4. 01/23/2015 4. 04
Japanese M 2007 HERMAN-Meavei seqedanvaa.doc awT 01/23/2015 4. 01/23/20154.... 04,
Q
First  Prev Page:|] of 1 MNext Last
3) Subdir_00001
subdir_ooo02
Subdir_00003 < >
i
Subdir 00004

In the pop-up Filter Builder dialog configure your desired filter. First click the red “And”. The red
color expressions denote the filter type you are defining. Available filter types:

- AND

- OR

NOTAND

NOT OR
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Filter Builder

e

( Mot And !

Mot Or
Add Group
Add Condition

X

Remowve

When the filter type is selected, click the plus sign (<) to define the filter condition itself. The
default condition appears but it has to be modified to constitute an actual filter. To define the
desired filter condition, click the color-coded condition constituents one by one. For each
constituent you will see a drop-down containing possible values —see the example below.

Creating filter - example

Default:
FROM Begins with
click to select from click to select the
available conditions, second part of your
e.g. RECEIVED condition, e.g. is less
than

<enter a value>

l

click to enter the
desired value for your
condition, e.g.
05/11/2015

To cancel filtering, uncheck the filter checkbox next to the displayed filter on the bottom left

under the list view.
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6

Manage Settings

As default, only the super-user specified in Archive Manager for Exchange or Archive Manager for
Files (see note below) can access ArchiveWeb and all its functions. If another user/group should
be able to manage roles, super-user can allow access for them in the following ways:

e in ArchiveWeb under logged on user / Manage settings / Permissions

e in Archive Manager for Exchange Enterprise Manager on the Tools / Options / User
Roles the given user has to be added with Modify roles option checked

e in the Archive Manager for Files Enterprise Manager on the Settings / User
management tab the given user must have the User management permission allowed

Please note: Super-useris specified in:

e Archive Manager for Exchange (Enterprise Manager / Tools / Options / User Roles)

£3 Options

Options

Iser Roles

Adminiskrative Roles

SErYERSELLIgS

Allow  Deny
21 Adminiskrator Logon
Srchving serhng s el d G-
Logan ko PST Importer E |:|
Madify roles W [
MESSaH e b bEs
Access mailbox browser W [
Modify mailbox permissions  [w] ]

ok | Apply

or
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e Archive Manager for Files (Enterprise Manager / Settings / User management)

[ | Home | 4oappez | [
Manage Archive Manager for Files user's permissions
Archive
Permissions: Allow Deny
s
(2K all 0 o -
Za
Scheduler Archive and Restore
archive | Restore [w] O
Archive Yiew [l O _
I, Search & Export [ O =
FELIEHENS Restore a version [w] O
fark, /| unmark for deletion [w] O
Manage jobs
archive, Archive Forecast [ O
Delete [w] O
el ) )
Eid Direct Archive [ O
Post l.:‘rocessing Shorkeut Creator [l O
sharteuk Corwerker [w] O
ﬁ synchronization [w] O
Change filkers ] O
Statistics i
rhanae racksictinne
| add... | | Remove | Apply | | Unda | | Refresh |
g General 72 Notification W7 File compression | £ User management | A Storage

Roles and Permissions pages allow permission management on user/group level. Individual users
can inherit permission or can be granted direct permissions. The priority of permissions follows
this order:

1. Direct permission defined for a user (blue highlight under Permissions) on a server

2. Global direct permission defined for a user (blue highlight under Permissions)

3. Inherited permission (yellow highlight under Permissions) on a server

4. Global inherited permission (yellow highlight under Permissions)

5. Default settings (no highlight under Permissions)
All defined permissions apply only for the given instance of ArchiveWeb.

On these pages you can allow or deny access to ArchiveWeb features and menu options for
individual users or groups, i.e. allow or deny roles. Under Roles, users are assigned to roles.
Under Permissions, roles are assigned to users.

Roles

To display the Roles page, click the logged-on user name in the right-upper corner. Select
Manage settings from the drop-down menu, then click Roles on the grey sub-bar. In the left pane
select the server for which the roles should apply. Now you can assign users/groups to
ArchiveWeb roles in the main pane.

List of roles is split into sections — Exchange Archive features are listed under Exchange roles,
search features under Search roles etc. Select arole in the list view. All users/groups with access
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to ArchiveWeb allowed in the Enterprise Manager are displayed under the list view. In case the

desired useris not visible, click the Find users and groups icon (f+) to add it to the list. Current
status of user/groups in respect to the given role is marked by a check mark.

If you click the Delete icon ( X) the user disappears from the list and will be assigned only the
default roles.

NOTE: Users deleted in Active Directory but still existing in Archive Manager are displayed as
strikethough.

Metalogix Archive Manager search archive search retention report tasks Administrator «
ROLES PERMISSIONS PROFILE SHARED MAILBOXES TAGS MANAGEMENT
—
Auditing Apply tags -
Global Auditing Auditor access
Auditing Export auditing logs
Auditing Export results to ZIP
Auditing Show auditing logs
Exchange Add comments to mails
Exchange Apply tags
Exchange Compare mailbox with archive
Exchange Delete item
Exchange Restore items
Exchange Set "Legal Hold" flag
Exchange Show "Legal hold" flag <
GROUP OR USER NAME ALLOW  DENY
default i
121demo2.local\Administrator 7 %
121demo2.local\userd01 7 %

To assign users/groups to roles:

1. Inthe left pane the Global option is selected by default; i.e. the configured settings apply to
all Archive Servers (File Archive or Exchange Archive) in the environment. Should you wish to
apply settings only for a specific server, click it in the left pane; e.g. if you want to allow Legal
Hold only for one File Archive Server and not for others.

2. Selectthe desired role in the list of roles.

3. If the desired user/group does not appear among associated users under the list view, you can
add it. Click the plus sign () on the bottom. The Find users or groups pop-up dialog appears.

In the Domain drop-down box select the domain in which you want to search. Then search for
the user/group.

4, Check the users/groups you want to manage and click OK.

5. The selected users/groups are displayed in the main pane. Manage their roles by checking
Allow / Deny.
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IMPORTANT NOTE:

If UseGlobalPermissionsForAllServers key is set to TRUE or this key does not exist in web.config,
the Roles page lists only Global setting. In this case roles for users are set globally, i.e. role set
will be applicable to all servers.

Otherwise, if the UseGlobalPermissionsForAllServers is set to FALSE, all available servers will be
listed and roles can be set on any server/location. Using this option can slower login process
because all accessible servers/locations needs to be searched for roles.

Permissions

To display the Permissions page, click the logged-on user name in the right-upper corner. Select

Manage settings from the drop-down menu, then click Permissions on the grey sub-bar. Now you

can assign ArchiveWeb permissions to users/groups in the main pane.

Super-user has ability to control access list, i.e. who is allowed to log into ArchiveWeb. Super-
user has to set user and/or group who has permission to log in ArchiveWeb. The affected
permission is “Logon in ArchiveWeb” and can be set in Manage settings in Roles and/or
Permissions sites:

Default permission is ALLOWED —user is allowed to log in ArchiveWeb.

ROLES PERMISSIONS PROFILE SHARED MAILBOXES AGS MANAGEMENT

o o TI0DEMO1.LOCAL\USEROD9
s &= PERMISSIONS
user009 [110demo1.local]

Files Show comments ] 1
Files Show files server ¥} |
Journaling Access journal O |
Management Configure Files servers W |
Management Extend retention time ) |
Management File management [l |
Management Logen in ArchiveWeb [~ O
Management Manage scheduler [ O
Management Search servers management [ O
, Retention Approve retention change requests [~ O
Retention Create retention change request ¥ O

Users/groups which already have some roles assigned manually are listed on the right. Click the

user/group to display and manage its roles in the right pane. List of roles in the right pane is split

into sections - Exchange Archive features are listed under Exchange roles, search features under
Search roles etc.

NOTE: Users deleted in Active Directory but still existing in Archive Manager are displayed as
strikethough.
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.0~ o]

Neb7/Manage/Manage/Permiss

&2 Roles - Archive Manager Ar... | |

archive search report tasks  Administrator =
ROLES ~ PERMISSIONS  PROFILE  TAGS ~ MANAGEMENT
S TEST (TESTER ONE) [AW]
PERMISSIONS
Administrator (Administrator) [A'
test (Tester One) [AW] ALLOW DENY ~
test] (Test Usart) [AW] Exchange Set "Legal Hold" flag
test2 (Test User2) [AW] Exchange Show “Legal hold” flag
Exchange Show lost data Wl O
Exchange Compare mailbox with archive Wl O
) Exchange Apply tags [} O
Exchange Add comments to mails i |
Exchange Show comments 1] O
Exchange Delete item m
Exchange Restore items 1] O
Files Set "Legal Hold" flag Wl O b
+ X 9

To assign roles to users/groups:

1. Select the desired user on the right. If the useris not listed, click the Add user or group

8
symbol (®+) in the left pane.

2. Inthe Find users or groups pop-up dialog choose whether you’d like to search in Office 365
users or in Active Directory users.

To search in Office 365 users —check Office 365 user checkbox. User can be searched by user-
name, logon-name or display-name. Asterisk (*) wildcard can be used.
Note: Office 365 users need to be previously imported via Archive Manager for Exchange.

FIND USERS OR GROUPS
W Office 365 user

Search

To search in Active Directory users —leave “Office 365 user” checkbox unchecked. Enter
domain name and user/group name. Asterisk (*) wildcard can be used.

When fields are filled by clicking the Search button search in desired category is
invoked.Select the desired users/groups in the search results and click OK.

3. The selected user/group appears in the left pane. Select the user/group to manage its
ArchiveWeb permissions in the right pane.

4. Listof roles on the right is split into sections. Exchange Archive features are listed under
Exchange roles, search features under Search roles etc. Further, each role can be
allowed/denied on global level or on individual archive server level. Permissions which are
set manually are highlighted in blue. Inherited permissions are highlighted in yellow. (More
information on permission hierarchy find at the beginning of this chapter.)
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To remove users/groups:

)
1. Click the Remove users or groups symbol ( ®=) in the left pane.

2. Inthe Remove users or groups pop-up dialog select users or groups you’d like to remove.

3. Click OK.

Allow all () and Deny all (X) roles buttons on the bottom of the page can allow/deny all

global roles for a user. To add user/group to the list, click the Find users or groups icon (fq-).
Click the Reset to default ('9) symbol to reset all user permissions to default. For the list of
default permissions see Addendum / List of default ArchiveWeb permissions.

List of default ArchiveWeb permissions

The table below lists default user’s ArchiveWeb permissions. They are managed under Roles and

Permissions.

Exchange
Exchange
Exchange
Exchange
Exchange
Exchange
Exchange
Exchange
Exchange
Exchange
Exchange

Exchange

File
File
File
File

Role

Set "Legal Hold" flag
Show "Legal hold" flag
Show lost data
Compare mailbox with archive
Apply tags

Add comments to mails
Show comments

Delete item

Restore items

Show own mailbox
Show shared mailbox

Show public folders

Set "Legal Hold" flag
Show "Legal hold" flag
Apply tags

Compare file system with
archive

Default value

Denied
Denied
Allowed
Allowed
Allowed
Denied
Denied
Denied
Denied
Allowed
Allowed

Allowed

Denied
Denied
Allowed

Denied
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File
File
File
File
File
File

Journaling

Search
Search
Search
Search
Search
Search

Search

Statistics
Statistics

Statistics

Management
Management
Management
Management
Management

Management

Auditing
Auditing
Auditing
Auditing
Auditing
Auditing

Find files without shortcut
Add comments to files
Show comments

Delete files

Restore files

Show files server

Access journal

Search mails

Search files

Sawe search result to database

Export to mailbox
Export to PST
Export to ZIP

Delete saved result

Mails - Show statistics
Files - Show statistics

Export statistics

Extend retention time
Configure Files servers

File management

Manage scheduler

Search servers management

Logon in ArchiveWeb

Show auditing logs
Export auditing logs
Apply tags

Access all mailboxes
Export results to ZIP

Auditor access

Denied
Denied
Denied
Denied
Denied

Allowed

Denied

Allowed
Allowed
Allowed
Denied
Denied
Denied

Allowed

Denied
Denied

Allowed

Denied
Denied
Denied
Denied
Allowed

Allowed

Denied
Denied
Denied
Denied
Denied

Denied
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Retention Approve retention change Denied
requests

Retention Create retention change request | Denied

Auditor Access

Journals in Exchange Server are used to enforce legal, regulatory, and organizational compliance
in organizations by recording all or targeted email messages. In addition to journals, mailbox
audit logs are also used to track who logs on to the mailboxes in your organization and what
actions are taken by delegate users.

Auditor Access grants users the ability to view all mailbox journals that are imported, audit logs,
retentions and search. Use this powerful feature with discretion.

To use this feature you must grant Auditor access permissions to at least two users. The two-user
authentication mechanism works as follows: If John wants to log in as an auditor, he must have
the Auditor access permission, and he must able to specify the user name of another user who
has the Auditor access permission, before he can successfully log in as an auditor.

Steps to grant the Auditor access permission to a
user

1. Loginto Metalogix Archive Manager ArchiveWeb with the credentials of a user who has the
ability to grant permissions to other users.

w0 Login - Archive Manager Archive X | 4=

< C @ localhostfArchiveteb?/LoginLogin/Login?Returnlrl=%2F Archive\Web7 %2F f O

Archive Manager ArchiveWeb

®  Auditor access

Metalogix

User name:

domaimusername or email address

Password:

2. From your account name drop down, select Manage Settings.
3. Select the Permissions tab.

4. Click the Add Usericon and locate the user from the Find Users or Groups search window.
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Select the user from the user list on the left to display the permission set in the right-hand
pane.

Select the check box for Auditor access.

1 | NOTE:Nouseris granted this permission by default. As a result auditor access is denied
to all users including the super-user.

w0 Permissions - Archive Manager £ X

& 3 C @ localhostfArchiveWeb? ManageManage/Permissions # O

ROLES ~ PERMISSIONS ~ PROFILE  SHARED MAILBOXES — TAGS  MANAGEMENT
o e 124DEMO1.LOCAL\USER0O1
- - PERMISSIONS
Adrinistrator [124demo1.local] ALLOW  DENY -
user001 [124cemo.local]
Suditing Access all mailboxes (5] 7]
Auditing Applytags 5] £l
Auditing Auditor access @ @
Auditing Export auditing logs @ It
Suditing Export results ta ZIP (5] <
. Auditing Shew auditing 10gs (5] Fl
Exchange Add eormrnents to mails (5] Fl
Exchange Apply tags v @
Exchange Compare mailbox with archive ! @
Exchange Delete itern 5] <
Exchange Restore iterns (5] el
Exchange Set "Legal Hold" flag @ 2
Exchange Shouw "Legal hold" flag @ )
+ X2

In the confirmation dialog that appears, click Yes to grant the Auditor access permission.

1 | NOTE: Granting the Auditor access permission automatically grants all permissions of
type Auditing.

0 Parmissions - Archive Manager /X

& > C @ locahostiArchiveweh7 ManageAManage/Permissions

PERMISSIONS

Set permissions for Auditr?

Repeat the above steps to grant the Auditor access permission to at least one or more users as
needed.
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Steps to log in as an auditor

1. If you have the Auditor access permission, enter your user name and password in the
ArchiveWeb log in page.

2. Toggle the Auditor access button to turn on the feature. Notice that the user name field label
changes to Auditor 1 user name. This is the account that will be used to login as an auditor.

3. Click signin. The Auditor 2 user name field appears.

a0 Login - Archive Manager frchive X | 4

<« C  © localhost/ArchiveWeb7 Login/Login o % O

Archive Manager ArchiveWeb

@ Auditor access

Metalogix Auditor 1 user name:

124demo1iadministrator

Auditor 2 user name:

domaintusername or email address

Password:

password

@ sign in

4. Enterthe user name of another user who has the Auditor access permission.

5. Click signin again.

If the two-user authentication succeeds, the Metalogix Archive Manager workspace appears.
From the top bar, click archive to open the archive view.

Click the Exchange tab.

Lo o N o

Expand the Mailboxes node and select a journal to view its contents.
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w0 Exchange - Archive Manager A

x [+

< C @ localhostfArchiveWeh /Exchange/Exchange

search

Metalogix Archive Man

archive search retention

EXCHANGE
) Mailboxes INBOX
) Adrinistrator [T24MAM1] archived  shortcutted lost tagged locked  for deletion
9 journal [124MaM1]
Inbox Result count: 2 Total rows selected: 0
5 Public Folders Selectall items in folder
Drag 2 column header here to group by that calumn
FROM o SUBIECT
Microsoft Outlaok (Ad.  mam Testing
Microsoft Outiook (Ad..  mam TEST

First  Prew  Page of 1 MNext  Last

1§ Create Filter

Select items or click to preview.

RECEIVED
04/05/19
04/05/19

report

tasks

RETENTION

3
3

Administrator -

8
v
I

i =0

Items per page: 20

NOTE: If you have added a journal mailbox but cannot see its contents, check the Mailbox

type property of the mailbox.

To specify a journal type mailbox follow the steps below:

1. Selectthe journal mailbox, and right-click to open the context menu

2. From the context menu select Properties to open the Properties window.

In the General tab, locate the Mailbox type property.

3
4. Set this value to Journal by selecting the value from the drop down.

5. Click OK to confirm the change and return to the mailbox.

& journal [6] Properties =

General "MemberOF "Other "P.dvanced ]

Eluluﬂ'yg;: ITLPET RS

]

RDN:

|j0urnal
Display name: |j0urna|
Alias: |journa|
E-mail: |j0urnal@1 Z4demol. local

Harne server: |124E><1

Addresses: |j0urnal@124dem01.|0cal;
Mailboz: DM: |,l'0=124dem01,|'0u=Exchange Adminiskrative Grol
GUID: |F599?031 DECSDO04596C1 DER442EEDDES

Mailbox is activated
[ mailba is an legal hald

&HJU]J"JU;: LY e

Eurnal

‘T‘ Cancel

Apply
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Profile settings

Adjust your ArchiveWeb layout to your liking and needs. Under Manage settings/Profile define
the style, language, layout, file archive servers to be displayed etc. To display the Profile options,
click the logged-on user name in the right-upper corner. Select Manage settings from the down-
drop menu, then click Profile option on the grey sub-bar. Now you can specify profile:

Settings

After clicking the Settings tab in the right-hand navigation you can adjust the style, i.e. the design
of ArchiveWeb to your needs and liking:

STYLE

e Under Language select the desired language for the application (The default language
depends on the Windows local setting of the Archive Manager server.) NOTE: For this
change to take effect, re-login is required.

e Date/Time format - select you preferred date and time format for the whole Ul; default
value depends on regional settings of your machine and the language selected in the
Profile; when profile language is changed, date/time format is changed accordingly

¢ Maximum preview size [MB] —sets maximum file size that can be opened in a preview-
pane. Displaying large item (with size more than 20MB) can cause out-of-memory
exception. Default value is 20 MB.



Metalogix Archive Manager

ROLES PERMISSIONS PROFILE SHARED MAILBOXES TAGS

SETTINGS

STYLE

HOME PAGE

Language:*

Date/Time format:

MANAGEMENT

English (United States) - English (United States) M

* Please re-login for the changes to take effect.

MM/ dd/yy -
Maximum preview size [MB]: 20
TASKS
Automatic refresh interval (in seconds): 10 =
Delete completed task:
SEARCH
Show search field in header: CJ
Remember last mailbox / server selection: e
Maximum number of search results: 10000
1
Full-text query: ® Exact phrase

Starts with *, e.g. *test
Ends with *, e.g. test”

Enclosed in *, e.g. *test®

Hit highlight:*
* This function is available only for Exchange

Hit highlight color: SFFFFE0

Comman search behavior: Search only in my mailbox

0

Search in all accessible mailboxes
Set default search scope: ¥ Suchanoe
TREEVIEW

Maximurn text length:

[
u
o

GRID

TASKS

e Automatic refresh interval (in seconds) — how often the Task list will be refreshed
(reloaded) when the Task list pop-window is open; Setting small number may
cause some performance issues; default number is 10 seconds

e Delete completed task - indicates that successfully completed task which does not
return a value (especially database tasks such as Add/Remove Tag, Set/Unset
legal hold flag, Mark for deletion and Extend retention time) will be automatically
removed from the Task list; Default value is false (do not automatically remove
completed task).

SEARCH

e Show search field in header
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The visibility of top search panel (common search panel) can be managed at:

o Administrator level
o User profile level

Administrator level
Administrator can globally hide the top search panel by adding/editing the

“ShowTopSearchPanel” key in the ArchiveWeb’s web.config file as follows:
<add key="ShowTopSearchPanel" value="false"/>

Default value for this key is true —which means that the top search panel is visible and
user can manage its visibility in its user profile (Manage settings -> Profile).

If the value for this key is set to false —the top search panel will not be visible as well as
Show search field in header option in user’s profile will not be available, so user is not
able to manage top search panel visibility.

User profile level

When an administrator did not set “ShowTopSearchPanel” key to false in web.config,
user can manage the top search panel visibility in user’s profile (Manage settings ->
Profile) by setting Show search field in header check-box in the Search section.

Remember last mailbox / server selection - indicates that selected mailboxes/servers
from previous search are saved (it means next search operation will use these stored
values). If this check box is unchecked, then for Metalogix Archive Manager for
Exchange, all mailboxes in which the user has permissions are selected by defaultin
Search>Mailboxes, and for Metalogix Archive Manager for Files, all servers in which the
user has permissions are selected by default in Search>Servers. Default value for this
setting is Enabled.

Maximum number of search results — determines how many search results are
returned from search (in previous versions of ArchiveWeb this setting was set globally
in web.config under MaxSearchResults key)

Full-text query - manages full-text search behavior; can be set as:
= Exact phrase
= Starts with *, e.g. *test
= Ends with *, e.g. test*
= Enclosedin *, e.g. *test*

Setting in full-text query directs full-text search behavior, how the phrase will be
processed by search engine.

Default settings is “Exact phrase”.

Hit highlight - Available only for Metalogix Archive Manager for Exchange. Select this
check box to highlight the search phrase in the search results.

Hit highlight color - color picker to choose a color.



e Common search behavior — define the default search scope for Common search under
the Search tab; common search will be then be performed accordingly only in the
logged on user’s mailbox OR in all mailboxes to which the user has access; if needed
this option can be changed when performing Common search (see the respective
section of this manual)

o Set default search scope - By selecting the respective check boxes, define the
default search scope for search from the top navigation ribbon.

e Exchange —allows you to search in archived emails
e Files —allows you to search in archived files
TREEVIEW

e Maximum text length - Treeview's node text will be trimmed to desired number of
characters.

GRID

e Paging — set the Endless paging to display all items on one page or Show paging to limit
the number of items on one page.

¢ Journal highlight color - choose a color from the color picker control to highlight the
journal items.

o Items per page - If Show paging is selected, set the number of items to be displayed per
page This number applies for full grid (if specified for the individual sections Exchange,
Files etc.)

Individual sections - Exchange, Files, File Management, Audit

o Columns - in this section you can set columns to be displayed in individual list-views.
e.g. in Archive list-view for Exchange (EXCHANGE/Archive drop-down) or in Search
results list-view for Files (FILES/Search drop-down)

e Show inactive mailboxes —option to show inactive mailboxes in Archive and Search
views; NOTE: Mailbox is inactive, if Mailbox is activated check-box is unchecked in the
Archive Manager for Exchange / Enterprise Manager / Addressbook Manager
NOTE: Administrator can override this setting by adding "ShowNotActiveMailbox" key
in ArchiveWeb's web.config in <appSettings> section, for example by adding <add
key="ShowNotActiveMailbox" value="true" /> will force override all users "Show
inactive mailboxes" setting, so all users will have permission to show inactive
mailboxes.

e Use grid view - allows to set grid's behavior; select Full or Simple grid to customize your
list-views for individual sections. If:

o Simple is selected - (default grid type) user works only with limited
number of items (set via Items per page option in Profile or in the grid
itself) (see the List view conventions section). Operations over grid
such as Custom filters, sorting, ordering are performed over items




Result count: 603 Total rows selected: 0
Select all items in folder

currently displayed in the grid. Using Simple grid dramatically improves
grid performance especially when working with huge number of items.
Simple grid can be used only for Archive views and Auditing, Search

result pages use full grid.

Drag a column header here to group by that column

FROM TO
Tester One
Administrator

Administrator
First Prev  Page:|q of 31 | Next

Create Filter

Administrator
Administrator

Administrator

SUBJECT
The Emperor interrupted him.
a cold perspiration, sat up

officers, but every soldier

Last

RECEVED  ~ RETENTION 6 @ = Q2
12/17/2015 4.

01/09/2015 11...

woo w

01/09/2015 11... v v

[tems per page: 20

o Fullis selected - standard list-view is displayed; the number of items
displayed per page can be set only under Profile / Settings / Grid
section / Items per page. This grid works with the whole record-set at
once, therefore this grid option is not recommended for huge data.

Available columns for individual list views

Exchange -
Archive

Select All

From

To

Subject

Received

Retention

Attachment

Locked

Exchange -  Files-
Search Archive
Select All Select All
From Name
To Server
Subject Archived
date
Folder Created
date
Received Last
modificatio
n date
Version Owner
Attachment | File size

Files -

Search

Select all

Name

Folder

Server

Archived
date

Owner

File size

Version

File
Managemen
t

Select All
Name

Type

Status

Start time

Run interval

End date

Maximum
runtime

Audit -
Report

Select all

Log level

Log date

Method

Computer

User

Category

Tagged



Tagged Locked Retention Locked Notification
expiry date

Commented | Tagged Retention Tagged Operation
remaining
day

Commented | Retention Commented | Enables
from

Locked
Tagged

Commented

e Navigation frame - (used in Files) - possible options:

o TreeView - classic treeview (as it was in previous versions); TreeView is a
classical treeview. This one is recommended for most of customers with no too
large folder structure.

o ListView (pagination) - new type of navigation with pagination; ListView is a
new type of navigation with pagination. This is recommended for customers
with large folder structure, from 10,000 folders. The pagination improves
navigation performance.

Default setting is TreeView.



- | O -
°@|m http://aw?/ArchiveWeb7/Files/Files P~ G| 28 Files - Archive Manager Arc... ok 1t
Metalogix Archive Manager search archive  search  report  tasks  Administrator »

EXCHANGE FILES
—
A = ATTRIBUTES
) archived shortcutted lost tagged locked for deletion
aw7 /| G/ TestFiles 99
1000 Result count 9 Total rows selected: 0
Attributes Select all items in folder
+ Testfolder
Drag 2 column header here to group by that column
D | name « | SERVER ARCHIVED ON CREATED ON MODIFIED ¢
@8~ +().pdf aw’? 01132017 12, 01/13/2017 12..  01/20/2010
[ 1@34+0-=0doc awT 01/13/2017 12..  01/13/2017 12... 08/25/2005
=] @!1840-+.0jpa aw? 01713201712 01/13/200712..  01/20/2010
] 07Chapterf.pdf aw7 01/13/2017 12, 01/13/2017 12...  04/06/2009
First Prev  Page: 1 of 1 Next Last
& Create Filter
< >
o
Select items or click to preview.
« Page: ] of 1 =
Home Page

Under the Home Page node select which page should be displayed after your logging to
ArchiveWeb.

Global settings management

Super-user, when logged into ArchiveWeb, has the ability to manage default profile preferences
forall users. This includes:

e Creating a default user’s profile including set home-page, by clicking on Set as default

o Setdefault profile to all users, by clicking on Set default values for all users

NOTE: Super-user is defined in:

Archive Manager for Exchange -> Tools -> Options -> User Roles
or

Archive Manager for Files -> Settings -> User management
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Metalogix Archive Manager

archive search retention

report tasks Administrator +

ROLES ~ PERMISSIONS ~ PROFILE  SHARED MAILEOXES  TAGS
—
SETTINGS STYVLE
HOME PAGE

Language:*

Date/Time format:

Maximum preview size [MB]:

TASKS

Automatic refresh interval (in
seconds):

‘ Delete completed task:

SEARCH

Show search field in header:

Maximum number of search
results:

Full-text query:

Hit highlight color:

Creating a default profile

MANAGEMENT

English (United States) - English (United States) -

* Please re-login for the changes to take effect.
MM/dd/yy -

20

10000

® Exact phrase
Starts with *, e.g. "test
Ends with *, e.g. test*

Enclosed in %, e.g. "test”

#FFFF80 M

Set as default

Set default values for all users.

After a super-user made changes (set values for options that will be considered as defaults) in
Settings and/or Home page tabs by clicking Set as default button at the right-bottom of the page,
these settings will be stored in the database.

Set default profile to all users

When default profile exists, the Set default values for all users button is enabled. By clicking this
button all user profiles stored in the database will be replaced by the default one.
For user who does not have stored profile, the super-user made default profile will be used by

default.

Please note: Personalized shared mailboxes and tags stored in user’s profile will not be replaced.

Default user (other than super-user)

Default user has ability to:

e Customize his/her profile by clicking on Apply changes

e Reset his/her profile to default one created by super-user, by clicking on Reset to default
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Metalogix Archive Manager archive search tasks user001 ~

PROFILE SHARED MAILBOXES TAGS

SETTINGS
HOME PAGE

STYLE

Language:® English (United States) - English (United States) M

* Please re-login for the changes to take effect.
Date/Time format: MM7ddrny
M/dd/yy
Maximum preview size [MB]: 20
TASKS

Automatic refresh interval {in 0 x
seconds):

4 Delete completed task:
SEARCH
Show search field in header: Li

Maximum number of search 10000
results:

Full-text query: ® Exact phrase
Starts with *, e.g. *test
Ends with *, e.g. test”

Enclosed in *, e.g. *test*

Hit highlight color: SFEFFSO0 A

Reset to default | | Apply changes

Customize profile

After a user made changes to settings in his/her profile in Settings and/or Home page tabs by
clicking Apply changes these changes are saved in the database. Since this change the user will
use his/her personalized profile.

Reset profile

To reset his/her profile user can click on Reset to default. By doing this his/her profile will be
replaced by default profile created by super-user. Please note: Personalized shared mailboxes
and tags stored in user’s profile will not be replaced.

Shared Mailboxes

This management setting is available only when Archive Manager for Exchange is installed and
configured for ArchiveWeb.

When shared mailboxes are set for a currently logged user in Archive Manager for Exchange ->
Tools -> Mailbox Rights Manager the grid will be populated and a user can select which
mailbox(es) he/she likes to be listed in Archive’s mailboxes tree and in searchable mailboxes.
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‘ Mailbox Rights Manager dElk‘.’i

Mailbaxes: n ABC | DEF | GHL | I |MNO |PQRS | T |wm‘z ‘

Display Narme:  ~ Shared Email address

(3 Adrniristrator [1] Yes  Administraton@aw local
[ EM Test Usar 8] teshuser] @M stalogixaft]
(2 Emply User [7] empty@aw bocal

(2] pubc_&W7 [-100] ‘Yes  public_Aw7

f_ﬁ public_MetalogixS oftwareB22 [-101] public_MetalogixSaltvaie]
[ Test User 5[] Yes  test5@aw local

() Test User! (3] Yes  test] @aw local

() Test User2 [4] e test2@aw local

[ Test User? [5] Yes  testd@aw local

[ Tester Ore [2) Yes  test@aw local

archive search report tasks Administrator -

ROLES PERMISSIONS PROFILE ~ SHARED MAILBOXES  TAGS MANAGEMENT

Fl
—L Total rows selected: 6
(_R  Clear selection

Drag a column header here to group by that column

| | LOCATION | DISPLAY NAME | ALIAS EMAIL ADDRESS = LDAP PATH MAILBOX DN DOMAIN ACCOUNT ACTIVE | ACCOUNT ON LEGAL HOLD,
v AWT public_AWT public AWT public_ AWT public_AWY

vl AWT Test User 5 tests tests@aw.local CM=TestUser.. /fo=first organi.. aw.local 4

v AWY Test Userl testl testi@aw.local CN=TestUser.. fo=First Organ.. aw.local v

v AWT Test User2 test2 test2@aw.local CN=TestUser.. fo=First Organ.. awlocal 4

vl AWT Test User3 test3 test3@aw.local CM=TestUser.. /o=First Organ.. aw.local d

v AWY Tester One test test@aw.local CN=Tester On... /o=First Organ... aw.local (d

User can manage list of available shared mailboxes, select which ones like to use:

e In Archive’s mailboxes tree

Metalogix Archive Manager

EXCHANGE  FILES

(=) Mailboxes

=) Administrator [AWT]

3 Test User 5 [AWT]

3 Test Userl [AWT]

3 Test User? [AWT]

3) Test User3 [AWT] Drag a column header here to group by th

(3) Tester One [AWT] # FROM TO

(=) Public Folders

(=) public_AWT [AWT]
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e InSearch’s mailboxes grid

Metalogix Archive Manager _

SEARCH HISTORY  TEMPLATES
I

Total rows selected: 0

CRITERIA Select all rows

MAILBOXES Drag a column header here to group by that column

DOCUMENT TAGS LOCATION | DISPLAY NAME | ALIAS EMAIL ADDRI
121MAM2 user001 user001 user001@121
121MAaM2 public_121EX2 public_121EX2
121MAM2Z user002 user(02 user002@121

Tags

In ArchiveWeb, user can sort emails and documents by adding various tags to them. Tags are
logged-on user defined categories. They help the logged-on user quickly find and distinguish
emails/documents of one category e.g. important emails, documents regarding one particular
event etc.

All tags are listed, edited or deleted under Manage settings/Tags tab. At first we describe how to
create tags. Then the process of adding tags to emails/documents is illustrated.

When you click on the Tags tab for the first time, no tags are created. The list view is empty. To
create a tag click the New option in the list header. A new row will be added in the list view. You
simply specify desired tag properties in the available text boxes:

e Tag Name —enter descriptive name, e.g. “Personal”, “Marketing” or any other
e Background Color —select the tag color or specify your Custom color

e Apply For —tag can be available globally or can be applied only for specific section of
ArchiveWeb — Exchange archive, Files archive, Auditing etc. Should you check the e.g.
Files archive option, the tag will be available only for File archive items

When all settings have been configured, click the Update option.

NOTE: Not all Tagged items tab functions may be available for the logged-on user. The functions
must be allowed for the user. For more information see the Roles and Permissions sections.
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e @|‘L'5 http://awT/ArchiveWeb7/Manage/Manage/Taggedite O ~ & | @0 tags - Archive Manager Arc... @ * E’:}

ROLES PERMISSIONS PROFILE ~ TAGS MANAGEMENT

Drag a column header here to group by that column

TAG NAME BACKGROUND COLOR | APPLY FOR
Update Cancel I -
Edit Delete 4 item(s) 1508TAG BN NNENNNN . heEchange archive
. . EENEEEEEN :
Edit Delete 0 item(s; 692K5 le archive
e = | ENEEN
Edit Delete 0 item(s) aas u u E le archive
Edit Delete 0 item(s) 999 wchange archive
Edit Delete 2 item(s) Administrataor Customn Color... lobal
Edit Delete 2 item(s) free time le archive
Edit Delete 16 item(s) Marketing N FEYUUFC Global

The tag will be added to the list of tags. Naturally, all tag attributes can be edited by
clicking the Edit option for the given tag. When finished, click Update.

6 @|‘L‘D http://awT/ArchiveWebT/Manage/Manage/Taggedite O ~ & | &0 tags - Archive Manager Arc... @ ﬁ {‘E’}

Metalogix Archive Manager archive  search  report  Administrator ~

ROLES PERMISSIONS ~ PROFILE ~ TAGS MANAGEMENT

Drag a column header here to group by that column

New TAG MAME BACKGROUND COLOR | APPLY FOR
Edit Delete 4 item(s) 1508TAG EFFFFOO File archive;Exchange archive
Edit Delete 0 item(s) 692KS [ #FF5600 File archive
Edit Delete 0item(s) 888 W 2543045 File archive
Edit Delete Q0 item(s) 999 W =003300 Exchange archive
Administratz Il #008000 % Global -
Edit Delete 2 item(s) free time Il #2E8F0B File archive
Edit Delete 16 item(s) Marketing Il #8900FC Global

The list view also informs you on the number of items tagged by the given tag.

Adding tags to items

After the tag was defined, it can be added to:
e emails (in any mailbox folder orin a public folder)
e document
e auditingitem

NOTE: Tag can be applied to all three type of items, if it is defined as a global tag (default).
Otherwise it can be applied only to selected type of items (see above).
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To apply the tag, locate the desired item under Archive/Exchange or Archive/Files or
Report/Auditing tab and select it. Then open the More actions link (MENU) from the right upper
cornerin the preview pane. In the More actions menu click Add tag(s) command.

Metalogix Archive Manager archive  search

EXCHANGE  FILES
—

() Mailboxes INBOX
@ usert1 [121MAM2] archived shortcutted lost tagged locked for deletion
Inbox
Sent ltems Result count: 11 Total rows selected: 0
) userd02 [121MAM2] Select all items in folder
(3 Public Folders Drag a column header here to group by that column
| ] FROM T0 SUBJECT RECEWVED | RETENTION ‘ 1] | a ‘ » | L7 H
[ user001 user001 "So this gruel isn't to your taste? Oh, you crows! You're s... 03/29/17 6 [ oo -
[ user001 user001 paying no attention to the varying quality of the pastura... 03/29/17 | [
[ user00l user001 depraved. One is lured by women, another by honors, ... 03/20/17 9 [V O o I
[ user001 user001 had known and always slightly feared. He was in a woma... 03/29/17 15 0 oo
] userd0l userd0] backward movement, Adjutants and generals galloped a..  03/29/17 9 [ MO -
First  Prev  Page:l of 1 Newt  Last ltems per page: 20
4 ¢ Create Filter

"So this gruel isn't to your taste? Oh, you crows! You're scared!" they

Download as MSG file
Download as EML fi
User001
3/29/2017 3:07:38 PM Restore
Tor user001
Restore to...
+ Version 1
+ This message was sent with Low importance. Export toffIP
+ This message has been marked as Confidential.
- Tags:
Add tags

In the pop-up window select the tag(s) which you want to add to the item and click OK.

ADD TAG

| Marketing
om personal
) M system

@ Add new tag
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NOTE: You can also create a new tag if you click the Add new tag option and click Add. The Add
New Tag dialog appears where a new tag can be defined.

Once the tag has been added to the items, it will be visible in the emails/documents list view
(see the screenshot below) and also in the preview.

A tag can be removed in the preview or via the More actions link (MENU) by clicking the Remove
tag command.

Metalogix Archive Manager s archive search tasks user001 ~
EXCHANGE  FILES
—
3 Mailboxes INBOX
2 user001 [121MAM2] archived shortcutted lost tagged locked for deletion
Inbox
Sent ltems Result count: 11 Total rows selected: 0 Tagged item

Select all items in folder

2 user00Z [121MAM2Z]

3) Public Folders Drag 2 column header here to group by that column

FROM 10 SUBJECT RECEIVED o ¥ETENTION = G
user001 user001 paying no attention to the varying quality of the pastura... 03/29/17, 3 -
user001 user001 backward movement. Adjutants and generals galloped a... "
user001 user001 spectacled doctor came up to Prince Andrew, wiping hisg#® 03/28/17 3
user001 user001 Iandowner in the Vilna province, offered his cougou... r 15
user001 user001 letter, but had specially inserted in the regpt to Saltyk..  03/29/17 12 -

First  Prev  Page:l of 1 Next  Last ltems per page: |20

4| @ Create Filter
i
"So this gruel isn't to your taste? Oh, you crows! Ygefre scared!" they MENU

User001
3/29/2017 3:07:38 PM

To: user001

+ Version 1
Low importance.
arked a= Confidential.

Management

Management section constitutes centralized dashboard where user with appropriate permissions
can manage specific configuration settings in the following sections:

e File Management

Adding, editing and removing of Archive Manager for Files servers which together establish the
file archive system. Additionally, with Scheduler capabilities, Archive Manager for Files jobs
are easily managed in the same way as on the Scheduler tab of the Enterprise Manager (Archive
Manager for Files).

e Search Management

Registering and managing search servers in the environment.
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File Management

File management section under Manage Settings / Management is displayed only if Archive
Manager for Files is installed and the appropriate permission is set for the user. This section
allows managing Archive Manager for Files:

e Archive Servers - managing archive and retrieve servers

o Scheduler - managing scheduler jobs

Archive Servers

After clicking the Archive Servers tab, the available Archive Manager for Files servers will be
listed in the main pane.

You can change the display name, protocol or port for the given server by clicking the Edit option
next to the given server.

By clicking the Delete option the respective server will be deactivated in the ArchiveWeb, i.e. it
will not be accessible for the users via ArchiveWeb and it will not be possible to search it either.

To add a new Archive Manager for Files server click New option in the list header. It will add new
row to the list where you can specify the File Archive Server properties. Each server (Archive
Server) can be backed-up when you enter another server with installed Archive Manager for Files
as a Retrieve Server. The Archive Server folders and files will be accessible via ArchiveWeb even
when the serveris decommissioned/inaccessible. (For more information on this feature see the
“Alternate Access Servers” document.)

Finally click Update for the newly added server. The new server will be listed on the Files Archive
tab.

e@|lm http://awT/ArchiveWeb7/Manage/Manage/FileManagement O = O| 228 File management - Archive ... | | ﬁ * fé}

Metaloglx Archive Manager _ archive search report  tasks Administrator =

ROLES PERMISSIONS PROFILE TAGS MANAGEMENT

FILE MANAGEMENT
ARCHIVE SERVERS

Drag a column header here to group by that column

New ARCHIVE SERVER « | RETRIEVE SERVER PROTOCOL PORT
SCHEDULER
SEARCH MANAGEMENT Update Cancel win2008 Tcp - -
SEARCH SERVERS Edit Delete awT localhost TCP TFI77

Scheduler

After clicking the Scheduler tab, you can manage Archive Manager for Files jobs or preview job
reports on you Archive Manager for Files server. This tab basically offers the same functionality as
the Scheduler tab of the Enterprise Manager (Archive Manager for Files).
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e @|"‘ http://awT/ArchiveWeb7/Manage/Manage/FileManagement# P-C | 220 File management - Archive ... i * {‘E

Metalogix Archive Manager

archive search report tasks Administrator «

ROLES ~ PERMISSIONS ~ PROFILE  TAGS  MANAGEMENT

Server name: | aw? -

FILE MANAGEMENT _
jobs reports

ARCHIVE SERVERS

SCHEDULER Result count: 2 Ex
SEARCH MANAGEMENT
SEARCH SERVERS Drag a column header here to group by that column
MAME « | TYPE | STATUS | START TIME RUN INTERY END DATE MAXIMUM MOTIFICATION | OPERATION D
DeleteExportFo... Dele.. Stopped  12/15/2015 10:29:00... 1 Day 12/15/2015 12:00:00... 0 Hour Summary Generate report ‘{b
DeleteFiles Dele.. Stopped 10/21/20153:41:00.. 1Day 10/21/2015 12:00:00... 0 Hour Summary Edit
Delete
Start
Stop
’ 3 Create Filter
< >
Jobs
To manage jobs user has to select a server from Server name drop-down. If any job exists
(ArchiveWeb currently supports only Delete jobs) for the specified server, the grid will be
populated.
For each listed job, a More actions menu appears by clicking the More actionsicon ".." on a
respective row. This menu contains functions for Edit, Delete, Start and Stop the job.
New job can be created by clicking New job link in the grid header.
Edit or new job pop-up window is the same (see below) and contains two tabs:
Settings - contains job description information
Folder - defines folders that will be affected by a job
NOTE: For job to process data, folders must be specified.
NEW JOB X
SETTINGS FOLDERS
Job name:
Job type: Delete M
MlEnabled
[CJEmail notification
Motification type: Summary v
Operation mode: Generate report v
Job schedule
Start time: 6/21/2016 12:00 AM M
Run interval: 1 Day N
End date: M
Maximum runtime:
Save Cancel
Settings tab
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Job name - enter name for the job

Job type - in the drop-down select the desired job type (currently only Delete jobs are
supported); for more information on job types see the Archive Manager for Files Administration
Guide.

Enable - check to activate the job

Enable notification - ArchiveWeb will send notifications about the given job as configured in
Enterprise Manager (Archive Manager for Files) on the Settings/Notification tab (for more
information see the Archive Manager for Files Administration Guide)

Notification type - Summary or Detailed can be selected

Operation mode - this setting is available just for Delete job (and Synchronization job in
Enterprise Manager)

Click on the Operation mode field. Then click on the down arrow and select the
operation mode:

e Reporting mode - no action is being taken just a report is generated. This is
useful as administrators first have a report on what is going to be done. The
report can be checked and modified if necessary.

e Process report mode —files from the previously generated report are
processed. Administrator is able first to check and modify the list of files
going to be processed (i.e. deleted or synchronized)

e Process immediately mode — processing files without any report (not
recommended)

The Report file field displays the path to the generated report (e.g.<installdir>
\fsaPamLogs \sync\ sync.report).

Start time - specify the first day when the job should run
Run interval - specify how often the job should run

End date - specify the last day when the job should run

Maximum runtime - specify the maximum time (in hours) during which the job will be running

Folders tab

Job scope must be defined on the Folders tab. Folders for the job to process are selected by
clicking in a respective check-box.

NOTE: Red check-box ('¥) specifies that the folder will be processed recursively.



NEW JOB <

SETTINGS FOLDERS

(o] aw?
(&) C:
()] TestFiles
I 1000
v| Attributes
[S)] csiiliBBctZodBR
3 Documents
Huge
Indefinite
Japanese
Q
= [ subdir_00001
Subdir_00002
Subdir_00003
Subdir_00004
Subdir_00005

Save Cancel

When all is configured as desired, click Save.

Reports

This section is a report viewer for jobs.

Metalogix Archive Manager

archive search

ROLES  PERMISSIONS  PROFILE  SHARED MAILBOXES  TAGS  MANAGEMENT
e
Server name: | 121mam1 -
FILE MANAGEMENT jobs reports
ARCHIVE SERVERS
SCHEDULER © Delete jobs Overview
SEARCH MANAGEMENT 2Job 1 Start time:

End date:

Run interval:
Maximum runtime:
Email notification:
Notification type:
Operation mode:
Report file:

Delete shortcut:
Job name:

Job type:

SEARCH SERVERS 11/5/2019 2:22:31 PM

Summary log
Started at:

Finished at:

Failed:

Detailed log

Download  Failed

retention report tasks Administrator -

11/5/2019 12:00:00 AM
11/5/2020 12:00:00 AM
30 minutes

2

False

summary

Process report

True
Job 1
Delete

11/5/2019 2:22:31 PM
11/5/2019 2:22:31 PM
1

By selecting a job created/performed time the right pane will be populated by job’s information

Overview —job description information

Summary log —information about running

Metalogix Archive Manager for Exchange ArchiveWeb Manual

79

Manage Settings



Detailed log — contains links for download.
According to “Operation mode” (listed in overview):

e Generate report — list of items to be “Affected” by a job

e Process report — links to download “Succeeded” and if any “Failed”
items

Search Management

Search Management section is displayed only if appropriate permission is set for the user. This
section allows managing of Search servers installed in the environment. Specifying search servers
on this tab is prerequisite of search functionality. With no search server defined, search is not
available.

After clicking on the Search servers menu, the available Search servers will be listed in the main
pane.

NOTE: If web.config file contains information about Search server(s) (this is applicable if
upgrading from previous versions of ArchiveWeb) the list will be automatically populated.

By clicking the Delete option the respective Search server will be removed, i.e. it will not be used
for Searches.

To add a new Search server click New option in the list header. It will add a new row to the list
where you can specify the Search server properties.

NOTE: Avoid using localhost as Server Name.

By clicking the Edit option next to the given server, you can change server properties. The Search
Scope marks for which Archive Manager the given search server has been installed (Archive
Manager for Files/Exchange).

For Location - this property is applicable only for Archive Manager for Exchange search servers.
For a Search server you can specify a location which the respective Search server "covers" by
selecting a location from a "FOR LOCATION" drop-down. This drop-down lists all locations
defined in Archive Manager for Exchange in a location where the logged in user has active
mailbox. (For more information on locations see the Archive Manager for Exchange
Administration Guide.)

Provided there are more Archive Manager for Exchange locations in the environment and each
has it own search server, the given search servers must be listed with correct location.

NOTE: Should there be more locations but only 1 search server for all, leave the For Location
property blank.



e @|x‘n hitp://aw7/ArchiveW

7/Search/Search/Common 0 ~ & | #20 Search - Common Archive ...

Metalogix Archive Manager

archive search report tasks Administrator -~

ROLES PERMISSIONS PROFILE  TAGS

FILE MANAGEMENT

ARCHIVE SERVERS New
SCHEDULER. Edit Delete
Edit Delete

SEARCH MANAGEMENT
SEARCH SERVERS

Federated Search

MANAGEMENT
———

Drag a column header here to group by that column

SERVER PROTOCOL PORT SEARCH 5COPE =« | FOR LOCATION
aw7 TCP 8228 EXCHANGE 1-AW7
aw’ TCP 8228 FILES

>

If you're using more locations, you can setup a Search service for each location. Each Search

service will index items on its location.

To setup Federated search (search over more search servers) in ArchiveWeb you have to modify
the Search servers (Search Management) by specifying “FOR LOCATION” value.

Federated search allows you to collect results from more search servers in one search request.
You can perform federated search over all available (according to permissions) search areas:

e Exchange
e Files
e Common
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7

Archive: Exchange tab

This tab is displayed in ArchiveWeb navigation pane if Archive Manager for Exchange is installed
in the environment. Under this tab you can handle emails archived by Archive Manager for
Exchange. The Archive Manager archive is accessible even if the Exchange server is down. User
can browse through emails, search in them, restore lost items etc. After clicking the Archive from
the main bar and then Exchange form the grey sub-bar the Exchange Archive menu is unfolded
on the left. It offers access to

o Mailboxes

o Public Folders

In our example we have logged in as an Administrator. Therefore, under the Mailboxes node you
may see the Administrator folder. Providing that the administrator has rights to view other users’
mailboxes; these mailboxes can be listed under the Mailboxes node.

Unfolding the Administrator node displays all directories where emails have been archived (i.e.
emails residing in these directories have been archived with Archive Manager for Exchange and
are now placed in the archive).

Metalogix Archive Manager archive  search  tasks  user001 +
EXCHANGE  FILES
—
) Mailboxes INBOX
@ user001 [121MAM2] archived shortcutted lost tagged locked for deletion
Inbox
Sent [tems Result count: 11 Total rows selected: 0
5) user002 [121MAM2] Select all items in folder
3 Public Folders Drag 2 column header here to group by that column
FROM 0 SUBJECT RECEIVED  ~ | RETENTION 4 g = O
user001 user001 "So this gruel isn't to your taste? Oh, you crows! You're s...  03/29/17 6 v -
user001 user001 had known and always slightly feared. He was in a woma... 15
user(01 user001 paying no attention to the varying quality of the pastura... 3 -
First  Prev Pagerl of 1 Next  Last ltems per page: 20

§ Creste Filter

"So this gruel isn't to your taste? Oh, you crows! You're scared!" they MENU

User001
3/29/2017 3:07:38 PM

To: user001

= Version 1
= This message was sent with Low impertance.
= This message has been marked as Confidential. -
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NOTE: Not all Exchange tab functions may be available for the logged-on user. The functions
must be allowed for the user. For more information see the Roles and Permissions sections.

Mailboxes node

When you unfold the Mailboxes node, you may see mailbox sub-nodes. Further on, if you keep
unfolding the sub-node (e.g. Administrator) you will see all folders of the respective mailbox that
contain archived emails.

NOTE: You may see here also sub-nodes belonging to other users. These are users to which the
logged-on user has been assigned access rights in the Archive Manager for Exchange Enterprise
Manager.

The content of the folder selected in the left pane is displayed in the main pane of the window.
The list can be filtered by categories as listed above the list view:

e archived —all folder archived items except items marked for deletion
e shortcutted —archived items with shortcuts in the mailbox are visible

e |ost —items that were archived but later deleted from the Exchange server are
visible; these LOST ITEMS are not accessible in the user mailbox any more

e tagged—items marked with any tag are visible
e |ocked —items that were locked are visible

e for deletion —items that were marked for deletion are visible; they are still in
the archive and may be also visible in the mailbox as usual, but when their
retention time elapses, they will be completely deleted (see “Mark for
deletion” option in the “More actions” section)

For further filtering options see the “List view” section further.
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Metalogix Archive Manager archive search tasks user001 ~

EXCHANGE FILES

Mailboxes INBOX /
user001 [121TMAM2Z]

archived shortcutted lost tagged locked for deletion

Inbox
Sent ltems Result count: 3 Total rows selected: 0
user002 [121TMAMZ]
Public Folders Drag a column header here to group by that calumn

FROM TO SUBJECT RECEIVED ~ | RETENTION 6 @ = 0

Administrator user001; user002 01

user001 user001 paying no attention to the varying quality of the pastura...

userD01 user001 "l commanded a squadron,” replied Repnin.
First Prev  Page: | of 1 Next Last ltems per page: 20
Create Filter

paying no attention to the varying quality of the pasturage in different MENU

User001
3/29/2017 3:07:38 PM

To: user001

age was sent with High importance,
+ This message has been marked as Private

List view

With advanced list view functionality provided with every ArchiveWeb list view you can easily
search even in huge lists of emails and adjust the list to your specific needs. In short, list can be:

» sorted by any column —click the little arrow in the column header

» grouped by any column —drag the desired column to the bar just above the list

> filtered —click the filter link with icon ( 7) to create/modify the filter
(For more details see the “List view conventions” section.)

The following information are included directly in the list:
e From column —sender of the message
To column - recipient(s) of the message

e Subject - email subject

e Received - receive date

e Retention - archive retention (in months)

e Attachment status (8 ) — checked if email contains attachment(s)

e Lock status (ﬁ) —yellow lock icon if the user locked the email in his/her own mailbox;
grey lock icon if the user locked the email in some shared mailbox

e Tagged status (™) —checked if the email is tagged

e Commented status (';‘) —checked if there are comments associated with the email
List columns can be managed (show/hide) in the Columns section of the user profile (click
<UserName> / Manage settings / Profile / Settings).

When you select the email in the main pane, its properties (importance, versioning,
attachments) and email body are displayed under the list view in the preview pane. Preview is
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available only for some file types, e.g. for. By clicking the attachments, they can be opened or
downloaded.

In the Preview pane, it is possible to add comments to emails. Simply scroll down in the Preview

pane. Then click plus sign (@) next to Comments heading. Enter a note in the provided text box
and click Yes. The comment with creation details is displayed under the Comments heading.
Should the number next to the heading indicate some comments but none is visible, click the
show/hide double-arrow (*) to the right (see the screenshot below). The comments will be
displayed.

e @|0¢ﬂ http://awT/ArchiveWeb7/Exchange/Exchange D~ C| 8 Exchange - Archive Manag... i * E‘.}}

Metalogix Archive Manager search archive  search  report  tasks  Administrator v

EXCHANGE FILES

() Mailboxes INBOX

() Administrator [AW7  archived shortcutted lost tagged locked for deletion

Categorized

Drafts Result count: 603 Total rows selected: 0

- Select all items in folder
=) Hello
=) Inbox Drag a column header here to group by that column

Sent Items FROM TO SUBJECT REC
(2) Tester One [AWT] Tester One Administrator The Emperor interrupted him, 12/1
(%) Test Userl [AWT] Administrator Administrator a cold perspiration, sat up 01/
(2) Test User2 [AWT] Administrator Administrator officers, but every soldier 01/
() Test User 5 [AWT] Administrator Administrator commands, little cou 01/

(3) Public Folders
First ~ Prev Page: 1 of 31| Mext || Last
¥ Create Filter
< >
i
~
The movemen
=
Comments € (€
W

NOTE: Not all Exchange Archive tab functions may be available for the logged-on user. The
functions must be allowed for the user. For more information see the Roles and Permissions
sections.
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More actions

In ArchiveWeb the user can search in archived documents, lock them or adjust the list view. All
these and also other tasks are accessible through the More actions menu (based on the user
permissions).

Use the Download as MSG file option to download the selected email in MSG format (not
available when multiple items are selected).

Use the Download as EML file option to download the selected email in EML format (not available
when multiple items are selected).

Via the Restore option you can restore the whole archived item to the current shortcut location in
the mailbox (the item in the archive is not changed in any way).

Via the Restore to option you can restore the whole archived item to any folder accessible in your
ArchiveWeb, i.e. to any folder where something has been already archived.

NOTE: In case of LOST items the restore function restores item to its original location, “restore to”
restores item to specified location and both make it accessible for the userin the mailbox.

NOTE: "Restore to” functionality is not applicable to Public folder items.

The Export to ZIP command offer you the possibility to zip the selected email(s) and even define
a password for the zip file.

Moreover, Export to PST command is available when multiple items are selected.

Use the Add tags / Remove tags options to tag your items. You can use already created tags or
create new ones directly in the pop-up dialog.

Use the Lock document / Unlock document option to handle document locks (for more
information see the “Legal hold —lock documents” section).

The Mark for deletion option marks the given item(s) for deletion in the archive, i.e. when the
retention time elapses, the item(s) will be completely deleted from the archive. Until then they
stay unchanged.

To display only items marked for deletion, click the deleted category above the list view.

Use the Extend retention time option to INCREASE the time for which the item cannot be deleted
from the archive. Setting shorter retention than the actual retention is not supported. After the
specified period (in months) the item can be deleted manually or by a Delete job if such is
scheduled in the Enterprise Manager (for Exchange).

For more information on Create retention change request option see the GDPR chapter.



Metalogix Archive Manager archive  search  tasks  userD01 -

EXCHANGE  FILES
—

=) Mailboxes INBOX
) user001 [121MAM2] archived shortcutted lost tagged locked for deletion
Inbox
Sent Items Result count: 11 Total rows selected: 0

S user002 [121MAM2] Select all items in folder

3) Public Folders Drag a column header here to group by that column
FROM TO SUBJECT RECEIVED - | RETENTION 8 @ = Q
5 Administrator user001; user002 02 05/22/19 3 v v -
Administrator user001; user002 0 05/22/19 3 v
user001 user001 it meant. The same question was expressed in all the loo...  03/29/17 12 v .
First ~ Prev  Page:1 of 1 Next Last ltems per page: 20

§ Create Filter

it meant. The same question was expressed in all the looks that met his.

Download as MSG file|
Download as EML file

User001
3/29/2017 3:07:38 PM Restore
To: userD01
Restore to..
= Version 1
- Tags: Export to ZIP

Legal hold — lock documents

For audit purposes found documents and emails can be locked by the user. When the item is
locked, it remains in the state in which it was locked, i.e. it cannot be deleted, edited etc. simply
it cannot be changed in the system.

To lock emails: Locate the desired emails under the Exchange Archive node and select them. Click
the Lock button on the upper bar to unfold the menu.

Metalogix Archive Manager _ archive  search  tasks  userD01 ~

EXCHANGE  FILES
—

5) 121mam2 010.DOCS
D 121ex2 archived lost tagged locked for deletion Locked item
0 C
@) FILETY Result count: 10 Total rows selected: 0
010.docs Select all items in folder
010.mage Drag a column header here to group by that column
010.tems D | NAME + | SERVER FILE SIZE RETENTION REMAINING DAYS | OWNER RETENTION FROM | [
050.ftems 1 file0t.doc 121mam2 3,055,104 91 BUILTINVAmi.. Archiving time
B file02.doc 121mam? 2214912 91 BUILTIN\Admi... Archiving time v
1 file03.doc 121mam2 34304 91 BUILTIN\Admi..  Archiving time

From the drop-down menu select Lock document. Locked documents will be displayed with a
lock icon (@I):

e vyellow lock icon —item locked by the logged on user
e greylockicon—item locked by another user in shared folder
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NOTE: Unlock documents by selecting Unlock document from the More actions menu.

NOTE: To display only locked items in the given folder, click the LOCKED tab above the list view.

Public Folders

Under the Exchange / Public Folders node one can find archived items from all accessible Public
Folders. Unfold the node down to the desired public folder by clicking the arrow sign. Archived
items of the selected public folder will be displayed in the main pane.

Managing and handling the Public folders items is the same as described for mailbox items (see
the previous section).

e @| 2 hitp://awT/ArchiveWeb7/Exchange/Exchange P~a | 3 Exchange - Archive Manag... 057 * €§}

Metalogix Archive Manager search archive search report tasks Administrator «

EXCHANGE FILES

(@) Mailboxes SPLENDID
(2 Public Folders archived shortcutted lost tagged locked for deletion
(=) public_AWT
=) Splendid Drag a column header here to group by that column
FROM SUBJECT RECEIVED RETENTION 0 '8 o O W 71acs
Administrator of G & FEE AwEn 1/9/2015 11:0... 1
Administrator dualbesucherlndividuasc  1/9/2015 11:0... 6
4
Administrator ryone, the tutors an 1/9/2015 11:0... [
Administrator b 24 B CyTEM — HaLKM C 1/9/2015 11:0... 1 v
& Create Filter
< >

Select a message to vie
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Search

To start searching with advanced search options, just click on the Search tab in main pane. The
Search sub-bar contains the following nodes:

e Search — allows you to search through archived emails if Archive Manager for Exchange is
installed, or search through files if Archive Manager for Files is installed.

o History —logs all searches performed during one logon session

o Templates — contains saved search templates and search results

OPTIONAL FEATURES:
e OCR Search — it is possible to search also in text in pictures although this technology has
some limitations, e.g. too small text may not be correctly recognized. This feature is
optional and has to be enabled in Configuration tool / Post Processing / OCR Engine

In the next sections we deal with different search types one by one. In the last section you can
read about search templates.

NOTE: Not all Search tab functions may be available for the logged-on user. The functions must
be allowed for the user. For more information see the Roles & Permissions section.

Common search

To search in both Archive Manager for Files as well as Archive Manager for Exchange archives
(accessible only if both components —Archive Manager for Exchange, Archive Manager for Files -
installed), you can use the common full text search. It is accessible only if the Exchange and Files
check boxes have been checked on the Criteria page. Common search runs on all accessible File
servers plus on logged on user mailbox only or on all accessible mailboxes —these search settings
are configured under Manage Settings / Profile / Settings.

IMPORTANT NOTE: Besides the standard search you may have a fulltext search activated. The
Fulltext search is an advanced search feature. In addition to basic search (searching in subject,
recipient, file name, folder etc.), fulltext searches for the given expression also in the email
body, attachments and file content.

The fulltext is active for the Archive Manager for Files or Archive Manager for Exchange archive
only when:

» Archive Manager Search feature was installed during the product installation

» respective post processing plugin was configured in the Archive Manager Configuration
Tool \ Post Processing \ Post Processing Scopes \ Archive server for Exchange/Files.
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Metalogix Archive Manager _ archive search tasks user001 ~

SEARCH  HISTORY  TEMPLATES
—

CRITERIA Search scope: ¥ EXCHANGE [ FILES

DOCUMENT TAGS
Full text:

iEa‘

To start fulltext searching, enter the desired word, phrase, or combination of words with logical
operators (AND, OR) or word with patterns into the Fulltext text box. The search is performed in
Archive Manager for Files archive and in logged on user’s archive OR in all accessible mailboxes
(based on settings defined under “Manage Settings / Profile”).

On the Document tags tab (to be selected in the left pane) you can set search criteria regarding
the tags. By checking the respective check box, select which tag category should be searched
through. Further, if you click Mark with all tags radio button, the search result will contain only
emails and documents which are tagged with ALL selected tags. If you click Mark with any tag
radio button, the search result will contain emails and documents tagged with any of the selected
tags.

Finally click Search in the bottom right corner of the window.
The search results are displayed on two tabs:

e Exchange Search Results

e Files Search Results

The search results list views offers the same functionality as Exchange/Files list views — sorting,
grouping, filtering by filter/by tabs, preview and comments. Under the More actions link (MENU)
find the same actions as available (and described) on the main Exchange/Files tabs.

NOTE: The search results can be SAVED under the History tab.

Metalogix Archive Manager for Exchange ArchiveWeb Manual

20
Search



Exchange Search

Under the Search node you can search in archived emails (if only EXCHANGE checkbox has been
checked on the Criteria page) with search criteria specific for email archive. Search criteria can be
defined on three tabs available in the left navigation pane:

e Criteria
e Mailboxes

e Document tags

Mailboxes

If you are given access rights to other mailboxes, they are listed on this tab. Should you want the
search to be conducted in these mailboxes too, check the desired mailboxes. If there are too
many mailboxes, you can sort or group the list as usual (by clicking the desired column header or
by dragging the desired column to the grouping bar just above the list).

1 | NOTE: In case of searching in journal mailbox:

o If auser has Journal permission set in ArchiveWeb then the user can search only in own
emails, where is present as a kind of recipient (sender, recipient).

e If a user has access set in "Archive Manager \ Tools \ Mailbox rights manager" for journal
mailbox then the user can search all emails in journal.

At least one mailbox MUST be checked to start the search. The specified selection is
preserved also after log-off (unless the option “Remember last mailbox / server selection” in
Manage settings /Profile is not switched off).

Metalogix Archive Manager _ archive search tasks user001

SEARCH HISTORY TEMPLATES
—

Total rows selected: 2

CRITERIA Select all rows Clear selection

MAILBOXES Drag & column header here to group by that column

DOCUMENT TAGS W  LOCATION DISPLAY NAME | ALIAS EMAIL ADDRESS | LDAP PATH MAILBOX DN DOMAIN ACCOUNT ACTIVE ACCOUNT ON LEGAL HOLD
v 12IMAMZ  user001 user001 user001@121..  CN=user001C.. fo=121demol.. 121demoz... v
VI 121MAM2  public 121EX2  public 12182 mam@121de..  public 121EX2 v

121MAMZ user002 user(02 user002@121 CN=user002,C fo=121demo?2. 121demo?.... v

Criteria

On the Criteria node enter the desired word, phrase, or combination of words with logical
operators (AND, OR) or word with patterns into the Full text text box. By selecting the respective
check boxes under the Fulltext text box, Include section, define whether the query should be
searched forin:

e Search in active documents

e Search in documents marked for deletion

e Search in versions. The match will be shown for each version separately.
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1 | NOTE: The fulltext search is enabled only if Archive Manager Search was installed and the
post processing plugin was configured.

Metalogix Archive Manager _ archive search tasks user001

SEARCH  HISTORY  TEMPLATES
—
CRITERIA Search scope: ¥ EXCHANGE [ | FILES
MAILBOXES
Full text:
DOCUMENT TAGS
Advanced

Include: ¥l Search in active documents
Search in documents marked for deletion

Search in versions. The match will be shown for each version separately.

AND/OR FIELD OPERATOR VALUE
4+ Add new clause

The Full text text box also supports wildcard search as described in the table below:

Wildcard |Description Example SQL representation

* A substitute for zeroormore  [*.htm LIKE ‘%.htm’
characters

? A substitute for a single Clas?ic film.mpg LIKE ‘Clas_ic film.mpg’
character to match

The Include section:

o |f Search in active documents is selected, search is performed in regular archived emails

e |f Search in documents marked for deletion is selected, ITEMS MARKED FOR DELETION IN THE
ARCHIVE WILL BE SEARCHED, too

o |f Search in versions. The match will be shown for each version separately is selected, all
versions of the item will be searched.

You can also specify your search criteria in more details. Use the 'Add new clause'. You may
restrict your search by setting some other criteriain the Field, Operation, and Value fields, e.g.
Field: Archived date

Operator: =

Value: month/day/year 01/02/2015

Just specify your criteria in the drop-down boxes. To add more conditions, click the green plus

sign ('l') and new condition line appears. Add as many criteria as you need.
You can remove the specific by clicking the Delete icon (#£). To delete all of them, click the Clear
button in the bottom right corner of the window.
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When all search specifications have been set, click the Search.

1 | NOTE: At least one mailbox must be check under Mailboxes node to conduct the search

Metalogix Archive Manager search archive  search  tasks  user001 -

SEARCH HISTORY TEMPLATES

CRITERIA Search scope: ¥ EXCHAMNGE FILES
MAILBOXES

Full text:
DOCUMENT TAGS

Advanced

Include; | Search in active documents

Search in documents marked for deletion

Search in versions. The match will be shown for each version separately.

ANDSOR FIELD OPERATOR VALUE
i =+ Has attachment v = - Yes -

+ Add new clause

The search results list views offers the same functionality as Exchange/Files list views —sorting,
grouping, filtering by filter/by tabs, preview and comments. Under the More actions link (MENU)
find the same actions as available (and described) on the main Exchange/Files tabs.

For more information on saving, exporting etc. search results, see the "History" and "Template"
sections.

Document tags

On the Document tags tab you can specify which category of tagged emails should be searched
through. Further, if you click Marked with all selected tags radio button, the search result will
contain only emails which are tagged with ALL selected tags. If you click Marked with any
selected tag radio button, the search result will contain emails tagged with any of the selected
tags.

Metalogix Archive Manager — archive  search  tasks  user001 ~

SEARCH HISTORY TEMPLATES
—

® Marked with all selected tags

CRITERIA Marked with any selected tag

MAILBOXES
DOCUMENT TAGS M personal H Marketing M system

Search Results

Found search results get displayed in the main pane. For Common search both Exchange Search
Results and Files Search Results are displayed on separate tabs (see the screenshot below). The
list of results features the same functionality as any other list view in ArchiveWeb.

All operations over search results are asynchronous. By invoking any search operation it will be
listed in TASKS and performed asynchronously.
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0 Common Archive Manager Arch X -+

&« C @ Notsecure | amxserver-x.democorp.com/ArchiveWeb/Search/Search/CommonResult hg e

Metalogix Archive Manager _ archive search retention report tasks Domain Administrator «

SEARCH HISTORY TEMPLATES

EXCHAMNGE SEARCH RESULTS

EXCHANGE SEARCH RESULTS
archived tagged locked

Result count: 5 Total rows selected: 0
Select all rows  Edit query

Drag a column header here to group by that column

FROM TO SUBJECT FOLDER RECEIVED ~ | VERSION 8 @
ninatanaka@democorp...  Aman Ali Wealth Inbox 06/12/20 1
nikiportman@democor..  Aman Ali Wealth Inbox 06/12/20 1 v
karljordan@democorp.c..  Aman Ali Wealth Inbox 06/12/20 1 v
Juanchristie@democorp....  Aman Ali Wealth Inbox 06/12/20 1
ishnamohan@democor...  Aman Ali Wealth Inbox 06/12/20 1

When full text search is used, keywords in the search results can be highlighted (this function is
available only for Exchange search).

1 | NOTE: The Hit highlight check box must be selected in the Manage settings / Profile window,
and a color can be chosen from the Hit highlight color field. Journal items can also be
highlighted by specifying a color from the Journal highlight color picker.

Edit query - redirects you to the previous search page where you can perform a new search after
editing the existing query.
List view contains the following special columns:

o Folder—specifies item’s location (for Exchange search results it is mailbox folder name,

for Files search results it is directory path)
List columns can be managed (show/hide) in the Columns section of the user profile (click
<UserName> / Manage settings / Profile).
1 | NOTE: For Archive Manager for Files hits can be displayed also for non-supported files such
as MS Office documents and HTML. For more details see the “List view conventions” section.

Search History

Every search performed in ArchiveWeb is logged under the History node with both the search
criteria and search results. It allows you to view or save the search results. The save function
transfers the results to Templates —for more info see the “Templates” section below.

Metalogix Archive Manager for Exchange ArchiveWeb Manual

94
Search



NOTE: The Search History lists last 10 search results by default. To change this number you have to
modify the PamSearch.exe.config file located on MAMSearch folder (for example: C:\Program
Files\Metalogix\MAMSearch). For more information see the “Extending Search History” section.

Metalogix Archive Manager

SEARCH  HISTORY  TEMPLATES

[GE - SEARCH R
Search results summat

Scope squals Exchange
Include equals Search in archived documents
Mailboxes equsls user001 [124MAMS]

Full text equals *tol*

Result count: 3

FILES - SEARCH RESULTS - 2/17/2020 11:27:56 AM x
Search query  Search results summary
Result count: 3 Va Ed

After clicking the History node individual search logs are listed. The title of the log indicates if the
search was performed over Exchange archive, Files archive or both. To view the details about the
search criteria/results for the given search, click the double arrow () next to the Search query or
Search results summary. The number of found items is also displayed.

Icons on the right side of each search log allows you to:
e delete ( %) the log and associated search results as well

o edit query(/) redirects you to the previous search page where you can perform a new
search after editing existing query

e view (=) the search results — exactly as if you have performed the given search query;
you can then work with the results as usual (see the Exchange Search and Files Search
sections)

e save (M) the search results under Templates; enter the template name in the pop-up
dialog and click Save.

SAVE SEARCH AS

Search template name:

Extending Search History

The Search History lists last 10 search results by default. To change this number you have to
modify the PamSearch.exe.config file located on MAMSearch folder (for example: C:\Program
Files\Metalogix\MAMSearch).

There's a hidden key "maxcount" that can be set in PamSearch.exe.config to control the number
of search history items. Value for this key can be any number in range between 1 and 2147483647.
NOTE: When this key is missing from PamSearch.exe.config, the default value 10is used.

To be able to set value for "maxcount" key the PamSearch.exe.config has to be modified by:
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e adding new section name (if it does not exist) into <configSections> as follows:

<section name="SearchHistory"
type="System.Configuration.NameValueFileSectionHandler, System,
Version=1.0.3300.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" />

e creating new "SearchHistory" section (if it does not exist) as follows:
<SearchHistory>
<add key="maxcount" value="2" />

</SearchHistory>
The value="2" indicates that 2 search history entries will be displayed

Please note that after changing the PamSearch.exe.config file you have to restart the
MAMSearch service to affect the changes.

Example of PamSearch.exe.config

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<configSections>

<section name="SearchHistory"
type="System.Configuration.NameValueFileSectionHandler, System,
Version=1.0.3300.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" />
</configSections>
<SearchHistory>
<add key="maxcount" value="2" />
</SearchHistory>

</configuration>
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Search History Clean Up

Search History cache (default path: "C:\Program Files (x86) \ Metalogix \ MAMSearch \
SearchCache \ <userSID>\") is periodically cleaned from old entries.

There is a hidden key “timelimit” that can be set in PamSearch.exe.config to manage the cleaning
process. Its value defines the maximum time for which the search results (*.sqlite files) are
stored in SearchCache folder. All older search results are removed from the disk.

Value for this key can be any valid TimeSpan string.

NOTE: When this key is missing from PamSearch.exe.config, the default value 1 day is used,
which means history entries older than 1 day will be deleted.

To change this value you have to modify the PamSearch.exe.config file located on MAMSearch
folder (default path: "c:\Program Files (x86)\Metalogix\MAMSearch\PAMSearch.exe.config").

To be able to set value for “timelimit” key the PamSearch.exe.config has to be modified by:

e adding a new section name (if it does not exist) into <configSections> as follows:
<section name="SearchHistory"
type="System.Configuration.NameValueFileSectionHandler, System,
Version=1.0.3300.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" />

e creating a new “SearchHistory” section (if it does not exist) as follows:
<SearchHistory>
<add key="timelimit" value="365.23:59:59" />

</SearchHistory>

The value="365.23:59:59” indicates that the search history entries will be stored for 365 days, 23
hours, 59 minutes and 59 seconds.

Please note that after changing the PamSearch.exe.config file you have to restart the MAMSearch
service to affect the changes.

Example of PamSearch.exe.config

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<configSections>
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<section name="SearchHistory"
type="System.Configuration.NameValueFileSectionHandler, System,
Version=1.0.3300.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" />
</configSections>
<SearchHistory>
<add key="timelimit" value="365.23:59:59" />
</SearchHistory>

</configuration>

Search Templates

When you expand the Search / Templates node, you may see a list of search templates that have
been saved so far (search results can be saved from History tab as described in the “History”
section).

Metalogix Archive Manager — archive search retention report tasks user(4s ~

SEARCH HISTORY  TEMPLATES

4 Search templates (2)
) *tol*
_:‘ Ty

1/30/2020 12:53:09 PM

Click on the arrow next to the template to expand the template node. Under this node you will
see the link to respective search results - with the date and time when they were saved.

Clicking the search results link will display the search results in the main pane. Here you can
benefit from the filtering functionality as in all ArchiveWeb lists — grouping, filtering by status
(tagged, locked etc.) and creating custom filters.
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Metalogix Archive Manager _
ARCH

4 HISTORY  TEMPLATES

Search templates (2) EXCHANGE SEARCH RESULTS

ol archived tagged locked
1/30/2020 12:49:49 F

SUBJECT FOLDER RECEVED VERSION 6 g ®» Q

userdds userdds "We knew nothing of itwhen we started from Moscow. ... Inbox 01/30/20 1

Pt Prev Pagel  (of2 | Net || Lut s per page: 20

MENU
Download as MSG file

Download as EML file

The MENU link in the top right corner of the item detail pane offers additional actions for the
selected item:

¢ Download to MSG file or Download to EML file —download the selected item.

o Restore or Restore to —restore the selected archived item to original item.

e Export to ZIP - export the item to a ZIP file.

e Add tags or Remove tags —add or remove a tag for selected item.

e Lock/Unlock document —lock or unlock selected item.

o Mark for deletion — mark the selected item for deletion based on the retention category in use.

o Extend retention time —increase the time for which the item cannot be deleted from the
archive. Setting shorter retention than the actual retention is not supported. After the
specified period (in months) the item can be deleted manually or by a Delete job if such is
scheduled in respective Enterprise Manager.

o Create retention change request —send a request to the approving person for selected item
deletion orincreased retention time when it can't be deleted from the archive. The Approver
who is the person with adequate permission in Archive Manager, will receive the request
through email notification if Archive Manager SMTP is properly configured.

Templates handling

When you click on any template name under the Templates node, ArchiveWeb redirects you to
the given search criteria page. It can be either Exchange, Files or Common search depending on
the template. All search criteria are configured by the template. You can click Search to perform
the same search with the search settings specified in this template.

On the screenshot below you can see how the template is displayed once you click its name
under the Templates node. The main pane presents the usual Exchange/Files/Common search
window. The only difference is the bottom part of the windows. There you see the template
metadata (name, user, date of creation etc.) and action buttons:
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e Search —runs search query

e Delete —deletes the template completely from the Templates node

Metalogix Archive Manager

SEARCH  HISTORY  TEMPLATES

(3) Search templates (2

retention report

SEARCH  HISTORY  TEMPLATES
—

CRITERIA Search scope: EXCHANGE [ | FILES

MAILBOXES
Full text: “tol*
DOCUMENT TAGS

Advanced
Include: Search in archived documents

Search in documents marked for deletion

Search in versions. The match will be shown for each version separately.

AND/OR FIELD OPERATOR VALUE
4+ Add new dause

[Search template name: “tol*
[Created by: 85demoTiuser0ds Delete | | Search
[Created on: 1/30/2020 12:50:43 PM

Metalogix Archive Manager for Exchange ArchiveWeb Manual

100
Search



9

Report

With Report functionality at hand, users have overview of their email and/or file archives. Clear
concise information in terms of how many items were archived, when, what is their size —
original or shortcutted etc. Files features also information on retrieved items.

Report section consists of two tabs - Statistics tab with information on archived emails/items and
Audit tab with logs of user actions.

Please note that full access to this functionality must be granted to the user under Permissions
(see the Roles & Permissions section).

Statistics

This tab was designed to give the administrator fast, reliable and comprehensive information
about archived emails/files. The number of emails/files, their size as well as space saved on the
disc at archiving —all these essential data can be sorted by folder, user or time period. Exporting
the statistics is also possible.

Statistics are available for:
O Exchange Archive
O Files Archive

NOTE: Not all Statistics functions may be available for the logged-on user. The user must be
granted the necessary permissions. For more information see the Roles and Permissions
sections.

Exchange Archive statistics

To generate the Archive Manager for Exchange statistics click on the Report from the main menu
bar. Then form the grey sub-bar click Statistics and unfold the Exchange Archive node. Then select
whether you want to display statistics for:

e Archived messages (count of messages) or
e Archived size (size of original message; shortcut size etc.)

NOTE: DATE RANGE SELECTION IS ALSO POSSIBLE (TO IMPROVE PERFORMANCE). The statistics can
be generated also in Archive Manager for Exchange Enterprise Manager.
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Files Archive statistics

To generate the Archive Manager for Files statistics click on the Report from the main menu bar.
Then form the gray sub-bar click Statistics and unfold the Files Archive node. Then select whether
you want to display statistics for:

e Archived (details on archived files) or
e Restored (detailed on restored files)
e Archived versions (details on files with versions in the archive)

e Retention (details on files whose retention ends at the listed date) - a
new column “Retention remaining days” and pagination have been
added

NOTE: The statistics can be generated also in Archive Manager for Files Enterprise Manager.

Metalogix Archive Manager archive search retention report tasks Administrator ~

STATISTICS ~ AUDIT
——

Exchange Archive

Range: |9/3/2018 ~|-|9/18/2019 v Generate
Archive size
Archived messages
Files Archive Export

Archived Drag a column header here to group by that column
Archived Versions VEAR MONTH | Dav HOUR COUNT
Restored 018 e 13 9 ;
Retention 2019 5 22 5 35

2019 5 22 9 20

Create Filter

Statistics table functions are similar to ArchiveWeb table functions:

» Change the column sorting order by selecting the given column header and
clicking its down/up arrow on the right (in case the arrow is not visible adjust the
width of the column by dragging the line)

> Group table data by any column. To do so, drag the column header to the bar right
above the table. Generated groups can be expanded by clicking the arrows next
to them. As usual, the sorting order can be changed by clicking the little arrow in
the dragged column header.
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» Create filters as described in “Filter Builder” section

To export the data, click Export at the top-right of the table. The Export menu opens and you can
choose to export the statistics to Excel, CSV, PDF or RTF.

Metalogix Archive Manager _ archive search retention report tasks Administrator =

STATISTICS ~ AUDIT

Exchange Archive
Range: 9/3/2018 - |- |9/18/2019 - Generate
Archive size

Archived messages

Files Archive
Drag a column header here to group by that column Export to C5V,
Export to PDF
YEAR MONTH DAY HOUR COUNT
Export to RTF
2019 T 13 9
2019 5 22 10 35
2019 5 22 9 20

Export to XLSX

Create Filter

Audit tab

This tab is accessible if:

e Auditingis configured (see the “Auditing” manual) and

e |ogged-on user has Auditing permissions enabled

Auditing feature allows administrator (or other users defined in web config) to log defined user
actions in the email archive, i.e. the administrator has an overview of archived / restored /
retrieved emails and performed fulltext searches. Even all actions made in Enterprise Manager
console (both for Archive Manager for Exchange and for Files) are logged.

To view the logs, from the main pane click Report, then Audit from the grey sub-bar. Then unfold
the Email Archive node to access the Archive Manager for Exchange logs or Archive Manager for
Files node to access the Archive Manager for Files logs. Then you can browse through different
types of logs —archive actions (Archive node), retrieve actions (Retrieve node) etc.

NOTE: Not all Audit tab functions may be available for the logged-on user. The functions must be
allowed for the user. For more information see the Roles and Permissions sections.
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Metalogix Archive Manager 5 archive  search retention report  tasks  Administrator ~

STATISTICS ~ AUDIT
—

() Archive Manager for Files Result count: 1 Total rows selected: 0

& archiveweb Select all items in folder

9 Archive Manager for Exct | Drag a column header here to group by that column

3 Legal hald LOGLEVEL | LOG DATE + | METHOD COMPUTER USER CATEGORY L
Search O Info 07/13/19 ArchiveWeb.Search 121mam2 [10.16.1... 121DEMO2\user002 Archive Manager f...
Logon
(2 Security
(3 Email Archive
First  Prev  Page:l of T Next Last ltems per page: 20

¢ Create Filter

4 i

MENU
Product: Archiveweb Add tags
Category: Archive Manager for Exchange.Search Remave tags

Log level: Info

Log date: 7/13/2019 9:27:39 AM

Method: Archiveweb.Search EpTrirEniE Al
Computer: 121mamz2 [10.16.121.13]

User: 121DEMO2\user002 Download log entry
Message: Search reguest

Tags:

Details:

The log entries of the selected action are displayed in the main pane. Data of the log entry
selected in the main pane are displayed below the list view (see the screenshot above).

Audit Search

Special settings are available for Email Archive/ Search logs. Every search action is logged in the
auditing log. By default user sees only its own search result logs displayed. To make all users’
search logs available for the user, s/he must have “Access all mailboxes” permission allowed for
Auditing (under <LoggedOnUser>/ Manage Settings/ Roles).

To check your auditing search:
1. Perform search
2. Preview and export the search result by permission

3. Disable the “Delete” functionality for user (under <Logged on user>/ Manage settings / Roles)
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Metalogix Archive Manager search archive  search

ROLES PERMISSIONS PROFILE SHARED MAILBOXES TAGS MANAGEMENT

—
Search Delete saved result

Global Search Export to mailbox

Search Export to PST
Search Export to ZIP
Search Save search resulifto database
Search Search files

4 o

GROUP OR USER NAME

default i
121demoz.local\Administrator 4 x
121demoz.localiuserd01 i x

Metalogix Archive Manager search archive search tasks user001 ~

EXCHANGE FILES HISTORY  TEMPLATES

FILES - SEARCH RESULTS
Search query ¥ Search results summary ¥
Result count: 24

feolo

List view conventions
List view functions are the same as in other ArchiveWeb lists:

Change the column sorting order by selecting the given column header and clicking its down/up
arrow on the right (in case the arrow is not visible adjust the width of the column by dragging the
line)

Group table data by any column. To do so, drag the column header to the bar right above the
table. Generated groups can be expanded by clicking the arrows next to them. As usual, the
sorting order can be changed by clicking the little arrow in the dragged column header.

Create filters as described in “Filter Builder” section.

Any audit entry can be downloaded or tags can be added or removed from it. All tasks are
available through the More actions menu. Click the More actions menu button located on the
bottom right just below the list view. Then you can e.g:

o Add tags or Remove tags : these options allow you to add or remove tags from selected items
(for more information on tags see the “Tagged items tab” section)

e Export results to ZIP (only for ArchiveWeb/Archive Manager for Exchange/Search or
ArchiveWeb/Archive Manager for Files/Search entries); this option will export search result
items with summary to Excel file and allow to download the created ZIP to the user's local
machine.

1 | NOTE: This function is only available if the user has “Export results to ZIP” role allowed for
Audit (under <LoggedOnUser>/ Manage Settings/ Roles).

e Export to XLS: this option will export selected items to XLS file on the user's local machine and
provide a download link to the same file.
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NOTE: When downloading large amount of items it is reasonable to split the datain more
XLS files. To do this value for the key "ltemsPerXLS" needs to be changed in ArchiveWeb's
web.config file.The default value is "500000" and represents number of rows for single XLS
file during the export. In order to set correct value for the key please refer to Excel limits
on the page https://support.office.com/en-us/article/excel-specifications-and-limits-
1672b34d-7043-467e-8e27-269d656771c3.

¢ Download log entry: this option will download single log entry in log file format on user local
machine.

Metalogix Archive Manager h archive  search retention report  tasks  Administrator ~

STATISTICS AUDIT

—
) Archive Manager for Files Result count: 12 Total rows selected: 0
9 Archive Select all items in folder
Archive Drag a column header here to group by that column
Retrieve LOG LEVEL | LOG DATE ~ | METHOD COMPUTER USER CATEGORY =
Statistics 0 info 09/18/19 FilsPam CoreServices F.. 121MAM2 Administrator Archive Archive
3 ArchiveWeb
= Arehiveie 0 info 09/18/19 FilePam CoreServices ... 121MAM2 Administrator Archive Archive
(3 Email Archive ) § . . . .
® Info 09/18/19 FilePam.CoreServices.F..  121MAM2 Administrator Archive Archive
[ QN LLYETETY PP M eeeC e e T ANIRAARAD [ . Aeelloc Aokl
First  Prev  Page1 of T MNext  Last Items per page: |20

¢ Create Filter

4 i

MENU
Product: Archive Manager for Files Add tags
Category: Archive.Archive Remave tags
Log level: Info
Log date: 9/18/2019 2:14:18 PM
Method: FilePam.CoreServices. FilePamCore.SimplyArchiveFile Download log entry
Computer: 121MAM2
User: Administrator
Message: Archived successfully
Tags:
Details:

When two or more items are checked, the More actions menu appears automatically under the
list view.

Metalogix Archive Manager archive  search retention report  tasks  Administrator ~

STATISTICS AUDIT
—

(3) Archive Manager Files Editior  Result count 12 Total rows selectzd: 2

@ Archive Manager for Files Select all items in folder Clear selection
& Archive Drag a column header here to group by that column
Archive W | LOGLEVEL | LOG DATE + | METHOD COMPUTER USER CATEGORY L
Retrieve

® Info 09/18/19 FilePam.CoreServices.F.. 121MAM2 Administrator Archive.Archive
Statistics
i 0 Info 09/18/19 FilePam.CoreServices.F.. 121MAM2 Administrator Archive.Archive
&) ArchiveWeb
09/18/19 FilePam.CoreServices.F..  121MAM2 Administrator ArchiveArchive

Anranen P Foeofomdaaa & A71REARAN P - LRI S

(3 Email Archive -

First Prev  Page: of 1 Next Last Items per page: 20

¢ Create Filter
[

Add tags

Remove tags

Export to ¥LS

For more information on Auditing (how to install, configure it etc.) see the “Auditing” manual.
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Tasks

Tasks option in the blue navigation ribbon at the top of the page gives the user overview of

asynchronous tasks created by the logged-on user.

Tasks in the list are ordered. Running task is at the very top of the list. Then waiting tasks follow
(inthe order in which they will be performed, i.e. in the order in which they were created).
Finally, completed and failed tasks are listed with the most recently completed task listed as

first.
TASKS
3 TASK
TAT
e START FINISH
[EXCHANGE] - EXPORT TO ZIP
Runming
5/15/2018 2:17:45 PM
F - T
Completed [FILES] - REMOVE TAG
5/4/2018 2:46:11 PM S/4/2018 24613 PM
Completed [EXCHANGE] - REMOVE TAG
S/4/2018 123755PM  S/4/7018 12:37:56 PM
Failed [EXCHANGE] - ADD TAG
S/4/2018 1237:19PM  S/4/2018 12:37:19 PM
Completed [EXCHANGE] - EXPORT TO ZIP
4/30/2018 8:28:16 AM  4/30/2018 8:28:17 AM
Completed [FILES] - EXPORT TO ZIP
4/26/2018 2:41:22 PM 4/26/2018 2:41:26 PM
EXC E] - 10 71
Completed [EXCHANGE] - EXPORT TO ZIP
4/25/2018 1055:29PM  4/25/2018 10:55:30 PM
Completed IEXCHANGE] - ZIPE AKTAR

4/2472018 1:13:18 PM 472472018 1:13:57 PM
[EXCHAMNGE] - EXPORT TO ZIP

The list contains the following columns:

STATUS - task status can be one of the following:
Waiting - task is waiting in the queue to be run
Running - task is running
Completed - task successfully completed
Failed - task completed with errors

TOTAL COUNT

1172

9,992

10,000

10,000

20

392

prOGRESs [ ~

107 X

Download X

Download X

Download %

| Refresh
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TASK - task's name including version name and operation name e.g. [AUDIT] - EXPORT TO XLS
means that the logs from the Auditing will be exported to .xls file

START - start date when the task was started
FINISH - task's finished date
TOTAL COUNT - number of items to be processed by the task

PROGRESS - displays the progress or operation result; For export tasks such as Export to XLS,
Export to PST and Export to ZIP this column displays a counter (how many items are already
processed). For other operation types this column is empty. When task has finished, this column
can contain download link (link to download processed items or link to download error logs.

“trash-bin” icon —deletes all the tasks from the list - confirmation dialog should appear with
"Don't show this dialog again" check-box. If user confirms the action not to see again the dialog
next tasks will be deleted and no dialog displayed for confirming the action, it is valid for current
session and it's invalidated after re-login to AW and dialog will be displayed again.

"X" icon - deletes task from the list

Refresh button - reloading the task list; the list is automatically refreshed at specified interval
(Profile / Automatic refresh interval)

NOTE: Export tasks such as "Export to ZIP" or "Export to PST" can be very resource consuming and
can cause some issues, especially time-outs. To minimize these problems, see the Export Tasks
[IS Settings Suggestions.
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e Troubleshooting

Addendum

e List of Default ArchiveWeb Permissions

Export Tasks IIS Settings Suggestions

Export tasks such as "Export to ZIP" or "Export to PST" can be very resource consuming and can cause
some issues, especially time-outs. To minimize these problems, try configuring the following settings:

Process Model - Idle Time-Out

Modify the Idle Time-Out setting for AWAppPool7, FilePAMAppPool and/or EPAMAppPool4

application poolsin the IIS.

For example: Go to IIS -> Server Name -> Application Pools -> AWAppPool7 and click Advanced

settings. Set the value to zero.

"E Internet Information Services (IIS) Manager

=181 x]

@Ej [J » 40ADDC1 * Application Pools

File:

View Help

e iz |8
-5 Start Page
=85 40ADDC1 (40DEMO 1\Administra;
3 Application Pools
(8] Sites

?33;\

This page le
are assoda’
among diffe

Filter:

Mame

LI ASP.NE
L} asP.NE
L awiapp
chassic
;.;’Default
2 MSExch
LI MsExch
LI MsExch
[ MsExch
LI MsExch
LI MEExch
2 MsExch
[ MsExch

|

Advanced Settings 21xl

E (General) 1=

.NET Framework Version v4.0

Enable 32-Bit Applications Falze

Managed Pipeline Mode Integrated

MName AW AppPoal7

Queue Length 4000

Start Automatically True
= cPu

Limit a

Limit Action NoAction

Limit Interval {minutes) 1]

Processor Affinity Enabled False —

Processor Affinity Mask 4294967295
E Process Model

Identity 40demol\Administrator

Idle Time-out (minutes)

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time {seconc 90

Ping Period {seconds) 30

Shutdown Time Limit (seconds) a0

Starhin Time |imit (sernnds) an =
Idle Time-out (minutes)
[ideTimeout] Amount of time (in minutes) a worker process will remain idle before it
shuts down. A worker process is idle if it is not processing requests and no new
requests are received.

-

Features View

Content View

L

|& - 1@ -

Add Application Poal...
Set Application Pool Defaults. ..

Application Pool Tasks
Start

Stop

Recyde...

Edit Application Pool
Basic Settings...
Recyding...

Advanced Settings. ..

Rename

Remove

View Applications

Help
Online Help
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Web Sites - Session Time-Out

Export task can run several minutes or hours. When the task is running a session time-out can
occur. This will cause the failure of the task operation.

To prevent this from happening, modify the Time-out setting for ArchiveWeb, ExchangePAMWS
and/or FilePAMWebService web sites in the IIS to large enough number.

For example: Go to IIS ->Server Name -> Sites -> Default Web Site -> ArchiveWeb click on Session
State

"'-E Internet Information Services (I1S) Manager =] 4
@ eJ [ [ » 40ADDC1 » Sites b DefaultWebSite b ArchiveWeb? » ] o g @ -
File view Help
econ @ Session State Adions
@--HiF s = Ey apply
Q"ﬂ Start Page Session State Mode Settings -~ (¢ cancel
=63 40ADDC1 (40DEMO 1\Administrai ' Not enabled _
3 Application Poals = |Q| Help
[ & Sites inpRess Online Help
403 Default Web Site ' custom
(P ArchiveWeb? C states
[~ | aspnet_dient eruer )
[]__? Autodiscover Connection string:
- e Itcpip=|oopback:42424 j Create...
B EWS Time-out {in seconds):
[ Exchange 5
[z_| Exchweb
F-(2¥ Microsoft-Server-Ac| 501 Server
- f':_‘i OAB Connection string:
G-z owa -
data source=localhost;Integrated Security =55P1 K Create...
Fl-[2¥ Powershel I 2 : Bl _cres
[#-[5¥ PowerShel-Proxy Time-out (in seconds):
L5,
H-fz Public 30
[]--3 Rpc
[]__3 RpcitithCert I Enable custom database
Cookie Settings
Mode:
IUse Cookies j
Name:
s |
Time-out (in minutes):
=
1| | » EFeathes View |2 Content View
Configuration: 'Default Web Site /ArchiveWeb7 web.config ei:g

Please note: for ArchiveWeb web application — make sure the “sessionState” setting in web.config is
synchronized with IIS’ cookie time-out. Application session time-out will expire when the IIS’ cookie
time-out value is reached therefore for correct ArchiveWeb functionality the “sessionState” in
web.config should be set to same or lower value.

Troubleshooting

This section offers solutions to most common problems users can encounter in relation to new
ArchiveWeb.

[1S Error 403 Forbidden

When this error occurs after installing/updating the ArchiveWeb application it is necessary to run
the following commands from the command line to re-register the .NET Framework:
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c:\WINDOWS\Microsoft .NET\Framework\v4.0.30319\aspnet regiis.exe -iru
c:\WINDOWS\Microsoft.NET\Framewrok\v4.0.30319\iisreset
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About Us

Quest creates software solutions that make the benefits of new technology real in an
increasingly complex IT landscape. From database and systems management, to Active Directory
and Office 365 management, and cyber security resilience, Quest helps customers solve their
next IT challenge now. Around the globe, more than 130,000 companies and 95% of the Fortune
500 count on Quest to deliver proactive management and monitoring for the next enterprise
initiative, find the next solution for complex Microsoft challenges and stay ahead of the next
threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

Contacting Quest

For sales or otherinquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and custome
rs who have trial versions. You can access the Quest Support Portal at https://support.quest.com

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request

e View Knowledge Base articles

e Sign up for product notifications

e Download software and technical documentation

View how-to-videos

e Engage in community discussions

Chat with support engineers online

e View services to assist you with your product
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