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Product Overview

Metalogix Backup for SharePoint is a powerful solution that automates your SharePoint backup
protection and provides flexible SharePoint restore and recovery. Metalogix Backup for
SharePoint features an intuitive Management Console and delivers a robust, efficient backup and
restore solution that you can install in minutes.

Metalogix Backup for SharePoint provides comprehensive SharePoint backup and restore
services through the following critical features:

e Automated backup of SharePoint 2010, 2013, 2016 and 2019 farm components.

Reduced time and size of backups using differentials to capture only those objects that
changed since your last full backup.

Powerful IntelliSearch™ for finding the backed-up content you need.

Self-service SharePoint recovery through an intuitive Self-Service Recovery feature.

Detailed restore capabilities and options for the specific objects you need.

Comprehensive reporting and operation monitoring provided within the Management
Console.

e Easy installation and use.

How does Metalogix Backup for SharePoint help me?

Microsoft SharePoint helps you to improve the efficiency of your organization through
comprehensive content collaboration and management. A reliable and flexible backup and
recovery solution is essential to protect your SharePoint content. Metalogix Backup for
SharePoint provides the powerful solution that you need by helping you to back up your
SharePoint content on a regular basis. You can back up frequently changing content more often to
provide additional protection.

Finding and recovering lost content can be time consuming. Metalogix Backup for SharePoint
solves these issues by providing a proactive solution that safely backs up your content and
provides an intuitive Management Console to help you quickly locate and restore the backed-up
content you need. The Self-Service Recovery feature provides the flexible restore solution you
need to avoid delays and reduce your SharePoint administration costs. For SharePoint 2010, 2013,
2016 and 2019 farms, Metalogix Backup for SharePoint lets you backup and restore the
components that make up your farm.

Metalogix Backup for SharePoint incorporates proven SharePoint experience and knowledge in a
comprehensive, automated, and effective solution. With Metalogix Backup for SharePoint, you
can:
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Automate the SharePoint backup process to protect changing content.

Reduce storage requirements for backed-up SharePoint objects.

Quickly locate and recover backed-up SharePoint objects.

Deliver self-service SharePoint content recovery to save time.

e Eliminate training needs with the intuitive Management Console, Self-Service Recovery
feature, and wizards.

e Monitor and review backup and restore operations.

Using Metalogix Backup for SharePoint in your
disaster recovery plans

Your plans for recovering from problems with your Microsoft SharePoint farm are a vital part of
your SharePoint strategy. Metalogix Backup for SharePoint can be an important part of those
plans. A disaster recovery plan is your expectation of and preparation for problems with your
SharePoint deployment but is not as simple as backing up and restoring the servers that make up
your SharePoint farm.

Disaster recovery is a business problem, not a technical one. Your disaster recovery plan must
balance the business needs of your enterprise with the technical and financial costs required to
implement the plan and answer the following questions:

e How long does it take?

e What can | afford to lose?

e What does it cost?

e How do | protect my SharePoint farms from disaster?

Backup and recovery is part of how you design and implement your disaster recovery plan.
Backup and recovery are technical, process answers to a business question. These technical
guestions and their answers are important, but they are not the whole story. In fact, not all
disaster recovery involves backup and restore. Some plans for disaster recovery can omit backup
and restore capabilities entirely.

How are disaster recovery strategies designed, and
how do they evolve over time?

Your SharePoint disaster recovery plan is a part of, and grows from, your larger business
continuity plan. You create your business continuity plan based on a business impact analysis.
The business impact analysis is in turn based on a risk analysis of your business operations.

You must prioritize your plans and the resources allotted to them based on the financial impact of
executing the plan, and consider what happens if you do not implement the plan.

Metalogix Backup for SharePoint User Guide
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What disaster recovery-specific issues should |

consider?

When you create your disaster recovery plan, there are some unique issues that you should
consider, including the following:

Term

Recovery Point Objective
(RPO)

Recovery Time Objective
(RTO)

Disaster Recovery (DR) targets

Definition

The RPO is the pointin time
that is your target when you
recover from a disaster. The
RPO is measured in time
before the present.

The RTO is the goal a of time
necessary to recover from a
disaster. It is measured in
time from the present.

The DR targets are the items in
your SharePoint deployment
that you protect from loss or
failure.

Comments

When you specify the RPO,
answer the question, "How
much data am | willing to
lose?"

When you specify the RTO,
answer the question, "How
long do | have to restore an
agreed-upon level of
functionality?

Specify coarse or granular
targets. You can mix levels of
granularity, depending on the
target. For example, you may
need to protect an entire
SharePoint farm in one
deployment. In another, you
may need to protect only a
site collection, a Web
application, a single site, or
specified data.

The DR plan must set priorities
for the targets that it includes.
Not all targets have equal
importance to the farm or to
users.

How does Metalogix Backup for SharePoint fit into a
disaster recovery strategy?

Metalogix Backup for SharePoint helps you to execute your disaster recovery strategy. Before a
disaster happens, you can use Metalogix Backup for SharePoint to back up the elements that
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make up your SharePoint farm. Depending on the version of SharePoint that you use, you can
back up the farm components or the SharePoint objects themselves.

Metalogix Backup for SharePoint requires a functioning SharePoint farm for both backup
operations and restore operations. As such, it is not suitable for all parts of your DR strategy.
Metalogix Backup for SharePoint is not a high availability (HA) solution. It is also not intended for
the portions of your DR plans that require low RTO or low RPO windows that measure in minutes
rather than hours.

Which SharePoint farm components can you use
Metalogix Backup for SharePoint to back up and
restore?

Metalogix Backup for SharePoint can back up many of the components that make up your
SharePoint farm. You can also restore these components when necessary. Metalogix Backup for
SharePoint can back up and restore the following components, although not all of the following
components can be restored in place:

e SharePoint configuration database
e SharePoint content databases
e Search components

Search databases

e Service applications (with the exception of those listed below)

.NET framework configuration

Certificate store

Internet Information Services (11S) configuration

11S Metabase

SharePoint registry entries
e SharePoint root

e SharePoint Web application roots

Metalogix Backup for SharePoint does not back up certain other components including:
o A standalone instance of Microsoft FAST Search Server for SharePoint 2010

e Microsoft Project Server 2010

e The following Service Applications:

o Usage and Health data service application

Metalogix Backup for SharePoint User Guide

Product Overview



o State Service application

o SP foundation subscription.

What factors affect Metalogix Backup for SharePoint
performance?

The following factors can affect the performance of your Metalogix Backup for SharePoint
deployment and thus can affect the RPO and RTO:

Backup location file performance

All content is backed-up to a UNC path or a Tivoli Storage Manager (TSM) virtual storage node that
you specify when you create a backup job. Metalogix Backup for SharePoint performs extensive
multi-stream, concurrent read and write activity. When you perform a farm backup, each farm
member and SQL Server can initiate read/write activity separately. In a multi-server SharePoint
farm, the performance of the backup location host can result in a significant bottleneck.

Network performance

As Metalogix Backup for SharePoint performs farm backups, it can transfer large amounts of data
across your network to and from the backup location. A saturated network can slow Metalogix
Backup for SharePoint performance dramatically.

Individual farm server performance

Metalogix Backup for SharePoint relies on the Metalogix Backup for SharePoint Service hosts and
the farm servers to collect data. Performance impediments on the servers impact the
performance of Metalogix Backup for SharePoint.

When you compress or encrypt backups, you increase the workload of the Metalogix Backup for
SharePoint Service hosts. With modern, multi-core x64 systems, hardware performance is a
relatively smallerissue.

How do farm backups fit into my disaster recovery
plan?

You can perform farm backups for SharePoint 2010, 2013, 2016 and 2019 farms. Farm backups help
you to back up the following SharePoint items:

Content databases

e Service applications

Farm configuration information

Search components

Metalogix Backup for SharePoint User Guide
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Farm backups use the Microsoft Volume Shadow Copy Service (VSS) to back up the components

as your farm works.

Farm backup is a best fit in the following cases:

Use

Back up the entire SharePoint
farm.

Large scale backup of
SharePoint content databases.

Comments

RPO is driven by the backup schedule.
RPOs and RTOs are significantly shorter.

Configuration datais included in the backup, but you use that
data to perform a manual rebuild of the SharePoint
environment.

RPO is driven by the backup schedule.

Lets you quickly restore content databases in place to recover
lost or corrupt data.

Farm backups are a poor fit in the following cases:

Use

Bare metal restore scenarios.

Very high speed restore with a
very low RTO.

Comments

Metalogix Backup for SharePoint helps you to back up critical
farm components, but you must have a functioning SharePoint
2010, 2013, 2016 or 2019 farm.

Metalogix Backup for SharePoint does not protect the
underlying operating system, the SQL Server installation, or
any dependent systems.

Recovery speeds are limited by the ability to move backed-up
data over the network from the backup location. In addition,
optional decryption and decompression can add time to the
process.

Metalogix Backup for SharePoint is not a high availability (HA)
solution.

Restoring and rebuilding from a farm backup

When disaster strikes, Metalogix Backup for SharePoint can help you to restore your SharePoint
2010, 2013, 2016 or 2019 farm. When you use Metalogix Backup for SharePoint to restore, you
must first have a functional, minimally-configured SharePoint 2010, 2013, 2016 or 2019 farm. The
restore procedures vary based on your specific environment.



What online guidance exists for restoring a farm?
The following articles may help you to develop your procedures when you restore:
e Restore a Web application.

o Add a content database (SharePoint Server 2010) https://docs.microsoft.com/en-
us/previous-versions/office/sharepoint-server-2010/cc825314(v=office.14)

o Add content databases in SharePoint 2013, 2016 or 2019 https://docs.microsoft.com/en-
us/SharePoint/administration/add-a-content-database

o Restore a Web application (SharePoint Foundation 2010) https://docs.microsoft.com/en-
us/previous-versions/office/sharepoint-foundation-2010/ee748618(v=office.14)

o Restore Web applications in SharePoint 2013, 2016 or 2019 https://docs.microsoft.com/en-
us/SharePoint/administration/restore-a-web-application

e Configuration-only restore.

o Restore a farm configuration in SharePoint Server 2010 https://docs.microsoft.com/en-
us/previous-versions/office/sharepoint-server-2010/ee428326(v=office.14)

o Restore farm configurations in SharePoint 2013, 2016 or 2019 https://docs.microsoft.com/en-
us/SharePoint/administration/restore-a-farm-configuration

o Configuration-Only Backup and Restore in SharePoint 2010
http://sharepointinterface.com/2010/09/10/configuration-only-backup-and-restore-in-
sharepoint-2010/

e Restore a service application.

o Restore a service application in SharePoint 2010 Products https://docs.microsoft.com/en-
us/previous-versions/office/sharepoint-server-2010/ee428305(v=office.14)

o Restore service applications in SharePoint 2013, 2016 or 2019 https://docs.microsoft.com/en-
us/SharePoint/administration/restore-a-service-application

e Provision search.

o Restore Search in SharePoint Server 2010 https://docs.microsoft.com/en-us/previous-
versions/office/sharepoint-server-2010/ee 748654(v=office.14)

o Restore Search service applications in SharePoint 2013, 2016 or 2019
https://docs.microsoft.com/en-us/SharePoint/administration/restore-a-search-service-

application

How do | restore portable configuration settings in a
configuration-only restore?

When you perform a configuration-only restore, you can restore the following settings:

e Antivirus configuration.

Metalogix Backup for SharePoint User Guide
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Information rights management (IRM) configuration.

Outbound e-mail settings (only when you perform an "overwrite").

Customizations deployed as trusted solutions.

e Diagnosticlogging configuration.

When you perform a configuration-only restore, use the following steps:

e Attach the source farm configuration database to a SQL Server deployment.

e Perform a configuration-only backup on the new farm with the Backup-
SPConfigurationDatabase cmdlet. When you perform the backup, specify the SQL Server where
the source farm configuration database is located.

e Perform a configuration-only restore with the Restore-SPFarm cmdlet using the backup that
you created.

How do | restore the .NET framework configuration
and IIS configuration?

You can restore the .NET framework configuration files and the Internet Information Service (lIS)
configuration files out of place. When you perform the restore, you can use the restored files as a
guide to configure your settings in the .NET framework and in the IIS settings. It is not possible to
safely replace these configuration files on your computer.

How do | restore the SharePoint registry?

You can restore the SharePoint registry out of place. When you perform the restore, you can use
the restored files as a guide to configure your SharePoint registry settings in the registry editor. It
is not possible to safely replace registry on your computer.

How do | restore the certificate store?

You can restore the Windows certificate store out of place to a location that you specify. You can
use the Windows Certificate Manager to import the certificate file.

How do | restore a Web application and its content?

Use the following steps to restore a Web application and its content:
e Attach the restored content databases to the desired SQL Server instance or instances.

e Use the Configuration Browser in the Metalogix Backup for SharePoint Management Console to
view the configuration settings in the backup set, and then use the settings as a guide to create
the Web applications in SharePoint Central Administration.

Metalogix Backup for SharePoint User Guide
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e Use the Manage Content Database Settings tool in SharePoint Central Administration to
remove the default database.

e Use the Add a Content Database tool in the SharePoint Central Administration page to attach
the restored content databases. You can also use the Mount-SPContentDatabase cmdlet to
attach the databases.

i ‘ NOTE: You must attach each content database separately.

How do | restore a service application?

Service application instances can be restored via the Metalogix Backup for SharePoint product.
No other manual configuration is required after the instance is restored.

How do | restore search?

Your search settings are unique, and so is the procedure that you use to restore search databases.
You can restore search facilities out of place orin place.

When you perform an in-place restore, you can restore the search components as part of a larger
restore of the entire farm. You include the search components when you select the farm
components to restore in the Metalogix Backup for SharePoint Management Console. You restore
the farm components to a new SharePoint farm, replacing the existing components.

In general, you can use the following guidelines when you restore search out of place:

e Provision the search service on the new SharePoint farm. You can use the Configuration
Browser in the Management Console to view the configuration settings in the backup set, and
then use the settings as a guide for the new search settings.

e When the search service is built, do the following:

o Stop the time service and the search service. The SharePoint Foundation Search service is
named SharePoint Foundation Search v4. The SharePoint Office Search Service is named
SharePoint Server Search 14. The SharePoint 2010 Timer service is named SharePoint 2010
Timer.

o Delete the search service application databases.

o Restore the prior search databases and their index files out-of-place.

o Reattach the restored database files to the desired SQL Server instance or instances.
o Delete the existing index files.

o Copy the restored index files to the index server. Make sure to copy the contents of the
restored search, crawl, and query folders to the index server. You do not restore the folders
themselves because the GUID for the new folders does not match the GUID for the restored
folders.

e Restart the search service and the time service.

Metalogix Backup for SharePoint User Guide
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e Perform an incremental crawl of the site.

How do | restore the global assembly cache, the
SharePoint root, or the SharePoint Web application
roots?

Normally, SharePoint itself manages the contents of the global assembly cache, the SharePoint
root, and the Web application roots when you deploy and retract solutions within SharePoint. If
you performed decentralized customizations of your SharePoint environment, you may need to
perform additional steps to restore those customizations. A decentralized customization requires
you to install files into these locations manually. Every decentralized customization is unique,
and they may require you to perform additional steps to enable them.

When you restore the global assembly cache, the SharePoint root, or the Web application roots,
Metalogix Backup for SharePoint restores the contents of the backup to a directory that you

specify. You can then use the original setup instructions for your decentralized customization to
perform the customization again, using the files that Metalogix Backup for SharePoint restored.

Components and Architecture

Metalogix Backup for SharePoint provides a robust, easy-to-use SharePoint backup and restore
solution. Behind a friendly user interface, this product offers a unique architecture thatis both
flexible and extremely powerful. Metalogix Backup for SharePoint fits your environment, no
matter how simple or complex.

Metalogix Backup for SharePoint User Guide

15
Product Overview



The following diagram illustrates the product components.

N |
6\_

Metalogix Backup for SharePoint Repository
Management Service

Metalogix Backup for SharePoint
Management Console

Farm A
SharePoint servers with Metalogix backup for SharePoint and SharePoint
WFEs with Metalogix Backup for ShaePoint Self-5ervice Recovery
|
Farm B

v v v L

SharePoint servers with Metalogix backup for SharePoint and SharePoint
'WFEs with Metalogix Backup for ShaePoint Self-Service Recovery

Metalogix Backup for SharePoint uses the SharePoint and Active Directory permissions that you
setin your environment to control access to content and to farm components.

How does Metalogix Backup for SharePoint address
BLOB storage?

In SharePoint, a large majority of file data is stored as binary data streams known as BLOBs (binary
large objects). Users can store BLOBs in a remote or external location to avoid using unnecessary
space in the content database. Some versions of SQL Server provide remote BLOB storage (RBS)
as an APl set that facilitates this remote and external storage. You can also use an external BLOB
storage medium (EBS) that runs parallel to your content database.

Metalogix Backup for SharePoint works seamlessly with Metalogix StoragePoint, the Metalogix
BLOB storage solution. If your content is being externalized using StoragePoint, then you need to
configure an endpoint in StoragePoint itself.

If you are using a BLOB storage system aside from Metalogix StoragePoint, then Metalogix Backup
for SharePoint will ignore RBS and EBS data when performing a full farm backup. This is because a
backup endpoint cannot be setup, and therefore Metalogix Backup for SharePoint cannot
recognize these storage databases.
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Components

Metalogix Backup for SharePoint has a light, unobtrusive architecture that easily runs in your
environment with minimal configuration. Metalogix Backup for SharePoint does not add to or
modify any of your native SharePoint files or services when you install it. When needed,
Metalogix Backup for SharePoint does make changes to permissions. For more information about
permissions and requirements, see Learning about the requirements.

About the Metalogix Backup for SharePoint Management Console

The Metalogix Backup for SharePoint Management Console (abbreviated to Management
Console) allows you to configure Metalogix Backup for SharePoint, view operation status and
history, schedule automated backup activities, and perform other related functions.
Comprehensive Summary pages for specified farms include a view of the backup status and
recent backup and restore operations. You also use the Management Console to configure
Metalogix Backup for SharePoint and to perform backup and restore tasks.

Multiple copies of the Management Console can all contact a single Management Service. You can
let each of the SharePoint administrators in your environment collaborate to perform backup and
restore operations. In addition, if your environment includes multiple SharePoint farms, each
Management Console can connect to one or more of the farms simultaneously.

You can use the Metalogix Backup for SharePoint installer to install the Management Console and
Management Service on a computer, or you can install the Management Console only. If you
install only the Management Console, you must install the Management Service on another
computer. The Management Console must be installed on a Web Front End (WFE).

About the Metalogix Backup for SharePoint Management Service

The Metalogix Backup for SharePoint Management Service (abbreviated to Management Service)
receives requests from the Management Console and from the Self-Service Recovery feature.
Based on those requests, the Management Service connects to one or more Metalogix Backup for
SharePoint Service installations hosted on a SharePoint Web front End (WFE) or on a SharePoint
database server and starts the requested operation.

You can install the Management Service on any computer in your network. The Management
Service host does not need to be a part of the SharePoint farm, and can manage multiple farms at
once. The host that you select should always be running so that it can contact and manage the
Metalogix Backup for SharePoint Service when needed. Both the Management Service and the
Management Console are installed when you perform a full install of Metalogix Backup for
SharePoint. You cannot install only the Management Service.

The Management Service uses the Metalogix Backup for SharePoint repository database to store
historical data. Each Management Service uses a separate repository database.

If you schedule an activity, the Management Service initiates the scheduled activity and records
its progress and status.
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About the Metalogix Backup for SharePoint Service

The Metalogix Backup for SharePoint Service (abbreviated to Backup Service) performs any
backup and restore operations you request. When an on-demand or scheduled operation begins,
the Management Service contacts the Metalogix Backup for SharePoint Service and initiates the
operation. The Metalogix Backup for SharePoint Service uses the Microsoft Volume Shadow Copy
Service (VSS) to back up SharePoint 2010, 2013, 2016 or 2019 farm components. The Metalogix
Backup for SharePoint Service uses the SharePoint object model to backup and restore granular
SharePoint content on any SharePoint 2010, 2013, 2016 or 2019 farm.

To perform Farm Backups for SharePoint 2010, 2013, 2016 or 2019 farms, install the Metalogix
Backup for SharePoint Service on every WFE and every Database Server in the farm.

The Metalogix Backup for SharePoint Service stores the objects that it backs up in backup sets.
Specify a location where the Metalogix Backup for SharePoint Service stores the sets. You can
specify a UNC location or a Tivoli Storage Manager (TSM) virtual client node.

Use the Management Console to discover your WFE hosts and standalone database server hosts
and install the Metalogix Backup for SharePoint Service. You can also use the Metalogix Backup
for SharePoint installer to manually install the service on a WFE host or database server host. You
can only install one Metalogix Backup for SharePoint Service on each server, but the Metalogix
Backup for SharePoint Service can be shared by multiple Management Service copies. You can
back up content databases from a SQL Server host that is shared between farms as part of the
relevant farms.

When it starts, the Metalogix Backup for SharePoint Service verifies connectivity to the farm and
to the Web applications in the farm. To perform backups, the Metalogix Backup for SharePoint
Service account must be assigned a full control policy for every Web application in the farm.
When it starts, the Metalogix Backup for SharePoint Service assigns the required policies to the
Metalogix Backup for SharePoint Service account. If you add a Web application to the farm, you
should restart all of the Metalogix Backup for SharePoint Service copies so that the Metalogix
Backup for SharePoint Service can grant privileges for the new Web application.

About the Repository Database

The Metalogix Backup for SharePoint repository database stores configuration information,
backup and restore operation data, and statistical and other data that the Management Service
collects. Each Management Service uses a separate repository database. A single SQL Server host
can host multiple uniquely-named repository databases. The SQL Server that hosts the repository
database does not need to be part of the SharePoint farm. The repository database does not
store backed-up SharePoint content.

About the Self-Service Recovery Solutions

The Self-Service Recovery feature saves backup administrators time and effort while also giving
site collection administrators fast, convenient access to their backed-up library items. You install
the Self-Service Recovery feature when you configure Metalogix Backup for SharePoint for your
farm.



Communications and Security

Depending on the configuration of your SharePoint farm and your enterprise network, many of
the computers in your network can host the Metalogix Backup for SharePoint components. The
components use encrypted TCP/IP communications to communicate with one another. Metalogix
Backup for SharePoint encrypts all internal communications between components. If a
component is not able to negotiate an encrypted communications channel, the communication
fails. This helps to ensure the security of your SharePoint data.

Metalogix Backup for SharePoint uses the Microsoft .NET Windows Communications Foundation
(WCF) services to secure communications. All communications channels use transport encryption
and signing, and do not use non-FIPS encryption methods. All communications within Metalogix
Backup for SharePoint are therefore FIPS-compliant.

You can customize the communications ports for each component if you choose. For assistance in
changing the port, please visit the Metalogix Technical Support Web page at
https://support.quest.com.

Ports Used During Metalogix Backup for SharePoint

Setup

The following ports must be open during the installation and setup of Metalogix Backup for

SharePoint:
Port Destination Details
TCP 1433, Management Service > This port can be replaced if an instance
UDP 1434, Backup Repository or a non-default port is used for SQL
server.
or custom
TCP 7484 Management Console > This port should be open where the
Management Service Management Service will be installed.
TCP 7485 Management Service > This port should be open where the

TCP 137,138,139

or TCP/UDP 445

Backup Service

Management service >
Backup Service

Management Console >
Management Service

Management Service >
SharePoint SQL Server

Management Service and Backup
Services will be installed.

This port should be open where the
Management Service and Backup
Services will be installed.
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TCP 1027

TCP 135

or epmap

WMI (port 135and a
second, random port)

Management Service >
Backup Set location

Management Service>
WFE

Management Service> APP
Management Service>SQL
Management Service>
WFE

Management Service> APP
Management Service>SQL
Management Service>
WFE

Management Service> APP

Management Service>SQL

This port should be opened before the
Configuration Wizard runs.

This port should be opened before the
Configuration Wizard runs.

These ports should be opened before
the Configuration Wizard runs in order
for farm configuration retrieval to take
place. To set up afixed port for WMI
instead of using arandom one, refer to
the related article on MSDN:
https://msdn.microsoft.com/en-
us/library/bb219447(v=vs.85).aspx

Additionally, you should enable the Remote Administration option in the Windows Firewall for
each server in the farm to let the Management Console contact the server. Some ports like 1027,
epmap, WMI can be closed after the Configuration Wizard finishes installing and/or updating all

components on the farm.

All of the Metalogix Backup for SharePoint components should be hosted by computers that are
members of the same farm or by farms that have mutual trust relationships defined. Metalogix
Backup for SharePoint encrypts Farm Backups with the AES-128 algorithm. AES-128is FIPS-

compliant.

The following image illustrates the ports, protocols and services used by Metalogix Backup for
SharePoint during installation and setup:
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Port: 132 Servica: NB-Datagram-In
Port:133 Service: NB Sessior-in
Port: 445 Service: SMB-In

Port 1432 Service: $0L

. PembemSemial

Backup Repository

S0l 1433, UDP
1433,1434 or the port
ofthe instance
Oneof the DFS ports.

Port: 137 Sarvice: NB-Name-In
Port: 133 Service: NE-Datagram-In
Port: 1359 Service: MB Session-in
Port: 445 Service: SMB-In

Port: 1027
Port: 135 Protocol: epmap

Management Service

Port 7485 Service Backup Sanvice

v

Primary Backup Service
(SharePoint Web Front End server)

Port: 1027
Port: 135 Protocok epmap
Port: 127 Service: NB-Name-In
Port: 138 Service: NB-Datagram-In
Port: 139 Service: NB Session-In
Port: 445 Service: SMEB-In
Port: 7424 service: Management Sarvice
Port: WMI
Port: 1433 Service: SQL

Port: 7485 Service: Backup Service—

Port: 1027
Part 135 Protocok epmap
Port: 137 Sarvice: NB-Name-In
Port: 133 Service: N8-Datagram-In
Port:135 Service: NB Session-In
Port: 445 Service: SMB-In
Port: 7424 service: Management Service
Port: W1

Port 7485 Service: Backup Service

‘—‘——_._____‘_‘_‘-
T

d

Backup Service
(SharePoint Application server)

Port: 137 Service: NE-Name-In
Port: 122 Service: NB-Diatagram-In

Port:13% Service: NB Seszion-In

Port: 445 Service: SME-In

Backup Set Location
Port: WM |

Port: 1433 Service: SOL

Backup Service
(SQL with SharePoint Databases)

Port: 7424 senvice: Management Service

Ports Used for Backup Services

In order to use Metalogix Backup for SharePoint components for daily operations, the following

ports need to be open:

Port Destination

TCP 7484 Management Console >
Management Service
TCP 7485 Management Service >
Backup Service

Primary Backup Service
>Backup Service
TCP 1433, Management Service >
UDP 1434, Backup Repository

or custom

Details

This port can be replaced if an instance or a non-
default portis used for SQL server.
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TCP Management service > This port should be open where the Management
137,138,139 Backup Service Service and Backup Services will be installed.

or TCP/UDP Management Console >
445 Management Service

Management Service >
SharePoint SQL Server

Management Service >
Backup Set location

The following image illustrates the ports that need to be open to perform Metalogix Backup for
SharePoint operations:

4

Primary Backup Service
(SharePoint Web Front End server)

el

Part: 137 Service: NB-Name-In
Port: 138 Service: NB-Datsgfam-In
Port:139 Servica: MB Sessign-In
Part: 445 Service: SME-n
Port: 7424 service: Management Senvice

Port: 1433 Sarvice: 50

\l;\urt 7484 5ervice: Management Sevice
Port: 137 Service: NE-Name-In
Management CONSC  pore; 132 Service: NB-Datagram-In
Port:135 Service: NB Seszion-In
Port: 445 Service: SME-In

Port: 7435 Service: Backup Service

Port 7485 Service Backup Senvice

-+ Port: 7485 ervice: Backup Service—
Port 1433 Service: S0L Part: 137 Service: NE-Name n
- TTT—————_ Port: 138Service: NB-Datazraf-In
Port:135 Service: NB Sessiortin

Port: 445 Service: SMB-In "—‘—-—-—._____._'

Backup Repository Management Service Port: 7424 service: Management fervice
50L: 1432, UDP
1433,1434 or the port Port 7455 Service: Backup Service
of the instance - 3
One of the DFS ports / 1““‘1—,‘-‘“
Part: 127 Sarvica: NB-Name-In Backup Service
Port: 138 Service: NB-Datagram-In N ) ) (SharePoint Application server)
Port:13% Service: NB Sessior-in Port 7485 Service Backup Senice

Port: 445 Service: SME-In

Port: 137 Service: NB-Name-In
Port: 138 Service: NB-Datagram-In
Port:13% Service: MB Session-In
Port 445 Service: SMB-In _— -
. Port: 7424 sewvice: Management Service
Backup Set Location Port: 1433 Service: L

Backup Service
(SQL with SharePoint Databases)

Tivoli Storage Manager

Tivoli Storage Manager (TSM) is a product from IBM that helps you to manage storage and backup
on your enterprise network. If your enterprise network includes a TSM deployment, you can
configure Metalogix Backup for SharePoint to store backup sets in TSM. Before you can use TSM
as a backup location, you must configure it.

i NOTE: Metalogix Backup for SharePoint supports the 32-bit versions 6.x and 7.x of the Tivoli
Storage Manager (TSM), as well as 64-bit versions for 7.x and 8.x of TSM.
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The steps to configure TSMin your environment depend on the version of TSM you have
installed, and the way that your environment is configured. In general, though, you must do the
following:

o Install and configure the TSM client software on every server in your SharePoint farm where
the Backup Service is installed.

On the TSMserver, create a single virtual client node that the clients share.

Grant access to the virtual client node to every server that hosts a Backup Service.

In TSM, configure the options for the virtual client node. In addition to whatever options are
appropriate for your deployment, you must set the option backdel=yes.

In the Management Console, when you create a TSM backup location, you enter the name of
the virtual client node where Metalogix Backup for SharePoint stores the backup data.

The default TSMfilespace that Metalogix Backup for SharePoint uses is IderaSPbackup. For
information about installing configuring TSM and configuring the TSM client options, see your
TSM documentation set. For more information about creating a Backup Location, see Defining the
Backup Service preferences.

i TIP: If you enable data grooming for a backup set that Metalogix Backup for SharePoint stores
in TSMor if you manually delete the reference to a backup set that is stored in TSM from the
Management Console, Metalogix Backup for SharePoint removes references to the datain
Metalogix Backup for SharePoint. In addition, Metalogix Backup for SharePoint sets the data
objects to Inactive in TSM. Metalogix Backup for SharePoint does not automatically delete
the dataitself. If you need to delete the data from TSM, you should use the TSM
management tools to do so.

Here are a few considerations for users using Tivoli Storage Manager:

e If you use a Tivoli Storage Manager (TSM) virtual client node as a backup location and the TSM
storage pool runs out of free space, Metalogix Backup for SharePoint encounters errors. You
should ensure that the TSM storage pool that hosts a backup location does not run out of free
space.

o If you import a backup stored in a TSMvirtual client node, you can only perform in place
restores from that set.



2

Getting Started

Use the following checklist to get started using Metalogix Backup for SharePoint.

M  Follow these steps...

O Review the hardware, software, and permission requirements.

O Install the Metalogix Backup for SharePoint components, including the Management

Console.

Q Use the Management Console to install the Management Service and Backup Service.

Optionally install the Self-Service Recovery feature, and add a farm to back up.

Q Optionally add more farms to back up.

U

Back up one or more farms, Web sites, Web applications, or site collections.

Q Create a schedule to back up content, including SharePoint objects and SharePoint farm

components.

Product Requirements

You can install Metalogix Backup for SharePoint on any computer that meets or exceeds the

hardware, software, and permission requirements. When you install multiple components on a

single host computer, the computer should meet or exceed all of the requirements for the
components.

Consider the following requirements when you install Metalogix Backup for SharePointin a
typical environment.

e Learning about the SharePoint requirements

Learning about the Management Console requirements

Learning about the Management Service requirements

Learning about the Backup Service requirements

Learning about the Self-Service Recovery feature requirements
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SharePoint requirements

To use Metalogix Backup for SharePoint, you must have at least one Microsoft SharePoint farm
installed and configured. The farm can be any of the following versions:

Microsoft SharePoint Foundation 2010

Microsoft SharePoint Server 2010

Microsoft SharePoint Foundation 2013

Microsoft SharePoint Server 2013

Microsoft SharePoint Server 2016

Microsoft SharePoint Server 2019

i TIP: To perform a farm backup, your SharePoint farm must have SharePoint 2010, 2013, 2016
or 2019 installed.

Management Console requirements

You can install the Management Console alone orin concert with the other components.

1 | NOTE: If you install the Management Console with any other Metalogix Backup for
SharePoint components, you must use a version of Windows Server. Windows 7, Windows 8,
Windows 8.1 and Windows 10 can host only the Management Console.

The computer where you install the Management Console must meet the following minimum
requirements:

e 2.0GHz or faster CPU.

e 2 GB or more memory. The required memory size varies, depending on the size of the
SharePoint objects you back up.

50 MB free hard disk space.

Microsoft .NET framework 4.5.2

Monitor capable of displaying 16-bit or more colors at a resolution of 1024 X 768 or higher.

One of the following Windows 64-bit versions:
o Windows Server 2008 SP2

o Windows Server 2008 R2

o Windows Server 2012

o Windows Server 2012 R2

o Windows Server 2016

o Windows Server 2019
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o Windows 7
o Windows 8
o Windows 8.1

o Windows 10

The Management Console user does not need to be a member of the local Administrators group.

1 | NOTE: If the Metalogix Backup for SharePoint Repository will be located on a SQL Alias then
the SQL Alias registry should be created for both 32-bit and 64-bit operation with the
respective versions of the cliconfg.exe tool. Otherwise there could be a SQL server
connection error problem.

Management Service requirements

You install the Management Service automatically when you install the other components. The
computer that hosts the Management Service always hosts the Management Console.

The computer where you install the Management Service must meet the following minimum
requirements:

e 2.0 GHz or faster CPU.

e 2 GB or more memory. The required memory size varies, depending on the size of the
SharePoint objects you back up.

e 50 MB free hard disk space.
e Microsoft .NET framework 4.5.2
e Monitor capable of displaying 16-bit or more colors at a resolution of 1024 X 768 or higher.
e One of the following Windows versions:
= Windows Server 2008 SP2
* Windows Server 2008 R2
» Windows Server 2012
= Windows Server 2012 R2
= Windows Server 2016

= Windows Server 2019

Permission requirements

The user account that you specify for the Management Service must have the following
permissions:

e Must be alocal Administrators on the computer that hosts the Management Service.

e Must be a member of the db_owner role for the repository database.
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e To perform farm backups of SharePoint 2010, 2013, 2016 or 2019 farms, the account must be a
member of the SharePoint farm administrators group.

You specify the database to use as the repository database when you install the Management
Services.

In addition, when you install Metalogix Backup for SharePoint, the installer also assigns the
permissions required to access the Microsoft Volume Shadow Copy Service (VSS) to the farm
account and to the account that you specify for the Backup Service.

For more information about the VSS permissions, see the Microsoft article Security
Considerations for Requesters at: http://msdn.microsoft.com/en-
us/library/aa384604(VS.85).aspx.

Backup Repository requirements

The Management Service stores preferences and other information in a repository database. You
specify the Microsoft SQL Server host for the database when you install the Metalogix Backup for
SharePoint components. The SQL Server host that you select should be one of the following:

e Microsoft SQL Server 2008 R2

Microsoft SQL Server 2012

Microsoft SQL Server 2014

Microsoft SQL Server 2016

Microsoft SQL Server 2017

Microsoft SQL Server Express

[optional] Latest version of SQL 2012 native client if TLS 1.2 and 1.1 connections are needed.

Metalogix Backup for SharePoint Service
requirements

Install the Backup Service on every SharePoint Web front end (WFE) server and database server
in the SharePoint 2010, 2013, 2016 or 2019 farms that you back up.

Any server that hosts the Backup Service must meet the following requirements:

® 2.0GHz or faster CPU.

e 2 GB or more memory. The required memory size varies, depending on the size of the
SharePoint objects you back up.

e 50 MB free hard disk space.
e Microsoft .NET framework

o Version 4.0 for SharePoint 2010 and 2013.
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o Version 4.5 for SharePoint 2016 or later.
e One of the following Windows versions, either 32-bit or 64-bit:
o Windows Server 2008.
o Windows Server 2008 R2.
o Windows Server 2012
o Windows Server 2012 R2
o Windows Server 2016

o Windows Server 2019

Permission requirements

When you install the Backup Service, you specify a user account that the Backup Service uses to
access the farm. The Backup Service account that you specify requires the following permissions
to perform backups and restores:

Windows permissions

The Backup Service account must have write permissions to the installation folder on the WFE
and to the folder where you store backup sets. To perform Farm Backups of SharePoint 2010,
2013, 2016 or 2019 farms, the Backup Service account must be a member of the local
Administrators group on the server that hosts the Backup Service.

On SharePoint 2010, 2013, 2016 or 2019 farms, the Backup Service user account must also be able
to perform Microsoft Volume Shadow Copy Service (VSS) operations on the computer that hosts
the Backup Service. Normally, members of the local Administrators group have these
permissions, but they can be removed by a group policy setting. If your group policy settings
make changes to the local Administrators group privileges, you should ensure that the Backup
Service user has the following privileges:

e Act as part of the operating system

Backup files and directories

Create a token object

e Logonasaservice

Manage auditing and security log

Restore files and directories

Take ownership of files and other objects
SharePoint permissions

If the SQL Server is a part of the farm, the Backup Service account must be a member of the
SharePoint farm administrators group.
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If the farm uses a standalone SQL Server, there is no SharePoint farm administrators group on the
server.

SQL Server permissions

Metalogix Backup for SharePoint needs access to all SharePoint databases to perform farm
content backups.

You should manually grant these permissions for the Admin Content and SharePoint Config
databases to the Backup Service user account before you install the Backup Service.

For all other databases, you can manually grant these permissions, or the Backup Service timer
job can grant the permission automatically.

When it runs, the Backup Service creates a SharePoint timer job. The job is named Metalogix
Backup for SharePoint Confirm Backup Service Permissions. The Backup Service queues the job
immediately when it creates the job. In addition, the timer job is scheduled to run at the
beginning of every hour. Depending on the state of your timer job queue, execution of the timer
job may be delayed. If desired, you can use the SharePoint Central Administration page to check
the job status.

The timer job assigns the db_owner role on every SharePoint database to the Backup Service user
account that you specify. In addition, the timer job assigns the Full Control policy for every Web
application in the farm to the Backup Service user account.

The timer job ensures that the Backup Service can access every SharePoint database to perform
backups. Normal SharePoint operations, including creating a new Web application or a service
application, can create new databases. If you disable the job, you must manually assign
permissions for the new databases or backups can fail.

When you perform an operation that creates a new database, you can use the SharePoint 2010,
2013, 2016 or 2019 timer job controls to manually start the job. You can also wait until the start of
the next hour for the job to run on schedule.

Self-Service Recovery requirements

The Metalogix Backup for SharePoint Self-Service Recovery feature lets site collection
administrators restore the backed-up content for which they are responsible.

To restore content, the user must currently be a site collection administrator. In addition, the
user must have site collection administrator privileges for the content before the backup occurs.

You can deploy the feature to any Web front end (WFE) in your SharePoint farm. When you
configure Metalogix Backup for SharePoint for your farm, you can automatically deploy the
feature to the farm.

For more information about restore permission requirements, see Understanding the granular
restore process.
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Installing Metalogix Backup for SharePoint

You can install and deploy Metalogix Backup for SharePoint in any network environment. You
must have at least one Microsoft SharePoint farm deployed to use Metalogix Backup for
SharePoint.

e Learn about the architecture and components.
e Review the requirements.

e Read the installation instructions.

Installing on a dedicated server

Metalogix Backup for SharePoint helps you to back up and restore the content of SharePoint 2010,
2013, 2016 and 2019 farms and the farm components that make up your SharePoint 2010, 2013,
2016 and 2019 farms. Before you can use Metalogix Backup for SharePoint, you must select one or
more computers to host the product components and install it on those computers. The
computers that host the components must meet minimum requirements for the components
that you install. For more information about the requirements, see Product requirements.

For more information about installing Metalogix Backup for SharePoint on a "standalone"
SharePoint server that hosts a basic install of SharePoint 2010, 2013, 2016 or 2019, see Installing
on a standalone SharePoint server.

1 | TIP: The account that you use to install Metalogix Backup for SharePoint must not have
Windows User Account Control (UAC) enabled when you install. If UACis enabled, the
installation cannot finish successfully.

How do | install Metalogix Backup for SharePoint?

Use the Metalogix Backup for SharePoint Installation files to install the product. You can install
Metalogix Backup for SharePoint on any computer that meets or exceeds the product
requirements.

To install all of the Metalogix Backup for SharePoint components on
a dedicated server

1. Logon tothe computer where you want to install Metalogix Backup for SharePoint. You
should use a user account that is a member of the local administrators group on the computer.
In addition, the account that you use must have the sysadmin role assigned for the SQL Server
instance that hosts the Metalogix Backup for SharePoint repository database.

2. Download and unzip the installation files to a folder.
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3. Locate and double click the Metalogix Backup for SharePoint.exe file.

4. Read the guides and then click the Install Metalogix Backup for SharePoint button.

Metalogix WELCOME TO THE METALOGIX BACKUP FOR SHAREPOINT INSTALL WIZARD.
Backup for SharePoint The installation wizard will install Metalogix Backup for SharePoint.

Installer 1 Save time, know how to install and evaluate.

O O

Read the User Guide Read the Evaluation Guide

2 Start installing.

O

Install Metalogix Backup for SharePoint

Advanced Installation: Backup Service

This program is protected by copyright law and international treaties,

5. The System Check step appears. The Metalogix Backup for SharePoint installer bootstrap
automatically runs a system check. Once the check has completed, you will either have to
address the checks that did not pass.

ﬁ. Metalogix Backup for SharePoint

u‘ Metalogix System Check
ﬂ Backup for SharePoint 3

cking if this product can be configured from this machine

You are a Local Administrator.

Paort 7484 is available for use.

The MNET Framework v4 5.2 or later.

All checks succeeded. Please click Next to proceed with the installation.

Metalogix T | [

6. Click Next. The Metalogix Backup for SharePoint - Setup Wizard starts and the Welcome step
appears.
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ﬁ Metalogix Backup for SharePoint - Setup Wizard

Welcome to the Setup Wizard for Metalogix Backup for SharePoint

Metalogix

This Wizard installs Metalogix Backup for SharePoint on your
computer.

WARMING: This program is protected by copyright law and
international treaties.

Backup for SharePoint

7. Click Next. The License Agreement step appears. Review the terms of the license agreement,
and then click | accept the terms in the license agreement.

ﬁ Metalogix Backup for SharePoint - Setup Wizard

License Agreement

icense agreement carefully.

Metalogix

[Software Transaction Agreement "

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING
THIS PRODUCT. BY DOVWNLOADING, INSTALLING OR USING
THIS PRODUCT, YOU ACCEPT AND AGREE TO THE TERMS
AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS
PLACED OUTSIDE THE UNITED STATES OF AMERICA, PLEASE
GO TO hitpiiguest.comilegalista.aspx TO VIEW THE
APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR
REGION. IF YOU DO NOT AGREE TO THE TERMS AND
(CONDITIONS OF THIS AGREEMENT OR THE APPLICABLE
VERSION OF THIS AGREEMENT FOR YOUR REGION, DO NOT
DOWNLOAD, INSTALL OR USE THIS PRODUCT. IF YOU HAVE

(@1 accept the terms in the license agreement Print

Ba Ckup for S ha repo i nt (1 do not accept the terms in the license agreement
Fastand e p and SharePoint

8. Click Next. The Destination Folder step appears. Accept the default location or click Change to

select another local folder to install the components.
ﬁ Metalogix Backup for SharePoint - Setup Wizard

Destination Folder
h where you want to install the program files

Metalogix

£ Backup for SharePoint

D Install Metalogix Backup for SharePoint to:

Metalogix B?:%k:silfsr SharePoint Repository IC:‘Program Files\Metalogix\SharePointBackupy

Change...

Metalogix Backup for SharePoint SharePoint Servers
Management Service

==
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9. Click Next. The Setup Type step appears. Click Full Install to install all Metalogix Backup for
SharePoint components on a single computer or click Console Only to install only the
Management Console.

ﬁ Metalogix Backup for SharePoint - Setup Wizard

- Setup Type
Met a lOgI X Select the appropriate setup type
g "
H¢; Backup for SharePoint Please select a setup type:
Metalogix Bz&ckup Ifor SharePoint Repository @ Full Instalf
onsole
Installs the Metalogix Backup for
| SharePoint Repository, Consale and
R ¥ Services.
I () Console Only

Installs only the Metalogix Backup for
SharePoint Management Console.

Metalogix Backup for SharePoint SharePoint Servers

Management Service
conc

10. Click Next. If you selected Full Install and the Microsoft firewall is enabled on the host
computer, the Microsoft Firewall Enabled page reminds you to open the required ports for the
Management Service.

ﬁ Metalogix Backup for SharePoint - Setup Wizard

Microsoft Firewall Enabled
The Microzoft Firewall iz enabled on this computer

Metalogix

The Metalogix Backup for SharePoint Management Service listens on port 7434 for
' communications from the Metalogix Backup for SharePoint Management Console and
L

the Backup Services.

Ensure port 7434 is open and available,

11. Click Continue. The Install the Metalogix Backup for SharePoint Repository step appears.
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ﬁ Metalogix Backup for SharePeint - Setup Wizard

Install the Metal

> ix Backup for SharePoint Repository
Meta log I x Configure the installation opt i the Metalagix Backup for SharePaint Fepasitary
::Q Backup for SharePoint Designate the SQL Server instance and database that will host
75 the Metalogix Backup for SharePoint Repository. Use the
provided fields below or dick Browse to see a list of available
Metalogix Backup for SharePoint i instances.
Console Repository

S0QL Server instance:

| (local) w Browse...

Database Name:

|Meta|0gixjad<uDReposimry

Connection Credentials:

Yfou can use SQL Server authentication to create the Repository. By
default, the Setup Wizard uses your Windows logon credentials.

[Juse sQL 2012 Native Client (Supports TLS 1.1or 1.3)

[[] use Microsoft SQL Server Authentication Change

Metalogix Backup for SharePoint SharePoint Servers
Management Service

Enter the information as described below:

a. SQLServer instance - locate a SQL Server instance that will host the repository. If the SQL
server is co-located on the same computer, select (local) for SQL Server Instance.

b. Database Name - accept the default name or enter a custom database name for the
repository database.

c. Use SQL 2012 Native Client (Supports TLS 1.1 or 1.2) - Select the check box if you want to
use a TLS connection. When you select the check box, an information appears if you have
not installed the SQL 2012 Native Client.

ﬁ Metalogix Backup for SharePoint - Setup Wizard

You must have installed the latest version of the SOL 2012
' Mative Client to support TLS 1.1and 1.2

d. Use Microsoft SQL Server Authentication - select this check box to specify the credentials
that the Setup Wizard uses to connect to the SQL Server. Otherwise leave this check box
unchecked to use the default Windows Authentication.

11. Click Next. The Management Service Account page appears. Specify the windows service
account that will be used by the Management Service. If the SQL server requires SQL Server
Authentication credentials then select Use Microsoft SQL Server Authentication and provide
the credentials that the management service will use to connect to the repository database.

Metalogix Backup for SharePoint User Guide
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ﬁ Metalogix Backup for SharePoint - Setup Wizard

etalogic Backup for SharePoi

ify th 1t the Met. dackup f

t Management 5
Paint Management

M

will run under.

Metalogix

~ . The Management Service will run under the spedfied account. This

&4 Backup for SharePoint account is also used to connect to the Metalogix Backup for
SharePoint Repository and to the Backup Services. Setup does not
create user accounts, the account must exist prior to installation.

Metalogix Backup for SharePoint

Repository

Spedify the service account:

DomainJsername: |dumca\,spsadmin

Password: || ssssssssssns

The Logon as a Service right will be granted to this account.

The Management Service can use SQL Server authentication to
connect to the Metalogix Backup for SharePoint Repository.

[]Use Microsoft SQL Server Authentication Change

Metalogix Backup for SharePoint SharePoint Servers
Management Service

12. Click Next. The Ready to Install the Program step appears.

ﬁ Metalogix Backup for SharePoint - Setup Wizard

Ready to Install the Program
T ready to begin installation.

Metalogix

Click Install to begin the installation.

If you want to review or change any of your installation settings,
dick Back. Click Cancel to exit the wizard,

Backup for SharePoint

< Back Install ] Cancel

13. Click Install. When the installation completes, the On Setup Wizard Completed step appears.
If you leave Launch Management Console selected, the Management Console starts.

‘E Metalogix Backup for SharePoint - Setup Wizard

Setup Wizard Completed

Metalogix

The Setup Wizard has successfully installed Metalogix Backup
for SharePoint. Click Finish to exit the wizard.

Launch Management Console

Backup for SharePoint
F il W St It

14. Click Finish to close the Metalogix Backup for SharePoint - Setup Wizard.

Metalogix Backup for SharePoint User Guide

Getting Started



Installing on a standalone SharePoint server

When you install Microsoft SharePoint, you can choose to perform a "standalone" or basic install
on a single server that hosts all of the SharePoint components. The installer optimizes the
component settings on a standalone SharePoint farm for the standalone environment. If you
install Metalogix Backup for SharePoint on a standalone farm, you must make certain changes to
these settings to give Metalogix Backup for SharePoint access to both the farm components and
its own components.

i | TIP: When you install on a multi-server farm, you do not need to make these changes. The
changes are required only for standalone or basic installations of SharePoint 2010, 2013, 2016
or 2019.

You must make these changes to your standalone SharePoint server before you install Metalogix
Backup for SharePoint. Until you make the changes, Metalogix Backup for SharePoint cannot
complete the Configuration wizard and install the Backup Service.

e Enable TCP/IP for the SQL Server instance. The instance name is <server name>\SHAREPOINT.
e Enable Named Pipes for the SQL Server instance.

In the Services Control Panel, do the following:

e Set the startup type of the SQL Server Agent to Automatic.

e Set the startup type of the SQL Server Browser to Automatic.

e Start or restart the SQL Server Agent.

You can then install Metalogix Backup for SharePoint as described in the topic Installing on a
dedicated server and run the Configuration wizard.

When you have completed the Configuration wizard, immediately quit the Management
Console. In the Services Control Panel, change the login account for the SharePoint VSS Writer
service to LocalSystem then restart the service. Before you install Metalogix Backup for
SharePoint, the SharePoint VSS Writer service runs as Local Service. As part of the Configuration
wizard, Metalogix Backup for SharePoint issues the command stsadm registervsswriter,
which changes the account. When you set the service to run as LocalSystem, you are returning the
service to its original settings.

After making the changes, you can use Metalogix Backup for SharePoint normally.
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Installing the Backup Service

When you add additional components like a WFE server or a database server, you must install the
Backup Service on these components manually. If your disaster recovery planning includes farm
backups of SharePoint 2010 farms, you must install the Backup Service on every WFE and every
database serverin your SharePoint farm.

There are two ways to install the Backup Service manually:
e Use the Metalogix Backup for SharePoint installer
e Use the Management Console

1 | NOTE: The first Backup Service that you install must always be on a WFE server. When you
install a Backup Service you must specify the user name and password of the windows user
account that is used by the Backup Service uses. The user account that you specify must have
specific permissions for the farm.

Backup Service account Permissions

The account you use as the service account for the Backup Service must have the following
permissions:

o Member of the local Administrators group on the WFE server.
e Member of the farm administrators group in the SharePoint farm.

e Must have at least db_owner permissions for all SharePoint content databases, including the
admin content and SharePoint config databases.

1 | TIP: If the account that you use is not a SQL Server system administrator, you should use the
SQL Server Management Studio to grant the account access to the repository database that
you specified when you installed Metalogix Backup for SharePoint. The default database
name is Metalogix_BackupRepository.

Steps to install the Backup Service with the Metalogix
Backup for SharePoint installer

To use the Metalogix Backup for SharePoint installer to install the Backup Service on a WFE ora
database server, you must first log into the server with an account that is a member of the local
Administrators group.

To use the Metalogix Backup for SharePoint installer to install the Backup Service

1. Use Windows Explorer to locate the installation file, and then double-click the file.
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2. Inthe Install page, click Advanced Installation: Backup Service.

Metalogix WELCOME TO THE METALOGIX BACKUP FOR SHAREPOINT INSTALL WIZARD.
Backup for SharePoint The installation wizard will install Metalogix Backup for SharePoint.

Installer 1 Save time, know how to install and evaluate.

0 0

Read the User Guide Read the Evaluation Guide

2 Startinstalling.

O

Install Metalogix Backup for SharePoint

I Advanced Installation: Backup Service I

This program is protected by copyright law and international treaties.

3. The System Check step appears. Metalogix Backup for SharePoint installation wizard
automatically runs a system check. Once the system check has completed, you will either have

to address the checks that did not pass and rerun the wizard, or if all checks have passed click
Next.

ﬁ. Metalogix Backup for SharePoint

H‘ Metalogix
ﬂ Backup for SharePoint

System Check

Checking if this product can be configured from this machine

‘fou are a Local Administrator.

Port 7424 is available for use.
The NET Framework v4.5.2 or later.

All checks succeeded. Please click Next to proceed with the installation.

Metalogix et | [Gore

4. The Backup Service - Setup Wizard starts.

5. In the Welcome step click Next. The License Agreement step appears.
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6. Read the license agreement and if you agree with the terms of the license, click | accept the
terms in the license agreement.

7. Click Next. The Destination Folder step appears. You can accept the default settings or click
Change to specify a custom folder.

8. Click Next. The Service Account step appears. Enter the credentials of the account that the
Backup Service should use. Specify the user name in <domain name>\<user name> format.

ﬁ Metalogix Backup for SharePoint Service - Setup Wizard

Metalogix Backup for SharePoint Service Account
Specify the account under which the Backup Service will run.

Metalogix

The Metalogix Backup for SharePoint Service account runs as a Windows service on a
SharePoint Web Front-End server, This service account must be a Farm Administrator in the
local SharePoint farm.

Specify which account the Backup Service should run as:

Domain\Username: |dnm:3‘l5|:lsadmin

Password: || ssssnsus

The Log on as a service right will be granted to the specified account.

9. Click Next. The Service Location step appears. Enter the FQDN, NetBIOS name or IP address of
the server that hosts the Management service.

ﬁ Metalogix Backup for SharePoint Service - Setup Wizard

. Service Location
Metaloglx Please inputthe location ofthe Metalogix
Backup for SharePoint Management Service

Please input the location of the Metalogix Backup for SharePoint Service.

|BKPSP2013-A-WFE

Corce
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10. Click Next. The Ready to Install the Program step appears. Click Install to begin the
installation.

11. In the Setup Wizard Completed step, click Finish.

Steps to install the Backup Service from the
Management Console

You use the Install Backup Service window to install the Backup Service on a WFE or a database
server.

To install the Backup Service on a WFE or a database server from the Management
Console

1. From the Management Console workspace selector click Configuration.

E:ﬁ Farm Backup/Restore

5','.:?‘_-—-\
“& . Granular Restore

&

T T Configuration
o

2. Inthe Configuration pane, click the name of the WFE or database farm server where you want

to install the Backup Service.
3. From the Configuration tab ribbon click Install Backup Service.

4. In the Install Backup Service window, enter the credentials of the account that the Backup
Service should use. Specify the user name in <domain name>\<user name> format.

5. Click Install.

6. Inthe confirmation dialog, click OK.

Configuring the Backup Service staging location

The Backup Service uses a staging location to backup SharePoint data. During installation, the
default location is configured as C: \Users\<username>\AppData\Local\Temp\ Which is
insufficient for a successful backup operation. You must specify a UNC path for the staging
location.

If you specify an invalid UNC path during and upgrade or install you will get an error as shown
below when you attempt a backup operation.
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w2 Metalogix Backup for SharePoint Management Con @ -|B

RECl oS

Details  Group  Refresh

- Restore

W SP16ALIAS-E (SharePoint2016)

Backup/Restore Operation Status  (Last 7 Days)
Backup Set Name Operation Type Progress Avg. Theoughput Start Time ~ | Duratiar

¢ Backup  Full BT iGEhour 7/24/2020 5:50:04 FM o0

¢ ServerOperations Backup Content | Result Text)

The staging location must be an existing UNC path. Please review the value of the key spFileRestoreTempFileDirectory’ in the backup service
ifile.

E:} Farm Backup/ Restore

2L Granular Restore

? T Configuration
o

The error message appears in the Result Text tab of the Operations Detail pane: The staging
location must be an existing UNC path. Please review the value of the key
spFileRestoreTempFileDirectory in the Backup service configuration file.

Steps to review and change the staging location
1. Logintothe computer where Metalogix Backup for SharePoint has been installed.

2. Navigate to the Backup Service installation directory c: \Program
Files\Metalogix\SharePointBackupService

3. Open the PBBackupService.exe.config file with Administrator privileges.
4. Inspect the value of the row key=spFileRestoreTempFileDirectory
5. If the value indicates a local path, you must change the path to a UNC path.

6. Save the changes to the configuration file and restart the Backup Services. If there are more
instances of the backup Service on other computers, you must restart them as well.

Managing licenses

Metalogix Backup for SharePoint activates your license key during its installation by contacting a
Metalogix server. Metalogix Backup for SharePoint will periodically refresh the activation as it
runs.

For customers without an Internet connection or who want to review the information that is
being sent to Metalogix, offline activation is available. Installations using offline activation must
be manually refreshed every 365 days.
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Your license is based on the number of servers that you want to back up within your farms. If the

server does not have a valid license, Metalogix Backup for SharePoint does not collect data from

that server.

i | NOTE: Trial licenses can be activated and reused after they have expired. You can add
another trial license as well. Contact your Quest sales representative for more information.

Steps to view the licensed servers

1. From the Management Console toolbar, click Help > Manage License.

or

From the Management Console workspace selector click Configuration > Configuration tab >

Manage License.

2. From the Management Service drop down, select the server that hosts the management
service to view the license status.

Manage License

Management Service:

Overall license status:

Farm servers installed:
Farm server licenses:

License Key
License Key:
Type:
Farm Servers:

Expiration Date:

Status:

a-sp19-g-aio

License Status for 'a-sp19-g-aio’

« oK

0

Unlimited

BB663-D598E-73428-47A9B-TKBZ7
Production

Unlimited

/12021

Expires in 372 days

Help aK

Steps to activate a License Key

The first time that you open the Management Console, you will be prompted to activate a license
key. Follow these steps to activate your license key:

Online activation

1. Inthe Activate License window, enter the license key.

Metalogix Backup for SharePoint User Guide

Getting Started

42



Activate License x

License Key Information

Please enter the license key purchased with this product:

BB663-D598E-73428-47A9B-7K8Z7

® Activate Online  Proxy Confiquration...
(O Activate Offine

Activate Close

2. If you want to activate the license online, select Activate Online, and then click Activate. If

your computer is behind a firewall, click the Proxy Configuration link. The Proxy Setup dialog

appears.

Proxy Setup

Enable Proxy

Server Mame: 10,30.66.135 Port Number: | 8808

Use Credentials

Connect As

(® DOMA\spsadmin

() Different User:

Password:

L
i
i
(]
[=]
w
i

a. Select Enable Proxy.

b. Inthe Server Name field, enter the name of your proxy server.

c. Inthe Port Numberfield, enter the port number of the proxy server.

d. If your proxy server requires explicit login credentials, select Use Credentials.

e. Choose the credentials of the logged in user or provide credentials of another user.

f. Click Save to preserve the information, or click Close to return to the License Key
Information dialog.

3. Ifthe license key is validated successfully, the Management Console appears and the
Configuration Wizard is displayed.

Offline activation

Offline activation is available for customers without an Internet connection or who want to
review the information sent to Metalogix.
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NOTE: Installations using offline activation must be manually refreshed every 365 days.

1. Inthe License Key field, enter your license key.

2. Choose Activate Offline. The License Information page expands to display additional steps
that are required.

3. Step 1: Collect the activation data to the clipboard or to a file
a. Select from the two options described below:

Option 1: Click Copy Activation Data to Clipboard. The activation data is saved to memory.
Use this option if you plan to follow through with the subsequent steps immediately.

Option 2: Click Save Activation Data to File. The Windows File dialog appears. Use this
option if you plan to activate the license at a later date.

b. Specify afile name for the activation data file.
c. Click Save to save the file to a location of your choice.
4. Step 2: Submit collected data
a. Click the URL provided. The Offline Activation web page appears.

b. Follow the instructions to get the Activation Key file (with the file extension DAT) is made
available for download. Save this file to a location of your choice.

5. Step 3: Paste Activation Response
a. Click Browse. The Windows file dialog appears.

b. Locate the activation key file and click Open. The file appears in the Activation Key File
field.

6. Step 4: Activate offline
a. Click the Activate button to complete the activation process.

7. Logoutand login again to access all licensed features.

Steps to update or add a license

You may need to update a license when you increase the number of servers you want to monitor
and you receive another license from Quest.

1. From the Management Console toolbar, click Help > Manage License.
or

From the Management Console workspace selector click Configuration > Configuration tab >
Manage License.



2. Inthe Manage Licenses window, click Activate License.

Manage License X

Management Service: a-sp19-g-aio -

License Status for 'a-sp19-g-aio’
Overall license status: W Ok

Farm serversinstalled: 0

Farm server licenses: Unlimited
License Key
License Key: BB663-D598E-73428-47A9B-7KBZT7
Type: Production
Farm Servers: Unlimited
Expiration Date: 1/1/2021
Status: Expires in 372 days

Help oK

3. Inthe Activate License window, enter the license key.

Activate License X

License Key Information

Please enter the license key purchased with this product:

|BBSS3—D B98E-73428-47A9B-TKEZ7

® Activate Online  Proxy Confiquration...
O Activate Offiine

Activate Close

4. If you want to activate the license online, select Activate Online, and then click Activate. If
your computer is behind a firewall, click the Proxy Configuration link. The Proxy Setup window
appears.

Prowy Setup

Enable Proxy

Server Name: 10,30.66,130 Port Number: | 8808

Use Credentials

Connect As

(® DOMA\spsadmin

() Different User: | Domain\User

Password:

Save Close
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a. Select Enable Proxy.

b. Inthe Server Name field, enter the name of your proxy server.

c. Inthe Port Number field, enter the port number of the proxy server.

d. If your proxy server requires explicit login credentials, select Use Credentials.

e. Choose the credentials of the logged in user or provide credentials of another user.

f. Click Save to preserve the information, or click Close to return to the Activate License
window.

5. If you want to activate the license offline, select Activate Offline and follow the steps
outlined in the Offline Activation section.

i NOTE: Offline activation is available for customers without an Internet connection or who
want to review the information sent to Metalogix. Installations using offline activation
must be manually refreshed every 365 days.

6. Metalogix Backup for SharePoint displays a message with the status of your activation. Click
OK to close the confirmation dialog.

Upgrading Metalogix Backup for SharePoint

You can upgrade your existing Metalogix Backup for SharePoint deployment to the current
version to access the new and improved features available.

1 | TIP: This version of Metalogix Backup for SharePoint cannot upgrade backup sets from
versions earlier than 5.0. If you used a version earlier than 5.0 to create a backup set, contact
Metalogix Technical Support at https://support.quest.com for assistance with upgrades.

In this topic:

e Preparing for an upgrade

Steps to perform a standard upgrade

Steps to perform a custom upgrade

Steps to upgrade the Backup Service instances

Steps to use the Management Console wizard to upgrade all Backup Service instances

Steps to use the installer wizard to manually upgrade a Backup Service

Configuring the Backup Service staging location

Upgrading the Self-Service Recovery feature
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Preparing for an upgrade

1.

Ensure the computers on which you want to upgrade Metalogix Backup for SharePoint meet or
exceed the product requirements. For more information see Product Requirements.

Ensure that the account that you use to log on to the computers that host the Metalogix
Backup for SharePoint components also has administrator privileges on the repository
database.

Identify the upgrade path your environment requires. For more information, see What
upgrade options are available?

Temporarily disable any scheduled jobs and allow any currently running or queued
backup/restore operations to complete.

Close all open applications on the Metalogix Backup for SharePoint component hosts.
Ensure that the .NET framework 4.0 is running on the target computer.

If you plan to use farm backups for your SharePoint 2010, 2013, 2016 or 2019 farm, use the
Management Console to deploy additional Backup Service instances on every Web front end
(WFE) and database serverin the farm. For more information about this installation, see
Installing the Backup Service manually.

If you deployed the Metalogix Backup for SharePoint Self Service Recovery solution, remove
the Web part and use the SharePoint administration tools to retract the solution package. If
you plan to use the new Self-Service Recovery feature, use the Management Console to
deploy the Self-Service Recovery components manually. For more information about this
installation, see Manually installing the Self-Service Recovery feature.

Upgrade your installation to Metalogix Backup for SharePoint by choosing the appropriate
upgrade path:

a. Standard upgrade - In a single-server deployment, the Management Console, Repository
database, Management Service and Backup Service are installed on the same computer.
You can use the upgrade wizard to upgrade your installation to the new version of
Metalogix Backup for SharePoint if you have a single-server deployment or if you are
upgrading from a trial installation. See Steps to perform a standard upgrade.

b. Custom upgrade - In a distributed deployment, the components will be on different
computers. See Steps to perform a custom upgrade.

Steps to perform a standard upgrade

1.

2.

Login to the computer where you want to install Metalogix Backup for SharePoint. You should
use a user account that is a member of the local administrators group on the computer. In
addition, the account that you use must have the sysadmin role assigned for the SQL Server
instance that hosts the Metalogix Backup for SharePoint repository database.

Download and unzip the upgrade files to a folder.
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3. Locate and double click the Metalogix Backup for SharePoint.exe file. The installer bootstrap
window opens.

Metalogix WELCOME TO THE METALOGIX BACKUP FOR SHAREPOINT INSTALL WIZARD.

Backup for SharePoint The installation wizard will install Metalogix Backup for SharePoint.

Installer 1 Save time, know how to install and evaluate.

O O

Read the User Guide Read the Evaluation Guide

2 Start installing.

O

Install Metalogix Backup for SharePoint

Advanced Installation: Backup Service

This program is protected by copyright law and international treaties,

4. Click Install Metalogix Backup for SharePoint. The System Check window opens.

ﬁ Metalogix Backup for SharePoint

ﬂ“ Metalogix

System Check
ﬂ Backup for SharePoint

Checking if this product can be configured from this machine

You are a Local Administrator.

Paort 7484 is available for use.

The .MET Framework v4.5.2 or later.

All checks succeeded. Please click Next to proceed with the installation.

Metalogix et | [Grd ]

5. You must address the system check failures if any. When all checks succeed, click Next. The
Upgrade Wizard for Metalogix SharePoint opens.
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ﬁ Metalogix Backup for SharePeint - Upgrade Wizard

Upgrade Wizard for Metalogix Backup for SharePoint

Metalogix

The Upgrade Wizard will upgrade the currently installed
components of Metalogix Backup for SharePoint on your
computer. To continue, dick Next.

Backup for SharePoint

6. Click Next. The Upgrade the Metalogix Backup for SharePoint Repository window opens.

ﬁ Metalogix Backup for SharePoint - Upgrade Wizard

Upgrﬂde the Metalogix Backup for ShﬁrePu nt Repusnury
& authentication method ta upgrads the Metalogix Backu

Metalogix

H:f! Backup for SharePoint Spedify the authentication method that should be used to
e : e coe upgrade the Metalogix Backup for SharePoint Repository on the
selected SQL Server instance. By default, the selected SQL

Metalogix Backup for SharePoint Server instance is the instance currently hosting the Repesitory.
Console Repository

S0L Server instance:

SP2019-CLUSTER Browse...

I Database Name:

IMetangix_EackupRepository

Connection Credentials:

You can use SQL Server authentication to upgrade the Repository.
By default, the Setup Wizard uses your Windows logon credentials.

[[use sqL 2012 Native Client (Supports TLS 1.1or 1.2)
[[] use Microsoft SQL Server Authentication

Change

==

Metalogix Backup for SharePoint SharePoint Servers
Management Service

7. Click Next. The Metalogix Backup for SharePoint Management Service Account window opens.

ﬁ Metalogix Backup for SharePeint - Upgrade Wizard

Metalogix Backup for SharePoint Management Service Account
H unt the t M anagement

Metalogix

ill run under.

The Management Service will run under the specified account. This
N .
=4 Backup for SharePoint account is also used to connect to the Metalogix Backup for

SharePoint Repository and to the Backup Services. Setup does not
- E create user accounts, the account must exist prior to installation.
Metalogix Backup for SharePoint

Repositol
Console pository Specify the service account:

Domain'iUsername: |dom(3\spsadm\r1

Password: [seeseeneenne

The Logon as a Service right will be granted to this account.

The Management Service can use SQL Server authentication to
connect to the Metalogix Backup for SharePoint Repository.

| s
im mi [] Use Microsoft SQL Server Authentication Change

Metalogix Backup for SharePaint SharePoint Servers
Management Service

8. Click Next. The Ready to upgrade the program window opens.
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ﬁ Metalogix Backup for SharePeint - Upgrade Wizard

Ready to Upgrade the Program

The wizard iz ready to begin upgrade.

Metalogix

Click Upgrade to start the upgrade.

If you want to review or change any of your installation settings,
dick Back. Click Cancel to exit the wizard,

Backup for SharePoint

<Back Cancel

9. Click Upgrade. Wait until the Upgrade Wizard Completed window opens.

ﬁ Metalogix Backup for SharePoint - Upgrade Wizard

Upgrade Wizard Completed

Metalogix

Setup has finished upgrading Metalogix Backup for SharePoint.

The Upgrade Wizard has successfully upgraded Metalogix
Backup for SharePoint. Click Finish to exit the wizard.

Launch Management Console

Backup for SharePoint

10. Select Launch Management Console and click Finish.

11. Upgrade all previously deployed Backup Service instances. See Steps to upgrade the Backup
Service instances.

Steps to perform a custom upgrade

1. Perform astandard upgrade on the primary host that has the Management Service. See Steps
to perform a standard upgrade.

2. Upgrade all previously deployed Backup Service instances. See Steps to upgrade the Backup
Service instances.

3. Upgrade additional installations of the Management Console by running the Metalogix Backup
for SharePoint upgrade wizard on each host computer.

Metalogix Backup for SharePoint User Guide
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Steps to upgrade the Backup Service instances

The Management Console, Management Service and the Backup Service require the same version
otherwise no backup or restore operation can occur. You can upgrade the Backup Service in two
ways:

o Use the Management Console - The first time that you open the Management Console after an
upgrade, the Management Console prompts you to upgrade either the primary Backup Service
or all Backup Services that lets you upgrade the services that you may have deployed on other
machines. If you choose to upgrade only the primary Backup Service, you must use the
Metalogix Backup for SharePoint installer on each Backup Service host to manually upgrade the
secondary Backup Service instances.

If you choose to upgrade all backup services using the Management Console
service upgrade wizard, make sure that all the services use the same windows credentials.
If you have deployed additional Backup services on other host computers with different
windows credentials, then the choice to upgrade all backup services using the Management
Console will overwrite the windows credentials of all the services with the credentials that
you specify in the upgrade wizard. If you have deployed additional Backup services on
other host computers with different windows credentials, you can upgrade only the
primary Backup Service using the Management Console service upgrade wizard, and then
use the Metalogix Backup for SharePoint installer on each Backup Service host to manually
upgrade the additional Backup Service instances.

e Use the Metalogix Backup for SharePoint installer - You can also run the Metalogix Backup for
SharePoint installer on each computer that hosts the Backup Service to manually upgrade the
service. This method is particularly useful if each Backup service uses a different windows
account credentials.

Steps to use the Management Console wizard to upgrade all Backup Service
instances

1. Open the Management Console. The Upgrade Backup Service wizard opens when you open
the Management Console for the first time after a standard upgrade.

Several Backup Services need to be upgraded. Some features
may not work properly if Backup Service versions are not

identical across all servers. Would you like to upgrade now?

#) Upgrade all Backup Services
Upgrade primary Backup Service only

Yes No

2. Choose an upgrade option as described below:

a. Upgrade all Backup Services - upgrades all Backup Services across all hosts where they are
deployed.
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b. Upgrade primary Backup Service only - upgrades only the primary Backup Service.

3. Click Yes. The Backup Service configuration window opens. If you select No, the Backup
services will not be upgraded. You can open the wizard from the Configuration workspace in
the Management console.

éﬁ Servers: || 9 A-5p19-C-DB1

@ A-sP19-C-DB2
i A-SP19-C-WFEL

Enter the administrator credentials to upgrade the Backup
Service,

User name: | domalspsadmin

Password:

Enter a UNC path for the Staging Location.

Staging Location: | WA-SP19-C-WFE1\BackupSet -

Upgrade Cancel

4. The Servers list displays all the servers where backup Services are installed. Enter the
information as described below:

a. User name - the windows administrator account name used to run the service.
b. Password - the windows administrator account password.

c. Staging Location - enter or choose an existing UNC path. You cannot use a local path and
you cannot leave this field empty.

All Backup Service account credentials will be upgraded with the credentials
you enter. If you have deployed additional Backup Services on other host computers with
different account credentials, you must upgrade only the primary Backup Service using the
Management Console service upgrade wizard, and then use the Metalogix Backup for
SharePoint installer on each Backup Service host to manually upgrade the additional
Backup Service instances.

5. Click Upgrade. The confirmation window opens indicating the servers where the Backup
Service was upgraded.
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Informaticn IZ'

The Backup Service was upgraded successfully on
@ these servers:
A-5P19-C-DB1

A-5P19-C-DB2
A-5P19-C-WFE1

6. Inthe confirmation window, click OK.

Steps to use the installer wizard to manually upgrade a Backup Service

1. Login to the computer where you want to install Metalogix Backup for SharePoint. You should
use a user account that is a member of the local administrators group on the computer. In
addition, the account that you use must have the sysadmin role assigned for the SQL Server
instance that hosts the Metalogix Backup for SharePoint repository database.

2. Download and unzip the upgrade files to a folder.

3. Locate and double click the Metalogix Backup for SharePoint.exe file. The installer bootstrap
window opens.

Metalogix WELCOME TO THE METALOGIX BACKUP FOR SHAREPOINT INSTALL WIZARD.

Backup for SharePoint The installation wizard will install Metalogix Backup for SharePoint.

Installer 1 Save time, know how to install and evaluate.

0 0

Read the User Guide Read the Evaluation Guide

2 Start installing.

®

Install Metalogix Backup for SharePoint

I Advanced Installation: Backup Service I

This program is protected by copyright law and international treaties.
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4. Click Advanced Installation: Backup Service. The System Check window opens.

t} Metalogix Backup for SharePoint

§ N Metalogix System Check
H Backup for SharePoint “hecking if this product can be configured from this machine

You are a Local Administrator.

Paort 7485 is available for use.

The .MET Framework v4.0 or later.

(<)

The Yolume Shadow Copy (VSS) service is running.

All checks succeeded. Please click Next to proceed with the installation.

Metalogix e | (]

5. You must address the system check failures if any. When all checks succeed, click Next. The
Metalogix Backup for SharePoint Service Account window opens.

ﬂ Metalegix Backup for SharePoint Service - Upgrade Wizard d

Metalogix Backup for SharePoint Service Account
Specify the account under which the Backup Service will run.

Metalogix

The Metalogix Backup for SharePoint Service account runs as a Windows service on a
SharePoint Web Front-End server, This service account must be a Farm Administrator in the
local SharePoint farm.

Spedify which account the Backup Service should run as:

DomainUsername: |doma‘|,=;|:|sadmin

Password: || sssseses

The Log on as a service right will be granted to the spedfied account.

< Back |E Mext > | | Cancel
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6. Click Next. The Ready to Upgrade the Program window opens.

ﬂ Metalogix Backup for SharePoint Service - Upgrade Wizard >

Ready to Upgrade the Program
The wizard is ready to begin upgrade.

Metalogix

Click Upgrade to start the upgrade.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

<peck Cancel

7. Click Upgrade. The Setup wizard Completed window opens.

8. Verify that the upgrade was successful and click Finish to close the wizard. Then click Quit to
exit the installer bootstrap.

Configuring the Backup Service staging location

The Backup Service uses a staging location to backup SharePoint data. During installation, the
default location is configured as C: \Users\<username>\AppData\Local\Temp\ Which is
insufficient for a successful backup operation. You must specify a UNC path for the staging
location.

If you specify an invalid UNC path during and upgrade or install you will get an error as shown
below when you attempt a backup operation.
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=3

Farm Overview Backup
ﬁ': Ty v Bac
B [E (
Q ~ ’ Restore
Details  Group  Refresh

W SP16ALIAS-E (SharePoint2016)

Backup/Restore Operation Stalus  (Last 7 Days)
Backup Set Name Operation Type Progress Avg. Throughput Start Time w | Duratior

[ BackupService ¢ Backup  Fu TS oo Rvnnssiem o0

¥ ServerOperations Backup Content { Result Text

The staging location must be an existing UMC path. Please review the value of the key “spFileRestoraTempFileDirectory’ in the backup service

5 DOMA\spsadmin to Management Service on a-spl6-e-wfel

The error message appears in the Result Text tab of the Operations Detail pane: The staging
location must be an existing UNC path. Please review the value of the key
spFileRestoreTempFileDirectory in the Backup service configuration file.

Steps to review and change the staging location
1. Logintothe computer where Metalogix Backup for SharePoint has been installed.

2. Navigate to the Backup Service installation directory c: \Program
Files\Metalogix\SharePointBackupService

3. Open the PBBackupService.exe.config file with Administrator privileges.
4. Inspect the value of the row key=spFileRestoreTempFileDirectory
5. If the value indicates a local path, you must change the path to a UNC path.

6. Save the changes to the configuration file and restart the Backup Services. If there are more
instances of the backup Service on other computers, you must restart them as well.

Upgrading the Self-Service Recovery feature

When you upgrade Metalogix Backup for SharePoint, you can use the Deploy SharePoint
Components dialog in the Management Console to upgrade the Self-Service Recovery feature.
For information about using the Deploy SharePoint Components dialog to deploy the Self-Service
Recovery feature manually, see Manually installing the Self-Service Recovery feature.

Metalogix Backup for SharePoint User Guide

Getting Started



3

Configuring Metalogix Backup for
SharePoint

Once you configure Metalogix Backup for SharePoint for your environment, you can perform the
following tasks:

Opening the Management Console

Connecting a standalone Management Console to the Management Service

Configuring Metalogix Backup for SharePoint for your farm

Managing licenses

Managing the Backup Service

Managing farms

Managing self-service recovery

Managing preferences

Managing alerts

Managing backup set disk space

Importing a Repository Database

When the Management Console connects to a particular Management Service, it determines
whether you already configured the Management Service. If the Management Service is not yet
configured, the Configuration wizard runs. When you run the Configuration wizard, you locate
the SharePoint Web front end (WFE) servers and database servers in the farm and install the
Backup Service on them. You also define the backup locations for the farm.

Opening the Management Console

You use the Management Console to configure Metalogix Backup for SharePoint and to back up
and restore SharePoint content.

When you open the Management Console, it checks for a connection to the Management Service.
If the Management Console cannot connect to the Management Service or if no Management
Service is configured, the Management Console prompts you to select the Management Service
that it should use. When you install Metalogix Backup for SharePoint, you can choose to launch
the Management Console when the installer quits.
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If you are using a trial license or a license that is soon expiring, the Management Console warns
you that the license is nearing its expiration date. You can contact Metalogix to purchase an
updated license key.

How do | open the Management Console?

You use the Windows Start Menu to open the Management Console.

1 | NOTE: The first time you open the Management Console after installation, you will be
required to enter a valid License key.

To open the Management Console

1. Atthe Microsoft Windows desktop, click Start > All Programs > Metalogix > SharePointBackup >
PBManagementConsole.exe

What permissions does the Management Console
require?

The Management Console uses the SharePoint and Active Directory permissions of the currently
logged in user to back up or restore SharePoint objects. If the currently logged in useris unable to
access content, the user is unable to back up or restore that content.

1| TP Only users that are members of the SharePoint farm administrators group can perform

farm backups.

For more information about the required permissions, see Understanding the granular restore
process.

Connecting a standalone Management Console
to the Management Service

When you install the Metalogix Backup for SharePoint, you can choose to install the Management
Console on a computer with no other components. If you install only the Management Console,
you must specify the computer that hosts the Management Service before you can use the
Management Console.

You can connect more than one Management Console to a single Management Service.

If the Management Console is not on the computer that hosts the Management Service, the
Management Console prompts you to add a farm the first time you start the Management
Console. When you add the farm, you specify the name of the Management Service host.

When it connects to the Management Service, the Management Console prompts you to add a
farm if none exists in the Metalogix Backup for SharePoint repository database.
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When you specify the name of the Management Service host, you should use one of the
following formats:

e DNS name

e Fully-qualified name
e NetBIOS name

e |P address

If you installed the Management Console and the Management Service on the same computer,
the Management Console contacts the local Management Service automatically.

How do | connect the Management Console to a
Management Service?

1. From the Microsoft Windows desktop, click Start > All Programs > Metalogix > Metalogix
Backup for SharePoint. The Connect Management Service window opens.

Connect to Management Service X

Specify the computer name where the Metalogix Backup for SharePoint
Management Service is installed {Example: MYSP-SRVO1).

Management Service computer BKPSP20194A

®) Use current credentials to connect:  DOMCA\spsadmin

Specify alternate credentials

Enter the information as described below:

a. Management Service computer - specify the NetBIOS, FQDN or IP address of the computer
that hosts the Management Service for the farm.

b. Use current credentials to connect - use the credentials of the logged-in user

c. Specify alternate credentials - enter a user name and password that has access to the
Management Service compter.

2. Click Connect to finish connecting to the computer that hosts the Management Service.

3. Verify that the management service is added.
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Management Services Connected x
-7 BKPSP2016A . )
[ sharePoint 2015 Farm Management Service Information
BKPSP2019A
Ij SharePaint 2014 Farm Computer Name: BKPSP2019A
User Name: DOMCA\spsadmin
Add Edit Remove Close

NOTE: The SharePoint Farm child nodes appear in the Management Services Connected
window only if the farms were added to the server that hosts the Management Service. If
no farm was added to a server, only the management service node is displayed. If you add
one or more farms to the same servers, the SharePoint Farm child nodes will indicate the
farms added.

Configuring Metalogix Backup for SharePoint for
your farm

If the Management Console and Management Service are hosted on the same computer, the first
time you open the Management Console, the Welcome to the Configuration Wizard window

appears.

Configuration Wizard

Welcome
Installation Type

Central Administration

Configuration Wizard

Welcome to the Configuration Wizard

will:

Discover a SharePoint farm

Deploy backup services to the farm

Deploy the Self-Service Recovery solution to the farm
Manage licenses

Configure backup locations and preferences
Configure alerts

Configure grooming

Configure fault tolerance

Click Next to continue.

Help

The configuration wizard will help you discover a SharePoint farm and configure Metalogix Backup for SharePoint. This wizard
I

< Back

Finish Cancel
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The Welcome to the Configuration Wizard window lets you configure Metalogix Backup for
SharePoint. When you start using the product, you must do the following:

e Connect Metalogix Backup for SharePoint to the SharePoint farm.
e |nstall one or more Backup Service instances.

e Optionally deploy the Self-Service Restore feature.

e Configure the Metalogix Backup for SharePoint settings.

e Set up alerts and notifications.

e Configure grooming and fault tolerance settings.

Use the Configuration Wizard to perform all of these tasks. You can also use the Configuration
wizard to discover your SharePoint farm, select a Web front end (WFE) server to host the Backup
Service, and specify the Backup Service preferences.

When you start the Management Console, it connects to the Management Service and
determines if the Management Service is properly configured. If it is not configured, the
Management Console starts the Configuration wizard.

Selecting the Installation Type

The first step is to choose the installation type.

Configuration Wizard >

E!\ Installation Type

<

Welcome

Installation Type Select the installation type:

Central Administration

Complete. Allows the user to perform different operations such as backups,
schedule backups, mount databases and restore contentin granular form,

Granular. It allows the user to perform different mount databases operations
and restore content in granular form. Mo need to be installed on all servers
of your farm only on the web frontend of your choice.

Help < Back

Finish Cancel

There are two options:

Comp You can perform the full range of operations on all SharePoint servers in afarm. You can
lete perform various backups, you can schedule backups, mount databases and perform
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granular restore operations. Every time you add a farm and choose this option all other
servers in the farm will allow the full set of operations.

GranuYou can restrict the operations that can be performed on SharePoint servers in a farm with

lar  this option. Every time you add a farm using this option, every SharePoint serverin that
farm will be restricted to granular restore operations only. Backups and scheduled backups
are not allowed.

Click Next to proceed.

If you choose the Complete option, the Central Administration window appears. For more
information see Specifying the Central Administration settings.

If you choose the Granular option, a confirmation dialog appears.

nformation x

Do you want to change the installation type to
granular?.
After save granular configuration the current backups

and schedules backups will be disable.

Eh copy oK

Click OK. The Farm Configuration window appears. For next steps see Specifying Farm Connection

Settings.

Specifying the Central Administration settings

Use the Configuration wizard to specify how Metalogix Backup for SharePoint connects to the
farm that you want to back up. Use the Central Administration page in the wizard to specify the
Central Administration page URL for the farm. You also specify the credentials that Metalogix
Backup for SharePoint uses to connect to the farm.
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How do | specify the URL and the account to use?

You use the Central Administration page of the Configuration wizard to specify the SharePoint
site URL and the account to use.

onfiguration Wizard X
* Central Administration
"‘I\ Spedify thelocation of the SharePoint Central Administration Web site,
Welcome
Farm Name: =

Installation Type

Central Administration ral nistration URL-

WFE Servers Specify an account that has administrator privileges on the Central Administration computer.
Database Servers User Name: Domain\User
Password:

Specify the management service that is going to handle this fam.

Management Service: a-sp19-g-aio e

The account must be 8 member of the Farm Administrators group in SharePoint.You can use SharePoint
Central Administration to grant this right.

The account must have database owner (db_owner) rights to the farm configuration
database and to the SharePoint Central Administration content database. You can
grant these rights in the SQL Server management consale. In addition, the Metalogix
Backup for SharePoint Service creates a SharePoint timer job that grants these rights
to every SharePoint database in the farm.

The account must be a8 member of the Local Administrators group on every server that is part of the
SharePoint 2010 or later.

Help < Back Finish Cancel

To specify the SharePoint site URL and account

1. Inthe Central Administration page of the Configuration wizard, give your farm a name.

2. Enterthe URL of the Central Administration site for the SharePoint farm in the Central
Administration URL field.

3. Type the name and password of the account that Metalogix Backup for SharePoint should use
to connect to the Management Service for the farm in the User Name and Password fields.

4. Select the Management Service that will manage the farm that will be added. Click Next.

5. In the Web application user policy modification required window, click OK.

Metalogix Backup for SharePoint creates and
maintains a user security policy on each content\Web
application in the farm. These user policies grant Full

eb application user policy modification required x

Control rights to the backup service account for their
associated Web applications. Without these policies,
the backup service cannot properly back up and
restore Web application data.

Press OK to continue with the backup service agent
installation process or CANCEL to abort the farm
discovery process.

@ Copy 0K
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What permissions does the specified account require?

The specified account needs the following permissions:

e Must be a member of the SharePoint farm administrators group.

e Must be alocal administrator on the computer that hosts the Backup Service.

e Must have at least db_owner permissions for all SharePoint content databases, including the
Admin Content and SharePoint Config databases

You can also use the tab to specify a separate account with the required SharePoint permissions.
This ability to specify two accounts gives you the ability to specify the accounts with the needed
permissions and work within your security model so you do not need a single account with all the
required permissions.

1 | NOTE: If the account that you use is not a SQL Server system administrator, you should use
the SQL Server Management Studio to grant the account access to the repository database
that you specified when you installed Metalogix Backup for SharePoint. The default database
name is Metalogix_BackupRepository..

Selecting the WFE servers where you want to
install the Backup Service

The WFE Servers page of the Configuration wizard lists the Web front end (WFE) servers in your
SharePoint farm.

Configuration Wizard *

* WFE Servers
,.{ Choose SharePoint web front-end servers where you want to install the Backup Service.

& A-SP-19-G-AID
Welcome

Installation Type
Central Administration

WFE Servers

Help < Back Finish Cancel

If your SharePoint farm includes one or more separate database servers, the Database Servers
page lists the database servers.
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Metalogix Backup for SharePoint uses the Backup Service instances that you install to back up the
SharePoint objects that you specify in the farm.

If your disaster recovery planning includes farm backups of SharePoint 2010, 2013, 2016 or 2019
farms, you must install the Backup Service on every WFE and every database serverin your
SharePoint farm.

When you use the Configuration wizard, you must install the Backup Service on at least one WFE.
1 | TIP: The first Backup Service that you install must always be on a WFE server.

You should normally use the Configuration wizard to install the Backup Service on every WFE and
database server in your SharePoint farm.

You can use the Database Servers page to install the Backup Service on standalone database
servers in your SharePoint farm. For more information about the Database Servers page, see
Selecting the database servers to install the Backup Service on.

You can also use the Management Console to install the Backup Service on WFE hosts in the
SharePoint farm. In addition, if you add a WFE or a database server to your farm, you can use the
Management Console to install the Backup Service on the new server.

Finally, you can use the Metalogix Backup for SharePoint installer to install the Backup Service on
the WFE or database server directly. To do so, you must be able to login to the server with an
account that is a member of the administrators group on the server. For more information about
installing the Backup Service, see Installing the Backup Service manually.

When you install a Backup Service, you select the WFE server to install on. You also specify the
user name and password that the Backup Service uses to run. The user account that you specify
must have specific permissions for the farm. For more information about the permissions that
the Backup Service user account requires, see Learning about the Backup Service requirements.

The SharePoint Services Web Application Service must be operating on the WFE where you install
the Backup Service. If the server does not have the Web Application Service active, you can use
the SharePoint Central Administration page to install it.

In the WFE Servers page of the Configuration wizard, review the selected servers, then click Next.

Can | manually install additional Backup Service instances?

Normally, you should not need to manually install additional servers. The WFE Servers page lets
you install on every WFE serverin the farm.

If you add a WFE or a database server, you can manually install an additional Backup Service in the
Configuration tab in the Management Console. For more information about manually installing
the Backup Service, see Installing the Backup Service manually.
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Selecting the Database Servers where you want
to install the Backup Service

The Database Servers page of the Configuration wizard lists the standalone database serversin
your SharePoint farm. A standalone database server hosts one or more SharePoint database
components, but does not host a Web front end (WFE).

Coenfiguration Wizard x

E!\ Database Servers
-

Choose SharePoint database servers whereyou want to install the Backup Service.
[v]id a-sP-13-G-AI0
Welcome
Installation Type

Central Administration

Help < Back Finish Cancel

Metalogix Backup for SharePoint uses the Backup Service instances that you install to back up the
SharePoint objects that you specify in the farm.

If your disaster recovery planning includes farm backups of SharePoint 2010, 2013, 2016 or 2019
farms, you must install the Backup Service on every WFE and every database serverin your
SharePoint farm.

When you use the Configuration wizard, you can install the Backup Service on any database
servers in the farm.

1 | TIP: The Database Servers page only appears if your farm includes one or more database
servers that do not also host a WFE.

You should normally use the Configuration wizard to install the Backup Service on every database
server in your SharePoint farm.

You can also use the Management Console to install the Backup Service on WFE hosts in the
SharePoint farm. In addition, if you add a WFE or a database server to your farm, you can use the
Management Console to install the Backup Service on the new server.

Finally, you can use the Metalogix Backup for SharePoint installer to install the Backup Service on
the WFE or database server directly. To do so, you must be able to login to the server with an
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account that is a member of the administrators group on the server. For more information about
installing the Backup Service, see Installing the Backup Service manually.

When you install a Backup Service, you select the database server to install on. You also specify
the user name and password that the Backup Service uses to run. The user account that you
specify must have specific permissions for the farm. For more information about the permissions
that the Backup Service user account requires, see Learning about the Backup Service

requirements.

In the Database Servers page of the Configuration wizard, review the selected servers, then click
Next.

Can | manually install additional Backup Service instances?

Normally, you should not need to manually install additional servers. The Database Servers panel
let you install on every database serverin the farm.

If you add a database server, you can manually install an additional Backup Service in the
Configuration tab in the Management Console. For more information about installing the Backup
Service manually, see Installing the Backup Service manually.

Specifying Farm Connection Settings

This window appears only when the Granular option has been selected in the Installation Type
step of the Configuration Wizard.

Configuration Wizard x

E!\ Farm Connection

_.-QI‘ Specify the location of the Server Farm.

Welcome

Installation Type
Farm Name: sharePoint 2019 Farms
Farm Connection

Backup Storage
Server Name: A-5P13-G-AI0

Specify an account that has administrator privileges on the Central Administration computer,
User Name: domcalspsadmin

Password: | seesesssesss

Specify the management service that is going to handle this farm

Management Service: 2-5p19-g-aio v

Help < Back Einish Cancel
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To specify the SharePoint server account
1. Inthe Farm Connection page of the Configuration wizard, give your farm a name.

2. Type the name and password of the account that Metalogix Backup for SharePoint should use
to connect to the Management Service for the farm in the User Name and Password fields.

3. Select the Management Service that will handle the farm that will be added.

1 | TIP:If thisis the first time that a farm will be added, this section is grayed out.

4, Click Next.

Specifying Backup Storage Locations

The Backup Storage Locations window is used to configure where farm backup sets will be stored.

Backup Storage Locations window for Installation Type = Complete

x

Configuration Wizarc

E_'\. Backup Storage Locations
A,

Specify locations where backup sets will be stored.

Welcome
Name Location Default?

[ BackupSetMetalogsx \|A-5P18-G-AT0\BackupSetMetalo g v

Installation Type
Central Administration
WFE Servers
Database Servers

| BackupStorage

Add... Edit... Remove Set as default

Help < Back Einish Cancel
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Backup Storage Locations window for Installation Type = Granular

Cenfiguration Wizard x

E,’\ Backup Storage Locations
-

Specify locations where backup sets will be stored.

Welcome
Installation Type Name Location Default?
Farm Cannection & BackupSets \\A-5P19-G-AI0\BackupSets v

Backup Storage

Edit... Remove Set as default

Help < Back Next > FEinish Cancel

To add a new Backup Location

1. Select the Add button to open the Add Backup Set Location dialog window.
2. Enter a name for the backup set location in the name field.

3. Select the backup set location type from the drop-down menu below. You can back up content
from your SharePoint farms to a network location that you specify with a UNC path. You can
also back up content to a Tivoli Storage Manager (TSM) client node, Azure and/or Amazon
account. You must set up a TSMvirtual server client node, Azure and/or Amazon account
before you can back up to these options. For more information about using TSM with
Metalogix Backup for SharePoint, see Learning about Tivoli Storage Manager.

1| Tp:if you remove a backup location that Metalogix Backup for SharePoint uses to store
data in TSM, removing the location removes references to the data in Metalogix Backup
for SharePoint. In addition, Metalogix Backup for SharePoint sets the data objects to
Inactive in TSM but does not automatically delete the dataitself. If you need to delete
the data from TSM, you should use the TSM management tools to do so. For more
information about using TSM, see Learning about Tivoli Storage Manager.

4. Provide the connection details for the chosen location type as required.

Example 1: Settings for Backup Set Location type = Network Location (UNC Path)
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Add Backup Set Location

| 4=  Enter the name you would like to use for the backup set location:
BackupSets

Select the type of backup set location:
Network Location (UMC Path)
UNC

Enter the UNC path of the network location (Example: \\nyserver\sharename):
|w=-sp 19-G-AIQ\BackupSets |

Set as the default backup set location

Save Cancel

Example 2: Settings for Backup Set Location type =Tivoli Storage Manager (TSM)

Add Backup Set Location x

| 4= Enter the name you would like to use for the backup set location:

tsm

Select the type of backup set location:
Tivoli Storage Manager (TSM)

TSM

Enter the name of the TSM target dient node:
|5PBackup

Enter the name of the administrator of the TSM target dient node:
|tsm.ﬁ.dmin |

Enter the passward of the administrator of the TSM target dient node:

| Note:

The TSM target dient node is a virtual dient node that will be used by all

backup services in the farm. Ensure that the specified dient node is reqistered
in your TSM environment.

Set as the default backup set location

Cancel

5. Choose whether or not to set this location as the default for all backups by selecting the check
box.

6. Select Save.

To Edit an Existing Backup Location

To edit an existing backup location, highlight it from the locations list and select Edit. Then
modify the configuration as required and select Save.
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Edit Backup Set Location X

| 4=  Enter the name you would like to use for the backup set location:
BackupSets

Select the type of backup set location:
Network Location (UMC Path)

UNC

Enter the UNC path of the network location (Example: \\nyserver\sharename):
|w=-sp 19-G-AIQ\BackupSets |

Set as the default backup set location

Cancel

To Remove a Backup Location

To remove a backup location, select it from the locations list and click Remove. Then confirm your
choice by selecting Yes.

Are you sure you wish to remove the selected backup
locations?

Yes

To Change a Default Backup Set Location

To change the default backup set location, select the location from the locations list and click Set

as default. A green check mark in the Default? column will indicate that the new backup location
is set as default.
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Configuring the Alert settings

Metalogix Backup for SharePoint generates an alert when a specified condition occurs. When
Metalogix Backup for SharePoint generates the alert, it can send an email to one or more email
addresses that you specify, log the alert, or both. You can use the Alerts window in the
Configuration wizard to choose the conditions that trigger an alert.

Alerts window for Installation Type = Complete

Configuration Wizarc x

g& Alerts

Configure alert generation settings.

. Alerts
Welcome
Select which alerts you would like generated:
Installation Type
Operation Status Alerts
Central Administration .
#*yBackup/Mount Operations
WFE Servers :

v () @)
Database Servers () Failed (/) Successful
Backup Storage 4| (1 Warning (P)canceled
Alerts iHRestore Operations
/] (%)Failed () successful
7] (D) warning (D) canceled

i*;Granular Restore Operations

| () Failed () Successful
/] (D) warning () canceled
General Alerts

Warning alert when disk free space drops below [100 2| GE.

Errar alertwhen disk free space drops below |10 2 GB.

Help < Back Einish Cancel

Alerts window for Installation Type = Granular

Cenfiguration Wizard x

f-& Alerts

Configurealert generation settings.

) Alerts
Welcome

Select which alerts you would like generated:
Installation Type

‘Operation Status Alerts
Farm Connection

##;Backup/Mount Operations
Backup Storage

. 7| (%) Failed () successful
Alers = =

] (D) warning () canceled
+Restore Operations

7 () Failed () Successful

| (1) Warning () Canceled
¢ Granular Restore Operations

7 () Failed () Successful

| (1) Warning () Canceled

General Alerts

‘Warning alert when disk free space drops below |100 2 GB.

| GB.

Help < Back Finish Cancel

Error alert when disk free space drops below |10

When you have configured the alerts, you can click Next to continue in the wizard.

For more information about the conditions that can trigger an alert, see Learning about alerts.
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Configuring the Alert Notification settings

When Metalogix Backup for SharePoint generates an alert, it can log the alert notification to the
Application Event Log on the computer that hosts the Management Service, send an email to one
or more addresses that you specify, or both. You can use the Alert Notifications page in the
Configuration wizard to set up the alert notifications.

Alerts window for Installation Type = Complete

Configuration Wizard %

E& Alert Notifications

Configurealert notificationsettings.

» Alert Notifications
Welcome
+| Write alerts to the Application event log on the Management Service computer.
Installation Type
#| Send alerts as email.
Central Administration
#| Enable Windows notifications.
WFE Servers
Email Information
Database Servers

Sender Name: |spsadm\n@duma.com

Backup Storage

Reply-toAddress: [ spsadmin@doma. com

Alerts

Recipient(s):

Alert Notifiations (separated by semicolons)

Information about MB4SP

spsadmin@doma. com |
MessageFooter: |

Outgoing Mail Server Information

SMTP Server Address: [10.18.57.134 |

SMTP Server Part: 25 3 Use an S5L encrypted connection

SMTP Server requires authentication

Test Email Settings

Help < Back Einish Cancel

Alert Notifications window for Installation Type = Granular

Configuration Wizard x

E& Alert Notifications

Configurealert notifications ettings.

» Alert Notifications
Welcome
«| Write alerts to the Application event log on the Management Service computer.
Installation Type
| Send alerts as email.
Farm Connection
#| EnableWindows notifications.
Backup Storage
Email Information
Alerts

Sender Name: [spsadmin@doma.com

Alert Notifications

Reply-toAddress: [ spsadmin@doma. com

Recipient(s):
(separated by semicolons)

Information about MB4SP

spsadmin@doma. com |
MessageFooter: |

Outgoing Mail Server Information

SMTP Server Address: [10.18.57.134 |

SMTP Server Port: 25 > Use an S5L encrypted connection

SMTP Server requires authentication

Test Email Settings

Help < Back Einish Cancel

When you have configured the settings, click Next to continue.

For more information about the alert notification settings, see Managing the alert notification
settings.
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Configuring the Grooming settings

If you choose, Metalogix Backup for SharePoint can groom older alerts and backup sets
automatically to conserve storage space. When it grooms data, Metalogix Backup for SharePoint
automatically removes the old data from the backup location or the alert log. You can use the
Grooming tab in the Configuration wizard to set up the grooming options.

Grooming window for Installation Type = Complete

Configuration Wizarc x

?OT Grooming

Configure backup set and alert grooming settings.

Welcome Backup Set Grooming
Installation Type () Delete backup sets based on count: Retain the last 7 backup set(s)
Central Administration () Delete backup sets based on age: Retain the last 80 = days of backup set{s)
WFE Servers | Check for expired backup sets every day at | 05:00 AM S
Database Servers local time on the Management Service computer

Backup Storage Retainlast | 10/~ log files

Alerts

Alert Notifications Alert Grooming

Grooming Do not groomalerts
® Groom alerts olderthan (30 |5 days.
Help < Back Einish Cancel
Grooming window for Installation Type = Granular
Configuration Wizard x

TOT Grooming

Configure backup set and alert grooming settings.

Welcome Backup Set Grooming
Installation Type () Delete backup sets based on count: Retain the last 7 backup set(s)
Farm Connection () Delete backup sets based on age: Retain the last 80 = days of backup set{s)
Backup Storage | Check for expired backup sets every day at | 05:00 AM
Aletts local time on the Management Service computer

Alert Notifiations Retainlast | 1017 log files
Grooming
Alert Grooming

Do not groom alerts

® Groomaletsolderthan 30 12| days.

Help < Back Einish Cancel

After you set the options, you can click Next to continue.

For more information about the backup set grooming options, see Learning about data grooming.

For more information about the alert grooming options, see Configuring alert grooming.
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Completing the Configuration Wizard

The Completed tab displays the result of your installation choice.

Grooming window for Installation Type = Complete

Configuration Wizard

x
T T Completed
o]
Welcome
) You have successfully completed the Configuration Wizard.
Installation Type .
What would you like to do next?
Central Administration
'WFE Servers
Database Servers g Schedule a Farm Backup
Backup Storage Schedule full and differential recurring backups of farm components.
Alers o
L E: —] Mount and Link Content Database
Alert Notifications ——1 Mount or link a content database from different source types.
Grooming
Completed @ Continue to Management Console
({ }4 Begin using the Management Conscle to manage your SharePoint backups.
Help < Back Next = Cancel
Grooming window for Installation Type = Granular
Configuration Wizard *
T T Completed
Q
Welcome
You have successfully completed the Configuration Wizard.
Installation Type .
What would you like to do next?
Farm Connection
Backup Storage
Alers E;B Mount and Link Content Database
Alert Notifictions ——1 Mount or link a content database from different source types.
Grooming
@ Continue to Management Console
Completed \’{ }q Begin using the Management Console to manage your SharePoint backups.
Help < Back Next = Cancel

Click Finish to complete setting up your farm.
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If you successfully added a farm with the Complete option then the Backup/Restore and the
Granular options in the Management Console workspace selector are enabled.

) Metalogix Backup for SharePoint Management Consale -lal=

Ferm | Overview & Backup  Restore  ScheduledBackups  Alers  OperationQueue  Help

G P BF ,M\ﬂ >< .:;Q L—‘ @) successtul [¥1(Q) Canceled | 7] & Backup

¥ (D Waming [ @) Running | [¥] &% Restore

Details. Group Refresh | Restore Rerun Cancel Delete Import ate
Operations Backup Operation Operation  Backupsets | Range ™ | ¥ () Failec 7 @ Queued
View Action Filter ~
Farm Backup/Restore ) SharePoint 2019 AIO (SharePoint 2019 Farms)

4 [P SharePoint 2018 Farms

4 [ sharepoint 2019 AT0

All Servers
i@ A-sP13-G-A10

Metalogix Backup for SharePoint provides full-farm backup and restare protection for Micrasoft SharePaint It provides with a complete set of tools to schedule and manage backups, monitor operatons, broadeast notfi
with seff-service granular restore capabilities.

Learn sbout M

Activity for the last 7 days Defauit Backup Location: L view all
:
+*; Backups. .5 Restores Ll Alerts status: (D)oK 48 AP a0
) Successiuk 0 ) Successfuk 0 () Success: 0 Total diskspace:  119.46GB 4 [ configuration Database
(D) Wamning: 0 () Waming: 0 (1) Warning: 0 i space: . {3l SharePoint_Config
() Failed: 0 () Failed: 0 (¥) Criticak [ Free space: 651268 A ContentDatabases
() Canceled: 0 () Canceled: 0 [ 4-sP13-G-210
Scheduled: 0 [ sharePaint_adminContent_04e3ect
(3 wss_content
[ WSS_Content_14506
‘Common Tasks
A Backup Schedule a Backup Restore
(5 Back up farm components Schedue full and differential recurring backups of ferm components Restore farm components
Today's Alerts.
E} Farm Backup/Restore
|’$é Granular Restore Ho slerts to display.
T : T Configuration v
<] < >
) Connected as D rvice an a-sp19-g-
If you successfully added a farm with the Granular option, only the Granular restore operations
B Metalogix Backup for SharePoint Management Console -a] =
Farm | Overiew | ImportsndMount  Restore  Alerts  OperstionQueue  Help
G FSﬂ >< () s (o V] @ successiul [¥1@) Canceled | 7] o5 Backup [¥] o Link V] o Linked COB [¥] i1 MT Full Fam
¢ o 7 (@ Waming 1@ Running | ] 3 Restore ¥ ® Unmount | ¥ ) BAKFile 7] @ 5P Full Farm
Detalc  Group  Refresh | Restore Cancel  Delete  Downlosd Mountandlink Unmount |  Date
Operations Operation  Operation  Document  Content DataBase Range ~ | ¥ ® Failed /1 @ Queued | (] B Mount 7] B3 MDFALDF File
View Actien Fiter ~
Granular Restore D SharePoint2019-Farm (SharePoint 2019 Farms)

4 [P Sharepoint 2018 Farms

4 [Il)_sharepoint2019-Farm

MountedDatabases

with a complete set of tools to schedule and manage backups, monitor operations, broadcast notifi

Metalogix Backup for SharePint provides full-farm backup and restore protection for Mirosoft SharePaint It provides
with seff-service granuar restore capabilties

Learn sbout M

Activity for the last 7 days Default Backup Location: tLocation view ol
N N +[ID) SharePoint2010-Fom
+; Backups, Mounts & Links %, Restores Ll Alerts status: (D)oK 48 Asriscan0
() Successful: 0 () Successfuk 0 () Success: 0 Total disk space: 1194668 4 [§ ContentDatabases
(D) warning: o (D) Warning: 0 (D) Warmng: 0 epace: eaics [ Arspisc-ai0
() Failed: 0 () Failed: 0 () Criticak [ () sharePoint_AdminContent_S04e3ect
Free space: 63,2568 E
() Canceled: 0 () Canceled: 0 (@ wss_content
(3 wss_Content_14506
[l WS_Content_Sb1f3cd7277945¢108
[ WSS_Content_6443b15e3c564577b63
Common Tasks
\> Import, Mount & Link 5 Restore
(=) tmport badkups set and mount/ink content databases. (59 Scarch for and restore site collectons, sites, lits, folders and fils

Today's Alerts

|@é Granular Restore No alerts to display.

T : T Configuration
[¢] < >

() Connected as D rvice an a-5p19-g-
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Managing farms

Use Metalogix Backup for SharePoint to back up your SharePoint 2010, 2013, 2016 and 2019 farms
and objects in your SharePoint 2010, 2013, 2016 and 2019 farms.

The Management Console can connect to and back up multiple SharePoint farms. The farms can
be a mixture of SharePoint 2010, 2013, 2016 and 2019 farms. You must add any farm that you want
to back up to the Management Console. You can also remove farms that are no longer needed.

See the following topics for more information:

e Monitoring multiple farms

e Adding afarm

e Editingafarm

e Removing a farm

Adding a farm

You can add any SharePoint farm to the Management Console. You must add a farm to back up the
farm or the SharePoint objects that it contains. When a farm is added, the farm is registered in
the Repository database.

When you add a farm, you supply credentials to connect to the Management Service for the farm.
If the farm has one or more installed Backup Service instances, you also connect to the Backup
Service. If the farm does not have an installed Backup Service, you can use the Configuration
wizard to install one or more Backup Service instances. For more information about using the
Configuration wizard, see Discovering SharePoint Servers and defining preferences.

Steps to add a farm

1. From the Management Console toolbar click Farm > Add Farm. The Configuration Wizard

opens.
= vetalogix Backup for SharePoint Management Conscle i =
Farm Cwerview Backup Restore Scheduled Backups Alerts Cperation Queue Help
)
{ )
Add | Edit Remove Refresh Connect Import Deploy
Farm | Farm Farm Farm Management Service  Repository 55R

Farm Cptions General ~

or select the root node from the SharePoint farms pane. Then right-click and select Add Farm
from the context menu.

Metalogix Backup for SharePoint User Guide

Configuring Metalogix Backup for SharePoint



(#) Add Farm

Edit Farm

>}  Remove Farm

O Refresh Topology

2. Click Next. Select the Installation Type.

Configuration Wizard

E? Installation Type

Welcome

Installation Type Select the installation type:
Central Administration
® Complete. Allows the user to perform different operations such as backups,
schedule backups, mount databases and restore content in granular form,

Granular. It allows the user to perform different mount databases operations
and restore contentin granular form. No need to be installed on all servers
of your farm only on the web frontend of your choice.

Help < Back Finish Cancel

3. Click Next. If you selected the Complete option, the Central Administration window appears.

Configuration Wizard

ﬁ Central Administration

Specify the location of the SharePoint Central Administration Web site.

Welcome
Farm Name: Default farm name

Central Administration URL: | http://<servers:<ports

Installation Type

Central Administration

WFE Servers Specify an account that has administrator privileges on the Central Administration computer.
Database Servers User Name: Domain\User
Password:

Specify the management service that is going to handle this fam.
Management Service: a-sp19-g-aio ~

The account must be a member of the Farm Administrators group in SharePoint.You can use SharePoint
Central Administration to grant this right.

The account must have database owner (db_owner) rights to the farm configuration
database and to the SharePoint Central Administration content database. You can
grant these rights in the 3QL Server management console. In addition, the Metalogix
Backup for SharePoint Service creates a SharePoint timer job that grants these rights
to every SharePoint database in the farm.

The account must be a member of the Local Administrators group on every server that is part of the
SharePoint 2010 or later.

Help < Back Finish Cancel

a. Inthe Central Administration page of the Configuration wizard, give your farm a name.
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b. Enterthe URL of the Central Administration site for the SharePoint farm in the Central
Administration URL field.

c. Type the name and password of the account that Metalogix Backup for SharePoint should
use to connect to the Management Service for the farm in the User Name and Password
fields.

d. Select the Management Service that will manage the farm that will be added. Click Next.

e. Inthe Web application user policy modification required window, click OK.

Web application user policy medification required *x

Metalogix Backup for SharePoint creates and
maintains a user security policy on each content Web
application in the farm. These user policies grant Full
Control rights 1o the backup service account for their
associated \Web applications. Without these policies,
the backup service cannot properly back up and
restore Web application data.

Press OK to continue with the backup service agent
installation process or CANCEL to abort the farm
discovery process

@ Copy oK

Click Next. The WFE Servers window appears. Choose the web front-end server(s) where you
would like to install the Backup Service.

Configuration Wizard *x

S WFE Servers
_,'\ Choose SharePoint web front-end servers whereyou want to install the Backup Service.

i A-SP-19G-AIO
Welcome

Installation Type
Central Administration

WFE Servers

Help < Back Finish Cancel
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5. Click Next. In the Database Servers window, choose the database server(s) where you would
like to install the Backup Service.

Configuration Wizard

EQ Database Servers
<

Choose SharePoint database servers where you want to install the Backup Service.

i A-SP-13-G-AIO
Welcome

Installation Type
Central Administration

WFE Servers

...Database Servers ¢

Help < Back Finish Cancel

NOTE: This step may not be required if the SharePoint server is also functioning as the
web front-end server, or the WFE and SQL servers.

Click Next. On the Backup Storage page, set up your Backup Service preferences. Refer to
'Specifying Backup Storage Locations" for more information. Click Next.

Configuration Wizard

Es Backup Storage Locations
<

Specify locations where backup sets will be stored.

Welcome
Installation Type MName Location Default?
BackupSetMetaloge \\&-5P19-G-AI0\Backup SetMetalogr v
Central Administration @ atkup=stietalog “ \Backupsetretalog
WFE Servers
Database Servers
.Backup Storage
Add.. Edit... Remove Set as default

Help < Back Finish Cancel
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Configuration Wizard

7. Onthe Alerts page, configure your Alert generation settings. Click Next.

Sh

Alerts

Configure alert generation settings.

[=]

— Alerts
Welcome

Select which alerts you would like generated:
Installation Type

— Operation Status Alerts
Central Administration

.|*:hBackuprDuntOperatiuns

WFE Servers
Database Servers ®Fai|ed D@Successful
Backup Storage @W’arning [l @Canceled
Alerts +yRestore Operations
®Fai|ed D@Successful
[] (D) warming [] (7 canceled
:u‘;}qGranular Restore Operations
®Fai|ed D@Successful
(D) waming [] (7 canceled

— General Alerts

|| Warning alert when disk free space drops below GB.
["] Error alert when disk free space drops below GE.

| Help

|| < Back || et = || Finish

| | Cancel |

Configuration Wizard

On the Alert Notifications page, configure your Alert Notifications. Click Next.

Sh

Alert Notifications

Configurealert notification settings.

[x]

— Alert Notifications
Welcome

Installation Type

Send alerts as email.
Central Administration

Enable Windows notifications.
WFE Servers

— Email Information
Database Servers

‘Write alerts to the Application event log on the Management Service computer.

Sender Name:

|spsadm\n@dnma.mm
Backup Storage

Reply-toAddress:

| spsadmin@doma. com
Alerts

Recipient(s):

Alert Notifications

spsadmin@doma. com
(separated bysemicolons)

MessageFooter: Information about MB4SP

— Outgoing Mail Server Information

SMTP Server Address:

[10.18.37.134

SMTP Server Port:

|:| SMTP Server requires authentication

Test Email Settings

|:| Use an 55L encrypted connection

Help

|| < Back || Mext > ||

Finish | | Cancel
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9. Onthe Grooming page, configure the Backup set and Alert grooming settings. Click Next.

Configuration Wizard X
ToT Grooming
Configure backup set and alert grooming settings.
welcome Backup Set Grooming
Installation Type (0) Delete backup sets based on count: Retain the last backup set(s)
Central Administration () Delete backup sets based on age: Retain the last days of backup set{s)
WFE Servers | Check forexpired backup sets every day at | 05:00 AM
Database Servers local time on the Management Service computer
Backup Storage Retain last 101 log files
Alers
Alert Notifications Alert Grooming
Grooming Do not groom alerts
® Groom alerts olderthan |30 z days.
Help < Back Finish Cancel
10. Click Next. The Completed window appears.
fizard X

Completed

Welcome
Installation Troe You have successfully completed the Configuration Wizard.
" What would you like to do next?

Central Administration
WFE Servers

Database Servers @ﬂ Schedule a Farm Backup
Backup Storage Schedule full and differential recurring backups of farm components.

Alerts
. o E: —] Mount and Link Content Database
Alert Notifications ——1 Mountor link a content database from different source types.
Grooming
Completed J\‘ Continue to Management Console

-.'1 }:1 Begin using the Management Console to manage your SharePoint backups.

Help < Back Mext > Cancel

11. Click Finish to complete setting up your farm.

If you successfully added a farm with the Complete option the Backup/Restore and the Granular
operations are enabled.
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H Metalogix Backup for SharePoint Management Consale -lal=

Ferm | Overview & Backup  Restore  ScheduledBackups  Alers  OperationQueue  Help

™ N <,
S, Al >< 2\ ¥ @ successiul [¥] (@) Canceled | [¥] i Backup
G = & ) [0-

¥ (D Waming [ @) Running | [¥] &% Restore

Details  Group  Refresh | Restore Reun  Cancel  Delete Import te
Operations Backup Operation Operation  Backupsets | Range ™ | ¥ () Failec 7 @ Queued
View Action Filter s
Farm Backup/Restore D SharePoint 2019 AIO (SharePoint 2019 Farms)

4 [P SharePoint 2018 Farms
@ All Servers
i@ A-sP13-G-A10

Metalogix Backup for SharePoint provides full-farm backup and restare protection for Micrasoft SharePaint It provides with a complete set of tools to schedule and manage backups, monitor operatons, broadeast notfi

with seff-service granular restore capabilities.

Learn sbout M

Activity for the last 7 days Defauit Backup Location: L view
+*; Backups. .5 Restores status: (D)oK
) Successiuk 0 () Successfuk: Total diskspace:  119.46GB 4 [ configuration Database
© Warning: o © Waming: Used space: 56.3468 (@l sharepoint_Config
() Failed: 0 () Failed: Free space: e 4 (@ ContentDatabases
() Canceled: 0 () Canceled: [ 4-sP13-G-210
Scheduled: 0 [ sharePaint_adminContent_04e3ect
(3 wss_content
[ WSS_Content_14506
‘Common Tasks
A Backup chedule a Backup 5, Restore
(5 Back up farm components cheduie full and differential recurring backups of farm companents (-9 Restore farm components
Today's Alerts.
E} Farm Backup/Restore
|’$é Granular Restore Ho slerts to display.
T : T Configuration v
o < >
) Connected as D rvice an a-sp19-g-
If you successfully added a farm with the Granular option, only the Granular restore operations
i Metalogix Backup for SharePoint Mansgement Consol= -a] =
Fam | Oveiew | ImportandMount  Restore  Aleis  OperstionQueus  Help
E! G FS;G >< () s V] @ successiul [¥1@) Canceled | 7] o5 Backup [¥] o Link V] o Linked COB [¥] i1 MT Full Fam
Q ¢ o 7 (@ Waming 1@ Running | ] 3 Restore ¥ ® Unmount | ¥ ) BAKFile 7] @ 5P Full Farm
Detsils  Group  Refresh | Restore  Cancel  Delete  Downlosd  Mountandlink  Unmount | Date
Operations Operation  Operation  Document  Content DataBase Range ~ | ¥ ® Failed /1 @ Queued | (] B Mount 7] B3 MDFALDF File
View Action Filter ~
Granular Restore I SharePoint2019-Farm (SharePoint 2019 Farms)

4 [P Sharepoint 2018 Farms

[l sharepointz019-Farm

(@ MountedDatabases

Metalogix Backup for SharePoint provides full-farm backup and restare protection for Micrasoft SharePaint It provides with a complete set of tools to schedule and manage backups, monitor operatons, broadeast notfi

with seff-service granuar restore capabilties
Learn about M«

Activity for the last 7 days Default Backup Location: tLocation View |

«#; Backups, Mounts & Links .7, Restores

Status: () Ok

() Successful: 0 () Successfuk 0 () Success: 0 Total disk space: 1194668 4 [§ ContentDatabases
(O waming: 0 (D) Warning: o (D Waming: 0 epace: oo @ Asis.6a10
() Failed: 0 () Failed: 0 () Criticak [ () sharePoint_AdminContent_S04e3ect
Free space: 63,2568 E
() Canceled: 0 () Canceled: 0 (@ wss_content
(3 wss_Content_14506
[l WS_Content_Sb1f3cd7277945¢108
[ WSS_Content_6443b15e3c564577b63
Common Tasks
\> Import, Mount & Link 5 Restore
(=) tmport badkups set and mount/ink content databases. (59 Scarch for and restore site collectons, sites, lits, folders and fils

Today's Alerts

|@é Granular Restore No alerts to display.

T : T Configuration
[¢] < >

() Connected as D rvice an a-5p19-g-

Editing a farm

You can make changes to any SharePoint farm that you have added to the Management Console.
You can change the name of the farm, the computer that hosts the Management Service, or the
credentials that you use to connect to the farm.
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Steps to edit a farm

Option 1: From the Management Console toolbar click Farm > Edit Farm.

Farm Cverview Backup Restore Scheduled Backups Alerts Operation Queue Help
IO C B & X
Add | Edit |Remove Refresh Connect Import Deploy
Farm | Farm Farm Farm Management Service  Repository  S5R

Farm Cpticns General

Option 2: or select the root node from the SharePoint farms pane. Then right-click and select Edit

Farm from the context menu.

(+) AddFarm
Edit Farm

i) Remowe Farm

O Refresh Topology

The Configuration Wizard opens. Complete the Configuration Wizard to edit the farm settings

and click Finish to complete editing your farm.

Removing a farm

You can delete any unused SharePoint farm from the Management Console. You cannot back up

from or restore to a farm after you remove it.

Steps to remove a farm

Option 1: From the Management Console toolbar click Farm > Remove Farm.

Farm Cverview Backup Restore Scheduled Backups Alerts Operation Queue Help
OLIC] B & X
Add  Edit |Remove | Refresh Connect Import Deploy
Farm  Farm Farm Farm Management Service  Repository S5R
Farm Cpticns General

In the Warning window, click Yes to remove the farm.

Option 2: From the SharePoint Farms pane, right-click and select Refresh Topology from the
context menu.

.’:“. Add Farm

Edit Farm

Remove Farm

__\){_
O Refresh Topology
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Monitoring farms

You can use the Management Console to monitor multiple farms. Every farm that is monitored
must have a Management Service, and the farms must be in the same domain or must be in a
trusted domain.

1| TPt your disaster recovery planning includes farm backups of SharePoint 2010, 2013, 2016
or 2019 farms, every Web front end (WFE) and every database server in the farm must have
the Backup Service installed.

Farms that are added to the Management Console are displayed in the Farm Backup/Restore
pane. However, SharePoint Farms may be added or removed by SharePoint administrators
without the knowledge of the Management Console, or connection problems between the
server that hosts the Management Console and a SharePoint Farm server may impact backup or
restore operations with the farm.

You should refresh the Farm Backup/Restore pane often using Refresh Topology, to ensure that
Management Console can monitor the farms.

Steps to refresh the farms

Option 1:From the Management Console, click File > Refresh Topology.

Farm Overview Backup Restore Scheduled Backups Alerts Operaticn Queue Help

DL OC| B & X

Add Edit Remove | Refresh Connect Import Deploy
Farm  Farm Farm Farm Management Service  Repository  S5R

Farm Options General

Option 2: From the SharePoint Farms pane, right-click and select Refresh Topology from the
context menu.

(+) Add Farm
Edit Farm
=)  Remove Farm

Refresh Topelogy

How does Refresh Topology help monitor farms?

When you click Refresh Topology from the menu or the toolbar, the Management Console
verifies the status of each farm that was added or removed. The examples described below will
better explain how Refresh Topology helps monitor farms.

Example 1

In this example, a SharePoint farm A-SP19-A-WFE1 was added to the Management Console, but
does not appear in the Farm Backup/Restore pane.
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Farm Backup/Restore
4 E} SharePoint 2019 Farms
4 [ sharePaint 2019 AID |
@ All servers
i A-5P19-G-AID

After clicking Refresh Topology from the menu or the toolbar, if the Management Console can
successfully re-establish a connection with the related Management Service, the SharePoint farm
A-SP19-A-WFE1 appears in the Farm Backup/Restore pane.

Farm Backup/Restore
4 E} SharePoint 2019 Farms
4 D sharepoint 2013 AID
@ all servers
i A-5P19-G-AID
i@ A-5P19-A-WFE1

Example 2

In this example, a SharePoint farm A-SP19-A-WFE1 presents a connectivity problem.

Farm Backup/Restore

F E} SharePoint 2019 Farms
4 P sharepoint 2013 10

@ Al Servers | Unable to connect to the backup service. ]
@ A-SP19-G-A'y

M A-SP19-A-WFE1

After clicking Refresh Topology from the menu or the toolbar, if the the Management Console
can successfully re-establish the connection, then the SharePoint farm A-SP19-A-WFE1 is
restored to normalcy in the Farm Backup/Restore pane.

Farm Backup/Restore
P E} SharePoint 2019 Farms
4 D sharepoint 2013 AID
@ All servers
i A-5P19-G-AID
i@ A-5P19-A-WFE1

Example 3

In this example, the SharePoint farm ALIASINSTANCE has been removed.
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Farm Backup/Restore

4 E} SharePoint 2019 Farms
4 D sharepoint 2013 AID
@ All servers
i A-5P19-G-AID
B ALTASINSTANCE
i@ A-sP13-a-wFE1|

Even thought the farm is removed, the farm details may persist in the Metalogix Backup for
SharePoint Repository as shown below.

FROM [Metaleogix BackupRepository].[dbe].[live_serwver]

100% - <
T Resuts L_:g Messages
name server_id farm_id status  role
1 B441F226-8F97-45A2-5252-03050E3F214E DCOBS2D1-CFES-4110-83C5-234318412824 D 0
2 A-SP16-A-AFP1 EESSE7E3-E45B-4883-B3E0-2D0FAAB4ACES  DCOBS2D1-CFES-4110-83C5-234318412B2A 0 2

& ALIASINSTANCE  18B7E871A-3BDA-47A2-9AFE-B3VAIBCTE4FS  DCOBS2D1-CFES-4110-83C5-234318412B24 O 0

After clicking Refresh Topology from the menu or the toolbar, the farm information is deleted
from the Metalogix Backup for SharePoint Repository.

FROM [Metalogix BackupRepository].[dbo].[live_server]

100% - <
[ Resutts |__f=§ Mezsages

name server_id farm_id status  role
1 B441F226-8F97-45A2-9252-03090E3F214E DCOBS2D1-CFES-4110-83C5-234318412B24 D 0
2 A-SP16-A-APP1  EESSE783-E49B-4883-B3E0-2D0FAAB4ACES  DCOBS2D1-CFES-4110-83C5-234318412B24 D 2

Managing the Backup Service

The Backup Service performs backup and restore operations when directed to do so by the

Management Service. The following sections describe tasks you may need to manage a Backup
Service:

e Installing the Backup Service manually

e Starting the Backup Service

e Stopping the Backup Service
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Starting the Backup Service

The Start Backup Service action lets you start a stopped Backup Service on the selected Web front
end (WFE) server or database server. The Backup Service must already be installed on the server.

How do | start a Backup Service?

You use the Start Backup Service action to start a stopped Backup Service.

To start a stopped Backup Service

1. From the Management Console workspace selector click Configuration.

E:} Farm Backup /Restore

“ﬂij;l Granular Restore
TOT Configuration
2. Inthe Configuration pane click the server where you want to start the Backup Service.

3. Inthe ribbon of the Configuration tab click Start Backup Service.

EH Metalogix Backup for SharePoint Management Consale -|a| =
Configuration Fault Tolerance
3 el -
C @ |\ @8 &8 xXr 0 & 8O
Refresh | Install Backup | Start Backup | Stop Backup Deploy | Backup Management Management Manage
Service Service Service SSR Service Cansole Service License
View Action Preferences ~
Configuration @ A-SP19-G-AlO (SharePoint 2019 AlO)
+ B Sorepit 201 P .
4 D sharepoint 2018 ATO STUED
Service ~ Status -
= Server : A-SP19-G-AIO (37 items)
Access Database Service 2010 Online
Becess Services Online
App Management Service Online
Application Discovery and Load Balancer Service Online
Business Data Connectivity Service Online
Central Administration Online
Claims to Windows Token Service Disabled
Distributed Cache Online
Document Conversions Launcher Service Disabled
Document Conversions Load Balancer Service Disabled
Lotus Notes Connector Disabled
Machine Translation Service Online
Managed Metadsta Web Service Online
4 Metalogix Backup for SharePoint Management Service Online
4 Metalogix Backup for SharePoint Repository Online
bt @ Metalogix Backup for SharePoint Service Stopped |
,,,,,,,,, Microsoft SharePaint Foundation Administration Online
Micresoft SharePoint Foundation Database Online
H> Farm Backup/Restore Microsoft SharePoint Foundation Incoming E-Mail Online
R Microsoft SharePoint Foundation Sandboxed Code Service Disabled
g, Granular Restore Microsoft ShareFoint Foundation Subscription Settings Service Disabled
_‘w Microsoft SharePoint Foundation Timer Online
T T Configuration Microsoft SharePoint Foundation VSS Wwiriter Online
o Minrannf CharaOnint Crumdnfinn alah Anlinafinn Onlinn e
() Connected as DOMA\spsadmin to Management Service on a-sp1%-g-aie

4. Inthe Start Backup Service window, enter the user name and password to use to start the
service and click Start.
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Start Backup Service x

éd Specdify an account with permission to start services on the
server.

Server: A-5P19-G-AIO
User name: | domalspsadmin

Password:

Start Cancel

5. Inthe confirmation window, click OK.

6. Inthe ribbon of the Configuration tab click Refresh to verify the status of the Backup Service.

What permissions does the account that you use to
start the Backup Service require?

The account that you specify when you start the Backup Service needs the following permissions:
e Must be a member of the SharePoint farm administrators group.

e Must be alocal administrator on the computer that hosts the Backup Service.

Stopping the Backup Service

The Stop Backup Service action lets you stop a running Backup Service on the selected Web front
end (WFE) server or database server.

How do | stop a Backup Service?

You use the Stop Backup Service action to stop a Backup Service.

To stop a Backup Service
1. From the Management Console workspace selector click Configuration.

E} Farm Backup/Restore

ey
&
% . Granular Restore
in

T T Configuration
(o}
2. Inthe Configuration pane, click the server where you want to stop the Backup Service.

3. Inthe ribbon of the Configuration tab click Stop Backup Service.
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EH Metalogix Backup for SharePoint Management Console - %
Configuration Fault Tolerance
glAlXxe O & p
Cla & 4 K o
Refresh | Install Backup Start Backup | Stop Backup | Depley | Backup Management Management Manage
Service Service Service SSR Service Console Service License
View Actio Preferences ~
Configuration 4 A-SP19-G-AlO (SharePoint 2019 AIQ)
+ BB Shrepane 20 P .
4 D sharePoint 2019 210 Services
Service = Status -
- Server : A-SP13-G-AlO (37 items)
Access Database Service 2010 Online
Access Services Online
App Management Service Online
Application Discovery and Load Balancer Service Online
Business Data Connectivity Service Online
Central Administration Online
Claims to Windows Token Service Disabled
Distributed Cache Online
Document Conversions Launcher Service Disabled
Deocument Conversions Load Balancer Service Disabled
Lotus Notes Connector Disabled
Machine Translation Service Online
Managed Metadata \Web Service Online
4 Metalogix Backup for SharePoint Management Service Online
@ Metalogix Backup for SharePoint Repository Online
L@ Metalogix Backup for SharePaint Service Online ]
,,,,,,,,, Microsoft SharePoint Foundation Administration Online
Microscft SharePoint Foundation Database Online
E:’ Farm Backup/Restore Microsoft SharePoint Foundstion Incoming E-Mail Online
Py Microsaft SharePoint Foundation Sandboxed Code Service Disabled
-@g:'pg Granular Restore Microscoft SharePoint Foundation Subscription Settings Service Disabled
- Microsoft SharePoint Foundation Timer Online
T T Configuration Microsoft SharePoint Foundation YSS \Writer Online
o Whimen mft ChmrmDimimt B Ambime nfmk i mmbine Antinn hd
@ Connected as DOMA\spsadmin to Management Service on a-sp19-g-aio

4. Inthe Stop Backup Service window, enter the user name and password to use to stop the
service and click Stop.

Stop Backup Service X

aﬁ Spedify an account with permission to stop services on the
server.

Server: A-SP19-G-AIO
User name: | domalspsadmin

Password:

Stop Cancel

5. Inthe confirmation window click OK.

6. Inthe ribbon of the Configuration tab click Refresh to verify the status of the Backup Service.

What permissions does the account that you use to
stop the Backup Service require?

The account that you specify when you stop the Backup Service needs the following permissions:
e Must be a member of the Share Point farm administrators group.

e Must be alocal administrator on the computer that hosts the Backup Service.
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Configuring fault tolerance

When you add a farm to the Management Console, you install the Backup Service on the
SharePoint servers that make up your SharePoint farm. You can also install the Backup Service on
SharePoint servers manually. For more information about installing the Backup Service, see
Installing the Backup Service manually.

If the Management Service is unable to contact the primary Backup Service when it performs a
backup or restore operation, it can assign the job to a secondary Backup Service installed on a
Web front end (WFE) in the same farm.

When the Management Service assigns a job to a Backup Service, it checks Backup Service
availability in the same order used for fault tolerance. If the first Backup Service in the fault
tolerance list is busy, the Management Service tries the next, and so on until it locates an
available Backup Service.

If all of the Backup Service instances are busy, the Management Service waits for the first
available Backup Service. For more information about load balancing, see Understanding load
balancing.

i ’ TIP: Farm backups are always processed by the Backup Service installed on the server.

How can | select the failover order for the Backup
Service instances installed on a single SharePoint
farm?

You use the Configuration pane in the Management Console to control the failover order for the
Backup Service instances installed on the WFEs in a single SharePoint farm.

To change the failover order for a farm
1. From the Management Console workspace selector click Configuration.
2. Inthe Configuration pane, do one of the following:
o Click the name of the farm whose fault tolerance settings you want to change.
o Click the name of aserverin the farm whose fault tolerance settings you want to change.

o Click the SharePoint version you want to use, and then click the name of the farm whose
fault tolerance settings you want to change.
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3. Inthe right pane, in the ribbon, click Fault Tolerance.

EE Metalogix Backup for SharePoint Management Console - (8| x
Configuration Fault Tolerance
o Ay 1
| S — | (
Cléd 80V
Refresh | Install Backup Setas  Mowve Move
Service Primary Up Down
View Action ES
Configuration i A-5P19-G-AlO (SharePoint 2019 AlIQ)

4 E) SharePoint 2019 Farms
4 [P shareroint 2013 a10 | Backup Services

i A-5P15-G-AI0 Server Name Role

| @ a-spl9-g-aio Primary

4. Inthe Backup Services list, review the failover order for the Backup Service instances if there
are more instances.

5. Click a Backup Service, then click Move Up or Move Down to change the failover order.

6. Click Set as Primary to designate that Backup Service as the primary service for the farm. When
you set a service as primary, it moves to the first place in the list of Backup Service instances.

Managing preferences

You can customize Metalogix Backup for SharePoint to meet the needs of your environment. Use
the Preferences window to perform the following tasks:

e Defining the Backup Service preferences

e Defining the preferences

e Defining the Management Console preferences

e Understanding load balancing

Defining the Backup Service preferences

You can configure the preferences for the Backup Service. You can specify the location on your
network where Metalogix Backup for SharePoint stores backup sets. You can also configure the
service account that the Backup Service uses.

You can back up content from your SharePoint farms to a network location that you specify with a
UNC path. You can also back up content to a Tivoli Storage Manager (TSM) client node. You must
set up a TSMyvirtual server client node before you can back up to a TSM client node. For more
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information about using TSM with Metalogix Backup for SharePoint, see Learning about Tivoli
Storage Manager.

If you make changes to the default backup set storage location, future backup operations use the
new location. Any existing backup sets remain in the original location. When you perform restore
operations, you can access both the existing backup sets in the original location and the new
backup sets. You can specify a location other than the default for each backup set.

When you specify the timeout value, you determine how long a Backup Service should wait for
the Management Service to respond when it tries to connect. When the time that you specify
expires, the Backup Service stops trying to connect and logs an error. You specify the timeout in
seconds.

The Management Service uses the port that you specify to communicate with each Backup
Service that you install. You should make sure that the firewall settings on your network allow
the Management Service to reach every Backup Service that you install.

The Backup Service normally logs its actions. You can control the level of detail that the Backup
Service usesin logging. When you enable debug logging, the Backup Service creates debug logs in
addition to regular logging. The additional detail in these logs can assist Metalogix Technical
Support. If a problem occurs, you can use the Management Console to send the Backup Service
log files to Metalogix Technical Support. For information about Metalogix Technical Support,
please visit https://support.quest.com.

How do | configure the Backup Service preferences?

You use the Management Console to configure the Backup Service preferences.

To view the Backup Service preferences:
1. From the Management Console workspace selector click Configuration.
2. Select the farm for which you want to set the Backup Service preferences.

3. From the Configuration tab, click Backup Service.
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4. Inthe Backup Service Preferences window, review and set your preferences.

Backup Service Preferences on a-sp19-g-aio X
A
GRG0 e Backup Locations
Management Service Specify locations where backup sets will be stored.
Management Consale Name Location Default?
D Backupset WA-5P19-G-AI0\backupSet "4
Add... Edit... Remove Set as default
Deployment
Default service account for deploying new backup services:
|d0ma\,spsadmin
Granular Backup Threads
Mumber of threads to usewhen performing granular backups:
3 How many threads are right for me?
Timeouts
Timeout value that backup services will use when connecting to the management service:
300 - seconds
Ports
Backup service port:
7485 =
Debug Logging
Enable debug logging
v
Help oK Cancel

5. Click OK to close the window.

To add a new backup location:

1. Inthe Backup Service Preferences window, click Add. The Add Backup Set Location window
opens.

2. Enter the name for the backup set location.

3. Select from one of following options for the backup set location type and configure the
specifications:

a. Network Location (UNC Path)
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Add Backup Set Location

| 4=  Enter the name you would like to use for the backup set location:
BackupSet

Select the type of backup set location:
Network Location (UMC Path)

UNC

Enter the UNC path of the network location (Example: \\nyserver\sharename):
|w=-sp 19-G-AIQ\BackupSet

Set as the default backup set location

Save Cancel

In the UNC field, type the UNC path of the location in the Enter the UNC path of the
network location field.

b. Tivoli Storage Manager (TSM) virtual client node

Add Backup Set Location

nter the name you would |i use for the backup set location:
Enter th Id like to for the backup set locati
BackupSet

Select the type of backup set location:
Tivoli Storage Manager (TSM)

TSM

Enter the name of the TSM target dient node:
|T‘SMBa|:kupSet

Enter the name of the administrator of the TSM target dient node:
|spsadmin

Enter the passward of the administrator of the TSM target dient node:

| Note:

The TSM target dient node is a virtual dient node that will be used by all

backup services in the farm. Ensure that the specified dient node is registered
in your TSM environment.

Set as the default backup set location

Save Cancel

Enter the node name, administrator user name and password as required.
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c. Azure

Add Backup Set Location

|:* Enter the name you would like to use for the backup set location:

|Eackup5et

Select the type of backup set location:

| Azure

- Azure

Enter the Host of the Azure Server:

Account Mame:

Key:

Container:

Timeout: | Max Refries:

Retry Palicy:

|None

Set as the default backup set location

Save | |

d. Amazon

Add Backup Set Location

|:* Enter the name you would like to use for the backup set location:

| ServerXYZ backup data share

Select the type of backup set location:

|Amazon

-Amazon

Enter the Host of the Amazon Server:

Port:

Acrcess Key:

Secret Key:

Proxy:

Bucket:

["] Enable s5L

Set as the default backup set location

Save | |

Cancel
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The Access Key and Secret Key are tokens that are used to sign and secure programmatic
access to Amazon Web Services (AWS) when you create an account with AWS.

e. Hitachi Content Platform (HCP)

Add Backup Set Location X

| - Enter the name you would like to use for the backup set location:
HCP

Select the type of backup set location:
HCP

HCP
Enter the HCP Server:

|ht|q:s:fftenZS.hcpdemoS.gssd.hds.com |

User Mame:
|Admin 123

Password:

Proxy:

Mamespace:

|Demcn:0rp |

¥| Enable S5L

Set as the default backup set location

Save Cancel

If users access a namespace browser for local authentication with the User Name and
Password, you must specify a Namespace. The namespace is accessed by RESTful APl with
an authentication token that is calculated as follows:

base64 (username) :mdb5 (password)

HTTPS is required to protect the token from packet sniffing attacks.

2. Tosetthe new location as the default location, select the Set the default backup set location
check box.

3. Click OK.

i | NOTE: Managed locations with the same path or URI are not allowed.
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To delete a backup location:

1. Inthe Backup Service Preferences window, click the backup location that you want to remove.
Click Remove.

2. Metalogix Backup for SharePoint prompts you to confirm that you want to remove the backup
location. Click Yes.

Message Dialog x

Are you sure you wish to remove the selected backup
@ locations?

Yes

3. Click OK.

To set a backup location as the default:

1. Inthe Backup Service Preferences window, click the backup location to set as the default.
Click Set as default.

2. Click OK.

To specify a new default service account for any new Backup Service that
you install:

1. Inthe Backup Service Preferences window, in the Deployment area, enter the new default
service account name for the new Backup Service instances.

2. Click OK.

To set the number of threads used when performing Granular Backups:

1. Inthe Backup Service Preferences window, in the Granular Backup Threads area, enter the
number of threads you would like to use when performing Granular Backups. You can type the
number, or use the up and down buttons in the Threads field to select a number.

2. Click OK.

To set the Backup Service timeout value:

1. Inthe Backup Service Preferences window, in the Timeouts area, enter the length of time that
Metalogix Backup for SharePoint should wait for successful communications. You can type the
number of seconds in the field or use the up and down buttons in the seconds field to change
the number of seconds.
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2. Click OK.

To configure the port that the Management Service uses to communicate
with the Backup Service:

1. Inthe Backup Service Preferences window, in the Ports area, enter the port that the
Management Service uses to communicate with the Backup Service. You can type the number
in the field or use the up and down buttons in the threads field to change the number.

2. Click OK.

To configure debug logging:

1. Inthe Backup Service Preferences window, in the Debug logging area, select or clear the
Enable debug logging check box.

2. Click OK.

What permissions does the Backup Service require?

The service account that you specify for the Backup Service must have the following permissions:

e Must be alocal administrator on the SharePoint Web front end (WFE) that hosts the Backup
Service.

o Must be a member of the SharePoint farm administrators group.

e Must have db_owner access to all SharePoint content databases, including the Admin Content
and SharePoint Config databases.

Defining the Management Service preferences

You can configure the preferences for the Management Service including specifying the SQL
Server that Metalogix Backup for SharePoint uses for the repository database. You can also
configure the data grooming options for the farm.

The Management Service uses the repository database to store configuration information and
backup set identification data. You can set the Management Service preferences separately for
each farm that you back up.
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What Management Service preferences can | set?

You can set the following preferences for the Management Service:

Backup Service Preferences on a-sp19-g-aio ®
Backup Service Repository Database Connection
R T FE SOL Server: [ASP19-G-AIO | Select...
Management Consale Database: |Mata\ogix_Ead<upRestibory |

Authentication: ®Windows (SQL Server

User name:

Password:

Verify the setting shown above: Test Connection
Grooming
() Delete backup sets based on count: Retain the last | backup set(s)
() Delete backup sets based on age: Retain the last | days of backup set(s)

+| Check for expired backup sets every day at | 05:00 AM
local time on the Management Service computer

Retain last  log files

Timeout
Timeout value that the Console will use when connecting to the management service:

300 =~ seconds

Help oK Cancel

Repository Database Connection
SQL Server - hosts the Metalogix Backup for SharePoint repository database.

Database - The specific database on the SQL Server that contains the Metalogix Backup for
SharePoint repository database. The default database name is Metalogix_BackupRepository.

Authentication - The type of authentication used for the SQL Server. You can use Windows or SQL
Server authentication. If you use Windows authentication, Metalogix Backup for SharePoint uses
the service account that you set for the Management Service to access the SQL Server. If you use
SQL Server authentication, you must specify a user name and password to use to connect to the

SQL Server. Be sure to test the connection once you have entered the user name and password
details.

Grooming

Lets you control how Metalogix Backup for SharePoint deletes out-of-date backup sets from the
backup location. For more information about data grooming options, see Learning about data
grooming.

1| TP Metalogix Backup for SharePoint can use Tivoli Storage Manager (TSM) to store backup
set content. If you enable data grooming for a backup set that Metalogix Backup for
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SharePoint stores in TSM, Metalogix Backup for SharePoint removes references to the datain
Metalogix Backup for SharePoint. In addition, Metalogix Backup for SharePoint sets the data
objects to inactive in TSM. Metalogix does not automatically delete the data itself. If you
need to delete the data from TSM, you should use the TSM management tools to do so. For
more information about using TSM, see Learning about Tivoli Storage.

Timeout

In the Management Service Preferences window, in the Timeout area, enter the length of time in
seconds that the Metalogix Backup for SharePoint console should wait for successful
communication with the management Service. You can type the number of seconds in the field or
use the up and down buttons in the seconds field to change the number of seconds.

How do | set the Management Service preferences?

You use the Management Console to configure the Management Service preferences.
To set the Management Service preferences

1. From the Management Console workspace selector click Configuration.

2. Select the farm whose Management Service preferences you want to set

3. From the Configuration tab, click Management Service.

4. Inthe Management Service Preferences window, review and set your preferences.

5. If you made changes to the Repository Database Connection settings, click Test Connection to
verify that the new settings work properly.

6. Click OK to close the window and save the changes you made to the Management Service
preferences.

What permissions are required for the SQL Server
connection and the Management Service?

The account that the Management Service uses to access the SQL Server must have specific
privileges granted to it. If you use Windows authentication for the SQL Server, Metalogix Backup
for SharePoint uses the service account that you set for the Management Service to access the
SQL Server. If you use SQL Server authentication, you specify a user name and password to use to
access the server.

The account that you specify must be a member of the db_owner role for the database that you
specify for the Metalogix Backup for SharePoint repository database.

In addition, the service account that you specify for the Management Service must have local
administrator permissions on the computer that hosts the Management Service.
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Defining the Management Console preferences

You can configure the preferences for the Management Console independently for each user on
each computer that hosts the Management Console.

How do | set the Management Console preferences?

You use the Management Console preferences pane in the preferences window to configure the
Management Console preferences. The preferences are specific to each user on each
Management Console host.

To set the Management Console preferences
1. From the Management Console workspace selector click Configuration.
2. From the Configuration tab, click the name of any farm, then click Management Console.

3. Inthe Management Console Preferences window, review and set your preferences.

X

Backup Service Preferences on a-sp

Backup Service Status

. +| Automatically refresh status shown on screen
Management Service

MNumber of seconds between each refresh (5 to 300):

Management Consale 1=

Search Limits

Limit the number of matches returned per backup set:
100 -

Tree View Limits
Limit the number of items to load into tree views at a time:
100 =
Wizards
Hide the Backup Wizard welcome page
Hide the Backup Schedule Wizard welcome page.
Hide the Differential Backup Wizard welcome page.
Hide the Restore Wizard welcome page.
Hide the Mount and Link Wizard welcome page.
Download Options

Download Folder: | C:\Users\spsadmin\Dovnloads Browse...

Help oK Cancel

The preferences that you can set include the following:

a. Automatically refresh status - When selected, the Management Console automatically
refreshes status information at an interval that you specify.
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b. Number of seconds between refreshes - The time that the Management Console waits
before it refreshes status. This option is not available if you disable automatic refresh.

c. Search Limits - When selected and you perform a search in a backup set, the Management
Console only displays the number of matches that you specify.

d. Wizards - Select each check box to hide or to show the Welcome page in the specified
wizard.

e. Download Options - Specify the folder where documents can be downloaded for preview
when you want to inspect documents before a granular restore.

4. Click OK to close the window and save the changes you made to the Management Console
preferences.

Understanding load balancing

When you install Metalogix Backup for SharePoint, you normally install the Backup Service
instances on multiple Web front end (WFE) servers in your SharePoint farm. When your
deploymentincludes multiple Backup Service instances, the Management Service automatically
assigns backup tasks to the next available Backup Service. Using multiple Backup Service
instances helps you balance the load that is assigned to each of the servers in your SharePoint
farm.

When the Management Service assigns a job to a Backup Service, it checks Backup Service
availability in the same order used for fault tolerance. If the first Backup Service in the fault
tolerance list is busy, the Management Service tries the next, and so on, until it locates an
available Backup Service.

If all of the Backup Service instances are busy, the Management Service waits for the first
available Backup Service. You do not need to manage load balancing manually.

For more information about configuring the fault tolerance order, and thus the order that the
Management Service uses to assign jobs to Backup Service instances, see Configuring fault
tolerance.

Managing alerts

Metalogix Backup for SharePoint can generate an alert when a condition that you specify occurs.
When an alert occurs, you can specify that Metalogix Backup for SharePoint does one or more of
the following:

e Send an email to one or more addresses.

o Write the alert to the application event log on the Management Service host.
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You can specify that one or more of the following triggers an alert:

e Success of a backup, mount, link, restore, or preview operation.

Failure of a backup, mount, link, restore, or preview operation.

Warning about a backup, mount, link, or restore operation.

Canceled backup, mount, link, or restore operation.

Operations that take longer than a specified time.

Low disk space.

A secondary Backup Service is used for backup.

Full backup triggered by the size of a differential backup.
You can explore the following for more information about alerts:

e Learning about alerts

Viewing alerts in the Management Console

Configuring the alert settings

e Managing the alert notification settings

Configuring alert grooming

Learning about alerts

An alert is a message from Metalogix Backup for SharePoint when a specified condition occurs.
You can choose what triggers the alert and also what happens when Metalogix Backup for
SharePoint generates the alert.

The Alerts tab in the Alert Settings window lets you configure when Metalogix Backup for
SharePoint generates alerts. Alert notifications are grouped in the following categories:

e Operation status alerts

e General alerts

What do the alerts inform me about?

Operation status alerts inform you about backup, mount, link, restore, and preview failures.
These alerts also inform you about errors that Metalogix Backup for SharePoint encounters during
a backup, mount, link, restore, or preview. Finally, the alerts inform you when a backup, mount,
link, restore, or preview is successful, and when a backup or restore is canceled.
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General alerts notify you about conditions that are not specific to a single backup or restore
operation. Rather, general alerts warn you about issues that are common to all backups. Specify
alert settings for each farm separately.

What triggers an Operation Status Alert?

The following events can trigger an operation status alert:

Failed

When selected, Metalogix Backup for SharePoint generates an alert when an operation fails.
Backup, mount, link, restore, and preview operations can all generate failed alerts.

Warning

When selected, Metalogix Backup for SharePoint generates an alert when a backup, mount, link,
or restore operation succeeds, but encounters errors.

Successful

When selected, Metalogix Backup for SharePoint generates an alert when an operation succeeds.
Backup, mount, link, restore, and preview operations can all generate successful alerts.

Canceled

When selected, Metalogix Backup for SharePoint generates an alert when a user cancels a
backup, mount, link, or restore operation.

What triggers a General Alert?

You can specify the triggers for general alerts. Any of the following conditions can trigger a
general alert:

Secondary Backup Service used for operation

When selected, Metalogix Backup for SharePoint generates an alert if the default Backup Service
is unavailable and Metalogix Backup for SharePoint uses a secondary Backup Service to perform a
backup or restore operation.

Operation took longer than <number> <unit>

When selected, Metalogix Backup for SharePoint generates an alert when a backup takes longer
than the amount of time that you specify.
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Differential backup set size triggered a full backup for next scheduled time

When selected, Metalogix Backup for SharePoint generates an alert when the size of a
differential backup triggers a full backup during the next scheduled backup.

You specify when the differential backup size triggers a full backup when you create the
scheduled backup. For more information about creating a scheduled backup, see Configuring

farm backups.

Warning alert when disk free space falls below <number> GB.

When selected, Metalogix Backup for SharePoint generates a warning alert when the free space
it can use to store backup files is lower than the size you specify. The size is in gigabytes (GB). The
Backup Service checks the available free space one time each day.

Error alert when disk free space falls below <number> GB.

When selected, Metalogix Backup for SharePoint generates a warning alert when the free space
it can use to store backup files is lower than the size you specify. The size is in gigabytes (GB).

Configuring the alert settings

The Management Console lets you configure the conditions that trigger alerts. You can set the
alert settings individually for each farm. For more information about the items that can trigger
alerts, see Learning about alerts.

How do | configure the alert settings for a farm?

Use the Alert Settings window to configure the alert settings for a farm.

To configure the alert settings for a farm
1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

3. Select the farm for which you want to set alerts.
4. From the Alerts tab, click Configure Alert Settings.

5. Inthe Alert Settings window, click Alerts.
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6. Inthe Alerts pane, configure the settings for the farm alerts.

Alert Settings on a-sp19-g-aic X

Alerts Alerts

alert Notification Select which alerts you would like generated:

Operation Status Alerts
Alert Grooming ~ .
*yBackup/Mount Operations

7] (%) Failed (+) successful

+ -::)Warning "Z' Canceled
.'JE-Restore Operations

7] (%) Failed () successful

7] () Warming (/) Canceled
.:E-Granular Restore Operations

7] (%) Failed () successful

v (:)Warning @l Canceled

General Alerts
‘Warning alert when disk free space drops below 100 % | GB.

Error alertwhen disk free space drops below (10 2 GB.

Help oK Cancel

7. Click OK to close the window and save the changes.

Working with alerts in the Management Console

The Management Console lets you view all of the alert notifications generated by Metalogix
Backup for SharePoint.

1 | TIP: Deleted alerts do not appear in the Alerts view. You can delete alerts manually. In
addition, alert grooming can delete alerts automatically.

How do | view alerts?

The Alerts view in the Management Console lets you review and delete alerts and configure alert
triggers. The Alerts view also lets you filter alerts to display only those alerts that are most
important to you.

To view alerts
1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

3. Select the farm for which you want to set alerts.

4. From the Alerts tab, click Refresh to get the latest set of alerts.
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How do I filter the displayed

alerts?

You can use the Alerts view to filter alerts and display only those alerts that are most important

to you.

To filter alerts in the Alerts view

1. From the ribbon of the Alerts tab, select one or more of the following check boxes to display

alerts in that category.

EH Metalogix Backup for SharePoint Management Console - 8|
Farm Owerview Backup Restore Scheduled Backups Alerts Operation Queue Help
I:l O ) (= g F=9 [ Critical Alerts

Q NSNS AN 7| (1) Warning Alerts
Details Refresh | Delete Goto Configure Date :::
Alert  Operation  Alert Settings | Range ~ ¥ () Success Alerts
View Action Filter A

e Critical Alerts
e Warning Alerts

e Success Alerts

2. From the ribbon of the Alerts tab, click Date Rang
following:

e. In the pop-up dialog, do one of the

a. Select a predefined range from the Range drop-down list.

or

b. Select Custom from the Range drop-down list, then specify the start date in the From field

and the end date in the To field.

£}

BC ® ©® 29 cas

L4 '\;:' Warning

Farm Cverview Backup Restore Scheduled Backups Alerts Cper;

ation Queue Help
lerts

Alerts

Details Refresh | Delete Go to Configure Date .
Alert  Operation  Alert Settings Range = ¥ () Success Alerts
View Action
From: |11/27/2019 |~
To: 12/04/2019 |~
Apply
3. Click Apply.

How do | delete an alert?

You use the Alerts view to delete an alert.

To delete an alert

1. Inthe Alerts view, select an alert.
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2. From the ribbon of the Alerts tab, click Details
3. Inthe Action area of the ribbon, click Delete Alert.

4. Inthe Message window, click Yes to confirm that you want to delete the alert.

How do | go to the operation that triggered an alert?

You can navigate from the Alerts view see the operation that triggered the alert in the Overview
tab.

To go to the operation that triggered an alert
1. Inthe Alerts view, click any alert to select it.

2. From the ribbon of the Alerts tab, click Go to Operation.

Configuring the alert notification settings

The Alert Notification tab of the Alert Settings window lets you specify how Metalogix Backup for
SharePoint handles alerts. You can specify that alerts are entered in the Alert Log, sent as an
email, or both. If you choose to send an email, you must specify the following settings:

Option Description

Sender Name If the SMTP server that you specify allows anonymous emails, the name
that you specify appears in the email as the sender of the alert message.
If your SMTP email server requires authentication, the sender name is
the name of the authorized user.

Reply-to address The address that receives any replies to the alert notification. This must
be avalid email address.

Recipient(s) Enter one or more recipients of the alert email. If you enter more than
one recipient, separate addresses with semicolons (;).

Message footer The specified text appears below the alert in the message.

SMTP Server Address | The address of the SMTP mail server that Metalogix Backup for
SharePoint uses to send the email.

SMTP Server Port The TCP/IP port that Metalogix Backup for SharePoint uses to connect to
the SMTP server.
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Use an SSL encrypted | When selected, Metalogix Backup for SharePoint uses a Secure Socket
connection Layer (SSL) connection to connect to the SMTP server you specify. The
SMTP server must be configured to allow SSL connections.

SMTP Server When selected, Metalogix Backup for SharePoint uses the user name
requires and password that you specify for the SMTP server when it sends the
authentication alert email. If the SMTP server that you specify uses integrated security,

the reply-to address that you specify must be a valid email account that
matches the user name and password that you specify.

You specify alert settings individually for each farm.

How do | configure the alert notification settings?

You use the Alert Notification tab of the Alert Settings window to configure your alert
notifications.

To configure the alert notification settings
1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

3. Select the farm for which you want to set alerts.
4. From the Alerts tab, click Configure Alert Settings.

5. Inthe Alert Settings window, click Alert Notification.
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6. Specify your Alert Notification preferences.

2.

Alert Settings on a-sp19-g-aic X

Alerts Alert Notifications

. | write alerts to the Application event log on the Management Service computer.
Alert Notification PR g ¢ P
+| Send alerts as email.
Alert Grooming T

+| Enable notifications.

Email Information

Sender Name:

Recipient(s):

Reply-toAddress: |
(separated bysemicolons) ‘

MessageFooter: ‘

‘Qutgoing Mail Server Information

SMTP Server Address: | |

SMTP Server Port: 25 = Use an S5L encrypted connection

SMTP Server requires authentication

Test Email Settings

Click OK to close the window and save the changes.

How do | test email alert notification settings?

You use the Test Email Settings button in the Alert Notification tab of the Alert Settings window
to test the email settings you specified for email alerts.

To set up and test the email alert notification settings

1
2.

In Open the Management Console.

From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

Select the farm for which you want to set alerts.
From the Alerts tab, click Configure Alert Settings.

In the Alert Settings window, click Alert Notification.
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6. Inputthe required information for the email address which you would like Backup to set alert
notifications to. Click Test Email Settings to send a test email using the current settings.

Alert Settings on a-sp19-g-aio x

Alerts Alert Notifications

Alert Notification +| Write alerts to the Application event log on the Management Service computer.
+| Send alerts as email.
Alert Grooming L

+| Enable notifications.

Email Information

Sender Name: |Adminish'atnr

Reply-toAddress: | reply @domea, com

Recipient(s):
(separated bysemicolons)

An alert has been detected,

spsadmin@domca. com ‘
MessageFooter: ‘

Qutgoing Mail Server Information

SMTP Server Address: |ma\|.domca‘cnm |

SMTP Server Port: 25 = Use an 55L encrypted connection

SMTP Server requires authentication

Help oK Cancel

7. Click OK to close the window.

How do | view alert notification details?

The Alerts view lets you view the details of any alert.

To view alerts
1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

3. Select the farm for which you want to set alerts.
4. From the ribbon of the Alerts tab, click Refresh to get the latest set of alerts.
5. From the Alerts list, select an alert.

6. From the ribbon of the Alerts tab, click Details.

Configuring alert grooming

Metalogix Backup for SharePoint alert grooming lets you automatically remove any alert
notifications that are older than the number of days specified. Groomed alerts no longer appear
in the Alerts page in the Management Console. By default, Metalogix Backup for SharePoint
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grooms alerts older than 30 days, automatically deleting older alerts. To change alert grooming,
you must configure the settings separately for each farm.

How do | configure the alert grooming settings?

You use the Alert Settings window in the Management Console.

To configure Alert Grooming settings
1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

3. Select the farm for which you want to set alerts.
4. From the Alerts tab, click Configure Alert Settings.

5. Inthe Alert Settings window, click Alert Grooming.

Alerts Alert Grooming
aAlert Motification Do not groomalerts

® Groom alerts olderthan |30 |3 days.

Help oK Cancel

Click Do not groom alerts or Groom alerts older than and choose the number of days to keep
the alerts.

6. Click OKto close the window and save the changes you made to the alert grooming settings.

Managing backup set disk space

The Summary pages in the Farm Backup/Restore view in the Management Console lets you
monitor the disk space that your backup sets use. You can also view the disk space that remainsin
the backup location that you specified.

Metalogix Backup for SharePoint lets you archive older backup sets to alternate media. You can
save archived backup sets that are no longer actively used. You can then reuse the disk space
those backup sets used for newer backups. If circumstances require it, you can import the
archived backup set and restore objects from the archived set. For more information about
archiving and importing backup sets, see Archiving backup sets and Importing backup sets.
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Archiving backup sets

While Metalogix Backup for SharePoint does not offer backup set archiving functionality, you can
archive older backup sets using Windows Explorer or any other file management tool. When you
archive a backup set, you can move the backup set to another disk, allowing you to conserve
space on your backup disk and archive the backup set for the future.

Archived backup sets continue to appear in the Management Console, but you cannot review or
restore the contents of those sets. If you need to access the contents of an archived backup set,
you must import the set. For more information about importing a backup set, see Importing

backup sets.

Each backup set in the backup set location is stored in a folder with a unique name. The name is
based on the name of the backup set and a time stamp.

How do | archive a backup set?

You can use Windows Explorer or any other file management tool to archive backup sets. You do
not use the Management Console to archive backup sets.

To archive a backup set

1. Open Windows Explorer or any other file management tool.

2. Access the directory that contains your backup sets.

3. Use the file management tool to copy that directory to another location.

4. Inthe Management Console, delete the operation that uses the backup set.

1 | NOTE: The Management Console also deletes the original copy of the backup set
directory.

Importing backup sets

You can import a backup set that you have removed from Metalogix Backup for SharePoint. When
you import a backup set, you make it available for Metalogix Backup for SharePoint to use for
backup and restore operations.

You might import a backup set in the following cases:
e Reinstating an archived backup set to review or restore its contents.

e Moving a backup set to a new installation of Metalogix Backup for SharePoint.
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When you import a backup set from a differential backup, you must ensure that you also import
the associated full backup.

1| TPt you import a backup set created by Metalogix Backup for SharePoint 5.0 that includes a
farm component backup, Metalogix Backup for SharePoint only successfully imports full
backups. It does not successfully import backup sets that include differential backups of farm
component backups. Both full and differential backups are imported from granular backups
and are imported for all backup sets and all backup types created by Metalogix Backup for
SharePoint 3.1 and newer.

How do | import a backup set?

Use the Import Backup Sets window to import a backup set. When you import backup sets, you
copy all of the backup sets that you want to import into a single directory. In the Import Backup
Sets window, you specify that directory as a UNC path and Metalogix Backup for SharePoint
imports every backup set in the directory.

If the repository database includes information about a backup set that you import, Metalogix
Backup for SharePoint updates the repository database with the new information.

To import backup sets

1. Usingthe Windows Explorer or another file management tool, move all of the backup sets you
want to import into a single directory. Note the UNC path of this directory.

2. From the Management Console workspace selector click Farm Backup/Restore.

H} Farm Backup/Restore

Ll

= Granular Restore

T : T Configuration
o}

3. From the Overview tab click Import Backup Sets.

EH] Metalogix Backup for SharePoint Management Conscle - |8 =

Farm Crverview Backup Restore Scheduled Backups Alerts Operation Queue Help

= = ~ 0—0 ~ . I
), N 1 ¥ &) Successful [#] () Canceled | [¥] 25 Backup
& Cley &4 X (e :

Details Group Refresh R r Rerun L '\::' Warning v ° Running v 5 Restore
Group 5| Restore  Ren

Import Date .
on  Backup sets Range = | ¥/ (%) Failed L4 0 CQueued

Filter A

Operations

4. Inthe Import Backup Sets window, do one of the following:

o Select the location that contains the backup sets to import from the Backup Set Location
drop-down list.

o Click Manage Locations. In the Backup Service Preferences window that opens, specify a
new backup location, then select that location from the Backup Set Location drop-down
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list.

mport Backup Sets X

| - Specify the location where you want to import backup sets from. Click
‘Manage Locations' to add, remove, or edit backup set locations.

Backup Set Location:

BackupSet - Manage Locations...

5. Click Import. Metalogix Backup for SharePoint imports all backup sets from the specified
location.

Data grooming

Metalogix Backup for SharePoint can automatically delete (groom) backup sets based on
configured parameters, saving disk space for newer backup sets. Backup sets are groomed based
on how many sets already exist, or based on how old the sets are.

If Data Grooming is enabled, Metalogix Backup for SharePoint will look for backup sets to delete
from the repository and disk once a day, at the configured time. If an expired set is found, it will
be deleted at that time.

If a full backup is older than the maximum retention time in days but is associated with a
differential backup that is within the permitted date range, the full backup will not be groomed.

Data grooming preferences can be configured separately for each farm in the Management
Console, Management Service Preferences. Grooming options for scheduled backup jobs are also
configured here.

Itis also possible for Metalogix Backup for SharePoint to keep a specific number of good backups,
no matter their age. For more information about setting the Management Service Preferences,
including grooming, see Defining the Management Service preferences.

When enabling data grooming, it is best to schedule it to for a non-peak time when it will not
interfere with your enterprise network, as data grooming can be a processor and disk-intensive
process.

1| TP Metalogix Backup for SharePoint can use Tivoli Storage Manager (TSM) to store backup
set content. If you enable data grooming for a backup set that Metalogix Backup for
SharePoint stores in TSM, Metalogix Backup for SharePoint removes references to the datain
Metalogix Backup for SharePoint. In addition, Metalogix Backup for SharePoint sets the data
objects to Inactive in TSM. Metalogix Backup for SharePoint does not automatically delete
the dataitself. If you need to delete the data from TSM, you should use the TSM
management tools to do so. For more information about using TSM, see Learning about Tivoli
Storage Manager.
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How do | enable data grooming?

The Management Service Preferences window is used to configure data grooming.

To configure the Data Grooming preferences

1.
2.

From the Management Console workspace selector click Configuration.
Select the farm whose Management Service preferences you want to set
From the Configuration tab, click Management Service.

In the Management Service Preferences window, set the preferences in the Grooming section
as follows:

Delete backup sets based on count - select this option to delete a predefined number of
backup sets.

Delete backup sets based on age - select this option to delete a backup sets based on number
of days.

Check for expired backup sets - if the check box is checked the backup set count that will be
determined for deletion will be calculated at the specified local time on the Management
service computer.

Retain last n log files - if the check box is checked the specified number of log files will be
deleted.

1 | NOTE: Console logs will only be deleted after the scheduled grooming time has passed
and the console has been closed and reopened.

Click OK to close the window and save the changes you made to the data grooming settings.

Importing a Repository Database

You can consolidate operational data from one or more Repositories into your current Repository
by importing the data from those repositories. All types of operational data related to backups
and restores of components and granular objects from the imported Repository will be copied to
the current Repository and will be displayed in the Management Console. System information
and preferences in your current environment will not be affected.
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Steps to import a Repository database

1. From the Management Console toolbar click Farm > Import Repository.

Py

Metalogix Backup for SharePoint Management Console - |a| %
Farm Owerview Backup Restore Scheduled Backups Alerts Cperation Queue Help
I
( )
Add Edit Remove Refresh Connect Import Deploy
Farm  Farm Farm Farm Management Service | Repository 55R

Farm Options General A~

2. The Import Metalogix Backup Repository dialog appears.

Import Metalogix Backup Repository >

Please enter the information of the Metalogix Backup for SharePoint
Repository ta beimported and its target farm.

Farm: SharePoint 2018 AIO -
Repository: |Meta|0gix_Bad<J.lpRepnsitory |
SQL Server:  |A-SP19-G-AIO || Browse..

Authentication
®) Current Windows Account  DOMA\spsadmin

S0L Server Login:

Password:

Import Cancel

3. Enterthe following information:
a. Farm - Enter the target farm for which the repository should be imported.
b. Repository - the name of the repository database that will be imported.

c. SQL Server - The name of the SQL Server instance that contains the Repository database to
be imported. You can click Browse to locate the SQL Server if needed.

d. Authentication - The credentials needed to access the Repository database. The default

authentication method uses the Current Windows Account. If you prefer to use the SQL
Server authentication, enter the Login and Password.

4. Click Test to validate the connection to the Repository to be imported. If the connection is
successful, a confirmation dialog appears. Click OK to accept the confirmation.

5. Click Import to complete the operation, or click Cancel to exit.
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HY Metalogix Backup for SharePoint Management Console =R
Farm Cverview Import and Mount Restore Alerts Operaticn Queue Help
Add Edit Remove Refresh Connect Import Deploy
Farm Farm Farm Farm Management Service  Repesitory  SSR
Farm Cptions General ~
Granular Restore [ Mounted Databases (SharePoint 2019 AlO)
4 E) SharePoint 2019 Farms
Pl |j SharePoint 2013 AI0 Mount Sharepoint DB Operation Status  (from 2/1/2019 to 12/5/201%)
Backup Set Name Operation Type Progress Avg. Throughput Start Time « | Du
@ WSSContent823_20191204_170356 % Mount  BAK File <1GB/hour  12/4/2019 5:04:00 PM
(@  A-SP19-G-AIO - A-5P19-G-AI0 £, Link Linked CDB <1GBfhour  12/4/2019 5:02:04 PM
@ SharePaint Full Farm Backup - \\A... % Mount SP Full Farm C <1 GB/hour 12/42019 5:01:01 PM
©@ Full Backup of WS5_Content -... *3 Mount MT Full Farm <1 GB/hour 12/42019 4:59:39 PM
4 »
Operation Details
Summary | Backup Content Result Text
--------- Name: W3SContent823_20191204_170356
E:, Farm Backup/Restare Content Database: ML_TEMP_DB_WSS_Content_823c6a7814a343fob 75305109370 1ed_20191204_170359
Sgl Instance: A-SP19-G-AID
@ Granular Restore User: domalspsadmin
scription: one
® Descripti N
: ) ) Mount Files location: C:\Program Files\Microsoft SQL ServeriM3SQL14. MS3SQLSERVERWMSSAQL\Backup\WsSContent323.bak
: | Configuration
Q
6 @ Connected as DOMA\spsadminto Management Service on a-sp19-g-zio
Viewing Repository Data in the SQL Server database
1. Expand the Metalogix_BackupRepository database and locate the cdb_mount_operations
table. An SQL query can be used to verify the two operations exist.
Object Explorer AR Il 50| Cuery2.sql - A..MA\spsadmin (78)) + X =
Connect~ ¥ *¥ ¢ sk**** Script for SelectTopNRows command from SSMS  **e++s/ +
—ELECT TOP (1@@@) [operation_guid] S
£ @ Metalogix BackupRepository - ,[uncompressed_bytes]
Database Diagrams ,[compressed_bytes]
= Tables ,[total _uncompressed_bytes] —
System Tables ,[has_selected_components]
FileTables ,[percent_complete]
External Tables FROM [Metalogix_BackupRepository].[dbo].[cdb_mount_operations]
Graph Tables
ER dbo.alert_configuration_contacts -
EE dbo.alert_configuration_triggers 100% < 4 »
EE dbo.alert_configurations
EE dbo.alert_field definitions BH Reats E¥ Messages
ER dbo.alert_fields operation_guid ur P d_bytes P d_bytes
B dbo.alert_triggers 1 | BA4B1894-938A-4254-875D-16BBF12AF05D | O 0
EE dbo.alerts 2 290DA926E-2972-43AF-ABD4-7874B4816E6A O a
EE dbo.backup_service_operations 3 30B746E2-DCCO-45F7-8186-CH3BCB5500CT 0 0
EE dbo.backup_service_server_identifiers 4 3736B7CE-BIFD-45F2-8F22-DDBBSBAFDAFY 0 1]
ER dbo.backup_services
|=2:§ dbo.cdb_mount_operations
EE dbo.cdb_mount_request_executions
EE dbo.cdb_mount_requests
EE dbo.cdb_partial_restore_operations
ER dbo.cdb_partial_restore_request_executions
EE dbo.cdb_partial_restore_requests
EE dbo.configuration P »
EE dbo.Connections A
4 » G-AlO (140 RTM) | DOMA\spsadmin (76) | Metalogix_BackupReposi... = 00:00:00 | 4 rows
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Managing self-service recovery

The Metalogix Backup for SharePoint Self-Service Recovery feature lets SharePoint site collection
administrators and other users download SharePoint library items from Metalogix Backup for
SharePoint to their hard disk.

Before you can use the Self-Service Recovery feature, the administrator must deploy it and
configure the options. After deploying the feature, the site collection administrator of each site
collection where the feature is enabled can download backed-up library item files. The site
collection administrator can also delegate authority to individual users to download files.

Delegated users can download files from the backup sets that Metalogix Backup for SharePoint
creates if both their current permissions for the files and their permissions at the time of the
backup allow them to view the files.

See the following topics to manage the Self-Service Recovery solution:

e Steps to deploy the Self-Service Recovery solution

e Steps to repair the Self-Service Recovery solution

e Steps to remove the Self-Service Recovery solution

e Stepsto upgrade the Self-Service Recovery solution

e Delegate permission for self-service recovery

i | NOTE: Self-Service Recovery is not supported for SharePoint 2019.

About site collection and SharePoint

Metalogix Backup for SharePoint Self-Service Recovery extends the Metalogix Backup for
SharePoint platform to support SharePoint user experience by default. When you create a site
collection using a specific SharePoint version, you can select a user experience for that version by
selecting version-specific templates.

Look and feel of the SharePoint Self-Service Recovery feature

The Self-Service Recovery feature adopts the new look, feel, and capabilities of SharePoint
including transparent dashboards, searching items within filters, and custom background images.

Site collections from different SharePoint versions

Metalogix Backup for SharePoint allows you to deploy the Self-Service Recovery feature inside a
Web application, even if the application includes a mix of site collections from different
SharePoint versions.
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After you activate the deployed solution as a SharePoint feature on the parent Web application
of the site collections, follow the steps described below:

1. Login to SharePoint and go to the Central Administration page.

2. From the top right corner, click Settings E] and then cick Site Settings from the drop down
menu.

_ ﬂ ’ SYStenj Aecount

Shared with... ) SHARE [,

Edit page
Add an app
Site contents

Site settings

3. The Site Settings page opens.

# SharePoint Sites

E> Site Settings

Central Administration

Application
Management

System Settings

Monitoring

Backup and Restore

Secunty ve sit emp
Collection \

Upgrade and Migration

General Application Vias

Settings Themes

. Solutions

Apps Composed looks

Office 365
Configuration Wizards
Site Contents
lection app permissions

oint Designer Settings
HTML Field Security

4. Click Site collection features. The Site Settings - Site Collection Features page opens.
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B Site Collection Features x  +
&« C Y @ MNotsecure | bkpsp2016a:12599/_layouts/15/ManageFeatures.aspx?Scope=Site r 8

=2 Apps €% Cookies

# | SharePoint Sites

Site Settings - Site Collection Features

Central Administration Name
Application Content Deployment Source Feature
Mana t - . Activate
Managemen J Content Deployment Source feature enables content deployment specific checks on source site collection and tivate
System Settings enables setting up content deployment from the site collection to a target site collection
Menitoring Content Type Syndication Hub
Activat
Backup and Restore Provisions a site to be Enterprise Metadata hub site.
Security Cross-Site Collection Publishing
Upgrade and Migration J Enables site collection to designate lists and document libraries as catalog sources for Cross-Site Collection Ativare
General Application Publishing
Settings
- Custom Site Collection Help
Apps J Activat
Creates a Help library that can be used to store custom help for this site collection.
Office 365
conf fion Wi Disposition Approval Workflow
onfiguration Wizards . e
. M Manages document expiration and retention by allowing participants to decide whether to retain or delete expired e
Site Contents documents,
Limited-access user permission lockdown mode
J When this feature is enabled, permissions for users in the "limited access” permissions level (such as Anonymous ACiiae
Users) are reduced, preventing access to Application Pages.
= % Metalogix Backup for SharePoint Self-Service Recovery 2013
— Activat
== self-Senvice Recovery for use with Metalogix Backup for SharePoint
Open Documents in Client Applications by Default
Activate -

5. Click Activate to activate the Metalogix Backup for SharePoint Self-Service Recovery solution.

Deploying the Self-Service Recovery solution

The user must have adequate SharePoint permissions to access the library items. In addition, the
user must have had adequate SharePoint permissions to access the item when it was backed-up.

When you deploy the Self-Service Recovery feature, Metalogix Backup for SharePoint does the
following automatically:

e Copies the Self-Service Recovery SharePoint Solution package (.WSP file) to the SharePoint
Farm Solution store.

e Deploys the solution to the Web application that is the parent of any site collections that you
specify.

e Activates the deployed solution as a SharePoint feature on the site collections.

The Self-Service Recovery feature is optional. You do not have to deploy it to use Metalogix
Backup for SharePoint. You should deploy the Self-Service Recovery feature on every site
collection where you want to use it.
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Steps to deploy the Self-Service Recovery solution
1. Open the Management Console.

2. OPTION1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR. The Deploy SharePoint Components dialog appears.
OPTION 2

a. From the Management Console workspace selector click Configuration.

b. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears.

3. From the list of site collections, select the site collection where the solution will be activated.

Deploy SharePoint Components ®

Self-Service Recovery solution
Deploy the Metalogix Backup for SharePoint Self-Service Recovery solution

Select the site collections where the solution will be activated.
a O SharePoint - 80
4 [¥] 5 Allsite Collections

,5% http:/fa-sp13-i-dog
5 http:jfa-sp13-i-dac/my
,5% http:f/a-sp13-i-doc/my/persanal/s psadmin
,5% http:/fa-sp13-i-doc/sites/abe
] ,% http://a-sp13-i-doc/zites/marketing il

o

Modify Self-Gervice Recovery preferences

| Help || Deploy || Cancel |

NOTE: To provide granular control, the Self-Service Recovery solution is installed as a
common feature for the entire SharePoint farm. You can manually activate or deactivate
the solution for each site collection.

4. Verify that the Deploy the Metalogix Backup for SharePoint Self-Service Recover Solution
check box is selected.

5. Click Deploy. Otherwise click Cancel to exit the deployment.

6. If the deploymentis successful, a confirmation dialog appears indicating the success of the
deployment.
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Configuring the Self-Service Recovery settings

Use the Management Console to configure the following settings for the Self-Service Recovery
feature:

Management Service host name

You can specify the name of the Management Service host that the Self-Service Recovery feature
should access. If you change the Management Service host name, the Self-Service Recovery
feature uses backups from that Metalogix Backup for SharePoint deployment. If that Metalogix
Backup for SharePoint does not backup the site collection, no content appears in the Self-Service
Recovery feature in the site collection.

When you specify the Management Service host name, you can use any of the following formats:
e DNS name

e Fully-qualified name

e NetBIOS name

e |P address

Management Service port

The port that the Self-Service Recovery feature should use to contact the Management Service.
You should ensure that your network configuration allows the Self-Service Recovery to use this
portin order to access the Management Service. If you change the Management Service port
here, you must also change the Management Service port on the Management Service.

Number of items that appear when you browse backed-up content

You can specify how many items appear in the Self-Service Recovery feature when you browse
the backed-up content. The more items that appear in the list, the longer it takes SharePoint to
display the page.

Number of items that appear when you search for content

You can specify how many items appear in the Self-Service Recovery feature when you search for
backed-up content. The more items that appear in the list, the longer it takes SharePoint to
display the page.

The ULS logging level that Self-Service Recovery uses

When it encounters an error, the Self-Service Recovery feature logs the error to the SharePoint
Unified Logging System (ULS) logs. You can specify the level of the content added to the ULS logs.
You can select one of the following log levels:
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Undefined

Exception

Critical
e Warning
e Informational

When you select a level, items of that level and more serious are added to the ULS logs.

To configure the Self-Service Recovery settings
1. Openthe Management Console.
2. OPTION 1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR.
OPTION 2
a. From the Management Console workspace selector click Configuration.

b. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears..

3. One of two Deploy SharePoint Components dialogs appear.

a. Ifthe Self-Service Recovery solution is being deployed then the Deploy SharePoint
Components dialog for a deployment appears.

Deploy SharePoint Components x

Self-5ervice Recovery solution

Deploy the Metalogix Backup for SharePoint Self-Service Recovery solution

Select the site collections where the solution will be activated.
4 () sharePoint - 80
4 [ & Allsite Collections

d?ﬁ http:/fa-sp13-i-dog
E nttp:fja-sp13-i-dogimy
d% http://a-sp13-i-doc/my/personal /s psadmin
Eﬁ http:/fa-sp13-i-dog/sites/abe
[v] 2 http://a-sp13-i-dog/sites/marketing B

)

I Modify Self-Gervice Recovery preferences |

| Help || Deploy || Cancel |

b. If the Self-Service Recovery solution has already been deployed then the Deploy
SharePoint Components dialog for an update appears.
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self-Service Recovery solution

® Do not change the Self-Service Recovery solution
) Repair the Self-Service Recovery solution

() Remove the Self-Service Recovery solution

Deploy SharePoint Components

The Metalogix Backup for SharePoint Self-Service Recovery solution is already
installed in the farm. Do you want to repair or remove the solution?

Self-Service Recover

references

Update

Cancel

4. Click the Modify Self-Service Recovery preferences link.

5.

6.

Self-Service Recovery Settings

Settings For Metalogix SharePoint Backup Self-Service Recovery

Management Service

Specify the computer name where the Metalogi: SharePoint Backup
Management Service is installed (Example: MYSP-SRYOL):

Ia-splU-b-sUSrZ
Management service pork:

7434 3:

Browse Limits

Limit the number of items returned when brawsing:
1000 3:

Search Limits

Limit the number of items returned when searching:
1000 3:

Logging

Specify the Self-Service Recovery ULS logging level:

Warning 'l

x

| Help ‘ ‘

|| Cancel |

In the Self-Service Recovery Settings window, configure the settings, then click Save.

In the Deploy SharePoint Components window, click Cancel.

Repairing, Removing or Upgrading Self-Service
Recovery Solution

Use the Management Console to remove, repair or upgrade a previously deployed Self-Service
recovery solution.

e Steps to repair the Self-Service Recovery solution

e Steps to remove the Self-Service Recovery solution

e Steps to upgrade the Self-Service Recovery solution
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Steps to repair the Self-Service Recovery solution
1. Open the Management Console.
2. OPTION 1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR. The Deploy SharePoint Components dialog appears.
OPTION 2
a. From the Management Console workspace selector click Configuration.

b. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears.

3. Select the Repair the Self-Service Recovery solution option.

Deploy SharePoint Components ®

Self-Service Recovery solution

The Metalogix Backup for SharePoint Self-Service Recovery solution is already
installed in the farm. Do you want to repair or remove the solution?

() Do not change the Self-Service Recovery solution
®) Repair the Self-Service Recovery solution

() Remove the Self-Service Recovery solution

Modify Self-Service Recovery preferences

Help || Update || Cancel

4. Click Update.

2. If the deployment was successfully repaired, a confirmation dialog appears indicating the
success of the operation.

Steps to remove the Self-Service Recovery solution
1. Openthe Management Console.
2. OPTION 1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR. The Deploy SharePoint Components dialog appears.
OPTION 2

c. Fromthe Management Console workspace selector click Configuration.
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d. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears.

3. Select the Repair the Self-Service Recovery solution option.

Deploy SharePoint Components x

Self-Service Recovery solution

The Metalogix Backup for SharePoint Self-Service Recovery solution is already
installed in the farm. Do you want to repair or remove the solution?

(0 Do not change the Self-Service Recovery solution
() Repair the Self-Service Recovery solution

® Remove the Self-Service Recovery solution

Modify Self-Service Recovery preferences

Help || Update || Cancel

4. Click Update.

5. If the deployment was successfully repaired, a confirmation dialog appears indicating the
success of the operation.

Steps to upgrade a Self-Service Recovery solution

When you deploy or repair the Self-Service Recovery feature, Self-Service Recovery components
are updated automatically.

i | NOTE: When you upgrade from version 6.3, you must uninstall the Self-Service Recovery
components if you have installed them already. After the upgrade, you must re-install the
Self-Service Recovery components.

Delegating Self-Service Recovery permission

The Metalogix Backup for SharePoint Self-Service Recovery feature lets authorized users
download content from backup sets. Site collection administrators can always use the Self-
Service Recovery feature to download content from backup sets. Members of the site collection
administrators group can view and download any files that Metalogix Backup for SharePoint has
backed-up in the current site collection. Site collection administrators can also delegate
permission to download backed-up content to specific users.

The content that delegated users can see and download depends on the following:
e The current permissions that the user has for the content.

o The permissions the user had at the time the backup was created.
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To view the contents of a site or a library, the user must either have current access to the site or
library, or the user must have had access at the time that the content was backed-up.

To download a backed-up file, the user must have current access and also access at the time that
the file was backed-up. If either set of permissions does not allow access, the user cannot
download the backed-up content.

How do | delegate a Self-Service Recovery
permission to a user?

You use the Site Settings page in the SharePoint site collection to delegate permission to a user.
You must be a member of the site collection administrators group to delegate permission to
perform Self-Service Recovery. The Metalogix Backup for SharePoint administrator must install
and configure Self-Service Recovery before you can delegate permissions to use Self-Service
Recovery.

Steps to delegate a Self-Service Recovery permission

1. Inthe Site Collection in SharePoint, click Site Actions > Site Settings.

Site Actions ~ |

= New Page
Create a page you can
customize.

MNew Document Library
|j Create a place to store and share
documents.
New Site
Create a site for a team or
@ project.

More Options...
Create other types of pages,
lists, libraries, and sites.

= View All Site Content
= Wiew all libraries and lists in this
site.

Edit in SharePoint Designer
Create or edit lists, pages, and
workflows, or adjust settings.

Site Permissions
C@ Give people access to this site.
£ Site Settings
Access all settings for this site.

0 Metalogix Self-Service Recovery
y Recover one or more items from

badkup

2. Onthe Site Settings page, in the Users and Permissions area, click Self-service recovery
permissions.

>

) Users and Permissions
w People and groups

Site permissions
Site collection administrators

Metalogix Self-Service Recovery
permissions

3. Inthe Self-Service Recovery Permissions page, in the Self-Service Recovery Users field, enter
the names of users to delegate permission to use Self-Service Recovery. You can use the
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Check Names and Browse icons to locate the correct user names.

TeamSite 0 » Metalogix Self-Service Recovery Permissions (& L
Use this page to delegate Metalogix Self-Service Recovery capabilities to those who aren't site administrators. Ilikelt  Tagsd
Notes
Home  SubSite-TeamSite 0 o

Self-Service Recovery Users
spsadmin ;

Self-Service Recovery users are users who have been granted the permissions necessary to recover

items from backup using Metalogix SharePaint Backup's Self-Service Recovery capability. Enter users

separated by semicolons. Note: members of the Site Collection Administrators group already possess

the rights necessary to use Self-Service Recavery. They do not need to be added to this group. 8. @

oK | Cancel |

4. Inthe Self-Service Recovery Permissions page, click OK.
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4

Backing up and restoring farm
components

Metalogix Backup for SharePoint helps to back up SharePoint 2010, 2013, 2016 and 2019 farms.

Backups can be made on demand, or on a schedule specified in advance. When starting a backup,
always start with a full farm backup. Subsequent backups can then be either full backups like the
first one, or smaller, differential backups that only contain objects that have changed since the
last full backup. You can then use the backed-up data to restore your SharePoint farm. For
additional information about backing up and restoring your farms, see Backing up SharePoint
farms and Restoring SharePoint farms.

1 | NOTE: Differential Backups, whether scheduled or not, will be displayed with Manual Full
Backup in the console.

Backing up SharePoint farms

Metalogix Backup for SharePoint can be used to back up SharePoint 2010, 2013, 2016 and 2019
farms.

Microsoft Volume Shadow Copy Service (VSS) is used to collect data from SharePoint components
as they work. Metalogix Backup for SharePoint uses VSS to back up and restore the farm
components that make up your SharePoint farm while your farmis in use. Your farm must be
configured to use VSS. If VSS is not enabled, Metalogix Backup for SharePoint will not be able to
back up your SharePoint 2010, 2013, 2016 and 2019 farms. VSS is included in Windows Server 2003
and later versions of Windows. For information about how VSS works, please consult your
Windows Server documentation, or the Microsoft article Volume Shadow Copy Service Overview
at http://msdn.microsoft.com/en-us/library/aa384649(VS.85).aspx.

Only SharePoint 2010, 2013, 2016 and 2019 farms can use Farm Backup/Restore.
See the following topics for more information:

e Viewing the summary for farm backups

e Viewing the status of farm backup and restore operations

Viewing scheduled farm backups

Viewing farm backup alerts

Starting a full farm backup
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Viewing the summary for farm backups

When you select the SharePoint 2010, 2013, 2016 or 2019 farms group in the Farm Backup/Restore
pane, Metalogix Backup for SharePoint displays the Farm Backup/Restore Summary page for
multiple farms. The Summary pane includes information about the farm that you have added to
the Management Console. The information includes the following:

e Activity for the last 7 days
e Storage status
e Unprotected components

In addition, the Summary page lets you perform common tasks. You can do the following in the
Summary page:

e Starting a full farm backup

e Scheduling a full or differential farm backup

e Restore farm components or restore an object

You can also click a farm name for more information about the farm or click a backup location for
additional information about the backup location.

How do | view the farm status?

You can view the status pane for any SharePoint 2010, 2013, 2016 or 2019 farms from the Overview
tab of the Farm Backup/Restore workspace.

To open the status pane for a SharePoint 2010, 2013, 2016 and 2019 farm

1. Inthe Management Console, in the left pane, click Farm Backup/Restore.

E> Farm Backup [Restore

(-
", Granular Restore

e
T H T Configuration
Q

2. Inthe Farm Backup/Restore pane, click a farm from SharePoint 2010, 2013, 2016 or 2019 farms.
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3. Review the information in the Summary pane for the farm.

How do | make more disk space available for backup
sets?

To make additional disk space available, you can archive older backup sets. If necessary, you can
import the archived backup sets and restore objects from the archived set. For more information
about archiving or importing backup sets, see Archiving backup sets or Importing backup sets.

Viewing the status of farm backup and restore
operations

The Overview tab of the farm backup/restore view lets you review the status of your farm
backups and restore operations. By default, the tab includes a list of the backup and restore
operations in the most recent seven days. You can see the name of the backup set, the type of
operation, the operation progress, and other information.
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EF] Metalogix Backup for SharePoint Management Console - |8 %
Farm Overview | Backup Restore Scheduled Backups ~ Alerts Operation Queue Help
B G y Bﬂ J@ﬂ >< ® 71 () successtul [¥] (Z) Canceled | [#] &% Backup
. 7| (D) Waming (] @ Running | [#] /% Restore
Details Group Refresh Restore  Rerun Cancel Delete Date
Operations Backup Operation Qperation Range = | ¥ ® Failed 4 0 Queued
View Action Filter ~
Farm Backup/Res...| @ A-SP19-G-AlO (SharePoint 2019 AIO)
4 B sharePoint 2018 Farms
Pl lj SharePoint 2018 AI0 Backup/Restore Operation Status (Last 7 Days)
@ All Servers Backup Set Name Operation Type Progress ava. Throughput Start Time + | Duration (hh:mm:ss)
C] @ Full Backup of WSS_Cantent -. T Restore  Prepare-For-Maunt 277 GB/hour  12/4/2019 4:58:20 PM 00:00:18
@ Full Backup of WSS_Cantent 4 Backup  Full 161 GB/hour  12/4/2019 4:58:46 PM 00:00:31
Operation Details
Summary | Server Operations Backup Content Result Text
Operation Type:  Full backup
e Status: Successfully completed
H:) Farm Backup/Rest... || BackupSet  Full Backup of WSS_Content
Backup Location: \A-SP19-G-AlO\backupSet
Feion) "
[ mY Granular Restore User: domalspsadmin
@3 Description: Mone
T T Configuration
o
@ Connected as DOMA\spsadminto Management Service on 3-sp19-g-aio

The Operation Queue tab of the Farm Backup/Restore view lets you review upcoming operations.
You can see the name of the backup set, the type of operation, the operation progress, and other
information. You can also see the details of any operation that you select in the Overview tab.

EH] Metalogix Backup for SharePoint Management Console - |8 %
Farm Overview  Backup Restore Scheduled Backups ~ Alerts Operation Queue Help
Details Refresh Cancel
Operation
View Action ~
Farm Backup/Res...|ig A-SP19-G-AlO (SharePoint 2019 AIO)
4 [ sharePoint 2018 Farms
. lj SharePoint 2019 AI0 Backup/Restore Operation Queue
a All Servers Backup Set Name Operation Type Progress Avg. Throughput Start Time ~ | Duration (hh:mm:ss)
) Set-2019-12-06 4 Backup  Full B - 191GB/hour  12/6/2019 2:19:36 AM
Operation Details
Summary | Server Operations
! . A
a> Farm Backup/Rest... Operation Type: Full backup
Status: Processing
A o % -12-
@ Granular Restore Backup Set: ) Set-2019-12-06
@2 Backup Location: \A-5P19-G-AlO\packupSet
£ confi i User: domalspsadmin v
& | connguration Description:  Full backup of server
@ Connected as DOMA\spsadminto Management Service on a-sp19-g-aio

What actions can | perform in the Overview tab?

=i Metalogix Backup for SharePoint Management Console - |8 =x

Farm Cverview Backup Restore Scheduled Backups Alerts Operation Queue Help

E[ O P 5{1 1\‘:\14 X ® v @ Successful ¥ @ Canceled | [¥] & Backup

c_l R 7] (D Waring ¢ ) Running | [¥] &5 Restore
Details Group Refresh | Restore Rerun Cancel Delete Date .
Operations Backup Operation Operation Range ~ L4 ® Failed L4 ° Queued
View Action Filter
You perform the following actions in the Overview tab:
Metalogix Backup for SharePoint User Guide
134

Backing up and restoring farm components




Details - You can view or hide the Operation Details pane by clicking Details. The Operation
Details pane includes additional information about the selected operation.

Group operations - You can choose to group operations in the status field by clicking Group
Operations. When you group operations, differential backups are attached to the related full
backups.

Refresh - You can manually refresh the operation status field by selecting Refresh.

Restore - When you select a backup operation in the status area, you can click Restore to restore
the backed-up data.

Rerun Backup - When you select a backup operation in the status area, you can click Rerun Backup
to run the backup operation again.

Cancel operation - When you select a running operation, you can click Cancel Operation to stop
the operation.

Delete operation - When you select an operation, you can click Delete Operation to delete the
operation from the status list.

Filter data in the status field - You can select or clear the check boxes in the Filter area, or provide
a date range, in order to control the items that appear in the status field.

What information does the Operation Details pane
include?

The details pane in the Overview tab displays the following information:

Summary

A summary of the operation is listed that includes the Operation Type, Status, Backup Set name,
Backup Location, the User who initiated the operation, and the Description if entered.
Operation Details

Summary | Server Operations Backup Content  Result Text

Operation Type: Full backup

Status: Successfully completed
Backup Set: Full Backup of WS5_Content
Backup Location: WA-5P19-G-Al0\backupSet
User: domalspsadmin
Description: MNone

If you use a supported third party backup server like the Hitachi Content Platform (HCP) the
Backup Location will indicate the full path or the URI of the backup server location.
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Operation Details

Summary | Server Operations Backup Content Result Text

Operation Type: In-place Restare

Status: Successfully completed
Backup Set: backupssa
I Backup Location: hitps:/ten25 hepdemod gssd.hds.comibae/backupssa-20200619212210 I
User: domalspsadmin
Description: Mone

For more information about adding third party backup server locations, see Defining the Backup
Service preferences.

Server operations

Information about the backup on a per-server basis, including the server name, the progress, the
average throughput, the original and compressed data sizes, the compression ratio, and the start
time and the duration of the operation. The backup set size on the disk may differ from the size
of the backed-up data because the backup set includes information created by Metalogix Backup
for SharePoint about the Backup Set itself.

Operation Details

Summary | Server Operations | Backup Content  Result Text

Server Progress Avg. Throughput | Original Data Size | Compressed Size Compression Start Time | Duration (hh:mm:ss)
@  asplog-aio 161 GB/hour 1424 MB 738 MB 49% 12/4/2019 4:58:46 PM 00:00:31

Backup content

The farm components included in the selected operation.

Operation Details

Summary Server Operations | Backup Content | Result Text

4 i@ A-5P19-G-AI0
4 |_]] ContentDatabases
[l wss_content (Full)

Result text

The results of the selected operation.

Operation Details

Summary Server Operations Backup Content | Result Text

Backup operation Full Backup of W55_Content completed successfully.
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How do | filter the contents of the status field?

You can use the check boxes and the date range drop-down in the Filter area of the ribbon in the
Overview tab to control what appears in the Backup/Restore Operation Status field.

=t Metalogix Backup for SharePoint Management Console - |8 x
Farm Cverview Backup Restore Scheduled Backups Alerts Operation Queue Help
= i o N =0 @ < P c £,
B O p j_'] ¥ >< '.\X/.‘ ¥ '¢:/,' Successful ¥ 'é' Canceled | |¥] #%9 Backup
) ) ) — 7] (D) Warning  [#] @ Running | [#] «% Restore
Details Group Refresh | Restore Rerun Cancel Delete Date P
Cperations Backup Operation Operation Range ~ Y1 (X) Failed e 0 Queued

View Action Filter ~

To filter the contents of the status list

1. Select the check boxes for items that you want to show in the Backup/Restore Operation
Status list. Clear the check boxes for items that you want to hide.

2. Click Date Range to specify a range for the items in the Backup/Restore Operation Status field.
The default is the last 7 days.

What actions can | perform in the Operations Queue
tab?

You perform the following actions in the Operation Queue tab:

Details - You can view or hide the Operation Details pane by clicking Details. The Operation
Details pane includes additional information about the selected operation.

Refresh - You can manually refresh the operation status field by selecting Refresh.

Cancel operation - When you select a queued operation, you can click Cancel Operation to stop
the operation.

Viewing farm backup alerts

The Alerts tab of the Farm Backup/Restore view in the Management Console lets you view,
delete, and configure the related alerts.

How do | view the farm backup alerts?

Use the Alerts tab in the Farm Backup/Restore view to view the existing farm backup alerts.
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To view alerts

1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or

Granular Restore.
3. Select the farm for which you want to set alerts.

4. From the Alerts tab, click Refresh to get the latest set of alerts.

How do | go to the operation that triggered an alert?

You can navigate from the Alerts view see the operation that triggered the alert in the Overview

tab.

To go to the operation that triggered an alert
1. Inthe Alerts view, click any alert to select it.

2. Fromthe ribbon of the Alerts tab, click Go to Operation.

About Full and Differential Backup

The Backup tab of the Farm Backup/Restore view in the Management Console lets you create full

and differential backups. You can also schedule backups using this view.

Hy Metalogix Backup for SharePoint Management Conscle - | O

Farm Cwerview Backup Restore Scheduled Backups Alerts Operation Queue Help

%EO:‘Q

Select Unselect Refresh Full Schedule
All All Backup aBackup

View Action

Farm Backup/Res...| i@ A-SP19-G-AlO (SharePoint 2019 AlO)
Pl E) SharePoint 2018 Farms
4 [P sharepoint 2019 AT0 Select farm components to back up:

@ All servers 4
4 []ig A-sP13-G-AI0
4 [_‘J Configuration Database
4 |_|J ContentDatabases
! .NET Framework Configuration
R Certificate Store
¥ Global Assembly Cache
@& 1IS Configuration
@ sharePoint Registry
SharePoint Hive
@ ShareFoint Web Application Roots
4 (;‘j“ Service Applications
“f Access Services
&
@ AppManagement Service Application
";‘f Business Data Connectivity Service Application

Access Services 2010

@ Machine Translation Service
@ Managed Metadata Service
@ PerformancePoint Service Application

fric
¥ . Granular Restore
i

T : T Configuration
o]

':‘2' Connecied as DOMA\spsadmin to Management Service on a-sp19-g-aio

b
3
3
b
3
3
3
b

";‘f PowerPoint Conversion Service Application
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What is the difference between a full backup and a
differential backup?

A full backup includes current versions of every item in the scope of the backup and is a complete
representation of the state of the backed-up components at the time of the backup. Every item in
the scope of the backup is copied during every backup.

A differential backup compares the state of the backed-up content in a specified full backup to
the actual content in the SharePoint farm. Metalogix Backup for SharePoint then copies only the
changed items into the backup set. You must have both the differential backup and the
associated full backup to restore content from the backup.

A differential backup must be a part of a backup schedule. A differential backup will be
performed across content databases, the admin database, and the configuration databases only.
If any web front end components or service application databases were selected, they will be
protected during the scheduled full backups.

For certain component types, the entire component is always backed-up in both full and
differential backups. For example, if you include the SharePoint registry in a farm component
backup, the entire registry is included in every backup.

1 | NOTE:
Both full and differential backups that include SharePoint databases include the entire SQL
Transaction log for the databases. Metalogix Backup for SharePoint does not truncate the log.
You must manage the transaction log size in another tool. If you do not manage the log size,
it continues to grow in your backup sets.

You can include only one farm component in a single scheduled farm backup. The scheduled
farm backup can be a full backup or a paired full backup and differential backup. You can also
include the same component in one or more on-demand full backups.

If acomponent is part of a scheduled backup, and a user includes the componentin an on-
demand backup, the next scheduled backup must be a full backup even if a differential
backup is scheduled.

Only a full backup can be an on-demand backup. When you add the component to the on-
demand backup, the Management Console warns you that adding the component alters the
scheduled backup and asks you to confirm the change. When you restore a component that is
part of a scheduled backup, the next scheduled backup is always a full backup.

Metalogix Backup for SharePoint User Guide

139
Backing up and restoring farm components



Starting a full farm backup

Only users who are members of the farm administrators group can perform farm backups. For
information about the components that you can back up, see Using Metalogix Backup for
SharePoint in your disaster recovery plans.

How do | start a full farm backup?

1. From the Management Console workspace selector click Farm Backup/Restore.

H} Farm Backup/Restore

prens
oY
% = Granular Restore

&
T : T Configuration
o

2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.

3. Click the Backup tab.

4. Inthe Select farm components to back up pane, select the check boxes for the items to
include in the backup. From the ribbon, you can perform the following actions:

a. Click the Select All to select all farm components.
b. Click Unselect All to clear the selection of farm components.
c. Click Refresh to get the latest set of farm components.

5. Fromthe ribbon, click Full Backup. The Backup Wizard starts.

6. Onthe Welcome to the Backup Wizard page, click Next.
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7. Onthe Backup page, review the items that the
farm component selections here.

backup includes. You can review and revise the

Backup Wizard

&

Backup

Select farm components to back up.

+ Ol A Companerd
4 [ i@ A-SP19-G-AIO
L™ [J Configuration Database
bl LIJ ContentDatabases
vl 1T .NET Framework Configuration
w| R Certificate Store
vl B Global AssemblyCache
v G IIS Configuration
v ‘3 SharePoint Registry
! SharePoint Hive
v @ SharePointWebApplication Roots
@ serviceApplications
(‘f Access Services

Welcome
Backup

Options

“f Access Services 2010

“f App Management Service Application

@ Business Data Connectivity Service Application
(‘f Machine Translation Service

@ Managed Metadata Service

@ PerformancePaint Service Application

@ PowerPoint ConversionService Application
(‘f Project Application Services

@ Search Service Application

“f Secure Store Service Application

‘5? Security Token Service Application

FT v T T OYTOYT YT R YWTWT

Help < Back

Backup Cancel

Click Next. The Options step appears.

Backup Wizard

£

Options
Specify the following options forthe backup.

Backup Set Name:

Welcome

|Bad&up-5erver-Cumpunems—20 191206 |

Backup Backup Set Description: | Bhckup of server components

Options

Backup Set Location: BackupSet

Execute PowerShell Scripts

Compression, Encryption and Copy Only
Enable compression

[] Enable encryption

[ copy only

Help < Back

Do not execute scripts to report an the farm's configuration at time of badkup.

Manage Locations..

Backup Cancel

Enter the information as described below:

Backup Set Name - Specify a name for the backup set. The name appears on the Restore

tab when you select the backup set to review and restore.

Backup Set Description - Enter notes about the backup set.
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d. Backup Set Location - Select a location for the backup set from the drop-down list. You can
click Manage Locations to open the Backup Service Preferences window and configure the
backup locations. For more information about configuring your Backup Service
preferences, see Defining the Backup Service preferences.

e. Do not execute scripts to report on the farm's configuration at time of backup - Select the
check box to prevent Metalogix Backup for SharePoint from providing the farm's
configuration at the time of the backup. If the check box is not selected, then users will be
able to select the "view farm configuration" option for the backup set.

f. Enable compression - Select the check box to compress the backup set.

g. Enable encryption - Select the check box to encrypt the backup set. If you enable
encryption, you must also specify a password for the backup set. You must supply the same
password when you restore from the backup.

h. Copy Only - Select the check box to allow a full farm backup that does not interfere with
the conventional backup/restore sequence of SQL Server backups. This option is normally
used if SQL Server backups are already being taken separately.

Narning x

The Copy Cnly Backup Mode option allows a Full
Backup to be taken that does not interfere with the
conventional backupirestore sequence of SQL Server
backups. This would normally be used if SQL Server
backups are already being taken separately from
Metalogix Backup for SharePoint should not interfere
in the existing process. This option applies only to Full
Backups and may not be used with Differential
Backups

@ Copy

9. Click Next. The Mount Options step appears. Select which content database, if any, you would
like the backup to mount.
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Backup Wizard x

@ Mount Options
([_—ﬁ Specify which content databases will be mounted. This will make the contents of these databases immeadiately...
m Mount Content DB Parameters
Welcome
. Databases to Mount
Backup -
4 [A|id A-sP1s-G-al0
Options 4 [A0Y contentDatabases
Mount Options [_‘J A-5P19-G-AIO(319.488 ME)

vl [J) WsS_Content{1042.432 MB)
[l WSss_Content_14506(283.648 MB)
[_‘J WS5_Content_5b1f9cd727794521a92973635d516d56(320.512 MB)
[_‘J WS5_Content_§443b15e3c6845ffbB270a9320f012cd(291.84 MB)
[J WS5_Content_823cfa7814a343fbb7539f61093701ed(320.512 MB)
[_‘J 'WS5_Content_SecondCDB(290.816 MB)

Help < Back Backup Cancel

10. Click Next. If you did not choose a content database in the previous step, Target SQL Server
step isignored. If you chose a content database in the previous step, then the Target SQL
Server step appears. Enter the information for the server on which you want to mount the
backup.

Backup Wizard *
@ Target SQL Server
([_—";] Select the SQL Server and its credentials where the Content Databases will be mounted.
Welcome
SQL Server Target
Backup
SQL Server: | A-5P19-G-AIO
Options
Mount Options Authentication

Target SQL Server ® Use Backup Service User Account
Use SQL Server Login:

Password:

Help < Back Next = Backup Cancel

11. Click Next. The Staging Path step appears only if a TSM location is selected as the Backup Set
Location in the Options step.
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Backup Wizard

=

5 Staging Path

Staging Path for BAK/MDF file

Welcome
Backup
Options

Mount Options

Target SQL Server

Staging Path

Staging Path for Mounting Content Database

A staging path is only required if SQL Server JDELGADILP-DV17 does not have access the location of your bg
the reason because you are seen this could be one of these:
1. The selected backup set located is on a TSM location, by this reason a staging path is needed.
2. Your SQL server does not have access to the selected backups, please enter a network path or choose
a backup set location.
3. If you are going to mount the database in a duster with SQL Server lower egqual than 2008R.2 version,
make sure that the selected shared location is inside SQL dependant shared resource of the duster.
The files will be copied to this staging path before mounting the content database.

Metwork Location: backupSet w

| Help H < Back || Next = || Backup || Cancel |

12. The Summary step appears. Review the information and click Backup to start the backup.

Backup Wizard

&

Welcome
Backup
Options

Mount Options

Target SQL Server

Summary Configuration Database:
SharePoint_Canfig

E

Summary
Review the summary of actions that Metalogix Backup for SharePoint will complete when executing this backup.

Metalogix Backup for SharePoint is ready to begin your backup.

Shown below is a summary of the settings Metalogix Backup for SharePaint will use to perform your backup. After
confirming this information is correct, dick "Backup™ to begin.

Backee

Content Databases:
A-5P15-G-AIO
SharePoint_AdminContent_904e3ec4-28b0-4537-bd68-a00ecea2 177
WSS_Content
WS5_Content_14506
WS55_Content_5b1f3cd 7277945 1292973635d516d 56
WS5_Content_g443b15e3c6845ffh8270a930f012cd
W55 _Content_823c6a78 14a343fbb 75396109370 1ed
WS5_Content_SecondCDB

.NET Framework Configuration
Certificate Store
Global Assembly Cache v
P — i
Help ‘ | < Back | ‘ Next = | | Backup | | Cancel
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Scheduling a full or differential farm backup

Only users who are members of the farm administrators group can perform farm backups. For
information about the components that you can back up, see Using Metalogix Backup for
SharePoint in your disaster recovery plans.

How do | schedule a full or differential farm backup?

1.

From the Management Console workspace selector click Farm Backup/Restore.

H} Farm Backup/Restore

I

oY
%, Granular Restore

b
T : T Configuration
o

In the Farm Backup/Restore pane, click any server name or All Servers for any farm.
Click the Backup tab.

In the Select farm components to back up pane, select the check boxes for the items to
include in the backup. From the ribbon, you can perform the following actions:

a. Click the Select All to select all farm components.

b. Click Unselect All to clear the selection of farm components.

c. Click Refresh to get the latest set of farm components.

From the ribbon, click Schedule aBackup. The Backup Schedule Wizard starts.
On the Welcome to the Backup Schedule Wizard page, click Next.

On the Backup page, review the items that the backup includes. You can review and revise the
farm component selections here.
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Backup Schedule

@ Backup
|[—ﬁ Select farm components to back up.

+ @ Ao Comporerd
Welcome 4 | @ A-SPLS-G-AID
Backup bl [J Configuration Database
L™ LIJ ContentDatabases
| & NET Framewark Configuration
v R Certificate Store
vl I Global Assembly Cache
vl @@ IIS Configuration
v @ sharePoint Registry
v SharePoint Hive
wl [@ SharePointWebApplication Roots
4 “f ServiceApplications
@ Access Services
(‘f Access Services 2010

Options

“f AppManagement Service Application

“f Business Data Connectivity Service Application
@ Machine Translation Service

(‘f Managed Metadata Service

@ PerformancePoint Service Application

“f PowerPoint ConversionService Application
@ Project Application Services

(‘f Search Service Application

“f Secure Store Service Application

Fr T v T W YT OYTIYTYTOYT YT OWTW

@ Security Token Service Application

Help < Back Einish Cancel
. .
8. Click Next. The Options step appears.
Backup Schedule Wizard
@ Options
|! —";] Specify the following options forthe backup.
Welcome Backup Set Name: [ifferential-A-5P 19-G-ATO |
Backup Backup Set Description: | Differential backup
Options
Backup Set Location: BackupSet - Manage Locations...
Run As: |doma\spsadmin Change to Current User
Backup Type
Schedule full backups
® Schedule full and differential backups
+| Run full backup instead of scheduled differential whenthe previous differential
is more than 80 - % of the size of the last full badkup.
") Mote: A differential backup will be performed across content databases only. If any web front
end components were selected, they will be protected during the scheduled full backups.
Execute Powershell Scripts
Do not execute scripts to report an the farm's configuration at time of backup.
Compression, Encryption and Copy Only
Enable compression Password: |oououooou ‘
Enable encryption Confirm Password: |oououooou |
Copy only " Password's length can range from 8 to 24 characters.
Auto include new content databases to Encryption Type: | AES 256 bits -
schedule
Help < Back Finish Cancel

Enter the information as described below:

a. Backup Set Name - The name of the backup set. The name is required. The name can be up
to 255 characters long. The name appears on the Restore tab when you select the backup
set to review and restore. Metalogix Backup for SharePoint creates a corresponding backup
set folderin the file system for the backup set. The folder uses an internal identifier name

that is not the same as the name that you specify.
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b. Backup Set Description - Provides additional information about the backup set. Use this
optional property to document details that helps you select the correct backup set during
restore operations and general administrative activities.

c. Backup Set Location - You can specify where Metalogix Backup for SharePoint stores the
backup set. Click Manage Locations to create a new location, or select an existing location
from the drop-down list.

d. Run As - You need to specify the user to run the backup as in the Run As field.

e. Backup Type - In the Backup Type area you need to select the type of backup to create on a
schedule, you can select between Schedule Full Backups or Schedule full and differential
backups. If you click Schedule full and differential backups, you can choose to perform a
full backup in place of a differential backup when the differential backup size is larger than
a percentage that you specify.

f. Do Not Execute Scripts to Report on the Farm's Configuration at Time of Backup - Select Do
not execute scripts to report on the farm's configuration at time of backup in order to
prevent Metalogix Backup for SharePoint from providing farm's configuration at the time
of the backup. If this option is deselected, then users will be able to select the "view farm
configuration" option for the backup set.

g. Enable compression - When selected, Metalogix Backup for SharePoint compresses the
datain the backup set. Compressing the data makes the backup set smaller. Compressed
data is also often faster to transfer on your network.

h. Enable encryption - When selected, Metalogix Backup for SharePoint encrypts the datain
the backup set. You can select from two industry standard compression methodologies:
AES 128 bits or AES 256 bits. Encrypted data can only be decrypted by Metalogix Backup for
SharePoint. If you enable encryption, you must specify a password. When you restore from
the backup set, you must provide the same password to decrypt the backup.

i. CopyOnly-When selected, Metalogix SharePoint allows a backup to be taken that does
not interfere with the conventional backup/restore sequence of SQL Server backups. This
option is normally used if SQL Server backups are already being taken separately from
Backup, and Backup should not interfere in the existing process.

j. Auto Include New Content Databases to Schedule - Select the Auto include new content
databases to schedule, option in order to automatically include all new content databases
to the scheduled backup.

. Click Next. The Schedule Full step appears. This step appears if in the previous step, you
either opted to schedule a full farm backup or you selected to run a full farm backup in place
of a differential backup when the differential backup size is larger than a percentage that you
specified.



Welcome
Backup
Options

Schedule Full
Schedule Differential

Alerting

Schedule Full
Specify a schedule for the full backup.

Occurs Weekly
Daily Every 1+ week(s) on:

® Weekly Mon Tue Wed Thu Fri Sat |+ Sun
Manthly

Daily Frequency

@ Occurs once at: | 12:00:00 AM

Occurs every: 5 ~| Starting at:
Ending at:
Duration
Start date: | 12/06/2019 - End date: -

® Noend date

All times are shown in the local time of the Management Service computer.

Help

Einish Cancel

Specify the schedule from Daily, Weekly or Monthly. Specify the frequency of occurrence and
specify the duration. Both the Management Service and the Backup Service must be running
to start a backup operation. The time and date you specify identifies when to start the backup
operation. If you specify an end date and time, Metalogix Backup for SharePoint does not start

a new operation after that time. Any running backup operations continue to run.

10. Click Next. The Schedule Differential step appears.

Welcome
Backup
Options

Schedule Full

schedule Differential

Schedule Differential
Specify aschedule for the differential backup.

Occurs Daily

i Every 1 day(s)
Weekly

Manthly

Daily Frequency

® Occurs once at: | 12:00:00 AM

Occurs every: = = | Starting at:
Ending at:
Duration
Start date: | 12/06/2019 M End date: 2

®) No end date

Mote: A differential backup will be performed across content databases, the admin database,
and the config databases only.If any web front end components or service application
databases were selected, they will be protected during the scheduled full backups.

All times are shown in the local time of the Management Service computer.

Help < Back Finish

Cancel

Specify the schedule from Daily, Weekly or Monthly. Specify the frequency of occurrence and
specify the duration. Both the Management Service and the Backup Service must be running
to start a backup operation. The time and date you specify identifies when to start the backup
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operation. If you specify an end date and time, Metalogix Backup for SharePoint does not start
a new operation after that time. Any running backup operations continue to run.

11. Click Next. The Alerting step appears.

s&\ Alerting

(.( {J Set alerting options for this backup schedule

Use the default alert fig ion for this backup schedul View Alert Settings)

Welcome

Backup # Use the following alert settings in addition to the default alert settings

Specify alerts to generate for backup run using this schedule:
| (%) Backup operation failed v 'e“ Backup operation successful

Schedule Full = —
¥| (1) Backup operation succeeded withwarnings [+ l‘@ Backup operation canceled

Options

Schedule Differential
Secondary backup service used for operation.

Alerti
Alerting +| Differential backup set size triggered a full backup for next scheduled time

¥| Backup operation took longerthan 30 3| | minutes -
Specify howyou wish to be notified of the alerts generated:
+| Write alerts to the Application event log on the Management Service computer.

+| Send alerts as email

Recipients:
(separated by semicolons)

spsadmin@domca. com;support@domea. com ‘

MessageFooter: ‘ Differential backup notfication.| ‘

Alert Email Settings

Help < Back Finish Cancel

12.Select one of the following:
e Use the default alert configuration for this backup schedule.

e Use the following alert settings in addition to the default alert settings. If you select this
option, you can specify how any of the following conditions affect alerts. These settings are
used in addition to the default alert settings:

a. Backup operation failed - When selected, Metalogix Backup for SharePoint generates an
alert when an operation fails.

b. Backup operation succeeded with warnings - When selected, Metalogix Backup for
SharePoint generates an alert when a backup or restore operation succeeds but
encounters errors.

c. Backup operation successful - When selected, Metalogix Backup for SharePoint generates
an alert when an operation succeeds. Backup, restore, and preview operations can all
generate Successful alerts.

d. Backup operation canceled - When selected, Metalogix Backup for SharePoint generates an
alert when a user cancels a backup or restore operation.

e. Secondary Backup Service used for the operation - When selected, Metalogix Backup for
SharePoint generates an alert if it uses a secondary Backup Service to perform a backup.

f. Differential backup set size triggered a full backup for the next scheduled time - When
selected, Metalogix Backup for SharePoint generates an alert when the size of a
differential backup triggers a full backup during the next scheduled backup. You specify
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when the differential backup size triggers a full backup when you create the scheduled
backup.

g. Backup operation took longer than <number> <unit> - When selected, Metalogix Backup
for SharePoint generates an alert when a backup takes longer than the amount of time that
you specify.

h. Write alerts to the Application event log on the Management Service computer - When
selected, Metalogix Backup for SharePoint notes alerts generated by the scheduled backup
in the Application event log on the computer that hosts the Management Service. You can
use the Windows Event Log viewer to review the event log.

i. Send alerts as email - When selected, sends any alerts generated by the scheduled backup
as an email to the recipient or recipients that you specify. For emails to be sent
successfully, the SMTP server must be setup. Click Alert Email Settings to verify that the
SMTP settings have been configured.

Recipients - The SMTP email addresses of one or more recipients to send alerts
generated by the scheduled backup. You can click Alert Email Settings to configure the
outgoing SMTP mail server.

Message Footer - Text included in the generated email below the alert.

13. Click Next. The Grooming step appears.

Backup Schedule Wizard x

J\ Grooming

[i( {J Specify the grooming settings for this scheduled backup.
Welcome Use the default grooming settings for this backup schedule iew Grooming Settings)
Backup ® Use the following g ing settings instead of the default grooming settings
Options () Delete backup sets based on count: Retain the last | backup set(s)
Schedule Full (® Delete backup sets based on age: Retain the last 90 = days of backup set(s)

Schedule Differential Retain last T log files
Alerting

Grooming

Help < Back Finish Cancel

14. Select one of the following:
e Use the default grooming settings for this backup schedule.

e Use the following grooming settings instead of the default grooming settings. When you
select this option you can specify when and how Metalogix Backup for SharePoint deletes
out-of-date backup sets from the repository database and the storage location that you
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specify. For more information about grooming, see Learning about data grooming. You can
specify the following settings, which replace the default grooming settings:

a. Retain last x good backup set(s) - When selected, Metalogix Backup for SharePoint always
saves at least the number of backup sets that you specify, without regard to the age of the
sets. When you enable both this setting and the "Delete backup sets from repository and
disk after x days" settings, the oldest retained set may be older than the age that you
specify.

b. Delete backup sets from repository and disk after x days - When selected, Metalogix
Backup for SharePoint deletes the data after the specified number of days.

c. Retain last x log files - When selected, Metalogix Backup for SharePoint always saves at
least the number of log files that you specify, without regard to the age of the log file.

15. Click Next. The Mount Options step appears.

@ Mount Options

fJ Specify which content databases will be mounted. This will make the contents of these databases immediately...

R Mount Content DB Parameters
Welcome
Disk Space Rules
Backup
Content Database Size Limit: MB
Options
Mumber of Mounted Databases to keep:
Schedule Full

Schedule Differential Databases to Mount
Alerting 4 [F|& &-5P19-G-AlI0

4 A ContentDatabases
[J A-5P19-G-AID(319.488 MB)

v [J WSS_Content{1042.432 MB)
W35_Content_14506(283.648 MB)
WSS_Content_5b1f9cd727794521a92973635d516d56(320.512 MB)
WSS_Content_g443b15e3c6845ffb8270a9320f012cd(291.84 MB)
WSS_Content_823c6a7814a343fbb7539f61093701ed(320.512 MB)
WSS5_Content_SecondCDEB(290.816 MB)

Grooming

Mount Options

EEE&

You are about schedule a Full Farm Backup with posterior mount operation. Keep in mind, that the size
of the content databases that vou selected may vary after a period of time depending of the activity of

the contained Site Collections.
Help < Back Finish Cancel

Set the following optional parameters:

a. Content Database size limit - prevents the backup from being mounted if the content
database exceeds the specified size. Note that setting a limit of OMB means that there is
no size limit and all backups will be mounted to the selected content databases.

b. Number of Mounted Databases to keep - allows you to specify the number of backups sets
that are kept mounted. Specifying a value of 1 will keep the latest scheduled backup
mounted.

c. Databases to Mount - select which content databases will be mounted. Selecting a content
database for mounting will make the content database immediately available for granular
restores.

16. Click Next. The Target SQL Server step appears if a Content Database was selected to be
mounted in the previous step.
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Backup Schedule Wizard EI

A Target SQL Server
@ Select the SQL Server and its credentials where the Content Databases will be mounted.
Welcome
— SQL Server Target
Backup : :
SQL Server: | A-5P18-G-AIO | |
Options
Schedule Full Authentication

Schedule Differential (@ Use Backup Service User Account

Alerting (JUse SQL Server Login: | |
Grooming Password: | |
Mount Options

Target SQL Server

| Help || < Back H Next = H Einish || Cancel |

The Target SQL Server step lets you select the SQL Server location where the content
databases will be mounted. Once you have selected the Target SQL Server location, select the
authentication type, and enter credentials when needed.

17. Click Next. The Summary step appears. Review the information and click Finish to schedule
the backup.

Backup Schedule Wizard IZ'
)&: Summary

H Review the summary of actions that Metalogix Backup for SharePoint will complete when executing this backup.
Welcome Metalogix Backup for SharePoint is ready to schedule your backup.
Eackup Shown below_ isa summ_ary_ofﬂ'le settings M_et_zlo‘g\x Backup for SharePoint will use to perform your backup. After
confirming this information is correct, dick Finish” to schedule.
Options
shequierl | DECKER———
Schedule Differential _
Alerting
Grooming Configuration Database:
SharePaint_Config
Mount Options
Target SQL Server Content Databases:
A-5P19-G-AIO
SharePaint_AdminContent_904e3ec4-28b0-4537-bd68-a00ecea22177
Summary WSS_Content
W35_Content_14506
WS5_Content_5b1f9cd 7277945 1a92973635d516d56
WSS _Content_6443b15e 3c6845ffh8 270293010 12cd
W55 _Content_823c6a7814a343fbb 753916109370 1ed
WS5_Content_SecondCDB
.NET Framework Configuration
Certificate Store
Global Assembly Cache v
TTE M meFirmaan—d i

Help || < Back H Next > || Finish || Cancel
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Managing scheduled farm backups

The Scheduled Backups tab in the Management Console lets you view, edit, delete, enable, and
disable scheduled farm backups.

How do | view the scheduled farm backups?

You use the Scheduled Backups tab in the Farm Backup/Restore view to view the existing backup
schedules.

To view the scheduled farm backups
1. From the Management Console, in the left pane, click Farm Backup/Restore.

H:’ Farm Backup/Restore

@
* . Granular Restore
g

T T Configuration
e}

2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.

3. Click the Scheduled Backups tab.

EH Metalogix Backup for SharePoint Management Console - 8| x
Farm  Overview  Backup  Restore Scheduled Backups | Alerts  Operation Queue  Help
i
A NN
BRCZXOO0&H &
Details Refresh Edit Delete  Enable Disable Run Run Differential
Schedule Now Now
View Action A

Farm Backup/Res...| @ A-SP19-G-AlO (SharePoint 2019 AlQ)
4 [§ sharefoint 2018 Farms

4 [P sharepoint 2013410 | Scheduled Backups

@ All servers Backup Set Name = = Description Full Schedule Next Full Run Time Differential Schedule Next Diff Run Time
& A-SPI9-G-AI0 [ oifferential-20101205 Differentialbackup  Day 1 of every month...  1/4/2020 12:00 AM  Every day. Oceurs at...  1/2/2020 12:00 AM

Ll 3

Scheduled Backup Details

mckupsettome: i i oo bebocon
Backup Set Description:  Differential backup
Sacup Setlocaton, |51 G A0 bacupi Femseeasioa0
Execute PowerShell No
Sari

rits: _ Configuration Database:
Enable compression: Yes

N SharePoint_Config

Enable encryption: Yes

Auto include new content Yes

Content Databases:
databases:

A-5P19-G-AIO

Backup Schedule Status: Enabled . .
. SharePoint_AdminContent_904e 3ec4-28b0-4537-bd68-al0ecea22 177
Run As: doma'\spsadmin WSS, Cantent
Backup Type: Full and differential backups -
WS5_Content_14506
Full schedule: Monthly; Day 1 of every month;

Occurs at 12:00 AM; Effective WSS_Content_Sb1f3cd7277945¢ 1a92073635d516d56

i
", Granular Restore
&

T T Configuration
Q

Differential schedule:

Alert Settings:

12/5/2013

Daily; Every day; Occurs at 12:00 AM;
Effective 12/6/2019; Run full backup
when previous differential reaches
80% of the last full backup.

Uses the default alert settings.

N N - Certificate Store
‘Grooming Settings: Uses the default grooming settings.
H:} Farm Backup/Rest... Global Assembly Cache
P G— IS Configuration
SharePoint Registry

@ Connected as DOMA\spsadmin to Management Service on a-sp 19-g-aio

WSS_Content_6443b15e3c6845ffb8270a93e00 12cd
WSS_Content_823c6a7814a343fbb7539f6109370 1ed
WSS_Content_SecondCDB

JNET Framework Configuration

SharePoint Hive
SharePoint Web Application Roots
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How do | make changes to a scheduled farm backup?

You use the Scheduled Backups tab in the Farm Backup/Restore view to make changes to a
scheduled backup.

To make changes to a scheduled farm backup
1. Select the scheduled backup that you want to edit.
2. From the ribbon, click Edit. The Backup Schedule Wizard starts.

3. Step through the wizard and revise the settings. For more information see Scheduling a full or
differential farm backup.

4. Review the information in the Summary step and click Finish to schedule the backup.

How do | delete a scheduled farm backup?

You use the Scheduled Backups tab in the Farm Backup/Restore view to delete a scheduled
backup. When you delete a scheduled backup, you only delete the schedule. The existing
backups in the backup sets are not deleted.

To delete a scheduled farm backup
1. Select the scheduled backup that you want to delete.
2. From the ribbon, click Delete Schedule.

3. A confirmation dialog prompts you to confirm that you want to delete the Scheduled Backup.
Click Yes to delete the scheduled backup.

How do | enable and disable a scheduled farm
backup?

You use the Scheduled Backups tab in the Farm Backup/Restore view to temporarily disable and
enable scheduled backups. When you disable a scheduled backup, the scheduled backup
definition stays in Metalogix Backup for SharePoint, but it does not execute. You can disable a
scheduled backup when you need to temporarily suspend backups, then later resume them.

To disable a scheduled farm backup
1. Select the scheduled backup that you want to delete.

2. From the ribbon, click Disable. The Next Full Run Time and Next Diff Run Time columns values
for the selected backup schedule displays the scheduled time. The Disable icon in the ribbon
is enabled.
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To enable a disabled scheduled farm backup
1. Select adisabled scheduled backup that you want to enable.

2. From the ribbon, click Enable. The Next Full Run Time and Next Diff Run Time columns values
for the selected backup schedule will change to Disabled. The Enable icon in the ribbon is
enabled.

Restoring SharePoint farms

Metalogix Backup for SharePoint can restore SharePoint 2010, 2013, 2016 and 2019 farms that have
been previously backed-up using Metalogix Backup for SharePoint.

Metalogix Backup for SharePoint uses VSS to back up and restore the farm components that make
up your SharePoint farm while your farmis in use. Your farm must be configured to use VSS. If
VSS is not enabled, Metalogix Backup for SharePoint will not be able to back up your SharePoint
2010, 2013, 2016 and 2019 farms. VSS is included in Windows Server 2003 and later versions of
Windows. For information about how VSS works, please consult your Windows Server
documentation, or the Microsoft article Volume Shadow Copy Service Overview at
http://msdn.microsoft.com/en-us/library/aa384649(VS.85).aspx.

Only SharePoint 2010, 2013, 2016 and 2019 farms can use Farm Backup/Restore.

Restoring from farm backups

The Restore tab of the Farm Backup/Restore view in the Management Console lets you restore
backed-up SharePoint 2010, 2013, 2016 and 2019 farm backups. Restorations can be done as in-
place restores or out-of-place restores. An in-place restore returns the backed-up components to
their original locations, replacing any existing files. Some components cannot be restored in-
place, including the following:

o NET framework configuration

e Certificate store

Global assembly cache

I1S configuration

11S Metabase

SharePoint registry

SharePoint root
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e SharePoint Web application roots

In addition, you can only restore the SharePoint configuration databases as part of a complete
restore of the farm.

For these components, it is not possible to guarantee that only Metalogix Backup for SharePoint
is making changes to the files while the restore is in progress. If both Metalogix Backup for
SharePoint and another process tried to write to the file at the same time, the result could be
catastrophic for your farm or for the server. The farm or the server could fail to function in this
event. For this reason, Metalogix Backup for SharePoint prevents an in-place restore of the
components.

You must restore these files out of place, then manually recreate the SharePoint farm
configuration based on the files.

1| TPt you perform an in-place restore while your SharePoint farm is active and available to
users, the users may encounter errors when they try to access content that Metalogix Backup
for SharePoint is actively restoring. The content should be available after a shortinterval. If a
user is viewing content or has the content checked out and Metalogix Backup for SharePoint
restores the content, the version the user has may no longer be valid. Metalogix Backup for
SharePoint restores the version of the content that was current during the backup, including
the checkout state of the content.

An out-of-place restore places the files in a UNC location that you specify. You can manually
return the content to your SharePoint farm.

How do | select the backed-up components to
restore?

You use the Restore tab in the Farm Backup/Restore view to select the components to restore.

To select the components to restore
1. From the Management Console workspace selector click Farm Backup/Restore.

H:t Farm Backup/Restore

-
» Granular Restore

T i T Configuration
Q
2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.

3. Click the Restore tab.
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In the Backup Content pane, select the check boxes for the components to restore. If the

Backup Content pane is not visible, click Backup Content in the ribbon.

EH Metalogix Backup for SharePoint Management Console

Farm COverview Backup Restore Scheduled Backups Alerts Operation Queue Help

D O ® 4] In-place ;T 5]:1

T Dut-of-place
Backup Refresh = P Restore Date

Content Range ~
View Restore Type Action Filter
Farm Backup/Res... g A-SP19-G-AlO (SharePoint 2019 AIO)

4 E) SharePoint 2019 Farms
4 [D sharcpoint 2019410 | Backup Sets (Last7Days)

-
@ All Servers Backup Set Name Description Qperation

Type

DatefTime

@ A-SP19-G-AID -
[ Full Backup of WSS_Content *, Backup

Full

12/4/2019 4:58:46 PM

1
Backup Content
4 [wl|i@ A-sP19-G-AID
FR LJJ ContentDatabases
v | J] WS5_Content (Full)

Q) Cannected as DOMA\spsadmin to Management Service on a-sp19-g-aio

You can right-click any node in the Backup Content pane and choose from the following

actions: Select All, Unselect All, Expand Tree From Here or Refresh.

How do | perform an in-place restore?

You use the Restore tab in the Farm Backup/Restore view to perform an in-place restore.

To perform an in-place restore

1
2.

In the Management Console, in the left pane, click Farm Backup/Restore.

In the Farm Backup/Restore pane, click any server name or All Servers for any farm.

Click the Restore tab.

In the Backup Content pane, select the check boxes for the items to restore. If the Backup

Content pane is not visible click Backup Content in the ribbon.

In the ribbon, select In-place and then click Restore. The In-Place Restore Wizard starts.

Hi Metalogix Backup for SharePoint Management Console -

Farm Cverview Backup Restore Scheduled Backups Alerts Cperation Queue Help

I:| G () E In-place :1 51:1

OQut-of-place

Backup Refresh Restore Date
Content Range ~
View Restore Type Action Filter

Click Next in the Welcome step of the In-Place Restore Wizard. The Restore step appears.
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Restore Wizard EI

5 Restore
@ The following objects will be restared.

4 i@ A-5P13-G-AIO0

Welcome 4 D] ContentDatabases

Restore [ wss_Content (Full)

Summary

| Help H < Back || Next = || Restore || cancel |

7. Review the content to restore and then click Next. The Summary step appears.
Restore Wizard IZ'
5 Summary

@ Review the summary of actions that will complete when executing this InFlace.

Welcome Metalogix Backup for SharePoint is ready to begin your restore.

Shown below is a summary of the settings that will be used to perform your restore. After confirming this

Rests
estare information is correct, dlick "Restore” to begin.

Summary

Content Databases:
W55_Content

Restore Type: In-place Restore
Backup Location: \A-5P13-G-AI0\backupSet
| Help ‘ | < Back | ‘ Next = | || Restore | | cancel

8. Review the restore operation summary and then click Restore.

How do | perform an out-of-place restore?

You use the Restore tab in the Farm Backup/Restore view to perform an out-of-place restore.

To perform an out-of-place restore

1. From the Management Console workspace selector click Farm Backup/Restore.
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2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.

w

Click the Restore tab.

b

In the Backup Content field, select the check boxes for the items to restore. If the Backup
Content pane is not visible click Backup Content in the ribbon.

5. Inthe ribbon, select Out-of-place and then click Restore. The Out-Of-Place Restore Wizard
starts.

Ha < Backup for SharePoint Manageme - |8 %
Farm Cverview Backup Restore Scheduled Backups Alerts Cperation Queue Help
I:I G [*] In-place 1 5 [
H outetpace | Y
- 8 [ Out-of-place
Backup Refresh Restore Date
Content Range ~

View Restore Type Action Filter -~

6. Click Nextin the Welcome step of the Out-Of-Place Restore Wizard. The Restore step appears.

7. Review the content to restore and then click Next. The Target Location step appears.

Restore Wizard *

1_3 Target Location
lf[-_- 'l{) Specify a network path to restore files.

Welcome Specify a path to a network folder (UNC path) to restore your files,

Restore

Target Location Metwork Location: |\\,&-5P 19-G-AIO\BackupSet\Full Backup of WSS_Content-20191204195846| |

Help < Back Restare Cancel

In the Network Location field, enter a UNC location where Metalogix Backup for SharePoint
should place the restored content.
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8. Click Next. The Summary step appears.

Restore Wizard

=

5 Summary

Review the summary of actions that will complete when executing this QutOfPlace.

Welcome
Restare

Target Location

Summary

Metalogix Backup for SharePoint is ready to begin your restore.

Shown below is a summary of the settings that will be used to perform your restore. After confirming this
information is correct, dick "Restore™ to begin.

Content Databases:
W55_Content

Network Location: WA-5P19-G-AI0\BackupSet\Full Backup of WSS_Content-
20191204195846

Restore Type: Out-of-Place Restare
Backup Location: WA-5P 19-G-AIO\backupset
| Help ‘ | < Back | ‘ Next = | | Restare | | Cancel

9. Review the restore operation and click Restore.
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5

Restoring granular objects

Metalogix Backup for SharePoint can back up SharePoint objects from SharePoint 2010, 2013, 2016
or 2019 farms. Backups can be run on demand, or on a schedule that works best for the farm.

The initial backup should always be a full backup. This enables subsequent backups to be either
full backups like the initial backup, or smaller, differential backups which will only contain
objects that have changed since the last full backup. The backups can then be used to reinstate
SharePoint farms as needed.

1 | NOTE: Although Metalogix Backup for SharePoint no longer creates granular backups,
granular backups created using previous versions of SharePoint backup can be used to
restore SharePoint objects. It is important to note that granular objects can only be restored
to the same version of SharePoint from which the granular backup was initially created.

Viewing the granular restore status and results

The Overview tab displays the status of each backup, mount, link, or restore operation. Metalogix
Backup for SharePoint combines the specified Filter options to determine which operations to
display in the Backup/Import and Mount/Restore Operation Status list. The Operation Details
pane provides additional information about the operation selected in the Backup/Import and
Mount/Restore Operation Status list.

How do | open the Overview tab?

The Overview tab is part of the Farm Backup/Restore and Granular Restore views in the
Management Console. The Overview page applies to the selected farm.

To open the Overview tab

1. From the Management Console workspace selector select Granular Restore.

H:ﬁ Farm Backup/Restore

e, Granular Restore

h.r
T : T Configuration
Q

2. From the Granular Restore pane, select All Servers or a mounted database.

3. Click the Overview tab.
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What actions can | perform in the Overview tab?

You perform the following actions in the Overview tab:

=% fetalogix Backup for SharePoint Management Consele - 0=
Farm | Overview | ImportandMount — Restore  Alets  Operation Queue  Help

[ Details P Sﬂ X Cancel Operation @' Mountand Link Content DataBase (©) Successful [¥] () Canceled [¥] &%) Backup [¥] &7 Link ¥ | BAKFile 7| @> SP Full Farm

:;j Group Operations | ' () Del [@ Import Backup sets . g @ Running [ &% Restore [¥] &% Unmount  [¥] EF} MDF/LDF File

(7 Refresh %" Download Doc % Unmount Range » ¥ () Failed 7| D Queved  [#] B Mount  [¥] o Linked CDB [#] i4 MTFull Farm

Action Filter ~

Details - You can view or hide the Operation Details pane by clicking Details in the top panel.. The
details pane includes additional information about the selected operation.

Group Operations - You can choose to group operations in the status field by selecting Group
Operations. When you group operations, differential backups are attached to the related full
backups.

Refresh - You can manually refresh the operation status field by clicking Refresh.

Restore - When you select a backup operation in the status area, you can click Restore to restore
the backed-up data.

Cancel Operation - When you select a running operation, you can click Cancel Operation to stop
the operation.

Delete Operation - When you select an operation, you can click Delete Operation to delete the
operation from the status list.

Download Document - You an select a document from the Backup Content tab in the Operation
Details section, and view the document when you click Download Document.

Mount and Link Content database - You can start the Content Database Mount and Link Wizard to
mount backup files or link content databases.

Import Backup sets - You can download backup sets from predefined backup set locations.

Filter data in the status field - You can select or clear the check boxes in the Filter area to control
the items that appear in the status field. You can also filter the result in the status field by date
range.

What actions can | perform in the Operation Queue
tab?

You perform the following actions in the Operation Queue tab:

Details - You can view or hide the Operation details pane. The details pane includes additional
information about the selected operation. In order to view or hide the Operation details pane,
click Details in the top panel. For more information, see What information does the details pane
include?

Refresh - You can manually refresh the operation status field.
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Cancel Operation - When you select a queued operation, you can click Cancel Operation to stop
the operation.

How can | open the Operation Details pane?

The Details pane normally appears at the bottom of the Overview tab. If the Details pane does
not appear at the bottom of the window, you can make it visible using the following steps.

To display the Operation Details pane

1. From the Management Console workspace selector click either Granular Restore or Farm
Backup/Restore.

2. Inthe top left hand panel click either All Servers or Mounted Databases.
3. Inthe right pane, click the Overview tab.

4. If the Operation Details pane does not appear, click Details.

What information appears in the Operation Details
pane?
The Details pane displays the following information:

Summary - A brief summary of the selected operation. The summary includes the operation type,
the operation status, the backup set name and location, the user credentials used, the Backup
Service that performed the operation, and the directory where the backup set was saved after a
successful operation

Server Operations - The Server operations, including the servers name, the progress of the
operations, its size and start time.

Backup content - The content that was backed-up or restored. The content appears in a collapsed
tree view

Result Text - The results of the backup or restore operation. This includes specific details
regarding successes and failures.

Description - The description of the selected item that you entered when you created the item.

Canceling running granular backup or restore
operations

You can cancel any currently-running restore operation in Metalogix Backup for SharePoint. If you
cancel a running operation that started on a schedule, Metalogix Backup for SharePoint does not
cancel the schedule.
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How do | cancel a running restore?

Use the Management Console to cancel a running operation.

To cancel a running backup or restore operation:

1. From the Management Console workspace selector click Granular Restore for a granular
restore operation.

2. Inthe granular Restore pane, click the node with the running operation.

Click the Operation Queue tab in the top panel.

> W

Select the restore operation you would like to cancel and click Cancel Operation.
5. Inthe confirmation dialog that opens, click OK.

6. Click the Overview tab. The canceled operation is listed in the Mount Sharepint DB Operation
Status list if the Canceled filter setting in the ribbon is checked.

= leta Backup for SharePoint Management Console - o x
Farm Overview Impert and Mount Restore Alerts Operation Queue Help
B Details I"),T 3 Cancel Op B Mount and Link Content DataBase v| (@) Successtul [¥] () Canceled [¢] %) Backup [#] /@ Link 5 v i
E] Group Operations | () Delete Operation [ Import Backup sets 5 7 (D) Waming  [#] @ Running  [#] &% Restore ¥ &% Unmount (¥ &3
~ Restore N ate s )
L Refresh % Download Document &2 Unmount Range +| (%) Failed Ld m Queued B> Mount o Linked CDB ¥
View Action Filter ~
Granular Restore [ Mounted Databases (SharePoint 2019 AlO)
4 [ sharepoint 2018 Farms
4 D sharePoint 2018 AT0 Mount Sharepoint DB Operation Status  (Last 7 Days)
Backup Set Name Operation Type Progress Avg. Throughput Start Time ~ | Duration (hh:mm:ss)
@ ML_TEMP_DBE_WSS_Content_201.. % Restore  In-place Canceled 12/9/2019 5:50:13 PM 00:00:09
« »
Operation Details
Summary | Backup Content Result Text RestoreLog Items
Status: Canceled ~
""""" Content Database: ML_TEMP_DB_WSS_Content_20191204_165918
E} Farm Backup/Restore Sql Instance: A-SP19-G-AIO
= Sqgl User: domalspsadmin
ﬁ%ﬁ Granular Restore Source Type: List
Target: hitp:a-sp19-g-ai K _SC Collaboration Blog/
TaTConfiguration Source: http:/a-sp19-g-aio/sites/BK SC Collaboration BlogiLists/BK Calendar v
]
() Connacted as DOMA\spsadminto Management Service on a-5p 18-g-3i0

7. The details of the canceled operation are displayed in the Operation Details pane. If no details
are visible, click Refresh.

Mounting and Linking a Content Database

There are two ways to restore SharePoint objects - by mounting a content database that contains
the object(s) to restore, and by creating a link to an already-mounted content database. From
there, components can be granular-restored. Older versions of Metalogix Backup for SharePoint
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enabled users to create their own granular backups. These backups can be used to restore objects
as well.

Mounting or linking content databases is done through the use of the Mount and Link Content
Database Wizard. The wizard mounts content databases from BAK files, MDF/LDF files, Metalogix
Farm Backups or SharePoint Full Farm Backups, or creates a link to a content database that has
already been mounted. This operation allows you to copy the selected files to a staging location
if the Backup Service does not have permission to access these files. The following are the mount
source types:

e Metalogix Full Farm Backup

e SQL Server Backup (BAK) File - including full, differential, and transaction log

e SQL Server Data and Log (MDF/LDF) File

e SharePoint Full Farm Backup

e Link to Content Database

If you use a staging path while mounting a content database, the staging path used must be
located on a machine where the Backup Service useris a local administrator, otherwise you
cannot mount the database.

1 | TIP: The sQL server Backup Service is used to mount content databases by default. To allow
other Backup Services (such as the primary or secondary Backup Service) to perform the
mount instead, reorder the preferred mounting services using the "priorityMountOperation"
key in the PBManagementService configuration file accordingly.

Mounting Metalogix Full Farm Backup

The Full Farm Backup option allows you to mount content databases on farm backups that have
been taken by the Metalogix Backup for SharePoint product.

To mount a Full Farm Backup, do the following:

1. From the Management Console workspace selector click Granular Restore.

H:ﬁ Farm Backup/Restore

AT
&
= = Granular Restore

i
T : T Configuration
o}

2. Launch the Content Database Mount and Link Wizard by doing one of the following:

e Click the Overview tab and then click Mount and Link Content Database from the ribbon.

=2 Metalegix Backup for SharePoint Management Console - |8 x
Farm Overview Import and Mount Restore Alerts Cperation Queue Help

B Details {5 ¢ Cancel Operstion | @ Mount and Link Content DataBase i () Successtul W1 (D) [ & [ F [4 v @
a / B

[E Group Operations R () Delete Operation F Impert Backup sets B V] (D) Waming [ o N1 V& B

Sy frec estore . ate — . N

(" Refresh % Download Document &% Unmount Range - ¥ () Failed A0 VB VP 2

View Action Filter ~
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e Click the Import and Mount tab and choose the Mount and Link Content Database from the

ribbon.
EF Metalogix Backup for SharePoint Management Conscle
Farm Overview Import and Mount Restore Alerts Cperation Queue Help
O ‘q.) | « ] ) Backup | B MDF/LDF File
= X Ld /;(ﬁ Linked CDB [#] =i MT Full Farm
Refresh Mount and Link Import Date ]
Content DataBase | Backup sets Range = ¥ BAK File 7| @ P Full Farm
View Actions Filter

3. Click Nextin the Content Database Mount and Link Wizard Welcome step. The Source Type

step appears.

Mount and Link Wizard

Content

5 Source Type
|[ Choose the source type to Mount orLink a Content Database.
Welcome
Source Type

(®) Metalogix Full Farm Backup

(0) 5QL Server Backup (BAK) File - Including Full, Differential, and Transaction Logs
(0) 5QL Server Data and Log (MDF/LDF) File

() sharePaint Full Farm Badkup

() Link to Content Database

Mount

Help < Back

Cancel

4. Select Metalogix Full Farm Backup as the content database source type.
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5. Click Next. The Target SQL Server step appears.

Content Database Mount and Link Wizard

x
5 Target SQL Server
([_—'Q Target 5QL Server for Mounting Content Database
Welcome

Source Type

Target SQL Server

SQL Server: A-5P19-G-AIO Browse...

Backup Objeds
Authentication
Staging Path ®) Use Backup Service User Account

Use SQL Server Login:

Password:

Help < Back

Mount Cancel

a. Enterthe name of a SQL Server, or click Browse and select a SQL Server.

b. Forauthentication, either use the Backup Service credentials or enter the server's
credentials.

6. Click Next. The Backup Objects step appears.

Content D

Mount and Link W

s
5 Backup Objects
l‘j_ Metalogix Full Farm backup sets available.
Welcome
Full Farm Backup Sets Available: | Full Backup of WSS_Content - 12/4/2019 7:58:46 PM w
Source Type

TargetsqLServer | 4 1|8 ASPIS-G-AI0
ER LJJ ContentDatabases
Batkup Objecs vl | WSS_Content (Full)

Staging Path

Help < Back Mount Cancel

7. Click the Full farm backup sets available drop down and select a backup set. Select the content
database that you wish to mount.
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8. Click Next. The Options step appears.

Welcome
Source Type
Target SQL Server
Backup Objeds

Options

Content Database Mount and

Link Wizard

Options

Specify the following options for the content database mount.

Content Database Mount Mame:  |WSS5_Content323_201904_170358

Content Database Mount Description: | Content Database Mount

Filestream folder path:

Help

< Back Mount Cancel

9. Enter acontent database mount name and a description. If the backup was created using

Microsoft SQL Server Filestream, select the checkbox Filestream folder path and specify the

location.

10. Click Next. The Target Farm step appears

Content D

Welcome

Source Type
Target SQL Server
Backup Objeds
Options

Target Farm

se Mount an

d Link Wizard

Target Farm
Target Farm forthe Mounted Content Database

Farm: |SharePoint 2019 AIQ

Help

< Back Mount Cancel

11. Select the target farm if there are more than one target SharePoint farms with the same
version as the backup set. This drop down appears disabled if there is only one farm with the
same version as the backup set.
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12. Click Next. The Summary step appears.

Content Database Mount and Link Wizard x
_5 Summary
f:[-_- '{] Review the summary of actions that will complete when executing this mount.
Welcome Metalogix Backup for SharePoint is ready to begin your content database mount.
Source Type Shown below is a summary of the settings that wil be used to perform your content database mount. After confirming this
! information is correct, dick "Mount” to begin.
Target SQL Server
Backup objec= | ICURER-
Options Content Data in Full Farm WS5_Content
Target Farm BackupSet:
Target SQL Server: A-5P15-G-AIO
Summary Staging Path: \\A-5P 19-G-AIO \packupSet\CdbFiles)
Target Farm: SharePoint 2019 AIQ
Help < Back Mext = Cancel

13. Click Mount to mount the Metalogix Full Farm Backup.

14. You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.

Mounting a SQL Server Backup (BAK) File

The SQL Server Backup (BAK) File option mounts databases from a SQL server .BAK files. This
option includes full, differential, and transaction log backups. You can mount several .BAK files of
the same content database.

In order to mount a SQL Server Backup File, do the following:
1. From the Management Console workspace selector click Granular Restore.
2. Launch the Content Database Mount and Link Wizard by doing one of the following:
e Click the Overview tab and then click Mount and Link Content Database from the ribbon.

e Click the Import and Mount tab and choose the Mount and Link Content Database from the
ribbon.

3. Click Nextin the Content Database Mount and Link Wizard Welcome step. The Source Type
step appears.

4. Select SQL Server Backup (BAK) File - including Full, Differential, and Transaction logs.

5. Click Next. The Target SQL Server step appears.
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Enter the name of a SQL Server, or click Browse and select a SQL Server

Service credentials or enter the server's credentials.

Click Next. The BAK Import Options step appears.

Content Dat;

BAK Import Options
() Browse Directly to Backup Files

the latest full, the latest differential or the latest transaction log and Metalogix
Backup will automatically restare the necessary backup files.

Help < Back

e Mount and Link Wizard
5 BAK Import Options
f;[-_- -ﬂ Select an option in orderto Import SQL Backup Sets
Welcome Lacate Full, Differential, and/or Transaction Log Badkups
Source Type (® Search for Backup by Name._ Date. Time. and Backup Type
Target SQL Server Search for your SQL full, differential, and transaction log backups by the name the

backup, the date and time the backup started and ended, and the type of backup.

Browse directly to your backup using a UNC path with Windows Explorer. Choose

Mount Cancel

transaction logs.

. Either use the Backup

8. Select the method by which you would like to locate full backups, differential backups, and

o If you selected Search for backup by Name, Date, Time, and Backup type please continue to

the Search for Backup section for further instructions.

¢ If you selected Browse Directly to Backup Files please continue to the Browse for Backup

section for further instructions.
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Search for Backup

1.

2.

In the Search SQL Backup step, use the available search parameters to find specific full,
differential, and transition log backups. You can search by name, date, backup set type and

SQL Server. Select a Backup and click Next.

ount and Link W

M

Content D

_5 Search SQL Backup
f:[-_- '{] Search QL Backup from Farm Servers
Welcome Search Parameters for Full, Differential, and Transaction Log Backups

Source Type Backup Set Name:
Target SQL Server Start Date: | 12/1/2019 - End Date: | 12/8/2019 -
BAK Import Options
Search SQL ackup Backup Set Type: || Full +| Differential || Transaction Log

SQL Server: |ALL e Search
Search Result

Select only the latest full, differential, or transaction log backup. Metalogix Backup for SharePoint will automatically
find all associated backups in the media family and automatically perform the mount operation based on the selected

backup.
Name Time Database Type Size

WSS_Content_823c6a7814a343fh 12/4/2019 WSS_Content_8.. Full 114.09 MB

Help < Back Mount

Cancel

In the Options step, enter a Content Database Mount Name, and a Content Database Mount
Description. Select the location for the SQL data files from the drop down list, and enter the
Password and/or Media Password for any backups that were created with passwords. Click
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Next to continue.

Content Database Mount and Link Wizard x
_5 Options
f:[ -_—'g Specify the following options for the content database mount.
Welcome Cortent Database Mourt Name:  [WSSContent323_20191208_143058
Source Type
Content Database Mount Description:
Target SQL Server
BAK Import Options
Search SQL Backup
Filestream folder path:
Options
During the mount operation process for the BAK files, the target SQL instance will generate new
database files (MDF/MDF/LDF). Using the SCQL database files location field, you can dedde where these
database files are going to be generated. The dropdown is auto-populated with the default path thatis
configured in SQL server. Alternatively, you can use a managed location to store the files. You must make
sure the SQL target instance has valid read and write permissions for this path.
SQL Data Files Location:  |DEFAULT SQL DATA/LOGS PATH ~
5QL Backup Sets Password
Specify the password used to encrypt this backup
Password:
Media Password:
Help < Back Mount Cancel

In the Target Farm step, select the target farm. Click Next.
In the Summary step, click Mount to mount the BAK File.

You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.
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Browse for Backup

1. Inthe File Location step, click Add to add a backup file. You may add multiple backup files but
they must be on the same content database. Click Next.

Content D viount and Link Wizard x
_5 File Location
li[_- Content Database BAK File Location
Welcome
' Content Database Backup File:
Source Type
" Choose the BAK file(s) that you want to mount. For multiple BAK files ensure that
Target SQL Server these are part of the same backup.
Your selection has all BAK files needed to mount the database:
BAK Import Options - For & differential, your selection must include the Full backup.
- For a transaction log, a full and all previous transaction logs taken after full
File Location backup.
Options Backup File:
Target Farm C:\sharePointBackupStore\SPWebApp_Content_6000.bak:
Summary Add

Remove

Help < Back Mount Cancel

2. Inthe Options step, enter a Content Database Mount Name, and a Content Database Mount
Description. Select the location for the SQL data files from the drop down list, and enter the
Password and/or Media Password for any backups that were created with passwords. Click
Next to continue.

3. Inthe Target Farm step, select the target farm. Click Next.
4. In the Summary step, click Mount to mount the BAK File.

5. You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.
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Mounting a SQL Server Data and Log (MDF/LDF)
File
The SQL Server Data and Log (MDF/LDF) File option allows you to mount content databases from
data (MDF) and log (LDF) files.
In order to Mount a SQL Server Data and Log File, do the following:
1. From the Management Console workspace selector click Granular Restore.
2. Launch the Content Database Mount and Link Wizard by doing one of the following:
e Click the Overview tab and then click Mount and Link Content Database from the ribbon.

e Click the Import and Mount tab and choose the Mount and Link Content Database from the
ribbon.

3. Click Nextin the Content Database Mount and Link Wizard Welcome step. The Source Type
step appears. Select SQL Server Data and Log File (MDF/LDF) File as the content database
source type.

4. Click Next. The Target SQL Server step appears.
a. Enterthe name of a SQL Server, or click Browse and select a SQL Server.

b. Forauthentication, either use the Backup Service credentials or enter the server's
credentials.

5. Click Next. The File Location step appears. Click Add to add Data and Log files.

6. Click Next. The Options step appears. Enter a name for the content database and a
description. If the backup was created using Microsoft SQL Server Filestream, select the
checkbox Filestream folder path and specify the location.

7. Click Next. The Target Farm step appears. Select the target farm.
8. Click Next. The Summary Page, click Mount to mount the MDF/LDF File.

9. You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.
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Mounting SharePoint Full Farm Backup

The SharePoint Full Farm Backup option allows you to mount backups taken by SharePoint from
Central Administration or Powershell (Backup-SPFarm). These backups usually contain multiple
.BAK files so you must select the folder that contains all the backup files.

To mount a SharePoint Full Farm Backup, do the following:

1
2.

From the Management Console workspace selector click Granular Restore.

Launch the Content Database Mount and Link Wizard by doing one of the following:

e Click the Overview tab and then click Mount and Link Content Database from the ribbon.

e Click the Import and Mount tab and click Mount and Link Content Database from the ribbon.

Click Next in the Content Database Mount and Link Wizard Welcome step. The Source Type
step appears. Select SharePoint Full Farm Backup as the content database source type.

Click Next. The Target SQL Server step appears.
a. Enterthe name of a SQL Server, or click Browse and select a SQL Server.

b. Forauthentication, either use the Backup Service credentials or enter the server's
credentials.

Click Next. In the File Location step, enter the Backup Directory Location that contains the
SharePoint Full Farm Backup. Select a Metalogix Backup for SharePoint set from the drop
down list. Select the Content Database that you wish to mount.

Click Next. In the Options step, give the content database mount a name and a description. If
the backup was created using Microsoft SQL Server Filestream, select the check box
Filestream folder path and specify the location.

Click Next. In the Staging Path step, select the network location that will be your staging path.
The staging path used must be located on a machine where the Backup Service useris alocal
administrator, otherwise you cannot mount the database.

Click Next. In the Target Farm step, select the target farm.

Click Next. In the Summary step, click Mount in order to mount the SharePoint Full Farm
Backup.

10. You can now view the mount operation details of the mounted content database from the

Overview tab and view the contents of the backup set from the Import and Mount tab.



Linking to a SQL Server Content Database

The SQL Server Content Database option allows you to link directly to an existing SQL database
that is already mounted.

In order to Mount a SQL Content Database, do the following:

1.

2.

From the Management Console workspace selector click Granular Restore.
Launch the Content Database Mount and Link Wizard by doing one of the following:

e Click the Overview tab and then click Mount and Link Content Database from the ribbon.

o Click the Import and Mount tab and click Mount and Link Content Database from the ribbon.

Click Next in the Content Database Mount and Link Wizard Welcome step. The Source Type
step appears. Select Link to Content Database as the content database source type.

Click Next. The Content Database step appears.
a. Enterthe name of a SQL Server, or click Browse and select a SQL Server.
b. Either use the Backup Service credentials or enter the server's credentials.

c. Click Populate to populate the drop down list of available content databases. Select a
content database from the drop down list.

Click Next. The Options step appears. Enter a content database link name and a description.

the backup was created using Microsoft SQL Server Filestream, select the check box
Filestream folder path and specify the location.

Click Next. The Target Farm step appears. Select the target farm.

If

Click Next. The Summary step appears. Click Mount to mount and link the content database.

You can now view the mount operation details of the linked content database from the
Overview tab and view the contents of the linked database from the Import and Mount tab
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Restoring SharePoint objects

Metalogix Backup for SharePoint lets you restore complete site collections and Web sites. You
can also restore individual objects and their child objects. You can choose whether to restore the
backed-up objects in place of the existing objects orin a new SharePoint location. You can also
restore to a local copy on your computer.

The following checklist helps guide you when you restore SharePoint objects:

Y|
Q

Q

Q

Follow these steps ...

Choose one of the following restore types:
e In-place

e QOut-of-place

e Local

For more information about the restore types, see Understanding the granular restore
process.

Identify the objects to restore. Objects can include the following:
e Site collections.

e Web sites

e Libraries

e Lists

For each collection of objects you need to restore, determine which backup set contains
those objects.

Specify the restore operation. For more information about restoring a backup, see
Restoring a backed-up SharePoint object.

NOTE: Restoring granular objects can only be done on the same version of SharePoint from
which the backup was taken.
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Understanding the granular restore process

Metalogix Backup for SharePoint uses a Backup Service that you install on your SharePoint Web
Front End (WFE) servers or SQL Server to perform all backup and restore operations. The Backup
Service communicates with both the Management Service and with SharePoint. When Metalogix
Backup for SharePoint restores backed-up SharePoint objects, it follows the SharePoint object
model:

e Documents or Files

Folders

Libraries

Lists

List items

Sites or Web sites

e Sjte Collections

What restore type options are available?

The Restore Type option allows you to specify how Metalogix Backup for SharePoint restores the
backed-up objects. Each restore type has its own wizard that guides you through the restore
process.

In-place

When you perform an in-place restore Metalogix Backup for SharePoint will add the missing
objects to the destination. With the Overwrite Data option available in the restore wizards, when
selected, allows you to overwrite content on your farms with the content selected in the restore
section.

Out-of-place

An out-of-place restore creates new SharePoint objects in your farm. Metalogix Backup for
SharePoint restores the backed-up objects to a different SharePoint location. The new location
must be a valid SharePoint structure for the objects. For example, you cannot restore a list within
another list.

If an object that you restore has the same name and type as an object that already exists,
Metalogix Backup for SharePoint prompts you to overwrite the existing object or skip it.

If an object that you restore has the same name as an object that already exists, but is a different
object type, Metalogix Backup for SharePoint does not restore the object.

Metalogix Backup for SharePoint User Guide

) ) 178
Restoring granular objects



Metalogix Backup for SharePoint never automatically overwrites objects during an out-of-place
restore. No objects with the same name can exist at the same place in the hierarchy. For
example, If you back up Listl under Web site A, and Web site B already has a List1, you cannot
restore the backed-up List1l under Web site B.

The restored objects have all of the applicable permissions that were defined when the objects
were backed-up. The out-of-place restore option lets you copy and move SharePoint objects and
their child objects.

Local

Creates a hierarchy of folders in a location accessible to the computer that hosts the Management
Console, then copies the backed-up SharePoint files and folders to that location.

Each restored file or folder inherits the permissions of the local folder. The local restore option
lets you retrieve alocal copy of the file. You can use this option to quickly retrieve a copy of a
backed-up file and verify that you selected the correct version of the file. Metalogix Backup for
SharePoint lets users perform local restores to their computer.

What should | consider when | restore SharePoint
objects?

When you restore an object, the parent of the target object must already exist. For example, if
you perform an in-place restore of Web site B and Web site B is under Web site A in the backup
set, Web site A must exist in the restore target location to restore Web site B. If you perform an
out-of-place restore of Web site B, the Web site that you select to restore Web site B must exist.

When you restore a SharePoint object, Metalogix Backup for SharePoint does not modify the
parent of the target object. Because of this, Metalogix Backup for SharePoint cannot restore some
components of SharePoint objects that require changes to the target parent. This means that
among others, Metalogix Backup for SharePoint is unable to restore workflows, links, and custom
column names.

If you restore a custom list, Metalogix Backup for SharePoint may not restore the changes to the
default column names. If the custom column names do not exist in the target parent SharePoint
object, Metalogix Backup for SharePoint cannot restore these changes.

When you restore a document or list item, Metalogix Backup for SharePoint does not restore any
workflows that are associated with that document. If you restore a site that contains lists or
libraries with workflows that are set to start automatically, the workflow is restored but is set to
start manually.

1 | NOTE: When you restore a document or list item that includes an associated Web Part,
Metalogix Backup for SharePoint does not restore the Web Part.

When you restore only a list, and you have configured custom content types or inherited content
types, Metalogix Backup for SharePoint may not restore the content types and workflow
associations for the list. Metalogix Backup for SharePoint restores what it can based on whether
the content types exist in the target parent.
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If you restore in-place list items that were deleted, Metalogix Backup for SharePoint creates new
listitems. If you perform another in-place restore operation that includes those list items,
Metalogix Backup for SharePoint may create duplicate objects because the internal identifiers for
the list items do not match the originally backed-up objects.

When you restore an object using a differential backup, Metalogix Backup for SharePoint displays
two restore operations on the Management Console Overview tab: a restore from the full backup
immediately followed by a restore from the differential backup.

What permissions are required to restore SharePoint
objects?

Metalogix Backup for SharePoint uses the permissions of the logged in user on the computer
where the Management Console is installed. When you restore a site collection, Web site, or
SharePoint item, Metalogix Backup for SharePoint takes into account both the current
permissions that the user has and the permissions the user had when the backup was created.

The user must have appropriate permissions assigned both when the backup was created, and in
the present. In the present, the permission applies to the site collection that is the target for the
restore. The user must have one of the following permissions assigned, otherwise if the user did
not have sufficient permissions when the objects were backed-up, Metalogix Backup for
SharePoint displays the site collections and Web sites in the backup set as disabled.

Site Collection Administrator
Users with the Site Collection Administrator role can restore SharePoint items to any site or site
collection where they are the administrator.

Web Application Policy - Full Control
A user who has full control as a result of a Web application policy can restore SharePoint items to
any site or site collection in a Web application where they are granted full control.

SharePoint Farm Administrator
A SharePoint Farm Administrator can restore SharePoint items to any site or site collectionin a
SharePoint farm, including MySites for all users.

Restoring a backed-up SharePoint object

The Management Console allows you to restore:
e Listitems and documents

e Folders

e Lists and Libraries

e Sites or Web Sites
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e Site Collections

When you perform a restore, you can choose where to restore the backed-up objects. You can
restore:

e By replacing existing objects
e |n anew SharePoint location

e To alocal copy on a computer

What should | consider when | restore SharePoint
objects?

Consider the following questions before attempting to restore any SharePoint objects:

e Which objects do you want to restore?

e Where do you want to restore the objects?

e What are the expected results?

Restoring backed-up SharePoint objects can only be done on the same version of SharePoint
from which the Backup was taken. For more information about these considerations, the
permissions required to restore SharePoint objects, and the overall restore process, see
Understanding the granular restore process.

Why are some SharePoint objects disabled in the
Management Console?

The Management Console disables or hides some objects when you do not have the appropriate
permissions for those objects. In addition, some objects are disabled or hidden if the backup is
archived or moved to another location. If the backup set is archived or moved, you may be able to
view the backup setin alist, but you cannot view the objects in the backup set.

If you return the archived backup set to its original backup set storage location, you can view the
objects in the backup set. For more information about the permissions required to back up
SharePoint objects, see Understanding the granular restore process. For more information about
archived backup sets, see Managing Backup Set disk space.

How do | restore a backed-up object?

Use the Management Console to restore a backed-up object.
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To restore a backed-up object

1. From the Management Console workspace selector click Granular Restore.

5.

6.

E> Farm Backup [ Restore

“Ai;;,.l Granular Restore

TOT Configuration

In the Granular Restore pane, select a farm and then select Mounted Databases.
Click the Restore tab.

In the ribbon, select the type of restore to perform from one of the following choices:

EH Metalogix Backup for SharePoint Management Console - 8| %
Farm COverview Import and Mount Restore Alerts Operation Queue Help
D O ® [Z] In-place 15ﬂ g |:| - 7] 4 Backup ] & MDF/LDF File
M Out-of-place | . ¥| & Linked CDB [v] =] MT Full Farm
Backup Refresh Restore Download Properties Date
Content 5 Local Document Range ~ L BAK File v @ SPFull Farm
View Restore Type Action Filter ~

e In-place. The restored content is returned to the same place in the SharePoint farm in which
it originated. All selected items must belong to the same parent site. Multiple targets are
not permitted.

e Out-of-place. The restored content is stored in a new location that you specify in your
SharePoint farm.

e Local. The restored content is stored in a location accessible from the computer that hosts
the Management Console.

In the Backup Sets pane, click the backup set from where you want to restore content.

4 Mounted Databases (SharePoint 2019 AlO)
Backup Sets (Last7 Days) Search Backup Set Name 5 B
Backup Set Name Description Operation Type Date/Time -
WSSContent823_20191204_170356 #, Mount BAK File 12{4/2019 5:04:00 PM
& A-5P19-G-AI0 - A-5P19-G-A10 *y Link Linked CDB 12/4/2018 5:02:04 PM
[+ S ShareFoint Full Farm Backup - \4-sp19-... *y Mount SP Full Farm 12/4/2019 5:01:01 FM
Full Backup of WS5_Content -... *4 Mount MT Full Farm 12/4f2019 4:59:39 PM
In the Backup Content area, select the check boxes for the content to restore.
Backup Content Selected node URL{ http://webapp3.doma.local:5001/sites/Collaboration-Teamsits S &
4 Name Type Created by | Modifiedby | Created Modified url
b mj Converted Forms v j test.pdf Listitem SHAREPOIN.. SHAREPOIN.. 6/25/2019.. 6/25/2019.. http:/jweba...
b mj Custom List v j testZ.pdf Listitem SHAREPOIN.. SHAREPOIN.. 6/25/2019.. 6/25/201%.. http:/jweba...

4 |y iH Document Library
v il Folder
iH Documents
iE Form Templates
m Project Policy Item List
W siteAssets
iH Site Pages
iE Style Library
m wipub

Team Site (Team Site)

- v v T v T v oW
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You can also use the search box to search for item names that start with the expression
entered in the search box. If the search items are documents, you can select adocument and
click Download Document from the ribbon to open the document in its document viewer.

on the computer that hosts the Management Console.

Backup Content Selected node URL{http://webapp3.doma.local:5001/sites/Collaboration-Teamsite

=
)
3
™

Type

ListItem
ListItem
ListItem
ListItem
ListTrem
ListItem
ListItem
ListItem

test2.pdf - List Item
test.pdf - List Item
test2.pdf - List Item
test.pdf - List Item
test2.pdf - List Ttem
test.pdf - List Item
test2.pdf - List Item
test.pdf - List Item

LY

[ e e e

Created by

SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system

Modified by

SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system

Created

6/25/2019
6/25/2019
6/25/2019
6/25/2019
6/25/2019

1 | NOTE: To preview a document, a program that can open the document must be installed

test

Modified
. §(25/2019

http:/fwebapp3.do..

You can also use Live Compare to locate and visually verify the objects that you want to
restore. For more information see How does Live Compare help me locate missing objects?

Select the items that you want to restore.

7. Inthe ribbon, click Restore to open the wizard for the selected restore type.

How does Metalogix Backup for SharePoint match
file names when searching?

When you specify an object name, Metalogix Backup for SharePoint searches for that name

starting at the beginning of the names of the backed-up objects. The value you specify must be at
the beginning of the object name, or there must be a space or separator, such as an underscore or
period, in the name before the value you specified.

You can also specify a wild card character (? or *) in the middle of the search value. The question
mark (?) matches a single character. The asterisk (*) matches one or more characters.

If You Specify

temp

Def*Template

Defaul?Temp

Matches

template.doc
Default Template

Default_Template

Default Template
Default Template01

Default_Template

DefaultTemplate

DefaultTemplate01

Does Not Match

DefaultTemplate

DefaultTemp

Default Temp01

Default_Template

Default Temp01

DefaultTemplate
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Defaul Template

Def*Template?? DefaultTemplate01 DefaultTemplate
Default Template01 DefaultTemplatel
Def Templates2 Ol1lDefaultTemplate0O1

Default Template The DefaultTemplate DefaultTemplate0O1
Default Template 01DefaultTemplate

How do | control the number of search results ?

By default, search results include only the first 100 results per backup set. Use the Management
Console to change this setting and display between 20 and 999 results per backup set.

1. From the Management Console workspace selector click Configuration.

H:ﬁ Farm Backup/Restore

Ly n e r i
. Granular Restore
&

T T Configuration
o

2. Inthe Configuration pane, select the farm whose Management Service search preference you
want to set.

3. Inthe Configuration tab ribbon, click Management Console. The Management Console
Preferences window opens.
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lanagement Console Preferences on a-spl19-g-zic

Backup Service Status

" P +| Automatically refresh status shown on screen

Management Service

Number of secands between each refresh (5 to 300):

Management Console =

Search Limits

Limit the number of matches returned per backup set:
100

Tree View Limits
Limit the number of items to load into tree views at a time:
100 =
Wizards
Hide the Backup Wizard welcome page
Hide the Backup Schedule Wizard welcome page.
Hide the Differential Backup Wizard welcome page.
Hide the Restore Wizard welcome page.
Hide the Mount and Link Wizard welcome page.
Download Options

Download Folder: | C:\Users\spsadmin\Dovnloads Browse...

Help oK Cancel

4. Setthe search limit value in the Limit the number of matches returned per backup set
between 20to 9999.

5. Click OKto close the window and save the changes you made to the Management Console
preferences.

How does Live Compare help me locate missing
objects?

You can compare the objects in a backup set with the objects in the live SharePoint farm which
you want to restore. The comparison is color-coded to indicate the difference between the farm
and the backup set.

1. Inthe Backup Content area, select the check boxes for the content to restore.
2. Select any node that you want to inspect.

3. Right-click the node or anywhere in the hierarchy pane and from the context-menu select Live
Compare.

4. Expand the highlighted node in the Live Compare window. A highlighted node indicates that
one or more differences were detected in that node. Optionally, you can expand your search
for more differences by clicking Show All SharePoint Structure to list the entire farm
hierarchy.
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Live Compare x

Compare

Gty

Cut Local Download Show All SharePoint
Place Place Document Structure
Restore Type Change View -~

+ | Farm Name: sp2019g, SharePoint Build: 16.0.10337.12109

a []/7, http://a-sp19-g-aio/sites/BK_SC_Collaboration_Blog-BK_SC_Collaboration_Blog (Blog - 268.6 MB) - Site Colledion &
[« | BK_Announcements
Ec BK_Calendar
[le=| BK_Contacts
[T} BK_CustomGrid
[JIz] BK_DiscussionEoard
4 []W™ BK_ Doclibrary
2 []jm BK_Folder
[ BK_Test_t.doc
| BH_Test_10.dowx
| BH_Test_11xlsx
BK_Test_2.png
BK_Test_3.xlsx
BK_Test_4jpeg
BK_Test_S.ppix
BK_Test_6.xlsx
BK_Test_7.xlsx
BK_Test_B8.jpeg
| ] BK_Test_9.xdsx
BK_Test_l.bd
BK_Test_10.log
BK_Test_ii.doc
BK_Test_2.pphe
BK_Test_3.Jog w

A A A A A

LA Oooooooooo

ooong

5. When you expand a highlighted node all the way, you will find the differences. Use the
following color code:

a. Black - The object exists in the farm and the backup set.
b. Gray - The object exists in the farm but not in the backup set.
c. Red-The object exists in the backup set but not in the farm.

6. Select one or more items, folders, lists, sites or site collections you want to restore. If the
items are documents, you can select a document and click Download Document from the
ribbon to open the document in its document viewer.

1 | NOTE: To preview a document, a program that can open the document must be installed
on the computer that hosts the Management Console.
7. From the ribbon, select a Restore Type: In-place, Out-of-place or Local.

8. Click Restore. The restore wizard for the selected restore type starts.

Restoring Lists and List items

Follow the steps below to restore list items and documents:

1. From the Management Console workspace selector click Granular Restore.

2. Inthe Granular Restore pane, select afarm and then select Mounted Databases.
3. Click the Restore tab.

4. Inthe ribbon, select a Restore Type: In-place, Out-of-place or Local.

5. In the Backup Sets pane, click the backup set from where you want to restore content.
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6. Inthe Backup Content area, select the check boxes for the list items or documents to restore.

You can also use the search box to search for the list item or document names that start with
the expression entered in the search box.

7. Inthe ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore
Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.

8. Inthe Welcome step you can select the Hide this Welcome page in future to skip this step the
next time you invoke the wizard.

m

x
|‘1_5 f) In-Place Restore Wizard
Welcome Welcome to the In-Place Restore Wizard
Restore

The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, list items or

List Options documents that have been previously backed up using Metalogix Backup for SharePoint. This restore operation
will:
Permissions
Summary » Add objects that are missing from the target location

s Notrestore or overwrite metadata of existing objects

Click Next to continue.

[ Hide this Welcome page in the future.

Help < Back

Restare Cancel

9. Click Next. The the Restore step appears. Review the objects to restore. If you want to
overwrite all the objects that will be restored, then select Overwrite Data.

‘_3 Restore
ﬁ[i f] The following objects will be restored.

#| Overwrite Data

Welcome
‘

Restore 4 iH Document Library
List Options 4 E Folder
— | ] test.pdf

'ermissions 2 test2pf
Summary

Help < Back Restore Cancel
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10. Click Next. The Target step appears. Specify the target location for where you want your
restore to occur. You can specify a target in the search field when you have a large number of

targets.

i | NOTE: This option is only available when you perform an an out-of-place restore, ora
restore to a local folder.

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a
tree selection model based on the objects you selected to restore so you can select only
valid places to restore those objects. You must have the appropriate permissions in the
target SharePoint site.

For the local restore type, specify the folder where you want Metalogix Backup for
SharePoint to restore the local copy of the files.

For more information and additional important considerations, see Understanding the

granular restore process.

=

Welcome
Restare
Target Location
List Options

Permissions

Target Location

Specify the target location to restoreto SharePoint.

‘ Search Back

4 [P shareroint 2013 AIO
b O HostHeaderWsbapp
@ sharePoint - 14505
v @ sharePoint - 80
4 O WebAppl
4 http:/fa-sp19-g-aio:5000/sites/Collaboration-TeamSite - Team Site (Team Site - 25.9 MB) - Site...
&7 Team site (reamsie)|
b O WebApp2
3 O WebaApp3

Help < Back Restare Cancel

11. Click Next. The Item Options step appears.
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estore Wizard x

5 List Options
[{[_— _ﬂ Specify the following aptions forthe restare.
Welcome List Options
Restore
+| Copy List Ttems and Documents
List Options
| Copy Versions for List Items and Documents
Permissions
® Copy &ll\Versions
Summary

Number of versions to copy:

Help < Back Restore Cancel

Select from the following settings:

a. Copy List Items and Documents: This option allows granular copy of list items and
documents.

b. Copy versions for List Items and Documents: This option allows including major and/or
minor versions of the content. Versioning must be enabled on the target destination. By
default Copy all versions is selected. If the end user wants to copy just some versions, they

must check select Number of versions to copy and enter the amount of versions to be used
during the restore.

12. Click Next. The Permissions step appears.

\estore Wizard x

‘_3 Permissions
ﬁ[ — f] Specify the following options forthe restare.
Welcome Permissions Options
Restore ¥| Copy Item Permissions
| Copy Folder Permissions
List Options
¥| Copy ListPermissions
Permissions
Summary

Help < Back Restore Cancel
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Select from the following options:

a. Copy Item Permissions: Unique permissions to the specificitems to be restored.

b. Copy Folder Permissions: Unique permissions to the specific folder nodes to be restored.
c. Copy List Permissions: Unique permissions to the specific list or library to be restored.

13. Click Next. The Summary step appears.

=
i3

izard
5 Summary
{[:;] Review the summary of actions that will complete when executing this InPlace.

Welcome Metalogix Backup for SharePoint is ready to begin your restore.

Shown below is a summary of the settings that will be used to perform your restore. After confirming this

Rests
estare information is correct, dick "Restore” to begin.

List Options
e
List: Documents
List: Document Library

Restore Type: In-place Restore

Backup Location: C:\Program Files\Microsoft SQL
ServerMS5QL14.MSSOLSERVER WMSSQL \Backup

Backup Service: a-sp19-g-aio

Summary

Help < Back Next = Cancel

14. Review the restore settings and click Restore.

Restoring Folders

Follow the following steps to restore folders:

1. From the Management Console workspace selector click Granular Restore.

2. Inthe Granular Restore pane, select a farm and then select Mounted Databases.

3. Click the Restore tab.

4. Inthe ribbon, select a Restore Type: In-place, Out-of-place or Local.

5. In the Backup Sets pane, click the backup set from where you want to restore content.

6. Inthe Backup Content area, select the check boxes for the folders to restore. You can also use
the search box to search for the folder names that start with the expression entered in the
search box.

7. Inthe ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore
Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.
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8. Inthe Welcome step you can select the Hide this Welcome page in future to skip this step the

next time you invoke the wizard.

u
z
8
m

In-Place Restore Wizard

Welcome Welcome to the In-Place Restore Wizard
Restore

The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, listitems or

documents that have been previously backed up using Metalogix Backup for SharePaint. This restore operation
will:

Folder Options
Permissions

Summary ® Add objects that are missing from the target location
& Motrestore or overwrite metadata of existing objects

Click Mext to continue,

[ Hide this Welcome page in the future,

Help < Back

Restore Cancel

9. Click Next. The Restore step appears. Review the objects to restore. If you want to overwrite
all the objects that will be restored, then select Overwrite Data.

u
z
g
m

‘_3 Restore
rj[-_- 'f] The following objects will be restored.

Welcome

“ [ Folded
Restore [™ test.pdf
__Bt t2.pdf
Folder Options L| testep
Permissions
Summary

Help < Back Restare Cancel

10. Click Next. The Target step, specify the target location for where you want your restore to
occur (this option is only available when the restore is done out-of-place or to a local folder).
You can specify a target in the search field when you have a large number of targets.
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restore to a local folder.

target SharePoint site.

SharePoint to restore the local copy of the files.

granular restore process.

NOTE: This option is only available when you perform an an out-of-place restore, or a

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a
tree selection model based on the objects you selected to restore so you can select only
valid places to restore those objects. You must have the appropriate permissions in the

For the local restore type, specify the folder where you want Metalogix Backup for

For more information and additional important considerations, see Understanding the

_5 Target Location

Specify thetarget locationto restareto SharePoint.

‘ Search Back

Welcome

Rest
estore 4 D sharePoint 2013 AIO

4 O HostHeaderWeb&pp
3 http:/ftestl.doma.local:400/ - Team Site (Team Site - 2.1 MB) - Site Collection
@) sharePoint - 14505
b (D) sharePoint - 80
» @ WebAppl

4 O WebApp2

Target Location
Folder Options

Permissions

b W™ Document Library

b i‘H Documents

3 i'H Form Templates

b W Site Assets

b iH Style Library

b Team Site (Team Site)
b O WebApp3

Help < Back Restore

4 1, https:ffa-sp19-g-aio:6000/sites/Collaboration-TeamSite - Team Site (Team Site - 25.3 MB) - Sit

Cancel

11. Click Next. The Folder Options step appears.
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5 Folder Options

=

Welcome

Specify the following aptions forthe restare.

Folder Options

Rename Folder

Restore
X «| Copy FolderItems and Documents
Folder Options

+| Copy Versions for Folder Items and Documents

Permissions

® Copy allversions
Summary
Number of versions to copy:

Help < Back

Restore Cancel

Select from the following options:

a. Rename Folder: (enabled only in the out-of-place restore wizard or if restoring to a local
folder) Gives a new name to the folder on the target destination. The check box must be

checked and a correct folder name must be typed in the text box.

b. Copy Folder Items and Documents: This option allows folder items and documents to be
copied. This option is checked by default.

c. Copy Versions for Folder Items and Documents: This option allows the inclusion of major
and/or minor versions of the content. Versioning must be enabled on the target

destination. By default Copy all versions is selected. If the end user wants to copy only

some versions, they must check the radio button Number of versions to copy and enter the
number of versions to be used during restore.

12. Click Next. The Permissions step appears.
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Restore Wizard x

5 Permissions

|[—‘§ Specify the following options forthe restare.

Welcome Permissions Options

Restore ¥| Copy Item Permissions

+| Copy Folder Permissions
Folder Options
Permissions

Summary

Help < Back Restore Cancel

Specify which permissions you would like to copy:

a. Copy Item Permissions: Unique permissions to the specific list or library items are going to
be restored. This option is not checked by default.

b. Copy Folder Permissions: Unique permissions for the folder and child folders are going to
be restored. This option is not checked by default, you can choose to copy items, folders,
and list permissions.

13. Click Next. The Summary step appears.

Restore Wizard *
5 Summary
|E—'£j Review the summary of actions that will complete when executing this InPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perform your restore. After confirming this
information is correct, dick "Restore™ to begin.
Folder Options
permissons | R ——
Folder: Folder
summary
Restore Type: In-place Restore
Backup Location: C:\Program Files\Microsoft SQL
Server M55QL14.M3SQLSERVER WMSSQLBackup
Backup Service: a-sp19-g-aio
Help < Back Next = Cancel

14. Review the restore settings, then click Restore.
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Restoring Sites or Web Sites

Follow the following steps to restore sites and web sites:

1

> W

In From the Management Console workspace selector click Granular Restore.

In the Granular Restore pane, select a farm and then select Mounted Databases.

Click the Restore tab.

In the ribbon, select a Restore Type: In-place, Out-of-place or Local.

In the Backup Sets pane, click the backup set from where you want to restore content.

In the Backup Content area, select the check boxes for the sites or web sites to restore. You can
also use the search box to search for the site or web site names that start with the expression
entered in the search box.

In the ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore
Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.

In the Welcome step you can select the Hide this Welcome page in future to skip this step the
next time you invoke the wizard.

Welcome
Restore
Site Options
List Options
Permissions
Workflows Options

Summary

In-Place Restore Wizard

Welcome to the In-Place Restore Wizard

The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, listitems or
documents that have been previously backed up using Metalogix Backup for SharePaint. This restore operation
will:

® Add objects that are missing from the target location
& Motrestore or overwrite metadata of existing objects

Click Mext to continue,

[ Hide this Welcome page in the future,

Help < Back Restore Cancel

9. Click Next. The Restore step, review the objects to restore, then click Next to continue. If you
want to overwrite all the objects that will be restored, then select Overwrite Data.
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Welcome
Restore
Site Options
List Options
Permissions
Workflows Options

Summary

Restore

The following objects will be restared.

¥| Overwrite Data

-
3 m Custom List
» W3 Document Library
b iH Documents
b iE Site Assets
3 iE Site Pages

Help

< Back Restore Cancel

10. Click Next. The Target step, specify the target location for where you want your restore to

occur (this option is only available when the restore is done out-of-place or to a local folder).
You can specify a target in the search field when you have a large number of targets.

i | NOTE: This option is only available when you perform an an out-of-place restore, or a
restore to alocal folder.

granular restore process.

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a
tree selection model based on the objects you selected to restore so you can select only
valid places to restore those objects. You must have the appropriate permissions in the
target SharePoint site.

For the local restore type, specify the folder where you want Metalogix Backup for
SharePoint to restore the local copy of the files.

For more information and additional important considerations, see Understanding the
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_5 Target Location
([_$ Specify the target location to restoreto SharePoint.
Welcome ‘ i Ea
Rests
Sstare 4 [P sharePoint 2019 AIO
Target Location 4 O HostHeaderWeb&pp
Site Options » [, http://testL.doma.local:400/ - Team Site (Team Site - 2.1 ME) - Site Collection
Lt oot b () sharePoint - 14506
skhptens b @ SharePoint - 80
Permissions 3 O WebAppl
Workflows Options 4 O WebApp2
b O WebApp3

Help < Back Restore Cancel
. . .
11. Click Next. The Site Options step appears.
»
Site Options
Specify the following options forthe restaore.
Welcome Site Options
Rename Site
Restore
«| Copy Child Site Recursively
Site Options
List Options
Permissions
Workflows Options
summary
Help Next = Restare Cancel

Choose from the following options:

a. Rename Site: (enabled only in the out-of-place restore wizard or if restoring to a local

folder) Gives a new name for the Site on the destination. If this option is checked, the text
box on the right is enabled and then a valid name for a site has to be entered.

b. Copy Child Site Recursively: This option allows child Sites to be copied recursively, down

through any existing levels.

12. Click Next. The List Options step appears.
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N List Options

ﬂ Specify the following options forthe restore.

Welcome List Options
Restore
«| Copy List tems and Documents
Site Options
¥| Copy Versions forList Items and Documents
List Options
® Copy &ll\Versions
Permissions
Number of versions to copy:
Workflows Options
Preserve Items Managed Metadata
Summary

Help < Back Restore Cancel

Choose from the following options:

a. Copy List Items and Documents: Include the content of the selected site to be restored on
the destination. If this option is not checked, then just the basic structure for a site will be
restored.

b. Copy Versions for Lists tems and Documents: This option allows users to include major
and/or minor versions of the content. For this feature to work, versioning must be enabled
on the target destination. By default Copy all versions is selected. If the end user wants to
copy just some versions, they must check the radio button Number of versions to copy and
enter the number of version to use on the restore.

c. Preserve Items Managed Metadata - must be checked if the metadata information related
to term sets should be preserved.

13. Click Next. The Permissions step appears.

Metalogix Backup for SharePoint User Guide

) ) 198
Restoring granular objects



estore Wizard x

‘_3 Permissions
li( ﬂ Specify the following options forthe restore.

Welcome Permissions Options

Restore +| Copy Item Permissions

+| Copy Folder Permissions
Site Options
+| Copy List Permissions
List Options
Permissions
Workflows Options

Summary

Help < Back Restore Cancel

Choose from the following options:

a. Copyitem Permissions: Permissions unique to the specific list or library items are going to
be restored.

b. Copy Folder Permissions: Permissions unique to the folder and child folders are going to
be restored.

c. Copy List Permissions: Permissions unique to the list are going to be restored.

14. Click Next. The Workflow Options step appears. You can choose whether you would like to
preserve list workflow associations. By selecting Preserve List Workflow Associations, you are
choosing to keep Workflow content types on the content being copied.

Metalogix Backup for SharePoint User Guide

) ) 199
Restoring granular objects



Restore Wizard EI

5 Workflows Options

@ Specify the following aptions forthe restare.

— Workflows Options
Preserve List Workflow Associations

Welcome
Restore
Site Options
List Options
Permissions

‘Warkflows Options

Summary

| Help H < Back || Next = || Restore || cancel

15. Click Next. The Summary step appears.
Restore Wizard EI
5 Summary

H Review the summary of actions that will complete when executing this InPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perform your restore, After confirming this
information is correct, dick "Restore™ to begin.

Site Options

Lstopros | RCTR——
Sit Te Site Site;

Permissions & eam Site (Team Site)

U e
[ Sy —— o———

Backup Location: C:\Program Files\Microsoft SQL

Server M55QL14.M3SQLSERVER WMSSQLBackup
Backup Service: a-sp19-g-aio
| Help ‘ | < Back | ‘ Next = | | Restare | | Cancel

16. Review the restore settings and click Restore.

Restoring Site Collections

Follow the following steps to restore site collections:
1. From the Management Console workspace selector click Granular Restore.

2. Inthe Granular Restore pane, select a farm and then select Mounted Databases.
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Click the Restore tab.

In the ribbon, select a Restore Type: In-place, Out-of-place or Local.

In the Backup Sets pane, click the backup set from where you want to restore content.

In the Backup Content area, select the check boxes for the site collection to restore. You can

also use the search box to search for the site collection that starts with the expression entered

in the search box.

In the ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore

Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.

In the Welcome step you can select the Hide this Welcome page in future to skip this step the

next time you invoke the wizard.

([ ‘_3 f) In-Place Restore Wizard
Welcome Welcome to the In-Place Restore Wizard

Restore
The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, listitems or
Site Collection Options documents that have been previously backed up using Metalogix Backup for SharePoint. This restore operation

will:

Site Options

List Options ® Add objects that are missing from the target location

& Motrestore or overwrite metadata of existing objects
Permissions

Summary Click Mext to continue.

[ Hide this Welcome page in the future.

Help < Back Restore Cancel

Click Next. The Restore step appears. Review the objects to restore. If you want to overwrite

all the objects that will be restored, then select Overwrite Data.
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‘_3 Restore
l{[_' 'ﬂ The following objects will be restored.

a:
Welcome P
Restore » [TT] Converted Forms

Site Collection Options 4 @ CustomList

b W@ Document Library

b iE Documents

List Options b iE Form Templates

Permissions v [T Project Policy Ttem List

b W Site Assets

b iE Site Pages

b iE Style Library

b m wipub

b Team Site (Team Site)

Site Options

Summary

Help < Back Restore Cancel

10. Click Next. The Target step, specify the target location for where you want your restore to
occur (this option is only available when the restore is done out-of-place or to a local folder).
You can specify a target in the search field when you have a large number of targets.

i | NOTE: This option is only available when you perform an an out-of-place restore, or a
restore to alocal folder.

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a
tree selection model based on the objects you selected to restore so you can select only
valid places to restore those objects. You must have the appropriate permissions in the
target SharePoint site.

For the local restore type, specify the folder where you want Metalogix Backup for
SharePoint to restore the local copy of the files.

For more information and additional important considerations, see Understanding the
granular restore process.
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_5 Target Location

d—_— 1;4 Specify the target location to restoreto SharePoint.
Welcome Search Back
Rests
Sstare 4 [P sharePoint 2019 AIO

Target Location @ HostHeaderWebapp
Site Collection Options O SharePoint - 14506

cte o0t @) sharePoint - 80

ite Options (5 Webpp]

List Options O WebApp2

Permissions @ webapps

Help < Back Restore Cancel

11. Click Next. The Site Collection Options step.

Site Collection Options

Specify the following options forthe restaore.

Site Collection Options

Welcome
Restore Web Application: WebApp3
Site Collection Options Content Database: WS5_Content_823c6a7814a ~
Site Options Site Url: http:/fwebapp3.doma.local: 5001 || fsites] Collaboration-TeamsSite
List Options Primary Administrator: |DOMA'\,spsadmir1 |
Permissions Secondary Administrator: | |
summary

«| Copy Site Quota
+| Copy Audit Settings

Help < Back Restare Cancel

Choose from the following options:

a. Web Application: Refers to the web application were the site collection is going to be
restored. By default this field shows the Web Application that was selected on the target

location step.

b. Content Database: If the web application has several content databases, the end user must
select the one where the site collection information is going to be stored. The default
value is the first content database on the list of available content databases for the
selected web application.
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c. Site URL: Formulate the URL for the restored Site Collection. By default the sites value is
filled with the information from the source, but the user can modify this. The last value
entered needs to be a valid site name path.

d. Primary Administrator: Represents the administrator of the site collection. By default the
value is filled with the information from the source but the user can modify it for another
administrator.

e. Secondary Administrator: This is an optional field. Represents the value of the secondary
administrator ID for the site collection that is to be restored. By default the value is filled
with the information from the source but the user can modify it for another administrator.

f. Copy Site Quota: This check-box option allows for the copying of the Site Quota,
configured for the site collection when it was backed-up.

g. Copy Audit Settings: This check-box option allows for the preservation of a SharePoint Site
Collection’s audit settings.

12. Click Next. The Site Options step appears.

5 Site Options
ﬁ( fJ Specify the following options forthe restore.

Welcome Site Options

Rename Site
Restore
«| Copy Child Site Recursively
Site Collection Options
Site Options
List Options
Permissions

Summary

Help < Back Restare Cancel

Choose from the following options:

a. Rename Site: (enabled only in the out-of-place restore wizard or if restoring to a local
folder) Gives a new name for the Site on the destination. If this option is checked, the text
box on the right is enabled and then a valid name for a site must be entered.

b. Copy Child Site Recursively: This option allows child Sites to be copied recursively, down
through any existing levels.

13. Click Next. The List Options step appears.
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5 List Options

ﬂ Specify the following aptions forthe restare.

Welcome List Options
Restore
+| Copy List Ttems and Documents
Site Collection Options
| Copy Versions for List Items and Documents
Site Options
® Copy &ll\Versions
List Options
Number of versions to copy:
Permissions . o
| Preserve ListWorkflow Associations

B ,
ummary Preserve ltems Managed Metadata

Help < Back Restore Cancel

Choose from the following options:

a. Copy List Items and Documents: Include the content of the selected site to be restored on
the destination. If this option is not checked, then just the basic structure for a site will be
restored. This option is automatically selected

b. Copy Versions for Lists tems and Documents: This option allows users to include major
and/or minor versions of the content. For this feature to work, versioning must be enabled
on the target destination. By default Copy all versions is selected. If the end user wants to
copy only some of the versions, they must check the radio button Number of versions to
copy and enter the number of version to use on the restore.

c. Preserve List Workflow Associations: choose whether you would like to preserve list
workflow associations. This option is automatically selected.

14. Click Next. The Permissions step appears.
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Restore Wizard x

5 Permissions
&E Specify the following options forthe restore.
Welcome Permissions Options

Restore ¥| Copy Item Permissions

+| Copy Folder Permissions
Site Collection Options
+| Copy ListPermissions
Site Options
List Options
Permissions

Summary

Help < Back Restore Cancel

Choose from the following options:

a. Copyitem Permissions: Permissions unique to the specificlist or library items are going to
be restored.

b. Copy Folder Permissions: Permissions unique to the folder and child folders are going to
be restored.

c. Copy List Permissions: Permissions unique to the lists are going to be restored.

15. Click Next. The Summary step appears.

Restore Wizard *
5 Summary
|¥—*p Review the summary of actions that will complete when executing this InFlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perform your restore. After confirming this
information is correct, dick "Restore” to begin.
Site Collection Options
steoptors | [ RCE——
List Options Site Collection: Team Site
S owes
Summary Restore Type: In-place Restore
Backup Location: C:¥Program Files\Microsoft SQL
Server MS5QL14.MSSQLSERVER WMSSQLBackup
Backup Service: a-sp19-g-aio
Help < Back Next > Cancel

16. Review the restore settings and click Restore.
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Using Self-Service Recovery

The Metalogix Backup for SharePoint Self-Service Recovery feature lets SharePoint site collection
administrators and other users download SharePoint library items from Metalogix Backup for
SharePoint to their hard disk. The administrator must install the Self-Service Recovery feature
when configuring Metalogix Backup for SharePoint for the farm.

When you use the Self-Service Recovery feature, select the date range that Metalogix Backup for
SharePoint uses when you view or search backup sets. You can search for documents in the
backup by the full or partial name of the item that you want to find. You can also browse the site
collection to view files.

The administrator can configure the maximum number of files that are visible when you browse
or search for files. The larger the number of files that appear, the more time that it takes
SharePoint to display them. Your administrator may restrict the number or files that appearin
order to improve SharePoint performance. If you perform a search, use a more-restrictive search
that displays fewer items.

What files can a user view and download from the
Self-Service Recovery feature?

Site collection administrators can always use the Self-Service Recovery feature to download
content from backup sets. Members of the site collection administrators group can view and
download any files that Metalogix Backup for SharePoint has backed-up in the current site
collection. Site collection administrators can also delegate permission to download backed-up
content to specific users.

The content that delegated users can see and download depends on the following:
e The current permissions that the user has for the content.
e The permissions the user had at the time the backup was created.

To view the contents of a site or a library, the user must either have current access to the site or
library, or the user must have had access at the time that the content was backed-up.

To download a backed-up file, the user must have current access and also access at the time that
the file was backed-up. If either set of permissions does not allow access, the user cannot
download the backed-up content.

How do | restore files with the Self-Service Recovery
feature?

You use the Site Actions menu in SharePoint to access the Self-Service Recovery feature.
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To search to restore files with the Self-Service Recovery feature, by
document or item name

1. Open your SharePoint site collection or site. Click Site Actions > Self-Service Recovery.

Gite Actions ~ ﬁ

= Mew Page
Create a page you can
customize.
New Document Library

D Create a place to store and share
documents.

New Site

Create a site for a team or
project.

Maore Options...

Create other types of pages,
lists, libraries, and sites.

—I View All Site Content
"E View all libraries and lists in this
site.

©

Edit in SharePoint Designer
Create or edit lists, pages, and

Lk - -
workflows, or adjust settings.

y
Site Permissions
@ Give people access to this site.
o Site Settings
Access all settings for this site.

=| Metalogix Self-Service Recovery
ﬁ] Recover one or more items from

backup

2. Inthe Self-Service Recovery page, determine the backup set from which you wish to select
the document. You can choose between browsing a Content Database or browsing an older

backup set.
Type of BackupSet
ype orBed ® Browse from Content Database (BAK/MDF/LDF).
Identify source of Documents (O Browse from Old BackupSets

3. Select a date range to filter the backed-up content from the Date-based item filtering drop-
down menu.

Date Filtering

Date-based item filtering

Specify a date range to filter results Select a lime fTame ..
Show me results since the start of today
Show me results from within the last 7 days
Show me results from within the last 14 days

(] show me results from within the last 30 days

Identify how you would like to find items for recovery 1 Show me all results

Locating Ttems.

4. Inthe Locating Items area, select | would like to search by document or item name.

Locating Items . .
@ I would like to search by document or item name.

Identify how you would like to find items for recovery (O 1 would like to browse the site collection hierarchy.

5. In the Search Filtering area, type the name or portion of the name to search for, then click
Search Now.

Search Filtering .
Item name or portion of item to search for

Specify your search criteria (minimum of 3 characters) |Fo|der 1| * Search Now I

6. The Search Results area lists the found files. Click ltem Name, Location, or Backup Date/Time
to sort the results. Click the file that you want to download, then click Download. SharePoint
prompts you to open or save the file.

Contents of: a-sp10-b-s08r2:6000/ Document Library-1
Ttem Name Backup Date/Time
| Download adobe-0.pdf 3/3/2015 10:33:48 AM
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To search to restore files with the Self-Service Recovery feature, by site
collection heirarchy

1.

Open your SharePoint site collection or site. Click Site Actions > Self-Service Recovery.

Site Actions ~ | @

= Mew Page
Create a page you can
customize.

Mew Document Library
D Create a place to store and share
documents.

New Site
Create a site for a team or
(+] project.

More Options...
Create other types of pages,
lists, libraries, and sites.

View All Site Content
View all libraries and lists in this
site.

Edit in SharePoint Designer
Create or edit lists, pages, and
workflows, or adjust settings.

Site Permissions
@ Give people access to this site.
o)

Site Settings

Access all settings for this site.

=] Metalogix Self-Service Recovery
y Recover one or more items from

backup

In the Self-Service Recovery page, determine the backup set from which you wish to select
the document. You can choose between browsing a Content Database or browsing an older

backup set.
Type of BackupSet
e @ Browse from Content Database (BAK/MDF/LDF).
Identify source of Documents O Browse from Old BacluspSets

Select a date range to filter the backed-up content from the Date-based item filtering drop-
down menu.

Date Filtering

Date-based item filtering

Spedify a date range to filter results o e e o
Show me results since the start of today
Show me results from within the last 7 days
Locating Ttems Show me results from within the last 14 days
(] shew me results from within the last 30 days
Identify how you would like to find items for recovery A Show me all results

In the Locating Items area, click | would like to browse the site collection hierarchy, then use
the Site Collection tree to locate the folder that contains the file that you want to download.

Locating Items ~ .
(O 1 would like to search by document or item name.

Identify how you would like to find items for recovery @ I would like to browse the site collection hierarchy.

The Contents area lists the files in the folder that you selected. Click tem Name or Backup
Date/Time to sort the results. Click the file that you want to download, then click Download.
SharePoint prompts you to open or save the file.

53]

Document Library-3

=]

Document Library-4

3]

Documents

3]

Form Templates

3]

Reporting Templates

3]

Site Collection Documents

3]

Site Collection Images

Style Library
@SubS\te—TeamS\te 0 Web

3]

Contents of: a-sp10-b-s08r2:6000/ Document Library-1

Item Name Backup Date/Time

[ Downioad B adobe-0.pdf 3/3/2015 10:33:48 AM
adobe-0.pdf 3/3{2015 10:33:48 AM
adobe-0.pdf 3/3{2015 10:33:48 AM
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6

About Us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we
build community-driven software solutions that help you spend less time on IT administration
and more time on business innovation. We help you modernize your data center, get you to the
cloud quicker and provide the expertise, security and accessibility you need to grow your data-
driven business. Combined with Quest’s invitation to the global community to be a part of its
innovation, and our firm commitment to ensuring customer satisfaction, we continue to deliver
solutions that have a real impact on our customers today and leave a legacy we are proud of. We
are challenging the status quo by transforming into a new software company. And as your
partner, we work tirelessly to make sure your information technology is designed for you and by
you. This is our mission, and we are in this together. Welcome to a new Quest. You are invited to
Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story be
gins with the letter Q. Itis a perfect circle, representing our commitment to technological precisi
on and strength. The space in the Qitself symbolizes our need to add the missing piece — you —
to the community, to the new Quest.

Contacting Quest

For sales or otherinquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and custome
rs who have trial versions. You can access the Quest Support Portal at https://support.quest.com

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request
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View Knowledge Base articles

Sign up for product notifications

Download software and technical documentation

View how-to-videos

e Engage in community discussions

Chat with support engineers online

e View services to assist you with your product
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