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Introducing NetVault Backup Plug-in

for NDMP

About NetVault Backup Plug-in for NDMP
About this document
Target audience

Recommended additional reading

About NetVault Backup Plug-in for
NDMP

NetVault Backup Plug-in for NDMP (Plug-in for NDMP) is an advanced data protection solution for information
stored in network-attached storage (NAS) devices running Network Data Management Protocol (NDMP). It
provides efficient backup and recovery options regardless of the NDMP network configuration model in use. The
plug-in also offers advanced features, including browsable volume selection and Direct Access Restore (DAR),
which lets you quickly find what must be restored to provide rapid time-to-recovery.

Key benefits

Recover faster with Direct Access Restore (DAR): Filers that support DAR can take advantage of this
NDMP feature, which enables fast recovery of whole directories, single files, or subsets of files by
recording each file’s location within the backup media. This feature eliminates the need for you to read
sequentially through the entire backup set to locate and restore individual files.

Operate seamlessly between multiple platforms: The Plug-in for NDMP supports mixed server
environments with integrated data protection for UNIX, Windows, Linux, and NAS devices.

Choose from multiple backup configuration options: Increase NAS and network availability by defining
NDMP-based backup functions to meet your existing storage environment. The plug-in supports all five
NDMP data transfer models. NetVault Backup and Plug-in for NDMP work together to support dynamic
sharing of tape devices in a NAS/SAN storage environment using existing tape technology investments.

Ensure efficient backup performance: Experience fast NDMP backups regardless of the type or location
of secondary storage devices in use. Afiler backup can be performed to any machine with a direct attached
device — you are not limited to just the backup server or NAS appliance.

Manage and control distributed data centrally: Use data transfer over the network while maintaining
centralized backup administration.

Quest NetVault Backup Plug-in for NDMP 11.4 User’s Guide
Introducing NetVault Backup Plug-in for NDMP



Feature summary

* Fast indexing of backup data

» Directory-level relocation

e Simple point-and-click installation and configuration

e Local backup and restore

¢ Filer-to-filer backup and restore

* NetVault Backup Server or Client to filer backup and restore

* Dynamic Drive Sharing on SAN between filers and NetVault Backup Server and Clients
* Direct Access Restore

* Incremental Restore

* Browsable backup

* Disk-based backups to NetVault SmartDisk®, including the ability to deduplicate data

About this document

This guide describes the procedures for installing and configuring the Plug-in for NDMP. The information covered
in this guide is common to all supported NAS appliances using NDMP. For additional notes on your particular filer,
see the Quest NetVault Backup Plug-in for NDMP Application Notes which are intended as a supplement to this
guide. The Application Notes provide more installation and configuration notes, outline the backup and restore
procedures, and contain troubleshooting instructions specific to your filer.

Target audience

This guide is intended for system administrators responsible for installing, configuring, and using the Plug-in for
NDMP. An understanding of filer administration and the host platform is assumed.

Recommended additional reading

* NetVault Backup documentation

= Quest NetVault Backup Installation Guide: This guide provides details on installing the NetVault
Backup Server and Client software.

= Quest NetVault Backup Administrator’s Guide: This guide explains how to use NetVault Backup and
describes the functionality common to all plug-ins.

= Quest NetVault Backup CLI Reference Guide: This guide provides a description of the command-
line utilities.

= Quest NetVault Backup Plug-in for NDMP Application Notes: These notes provide filer-specific
information.

You can download these guides from https://support.quest.com/technical-documents.

* NAS device documentation: Administrator’s Guide for your NDMP-based NAS appliance
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Installing the plug-in

Understanding data transfer models
Prerequisites
Installing the plug-in

Removing the plug-in

Understanding data transfer models

The Plug-in for NDMP supports the following data transfer models:

Direct-attached or local backups
Filer-to-filer or three-way backups

Remote backups

Heterogeneous three-way NDMP backups

Filer to NDMP-compliant network-attached tape backups

Direct-attached or local backups

Figure 1. Direct-attached or local backup model
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In the direct-attached or local backup model, the NetVault Backup Server instructs the filer to perform backups to
the device directly attached to the filer (through Fibre Channel or SCSI). The filer transfers the backup index
information to the server using NDMP over the network. During restores, the filer reads the data from the direct-
attached device on server instruction. The actual data is not transmitted over the network during backup or
restore, eliminating network congestion altogether.

Filer-to-filer or three-way backups

Figure 2. Filer-to-filer or three-way backup model
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In the filer-to-filer or three-way backup model, the NetVault Backup Server instructs Filer A to perform backups to
the tape device attached to Filer B. Filer A transfers the data and backup index information over the network. Filer
B transfers the data directly to the device; it transfers the backup index information to the server using NDMP over
the network. This model allows sharing of tape libraries among multiple filers.
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Remote backups

Figure 3. Remote backup model
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In the filer-to-server (filer-to-client) or remote backup model, the NetVault Backup Server instructs the filer to
perform backups to tape devices attached to the server. The filer transfers the data and index information to the
server using NDMP over the network.

Heterogeneous three-way NDMP backups

Figure 4. Heterogeneous three-way NDMP backup model
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The heterogeneous three-way NDMP backup model is similar to the direct-attached model, but in this model the
NetVault Backup machines on the network also use the filer-attached tape device for backups and restores.
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Filer to NDMP-compliant network-attached tape
backups

Figure 5. Filer to NDMP-compliant network-attached tape backups
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In this model, the NetVault Backup Server instructs the filer to perform backups to the NDMP-compliant network-
attached storage device. The filer uses NDMP over the network to transfer the data to the storage device and
backup index information to the NetVault Backup Server. The network-attached storage device can be shared by
one or more filers, NetVault Backup Server and any number of NetVault Backup Clients.

Prerequisites

For filer-specific installation requirements, see the relevant Quest NetVault Backup Plug-in for NDMP Application
Notes.

IMPORTANT: Quest recommends that you install the Plug-in for NDMP on the NetVault Backup Server
instead of the client. This step ensures that the plug-in has access to the NetVault Backup Scheduler, which
is required for use of the subjob features. If you install the plug-in on a NetVault Backup Client or
SmartClient, you must manually configure all jobs.

Also, installing the plug-in on the client prevents you from clicking the Volumes node to select all volumes
automatically on the NetVault Backup Selections page. You must manually select each volume that you
want to back up.

Installing the plug-in

1 In the Navigation pane, click Manage Clients.

2 In the NetVault Backup Clients table, select the client on which you want to install the plug-in, and click
Manage.

3 At the lower-right corner of the Installed Software table, click the Install Plugin button (E]).

4 Click Choose Plug-in File, and in the browse window, navigate to the location of the “.npk” installation file
for the plug-in (on the installation CD or the directory to which the file was downloaded from the website).

5 Select the file named ndm-x-x-x-x.npk (x-x-x-x represents the version, build, and platform numbers), and
click Next to begin installation.

After the plug-in is installed successfully, a message is displayed.
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Removing the plug-in

1 In the Navigation pane, click Manage Clients.

In the NetVault Backup Clients list, select the client on which the plug-in is installed, and click Manage.

In the Installed Plug-ins table, select NDMP Client, and click the Remove Plugin button ([=]).

A W0N

In the confirmation dialog box, click Remove.
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Configuring the plug-in

* Prerequisites

* Adding an NDMP Server

e Configuring a NetVault Backup user account
* Configuring default settings

* Configuring filer-attached devices

Prerequisites

Before you start the configuration procedure, verify that the following requirements are met:
* To use UTF-8 encoding, do the following:
= Enable UTF-8 encoding on the filer and all volumes.
= Configure appropriate language-type on all volumes.

To determine if UTF-8 encoding is supported on the target filer and for instructions on configuring the
Character Set Encoding on the filer, see the relevant filer documentation.

* For filer-specific configuration notes, see relevant Quest NetVault Backup Plug-in for NDMP Application
Notes.

Adding an NDMP Server

To start using the plug-in for backups and restores, you must add the applicable filers to the plug-in, and configure
a user account to log in to the filer.

1 In the Navigation pane, click Create Backup Job.

In the Navigation pane, click Guided Configuration, and then on the NetVault Configuration Wizard
page, click Create Backup Jobs.

To open the NetVault Backup Selections page, click Create New next to the Selections list.
Open the NetVault Backup Server, and select NDMP Client.

In the Actions list, click Add Server.

a A O DN

In the NDMP Server dialog box, configure the following settings.

Option Description

Name Type a name for the filer. The filer name must be unique. You can assign the
actual name of the filer to easily identify it in the NetVault Backup environment.

NOTE: You cannot change the server name after it is configured.
Address(es) Type the IP address of the filer.
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6 To add the filer, click OK.

Option

Description

Port

Account

Password

Use UTF-8
Conversions

By default, the filer is configured to listen on port number 10000.
Unless otherwise required, do not change the listener port for the filer.

Specify a user account that can be used to log in to the filer. The user account
must have necessary privileges to perform NDMP backups and restores.

Type the password for the user account.

To convert the filenames and display them correctly according to the locale
configured on the NetVault Backup WebUI, select this check box. This feature
can only be used if the filer supports UTF-8 encoding.

To use this feature, do the following:
e Enable UTF-8 conversion on the filer.
e Set the appropriate language type on each target volume.

¢ Set the configuration option Codepage for UTF-8 Conversions. For
more information, see Configuring default settings.

NOTE: For NetApp filers, the actual conversion is specified on a per-job basis
by setting the option Request Unicode File Information in the Backup Options
Set. However, the Use UTF-8 Conversions check box must be selected to use
this feature.

Editing server details

Start the Backup Job Wizard, and click Create New next to the Selections list.

A~ 0N

Open the NetVault Backup Server, and then open NDMP Client.

Select the filer, and in the Actions list, click Edit Server.

Reconfigure the applicable settings.

For more information about these settings, see Adding an NDMP Server.

Note the following:

= You cannot change the server name.

= To change the password, select the New Password check box, and type the password.

To save the new settings, click OK.

Removing an NDMP Server

Start the Backup Job Wizard, and click Create New next to the Selections list.

A W N

Open the NetVault Backup Server, and then open NDMP Client.

Select the filer, and in the Actions list, click Remove Server.

In the confirmation dialog box, click OK.
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Configuring a NetVault Backup user
account

When backing up multiple volumes, the plug-in uses the “default” user account to run child jobs. If you assign a
new password to this user account, you must also update the account details in the plug-in. Otherwise, the backup
jobs that include multiple volumes report an error (“unable to log in to auditor, check account and password are
valid”) and fail.

To configure password for the “default” user account:

1

2
3
4

Start the Backup Job Wizard, and click Create New next to the Selections list.

Open the NetVault Backup Server, and then open NDMP Client.

Select the filer, and in the Actions list, click Set Account.

In the NetVault Account dialog box, provide the following information:

= Account: Type “default”, which is the user account used to run the subjobs.

= New Password: Select the New Password check box, and specify the password set for the

“default” account.

To save the information, click OK.

Configuring default settings

The default settings apply globally to all NDMP Servers added to the plug-in.

1

Start the Backup Job Wizard, and click Create New next to the Selections list. Open the NetVault Backup
Server. Select NDMP Client, and in the Actions list, click Configure.

In the Navigation pane, click Change Settings. On the Configuration page, click Server Settings, and
then click Plugin Options.

2 Under NDMP Backup Log Filters, configure the following settings.

Option Description

Filter 1 To filter log messages generated during backup jobs, use these settings. The

Filter 2 messages that contain the strings specified in these boxes are not displayed on
the View Logs page. Each box can contain one filter string. Thus, you can

specify a maximum of 10 filter strings in the filter boxes.

Filter 10

3 Under NDMP Backup Configuration, configure the following settings.

Option

Description

Maximum File Buffer
Size

Maximum Index
Buffer Size

To increase the buffer size for file transfer to improve performance, use this
setting. The maximum buffer size value depends on the resources available on
the NAS Filer. A large buffer size can have a negative impact on the data
transfer and overall performance.

To increase the buffer size for the transfer of backup index entries to improve
performance, use this setting. The maximum buffer size value depends on the
resources available on the NAS Filer. A large buffer size can have a negative
impact the data transfer and overall performance.
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Option

Description

Codepage for UTF-8
Conversions

Use APM UTF-8
Conversion

Delete Unsuccessful
Jobs On Completion

Type the codepage identifier for UTF-8 conversions. Use this option with the
Use UTF-8 Conversions option described in Adding an NDMP Server.

Translations depend on the configuration, locale, and code sets installed on the
system. For a list of codepage values, see the operating system documentation.

To store and index UTF-8 character sets for browsing, select this check box.
This setting allows you to browse the files in a native UTF supported language,
such as Japanese. Without this setting, the plug-in indexes the files by
filer-specific NDMP metadata.

By default, NetVault Backup removes the subjobs for Phase 2 backups whether
the phase completes successfully or fails. To change the default behavior, use
this setting. If you clear this check box, the subjobs generated during Phase 2
backups are removed only if both Phase 1 and Phase 2 backups complete
successfully.

NOTE: If a Phase 1 job fails, the subjobs generated during this phase are
retained even if you select this check box.

; | NOTE: After configuring UTF-8 encoding setting on the filer, filer volumes, and plug-in, Quest
recommends that you perform a test backup of some data on the relevant volumes. Then, browse
these savesets using the Restore Job Wizard to ensure that the names of the directories and files are
displayed correctly. This test is necessary because the UTF-8 name translations are received from
the filer. If the filer fails to supply the names in UTF-8 format, it can cause corruption or truncation of
the file and directory names.

4 Under NDMP Restore Log Filters, configure the following settings:

Option

Description

Filter 1
Filter 2

Filter 10

To filter log messages generated during restore jobs, use these settings. The
messages that contain the strings specified in these boxes are not displayed on
the View Logs page. Each box can contain one filter string. Thus, you can
specify a maximum of 10 filter strings in the filter boxes.

Consider the following while configuring the filter expressions for NDMP restore
logs:

* When performing a restore, an error message is reported every time a
file is overwritten. These errors can quickly add up to thousands of log
messages, causing system degradation. The Filter 1 box contains a
default expression “Warning: cannot create directory” that automatically
blocks this type of error messages. Quest recommends that you do not
change the default expression in the Filter 1 box.

e By default, the text in Filter 1 is displayed in English regardless of the
locale setting for NetVault Backup. This string should match the log
messages that the NDMP Filer sends, indicating that it was unable to
create a directory while performing a restore. If the filer log messages
are in a language other than English, then the text in Filter 1 should be
changed to match the message.

5 To save the settings and close the dialog box, click OK.

Configuring filer-attached devices

For administration of backups and restores to direct-attached devices, the device must be added to the NetVault
Backup Server. For more information about adding storage devices to the NetVault Backup Server, see the Quest
NetVault Backup Administrator’s Guide.
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About us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we build community-
driven software solutions that help you spend less time on IT administration and more time on business innovation.
We help you modernize your data center, get you to the cloud quicker and provide the expertise, security and
accessibility you need to grow your data-driven business. Combined with Quest’s invitation to the global
community to be a part of its innovation, and our firm commitment to ensuring customer satisfaction, we continue
to deliver solutions that have a real impact on our customers today and leave a legacy we are proud of. We are
challenging the status quo by transforming into a new software company. And as your partner, we work tirelessly to
make sure your information technology is designed for you and by you. This is our mission, and we are in this
together. Welcome to a new Quest. You are invited to Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter
Q. Itis a perfect circle, representing our commitment to technological precision and strength. The space in the Q
itself symbolizes our need to add the missing piece—you—to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

* Submit and manage a Service Request.

* View Knowledge Base articles.

* Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

e Chat with support engineers online.

* View services to assist you with your product.
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Third-party contributions

This product contains the following third-party components. For third-party license information, go to
https://www.quest.com/legal/license-agreements.aspx. Source code for components marked with an asterisk (*) is
available at https://opensource.quest.com.

Table 1. List of third-party contributions

Component License or acknowledgment
Iconv 1.9.1 © 2003 Free Software Foundation, Inc.

This file is part of the GNU CHARSET Library. The GNU CHARSET Library is free
software; you can redistribute it and/or modify it under the terms of the GNU Library
General Public License as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.
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