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Using Foglight Hybrid Cloud
Manager for Azure

Foglight® Hybrid Cloud Manager for Azure is provided to meet the demand for monitoring the hybrid strategy,
protecting the business, reducing tasks for users who want to monitor Infrastructure as a Service (laaS) assets.

Foglight Hybrid Cloud Manager for Azure offers the ability to enable laaS monitoring across Azure performance
agents and to consolidate performance troubleshooting into a single platform, without the manual configuration
and hazards of missing elastic or burst workload changes.

Foglight Hybrid Cloud Manager for Azure simplifies the cloud performance monitoring process, allowing users to
see VMware, Hyper-V, and Azure inside of a single platform. By the means of unified workflows, pre-configured

rules with notifications, and intelligent analytics, Foglight Hybrid Cloud Manager for Azure unscrambles complex
troubleshooting and delivers the information that helps user cut down costs.

This section introduces you to the Foglight Hybrid Cloud Manager for Azure environment, and provides you with
essential information.

For more information, see the following topics:
e Installation requirements
e Azure Performance Agent Configuration
e Azure monitoring setup

e Dashboard location and Ul elements

Installation requirements

Foglight Hybrid Cloud Manager for Azure comes installed on Foglight Evolve and can be installed on a Foglight
Management Server.

Foglight Hybrid Cloud Manager for Azure requires the following cartridges for data collection:
1 vUsage-Feedback-5_8 2.car
2 DRP-5.8.2.car
3 OptimizerAutomation-5_8 2.car
4 CommonAnalytics-5_8 2.car
5 Optimizer-5_8_2.car
6 Cloud-Manager-1.8.0.car

While Foglight Evolve comes with these cartridges pre-installed and enabled, a stand-alone Foglight release
requires that these components be installed on the Foglight Management Server. The sequence of cartridge
installation is important because of their dependencies. For more information about installing Foglight Hybrid
Cloud Manager for Azure, and for details about system requirements and version compatibility, see the Foglight
Hybrid Cloud Manager Release Notes.

Foglight Hybrid Cloud Manager for Azure 1.8.0 User and Administration Guide
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Azure Performance Agent
Configuration

Minimum application privileges

Each Azure Performance Agent monitors the subscriptions inside the same Azure Active Directory (AD). To collect
the Azure data, you need register an application in Azure AD, and this application needs be granted the following
privileges for all subscriptions to be monitored by Foglight Hybrid Cloud Manager for Azure:

* Reader

* Storage Account Key Operator Service Role

APl used to collect Cost metrics

Foglight Hybrid Cloud Manager for Azure offers the following two methods to collect Cost metrics, you need to
select either of following based upon your environment:

TIP: For the detailed information about how to get the subscription type, see To get the subscription
information:.

i

* Enterprise Agreement Billing API: This approach is used to collect metrics from Enterprise Agreement
subscriptions.

e Usage API and Rate Card API: This approach is used to collect metrics from Pay As You Go subscriptions
and Azure In-Open subscriptions.

If you use Enterprise Agreement API to collect Cost Metrics, You need the Enroliment Number and API access key
associated with your Azure Enterprise account. You can locate these credentials in your Azure Enterprise account.
The Enrollment Number and API access key are available only to your account's enterprise administrator, the top-
level administrator of your Azure Enterprise.:

i | NOTE: Enterprise Agreement Billing API only applies to Enterprise Agreement subscriptions and collects
cost metrics directly from the Azure Enterprise Portal. If not, Foglight Hybrid Cloud Manager will use Usage
and Rate Card APIs to collect and populate the cost data for subscriptions.

e Enrollment Number: Indicates the master account used for Enterprise billing.
* Usage API Access Key: Allows access to the Azure Billing API.

» Offer ID and Billing Cycle day for Subscriptions: Specifies the subscriptions type and information.

To get the Enrolilment Number and Usage API Access Key:

1 Log in to your Azure Enterprise account at https://ea.azure.com.

2 Locate your Enroliment Number.
a Click the Enrollment tab, then click Manage.
b Locate the Enrollment Number in the list of enroliment details.
¢ Copy the Enroliment Number and save it for later use.

3 Generate an API| access key.
a Under the Enroliment tab, click Reports.
b Click Download Usage.
¢ Click APl Access Key.

Foglight Hybrid Cloud Manager for Azure 1.8.0 User and Administration Guide
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d Click the key icon in the Primary Key text box to generate the API access key.

e Copy the entire API access key string into a text file, and save the file.

To get the subscription information:

1 Log in to your Azure Enterprise account at https://ea.azure.com.

2 Click All services, and then input “Subscriptions” in the All services text box, and then click
Subscriptions.

All services | subscriptions| |
Create a resource

All services

z Event Grid Subscriptions * Subscriptions *

3 On the Subscriptions dashboard, select your subscription, and then record the following information:
= Offer: This value indicates the subscription type, for example, Pay As You Go.

= Current billing period: This value is used to set the Billing Cycle Day in Editing agent properties. For
example, your Current billing period is “6/21/2018-7/20/2018", then the Billing Cycle Day will be
“oqr

-You-Go

Subscription ID

=+ 2dd «| @wMersoe = Tensier @ Concelsubscription  # Rename = Change directory

D Overview
Directory

il Access control (IAM)

- My role
7 selected v || 3 selected ~ Owner

K Diagnose and solve problems
Offer Status
) Pay-As-You-Go Active
O Security (Praview)

bscriptions selected in the Offer D

iptions fiter @

Azure monitoring setup

To fully enable the monitoring of Azure environment, Foglight Hybrid Cloud Manager for Azure requires to create
an Azure Performance Agent that is to be authenticated using Azure Active Directory ID (Tenant ID), Application
ID, and Access Key.

A complete setup includes the following three steps:

1 Get the authentication information through the Azure portal. For more information, see Getting
authentication information through Azure portal on page 8.

2 Create an Azure Performance Agent on the Foglight Management Server. For more information, see
Creating Azure Performance Agent on page 11.

3 If your Azure Performance Agent is installed behind a firewall, configure firewall settings on the machine
running the Foglight Agent Manager. For more information, see Configuring firewall settings on page 10.

Getting authentication information through
Azure portal

To get Tenant ID, Application ID, and Access Key through the Azure portal:
1 Log in to the Azure portal.

Foglight Hybrid Cloud Manager for Azure 1.8.0 User and Administration Guide
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2 On the left navigation panel, select Azure Active Directory.

The Azure Active Directory view that belongs to your account opens.

3 In the Azure Active Directory view, select Manage > Properties, and then click to copy the Directory
ID, that is also known as Tenant ID.

4 In the Azure Active Directory view, select Manage > App registrations, and then click New registration.
The Register an application view opens.
5 Type the following information, as needed, and then click Register.
= Name: type the name of the application.
= Supported account types: select who can use this application or access this API.
= Redirect URL (optional): type the URL address where users can sign in and use the application.
The Register an application view closes and the App registrations list is refreshed automatically.
6 Inthe App registrations list, select the application created in Step 5.

Keep the Application ID displayed in the Application details view somewhere safe.

[ Delete @3 Endpaints
0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Display name Supported ac
My organization only

Application (client) ID Redirect URIs
e MDD AT et i e TR Add a Redirect UR

Directory (tenant) 1D Application ID UR

b Add an Application 1D UR|

Object ID Managed application in local directory

7 In the Application details view, click Manage > Certificates & secrets. The Certificates & secrets view
opens on the right.

8 In the Certificates & secrets view, click + New client secret.
The Add a client secret view opens.

9 Inthe Add a client secret view, specify the values of DESCRIPTION and EXPIRES, and then click Add.

— <
[0 Search (ctriz; |

Add a client secret

B Overview L
Description
£ Quickstart
Manage Expires
)
= (®) In1year
Branding ~ ’
O In 2 years
D Authentication
O Never
Certificates & secrets
<~ API permissions
Cancel
& Expose an API “
i Owners Client secrets

Roles 2nd administrators (Previ A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application

password.
H Manifest
New client secret
Support + Troubleshooting Description Expires value

& Troubleshooting B
No client secrets have been created for this application.

& New support request

10 Click [ to copy the key value.
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Client secrets

& secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application

password.
Description Expires Value
test_key 11/20/2020 ¥ |E

3

11 Click Microsoft Azure on the top left corner, to return the default dashboard that appears once logged into
the Azure portal.

12 On the left navigation panel, click Subscriptions.
The Subscriptions view opens.
13 In the Subscriptions view, click the subscription that you want to monitor, then the Subscriptions details

view opens.

Home > Subscriptions > CEmsNImew Fealishmvinsslismiog
( OS] T e M sagilliai
5 ¥ e

[ b

[8] Cancel subscription

Subscription ID Subscription name
@ overview s

i Activity log Directory Current billing period

8. Access control (1AM)

My role Currency

2 Diagnose and solve problems Reader 150

Offer Status

@ security : e e Active

Events Offer ID

14 In the Subscription details view, click Access control (IAM), then Access control (IAM) view opens on the
right.

15 Click Add and select Add role assignment. The Add role assignment view opens.

16 In the Add role assignment view, select Reader from the Role drop-down list, search for the application
created in Step 5, and then click Save.

17 Repeat Step 11 to Step 16, to assign the Storage Account Key Operator Service Role to the application
created in Step 5.

Repeat this procedure if there are multiple applications to be monitored.

i | NOTE: Diagnostics settings must be enabled to collect metrics for both ARM-deployed virtual
machines and standard Storage Account. For more information, visit How to enable metrics using the
Azure portal.

Configuring firewall settings

If your Azure Performance Agent is installed behind the firewall, ensure the following URL addresses and ports are
open:

¢ URL addresses:
= https://login.microsoftonline.com
=  *.azure.com
= *.azure.net
= *.windows.net

e TCP/UDP port: 443

Foglight Hybrid Cloud Manager for Azure 1.8.0 User and Administration Guide 0
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Creating Azure Performance Agent

Each of virtual machine can be monitored only by one Azure Performance agent; otherwise the Management
Server topology object changes and the performance issue occurs. Quest strongly recommends that each of the
Azure Tenant is monitored by an agent. However in some production environments, you have to create two or
more agents for monitoring the same Tenant. Under this condition, implement either of the following for those
agents to ensure every agent in the same Tenant monitors different virtual machines:

i | NOTE: Each of the virtual machine must be monitored by an agent.

* If Monitor All is selected in the Select laaS Virtual Machines to Monitor dialog box: In the Edit Properties
dialog box, select Select Resource Groups to be monitored, and then ensure every agent monitors various
Resource Groups.

e If Monitor All and Automatically Monitor New Virtual Machines are not selected in the Select laaS Virtual
Machines to Monitor dialog box: In the Edit Properties dialog box, ensure every agent monitors various
virtual machines.

* If Monitor All is not selected but Automatically Monitor New Virtual Machines is selected in the Select laaS
Virtual Machines to Monitor dialog box: In the Edit Properties dialog box, select Select Resource Groups
to be monitored, and then ensure every agent monitors various Resource Groups.

If you still encounter problems, contact Quest Support.

To create an Azure Performance Agent:

1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow * on the left.

3 On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.

4 In the Cloud Manager dashboard, click Administration, and then click Add.
The Agent Setup Wizard dialog box opens.

Monitoring | Tags | Reports | Rule Configuration | Usage+Quotas | Global Services || Administration

Int Setup Wizard

Tasks:

Agent Manager Host
Create Azure Agefit

Review Licep€e Usage e AR il

[i=) Agent Setup Summary
Agents

. Host Name FglAM Version os Architecture
9 add D Refresh Activate | Deacti = so windows 35 64

Agent Name a £

Previous Mext Finish Cancel

5 Inthe Agent Manager Host view, select the agent manager on which the new agent is to be deployed, and
then click Next.

6 Inthe Azure Agent Properties view, specify the following values, as needed, then click Next.

Foglight Hybrid Cloud Manager for Azure 1.8.0 User and Administration Guide 1
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= Azure Environment*. The value of Azure Environment: Azure.com (default value) or
Azure.cn(China).

= Tenant Directory ID *: The value of Tenant ID retrieved in Getting authentication information through
Azure portal.

= Tenant Alias Name: The display name that identifies your Tenant

= Application ID *: The value of Application ID retrieved in Getting authentication information through
Azure portal.

= Access Key *: The value of Access Key retrieved in Getting authentication information through
Azure portal.

= Specify an agent name (Optional): Specify the name of agent.

= Configure Proxy (Optional): Configure the proxy setting when the Agent Host requires a proxy
connection to the Internet. For more details, see Configure Proxy (Optional): on page 50.

In the Agent Setup Summary view, confirm the agent information, and then click Finish.

The new Azure Performance Agent is created, and its data is to be displayed on the Monitoring tab after a
few minutes.

Dashboard location and Ul elements

After installing Foglight Hybrid Cloud Manager for Azure, the Cloud Manager entry appears under Homes.

To access the Cloud Manager dashboard:

1
2

Log in to the Foglight browser interface.

Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
On the navigation panel, under Homes, click Cloud Manager.

The Cloud Manager dashboard opens.

Cloud Manager  Friday, June 21, 2019 12:59:36 AM - Now 60 minutes v | [&] Reporrs

Azure AWS Optimizer Cost

foglight (Tenant) - Global Services: [El 3] Subscription Unhealthy Services: [JElll

Monitoring || Tags || Reports | Rule Configuration | Usage+Quotas | Global Services | Administration

4 79 |@& 3| |@ 2| @& 3
= -
Regions Virtual Machines Resource Groups Storage Accounts Virtual Networks
G a G |ala 4 a @ & @ i@
T 2 |3 w e e w1 N
Virtual Machine Quick View
Virtual Machines Summary - All Virtual Machines [ 3 Explore|
Search Objects 2
All Virtual Machines .
= 120 a0 80
[ i "
] =5 a0 N _" H
A @ - . s
@ B 01:30 01:45 LD D115 O1:30 0145 01:00 01:15 01:30 0145
A B Mame Name Current = Name Current »
© @ n Ay 4 n & 86.00 % n & 5.76 ME,
© B n | & 3 = & 83.10 % A 1.28 MB,
A @B & 1 n & 77.32% n & 432.85 KB
© & Lk =
G s -
@ [-'@ Adkmowledge Cear Search =
& [-’@ Severty Title Ack'ed Description
i _r@ Disabled Diagnostics Settings of Virtual Machine AutoDeployAcaiS3 No The diagnostics settings are not enabled for virtual machine AutoDe... *
3 Disabled Diagnostics Settings of Virtual Machine AutoDeployFAILOVERT No The diagnastics settings are not enabled for virtual machine AutoDe
3 Disabled Diagnostics Settings of Virtual Machine AutoDeployR3 No The diagnastics settings are not enabled for virtual machine AutoDe
3 High Virtual Machine Memory Utilization of AzureBuildNode3 No Memory utilization of virtual machine AzureBuildNode3 is above 70.
- 4 High Virtual Machine Memory Utilization of PVEBS Ne Memory utilization of virtual machine FYE8S is above 80.00%, curre
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The Cloud Manager dashboard consists of the following Ul elements:
* Group selector
* Actions bar
* Menu bar

e Quick view

Group selector

The Group selector is located at the top of the dashboard and allows you to select the Azure environment that you
want to monitor.

Figure 1. Group Selector

|“l—-- A SR e el el -

Quest (Tenant)

Actions bar

The actions bar at the top of the Cloud Manager dashboard contains: the Monitoring Tab, the Tags Tab, the
Reports Tab, the Rule Configuration Tab, the Global Services Tab, and the Administration Tab.

Figure 2. Actions bar

Monitoring | Tags || Reports || Rule Configuration | Usage+Quotas | Global Services | Administration

Menu bar

The Menu bar contains the following tiles: Regions monitoring, Virtual Machines monitoring, Resource Groups
Monitoring, Storage Accounts monitoring, and Virtual Networks monitoring.

Figure 3. Menu bar

15| |& 16| |§ 28 & 14

Virtual Machines Resource Groups Storage Accounts Virtual Networks
a a a =] & 8 a i | 8 TR

1 1 4 9 2 5 -] 7 12 14

Quick view

The quick view is located on the lower part of the Cloud Manager dashboard, which is updated based on the tab
selected on the Menu bar or the Actions bar.

Foglight Hybrid Cloud Manager for Azure 1.8.0 User and Administration Guide
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Monitoring Tab

When navigating to the Cloud Manager dashboard for the first time, the Monitoring tab appears. The Monitoring
tab allows you to select a monitoring object or a group of objects, such as regions, virtual machines, resource
groups, storage accounts, or virtual networks, and review the data associated with your selection.

Figure 4. Monitoring dashboard

Cloud Manager

Azure

foglight (Tenant)

Monitoring | Tags | Reports | Rule Configuration | Usage+Quotas

Regions
% a

siliys

Virtual Machine Quick View
Virtual Machines
Search Objects

All Virtual Machines

> @

|G EEhE BB EBhE B &

To access the Monitoring dashboard:

1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

& Friday, June 21, 2019 12:55:36 AM - How £0 mi [ Reports =
AWS ‘Optimizer Cost
- Global Services: [l Subscription Unhealthy Services: [l
Global Services | Administration
79 | |7 34| |ff 24| |@ 31
I, |53}
Virtual Machines Resource Groups Storage Accounts Virtual Networks
G| ala 4 & @ & e a
1 (o | . 2 | n|n 0 n
Summary - All Virtual Machines | = F_xplora\
Top CPU Consumers Top Network Consumers Top Memory Consumers Top Storage Consumers
—_—
0@
40
C 0 on4s T oim oras
Hame Name Current ~ Name Current ~ Name Current =
n Ay 4 n & 6.48 MEfs n & 86.00 % n & 5.76 M,
n & 3 LRl ] 64,26 KBjs & 83.10% | A 1.28 M8,
n & 1 - “e | 53.B1KBjs A 77.32% & 432.85 KB,
alarms 0 [lEE -
Acknowledge Clear Search P~| 5
Severity Title Adk'ed Description
& Disabled Diagnestics Settings of Virtual Machine AutoDeployAcaiS3 Mo The diagnostics settings are not enabled for virtual machine AutoDe... | *
& Disabled Diagnostics Settings of Virtual Machine AutoDeployFAILOVERL No The diagnostics settings are not enabled for virtual machine AutoDe..
Ay Disabled Diagnostics Settings of Virtual Machine AutoDeployR3 Mo The diagnostics settings are not enabled for virtual machine AutoDe...
‘L High Virtual Machine Memory Utilization of AzureBuildNode3 No Memory utilization of virtual machine AzureBuildNode3 is above 70.
= s High virtual Machine Memory Utiization of FVESS Mo Memary utilization of virtual machine FVESS is above 80.00%, curre

To open the navigation panel, click the right-facing arrow * on the left.

3 On the navigation panel, under Homes, click Cloud Manager.

The Cloud Manager dashboard opens

4 Click Monitoring in the actions bar.

5 The Monitoring tab includes the following tiles: Regions, Virtual Machines, Resource Groups, Storage
Accounts, or Virtual Networks.

For more information, see the following topics:

* Regions monitoring

* Virtual Machines monitoring

* Resource Groups Monitoring

Foglight Hybrid Cloud Manager for Azure 1.8.0 User and Administration Guide
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e Storage Accounts monitoring

e Virtual Networks monitoring

Regions monitoring

The Regions view shows the data collected about a specific region or all Azure regions. For more information, see
the following topics:

* Regions view
e Summary - All Regions view

* Region Summary view

Regions view

The Regions tree view lists the regions existing in your Azure environment and shows their state. This view
appears on the left when you select the Regions tile in the Actions bar.

Figure 5. Regions view
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Selecting the All Regions node displays the Summary - All Regions view on the right. Similarly, selecting a region
node shows region-specific metrics in the Region Summary view on the right.

Table 1. Description of the View

Alarm severity. The state of the most recent alarm raised against the associated
virtual machine.

Data displayed
¢ All Regions. A parent node for the regions that appear in this view.
* Region. The region name.

Where to go next Drill down on:
* All Regions. Shows the Summary - All Regions view on the right.

¢ Region. Shows the Region Summary view on the right.

Summary - All Regions view

The Summary - All Regions view appears on the right when you select All Regions in the Re