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Navigation basics

This guide has been prepared to assist you in becoming familiar with Foglight for Exchange. It provides basic
navigation techniques, describes the dashboards, views and reports included with Foglight for Exchange, and
provides information about the rules that are available for your monitored system.

This section describes the basic techniques used to navigate through Foglight for Exchange. It is intended to
introduce you to the layout of the Foglight user interface and how to navigate through the dashboards and views
provided with Foglight for Exchange:

* Foglight browser interface panels
* Drill down actions

e Breadcrumb trail

e Time range

* Lists

* Alarms and state indicators

* Mouse-over actions

* Foglight for Exchange roles

For more information about Foglight navigation, see the Foglight User Guide or online help.

Foglight browser interface panels

Depending on who you log in as, you may see either the contents of the first bookmark (the Welcome page is the
default) listed under Bookmarks, or a home page. For further details about these Foglight pages, see the Foglight
User Guide or online help.

Typically the browser interface is divided into three panels:
* Navigation panel
* Display panel

e Action panel

Foglight for Exchange 5.7.2.5 User and Reference Guide 9
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Figure 1. Foglight browser interface panels
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Navigation panel

The navigation panel, at the left of the browser interface, operates like a drawer and is open by default. To close
the navigation panel, click the arrow to the far left of the Foglight browser interface. Click the arrow again to open
the navigation panel.

The navigation panel contains an expandable view of all the dashboards available to the current user. To access a
specific dashboard, open the appropriate module (for example, Exchange) and select the dashboard to view it in
the display panel.

The navigation panel also provides access to the Foglight Administration and Configuration areas, and may
provide access to some cartridge-specific navigational views (for example, the Exchange Infrastructure view for
the Exchange Explorer dashboard.)

If you do not see any dashboards in the navigation panel, the user ID with which you signed in may not have been
assigned to a group. For details, see the Foglight User Guide or online help.

Display panel

The display panel is the large panel in the middle of the browser interface and is used to view current dashboards
and reports, as well as to create new dashboards and reports. You can increase the size of the display panel by
resizing the navigation panel, or if open, by closing the action panel.

Action panel

The action panel, at the right of the browser interface, operates like a drawer and is closed by default. To open the
action panel, click the arrow to the far right of the Foglight browser interface. Click the arrow again to close the
action panel.

The action panel lists the actions and tasks you can perform within the currently displayed dashboard. It also
contains the views and data that you can add to a dashboard or report, and provides access to the online help
files.

Foglight for Exchange 5.7.2.5 User and Reference Guide
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Drill down actions

Use the graphical and text links in views to drill down to additional details that may assist you in diagnosing
problems. Depending on the link, you drill down to a different dashboard or smaller view called a popup that
appears over the dashboard you are currently viewing.

You can drill down from many different parts of a view, including names of monitored components (such as
Exchange servers or Exchange roles), the view in Explorer links in a dashboard, and items like charts, tables,
cylinders and icons.

i | NOTE: When your cursor is positioned over a drillable component, the cursor will change to a selector icon,
typically a hand with a pointing finger.

For example, in the Exchange Alarms dashboard, click on a server name. This displays a dialog allowing you to
select either the Explorer or the Quick View. Select the Quick View link to display the selected server's summary
information on the Exchange Environment dashboard.

Breadcrumb trail

As you drill down into more detailed views within a dashboard, the names of the previous views are displayed in a
breadcrumb trail at the top of the current dashboard. In addition to providing you with context, this breadcrumb trail
displays the name of the current view and provides a simple mechanism for returning to any of its parent levels.

The following breadcrumb trail was created while drilling down from the Exchange Environment dashboard into the
Rule Management dashboard. Each item within the breadcrumb trail is a link to a previously viewed parent level.

Figure 2. Breadcrumb trail

% Euchznge Environment > Rule Management

Time range

By default, Foglight for Exchange displays metrics, alerts and messages that have occurred within the last four
hours. This time range is configurable using the Time Range popup located in the upper right corner of the
browser interface.

Figure 3. Time range

G Mondzy, August 30, 2010 1117 PM - Now 4 hours [,
Timeline | Calendsr Lest th 4h 8h 24 4h 72h 7d Al More v

B{30/10 5:17:29 AW §(30/10 5:17:29 FM

Using the Time Range popup, you can select from predefined time ranges or you can specify a custom range
using either the slide time bar or calendar precision controls to specify a date and time. When you modify the time
range for a dashboard or view, it adjusts the range for all of the views contained within and drilldowns accessed
from that dashboard or view. It does not adjust the time range for any parent views.

For more information about modifying the time range, see the Foglight User Help.

Lists

The lists displayed throughout Foglight for Exchange allow you to define the sort criteria and order, hide columns,
and filter content based on user-defined search criteria:

Foglight for Exchange 5.7.2.5 User and Reference Guide 1
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» Sorting content
e Hiding columns

e Filtering content

Sorting content

Some views in the Foglight for Exchange dashboards contain sortable lists. An example of a sortable list is the
Servers In This Site view on the Exchange Explorer dashboard.

Figure 4. Servers In This Site view

Servers In This Site

State  Name IP Address Roles cPU Memary

ZHUVM-DA.... z ByMaibox [N/ 119 ~r~oso  Exchange 2010 | £ Win 2008R25P1 4
@  THUWMDA.. &, Mailbox | 10 % 159, Exchange 2010 £ Win 2008R25P1

An arrow in the column heading identifies the sort criteria and order, ascending or descending, being used to
display information.
To change the sort criteriain a list:

1 Click on the column heading to be used to sort the list.

2 The sort order is in ascending order, but can be changed to descending order by clicking on the heading a
second time.

The list is redrawn according to your specification.

Hiding columns

The Foglight for Exchange lists display a default set of columns; however, you can customize the content of the
lists by hiding columns.

To hide columns in the list:

1 Select the = button in the upper right corner of the list to display the Show Columns dialog.
2 On the Show Columns dialog, click a column heading from the list to clear the corresponding check box.

3 Select Apply to display the list displaying only the columns that are currently selected in the Show
Columns dialog.

Filtering content

Many of the lists displayed in the Foglight for Exchange dashboards and views allow you to filter the information
displayed using the search controls at the top of the list. You can either conduct a search on all of the columns in
the list or specify the columns to be searched.
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Figure 5. Filtering content

= P

Search

To filter a list based on content in any of the fields:

1 Enter a text string into the text field.

i | NOTE: Select the Use Regular Expression option that appears when you select the arrow control to
the right of the Search field to specify a regular expression which allows you to enter a search pattern
using wildcard characters instead of a literal text string.

The list now displays the entries found as a result of your search.

2 To clear the search string and display the original list, select [x].

To specify individual fields to be searched:
1 Click the arrow control and select Advanced Search.

A dialog appears allowing you to enter the search criteria to be used to filter your list and sort the results.

I Limit: ko IID iterns From kop

Order by IState I ascending ;I

[ Match the Following rule:

|Name | conkains ;l | ¥ Case Insensitive

Search | Clearl

2 To define the number of items to be included in the list and the sort criteria and order of the results, select
the Limit to nn items from top check box.

3 By default, the top 10 items are displayed. To change this value, enter a different number in the value field.

4 The Order by field contains the column heading currently selected as the sort criteria. To change the sort
criteria, click in the Order by field and select the column heading to be used. Use the arrow control to
define the sort order: ascending or descending.

5 To define the search criteria, select the Match the following rule check box and specify the following
information:

= Click in the first field to specify the column to be searched.

= Use the arrow control to define the comparison operator to be used (for example, does not contain,
starts with, ends with.)

= Enter the text string to be matched.

= The Case Insensitive check box is selected by default and will find matches regardless of case.
For a case-sensitive search, clear this check box.

6 To add an additional search rule, select @ and repeat the previous step to specify the additional search
criteria.

i | NOTE: When multiple rules are specified, the ‘and’ operator is used and all rules must be met in
order for an entry to be included in the search results.

7 Once you have entered your search criteria, select Search to close the dialog and conduct the search.

8 The results of your search is displayed in the list.

9 To clear the search string and display the original list, select [x].
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Alarms and state indicators

Foglight for Exchange uses state indicators to show the severity level of alarms that have fired or the status of
Exchange objects. The following state indicators and colors are used throughout the interface:

Table 1. Alarms and state indicators
@ Fatal (red) There is a strong indication that the server is experiencing conditions which
will degrade performance.

@ Critical (orange) Indicates that the current metric values point strongly towards performance-
related problems with the specified component.

Warning (yellow) Represents a possible performance problem, based on calculations on
current server metrics against best-practices thresholds.

a Normal (green) Indicates the component is operating within normal thresholds.

A normal severity level indicates that there have been no warning, critical or
fatal events fired. Foglight does not record events that are successful; it can
only determine that there are no events that had problems.

The Foglight alarm types respond to thresholds that are defined within the Foglight for Exchange rules. As metrics
change and move through thresholds, alarms are raised. As a metric moves through thresholds, the severity of an
alarm changes, which causes the associated state indicators to change.

For detailed information about the Foglight for Exchange rules and metrics, see Foglight for Exchange rules on
page 156.

Mouse-over actions

Many items within the Foglight for Exchange dashboards display additional information when you hover your
cursor over them. For example:

e Hover over a graph title to display a description of the graph

i | NOTE: Clicking on a counter or graph displays a metrics popup that describes the counters,
provides more detailed data points, and lists current alarms for the selected metric.

e Hover over the data point to display details (actual value and date/time stamp) that corresponds to the data
point

Foglight for Exchange roles

Foglight controls user access using the concept of users, groups and roles. Each user can belong to one or more
groups. The roles assigned to those groups determine the set of actions that the user can access.

Foglight comes with a set of built-in roles. In addition to these built-in roles, Foglight for Exchange comes with the
following additional built-in roles which control access to the dashboards in Foglight for Exchange.

* EX Administrator. Allows access to all dashboards in Foglight for Exchange.
* EX QuickView User. Allows access to the Exchange Environment dashboard in Foglight for Exchange.

* EXReport User. When implemented, this role will allow access to the Report Management dashboard and
Exchange reports.

i | NOTE: The EX Report User role is available starting with cartridges installed with Foglight
Management Server 5.6.2.
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The Users & Security dashboard allows you to manage user access. To access this dashboard, on the navigation
panel, select Dashboards > Administration > Users & Security Management. For more information on
managing users and security, see the Foglight Administration and Configuration Guide or online help.

Foglight for Exchange 5.7.2.5 User and Reference Guide
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Exploring the Foglight for Exchange
dashboards

Foglight for Exchange includes dashboards which aid in the monitoring, analysis and investigation of an Exchange
environment’s health and performance.

These dashboards provide real-time views into the present state and relationships of the major components in
your Exchange environment, including:

* Exchange Server Roles. There are five Exchange server roles that allow administrators to split up the
functions of an Exchange server and place each role, or a combination of roles, on different servers. The
views provided allow you to monitor the health of the servers hosting these Exchange roles.

* Exchange Servers. An Exchange server is any server that has Exchange services installed on it.

» Sites. Asite is a logical grouping of computers within Active Directory® that have reliable connectivity. The
views provided allow you to monitor the health of the sites that are hosting Exchange servers.

* Clusters. A cluster is composed of individual servers running cluster software which enables these
computers to work together as a computer cluster, to provide failover and improve performance and
availability over that of a single computer.

This section explains how to access the Exchange dashboards, describes the layout of each dashboard, and
explains how to navigate through the embedded views of each dashboard:

* Accessing the Foglight for Exchange dashboards
* Exchange Alarms dashboard

* Exchange Environment dashboard

* Exchange Explorer dashboard

* Exchange Rule Management dashboard

For a description of the metrics captured in each of the embedded views, see Foglight for Exchange views.

Accessing the Foglight for Exchange
dashboards

To access the dashboards:
1 On the navigation panel, under Dashboards, click the expansion state box to the left of Exchange.
2 Click one of the dashboard items.

= Click Exchange Alarms to display a list of the current alarms triggered within Foglight for
Exchange.

= Click Exchange Environment to display the Exchange Environment dashboard, which includes the
following tabs:
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= Monitoring: displays a summary of the Exchange servers being monitored and their current
state.

o Health Check: displays the health state of clusters and servers in your environment.
o Administration: allows you to perform administrative tasks, including:

- Deploy the Exchange agent package, create and activate Exchange agents, and
start or stop collecting data.

- View and manage rules that exist in your environment.

- View a list of diagnostic tests that are available, as well as run a test immediately or
define a schedule for when a test is to be run.

- View, edit and enable/ disable the optional metric collections that are configurable for
Exchange agents.

= Reports: allows you to build, view, and manage custom reports.
= FAQts: displays questions relating to a selected object.

= Click Exchange Explorer to display performance metrics and alarms for an Exchange server or
group of servers.

= Click Rule Management to view and manage Foglight for Exchange rules.

Exchange Alarms dashboard

The Exchange Alarms dashboard shows the alarms that have been triggered but not cleared within Foglight for
Exchange. It can be used to isolate alarms specific to your Exchange environment.

Figure 6. Exchange Alarms dashboard
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The Alarms List on this view is a sortable list that displays the outstanding Foglight for Exchange alarms. Each
alarm row in the Alarms List contains the following information.
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Table 2. Alarms List information

Severity The icon in this column indicates the severity of the alarm.

Server Displays the name of the Exchange server where the alarm occurred. Clicking the

server name displays a popup menu where you can choose to view details about the
selected server in either the Exchange Explorer dashboard or Quick View in the
Exchange Environment dashboard.

Time Displays the date and time when the alarm occurred.

Cleared Displays whether the alarm was cleared.

Cleared by For cleared alarms, displays the users who cleared the alarm.
Instance Displays the topology object instance name that triggered the alarm.
Alarm Message Displays the alarm message.

Clicking an alarm’s severity icon, object icon, alarm message, or time displays a popup where you can
acknowledge or clear the alarm. This popup provides pertinent information about the selected alarm, such as the
rule of origin of the alarm, the history of the alarm, and all of the notes attached to the alarm. For more information
about managing alarms, see the Foglight User Guide or online help.

Exchange Environment dashboard

The Exchange Environment dashboard includes the following tabs:

Monitoring: displays the health state of clusters and servers in your environment. For details, see
Exchange Environment > Monitoring tab.

Health Check: displays clusters and servers health state. For details, see Exchange Environment > Health
Check tab.

Administration: allows you to perform administrative tasks, including:

= Deploy the Exchange agent package, create and activate Exchange agents, and start or stop
collecting data.

= View and manage rules that exist in your environment.

= View a list of diagnostic tests that are available, as well as run a test immediately or define a
schedule for when a test is to be run.

= View, edit and enable/ disable the optional metric collections that are configurable for Exchange
agents.

* Run a script for configuring Exchange agent settings.

i | NOTE: In a federated environment, the administrative tasks and Agents view are available only on
the Federated Children and not on the Foglight Federation Master.

For details, see Exchange Environment > Administration tab.

Reports: allows you to manage custom Exchange reports. For details, see Exchange Environment >
Reports tab.

FAQts: displays questions relating to a selected object. For details, see Exchange Environment > FAQts
tab.

Exchange Environment > Health Check tab

The Health Check tab displays the health state of clusters and servers in your environment. This tab consists of
the following views:
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¢ Cluster Health Check

e Server Status

Cluster Health Check

Click the Cluster Health Check link at the top of the tab, to display the Cluster Health Check view.
Figure 7. Cluster Health Check view
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The following table lists the information displayed in the report.
Table 3. Cluster Health Status view - information
Column Description
Cluster Cluster name.
Server Name Name of the Exchange servers included in the cluster.
Storage Group/Database Exchange cluster storage group or database name.
Active Copy Cluster copy state (active or passive).
Replication State Health state for cluster replication state.
Copy Queue Length Health state for cluster copy queue length on a passive node.
Replay Queue Length Health state for cluster replay queue length on a passive node.
Content Index State Health state for cluster content index state.

To search for a particular cluster, type the cluster name on the Sear ch box at the top right corner of the view, then
press Enter.

Server Status

Click the Server Status link at the top of the tab, to display the Server Status view.
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Figure 8. Server Status view
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The following table lists the information displayed in the report.

Table 4. Server Status view - information

Column Description
Host Metrics Server Server name.
Service Indicates if Exchange services are running.
CPU Health state for the host CPU.
Storage Health state for the host storage.
Network Health state for the host network.
Memory Health state for the host memory.
Mailbox MAPI Health state for the Outlook MAPI feature.
Hub Transport SMTP Health state for the SMTP feature.
Send Queue Health state for the hub transport send queue.

Client Access

Unreachable Queue
Poison Queue
OWA

ActiveSync

EWS

Health state for the hub transport unreachable queue.
Health state for the hub transport poison queue.
Health state for the OWA feature.

Health state for ActiveSync.

Health state for the Exchange Web Service.

To search for a particular server, type the server name on the Search Server box at the top right corner of the
view, then press Enter.

Exchange Environment > Monitoring tab

The Monitoring tab provides a summary of the Exchange servers in your environment, the Exchange roles
performed by these servers, and the sites where these servers reside. This tab consists of the following views:
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» Exchange Environment Overview

¢ Quick View

Exchange Environment Overview

The Exchange Environment Overview is located across the top of the Exchange Environment dashboard. It
provides you with an overview of your Exchange environment.

Figure 9. Exchange Environment Overview
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The overview contains a tile for the following object types in your Exchange infrastructure: clusters, roles, servers,
and sites. Each tile shows the number of corresponding objects of that type in your Exchange infrastructure as well
as a count of objects of that type in each of the alarm states (fatal, critical, warning, and normal).

Clicking a tile displays summary information for that object type in the Quick View. Clicking an alarm state (for
example, warning) on a tile displays summary information in the Quick View for the objects of that type that are in

the selected alarm state.

Quick View

The Quick View is located across the middle of the Exchange Environment dashboard. The following illustration is
an example of the Server Quick View, displayed when the Servers tile is selected in the Exchange Environment

Overview.

Figure 10. Server Quick View
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Purpose

The Quick View displays summary information pertaining to the component selected from the Exchange
Environment Overview and Object Tree view. For example,

» Select an object tile in the Exchange Environment Overview to view summary information for all objects of
the selected type.

* Select an alarm indicator in an object tile in the Exchange Environment Overview to view summary
information for the objects of that type in the selected alarm state.

* Select an object item from the Object Tree view (as described below) to view summary information for that
individual object.

Description of embedded views

The Quick View consists of the following embedded views:
e Object Tree view
* Object Summary view

e Alarms view

Object Tree view

The Object Tree view is located at the left of the Quick View and displays objects based on the tile selected in the
Exchange Environment Overview. Use the Object Tree view to select a single object or a group of objects of a
particular type for display in the Object Summary view.

Object Summary view

The Object Summary view is located to the right of the Object Tree view and displays summary information for a
single object or a group of objects, depending on what is selected in the Object Tree view.

The Object Summary view displays a number of embedded views which is determined by the item selected in the
Exchange Environment Overview and Object Tree view. It provides a quick and easy view into the items that make
up the selected Exchange object and the alarm states of these items.

In addition, at the top right of the Object Summary view there is an Explorer link. This enables you to quickly
navigate to the Exchange Explorer dashboard for more detailed metrics about the selected object or group of
objects.

The following table lists the information displayed when the different object tiles are selected.

Table 5. Object Summary view information

. . Item Selected . . . . .
Item Selected in Overview in Object Tree Views Displayed in Object Summary View

Roles Tile Summary Exchange Roles Environment Summary (All Exchange Roles)
view
Roles Tile - Alarm Indicator Summary A summary of all Exchange roles defined in your environment, in

the selected state.

For details, see Exchange Roles Environment Summary (All
Exchange Roles) view.

Roles Tile or Alarm Role Item One of the following views:
Indicator » Client Access Role Environment Summary view
e Edge Transport Role Environment Summary view
e Hub Transport Role Environment Summary view
¢ Mailbox Role Environment Summary view
¢ Unified Messaging Role Environment Summary view

Servers Tile Summary Exchange Servers Environment Summary (All Exchange
Servers) view
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Table 5. Object Summary view information

Item Selected in Overview

Item Selected

in Object Tree Views Displayed in Object Summary View

Servers Tile - Alarm Summary A summary of all Exchange servers in your environment, in the

Indicator

selected state.

For details, see Exchange Servers Environment Summary (All
Exchange Servers) view.

Servers Tile or Alarm Server Iltem Exchange Server Environment Summary view

Indicator

Sites Tile Summary Exchange Sites Environment Summary (All Sites) view

Sites Tile - Alarm Indicator ~ Summary A summary of all sites in your environment, in the selected state.
For details, see Exchange Sites Environment Summary (All
Sites) view.

Sites Tile or Alarm Indicator Site Item Exchange Site Environment Summary view.

Clusters Tile or Alarm Cluster Item Exchange Cluster Environment Summary view

Indicator

Alarms view

The Alarms view that appears at the bottom of the Quick View in the Exchange Environment dashboard displays a
sortable list of all the outstanding alarms for the item selected in the Object Tree view.

1

:+ | NOTE: An Alarms view also appears at the bottom of the Exchange Explorer dashboard when you are

viewing an object in the Exchange Explorer Primary view. It displays the outstanding alarms for the item
selected in the Exchange Infrastructure view.

Exchange Environment > Administration tab

The Administration tab includes the following components, and allows you to perform administrative tasks, as

follows:

e Tasks list:

Deploy Agent Package: Deploy the Exchange agent package, create Exchange agent instances
on one or more servers at a time, activate or deactivate Exchange agents, and start and stop
collecting data.

Rule Management: View and manage rules that exist in your environment. For more information,
see Foglight for Exchange rules.

Diagnostic Tests: View a list of diagnostic tests that are available, as well as run a testimmediately
or define a schedule for when a test is to be run. For more information, see Running diagnostic
tests.

Metrics Management: View, edit, and enable/ disable the optional metric collections that are
configurable for Exchange agents. For more information, see Managing Exchange metrics.

Script for configuring the Exchange settings: Download and run a script that automatically
configures the Exchange servers.

* Agents view: Add and configure Exchange agents on one or more servers. Once added, the Agent
Management view displays all of the Exchange agents configured to monitor Exchange metrics. For more
information on using the Agent Setup wizard and the Agent Management view to manage your Exchange
agents, see Managing Exchange agents.

-

NOTE: In a federated environment, the administrative tasks and Agents view are available only on the

Federated Children and not on the Foglight Federation Master.
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Figure 11. Exchange Environment > Administration tab
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Exchange Environment > Reports tab

The Reports tab allows you to manage custom Exchange reports. It consists of the following components:
* Tasks list
* Recent Report History view
* About Reports view

* Reports view

Figure 12. Exchange Environment > Reports tab

Exchange Environment @ Mondsy, August 10, 2015 11:36 PM - 3:36 AM 4 howrs v | [&] Repors =

Health Check || Monitoring || Administration || Reports | FAGEs

Tasks: Recent Report History About Reports
* Create a Report

Exchange ServersH...  8/11/15 3:00 AM [7) Understanding Templates vs. Instances
=
* Copy Existing Report

uchange dusters 8/11/15 3:00 AM [%) Working With Report Scheduling
xchange dusters 8/11/15 2:00 AM [Z) Viewing Report History

xchange Servers H..  8/11/15 2:00 AM
[llj Exchange ServersH...  8/11/15 1:00 AM

=

= Edit Existing Report

Reports
b, Delete Search P~ =
| 0 vame Date - LastRun  History  Schedule  RunNaw Template
[F] Exchange dusters Health 8/11/15 3:00 AM PDF Ed  Houldy B Exchange Cluster Health Report -
[F] Exchange Servers Health 8/11/15 3:00 AM PDF E  Houly G Exchange Server Health Report

Tasks list

From the Tasks list, you can create a report, copy an existing report, or edit an existing report for your Exchange
environment:

* Click Create a Report to select and generate a report using the Create a Report wizard.
» Click Copy Existing Report to duplicate an existing report using the Copy Existing Report wizard.
» Click Edit Existing Report to modify an existing report using the Edit Existing Report wizard.

Create a Report wizard
To create a report:
1 Start the Create a Report wizard.
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2 On the Basic Configuration page, define the following settings, then click Next:

Scheduled Report Name: Type a valid name for the report.

Report Templates: Select the template on which you want to base your report. The Report Inputs
section is populated with the template’s report parameters. Use the default parameters to quickly

create a report, or optionally change the report parameters to customize the report to better meet

your requirements. For more details about Exchange template reports, see Foglight for Exchange
reports.

3 On the Advanced Configuration page, define the following settings, then click Finish:

Schedule: Select the report schedule from the list of available options.
Retained Results: Type the number of results retained for the report.

Enabled: Select the check box if you want to enable the report. Clear the check box if you want to
disable the report.

Report Format: Select the report format from the list of available options.

Email Recipients: Type the email addresses of the recipients to be notified when the report is
generated.

The scheduled report is created and appears in the Reports view.

Copy Existing Report wizard

To copy an existing report:

1 Start the Copy Existing Report wizard.

2 On the Select Report page, select the report to be copied, then click Next.

3 On the Edit Report Configuration page, define the following settings, then click Finish:

Scheduled Report Name: Type a valid name for the new report.

Report Templates: The report template can not be modified, only the report parameters in the
Report Inputs section at the bottom of the page.

Schedule: Select the report schedule from the list of available options.
Retained Results: Type the number of results retained for the report.

Enabled: Select the check box if you want to enable the report. Clear the check box if you want to
disable the report.

Report Format: Select the report format from the list of available options.

Email Recipients: Type the email addresses of the recipients to be notified when the report is
generated.

The scheduled report is created and appears in the Reports view.

Edit Existing Report wizard

To edit an existing report:

1 Start the Edit Existing Report wizard.

2 On the Select Report page, select the report to be edited, then click Next.

3 On the Edit Report Configuration page, define the following settings, then click Finish:

Scheduled Report Name: Change the report name, as necessary.
Report Templates: The report template and its parameters can not be modified.
Schedule: Select the report schedule from the list of available options.

Retained Results: Type the number of results retained for the report.
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= Enabled: Select the check box if you want to enable the report. Clear the check box if you want to
disable the report.

= Report Format: Select the report format from the list of available options.

= Email Recipients: Type the email addresses of the recipients to be notified when the report is
generated.

The new report settings are saved and the updated scheduled report appears in the Reports view.

Recent Report History view

The Recent Report History view provides information about the most recent report instances run in your
environment.

About Reports view

The About Reports view enables you to get answers to common questions about Exchange reports.

Clicking a question from the list displays a dialog box that provides information about the selected topic.

Reports view

The Reports view displays all of the report instances configured in your Exchange environment.

The view contains the following information for each configured report instance.

Table 6. Reports view - information

Column Description
o Use the selection check boxes to select report instances for running or
removal.

Name Displays the name of the report.

Date Indicates the date and time when the report was last run.

Last Run Indicates the report type.

History Click the icon in this column to open the Report History dialog box, and review
the history of the selected report. To view the report content, click one item in
the list.

Schedule Displays the time when the report is scheduled to run.

Run Now Click the icon in this column to manually run a selected report. The Run Now

dialog box opens, displaying the status of the report generation. When the
report is complete, you can view the report content by clicking the Download.

Template Displays the template used for a scheduled report.

To delete one or several reports from the list, select the report(s) and click the Delete button at the top left corner
of the view.

To search for a particular report, type the report name on the Sear ch box at the top right corner of the view, then
click Enter.

Exchange Environment > FAQts tab

The FAQts view appears as a navigation tab at the top of the Exchange Environment dashboard. It provides a list
of all the questions available for all Exchange object types.

NOTE: The FAQts navigation tab is also available in the Exchange Explorer dashboard when you are
viewing an object in the Exchange Explorer Primary view.

i
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Purpose
The FAQts view enables you to get answers to common questions about your Exchange environment.

Figure 13. FAQts view
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Description of embedded views

The FAQts navigation tab is made up of the following embedded views:
e Categories view
e Questions view

e Answer view

Categories view

The Categories view lists the categories (that is, servers, sites, Mailbox role, Client Access role, Unified
Messaging role, Hub Transport role and Edge Transport role) for which questions can be answered by Foglight. It
also contains a Favorites and My Questions category which allows you to customize the list of questions
displayed.

By default, All Questions is selected. Click a category to view a list of questions relating to a type of Exchange
object or click Favorites or My Questions to view your customized list of questions.

Questions view
The Questions view lists the questions available for the category selected in the Categories view.
Click a question from the list to have Foglight gather and report an answer.

Use the buttons at the top of the Questions view as follows.
Table 7. Questions view

Mark the selected question as a ‘favorite’. Questions marked as a ‘favorite’ will be
displayed when the Favorites category is selected.

NOTE: The star icon will appear yellow 4 when you select a question that is already
marked as a favorite.
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Table 7. Questions view

B2

Create a report based on selected questions.

= If the list of questions is long, you can narrow it down by entering a text string in the

Search field. Enter a word or text string and select the search button o display
only those questions that contain the word or string entered.

To clear the filter and return to the original list of questions, click | # 1.

Answer view

The Answer view provides an answer to the question selected in the Questions view. The answer is provided in

the following form:

Top x <objects of category> ...

where X is the number of objects of the category selected in the Categories view.

It also lists related questions from which you can select. Selecting a related question will refresh the Answer view

displaying the answer to the selected question.

Exchange Explorer dashboard

The Exchange Explorer dashboard has a hierarchal interface that you can use to view various performance
metrics and alarms within your Exchange infrastructure. It provides informative views through which you can
quickly and easily access detailed information about any of the objects in your Exchange environment.

Figure 14. Exchange Explorer dashboard
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The Exchange Explorer dashboard contains the following views:

* Exchange Infrastructure view
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» Exchange Explorer Primary view

Exchange Infrastructure view

After choosing an object from the Exchange Servers Inventory tile, the Exchange Infrastructure view appears in
the navigation panel, under the Dashboards list. It provides an organized view of the Exchange objects that are
monitored by Foglight for Exchange.
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Summary and Reconrce Information. a

The Exchange Infrastructure view is organized into a tree using object type containers for branches. The top-level
containers are the main Exchange object types (that is, Roles, Sites, Servers, and Clusters) and each object type
container contains every object of that particular type that is managed by Foglight for Exchange. Click the
expansion state box to the left of a container to expand the view to display the individual objects.

To the left of each object, a status indicator represents the alarm of highest severity that is outstanding for that
object.

Clicking an object type container or object in the Exchange Infrastructure view refreshes all of the views in the
Exchange Explorer Primary view to display information pertaining to the selected object.

Exchange Explorer Primary view

The Exchange Explorer has a Primary view which takes up the entire display panel of the browser interface. This
view displays information based on the object type container or object selected in the Exchange Infrastructure
view.

Purpose

The Primary view displays performance metrics and alarms related to the objects within an object type container or
an individual Exchange object.

The heading area located across the top of the Primary view consists of the following main components:
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* an object icon and name
e an alarm summary for the selected object type container or object
* navigation tabs

The object icon and name to the left of the heading specify the object type container or individual object that is
selected in the Explorer Infrastructure view.

The alarm summary at the right of the heading shows you the number of alarms at each severity level that are
outstanding for the selected object. Clicking an alarm count displays a popup that lists the active alarms for the
object. From this popup you can display additional details about an individual alarm.

The navigation tabs are located immediately below the selected object’'s name. These navigation tabs vary from
object to object, but generally contain an object summary tab, a FAQts tab, and one or more tabs of other relevant
information. The following table lists the navigation tabs displayed based on the item selected in the Exchange
Infrastructure view.

Table 8. Exchange Infrastructure view - Tabs Displayed in the Primary View

Item Selected in Exchange Infrastructure View Tabs Displayed in Primary View
Object Container (Roles, Sites, Servers, or Clusters) e Summary (All)

* FAQts
Exchange Role Object e Summary

*« FAQts
Site Object e Summary

* FAQts
Server Object e Summary

* Roles

¢ AD Health

* FAQts

* Managed Availability
Cluster Object e Summary

« FAQts

Description of embedded views

The Primary view changes in appearance and content, depending on which navigation tab is selected. The metrics
and amount of detail displayed varies depending on the type of object you selected in the Exchange Infrastructure
view.

The Primary view may contain the following embedded views (navigation tabs):
e Summary view
* Exchange Server Roles view
* Exchange Server AD Health view
* FAQts view

* Exchange Server Managed Availability view

Summary view

Selecting the Summary navigation tab displays the Summary view just below the heading. This view provides an
inventory, in the form of tiles, of the objects that are related to the object or object container selected in the
Exchange Infrastructure view. Each tile shows how many objects of the corresponding object type there are, as
well as the count of objects of that type in each of the alarm states (fatal, critical, warning, and normal).

More detailed information for the selected object or object container is displayed in views below the Summary
view.
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On a tile, click the object type icon, the object type name, or the object count, to view an inventory popup that lists
all objects of the corresponding type, along with their respective states. Click an object in the inventory popup to
view details for that object in the Primary Summary view.

On aftile, click an alarm state or the number below it to view an alarms popup that shows the outstanding alarms of
that state for the corresponding object type. Click an alarm in the alarms popup to view details about the selected
alarm.

i | NOTE: If the alarm state has a count of zero, you cannot select that alarm state. When you click a normal
state icon or count, the Exchange Explorer page is refreshed, but you do not see the alarms popup because
there are no alarms associated with the normal state.

More detailed information associated with the object or object container selected in the Exchange Infrastructure
view is displayed in views below the Summary view. The following table lists the embedded views displayed when
the different objects or object containers are selected.

Table 9. Exchange Infrastructure View - Embedded Views in Summary View

Item Selected in Exchange Infrastructure View Embedded Views in Summary View

Roles Object Container * Roles Listing view
e Alarms view

Sites Object Container e Top 3 CPU Consumers view
or e Top 3 Memory Consumers view
Servers Object Container ¢ Top 3 Network Consumers view

e Top 3 Storage Consumers view
* Exchange Servers view
e Alarms view
Clusters Object Container e Clusters Listing view
e Alarms view
Client Access Role * Role Features State view
¢ Client Access Features view
e Alarms view
Edge Transport Role ¢ Role Features State view
e Edge Transport Features view
e Alarms view
Hub Transport Role * Role Features State view
¢ Hub Transport Features view
e Alarms view
Mailbox Role * Role Features State view
¢ Mailbox Features view
e Alarms view
Unified Messaging Role * Role Features State view
¢ Unified Messaging Features view
e Alarms view
Site Object e Asite tile
e Servers In This Site view
¢ Top 3 CPU Consumers view
e Top 3 Memory Consumers view
e Top 3 Network Consumers view
* Top 3 Storage Consumers view
* Roles Explorer view
e Alarms view
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Table 9. Exchange Infrastructure View - Embedded Views in Summary View

Item Selected in Exchange Infrastructure View Embedded Views in Summary View

Server Object ¢ Resource Utilization view
* Windows Services view
e Summary and Resource Information view
e Alarms view
Cluster Object * Number of active and passive databases or storage
groups in the cluster
e Cluster Summary and Resource Information view
* Exchange Servers in This Cluster view
* Cluster Database Details view or Cluster Storage
Group Details view
e Alarms view

Exchange Server Roles view

When an individual server is selected in the Exchange Infrastructure view, the Roles navigation tab appears. The
content of this view is based on the Exchange role selected at the top of the Exchange Server Roles view. By
default, each role view displays performance metrics and information for the Exchange roles being performed by
the selected Exchange server. Additional metrics can optionally be displayed by enabling the corresponding
collection group on the Exchange Metrics Management dashboard.

Exchange Server AD Health view

When an individual server is selected in the Exchange Infrastructure view, the AD Health navigation tab appears.
This tab displays the Exchange Server AD Health view, which displays performance metrics about the DCs in your
Active Directory® environment.

FAQts view

Selecting the FAQts navigation tab displays a list of all the questions available for all Exchange object types.

i | NOTE: The FAQts navigation tab is also available in the Exchange Environment dashboard. See Exchange
Environment > FAQts tab for more information.

Exchange Server Managed Availability view

When an individual Exchange 2013 or 2016 server is selected in the Exchange Infrastructure view, the Managed
Availability navigation tab appears.

The Managed Availability Recovery Action Results view on this tab displays a list of actions that the Managed
Availability process triggered to address availability and latency issues or errors, in order to resume the service.
For each action, the list displays the time when it was logged. In addition, the Message column contains the
description of the recovery action. Click the Probe Results column to review the detected errors that possibly
triggered the recovery action.

Exchange Rule Management
dashboard

The Exchange Rule Management dashboard contains a sortable list of the conditional severity rules used by the
Foglight for Exchange. From this dashboard you can quickly see which conditional rules are enabled/disabled, the
states (fatal, critical or warning) with active conditions, recommended alarm threshold values, rules with current
alarms, and a brief description of each rule.
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For a description of the Exchange Rule Management dashboard and for more information on the Foglight for
Exchange rules and how to enable, disable or modify them, see Foglight for Exchange rules.
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3

Managing Exchange agents

The Exchange agents collect data from remote Exchange servers, which is then used to populate the health and
performance metrics presented throughout the Foglight for Exchange dashboards and views.

Foglight for Exchange provides an additional dashboard that can be used to manage Exchange agent instances.
Therefore, the Exchange agent instances can be created and managed using one of the following dashboards:

» Agent Status dashboard (Dashboards > Administration > Agents > Agent Status)

e Exchange Environment dashboard > Administration tab (Dashboards > Exchange Environment >
Administration tab)

This section describes the Deploy Agent Package dialog, the Agent Setup wizard which is used to add and
configure new Exchange agents and the Agent Management view which is populated with information about each
Exchange agent instance. It also provides a description of the Exchange agent properties used to connect to the
target server from which data is to be collected.

For more details, see these topics:
e Agent Status dashboard
* Exchange agent management

» Exchange agent properties

Agent Status dashboard

The Agent Status dashboard allows you to deploy agent packages and create agent instances one host at a time.
Once an agent is created, use this dashboard to view agent information and edit the properties of one or more
agents.

For more information about using the Agent Status dashboard to create and manage agent instances, see
“Deploying agent packages to monitored hosts” in the Foglight Administration and Configuration Help.

Exchange agent management

The Exchange Environment dashboard > Administration tab allows you to deploy the Exchange agent package,
create Exchange agent instances for one or more servers at a time, activate or deactivate Exchange agents, and
start and stop collecting data.

The Administration tab consists of the following components:
* Tasks list

* Agent Management view

Tasks list

The Tasks list, in the upper left corner of the view, contains a list of tasks that can be performed from this view.
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Figure 15. Tasks list

Tasks:
P Rule Management
"“3_3_1 Diagnostic Tests
Metrics Management

Script for configuring the Exchange settings

Deploy Agent Package

Clicking the Script for configuring the Exchange settings link on this list downloads and runs a script that
automatically configures the Exchange servers. For me ore information, see the readme.txt file included in the

script ZIP file.

Clicking the Deploy Agent Package link on this list displays the Deploy Agent Package dialog, to specify the
Foglight Agent Manager host to be used to deploy the Exchange agent package.

NOTE: In a federated environment, the administrative tasks and Agents view are available only on the

i
Federated Children and not on the Foglight Federation Master.

Deploy Agent Package

The Deploy Agent Package dialog appears when you select the Deploy Agent Package link in the Tasks list at
the top of the Administration tab. This dialog contains a list of installed Foglight Agent Manager hosts.

To deploy the Exchange agent package:
1 Select the Deploy Agent Package link.
The Deploy Agent Package dialog appears.

&+ Deploy Agent Package

ele e Fo Ager er ho eploy the Exchange Agel ge
O ;Iihl:o\is..;ig;en.ncaa.Iocal _5‘5‘52h ) .:;';ndo',\'s ;332_ -. o hg P
Deploy | Cancel |
2 Select the Foglight Agent Manager host to which the Exchange Agent package is to be deployed, and click

Deploy.
NOTE: To deploy the Exchange agent package to additional Foglight Agent Manager hosts, repeat
Step 2 for each host.

i

3 Once successfully deployed, a confirmation dialog appears. Click OK to close this dialog.

NOTE: Because you are only deploying agent packages at this time, the newly deployed package
will NOT appear in the Agent Management view.

i

Agent Management view

Once Exchange agent instances are added, the Agent Management view displays all of the agent instances
configured to monitor Exchange metrics.

NOTE: In a federated environment, the administrative tasks and Agents view are available only on the

i
Federated Children and not on the Foglight Federation Master.
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Figure 16. Agent Management view
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The Agent Management view contains the following information for each configured Exchange agent instance.

Table 10. Agent Management view table

Column
[al
Exchange Server
Active
Data Collection

Agent Name
Foglight Agent Manager Host

Alarms

Private Properties

Secondary Properties

Download Log

Agent Version

Description

Use the selection check boxes to select agent instances for
activation/deactivation, starting/stopping data collection, editing properties, or
removal.

Displays the name of the servers being monitored by an Exchange agent
instance.

Indicates whether the agent instance for an Exchange server is activated. A
green check mark in this check box indicates that the agent is active.

Indicates whether the agent instance is currently collecting data. A green check
mark in this check box indicates that the agent is collecting data.

Displays the name of the agent instance created for an Exchange server.

Displays the name of the Foglight Agent Manager Host assigned to each
Exchange agent instance.

Displays the number of alarms outstanding for a select Exchange agent.
Clicking an alarm opens the Alarms for <agent_name> view, which provides
more details about these alarms.

Click the Edit icon in this column to update the private agent properties using
the Agent Edit wizard. For more information, see Edit private agent properties.

Click the Edit icon in this column to open the Shared Properties dialog box
and review the properties defined. To enable / disable a powershell cmdlet,
select / clear the Monitor check box for that cmdlet.

Click the icon in this column to download the agent log.

Displays the agent version. A green check mark icon indicates that the agent
version is up to date.

Use the buttons at the top of this list to manage your Exchange agent instances, as described in the following

table.

Table 11. Agent Management view toolbar

Button Description
- Select to launch the Agent Setup wizard to add and configure new Exchange
agent instances. For more information, see Add and configure new agents.

2 oto Select to refresh the information displayed in the Agent list.

= Refresh NOTE: Neither the Browser refresh icon nor F5 will refresh the Agent
Management list.
) Select to activate the selected agent instance(s).
Activate

Select to deactivate the selected agent instance(s).
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Table 11. Agent Management view toolbar

Button Description

B start Data Collection

Select to start collecting data on the selected agent instance(s).

| M stop Data Collection

Select to stop collecting data on the selected agent instance(s).

- Select to remove the selected agent instance(s).
@ Remove

i Create and automatically assign credentials for Exchange agents created
U Upgrade Agents before version 5.6.6.

'{_f Prerequisites Diagnostic

LA
o
1]
fa

Verify agent configuration. For more information, see Inspect agent
prerequisites.

Search for an Exchange agent using the Search filter.

Add and configure new agents

The Agent Setup wizard guides you through the process of adding and configuring Exchange agent instances on
one or more servers.

To add and configure a new agent:

1
2

5

At the top of the Agent Management view, click Add to launch the Agent Setup wizard.

On the Prepare page, carefully read the instructions about the steps that you need to take before
proceeding with the wizard.

You can either manually configure your Exchange environment for monitoring, or download and run a script
that automatically configures the Exchange servers. To download the script, click Script for configuring
the Exchange settings.

When done, click Next.

On the Auto-Discovery or Manual page, indicate if you want to manually configure an agent to monitor a
single Exchange server, or search your domain and auto-discover Exchange servers and create one or
several agents. Click Next.

= If you selected Auto-discover, continue with Step 4.
= If you selected Manual, continue with Step 6.

On the Select the Search Domain page, specify the domain to be used to search for Exchange servers
where Exchange agent instances are to be created and activated.

= Domain: Type the fully qualified name (myDomain.com) of a domain to search for Exchange
servers.

= User Name: Type the user principal name of the account to be used to query Active Directory® on
the selected domain.The following formats are accepted for the user principal name:
myUser@myDomain.com, myUser, and myDomain.com\myUser.

= User Password: Enter the password associated with the above user account.
= Enable SSL For LDAP: Selecting this check box if security LDAP is required.
Click Next.

On the Select Servers page, select one or more Exchange servers that you want to monitor.

i | NOTE: All selected servers will use the same user credentials for access.
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This page displays the following information about the Exchange servers found on the selected domain:

Exchange Server: The name of the Exchange server found on the selected domain.

Exchange Agent Exists: Indicates whether an Exchange agent instance has already been created
for an Exchange server. A green check mark in this check box indicates that an agent instance is
already created to monitor the Exchange server. Servers already monitored by other Exchange
agents are unavailable for selection in the list.

Click Next.

On the Configure Agent Properties page, review the Exchange agent properties, and edit them, as
necessary.

Exchange Server(s): The name of one or more Exchange servers found on the selected domain.
Domain Controller: The name of the domain controller found on the selected domain.
Communication Protocol: Selects to run the WMI query through DCOM or WinRM.

WinRM Port: The WinRM port number on the monitored server. This property only appears if the
Communication Protocol is set to WinRM through HTTP or WinRM through HTTPS.

LDAP Authentication Mechanism: The authentication scheme used to connect to the LDAP
server: Simple (default) or Kerberos.

Enable SSL For LDAP: Indicates if the LDAP connection is secure or not (default).

Is a Virtual Host?: Indicates if the selected Exchange server runs on a virtual host. If it runs on a
physical host, by default the Windows Agent is delegated to collect host metrics

Virtual Environment: The type of the virtual environment: VMware or Hyper-V. This property only
appears if the selected Exchange server runs on a virtual host.

Enable ActiveSync Collection: Indicates if the collection of ActiveSync Top N users is disabled or
enabled.

IIS Log Folder: The file path to the 1IS log on the Exchange Client Access Server.
ActiveSync Collection Time: The time when the ActiveSync collection task starts.

Top N Users: The number of top N users for which data is submitted to the Management Server.

Click Next.

On the Select the Agent Manager Host page, select the Foglight Agent Manager host to be used for the
new Exchange agent instances.

The table displays the following Foglight Agent Manager information (the same information is displayed
on the Administration > Agents > Agent Hosts dashboard):

i

Host Name

Agent Manager Version
OS Type

OS Architecture

The Exchange Agent Package Deployed column indicates whether the Exchange agent package
is already deployed to the Agent Manager host(s). A green check in this column indicates that the
Exchange agent package has been deployed.

NOTE: This value is not aware of a package’s version. Therefore, if you have upgraded the cartridge,
you must deploy the new agent package even if this column indicates that the FglaM host already
has an agent package.

The Windows Agent Package Deployed column indicates whether the Windows agent package is
already deployed to the Agent Manager host(s). A green check in this column indicates that the
Windows agent package has been deployed. This column is displayed only if the Exchange server
runs on a physical host.

Click Next.
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8 On the Assign and Validate Credentials page, review the available credentials, and edit them, as
necessary.

= To create a new credential, click Add host(s) to a new credential.

o In the Create New Credential and Assign dialog box, create a credential that you want to
use to access the monitored resource. Type a new credential name, domain, user name,
password, and lockbox, and click Submit.

= To select an existing credential, click Add host(s) to an existing credential.

o In the Select Existing Credential dialog box, select an existing credential, and click
Submit.

= To bypass the prerequisites verification, select the Do not check for prerequisites check box.
Click Next.

9 On the Summary page, review the configuration settings chosen for the new agent, and its prerequisite
diagnostics, including:

= Exchange Agent: The name of the selected Exchange agent instance.
= Windows Agent: The name of the selected Windows agent instance.

= Diagnostic Result:

3 | NOTE: This information is displayed only when the prerequisites are checked in Step 8.

= Success: The agent instance can connect to the monitored Exchange server and collect
data.

= Error: The agent instance cannot connect to the monitored Exchange server instance and
collect data. Click this link to find out what causes this error. Carefully review the information
in the popup that appears in order address the problem.

Click Finish.

The Agent Setup wizard closes. The Exchange agent is now added and configured, and appears in the
Agent Management view, on the Administration tab.

Edit private agent properties
The Agent Edit wizard guides you through the process of editing private agent properties.

To edit private agent propertie