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Introduction

The Dell™ DR4XO00 is a high-performance, disk-based backup and recovery appliance that delivers
innovative features such as inline deduplication and compression, advanced data protection, and
replication. Additionally, the management features, ease of deployment, and an architecture that enables
core backup data to remain on disk and online longer can help organizations reduce the complexity
associated with backup.

Combined with the power of NetVault SmartDisk, the Dell DR4X00 provides customers with a unique
solution stack enabling them to protect data and meet demanding RPO and RTO goals with simplicity and
speed.

This not only enables customers to realize lower costs to own and operate data protection functions it
also helps customers realize higher and more effective initial investment returns as the integrated solution
provides a single point for both software and infrastructure scale and support.

This paper is intended for technical sales, solution architects, backup administrators, system
administrators, and IT managers who need to understand how to design and deploy the Dell DR4X00
Advanced Disk Backup & Disaster Recovery Solution with NetVault SmartDisk. Readers should have a
working knowledge of DR4X00 disk based backup storage appliance, NetVault Backup, and NetVault
SmartDisk software application as well as related backup and disaster recovery operations best practices.

The primary goal of this paper is to provide a step-by step install/configure guide of the DR4X00 with
NetVault SmartDisk. In addition, the guide will illustrate key technical considerations and best practices
involved in deployment/configuration process of the DR4X00 and NetVault SmartDisk solution.
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Executive Summary

This paper provides detailed information about how to set up a Dell” DR Series Disk Backup Appliance as a
target for NetVault® SmartDisk software. In this configuration, NetVault SmartDisk is configured for target
object store use for data protection operations. This enables the user to have a simple factoring method
for using the storage footprint made available by containers hosted on the DR4X00 backup appliance. See
Figure 1 below which illustrates the DR4X00-NetVault SmartDisk Scenario.
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Figure 1: DR4X00-NetVault SmartDisk Scenario.

NOTES:

The DR4X00 build version and screen shots used for this paper may vary slightly, depending on the
version of the DR4X00 operating system.

e See NetVault DR Series Backup Appliance Application notes, DR4X00 and NetVault SmartDisk
documentation for additional information.
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1.2

1.3

Technical Setup/configuration Best Practices

This section highlights key configuration and setup best practices to successfully add the DR backup Disk
appliance for the use with NetVault Backup and NetVault SmartDisk. Please review this section carefully
before embarking on the DR4X00 and NetVault install/configuration sequences outlined in chapters 2
through 4 of this guide

NOTE: For NetVault SmartDisk, native DR4X0O0 replication support is not available at this time.

General Setup /configuration Best Practices

Refer to the manufacture’'s documentation for additional details on the following prerequisites.

e Ensure cabling configured correctly.

e Configure interfaces, protocol and addressing.

o Configure Networking infrastructure to support Jumbo Frames (MTU=9000).

e  Preconfigured system to run as the NetVault Backup Server and NetVault SmartDisk Server.
Alternatively a separate server can be provisioned and configured to host the NetVault SmartDisk
software.

o DR4X00 preconfigured for use with the following attributes established:

o Proper network connectivity with IP address or DNS name of DR4X00 Backup Appliance.

o DR4X00 Backup Appliance(s) configured with the appropriate containers needed to host
the NetVault SmartDisk instance.

o For each container defined a network share exported via CIFS or NFS of appropriate
permission and size.

o All authentication requirements fulfilled such as Domain name, username and password
for users setup on DR4X00 unit to provide full access to the predefined containers and
network share(s) for use as backup repositories.

DR4X00 Setup/configuration Best Practices

e Fach NetVault SmartDisk instance should be created and configured to run within the domain of a
single DR4X00 Storage Container. This will allow for easy management of storage consumption
therefore each SmartDisk instance should run within its own container.

e Users should be created so that the NetVault Backup server user has full Read/Write access to the
container. This is a requirement for NetVault to be able to manage the configuration items and
respective objects created within said container during backup, access during recovery, and deletion
upon retirement.

NetVault SmartDisk Setup /configuration Best Practices

During installation the stage and store spaces should be defined to run from a remote location. This will be
configured during installation as the UNC network path of the CIFS share or locally defined mount points
for NFS level use over the network.
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o After the basic installation of NetVault SmartDisk there are various attributes and settings that need to be
made in order to tune the software for use within the DR4X00 Backup Appliance domain. These will
include the following attributes post installation and prior to adding the instance to a NetVault Backup
domain:

o Create and configure a Chunk Index and Disk Index directory within the DR4X00 container defined
for use. This will be in the same directory structure as the stage and store spaces defined during
basic installation.

o Disable Software DeDuplication. So as to not conflict with the inline deduplication of the DR4X00
this feature must be disabled before the environment is used.

o Configure Garbage Collection (GC) utility to run anytime. This will enable the reclamation of
retired backup segments to occur without the need to predefine windows for this activity.

o When using CIFS / UNC Paths: Configure the block size to be 512KB.

During installation a stage and store path are defined. These paths will host directory structures needed to operate the
SmartDisk software solution.

When prompted for the stage and store paths input the UNC path of the storage container for Windows systems or
the predefined NFS mount for Linux and Unix based systems.

After the initial installation the SmartDisk instance must be configured to run exclusively from the DR4X00 space. By
default both the SmartDisk Chunk Index and Disk Index run within predefined directory structures. The goal is to
consolidate these two object stores and define them to be hosted within a known space running on the DR4X00 in
case a migration or disaster remediation situation occurs. In order to accomplish this, this directory must be manually
created and configured for use. It is recommended that an index directory be created within the same directory level
as the store and stage directories.

Once this directory is create, following the same guidelines as those outlined for the stage and store spaces, a set of
commands can be issued to configure the SmartDisk instance as follows:

Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --add --volume <Index directory path hosted
on the DR4X00 Container> --favour “Chunk Index” --favour “Disk Index” --deny “Staging” --deny “Storage”

Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --update --volume <Store directory path hosted
on the DR4X00 Container > --deny “Chunk Index” --deny "“Disk Index” --deny “Staging” --favour “Storage”

Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --update --volume <Stage directory path
hosted on the DR4X00 Container > --deny “Chunk Index” --deny “Disk Index” --favour “Staging” --deny “Storage”

This will configure the SmartDisk instance to host all the appropriate data segments and indexing information from
backup operations in separate and distinct volume locations hosted on the DR4X00 backup appliance.

Once all the appropriate volumes have been defined and attributes configured the rest of the recommended settings
should be applied to the SmartDisk instance which will include disabling software deduplication, setting Garbage
Collection to run anytime, and configuring block size settings depending on whether the DR4X00 is hosting the
SmartDisk instance via CIFS or NFS protocols.

To disable software deduplication, run the following command:
Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --dedupe-enable FALSE

To configure the proper space reclamation cycles run the following commands:
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Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --add --gc-window Anytime
Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --add --dedupe-window Never

Finally if you are configuring SmartDisk on a CIFS / UNC path hosted on the DR4X00 it is recommended that a block
size of 512000 be set before data protection operations are conducted from the target configuration. In order to set
the block size of the SmartDisk instance run the following command:

Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --update —webdav 37453 --block-size 512000
Note: By default the block size is set to 32 and the webdav port to 37543. These settings should be considered when
using the above for reference.

Once the configuration settings have been applied the SmartDisk services should be restarted. Execute the following
command as needed:

Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) restart

The newly configured SmartDisk instance should be ready for use within a given NetVault Backup domain. Verification
of the newly configurated volumes and attributes should be conducted by running the following command:

Smartdisk Home >> foundation >> bin >> smartdisk(.sh/.bat) config --show

Once all settings have been verified and the configuration has been deemed fit for use the SmartDisk instance can
now be added to the NetVault Backup server.
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2 Install and Configure the DR4X00

1. Rack and cable the DR4X00 appliance, and power it on.

2. Loginto iDRAC using the default address 192.168.0.1, user name root, and the password
calvin.

System Summary

System Details System Inventory

System Summary

Server Health

Status  Component

virtual Gonsole Preview
(<] Options

d

(<]

d

=

d

=1

Server Information Quick Launch Tasks
on
Dell DR400D
"
DRA4000-DKCVES1.asglab. roundrock
Centos

release 5.4 (Final) Kemel
26.18-164.¢

28520104401
19.0

1.80 (Build 17)

3. Launch the virtual console.

INTEGRATED DE

Support | About | Logout

Properties

System Summary System Details System Inventory

System Summary

Server Health

Status  Compenent Virtual Console Preview

options :

< < < <<

Server Information Quick Launch Tasks
on
Dell DR4000
"

DR4000-DKCVES1 2

4 (Final) Kernel

DKCVES1

29529104401
180

1.80 (Build 17)

Once the virtual console is open, log in to the system as user administrator and the password
StOr@ge! (The “0” in the password is the numeral zero.).
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5. Set the user-defined networking preferences.

Jould you like to use DHCP (yes/no)
> address:
* a subnet mask:
a default gateway addre
*a DNS Suffix (example: abc.com):
primary DNS server [P address:
ould you like to define a secondary DNS

Please enter secondary DNS s

6. View the summary of preferences and confirm that it is correct.

Set Static IP Addres:

IP Address 18.108.86. 188
Network HMask

Default Gateway 18.18.86.126
DN uffix : idmdemo. local
Primary DNS Server : 18.18.86.181
Secondary DNS Server 143.166.216 .237

Host Name : DR4888-5

Are the above settings correct (yess/no)
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7. Loginto the DR4X00 administrator console, using the IP address you just provided for the

DR4X00, user administrator and the password StOr@ge! (The “0" in the password is the
numeral zero.).

S =)=
a ) hittps/192.168.22.50 Enter User Defined IP Address
x [ Snagit B = N

DLL 2850
DR4000-DKCV6S1 =

Login Reset Password

Please enter your password:

Username: administrator

Password: Stor@ge!

Log in

8. Join the DR4X00 to Active Directory.

NOTE: if you do not want to add DR4X00 to Active Directory, see the Owner's Manual for guest
login instructions.

a. Select Active Directory in the tree on the left hand side of the dashboard.

DR4000 Help | Log out
DR4000-DKCVES1 =

Dashboard
i System State” optimal |y HW State” optimal |l Number of Alerts” 0 Number of Events: 323
‘Capacity Storage Savings Throughput
Zoom: T 1d 54 Im Iy )
Physical =

Mais

N

0 14:50 14:00 14:1 4:40 14:50

Used (131.0 GB)
W Free (7.68TB) | Compression

Support

e Upgrade

System Information

System Name: DR4000-DKCVES1 Total Savings: ...

Software Version:............. 0.98.0.33670 Number of Files across all Containers: -

Current Date/Time Mon Jan 23 14:50:33 2012 Number of Containers: 2

Cleaner Status: Pending Number of Containers Replicated. ]
Capacity Before OpimMIZAtion: ... G38GH
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b. Enter your Active Directory credentials.

/" Active Directory - Windows Intemet Explorer

O+ Fr s = ox [ 5

i Pemies o | @ evembven Ensiaaset . | Blon ) actie ety x| |

Somain Name (FADNY: |y
Usemame.

T Enter Active Directory Credentials
Cancel Join Domain L——' -

9. Create and mount the container.

c. Select Containers in the tree on the left side of the dashboard, and then click the Create link
at the top of the page.

DAL DR e | Logaut
drdkomar =

= Zl;t;bmm Containers d'rl | Delete | Display Statistics
Events
Health Number of Containers: 2 Container Path: [containers
Containers Files NFS CIFS 08T Re plication Select

Schedules
Replication Schedule
Cleaner Schedule
System Configuration
Networking

Active Directory
Email Alerts

Admin Contact Info
Email Relay Host
Date and Time
Support

Diagnostics
Software Upgrade

Copyright € 2011 - 2012 Dell Inc_ All rights reserved.
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d. Enter a Container Name and select the Enable CIFS check box.

ml- DR4000
DR4000-DKCV651

Containers Create | Edit | Delete | Display Statistics

Create New Container: =

*=required fields

Choose the type of container to create (NFS and/or CIFS) and add clients that need access b
Container Name: | Max 32 oharacters no f £ or @: Name the Container
MFS CIFS

NFS access path: 192.168.22 50 /containers CIFS share path: \192.168.22 50\
Use NFS to backup UNIX or LINUX clients. Use CIFS to backup MS Windows clients. LA
[7] Enable NFS [7) Enable CIFS
Client Access Client Access
Open Access (all clients have access) Open Access (all clients have access)
Add client (IP or FQDN Hostname): Add clients (IP or FQDN Hostname)

Enter Backup Server Info

Clients:
Remor
NFS Options:
w insecure

[ concer | et  ew comner I

e. Select the client access credentials preferred.

ml- DR4000
DR4000-DKCV6S1

Containers Create | Edit | Delete | Display Statistics

Create New Container: -

* =required filds

Choose the type of container to create (NFS and/or CIFS) and add clients that need access. B
Container Name” | Max 32 characters nic /  or @: Name the Container
MFS CIFS

NFS access path: 192.168.22.50:/containers CIFS share path: \192.168.22.50\
Use NFS to backup UNIX or LINUX clients. Use CIFS to backup MS Windows clients L
[T} Enable NFS ] Enable CIFS
Client Access Client Access
Open Access (all clients have access) Open Access (all clients have access)
Add client (IP or FQDN Hostname): Add clients (IP or FQDN Hostname)

Enter Backup Server Info

Clients:
Remors ]
MNFS Options:
w insecure
ro
Map root to:

-seleck

[ conce | G new comuncr I

For improved security, Dell recommends adding IP addresses for the following (Not all
environments will have all components):
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— Backup console (NetVault Server)

— Hyper-V hosts (on-host proxy for Hyper-V environments)s
—  Off-host proxies (for Hyper-V environments)

— Backup proxies (for vSphere environments)

f. Click Create a New Container.
g. Confirm that the container was added.

DR400OD
ml drdkomar

B Cushbeard

Containers

 Meage

u & Successhlly added container ‘My_Container_Backup',

Baarribeer of Cortaners 2 Contamner Path incrlaners
Conisinem Fiken WFs CIFS (i34} Brgplicatizn Salact
W _Contaner_Bachip 0 L ¥ Mot Confsgared
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Click Edit, and write down the container path, which you will use later to target the DR4X00.

£ Containes: My_Contamer_Bac

Connecion Type: O Hone & WFRICIFS O 05T

NES

Créate | Edit | Debele | Desply Siasssics

[EETEenE, L

NFS acoess path: 10.10.112 114 contanersaly_Contaner_Backup

=]

CIFS share path: W10 90,142 115Wy_Container_Backup

Usn NFS o Backup UNEX or LINUT cligns
¥ Enpsie HFS

Client Access
[ Open Access (3 cants i Sccis)

NFS Options
L

i. Click Cancel to exit.

Us# CFS In Backup WS Windows clnls
¥ Enabay CFS

Chisn ALTaas
¥ Cpan Acorss (3l clients have deouss)

H
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3 Configure the Backup Server
and Install NetVault SmartDisk

1. Loginto the media server and click on Start>My Computer.

2. Click Map network drive.

r@ Computer ] 3

‘m [% - computer ~ v & [zearch

File  Edit ‘iew Tools  Help

Organize ~ = Views ~ B System properties Uninstall or change a progra — = Map network drive 8| Open Control Panel @
- - - a e 3| - -
Favorite Links e [=] rpe || 7o Free Space |-

Hard Disk Drives {2)
E] Documents

B Fictwes & o5 Local Disk 221 GB 1.0 GB
E‘ Music —wRECOVERY (D) Local Disk 10.2 GE +.537 GB
Maore  »» Devices with Removable Storage (2) =
Folders I l_;,UDVD,I’CD*RW Drive (E:)  CD Drive
- #5'ED-ROM Drive (G:) 5... CD Drive 3.81 GB 0 bytes
E Adrministrator
. Public
78| Camputer
&, o5

w RECOVERY (D1}
(<) DVDICD-RW Drive {
15 BD-ROM Drive (G:) :

¥ Metwork

@ Control Panel

& Recyde Bin

.. DL Logs

3. For Folder, enter the path to the container on the DR4X00.

-

Q % Map MNetwork Drive

What network folder would you like to map?

Specify the drive |letter for the connection and the folder that you want to connect to:

Dirive: [S: - ]
I Folder: 3 0.10.112115\My Container Backup - Browse...

Example: \\server\share
I Reconnect at legon
I [] Cennect using different credentials

Connectto a Web cite that wou can use to store vour documents and pictures.

[ Finish | | cancel |

4. Select the Reconnect at logon check box.
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5. When prompted, enter the DR4X00 login credentials.
6. The DR4X00 container is now mounted to your backup server.

7. Inthe DR container, create two folders — Stage and Store.

=] B

~ Netwark ~ sisys-54 v nvsd2 ~ ~ &) | sesrchrvsiz

Organize v New folder = v O @

i Favortes Name * Date modied Type Size |

B Desktop Stage 11192012 11:06 &M File: Folder
& Dovnloads . Store 11f19/2012 11:08 AN File folder
&1 Recent Places

4 Ubraries

M Computer
3 Lacel Disk (C2)

i Natwork

2 items

8. Install NetVault SmartDlIsk.

j. Download or copy the NetVault install application to the backup server.
k. Click install.

@k7) ~ Computer = Local Disk (C:) =~ NVSD ~ Quest_Netvault-SmartDisk-16-Distribution-for-Windows-x86-64-bit_16 - smartdick
Organize = [l Open  Mew Folder

- Fovorites Mame - | pate modified Type | stze
Bl Cesktop . installfiles
& Downloads

10262012 1:27 PM File folder
. libr aries 10/26/2002 1:27 PM File folder

=l Recent Flaces

e SRS 4.4 O

Libraries —
ey Lheart {5 Quest NetVault SmartDisk

:IE_JCmuew ¢ Welcome to the Quest ® Netvault ® SOFTWVWARE"
iy Local Disk (1) : SmartDisk Setup Wizard

€ Metwrork
The installer will guide you through the steps required to install MetVaut SmantDisk on your
computer.

WARMING: This computer program is protected by copwright law and international treaties.
Unauthorzed ion of distribution of this program. or ang portion of & mag result in sevene civil
of criminal penalies, and will be prosecuted to the mazimum extent possible under the b,

1
Cancel | Mext > !

. Click Next to start the installation, and select to accept the license agreement.
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m. Create a Non- Privileged User. Enter the User account name and Password of a local user that
will be used as a non-privileged account for NetVault SmartDisk.

= Duest Neb¥au marktDis! — =

. QUEST
Mon-Privileged User g SOFTWARE

To enhance zecurity,. ozt of the MetYault SmartDizk proceszzes will be run uzing an izolated.,
non-privileged uzer account. Thiz account will be created if it does not already exist. A local machine
account iz represented by an empty domain field.

User account name D armain
Im.-'sd I

Pazsword

Retpype password

===z

Cancel I < Back I st = I

n. When a warning message states the application will create a new user, select Yes and click
Next.
0. Select the installation folder for SmartDisk.

5 Quesk MetWault SmartDisk — =

QUEST
Select Installation Folder SOFTWARE

To nstall Netvauk Smartlizk m the dedaul foldes, click “Hext'”. To mstall bo a diferent folder. snter it
bedave oo click "Browse"

MebtVauk SrmakDisk may be installed anpwhane that the mesd wer previousl sedacted has acoess o

[including that user's home ditechons]

Folder:
Il: YProgram Files'Quest SoltmansiMefaulk SmaDishks,

Browesza.. . I

Disk Cost... |

Cancal H

o

[

p. When prompted, select Remote and click Next.
g. Enter the full path to the Stage folder that you created in the DR4X00 container, along with
the user name and password required to access the folder.

Setting up NetVault SmartDisk on the Dell™ DR4X00 Disk Backup Appliance



19

Select Remote Staging Path Folder E SOFTWARE

Falder:
The format of the remote path entered here must corezpond to Maeerverhpath

Ih\swsys-Ed"-.nvsd?‘-.Stage

Usermnarnne

Itestad"-.administrator

FPazzword

Faszsword confirm

Cancel < Back I Mext > I

r. Enter the full path to the Store folder that you created in the DR4X00 container, along with the
user name and password required to access the folder.

& uest MeEv¥au martns! — L=

QUEST
Select Remote Store Path Folder E SOF TWARE
Falder:

The format of the remote path entered here must correspond to Mseerverhpath
I‘s‘-.swsys-Eat‘-.nvst"-.StDre

Uszermame

Itestad"-.administrator

FPaszzsword

Paszzword confirm

Cancel I < Back I Mewut = I

s.  When prompted to enable SmartDisk WebDAV, select Yes.
t.  Enter the non-privileged user information that was created in step D.
u. Click Next to confirm the installation
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- Computer - Local Disk (C:) ~ NYSD + Quest_MetVault-SmartDist it_16 + smartdisk - m I Search smartdisk

Organize v [ Open  Mew Folder

Name ~ Date madfied Type Size |

o Favorites
I Desktop | installfiles 10/26/2012 1:27 PM File folder
- Dowrloads | lbraries 10/26{2012 1:27 M File Folder
£l Recent Places T
5 Ubraris glnstMSIA 5312012 4:41 PM Application 1,668 KB
st 5312012 4141 BM___ oo | 73 vm
Quest Net¥ault SmartDisk S 3|
Computer || RELEASEDEF sfatjzniz 4
5l LocalDisk (1) Bsetwp sifa0z4 - Confirm Installation E SOFTWARE'
& Setup sf31fe012 4
P
W Netuwork B smertdisk sfatfz012 4
18)smartaiskde SI31/2012 4 The intaller is ready to install Netault SmanDisk an pour computer.
Bt f SIUIZS ok ettt st theinstalaion
8 smartdisk_ja 5/31/2012 4
18 smartdisk_ko sfalfz01z4
B smartdisk_zn_cn 5/31/2012 4
Cancel <Back | Net> |
| install  Date modfied: 5{3112012 4:41 P Date created: 5/31/2012 4:41 PM
‘ &pplication Size: 245 KB

smartdisk

—
(b - computer - Local Disk (C:) + NUSD = Quest_HetYaul 16 ~ smartdlisk + m” Search smartdisk.
Organize v Open  Hew Folder
% Favortes Mame + Date modfied Type Size. |
B pesktop | instalfiles 10/26/2012 L2TPM il Folder
8 Dowrloads . braries 10/26/2012 1LZ7PM Fle Folder

=] Recent Places

9 ubvars Blnstrrsin 131 application 1,668KB
Blnsrsi o X il tinn 1 30um =
8 computer || RELEASEDEF o Q
QUEST
(Hl Local Disk (C:) B setup siifiz4 Installation Complete E SOFTWARE"
& Setup 5312012 4
Network. stk spa1j2012 4
[8smartais_de 5I31/2012 4 Weiaul SmartDisk has been successhuly installed.
toisk 5/31/2012 4
hanandst f ol Clck "Close" to e,
Blsmartdisk_ja 5/31/2012
1B smartdisk_ko 5/31/2012 4
i3 smartdisk_zn_cn 5/31/2012 4
Careel ook | [ Coe
instal  Date modfied: 5(312012 4:41 PM Date created: 5/31/2012 4:41 PM
Application Size: 245 KE
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4.1

Configure NetVault SmartDisk

NOTE: This Chapter assumes that the user has already created the needed CIFS, NFS, CIFS/NFS container
and assigned the desired permission(s) as detailed in the Install and Configure the DR4X00 chapter.

Windows

The steps in this section will require access to the NetVault SmartDisk server and the NetVault NetBackup
Server.

1. From a command prompt on the SmartDisk server, cd to the \NetVault
SmartDisk\Foundation\bin folder.

b Admi ommand Prompt

icrosoft Windows [Uersion 6.1.76881
ppyright <c¢> 2809 Hicrosoft Corporation. All rights reserved.

\Uzershadministrator.TESTAD>cd “Program Files“Quest SoftwaresNetUault SmartDisksfoundationshbin

=\Program Files“Quest Software‘NetVault SmartDisk“foundation“bhin>_

2. Run the command smartdisk.bat config —show to view the current configuration.

3. Run the following command to disable deduplication for the SmartDisk configuration:
smartdisk.bat config —dedupe-enable FALSE

.| Administrator: Command Prompt

ited.exe.nanifest
rtup.sh.in
CE.S

.exe
384 tracetoascii.exe.manifest
9808 traceupload.sh
17,488 winservicerunner.exe
384 winservicerunner.exe.manifest
17,888 wput.exe
M 384 wput .exe.manifest
ileds) 2,872,178 hytes
2 Dirds> 182,562,136.864 hytes free

“Program FilessQuest SoftwaresNetlUault SmartDisk~foundationsbin>smartdisk.bat

age: smartdisk.bat start | stop | pestart | status | stats | license | config | logs | dump | password i version | help

“Progran Files\Quest Software“NetUault SmartDizk“foundation‘\bin>smartdisk.bat config ——dedupe-enahle FALSE

4. Verify that the value has been set to false by using the command: smartdisk.bat config —show
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i+ | Administrator: Command Prompt

B4:39 PM
B4:38 PH
@4:39 PH
B4:39 PM
B4:38 PM
B4:39 PH
B4:38 PH
42 File{s)

.exe
xe.manifest

vicerunner.exe.nanifest
wput .exe
wput .exe .manifest

2,877,178 hytes

2 Dirds) 182,562.136,.864 hytes free

:\Program Files\Quest Software\NetUault SmartDisk\foundation“bin>smartdisk.bat
sage: smartdisk.bat start | stop | restart | status | stats | license | config | logs | dump i password i version | help

=\Progran Files\Quest Softwave‘MetUault SmartDisk\foundation‘\bin>smartdisk.bat config ——dedupe—enahle FALSE
onf iguration applied

:\Progran Files\Quest SoftwaresNetUault SmartDisk“foundation“bin’smartdisk.bat config ——show imore
urrent configuration

Deduplication:Enablel
alue = FALSE

Interf.
lock 8
redent

Da
= 32768, B
nvsd:6a2f9f5PabacaceBeeblaaec2?f2dchl

5. Run the following command to add the license key for SmartDisk:
smartdisk.bat license —t <license_key>

6. Add the SmartDisk to the NetVault Backup Server as a library

P& Netvault Backup A=
File ‘iew Operations Administration Help

- 4 o A - L
PEREEREEND L G 6 NetVault Backup

Restore

Device
Management

Media
Management

Logs

Global
Notification

<@F )
1
2
; L
Job Policy
Hackip Management Management Management Hepnits

Access
Control

Logon: default

11:31

7. Select Device Management and under the Add Section, Select Add NetVault SmartDisk. Type
the name of the SmartDisk server within the Host Field.
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F-. NYBU Device Management

-0l x|
Fle Add Yiew Help

NetVault' Backup
Server Selection [ SHAWNCW2KE03 ¥

Devices | Device Lugsl Media Heuuestsl

Ko SHAWNCMWZRBS: Yhswsys] Bttt Orie)
L7 DRIVE T (1de) - J5CIYD09 P& Add Net¥ault SmartDisk M=l 3
 DRIVE 2(dk) - JSCIYO02 Fle Visw Heb
= 5L0T 1: FESERVED 5
= 5L0T 2: RESERVED ET NetVault Backup

Server Selection: SHAWNCW2KE-03

Delai\sl
= 5LOT 7:J5CIvo07
= 5LOT B: JACIVI0E
R PORT 1

Host: Ishawnc—w?kﬂ NiE|

Pt 0 [Leawe at 0 ta use the default port]

[ Force add

(Selecting this option will forcefuly add the target SmartDisk ta the server even if it has
been added to anather NYBUI server with the same name.

This can be wseful if an NVBU server has been rebuilt )

Logon: default 1132 4

Logan: default 1132 4

8. Click on the Save icon in the top left corner of the Pop up window above. Once the device is
added successfully, then click OK to exit.
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Ml
]
NetVauilt Backup
Server Selection [ SHAWNCW2KE03 ¥
| Deviees |Davwca Lngs} Mad\aﬂequasts‘
|
% SmanDisk - shawnc-w2k8-03
ot SHAWNCWKB03: Nswsys-1 08 bl Wil [Dnling) ‘uf‘ N [=] ﬂ
</ DRIVE 1 (Idke) : JSCJYD08
</, DRIVE 2 Ide) - JACIY002 5
SLOT 1:RESERVED By NetVault Backup
SLOT 2: RESERVED
SLOT 3:J5CVI03 Sarver Selection SHAWNCAY2KB403
SLOT 4:J5CUv004
SLOT 5:JACIVODT Detalls ‘
SLOT B:J5CIYD05
SLOT 7:J5CIvO07
SLOT - J5CIY00G
P PORT 1 Hast shawnc-w2kB
‘0 Added device successfully
Pt 0 -
I Force add
[Selecting this aption wil forcefully add the target SmartDisk ta the server even if it has
been added to anather NVEL server with the same hame.
This can be usefulif an NYBL server has been rebuilt)
Logon: defadlt 11:34
Logon: default 11:34

9. Authorize the NDAV (WebDAV) from the NetVault Backup Server by using the command:

“nvdav.exe —server [NetVault Server Name]”

5] Administrator: Command Prompt
crosoft Windows [Uersion 6.1.76881
Copyright (c) 2089 Microsoft Corporation. ALl rights reserved.
C: \Users\adninistrator. TESTADYcd \progran files (x86)\Quest Softuare\NetUault Backupwutil

C:\Progran Fiie: OB6)\Quest Sof twareNNetUault Backupiutildnudav.exe —server shaunc-w2k8-83
sernar s

request to the Media Manager.
response from the Media Hanager.
Request Conpleted Successfully

IC:\Progran Files {x86)\Quest Software‘NetUault Backup\utild>_

10. Verify SmartDisk (Foundation) Services has started.
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0, Services

File  Action View Help

=m0

Services (Local)

€= [=mlEkE]

Services {Local)

Foundation Services ID 464087153 _Tams = | Description | Status | Startup Type | Logonas | -
& Application Experie.,. Processes ... Manual Local System

Stop the service € application Identty  Determines... Manual Local Service

Restark the servics Q;Apphcation Inform... Fadltates ... Manual Local System
Q;Apphcation Layer G... Provides s... Manual Local Service
Q;Applwcation Manag... Processesi... Manual Local System
-.Q;Background Inkellig... Tranmsfers f... Manual Local System
{.Q;Base Fitering Engine  The Base F...  Started Autamatic Local Service
Q_;Cert\ficate Propag... Copiesuse,., Started Manual Local System
-.Q;CNG Key Isolation The CNG k... Manual Local System
Q;COM+ Event System  Supports 5., Started  Automatic Local Service —
Q_;COM+ System App... Managesk... Manual Local System
-.Q;Cumputer Erowser  Mainkains a... Disabled Local System
Q;Credent\al Manager  Provides s.., Manual Local System
Q;Cryptographic Ser.. Provides fo... Started Automatic Network 5. .
-.Q;DCOM Servet Proc,., The DCOM...  Started Autamatic Local System
Q;Desktop window M., Provides D, Started Autamatic Local System
Q;DHCP Client Registers a.,, Started Automatic Local Service
-.Q;D\agnostic Policy 5...  The Diagno... Started Aukomatic (0., Local Service
Q;D\agnostlc Service .. The Diagno,., Manual Local Service
Q;D\agnostic Syskem ... The Diagno.., Manual Local System
-.Q;D\sk Defragmenter  Provides Di.,. Manual Local System
Q;D\stributed Lirk Tra,.. Maintains ... Started Aukomatic Local System
Q;D\stributed Transa... Coordinate... Started Aukomatic (D, Metwork 5.,
-.Q;DNS Client The DNS L.,  Started Autamatic Metwork S,
Q;Encrypting File Sys... Provides th... Manual Local System
Q;Extensible Authent.., The Extens... Manual Local System
@Foundation Service... Started Aukomatic Local System
Q;Function Discowvery,.. The FDPH...  Started Manual Local Service
Q;Function Discovery... Publishest... Manual Local Service
Q:Group Policy Client The servic...  Started Aukomatic Local System
Q;Health Keyand Ce... Provides ¥ Manual Local System
Q;Human Intetface D.., Enables ge... Manual Local System
Q:IKE and AuthIP IPs... The IKEEX...  Started Autamatic Local System
Q;Interactwe Service.,, Enables us... Manual Local System j

Extended A Standard /
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on the Target Tab, Select the SmartDisk device as the target.

P& Netvault Backup

NetVault Backup

11. Assign the SmartDisk Library as the target device for NetVault Backup Job. Select Backup and

[ E3

File ‘iew Opetations Administration Help

BAEBYRS VOR 6 S

-
20
Client Job Policy
Hackin Management Management Management
&
Device Media Global Access
REStOE Management Management Logs Notification Control
Lagon: default 1131
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P N¥BU Backup - 10] ]
File View Accept Help

L
(%0 B NetVault Backup
Server Selection | SHAWNCW2KE03 = Job Title INDT\Ne

Se\ectionsl Backup Dphonsl Schedule  Target |Advancedﬂphons|
r Device option:
€ AnyDevice Specify Device I™ Local Drives Only

“[J&/, DRIVE 2

~ Media Option:

Target Media By * Any notin a group
© Ay

" MID
 Gioup Label
Label Media ¥ Automatically label blank media

ReuseMedia % Never ¢ Any € With same oroup abel as target media

(01 K

- General Option:
I™ Speciy minimum space required on media before backup

ﬂM Bytes

I™ Protect media from further wites after backup

I™ Ensure this backup is the first on the media

™ Media Request Timeout IW lF :I Hours:Minutes
Taiget Set I:l Load SaveAs|  Delete | [ podty

Logon: default 1336 4

12. Finish configuring the rest of the Backup job parameters and then run it.
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4.2

Linux/Unix

1. Mount the container via the NFS path to the Linux/Unix SmartDisk client/server. The local mount
point will be used for the SmartDisk path.
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2. Create non-privilege user account. (Excerpt from the SmartDisk Installation Guide).

Authentication Requirements

m Root-level or administrator account for installation — Root-level or
administrator credentials are only required for use during the installation
process, removal process, and, if necessary, manually restarting the NVSD
Services.

m NVSD Non-privileged Group and User — Security group with full NVSD
configuration and monitoring rights.

To create the NVSD Non-privileged Group and Users, follow these

guidelines:

%+ For Linux and UNIX (the following examples use sdusr and sdgrp for
the user and group, respectively):

1. If the non-privileged group does not exist, create it.

‘ # groupadd sdgrp ‘

2. If the non-privileged user does not exist, create it and add it to the non-
privileged group.

‘ # useradd -G sdgrp sdusr ‘

3. Define the passwaord for the non-privileged user.

‘ # passwd sdusr ‘

4 If the non-privileged user does exist, add it to the non-privileged group.

‘ # usermod -a -G sdgrp sdusr ‘

3. Install the SmartDisk application. Under the directory that contains the SmartDisk application, launch
the installation with the following command: “./install”

4. Select the correct lanaguage when prompted.
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5. The Install script will step you through the installation. The non-privilege user that was created in
Step 2 above will be added. The CLI will prompt the user for the user account details:

SmartDisk supports Post-process deduplication. If you would like to
store the staged data (awaiting dedupe) at a separate location to the
SmartDisk application, please enter a path below.

Staging path? [/usr/smartdisk/diskmanager/stagel: /mnt/sw54-nvsd3/Stage

Please choose where you would like SmartDisk to store the data it has
deduplicated and the index of that data. You should usually choose a
fault tolerant disk for this storage. For the index, good random access
performance is also important.

(Note: A network share located on a third-party deduplication appliance
cannot be used for the Chunk Store).

Store path? [/usr/smartdisk/store] : /mnt/sw54-nvsd3/Store

Would you like to configure WebDAV authentication credentials? (y n) [yl : y
You chose Yes

Enter in the non-privilege user for the WebDAV authentication:
WebDAYV authentication username? : sdusr

Please enter the WebDAV authentication password for SmartDisk:
Please confirm password:

6. Once the installation is completed the system will report that the installation was successful.

7. Disable Deduplication on the SmartDisk. The deduplication feature must be disabled when using
NetVault on the DR4X00. To disable SmartDisk deduplication, run the following:
“cd usr/smartdisk/foundation/bin”
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"./smartdisk.sh config --dedupe-enable FALSE

£ root@rh55-108; martdisk /foundati

8. Add the SmartDisk to the NetVault Backup Server as a library

P Netvault Backup = |C]
File ‘iew Operations Administration Help

& e v - A -3 0
BEGERBOIDY 6 6 s NetVault' Backup

. plicll,
1
2
' l 3
Job Palicy
Backup Management Management Reports

9

Device Media Glohal Access
RS Management Management Logs Notification Control
Logan: default 1131

9. Select Device Management and under the Add Section, Select Add NetVault SmartDisk. Type the
name of the SmartDisk server within the Host Field.
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P NVBL Device Management L=[al x|
File Add View Help

®
NetVault Backup
Server Selection |SHAWNCW2KB-03 ¥

Devices | Device Lugsl Media Heuueslsl

i SHAWNCW2KE03: Wswsps-105invbuvHt Wil [Onling)

< DRIVE 1 (ide] : JSCIVO08 % Add Net¥ault SmartDisk [- O[]
&, DRIVE 2(de) : J5CIV002 Fle Vew Hep

SL0T 1 RESERVED 0

5L0T 2: RESERVED By NetVault Backup

LOT 3:J5C/v003
LOT 4:JCIY004 Server Selection: SHAWNCW2(8-03
LOT §: J5CVI01

LOT 6: JSCIVO05 Detals |

LOT 7: J5CHVI07

SLOT 8: JCIVO0E
R FORT 1

Host: Ishawnc w2kE-0y

Port 0 (Leave at O ta use the default port]

I Foros add

(Selecting this option will farcefully add the target SmartDisk to the server even if it has
been added to anather NYEL server vith the same name.

This can be useful if an NVBL server has been rebuilt]

Logon: default 13z 4

Logon: default 11:32 4

10. Click on the Save icon in the top left corner of the Pop up window above. Once the device is added
successfully, then click OK to exit.
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|‘: NYBU Device Management
File Add View Help

l=10]x]

0
NetVault Backup
Server Selecion | SHAWNCW2(B03 ¥

Devices | Device Lngsl Media Requests |

, SmantDisk - shawnc-w2k8-03
Rape SHAWNCAW2RE0Z Wawsys-10B\nvbuatiT ] (Online] M. Add Netvault SmartDisk 9 [=] 5
-4 DRIVE 1 (ldke) : JSCIYD08
7 DRIVE 2 (i) - JSCIYD02 <
SL0T 1 REGERVED £ NetVault Backup
SLOT 2: RESERVED
SLOT 3:J5CIvO03
LOT 4 J5CIvO04
LOT & JECIVO0
LOT & :JSCIYO05
SLOT 7:JCIvO07 E _—
SLOT &: JACIO06 NVBU - Information %]
R PORT 1 Host, shanncnZki-{
0 Added device successfully
Poit 0 -

oK
I Force add -

[Selecting this aption wil farcefully add the target SmartDisk to the server even if it has
been added to another NVEL server with the same name.

File View Help

Server Selection: SHAWNC-W2RE-D3

Details |

This can be wseful if an NWBL server has been rebuit |

Logon: default 11:34 4

Dogoi o115
11. Authorize the NDAV (WebDAV) from the NetVault Backup Server by running the command:

“.Invdav —server <smartDisk_Device_name>" from “/usr/netvault/util”.
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Set up the DR4X00 Cleaner

Once all the backup jobs are setup the DR4X00 cleaner must be scheduled. The DR4X0O0 cleaner should
run at least 6 hours per week when backups are not taking place, generally after a backup job has
completed.

Performing scheduled disk space reclamation operations are recommended as a method for recovering
disk space from system containers in which files were deleted as a result of deduplication.

ML DR4000 Help | Log out
DR4000-DKCV6E51 =

B Dashboard
Alerts
Events

Cleaner Schedule Schedule Cleaner

System time zone: US/Central, Mon Jan 23 15:18:49 2012

Day Start Time Stop Time
Sun - -

B Mon - -

Tue - -

~ - Wed - -
Compression

B Schedule Thu - -
i Fri - -

Sat - -

Mote: When no schedule is set, the cleaner will run as needed.

Email Alerts
Date & Time
B Support
Diag
Software Upgrade
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6

Monitoring Dedupe, Compression & Performance

After backup jobs have run the DR4X00 will track Capacity, Storage Savings and Throughput on the
DR4X00 dashboard. This information is valuable in understanding the benefits the DR4X00.

NOTE: Deduplication ratios increase over time, it is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs complete the ratios will increase. As
mentioned before backup jobs with 12 week retention will average a 15x ratio in most cases.

ML DR4000 Help | Log out
DR4000-DKCVES1 =

Monitor Dedupe,
Compression &
Performance

Dashboard

u System State: optimal u HW State: optimal

umber of Events:

o
X

Capacity Storage Savings Throughput
Zoom: Th 1d 5 1m Iy 3) Zoom: th 1d 5 Im 1y ')
Physical - -

Savings (%) MBis

Schedule

Replication

Cleaner

System Configuration

00 11:10 11:2
Time {minutes)

Time (minutes)

Used (48.0 GB) Ml De-duplication W Read
W Free (7.76 TB) M Compression Write
Software Upgrade
System Information
System Name:. DR4000-DKCVES1 Total Savings: 7373%
Software Version:. 0.98.0.33970 Number of Files across all Containers:. 10902

Current DatefTime: Mon Jan 23 11:42:40 2012 Number of Containers: .................

Cleaner Status: ...

Pending Number of Containers Replicated:

Capacity Before Optimization: ...
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Appendix A  Additional Resources

Dell online support resources:

e Dell technical support site: http://support.dell.com

e Dell TechCenter is an online IT community where IT professionals connect with Dell customers
and employees to share knowledge, best practices, and other information about Dell products and
installations: http://DellTechCenter.com

Dell DR4X00 -NetVault resources:

e Dell DR4X00 manuals/guides:
http://support.dell.com/support/edocs/SYSTEMS/DR4X00/en/index.htm

e Dell DR4X00-NetVault Application Notes guide:
https://support.quest.com/searchdocumentation.aspx?pr=268446836&k=DR4X00&ActiveTab=3

o Dell Quest NetVault manuals/guide:
https://support.quest.com/searchdocumentation.aspx?pr=268446836&k=NetVault&ActiveTab=3
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