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Introduction to Snowflake 
Snowflake is a rapidly growing cloud computing and services company founded in 2012 with 1300+ 

partners and thousands of customers across multiple industries and government. Data currently managed 

by Snowflake exceeds 250PB, with 515 million data workloads run every day. 

Snowflake is a fully managed database that offers data storage and analytics along with a host of other 

features that provide automation, data resiliency, and secure access. Snowflake provides a highly 

scalable cross-platform service that unifies structured or unstructured data hosted on cloud storage 

platforms currently including Amazon S3, Microsoft Azure, and Google Cloud Platform. Compute and 

cloud service resources are charged for only active usage by the second and highly configurable for cost-

saving and scalability. 
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Foglight for Snowflake Overview 
Foglight for Snowflake brings comprehensive, non-siloed, enterprise-class monitoring to the industry's 

most innovative cloud data management platform. Used standalone, Foglight for Snowflake is a robust 

monitoring solution providing insight into database performance and usage. When used in conjunction 

with other Foglight monitoring components, operators can collect and correlate information across 

infrastructure layers. This added value makes Foglight for Snowflake an invaluable part of this industry-

leading Database Performance Monitoring solution. 

Foglight for Snowflake monitors all editions of Snowflake, bringing in critical performance data of compute 

warehouses, storage, and data intake and highlights queries using large amounts of resources or 

experiencing failures or bottlenecks in the database. Additionally, Foglight for Snowflake monitors credit 

usage at the query, warehouse, and account level as well as tracking user security roles and failed login 

attempts. 

Ease of Installation 

Installation of the solution takes only minutes. One remote agent monitors a single Snowflake Account in 

an organization. Configuration requires only a valid Snowflake user with the necessary permissions and 

details of the account you wish to monitor. Additional configuration to exclude certain databases, modify 

collection intervals, and customize the number and sorting dimension of tables and queries collected is 

also possible.   

Data Visualization and Reporting 

Foglight for Snowflake provides quick access to vital performance data. The solution leverages rich 

dashboards and robust data analysis to quickly uncover critical issues affecting bottlenecking, data intake 

problems, and higher than expected credit usage. 

Extensibility 

As the range of Snowflake offerings grows, Foglight for Snowflake will continue to grow with them, 

bringing new insight into a powerful APM platform to decrease problem resolution time and optimize 

efficiency. 

Paying Dividends 

With feature-rich out-of-the-box dashboards and rules, Foglight for Snowflake provides unparalleled 

insight into your Snowflake account and offers immediate benefits to database administrators. As data is 

collected, the solution pays additional dividends delivering historical trend analysis, scheduled reports, 

and improved alerting. Operators can easily create user-defined dashboards to represent data in a 

manner unique to their organization.  

Combined, these features bring great insight into database and application availability and ensure 

improved access to mission-critical data. 
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Foglight for Snowflake Requirements 
Foglight for Snowflake uses the official Snowflake JDBC connector and is compatible with all active 

versions of Snowflake.  

The agent may be run on a FglAM located on any compatible operating system as long as the Snowflake 

URL is reachable and the Snowflake user has the necessary privileges. More information on configuration 

can be found in the Installing and Configuring Agents section of this document.  
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Installing and Configuring Agents 
Installation instructions for Foglight for Snowflake are detailed in the following sections and should be 

performed in order: 

• Snowflake Pre-Configuration 

• Cartridge Installation 

• Creating and Configuring Agents 
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Foglight for Snowflake Pre-Configuration 

Monitoring requires the agent to be provided with a Snowflake user. That user should have sufficient 

privileges to access limited data and functions in system tables located in the Snowflake and user-created 

databases. It is recommended that you create a role and assign it to the user for this purpose. The 

following is a brief list of steps on how to do this. Skip any steps in configuration that were previously 

completed. For additional information, refer to the complete Snowflake User Management documentation. 

Snowflake Role Setup 

1. In the Snowflake console, with a user that has the ACCOUNTADMIN role selected, navigate to 

Admin>Users & Roles in the navigation pane on the left. 

2. Select “Roles” at the top of the page, then “Table” below it and at the top-right of the page, click 

the “+ Role” button to create a new role and name it MONITORADMIN or a name of your choice. 

3. Select the new role in the list of roles and then on the details page click the “…” at the top-right, 

then “Manage global privileges” in the menu. 

4. In the Manage Global Privileges for Role popup, use the “Global privilege to grant” dropdown to 

select “Monitor Execution” and “Monitor Usage”, then click “Update Privileges”. 

5. If the user already exists, click the “Grant to User” button in the bottommost section of the details 

page to grant the MONITORADMIN role to the user. Otherwise, the role can be attached during 

user creation. 

6. Next, we need to assign the role the ability to execute queries on a warehouse. In the left 

navigation panel, go to Admin>Warehouses and select or create the warehouse that will be 

assigned to the monitoring user. In the bottommost section of the details page, grant the 

“USAGE” privilege to MONITORADMIN. Read Selecting a Compute Warehouse below for 

important information to consider when designating a warehouse. 

7. Next, we need to assign the role privileges on data objects. In the left navigation panel, go to 

Data>Databases, and select the Snowflake database first. In the Privileges section, click the “+ 

Privilege” button and assign to the MONITORADMIN role “IMPORTED PRIVILEGES”, then click 

“Grant Privileges”. 

8. For each other database that you wish for the agent to monitor, assign the USAGE role for the 

database to MONITORADMIN and for each existing pipe (found in database>schema>Pipes, the 

MONITOR privilege. You can also assign in the database “MONITOR - FUTURE PIPE” so that 

each new pipe that is created will automatically assign its monitoring privilege to 

MONITORADMIN. 

Snowflake User Setup 

1. In the Snowflake console, with a user that has the ACCOUNTADMIN role selected, navigate to 

Admin>Users & Roles in the navigation pane on the left. 

2. At the top-right of the page, click the “+ User” button to create a new user and provide the 

relevant details. 

https://docs.snowflake.com/en/user-guide/admin-user-management.html
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3. Then, expand “Advanced User Options” and assign the default role MONITORADMIN or the role 

you have created with appropriate privileges and a default warehouse for the user to use when 

performing queries. Read Selecting a Compute Warehouse below for important information to 

consider when designating a warehouse. 

4. Finish by clicking “Create User”. 

FMS Configuration 

Because data gathered from some Snowflake sources are only available after a window of latency, some 

additional configuration steps are required for the FMS to handle this delay correctly. 

FMS Host Machine 

1. Navigate to C:\Quest\Foglight\config or the corresponding directory on the host where your FMS 

is installed and open the server.config file. 

2. In the section with server VM options, add the following line (increment the option number if other 

options are already present). This increases the time limit for historical data to be submitted from 

2 hours to 3 hours. 

server.vm.option0 = "-Dfoglight.data_service.max_past_timestamp_delta=10800000"; 

3. Restart the FMS. 

FMS Web Console 

1. In the FMS web console, navigate to Administration>Schedules>Manage Schedules in the left 

navigation tab. 

2. Click on the “Daily Database Maintenance” schedule and then the item in the table and modify 

the start time to 3am. This ensures that any historical data collected for the previous day with a 

latency of up to 3 hours will be included in the nightly observation data rollup. 

Selecting a Compute Warehouse 

While the Snowflake agent requires minimal resources to execute monitoring queries, there are important 

technical and billing implications to consider when designating a warehouse for the Snowflake user to 

employ. The warehouse is assigned to the user either through the default warehouse setting for the 

Snowflake user or through the Agent Properties.  

First, the Snowflake user must have the privilege to execute queries on a warehouse. This requires the 

USAGE privilege. It is preferred that the warehouse be either constantly running or set to auto-resume. 

Otherwise, an admin with OPERATE privilege on the warehouse will be required to start it from a 

suspended state. If auto-suspend is enabled, the warehouse will suspend itself when it has not received a 

query in the last x minutes. If the warehouse is set to auto-resume, then it will automatically resume to 

execute a query when one is submitted. There is generally a delay of several seconds in query execution 

when a warehouse resumes while it provisions resources, but this will have no impact on the agent’s data 

collection. 

Secondly, it is important to understand how Snowflake charges for compute resources. Based on the size 

of a warehouse, Snowflake will charge x credits per hour of usage. While charges are calculated per 

second (minimum 60 seconds) of usage, usage simply means that the warehouse is in an active (not 



   

 

Foglight for Snowflake – Cartridge Guide 
11 

 

 

suspended or provisioning) state. This also means that if a warehouse were to resume from a suspended 

state to run queries for 5 seconds, it will still be charged for 60 seconds of usage. If it were to do this once 

a minute, the cost would be the same as if the warehouse was constantly active and running queries. 

Therefore, there are two recommended configurations for maximum benefit at low cost: 

1. Assign the monitoring user to a warehouse handling other workloads that has compute resources 

to spare that is either constantly running or not expected to receive a significant spike in query 

submissions while auto-suspended. Running agent queries on this type of warehouse will not 

result in any additional costs and very low impact on existing workload. 

2. Run the agent on a dedicated warehouse. This will have no impact on other workloads, but will 

increase costs. However, we have several recommendations on how to reduce these costs: 

a. Use a warehouse of X-Small size. Agent queries do not require many compute 

resources. 

b. Enable auto-resume and auto-suspend with a very low suspension delay, like 15 

seconds. Queuing while waiting for a suspended warehouse to resume will not affect 

data integrity. 

c. Set collection intervals in the Agent Properties to similar intervals and none shorter than 5 

or 10 minutes. If different collections are run at the same time and at a longer interval, 

this will maximize the amount of time that a warehouse can remain suspended and thus 

not using credits. 
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Cartridge Installation 

 

 
 

1. Open the Foglight Web Console. 
2. From the navigation pane, select: Administration > Setup > Manage Licenses. The Licenses 

screen appears.  Click the Install button in the table and then upload a valid Snowflake .license 
file from your computer. 

3. From the navigation pane, select: Administration > Cartridges > Cartridge Inventory. The 
Cartridge Inventory screen appears. 

4. Load the SnowflakeAgent-7.1.xx.car file by browsing to the location where the .car file exists 
and then clicking on "Install Cartridge."  Leave the "Enable on Install" check box checked. 

5. Once the installation is complete on the Foglight Management Server, the SnowflakeAgent 

Cartridge will appear in this list below as an installed cartridge. 

For more information on these dashboards, read the Foglight User Guide. 
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Creating and Configuring Agents 

Using the Agent Status Dashboard   

The Agent Status page can be used to create new agents and configure and manage existing agents. To 
access the page from the navigation pane, select: Dashboards > Administration > Agents > Agent 
Status. 
 
Use the following steps to create a new agent instance: 

1. If the Snowflake agent package was not previously deployed to the FglAM hosting the agent, it 
must be done before an agent has been created, or it will be performed automatically when the 
first agent is created on that FglAM. You can use the Deploy Agent Package button on the Agent 
Status or Agent Managers page to perform this. 

2. Click the Create Agent button and follow the instructions for the cards: 
a. Host Selector - Choose the Agent Manager on which the agent should run. 

Considerations for this may include physical or virtual locality to the monitored instance, 
allocated resources, or grouping with other agents of the same type or monitored 
environment. 

b. Agent Type and Instance Name – Select the SnowflakeAgent type. Then, select the 
Specify Name radio button and provide a name for the agent that will be created. This is 
not canonical and should be representative of the account that this agent will monitor. 

c. Summary – Click Finish. 
3. Once the agent has been created, click the checkbox next to the Snowflake agent. 
4. Click the Edit Properties button. 
5. Select Modify the default properties for this agent. 
6. Edit the agent properties for the Snowflake agent instance: 

• Setting Account Details (mandatory) 

• Setting Connection Details (mandatory) 

• Setting DB Overrides (optional) 

• Setting Top Tables Collection (optional) 

• Setting Top SQL Collection (optional) 

• Setting Collection Intervals (optional) 
7. Click the Activate button. 

 

To modify the properties for an existing agent, skip to step 3 and Deactivate, then Reactivate the agents 

after changing the configuration. 
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Agent Properties 

 

Setting Account Details (mandatory) 

• Organization – The organization that this account belongs to. The Foglight topology created for 

this account will be under this organization, so it is very important that any accounts belonging to 

this organization are all provided the exact same string in the agent properties. It is not required 

for this to match the organization name used by Snowflake.  

• Account – The name this account will be given in Foglight. This is not used for connection 

purposes, so it is not required for this to match the account name used by Snowflake.  

Setting Connection Details (mandatory) 

• Account Identifier – This is generally in the format of organization-account and used in the URL 
for accessing an account like account_identifier.snowflakecomputing.com. You can also find the 
organization and account ID in the Snowflake console Admin>Accounts page. Hovering over the 
account name will make visible a link icon with the URL for the account containing the account ID. 

• Warehouse – Sets a default compute warehouse for the user provided to the agent to use when 
executing monitoring queries. If left blank, it will use the default warehouse assigned to the 
Snowflake user, if this exists. Read Selecting a Compute Warehouse earlier in this document for 
important information to consider when designating a warehouse. 

• Username – The Snowflake user that will be running monitoring queries. 

• Authentication Method – Options include Password, Key Pair, or OAuth. 

Password Authentication (optional) 

• OAuth Token – Specifies the OAuth token to use for authentication when the OAuth 
authentication method is selected. 

• Password – The password for the Snowflake user when the Password authentication method is 
selected. 

Key Pair Authentication (optional) 

• Private Key Path – File path to an optional private key file for user authentication. 

• Private Key Password – Password for the private key file. 
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Proxy Server (optional) 

• Use Proxy Server – Agent will connect to the specified proxy server when this is enabled. 

• Proxy Host – Proxy server hostname. 

• Proxy Port – Proxy server port number. 

• Proxy User – Proxy server user. 

• Proxy Password – Proxy server user password. 

• Proxy Protocol – HTTP or HTTPS. 

Setting DB Overrides (optional) 

• Database Name – The name of a database to override default collection properties for. 

• Exclude DB-level Stats – If true, data will not be collected for schema, pipes, and tables 

belonging to this database. 

Setting Top Tables Collection (optional) 

• # of Top Tables – Maximum number of tables that will be included for each sample collection. 

• Order By – Dimension by which to order the tables collected before the cutoff limit. For example, 

if Active Bytes is selected, then the x tables with the largest Active Bytes will be collected. 

Setting Top SQL Collection (optional) 

Collects individual top SQL statements run during the sample period according to the configured order by 

and limit properties. 

• Enable Statement Tracking – If true, top statements will be collected based on the limit and 

order by values. 

• # of Top Statements – Maximum number of statements that will be included in each sample 

collection. 

• Statement Text Length – Cutoff limit for characters collected in a single SQL statement text 

string. If set to 0 or lower, the entire query text will be collected. 

• Order by – Dimension by which to order the tables collected before the cutoff limit. For example, 

if Execution Time is selected, then the x statements with the longest Execution Time will be 

collected. 

Setting Collection Intervals (optional) 

The Collection Interval fields in the agent properties are used to set sample frequencies for collections. 
The values provided are the recommended default intervals. Certain collections are not included in this 
list due to technical requirements that they take place at specific intervals. Any collections that are 
removed from this list will be scheduled at their default interval, while providing an interval of 0 for a 
collection will disable it entirely. 

• Collection Name – Name of the collection to override. 

• Interval (sec) – Number of seconds between collection samples.  
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Upgrading the Agent 

1. Go to Administration > Cartridges > Cartridge Inventory and click the Install Cartridge button. 
2. Locate the .car file on your system and install it with auto-enable selected. 
3. Once the Cartridge is installed and enabled, go to Administration > Agents > Agent Managers. 

Agent Managers that can be upgraded with newer agent packages will show "yes" in the 
Upgradable | Agents column. Select all Agent Managers you wish to upgrade and click the 
Upgrade or Deploy Agent Package button and select the SnowflakeAgent package. This action 
can also be performed on the Agent Status page with the same effect. It is not possible to run 
two different versions of the same agent on a single FglAM, so upgrading any agent of a type on 
a FglAM will affect all hosted agents of that type. 

 
Note: If an Agent Manager is not upgradable, check that the Agent Manager version is compatible with 
the newer agent version. If it is not, the Agent Manager will need to be upgraded first. If it is compatible 
even though the page does not show it as upgradeable, you can deploy the new package anyway and the 
agent will be updated. 
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Foglight for Snowflake FMS Roles 

The following descriptions are for roles installed with the Foglight for Snowflake cartridge. They can be 

assigned to any Foglight user. 

• Snowflake Administrator – Allows access to all Snowflake modules and pages. When available, 

any actions that include user-initiated interaction with the Snowflake service (i.e. any commands 

send to the Snowflake service or on-demand data collection) will be restricted to users that have 

this role. No actions of this kind are currently available. 
• Snowflake User – Allows access to all Snowflake modules and pages. 

 

The core Foglight role of Administrator will also allow access to all Snowflake modules and pages, just as 

the Snowflake User role does. However, the Administrator role grants other privileges in Foglight, so any 

user that should have access to the Snowflake pages, but not Administrator privileges, should only be 

given the Snowflake User role. 
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Snowflake Dashboards 
 

The installation of the Snowflake Cartridge includes the Snowflake Dashboards. The Snowflake Cartridge 

offers these main dashboards: 

 

• Databases 

• Snowflake Accounts 

• Overview 

• Warehouses 

• Queries 

• Storage 

• Pipes 

• Users 
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Databases 

 

Foglight for Snowflake is incorporated into the Databases dashboard along with many other monitored 

database types in your environment. Like other products, the list of databases can be filtered by type and 

severity level and includes basic information like health status, alarms, workload, and agent status. 

Because Snowflake is a managed cloud service, certain information like host metrics are inapplicable. 

Clicking the name will drill down to the Snowflake Overview. 
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Snowflake Accounts 

 
 
The Snowflake Accounts dashboard is an alternative top-level dashboard that shows all accounts 
monitored with this FMS. Displayed for each account are availability and workload, health and alarms, 
daily credit usage, and object counts and storage size by type. Clicking on the account name will drill 
down to the Overview page for the selected account, while clicking or hovering on many other column 
values will expose more data. 
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Overview 

 
 

The Overview page gives an overview of key segments for a Snowflake account. Information includes 

availability, storage distribution and growth, performance and pipe activity and queueing, and warehouse 

status, resources, and credit. The page's right side features an expandable summary box that displays 

the Top 10 Alarms by severity currently active for this account as well as the top 10 queries collected. 
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Warehouses 

 
 
The Warehouses dashboard lists all warehouses in the account along with their configuration information, 
active query counts, status and resource availability, and credit usage. When a warehouse from the table 
is selected, the bottom section will update with more information on the selected warehouse. 
 
The Activity tab features several graphs with a historical view of activity for the warehouse. Graphs 
display average queries by state run on the warehouse, total credit usage, and total number of queries 
run. Additionally, a pie chart shows a visual representation of compute resource allocation if the 
warehouse is currently running and the number of started instances for the warehouse if multi-clustering 
is enabled. 
 
The Queries tab features a table that groups queries run on the warehouse by type (SELECT, INSERT, 
etc.) and displays for the time period selected the query outcomes (successful, failed, incident), 
information on elapsed time and queueing, query load percent, and credit usage. When a query type is 
selected, the other area in this section will update with a more detailed visual breakdown of metrics 
related to that query type. 
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Queries 

 

The Queries page displays the top x number of queries for each sample period according to the 

configuration specified in the agent properties. Each row of the table contains data associated with the 

query, along with the query text itself, which can be viewed fully by clicking or hovering on the 

abbreviated text. Available data includes when the query executed, the user, role, and session associated 

with the query, the database and warehouse it was performed on, queue and execution timings and result 

status, and the credit usage of that query. Some columns are hidden by default and can be shown by 

using the table customizer at the top-right of the table. 

The “Samples in history” dropdown indicates which sample period is represented by the queries in the 

table below. You can navigate between sample periods by selecting another period. Also, the samples 

available in the dropdown are restricted to the time range for the dashboard. When the time range is 

changed, the list of sample periods available will subsequently be updated. 
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Storage 

 

The Storage page contains information on the databases, schema, and tables in the Snowflake account. 

The number and qualifying metric for whether a table is available on this page is determined by the 

configuration of the Top Tables section in the agent properties of the agent monitoring this account. Also, 

any tables in databases appearing in the DB Overrides section of the agent properties will similarly be 

excluded. 

The Databases table lists all databases, the space used for storage and failsafe data, the workload for 

that specific database, and other configuration information. If a database row is unselected, schemas and 

tables belonging to that database will not be shown in other tables on this page. 

The Schema table lists all schemas contained in selected databases and other configuration information. 

Like the Databases table, deselecting a schema will hide any tables found within that schema from the 

Tables table. 

The Tables table features configuration information, storage usage by rows and size, usage by storage 

state, the current state of the table, and clustering information if applicable. The “Show Dropped Tables” 

checkbox at the top of the page will show dropped tables if selected. Even if dropped, Snowflake users 

are still billed for storage for as long as data remains in the active, time travel, or failsafe storage spaces.  

For all tables, some columns are hidden by default and can be shown by using the table customizer at the 

top-right of that table. Additionally, metric information can be clicked on or hovered over for a popup 

graph of that metric’s history within the page’s time range. 
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Pipes 

 

The Pipes page lists all pipes in the account. Pipes are used in order to ingest data into Snowflake from 

other sources. Each row features identifying information on the pipe, configuration, pipe activity for the 

current time range (total credit usage and data and files inserted), and the current state of the pipe and 

any associated errors. 
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Users 

 

The Users page lists all users in the Snowflake account. User information includes identifying information 

for the user, current status of the user account, and other configuration details. The Login columns show 

when the last successful login occurred as well as the number of successful and failed login attempts in 

the page time range. A number of failed logins can indicate a password misconfiguration in an application 

or unauthorized attempts to gain access into the system. The “Snowflake User Failed Logins” rule is 

available to watch for this and can be customized with a higher/lower threshold for how many failed 

attempts to allow before generating an alarm. When a user is selected, the table on the bottom section of 

the page will update with a list of all roles granted to that user, as well as by who and when it was 

created/deleted. If the checkboxes at the top of the page are selected, users/roles that have been deleted 

will be shown in the tables if they exist. 
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Snowflake Rules 
The following is a summary of rules available out-of-the-box with the Snowflake cartridge. Default 

threshold values can be changed or scoped to specific values, generally through registry variables. These 

rules can be copied, modified, disabled, or customized in a wide variety of ways. For more information on 

this, refer to Foglight documentation or contact Quest Software PSO. 

Snowflake Availability 

Alert if the availability is less than 100% for two consecutive periods. 

Snowflake High Account Workload 

Alert if the account workload is significantly higher than its historical weekly average. 

Snowflake High Database Storage Growth 

Alert if the database workload is significantly higher than its historical weekly average. 

Snowflake High Database Workload 

Alert if the database growth is significantly higher than its historical weekly average. 

Snowflake High Percentage of Queries Blocked 

Alert if there is a high percentage of queries blocked. 

Snowflake High Percentage of Queries Failed 

Alert if there is a high percentage of failed queries. 

Snowflake High Percentage of Queries Queued 

Alert if there is a high percentage of queries queued. 

Snowflake Pipe Execution State 

Alert if the pipe execution state is not running or paused. 

Snowflake User Failed Logins 

Alert if a user has had failed login attempts in a period of time. 

Snowflake Warehouse Credit Usage 

Alert if a warehouse's average daily credit usage is significantly higher than its historical weekly average. 
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Snowflake Reports 

Snowflake Credit Usage Report 

Displays credit usage for compute and cloud services by warehouse along with workload and total 

queries run in the time period. 

Snowflake Pipes Report 

Displays all pipes in account with information on data insertion size, credit usage, and current status. 

Snowflake Queries Report 

Displays top x queries by the selected metric in the time range with result, query and queue timing, and 

credits used. 

Snowflake Tables Report 

Displays top x tables by the selected metric with table configuration, size and storage distribution, and last 

alteration date. 

Snowflake Users Report 

Displays Snowflake users in an account with configuration, active roles, login activity, and security 

information. 
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