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User Interface

Overview of My Associations

This page lists all tenants/organizations you’re associated with. Use the options to select your default
organization or remove your access to an organization.
Click here to learn more about the Tenant Management System.

Overview of Users Page

The Users page shows a list of users that you have permission to view. Depending on authorization
policies in place, you can create new users and perform actions on existing on users users, such as:
° Changing a display name
° Updating location information
° Resetting a password
° Managing multi-factor authentication
° Inviting a guest to the tenant

Overview of Contacts Page

This page shows you a list of contacts for a certain Office 365 tenant. You can add, remove, and edit
listed contacts.

Overview of Mailboxes Page

On the Mailboxes page, you can review and manage mailboxes in the Office 365 tenants that you
have access to. You can:

° Create new mailboxes

° Update information on existing mailboxes, such as adding an additional SMTP address,
enabling a mailbox archive, and changing the mailbox type
° Delete mailboxes

Overview of Groups Page

On the Groups page, you can manage Office 365 groups. You can:
° Create new groups
° Remove groups

° Edit the details related to a group such as changing the owner, adding members to a group,
and more.
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Overview of Teams Page

On the Teams page, you can manage Office 365 Teams. You can:
° Add new teams
° Remove old, inactive teams

° Edit the details of existing teams. For example, creating new channels, updating the list of
owners or members of a team, and more.

Overview of Contact Center

The Contact Center page shows a list of contacts associated with your current tenant. On this page
you can:

Search for a contact.

View additional information about a contact.

Edit and delete contacts.

Add new contacts.

These contacts are used when scheduling reports.

Click here to learn more.
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Contact Center

Use the Contact Center to manage the list of individuals who you want to be notified when alerts or
other events occur.

To access the Contact Center, click the Settings button (a gear) located in the top right of the Nova
window, and then select Contact Center, as shown below.

222 Quadrotech Nova EEREEE 0 o sl

Organization

ngs here. These affect just this

[ Dashboard

14 Report Center

Mail Traffic Overview Last Password Change All mailboxes by hold type Service Status
Productivity

Licensing

Usage & Adoption L Y
s .
0
D s
All mailboxes by hold type Last Password Change Mail Traffic Overview Mobiles by Manufacturer

1Y

oA

C "

Monitoring Summary Subscriptions Overview Top Mail Recipients Top OneDrive Users

You can search for contacts and update their names. You can add new contacts manually, or they’re
added automatically when they’re invited to log in to Nova for the first time.

t Add New Contact

Name Email Phone Device Count  Date Added

I Il I (=

) Thu, 30th May 2019

Martin Svancarek 0
Peter Pindjak - 0
Ryan Gliddon 0 Fri, 29th May 2020

Ted Cook - 0 Tue, 25th Feb 2020

10 rows Viewing 1 to 8 tems

-

This list of individuals in the Contact Center is also used when you’re scheduling reports. So, if you're
sending a scheduled report to someone who’s not already listed in your contacts, open the Contact
Center and add them manually before scheduling the report.
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Add Contact X

Name *
Email

Phone

ca nce' “

From the Contact Center, you can specify which alerts you want each contact to receive by clicking

More button, and then selecting the Settings tab. Here’s how it looks:
Edit Contact: Paul Robichaux
Basic  Settings  Devices
NOVA BILLING

Get Alerts (D @

@ Critical | Select options @ Select options
Critical .
Degraded Select options
|:| Push Notifications
Healthy Select options
[]sms
Info I:I Email Select options

Overview of My Organization

This page shows your tenant hierarchy. Use this page to add, remove, and edit tenants.
Select the tenant you want to perform an action against. Then, click either:

e Add Child to add a sub-tenant.

Edit to update the tenant’s name and settings.

Manage to invite an administrator to associate with the tenant, select administrator roles, or
remove an administrator’s access.

Add Tria: to give an organization temporary access to Nova.

Resync Tenant to update the tenant details.
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Select options
Select options
Select options

Select options

Cancel


https://info.quadrotech-it.com/wp-content/uploads/2019/09/ContactCenterMoreDetails.png

Click here for more information on adding customer tenants and tenant administrators.

Overview of Tenants Page

On the Tenants page, you can review the tenants that you have access to and create and manage
virtual organizational units.

An important feature of Nova is the ability to set up and use virtual organizational units. If you're
familiar with on-premises Active Directory, then you’ll already be familiar with organizational units.
The problem is that Azure Active Directory and Office 365 don’t have this concept. The users are
stored in a flat list, which can make working with multiple geographies and multiple departments
much more difficult. So, in Nova we’ve re-introduced organizational units. We call them virtual
organizational units. You can create a hierarchy of these just like you would in an on premises Active
Directory environment.

To set up a virtual organizational unit.
Note: Any organizational units set up in Nova are not pulled into Active Directory.
1. Inthe left menu, select Manage Administration > Tenants.
2. Either:
o Click the ellipsis button (...) next to a tenant and select New.

OR

e Create a virtual organizational unit that’s nested under an existing one by expanding the tenant,
finding the organizational unit you'll create one under, clicking the ellipsis button (...) next to it,
and selecting New.

3. Enter a name for the new organizational unit and click Save.

1 | NOTE: If you wish to make use of the ‘User Assignment Rule’ feature, review this article

To see a list of users and groups currently assigned to a virtual
organizational unit.

1. Inthe left menu, select Manage Administration > Tenants.
2. Expand the organizational units until you find the one whose users you want to see.

3. Click the desired organizational unit’s ellipses button (...) and select Users & Groups to see a list of
users and groups that were added to the group within Nova. Note: You can see other objects as
well, such as mailboxes and contacts.
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To add a user or group to a virtual organizational unit:

1. Inthe left menu, select Manage Administration > Tenants.

2. Expand organizational units until you find the one to which you’ll add a new user or group.
3. Click the desired organizational unit’s ellipses (...) button and select Users & Groups.

4. Select the checkbox next to the desired user or group and click the Move button.

5. Expand the tree until you find the desired target organizational unit, and then select it and click
Save.

To delete a virtual organizational unit containing users,and move
them to another vOU

1. Inthe left menu, select Manage Administration > Tenants.
2. Expand organizational units until you find the one you want to delete.
3. Click the desired organizational unit’s ellipses button (...) and select Delete.

4. Inthe left frame, find and select the vOU to which you’ll move any users from the deleted vOU,
and then click OK to apply the changes.

Here’s a video showing the steps above:
https://youtu.be/jOsz2mE16G0

Overview of Dashboard

Nova can show a dashboard containing useful metrics related to your organization. Dashboards can
be customized, they auto-refresh, and you can turn them into a visual display for a help desk, call
center, or network operations center.

Example Dashboard

Here is an example of a dashboard that shows information about an Office 365 tenant:

= : OF rocro e ]

fore info

& Report Center Mail Traffic Overview Last Password Change All mailboxes by hold type Service Status

Productivity

tcensing N

Usage & Adoption ' " ‘ i ‘ '

@ nsound @ Outbcund. @ inbound Spam Last 7035 @ st 14Days @ Lt 00y HoldDissled @ itgston Hol Enbled Cosed ncens
@ Gutbound spam €150 0ajs @ Lot 160D0ys @ st 35005 Q

nnnnnnn
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https://youtu.be/jOsz2mE16G0

Interacting With the Data

Many of the charts allow you to hover on segments and drill down to get more detail. For example,
where we see the number of users who changed their password within a certain period of time, you
can hover on that and you’ll see the precise amount of users who changed their password.. Some
other charts have a More button, which takes you to additional detail.

Last Password Change

\\—- Last 90 Days

Last 7 Days @ Last 14 Days @ Last 30 Days
@ Last 50 Days Last 180 Days @ Last 260 Days

Editing a Dashboard

Dashboards can be edited and customized to meet your needs. You can change the title of the
dashboard, move chart widgets around, remove widgets that aren’t needed, and add new widgets by
dragging and dropping them from the list onto the page.

To do this, click on Edit on the Nova Dashboard, and choose the widget(s) you would like to insert

into your dashboard.
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EE Add Widgets

Click or drag to add to dashboard ><

All mailboxes by hold type
Configurable Chart Widget
Largest Mailboxes

Last Password Change
Mail Traffic Cverview
Maobiles by Manufacturer
Maobiles by Operating System
Monitoring Summary
Service Status
Subscriptions Overview
Top Mail Recipients

Top Cnelrive Users

Top SharePoint Sites

Top SharePoint Users

Ton Skvne for Buiness Lisers

O N
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NOC Mode

Network Operation Center mode (or NOC mode) clears the screen of all Nova user interface
elements, leaving the chosen dashboard. The interface goes from this:

— e > o Ryan Gliddon
F e 7 0 m B
T e
Ve inf
§ Report Center Mail Traffic Overview Last Password Change Al mailboxes by hold type Service Status
Productivty
Licensing
\ @ Ceen incients
e - 2
Litgation Hold
Compliance Enabled Upcorming Msirtznance
(1]
@ Inbound @ Outbound @ Inbound Spam La5t7 Days @ Last 14 Days @ Last 30 Days Hold Disabled @ Liigtion Hold Enabled Closed incdents
@ Outbound spam @ L25t00 Days @ Last 190 Days @ Last 360 Diys Qo 76
Monitoring
Qs
Of civoc |
Mor
Mail Traffic Overview Last Password Change All mailboxes by hold type Service Status
\ @ [
» 2
Litgation Hold
Enabled Uscoming Mairtensnce
1]
@inbound @ Outbound @ Inbound Spam @ Outbound Spam Lsst7Days @ Last 14 Days @ Last 30 Days @ Last S0 Days Hold Dissbled @ Litgation Hold Ensbled s

Last 180 Days @ Last 360 Days.

It's a perfect overview for call center, network operations, or help desk employees.

Move and Resize Widgets

You can move and resize widgets across your dashboard.

To move a widget, click and hold the widget you would like to move, and drag to the location you
would like it to be.

To resize a widget, click and hold the arrow on the bottom right of the widget. You can resize it to
your standards; the red preview box will show you how large the widget will be once its resized.
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Video

See dashboards in action in this video:

https://youtu.be/ZJOWLxYrnqo

Overview of License Policies

Policies can be created so that Office 365 license management is delegated away from Global
Administrators. For example you might want to allow regional managers handle licenses for their
region.

License Policies in Nova give an administrator (or delegated administrator) the ability to
assign/remove licenses, as needed, all from within Nova. Plus, Nova gives visibility into exactly how

many licenses are used and how many are available.

tech Nova

License usage License share

/\ -ﬁ‘«'wmss MOBILITY + SECURITY E5.

icenses

The Nova license policies and reports provide:

o The ability to apply licenses according to what has been budgeted and what’s required for a
specific role

e The ability to show and hide particular licenses to include (or exclude) them from the report page
shown above.

e Accurate license intelligence when it comes time for budgeting and Office 365 renewal.
e Delegated license management activities

Similar to other Nova policies, with a license policy you specify who can assign what licenses within a
tenant or group. For example, a license policy might enable the Director of Engineering to manage
Azure DevOps licenses assigned to users within the Engineering virtual organizational unit.

You can get really granular and specify which workloads from a license you want users to get. For
example, if your organization doesn’t use Yammer, you can remove that workload, if desired, before
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assigning an E5 license to someone. You can also specify how many of a particular license delegated
administrators can assign.

Here’s what it looks like when you’re setting up a license policy:

Tiffany Bailey

HH e \ O Search
222 Quadrotech Nova it Training Orga. 1 tion

@ Home
Q. User profile
Edit license policy

Licensing

Manage

Manage administration

Name:

Test policy

Assignment: o
(®) Unlimited
Allowed Count -

Delegateto  Managed objects  Lic -
elegateto  Managed objects  Licenses ) limited S

+ Add

License policies

. L cipal na e -

Il Name User principal name Tenant SHAREPOINTSTANDARD
EXCHANGE_S_STANDARD
8POS_S_TODO_1

/ance @M36585: ing (M _
O Adele Van: AdeleV@M3658588. Software training (M. ATP_ENTERPRISE

O Alex Wilber AlexW@M36585882. Software training (M. INTUNE_SMBIZ
OFFICE_BUSINESS
AAD_SMB

MYANALYTICS_P2

MCOSTANDARD

To set up a license policy:

1. In Nova, go to Manage administration > License policies.

2. Click Add.

3. Enter a Name for the policy.

4. Inthe Assignment section, with the Delegate to tab selected, click Add.

5. Select user(s) to whom you’ll delegate the ability to assign licenses according to the policy, and
then click Add.

6. Select the Managed objects tab, and then click Add.

7. Use the Select type drop-down menu to choose whether the licenses can be applied to certain
users, groups, and/or organizational units.

8. Locate any users/groups/organizational units containing users to which the licenses can be
assigned, select them, and click Add.

9. Select the Licenses tab, and then click Add.
10.Select the tenant containing licenses you’ll add to the policy.

11.Select the licenses (and specify the maximum number of licenses) and workloads you want those
delegated the policy to be able to assign, and then click Add.

After completing these steps, your policy is configured and the user(s) who are delegated the license
policy can assign licenses to users specified in the policy.
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To hide licenses:

You can hide selected licenses from the licenses report, if desired:

Free . Teams Commercial Trian .

Licenses
O Name Total Enabled Suzpended Warning Consumed Available

Enterprise Mobility + Secur. 20 4 20 0 16 -16

< |

Office 365 Enterprise £3 2 o 2 0 1 -1

Office 365 Enterprise £5 20 0 20 0 7 -17

<]

Project Crline Premium 20 20 0 0 12

500000 500000 0 0 2 295998

< I

Visio Pro For Office 365 25 25 0 0 15 10

0o O

Windows 10 Enterprise E3 20 0 20 0 3

You can salso how/hide any hidden licenses by using the toggle option located in the top left of the
list.

Overview of On-Premises Agent

In a hybrid Office 365 environment where some resources remain on premises inside a customer
organization, Nova can deploy an agent to collect metadata and perform administration. In this
article we'll see how to install the agent. Once installed the agent will be automatically kept up to
date by Nova.

Requirements

The following are the requirements for the Nova on-premises agent:

e The Active Directory module for Windows PowerShell must be installed on the machine where

you’ll install the on-premises agent. This can be done via PowerShell with Install-WindowsFeature

-Name RSAT-AD-PowerShell
o It must have 443 access to the Nova URL for the tenant. (This is called the endpoint address)

e |t must be installed on a domain joined server.

e |t must have a service account that has Domain Admin rights in Active Directory for each domain in

the forest that the agent will manage. This is used for proxied administration.
e Service Account must be member of following groups in domain:

CN=Administrators,CN=Builtin
CN=Domain Admins,CN=Users
CN=Enterprise Admins,CN=Users
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e The service account must have logon as service rights on the server.

e The agent must have a current .Net framework installed, as well as PowerShell 5.1 or above.

To obtain, and install the agent:
1. Go to the On premises agent page in Nova
Hinme
User profile

Manage

I.'E.'m.ll_]d: admanastratson

Audit log

Authorzabon polices
lobs

Job schedules
License polscwes

On premises domains
On premises agent
Senice acocounts

Tenants

2. Ensure that the web services URL is copied and saved, it will be used during the installation:

On-Pramises Agent I:l

The on-premises agent allows for importing of local Active Directory OUs for use management. It also provides the ability to update local objects

[ https://qtapp se=mests web/ [y ]

3. Download the agent

4. Run the installation, and follow the prompts.

Other notes

During the installation you will request a token on the following screen:
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® - Quadrotech Autopilot

Quadrotech Solutions AG

Copyright © 2018 Quadrotech Sol AG
When prompted for an account to connect with, use the same Global Admin account which was used
for the Service Account.

Overview of On-Premises Domains

Here you can see information about the on premises domains that have been discovered by the on
premises Nova agent.

Overview of User Profile

On the User Profile page you can see information about the user who is logged in to Nova. If there is
a default self-service policy in place, then some or all of the information on the page relating to the
user account can also be edited.

Overview of Adoption Accelerator

The Nova Adoption Accelerator allows you to define adoption goals and track progress against them.
Every day Adoption Accelerator checks to see if users have met the goal during the last X days (the
collection period). If a user has met the goals, they’re considered to have successfully adopted the
workload.

For more information on adoption goals, creating a campaign, and viewing, editing, and deleting
existing campaigns see the Adoption Accelerator section.

Quadrotech Nova by Quest User Guide <%USER_GUIDE%>

22
User Interface



Adoption Accelerator Report Ul

The Adoption Accelerator report user interface allows you to spend less time in searching for the
Adoption Accelerator reports you need.
The User Interface now allows you to:

° toggle between hiding and showing campaigns no longer active.

° filter campaigns by their name. Search for the reports you want to see.

° group campaigns that you see in the Ul. Sort campaigns by either workload (Teams, OneDrive
For Business etc.) or status (ongoing or completed).

: y— 2 e 2 @ Ryan Giddon
Nova Seard B 7 O R o
Create New Campaign

Dashboard ore o

Show Inactive Campaigns _ Filte by campaign name:  Group campaigns by:
Report Center @) off
Productity

D Name start Date Percentage Ado...  Description
Licensing

®  Teams usage for Core U s 513 test campai W/ @
Usage & Adoption
© Adoption Accalenstor ®  Onedrive usage W @

Mail Traffic

OneDrive Usage
‘SharePoint Settings and Us.
‘Skype For Business Usage
Teams Usage

“op Mail

Yammer Usage

Workioads Overviews

Compliance

Monitoring

now easier to read and digest, complete with the percentage of users who have adopted the
particular workload, as well as daily tracking of the adoption campaign. Check out an example below:

OneDrive Adoption Campaign

“ampaign Start Date Remaining Campaign Days orkioad urnber of phases
anuary 15, 2019 0 @ OneDrive 9 2
Campaign Days Completion Percentage Adopted Daily Adoption Progress
273 205 137 68 0
— o o o < —
Days Remaining in this Phase 55.3%
247 185 124 62 0

Current Phase

I
0 LI Y 2

H 5 H ;
ul 10 Jul 11 Ju ul 13 ul 14

== Total Adopted

Campaign Audience

L Download Al

Display Name Mark Adopted Ema Adoption Date |
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Adoption Accelerator

If people won’t actually use a service, there’s no point in having it. You won’t reap any benefits.
Successful implementation of Office 365 depends on user adoption. For example, when Microsoft
Teams replaces Skype for Business Online, you can onboard users and get them familiar with the new
platform. However, if they don’t start actively using Teams for their collaboration, then the transition
is going to be disruptive since you’ll have to eventually force them to use the new service.

Having insight about who's using Office 365 services means you can anticipate user adoption issues
and plan for them. Native Office 365 tools show you how licenses are allocated, and some basic
information about how they’re being used, but there isn’t significant detail, and there aren’t tools to
support user adoption initiatives.

Adoption Accelerator Ul

The Nova Adoption Accelerator allows you to define adoption goals and track progress against them.
Here’s how it looks when you check the progress of an existing adoption campaign:
O)

Campaign Start Date Remaining Campaign Days Workload Number of phases
&Y July 17, 2020 0 OneDrive 1
‘Campaign Days Completion Percentage Adopted Daily Adoption Progress
607
3 2 1 0 ]
54
Days Remaining in this Phase 1.9% |

3 2 1

s
g

Current Phase 1545

.|
0 1

Jul17 Jul 18
< Total = Adopted

Campaign Audience
L Download All

Display Name Mark Adopted Email Adoption Date |

July 17, 2020

® ©®

Adoption Goals

When you set up a new campaign, you’re prompted to set adoption goals and a collection period.
These settings are used to analyze whether users are adopting the new workload. Here’s how it
looks:
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Campaign Creator rogress 0000

Campaign Builder > Select Workload > Start/End Dates

How many phases will your Campaign have

e

Select Collection Period ©

esre v canosn v | 70 ]

Define your Adoption Goals

X Teams - Meeting Count 2
X Teams - Private.

Campaign Description

Enter description in here:

You'll define goals for how many times you want users to perform specific actions during the
collection period. So, for example, you might set a goal that you want each user to attend 2 Teams
meetings during a 7-day period. Or, you might want each user to interact with a file from SharePoint
5 times within a 30-day collection period.

You might choose a shorter collection period for a workload that gets used daily, like Teams. Or, you
might choose a longer collection period for a workload that gets used less often, like SharePoint.
Each day the Adoption Accelerator checks if the user met adoption goals during the last X days
(collection period). Any time a user meets the goals during the collection period (the previous X
days), the Adoption Accelerator considers them to have adopted the workload.

Scoping Your Campaign

Before you set up a new campaign, you’ll want to:

° Decide how long you’ll run the campaign and what the phases will be. You’ll provide dates the
phases will run during the setup process.

° Determine how you’ll measure whether users have adopted the workload. What are your
goals? (See the Adoption Goals section above.)

° Create any communication materials you want to send to users during the campaign. You can
add these to the Adoption Accelerator so they’re sent automatically during the campaign.

° Decide which users you'll track. Will you track everyone or only certain departments? Will you
use a static list of users or will you adjust your list if people leave or join the organization
during the campaign?

How to Create a Campaign

Follow these steps to create a campaign:

1. Go to Usage & Adoption > Adoption Accelerator. If you are locked out of Adoption
Accelerator, ensure you have the correct administration privileges. If you do and this are still
locked out, contact Quadrotech support.

2.  Click Create New Campaign.

3.  Give the campaign a name and workload type, and then specify how long you want the
campaign to run.

4. ldentify the number of phases of the campaign. For example, you might have 3 phases broken
down like this:
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° Phase 1: Introduce the new workload.

° Phase 2: Provide more information to get users active in the workload.

° Phase 3: Provide details about corrective action to get users active in the workload.

Specify the time period you want to use to measure campaign progress. See the Adoption

goals section above for more information.

Add goals and specify how many times you want users to perform specific actions during the

collection period. See the Adoption goals section above for more information.

Enter a campaign description.

Define your audience type and any filters. Here’s more about the Audience Type options:

° Dynamic: The group of users tracked as part of the campaign changes as people join and
leave the organization.

° Static: A group of users is captured on the first day of the campaign and that list doesn’t
change throughout the campaign.

Define the phases by setting start date(s) and end date(s) and adding communication

preferences.

Viewing, Editing, and Deleting Existing Campaigns

Follow the steps below to view, edit, or delete an existing campaign.

1. Goto Usage & Adoption > Adoption Accelerator.
2. If desired, sort/filter the list of campaigns and locate the desired campaign.
3.  Either:
° View the campaign’s statistics: Click the graph button to view the campaign’s status.
° Edit the campaign: Click the pencil button, and then click through the breadcrumbs at
the top of the page to edit the campaign’s parameters.
° Delete the campaign: Click the trash can button to remove the campaign and all
associated data.
Show Inactive Campaigns ~ Filter by campaign name:  Group campaigns by: Delete
on ‘ ‘ v‘ Edit campaign
[ Name Start Date | Percentage Ado...  Description cumpuign \
@®  stko_bug_79878_test 9/2/2020 Show —_— L W
report
®  SikuTest 711772020 185% W 2 W
@®  Teams (DARO) 7/16/2020 37% W & W
Uses Cases

Let’s give an example of how you would use Adoption Accelerator.

Your organization wants to move communication platforms and believe Microsoft Teams has the

best set of features that suit your users’ needs. You are beginning the transition from another piece

of communication software and you think it would be beneficial to get data on which users are being
integrated well into Teams, and which users may need further support. Ideally, you would like the
transition period (campaign date) to be around three months, and would like the campaign to
happen in three phases with three adoption goals.
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° Phase One: To ease your new users into Microsoft Teams, you may want to track the Private
Chat Message Count from your users within the first couple of weeks to see who has began
using Teams.

° Phase Two: You may be hoping to see collaboration within your departments, so defining an
adoption goal around Team Chat Message Count is the best method to track this.

° Phase Three: By this point, you are hoping that your users are now mostly communicating
with Microsoft Teams. This would be a good point to see the overall scope of your adoption
campaign with Total Activities.

After your campaign has finished, you then have the opportunity to see who has been fully
integrated into Teams and who may need further support.

Video Overview

Here's a video showing Adoption Accelerator in action:
https://youtu.be/vZvwpBhsUio

Mail Statistics in Noval User Profile
The User Interface gives an administrator better a understanding of mail usage for a specific user.
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Set a Currency Symbol for your Reports

Users have the ability to set currency for your reports if required, instead of a generic number. This
gives your report better context and understanding. Currencies currently supported are:

o US Dollar (S)

o Australian Dollar (S$)

o Canadian Dollar ($)

° Euro (€)
° Pound Sterling (£)
° Yen (¥)

o New Zealand Dollar ($)
More currencies will be added soon.
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To do this,

1.

2.
3.
4

go to the settings cog on the top right hand side of Nova.

click Reporting.

go to overview

On General Settings, find Default Display Currency and find your currency from the drop
down list.

@ Monitoring [l Reporting

@ General Settings

Overview

Overview

General Settings Currency: US Dollar ($)

Security Settings

Default Display Currency

SharePoint Reports

These settings define the default currency for spending
reports.

[ US Dollar ($) v ‘

Australian Dollar ($)
Canadian Dollar ($)

Euro () | Canedion Dollr (5
Pound Sterling (£)

Yen (¥)

New Zealand Dollar ($)

US Dollar ($)

Manage Administration Audit Log

The audit log shows who performed what actions against which object. The audit log can be filtered
and sorted. Additionally, you can customize which columns display.

Here’s more information about the audit log:

Using the Audit Log
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Using the Audit Log

You'll find an audit log under the Manage Administration service that shows who performed what
actions against which object. Here’s how it looks:
Audit Log

Export

O Refresh @ Hide System Events & Export = Columns

Action Cranges Affected object Tenant Submitter Subrmitter P Event type Submitted
Get Subseribad Sku M3E5576723 System System Job Complated 5/9/201, 40201 PM 5
Get Subscribed Sku System System Job Completed 5/9/2018, 40200 PM

Get Subscribed Sku System System Job Completed 5/9/2019, 402:00 PM

Get Subseribad Sku M3E5576723 System System Job Complated 5/9/2018, 40200 PM

Get Subscribed Sku M365x576723 System System Job Completed 5/9/2018, 40200 PM

Get Changed Tenant Users (D Users Delta Token: " - 'JexB3uk-5tl zusogaonmicrosoftcom System:Scheduler System:Scheduler Job Completed 5/9/2019, 401:15 PM

Get Changed T Groups Delta Token:* - ‘QF7aPEN usogao s . ot 5/0/2019, 401:11 PM

Get Changed Tenant Users (D. Users Delta Token: * = ‘DQiyPa3Ur M3E5576723 System:Scheduler System:Scheduler Job Completed 5/9/2019, 401:01 PM

Get Changed Tenant Groups (.. Groups Delta Token; " -» 'OhDadt M3E5576723 System:Scheduler System Scheduler Job Completed 5/9/2019, 40100 PM

Get Chang Groups Delta Token:* - ‘QF7aPEN usogao s . ot

Get Changed Tenant Users (D.. Users Delta Token: *  JoxB3uk-5tl 2usooa.onmicrosoft.com System:Scheduler System:Scheduler Job Completed 5/9/201, 3:01:10 PM

Get Changed Tenant Groups (.. Groups Delta Token; " -» 'OhDadt M3E5576723 System:Scheduler System Scheduler Job Completed 5/9/2019, 30058 PM

Get Changed Tenant Users (D.. Users Delta Token: * = DQiyPa3Ur M365) Job Complated 5/9/2019, 30057 PM

Get Changed Tenant Groups (... Groups Delta Token: * = ‘QF7dPEN 2usooa.onmicrosoft.com System:Scheduler System:Scheduler Job Completed /2019, 201:07 PM

Get Chanoed Tenant Users (D.. Users Delta Token: " - *JixB3uk-5tl rosoftcom S Job Comoleted 5/9/2019. 20106 PM v
Selected items: 0 25 rows Page 1 of 411 -

Filtering and Sorting the Audit Log

Apply filters to the log using fields in the top row.

You can also sort the data by clicking on a column name. If the audit log is currently being sorted by a
certain column, a line displays above the column name (shown below). Click the column name again
to reverse the filter.

Audit Log

O Refresh 5 Hide System Events ¥ Export

. #= Columns Click a column name to filter
the log by that column.
Action Changes. Affected cbject ‘h Submitter Submitter IP Eventiype Submitted

Apply filters in this row. i
Get User Mailbox Settings Lynne Robbins 032223 onmicrosoft.com System System Job Completed 3/20/2018, 7:17:24 AM
Get User Miriam Graham 032223 onmicrosoft.com System System Job Completed 3/20/2019, 7:17:23 AM
Get User Mailbox Settings Enrico Cattaneo 032223 onmicrosoft.com System System Job Completed 3/20/2018, 7:16:26 AM
Get User Mailbox Settings Lidia Holloway 032223 onmicrosoft.com System System Job Completed 3/20/2019, 7:16:25 AM
Get User Mailbox Settings Joni Sherman 032223 onmicrosoft.com System System Job Completed 3/20/2019, 7:16:25 AM
Get User Mailbox Settings Lee Gu 032223 .onmicrosoft.com System System Job Completed 3/20/2018, 7:16:25 AM
Get User Mailbox Settings Jordan Miller 032223 onmicrosoft.com System System Job Completed 3/20/2019, 7:16:25 AM

user-generated events.

Audit Log Contents

Here's a description of the contents of each column:

Field Description
Action The action that was performed
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Changes

Shows details of what was changed. For example,
showing a phone number changed from 555-
5555 to 444-4444.

Affected object

The resource the changes were performed
against

Tenant The tenant affected by the changes
Submitter The user who initiated the event
Submitter IP The IP address of the user who initiated the event
Shows whether the job is completed, errored,
Event type .
running, etc.
Submitted Date and time the job was initiated

Video Overview

Here’s a video showing the audit log:
https://youtu.be/t3uvL5L_GAY

Add a Service Status Widget in the Nova

Dashboard

Users can view maintenance and incident reports straight from the Nova dashboard. This allows
users to get a quick look at the outlook of their Office 365 services.

To add the Service Status Widget do the following:
1. Go to your Nova Dashboard, and click Edit.

2.  Click Add widgets.

3.  Find the Service Status widget. This will then appear in your Nova dashboard.

4. Click Save.

Service Status

@ Open Incidents
2

Upcoming Maintenance

° Closed Incidents
76
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Voice Workloads Key Metrics Overview in Nova

Transponder beacons and workloads monitor a number of key metrics for both Skype for Business
and for Teams. There are many results in the test results dialog for the voice workloads (Skype and
Teams) which are for informational purposes only, but may be valuable to help troubleshooting
issues between the beacon and the remote endpoint.

This article will describe key metrics for voice workloads. Strategic placement of customer beacons
and workloads is valuable to help determine how your infrastructure impacts VOIP call quality for
your users.

Round Trip Latency

° Measures the time taken to send a data packet from the beacon server to the remote
endpoint (Remote IP). Round trip time is affected by the physical distance between 2
endpoints and the transmission speed and any overhead on the routes in-between.

° The latency impacts the call quality between 2 people.

° Too much latency causes breaks and gaps in voice conversations.

° When you are on the phone and people end up talking at the same time, the likely cause is too
much latency.

Packet Reorder Ratio

° Packet reordering is important because excessive reordering of packets will also affect call
quality.

° When packets arrive in a different order than they were send it can be seen as packet loss or
network congestion.

° This metric is also used to calculate the Mean Opinion Score.

° Packet reordering can impact packet send rate which will increase round trip time.

° Calls can be distorted and cut out at times.

Packet Loss Rate

° Microsoft recommends to keep packet loss less than 1% during a 15 second call.

° If packet loss is less than 3%, acceptable call quality can be maintained. Thus the default
threshold for a healthy scan is packet loss < 3%.

° Packet loss rate is used in the Mean Opinion Score calculation.

° Excessive packet loss during a call will result in degraded voice quality and call attendees may
sound like a robot.

Mean Opinion Score

MOS is a prediction of end-user audio quality experience. Multiple factors are considered in
calculating the MOS (Mean Opinion Score). The score ranges from 1-5. The highest score is usually
around 4.4 because of the audio codec in use.

A MOS < 3 will result in poor call quality

A MOS < 2 will result in critical reduction in call quality.
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Degradation Average

° This metric shows the impact of jitter and packet loss. This value should always be less than 1
for acceptable user experience.

° If you see degradation here, you will encounter audio distortion. This is the result of network
congestion or insufficient bandwidth, which impacts packet loss and jitter.

Average litter

° Audio packets are sent at regular intervals. Sometimes they are not received with the same
intervals (usually because of network latency).

° The buffer waits for all packets before reconstructing them in the correct order.

° Jitter is the size of the buffer that is needed to store packets before reconstructing them.

° Jitter value is calculated over a 15s period.

° Low jitter means that the connection to the call is healthy.

° Medium / High jitter is a sign of network congestion.

° Jitter is also used in the Mean Opinion Score calculation.

Service Accounts for Nova

Overview

Nova is a modular solution. There are two types of service accounts that have different requirements
for the process to run smoothly, and it's recommended that each module has a separate service
account.

Details

To easily spot that an account is used by Nova, the service account should be named the same way.
We recommend that you should use the name of product followed by module NovaReporting or
NovaDPC.

NovaReporting

This is for a service account to fetch data for the Reporting module. It needs to read data from the
0365 tenant only.
Details on how to assign appropriate roles is detailed in this section.

NovaDPC

This is for a service account for the Management (DPC — Delegation & Policy Control) module to
manage tenant data.
Details with requirements for this service account are detailed in this section.
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Note

The service account names featured here are just recommendations. If a customer has a different
naming policy, they should follow that policy instead.

Examples

NovaReporting@myTenant.myTopDomain
NovaDPC@myTenant.myTopDomain
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3

Delegation & Policy Control (DPC)

The Delegation and Policy Control (DPC) feature in Nova allows administrators to authorize rights
and responsibilities to other users within their organization.

See the following topics to take a look into what DPC can do to manage users within your
environment:

e Authorization Policies

e Delegating Administrative Rights Using Nova
e Policy Properties

e Authorization Policy Properties

e License Policies

e Service Accounts for DPC

e Configuration Policies

e Perform Custom Tasks with Powershell

e User Assignment Rule

e Device Compliance Policies

e Policy Examples

Virtual Organizational Units

Inviting Guest Users to a Tenant

Using Nova Delegation and Policy Control a delegated administrator can be given the ability to invite
guest users into a tenant. Here is how that’s done.

On the create users screen, there is a new button called ‘Invite user’:

When that button is clicked, a pop-up appears asking you to specify the target OU, and the email
address of the person to be invited:
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Invite user X

Save

Organizational unit *

‘ ™ ‘

Email address *

To enable a delegated administrator to easily see the type of user in a list of users, a new field was
added:

tus Creation type Country

~ ‘ Invitation \/‘ ‘

Invitation

Invitation
Invitation

Invitation

NOTE: When inviting guests it is expected that an underscore (_) will be used instead of the at
sign (@) in domain names.

How to Configure Nova DPC to use OAuth

Some organization might want to use oAuth for authorization of actions performed by Nova
Delegation and Policy Control, rather than service accounts. To do this, follow these steps:

Go to Azure Active Directory
Go to Roles and Administration

Locate the DPC application, as shown below:
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es User administrator | Assignments
All roles

«

K Diagnose and solve problems
Manage

& Assignments

[ Description Search

~+ Add assignments  { Remove assignments & Download assignments () Refresh (' ManageinPIM | <) Got feedback?

@ \You can also assign built-in roles to groups now. Learn More '

Type

[ search by name

| [an v

Activity
Name
% Bulk operation results
[J ppc-Devaa

UserName Type Scope

bf5a mm [ B ] ServicePrincipal Directory

Grant Exchange Administrator and User Administrator roles for the application.

After this Nova DPC will use oAuth for authentication.

Automate Group Management Delegation

As a Nova administrator, you have the ability to automatically assign group management delegation
based on properties of the group or group owner. This allows you to delegate responsibilities to
localized IT support without granting them excessive access to your tenant(s).

More info

—+ New tenant group () Refresh

Search

~ | New organizational unit X

Save

Name *

| \

v

Europe

North America

Asia

South America

User assignment rule

Group assignment rule

-+ Add v

[

To automate group management delegation:

1.  From the Nova dashboard, go to Manage Administration, then Tenants.

2.  Click on the ellipsis next to your desired tenant, and click New.

3. Click Add under Group Assignment Rule.
From here, provide your required group and/or properties, then save your organizational unit with
this group assignment rule. View the image below for an example.

Group assignment rule

Add
Display name ‘ Contains o H SG ‘ X
SAM account name ‘ Contains XN H sam1 | b
Mail ‘ Equals X N H ‘ b
Extension attribute 1 ‘ Equals X H Test ‘ X
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You can enable or disable OU rules for each user by selecting the user from your chosen tenant, then
selecting Evaluate OU Rules, then either enabling or disabling these rules.

- U 1365x4 onmicrosoft.com
+ New tenantgroup () Refresh B3 Sync with TMS () Refresh -+ Create user [l Delete <> Move (3 Evaluate OURules v i= Co
O ol ar
Disable OU Rules evaluation

v Clc
Test OU 1 =2
Test OU 2 N (] Yes cle
Test OU 3 . O ves

Service Accounts for DPC

Nova Delegation and Policy Control (DPC) uses service accounts to manage tenants and to perform
actions on behalf of delegated administrators.

You can review and manage these accounts on the Manage Administration > Service Accounts
page.

For a service account to be effective:
e |t needs to be a global administrator in the tenant.

e Multi-factor authentication should not be enabled on the account (It is used to programmatically
run PowerShell sessions, and therefore cannot be multi-factor authentication enabled). Application
passwords are not supported for the service account.

o It must be free from any policies that would restrict its access in the tenant. (For example a
Conditional Access Policy that limits basic authentication attempts from internal IP addresses only.)

e |t should be dedicated for use with Nova DPC.

1 | NOTE: If the password of the service account is changed, it must also be changed in Nova
DPC.
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Nova Delegated Administration

An administrator can authorize others within the organization to have specific delegated
administrative rights. This article describes some ways rights might be delegated within an
organization.

Managing Direct Reports

An administrator could give sales managers the ability to manage certain attributes and/or rights of
the individual sales team members without any additional rights granted either on-premises or in
Office 365 for those sales managers. Here’s how it looks:

Example 1: IT Admin gives managers access to
Nova to manage their direct reports

L ]

- NEVA NEIVA
| THA J; min
N?EA

Employee Employee Emprwee Employee Emphee

¥

Resources/
Information

Self Service

An administrator might want to give certain users the ability to manage some of their own access or
information. For example, some executives might be able to log in to Nova and grant themselves
access to resources/information without calling the helpdesk to get access.
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Similarly, you might configure a policy that enables all employees to use Nova to update some of
their basic information (for example, their phone number and address). This is called the “self
service” option, here’s how it looks:

Example 2: IT Admin uses "self service”
option, which gives users the ability

to access Nova to manage some of

their own information/resources

NXIVA

NV

AAAA AAA

Employee Employee Employee Employee Employee Employee Employee Employee Employee

Resources!
Information

Delegated Administration Within an Organizational Unit

Finally, an administrator might want to set up someone within an organizational unit to manage
access of others within that organizational unit. For example, you might have an organizational unit
containing employees who work in a certain office location. You might assign administrative rights to
the site manager or administrative assistant. It could look like this:
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Example 3: IT Admin delegates administrative
rights to someone within an organizational unit

IT Agmin

QOrganizational Unit

Delegated Admin

AXXL XL 21X

Employee Employee Employee Employee Employee Employee Employee Employee Employee

As you can see, Nova is highly customizable. In any of these examples, the administrator can specify
which access rights managers/individuals/delegate administrators can assign to themselves and
others.

Examples

Here are a few examples of delegated administration.
° A delegated administrator (maybe someone from the help desk) resets a user’s password.
° A delegated administrator can manage out of office messages.
° A delegated administrator can manage Microsoft Teams.

Resetting a User Password

It's easy to reset a user password with Nova, here are the steps:

1. Locate the user.
Bring up more detailed information about the user by clicking the ellipsis and choosing Detail.
Click Authentication.
Click Reset password.
Enter the new password and optionally force the user to change their password at the next
login.

6. Click Save.
Nova will perform the password reset on your behalf, and a notification will be generated when the
job completes.

v b W N
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Take a look at how to do these steps in this quick video:
https://youtu.be/R1cyDHvzjd4

Set an Out Of Office Reply

It's easy to set an Out of Office reply with Nova, here are the steps:

Locate the user.

Open the user’s mailbox detail by clicking the ellipsis and choosing Mailbox.
Click Automatic replies.

Click Set out of office.

To set an Out of Office reply, change the status to either:

g b W N

Always Enabled: Enter reply messages.
° Scheduled: Choose the dates/times you want Out of Office replies to start and end, and enter
reply messages.
6. Click Save.
Nova will make the update and a notification will be generated when the job is complete.
Take a look at how to do these steps in this quick video:
https://youtu.be/zOh4f5H_67k

Manage Microsoft Teams

It's easy to manage Microsoft Teams with Nova, here are the things that you can do:
° Create new Teams
° Modify settings on existing Teams
° Add or remove Channels
° Add or remove members of the Team
° Create logical groups of Teams and perform actions on the whole group
Take a look at video showing some of these options:
https://youtu.be/MIloB-JALc3c
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Overview of My Invitation

After someone invites you to associate with an organization and delegates management rights to
you, you can use this page to see the status of your invitation and accept/decline it.

Click here for more information on the process of being invited to access Nova.

Click here to learn more about the Tenant Management System and adding tenant administrators.

Invitation to Access Nova

This article describes what a user sees when they’re invited to access Nova.
First, the user receives an email invitation that looks similar to this:

Your invitation to join Quadrotech Platform on Quadrotech Authentication

id@quadrotech-it.com J  w  H Replyall |V
Today, 2:45 AM
Emily Braun ¥

Information about your Quadrotech 1D

Mandatory Service Communication

You have been invited to join our Platform. Please follow this link, to accept the invitation

R Jinl - B\

Copyright © Quadratech, Al rights reserved.
This is @ mandatory service communication

n unmonitored e-mail address. Flease do not answer.

Policy | Legal Notice

Quadrotech Salutions AG
Alpensirazse 15

6202 Zug

Switzeriand

When they click the link in the email, they’re prompted to create a user account:
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Quadrotech

Welcome,
EmilyB@M365x232098.0
nmicrosoft.com

You have been invited to join an Organization on our Platform
Please create a User by either

Creating a Quadrotech Authentication Account

Or by

Leveraging Azure AD to sign-in

Here’s more about the options to create a user account:
° Creating a Quadrotech Authentication Account: Create credentials that are unique to their
Nova/Quadrotech account.
° Leaveraging Azure AD to sign in: Use Azure Active Directory credentials to access Nova.
Finally, the user might be asked to enter/confirm their name:

User Account Settings

5 User Info 5 Ssecurity Configure Login Methods
Edit User
First Name:
Emily
Last Name:
Brown x

Email Address:

EmilyB@M365x232098.onmicrosoft.com

Overview of Custom Powershell

The Custom PowerShell page shows a list of PowerShell scripts which have been added to Nova. You
can:

° Add new scripts

° Edit or delete existing scripts
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° Execute a script

1 | NOTE: Only System Administrator and Account Administrator role holders can access this
page and perform actions with custom PowerShell.

Click here to learn more.

Custom Powershell

The Custom PowerShell functionality in Nova allows almost any PowerShell scripts to be executed to
perform custom tasks within your tenant organisations.
This functionality is accessible to users who have the any of the following roles:
° System Administrator
° Account Administrator
More details on the scripts, validation, parameters and so on, can be found here.

Creating a New Custom Script

Follow the steps below to add a new custom script:
1. Inthe left menu, select
Manage Administration > Custom PowerShell.
Click on ‘Add’
Give the custom PowerShell script a meaningful name.
Select the online PowerShell-type that the script will run against. You can choose one of the

v b W N

following:
° Exchange Online
° Azure AD
° MS online
MS Teams

° SharePoint
6.  Enter the PowerShell script that should be executed.
7 Click on Validate. (You will need to correct any errors before the final step)
8.  Save the script.
Here is an example script for setting a retention policy on a mailbox:

paran{ [ Paraneter(nandatory=$true)] $nane, [Paraneter(nandatory=$true)]
$retentionPol i cyNane )

set - nai | box "$nang" -RetentionPolicy "$retentionPol i cyNang"

To use this script, you would select ‘Exchange Online” as the PowerShell type. After validating the
script, you will see that two parameters were added to the bottom of the data entry page.
More details on the scripts, validation, parameters and so on, can be found here.
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Editing or Deleting Existing Custom Script

To edit or delete a script follow these steps:
1. Intheleft menu, select
2 Manage Administration > Custom PowerShell.
3.  Locate the script you want to edit or delete, and select it.
4 Either:
° Click Edit, make desired changes, and click Save to apply all the edits.
° Click Delete and confirm the delete action.

Executing a Script

To run a script follow these steps:
1. Intheleft menu, select
Manage Administration > Custom PowerShell.
Locate the script you run and select it.
Click on ‘Execute command’
You must specify:
The tenant you wish to execute the script on
Any required parameters. Note: You may need to scroll down the page in order to see the list
of parameters
6.  Click on the ‘Execute’ button
Nova will now submit a job for this script to executed against the selected tenant. The following

O o0 U H wWwnN

section explains how to check if the script ran successfully.

Reviewing the Execution of a Script

To verify that a script ran, follow these steps:
To run a script follow these steps:
1. Intheleft menu, select
2.  Manage Administration > Jobs.
3.  Locate the script you ran, and review the status column to see if the script ran successfully or
if it generated an error.
You can filter the list of jobs on the job screen in order to make it easier to find the required
information. For more information on the jobs page, click here.

1 | NOTE: In normal operation a notification will be generated when the job completes
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Custom Powershell Additional Details

The Custom PowerShell command which will be executed must have a param (...) block. The entire
command is parsed and validated for PowerShell 5. The command must be syntactically correct in
order to pass validation.

Supported Types

The following is a list of the supported types:

PowerShell Field Notes
-none- Text

[string] Text (1)
[byte] Number (2)
[sbyte] Number (2)
[short] Number (2)
[ushort] Number (1)
[int] Number (1)
[uint] Number (2)
[ulong] Number (2)
[float] Number (1)
[double] Number (2)
[decimal] String (2)
[bool] Boolean (2)
[switch] Boolean

-other- String

(1) Accepts CLR type name, eg System.String, System.UInt32, System.Boolean, etc

Recognised Attributes

[Parameter]

° Mandatory is supported. Mandatory fields must be provided when user tries to execute script.
Mandatory [bool] and [switch] parameters should be avoided. While most of values (Snull, 1,
"true", ...) can be converted to boolean value, user should use either [Parameter(Mandatory)]
or [Parameter(Mandatory = Strue)].

° ParameterSetName is not supported. Multiple parameter sets may cause script to be not
executable.
° Other parameters properties are ignored.
[ValidateNotNullOrEmpty]
Will be supported in the future.
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Parsing and Saving

When a command is stored, the parser extracts known validation attributes and stores information
in the parameter model. This information is then translated into DTO so the user interface can render
the appropriate field.

The parser ignores validation attributes it can not recognize.

Here is example of parameters and corresponding extracted validation.

// param ($Foo)
{

"name": "Foo",
"isMandatory": false,
"validateNotNullOrEmpty": false,

}
// param([Parameter(Mandatory)] [ValidateNotNullOrEmpty] SFoo)

{

"name": "Foo",
"isMandatory": true,
"validateNotNullOrEmpty": true,

Triggering Execution

The Custom PowerShell commands are execute from the ‘Execute Command’ button in the user
interface.

Mandatory and Required Fields

Text fields

. li Not Null rameters val . .

isMandatory validate Not Nu parameters vajue request is valid Notes

Or Empty (execute request)

false false {} true

false false {“Foo” : "} true

false false {“Foo” : null } true

false false {“Foo” : “bar” } true
Ul must send

true false {} false " u” o
{“Foo” : "'}
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true false {“Foo” : “"} true

This is acceptable
true false {“Foo” : null } true - P

but “” is preferred.
true false {“Foo” : “bar” } true
false true {} true
false true {“Foo” : "} false
false true {“Foo” : null'} false
false true {“Foo” : “bar” } true
true true {} false Field is required
true true {“Foo” : "} false Field is required
true true {“Foo” : null'} false Field is required
true true {“Foo” : “bar” } true

Boolean fields

isMandatory f:xrsgzisqnaelss isValid Notes
false {1} true
false {“Foo”: false } true
true {1} false
true {“Foo” : true } true

Example Scripts

Create a user, using the AzureAD module:

param(

[Parameter(Mandatory=Strue)] Sdisplayname,
[Parameter(Mandatory=Strue)] SgivenName,
[Parameter(Mandatory=Strue)] SsurName,
[Parameter(Mandatory=Strue)] Supn,
[Parameter(Mandatory=Strue)] Susagelocation,
[Parameter(Mandatory=Strue)] Snickname,
[Parameter(Mandatory=Strue)] Spassword,
[Parameter(Mandatory=Strue)] Sskuname
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)

SPasswordProfile = New-Object -TypeName Microsoft.Open.AzureAD.Model.PasswordProfile
SPasswordProfile.Password = "Spassword"

New-AzureADUser -DisplayName "Sdisplayname" -GivenName "SgivenName" -SurName "SsurName" -UserPrincipall
Set-AzureADUser -ObjectID Supn -UsagelLocation Susagelocation

# Create the objects we'll need to add and remove licenses

Slicense = New-Object -TypeName Microsoft.Open.AzureAD.Model.AssignedLicense

Slicenses = New-Object -TypeName Microsoft.Open.AzureAD.Model.AssignedLicenses

# Find the SkulD of the license we want to add e.g. Win10_VDA E3

Slicense.Skuld = (Get-AzureADSubscribedSku | Where-Object -Property SkuPartNumber -Value "Sskuname" -EQ).Skul
# Set the Office license as the license we want to add in the Slicenses object

Slicenses.AddLicenses = Slicense

Set-AzureADUserLicense -Objectld "Supn" -AssignedLicenses Slicenses

Create a new Microsoft Team, with some specified channels:

param(
[Parameter(Mandatory=Strue)] STeamName,
[Parameter(Mandatory=Strue)] Sdesc,
[Parameter(Mandatory=Strue)] STeamVisibility,
[Parameter(Mandatory=Strue)] SchannelNamel,
[Parameter(Mandatory=Strue)] SchannelName2,
[Parameter(Mandatory=S$true)] SchannelName3
)
Sgroup = New-Team -DisplayName "STeamName" -Description "Sdesc" -visibility STeamVisibility
New-TeamChannel -Groupld Sgroup.Groupld -DisplayName "SchannelName1l"
New-TeamChannel -Groupld Sgroup.Groupld -DisplayName "SchannelName2"
New-TeamChannel -Groupld Sgroup.Groupld -DisplayName "SchannelName3"

Overview of Licenses

The Licenses page shows information about licenses in tenants that you can access. On this page you
can:

° View license information on the current or other accessible tenants

° View how those licenses are assigned

° Depending on license policies, you can assign licenses to users.
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License Policies

License Policies in Nova give an administrator (or delegated administrator) the ability to
assign/remove licenses, as needed, all from within Nova. Plus, Nova gives visibility into exactly how
many licenses are used and how many are available. Take a look:

— T Tiffany Bailey

Staging (M3651702854 onmicrosoft.com)

Manage administration

License usage License share

Licenses

The Nova license policies and reports provide:
° The ability to apply licenses according to what has been budgeted and what’s required for a
specific role
° The ability to show and hide particular licenses to include (or exclude) them from the report
page shown above.
° Accurate license intelligence when it comes time for budgeting and Office 365 renewal.
° Delegated license management activities
Similar to other Nova policies, with a license policy you specify who can assign what licenses within a
tenant or group. For example, a license policy might enable the Director of Engineering to manage
Azure DevOps licenses assigned to users within the Engineering virtual organizational unit.
You can get really granular and specify which workloads from a license you want users to get. For
example, if your organization doesn’t use Yammer, you can remove that workload, if desired, before
assigning an E5 license to someone. You can also specify how many of a particular license delegated
administrators can assign.
Here’s what it looks like when you’re setting up a license policy:
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Tiffany Bailey
O Searct 2B Yy
/- Searen &8 7 w Training Orga. 1 tion

License policies
MS license policies delegation management

User profile

Edit license policy 5 Add licenses X
Licensing
Manage administration Name
Licenses
Test policy
. SPB -
3 of 25 licenses available
Assignment: _
$ (® Unlimited
£ Delegateto  Managed objects  Licenses Allowed Count ) Limited B
g + Add
g Name User principal name Tenant SHAREPOINTSTANDARD a
" EXCHANGE_S_STANDARD Q
BPOS_S_TODO_1 Q
’: Adele Vance AdeleV@M365B588. Software training (M. ATP_ENTERPRISE o
O Alex Wilber AleXW@M36585882 Software training (M. INTUNE_SMBIZ a
OFFICE_BUSINESS Q
AAD_SMB ‘)
MYANALYTICS_P2 a
. MCOSTANDARD a .
Setting up a license policy
Follow these steps to create a new license policy:
1. In Nova, go to Manage administration > License policies.
2.  Click Add.
3.  Enter a Name for the policy.
4, In the Assignment section, with the Delegate to tab selected, click Add.
5.  Select user(s) to whom you’ll delegate the ability to assign licenses according to the policy, and
then click Add.
6. Select the Managed objects tab, and then click Add.

7. Use the Select type drop-down menu to choose whether the licenses can be applied to certain
users, groups, and/or organizational units.
8. Locate any users/groups/organizational units containing users to which the licenses can be
assigned, select them, and click Add
9. Select the Licenses tab, and then click Add.
10. Select the tenant containing licenses you’ll add to the policy.
11. Select the licenses (and specify the maximum number of licenses) and workloads you want
those delegated the policy to be able to assign, and then click Add.
After completing these steps, your policy is configured and the user(s) who are delegated the license
policy can assign licenses to users specified in the policy.
Hiding licenses
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You can hide selected licenses from the licenses report, if desired:

Teams Commercial Trian ,
500000

(OB
Licenses

O

B A0

<

OO

Show all licenses

Name

Enterprise Mobility + Secur.

Office 365 Enterprise £3

Office 365 Enterprise £5

Project Online Premium

Teams Commercial Trian

Visio Pro For Office 365

Windows 10 Enterprise E3

500000

25

20

20

500000

25

0

Warning

uuuuuuu

499998

10

-3

And, you can show/hide any hidden licenses by using the toggle option located in the top left of the
list.

Overview of Configuration Policies

Configuration policies bring standardization to a particular tenant (also called an organizational unit).
For example, you could use a configuration policy to grant access to a certain resource for all users
within a tenant.

Or, you might manage two tenants. One contains people working in the United States, and the other
contains people in the United Kingdom. You can create configuration policies to give users in the
United States a Country attribute of US. And, another configuration policy gives users within the
United Kingdom a Country attribute of UK.

Here’s more information:

Creating a policy

Assigning a policy to an organizational unit/tenant

Exporting or importing policies

Processing configuration policies in an organization

Creating a Configuration Policy

Configuration policies bring standardization to a particular tenant (organizational unit). For example,
you could use a configuration policy to grant access to a certain resource for all users within a
tenant.

Or, you might manage two tenants. One contains people working in the United States, and the other
contains people in the United Kingdom. You can create configuration policies to give users in the
United States a Country attribute of US. And, another configuration policy gives users within the
United Kingdom a Country attribute of UK.

Once a configuration policy is assigned to a particular tenant (organizational unit), a job is initiated.
The job updates all user objects within the tenant, as shown below.
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Organizational Unit BEFORE configuration policy takes effect

Organizational Unit

LAXX AL LR

User User User User User User User User

Organizational Unit AFTER configuration policy takes effect

Organizational Unit

L XA L XL X

User User User User User User User User

After initial setup, any time a new user is added to the tenant (organizational unit), a job runs to
ensure the user object matches all of the tenant’s configuration policies.

For a brief overview, check out the video below:

https://youtu.be/wxvwsZggCmo

Creating a Configuration Policy

Complete the steps below to set up a new configuration policy.

1.

7.

In the menu on the left side of the screen, select Manage Administration > Configuration
policies.

Click Add.

Enter a Name for the policy.

With the Policy Scope tab selected, click Add, and then select the organizational unit to which
the policy will apply. This defines the users that the policy may be applied to.

With the User filters tab selected, click Add, and then select the groups or attributes used to
filter the users. This defines the filter used to select users from the scope to apply the policy to.
Select the Actions tab, click Add, and then select the actions you want to include in the policy.
See below for a list of available actions.

Click Save.

Check out the video below for a video walkthrough:
https://youtu.be/FFq5KQTHSAA
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Examples of Configuration Policies

Check out a couple of examples of configuration policies which may be helpful in your environment.
Assign a Manager to a vOU
Set a User’s Country and Location Details

Editing or Deleting a Configuration Policy

If you want to update or delete an existing configuration policy, follow the steps below.
1. Inthe menu on the left side of the screen, select Manage Administration > Configuration
policies.
2.  Select the desired policy and either:
° Click Edit, make desired changes, and click Save.
° Click Delete and confirm the deletion.

Supported Actions

At this time, any of these actions can be added configuration policies:
° Add User to Groups: add a user to a group
° Assign User License: Manage Office 365 licenses.
° Graph Set Out of Office: Set user’s out of office status.
° Set Cloud User Manager: Set a user’s manager.
° Set Mailbox Primary SMTP Address: Set a user’s primary email address.
° Set User Multi-factor authentication: Set a user’s MFA status.
° Update Cloud User: Update Office 365 user attributes.
° Update On-Premises User: Update on-prem user attributes.

Processing Configuration Policies in an Organization

Find out about the processing of the virtual organizational unit structure here.

Configuration Policy Example Assign a Manager
toavOU

Assigning a manager to a virtual organizational unit is straight forward. This configuration policy
allows administrators to automatically assign managers to particular users who may be within a
certain department or geographical location. Check out the video below for a walk through.
https://youtu.be/D9Ck-BZu85A
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Configuration Policy Example Set a Users Usage
Location and Country Details

Setting a user’s location settings is a straightforward process with Nova. Setting a configuration
policy allows you to instantly change a user’s usage location and country settings when placed within
a virtual organizational unit. See how to do that here:

https://youtu.be/YFb5PG5bfQM

Processing Configuration Policies in an
Organization

In many organizations a structure of organizational units will be built, and configuration policies in
Nova Delegation & Policy Control can be used across this structure. In this article we’ll see how the
processing of those policies takes place.

In this example we’ll use this simple organizational unit structure:

- Main-OU

-
-

If we create a new policy and apply it to the Main-OU organizational unit we have the option to
‘apply to child OUs'. If we select that option, when the policy is applied at the top level, any child OUs
will also be affected by the policy:

In this case OU1, and OU2, will also use the same policy that was applied at the Main-OU level.
If we then create a policy and apply it to OU2, we can override any of the impact from the other
policy:
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In this case, Main-OU and OU1 will use the original policy, and OU2 will use the new policy.

Authorization Policies Overview

Nova authorization policies are used to set up Role-Based Access Control (RBAC). A Nova
administrator configures authorization policies to specify who can perform certain actions within a
tenant, and the conditions associated with those actions. They delegate the ability for users to do
something, against something. Using the policy properties, you can get very granular in how you
delegate access. For example, after assigning the Update Tenant User action to an authorization
policy, you might edit the policy’s properties so delegates (i.e. members of the helpdesk) cannot read
and/or edit certain information.

Here is more information about Authorization Policies:

More about authorization policies

Setting up a policy

Delegating action(s) to a policy

Setting policy properties

Exporting or importing policies

Delegation examples

Working with Authorization Policies

Nova facilitates Role-Based Access Control (RBAC). That means you use it to grant permission for
someone to do something, against something. For example, an administrator might grant permission
for people to access a certain application. Or, an office manager might grant access for others in the
office to use certain resources.
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Admin Manager

A Nova admin configures authorization policies to specify who can perform certain actions within a
tenant, and the conditions associated with those actions.
There are 4 pieces to an authorization policy:

° Tenant: Authorization policy is applied to a certain tenant. For example, North America.

° Delegate: The person to which rights are granted. They can do something with the tenant. For
example, VP of Operations.

° Action: The activity the person can perform. For example, update user.

° Conditions of the action: Any conditions related to the delegate performing the action. For
example, when the VP of Operations updates a user’s information, you can specify whether
they can see/update all of the user’s attributes or only some of them.

When an authorization policy grants someone rights to perform a certain action, that person logs in
to Nova to perform the action.

For example, let’s say a manager can perform certain actions (like setting out of office messages and
granting access to SharePoint resources) to the users on their team. The manager uses single sign-on
(via their AAD credentials) to log in to Nova and perform the actions. Actions performed by the
manager are pushed to other applications (for example, Exchange Online). It's important to note the
manager’s Nova instance only shows options that are relevant to the activities they can perform in
the application.

Here's a video overview of authorization policies:

https://youtu.be/-CrMNwWCFNQg8

Setting up a new authorization policy

Follow the steps below to create an authorization policy.

1. Inthe left menu, select Manage Administration > Authorization policies.

2 Click Add.

3.  Enter a name for the policy.

4 Specify settings, if desired:
Default user policy: Select this option if the policy applies to all organizational units in a
tenant. For example, select this option if you want the helpdesk to be able to update all users
in the organization.

° Self service: Select this option if you want a user to be able to perform a certain specific
action on their own user object when they log in. For example, select this option if you want a
user to be able to update their own phone number and address.
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° Is template: Select this option if you want to create a template policy that you'll use across
tenants.

Using the Delegate to tab, assign the policy to users.

Using the Managed objects tab, specify where the delegated rights are assigned.

Using the Actions tab, add tasks you’re delegating.

Using the Properties tab, add any conditions to the policy. For more information, click here.
10. Click Save to create the authorization policy.

© 0N o

Editing or Deleting an Authorization Policy

To edit or delete an existing authorization policy:
1. Intheleft menu, select
2 Manage Administration > Authorization policies.
3.  Locate the policy you want to edit or delete, and select it.
4 Either:
° Click Edit, make desired changes, and click Save to apply all the edits.
° Click Delete and confirm the delete action.

Delegating Action(s) to an Authorization Policy

Follow these steps to delegate an action to an authorization policy:
1. Intheleft menu, go to
Manage Administration > Authorization policies.
Select an existing policy, and then click Edit.
In the Assignment frame, select the Actions tab, and then click Add.
Locate the action(s) you want to add, select it/them, and then click the Add button located in
the top right corner of the window.
Select the Properties tab and select any conditions. For more information, click here.
7.  Click the blue Save button.

u b W N
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Examples of Authorization Policies

To see some examples of authorization policies, click here.

Which Policies Apply?

After you’ve gone through the work of setting up and assigning policies, here’s how you can see
which policies apply to a certain virtual organizational unit:
https://youtu.be/ypPLSeppY2c
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Nova Policy Properties

You can edit details related to actions added to authorization policies using the Properties tab
(shown below).

Authorization Policies

Policy Managemer

Edit authorization policy

I Add & Edit [ Delete O Refresh L Export T Import Save

O e

Assignment:

Delegateto  Managed objects  Actions  Properties

O ansul
@ select properties access only ater you finshed adcing your actons. Any change n actions may invalidate this tab.
0o S property Read Write
acidel
O stko_role o
o
O stkal On-Prernises Security Identifier
User Principal Name
O stho-de Account Expires
O ctio-con Bad Password Time
Bad Pwd Count
| 2uso Business Phones
0O I Canonical Name
city
Code Page
Company
Country Code
Country/Region
Create Time Stamp
Creation Time
Department
Description
hd Display Name
Selected items: 1 25 rows Page 1 of 1 Distinguished Name
Nivision e

After adding actions to a policy, you can select whether delegates can see or edit information related
to the assigned actions.

For example, after assigning the Update Tenant User action to an authorization policy, you might edit
the policy’s properties so delegates (i.e. members of the help desk) cannot read and/or edit certain
information.

Here's a video showing more about properties:
https://youtu.be/UTpd7BFJDrE
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Nova Authorization Policy Properties

You can edit details related to actions added to authorization policies using the Properties tab
(shown below).

Edit authorization policy

+ Add 2 Edit [i] Delete () Refresh & Export v T Import
O ame Settings:
Self senvice [_] s template
O
Assignment:

2
=

R BT R JI<J HH<H<J <
#

id
User Principal Name

Account Enabled

OoDooooDooag

Selected items: 1 25 rows Page 1 of 1
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After adding actions to a policy, using the Properties tab, you can select whether delegates can see
or edit information related to the assigned actions. This allows you to get really granular in how you
delegate access.

For example, after assigning the Update Tenant User action to an authorization policy, you might edit
the policy’s properties so delegates (i.e. members of the help desk) cannot read and/or edit certain
information.

Examples of Authorization Policies

Below, you will find some examples of authorization policies in Nova. For more on authorization
policies, click here.

Delegating password resets

In this video we see how to delegate the ability to perform password resets:
https://youtu.be/1ygfOWJckLY

Delegating Out of Office Administration

In this video we see how to delegate the ability to manage out of office (automatic replies) messages:
https://youtu.be/15Yyua2jfYM
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Delegating Management of MFA

In this video we see how to delegate the ability to manage multi factor authentication settings for
users:
https://youtu.be/cHLOYOEs944

Exporting and Importing Policies

You carefully fine-tuned an authorization policy or configuration policy. To ensure the policy doesn’t
become lost or corrupted, you might want to export/save the configuration to a safe location. Keep
reading to learn how.

Exporting an authorization policy or configuration policy

Follow the steps below to export a policy file.
1.  In Nova, from the left menu bar, select Manage Administration > Authorization policies or
Configuration policies (depending on the type of policy you want to export).
2.  Either:
° Export all policies by selecting Export > Export All.
° Export a specific policy (or policies) by selecting the check box next to any policies you want to
export and selecting Export > Export Selected.
4.  Click OK.
A .zip file containing the policy configuration is saved to your Downloads folder.

Importing an authorization policy or configuration policy

When you're ready to restore a previously exported policy file, follow the steps below.

1. In Nova, from the left menu bar, select Manage Administration > Authorization policies or
Configuration policies (depending on the type of policy you want to import).

2. Click Import.

3.  Specify how you want duplicate policy names to be handled.

4. Browse for the policy file, select it, and click Open.

5.  Click Import.
The restored/imported policy can now be found in your list of policies.
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Jobs Overview

Delegation & Policy Control (DPC) actions are completed via jobs. The Jobs page shows all Nova jobs,
in various statuses. You can sort and filter the jobs list. You can add jobs, restart jobs, set priority, and
more.

Some jobs need to be performed more than once. For example, you might want the Get Mailboxes
job to recur, so it checks regularly to see if new mailboxes are added to your environment. Use the
Job Schedules page to schedule recurring jobs, change the frequency at which they occur, and see
when a recurring job was last performed.

Overview of Jobs Scheduler

Delegation & Policy Control (DPC) performs several actions from time-to-time, on a schedule. Use
the Job Schedule page to review the jobs, create new ones, and edit existing ones. You can sort and
filter the jobs list. You can add jobs, run jobs now, and more.

Device Compliance Policies

In Nova DPC, you are able to add actions to Microsoft Intune configuration policies to your user’s
mobile devices. For DPC users, this is helpful if you need to modify devices and applications of users
you are allowed to manage, directly in Nova. Actions include:

° Syncing your devices

° Automatically locking them

° Instantly begin the process of wiping your devices

° Retire your devices

° Reboot your devices
The devices screen can be found within the Nova Dashboard by clicking manage, then Devices.

Android 712 No Grady Archie GradyA@M365+964998.0n. M365x964998.onmicrosot.c.

To show more details for your device, click on its name. Here, you'll find several more tabs, including:
° Detail
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° Users

° Group Membership
Also on this Device Detail page, you have the opportunity to remove the passcode (for iOS), and
reset passcode (Android 7+ versions only).

DPC On-Premises Filtering

Issue

One common request we get is how to design DPC policies that apply only to objects that are on-
prem, or objects that are in the cloud. For example, | might want a policy to assign all on-prem
accounts a particular custom attribute.

Solution

One way is to create a real or virtual organizational unit, or a security group, that contains only the
on-prem or cloud users, then use that OU or group as the scope of the policy.

Another is to select either the “Update Cloud User” or “Update On-Prem User” action in the policy.
Each of those actions will only target the related user type, so if you have a scope and condition set
in the policy that includes both on-prem and cloud users but select the “Update On-Prem User”
action, only the on-prem users that the policy matches will be affected.

1 | NOTE: if you create an OU or group for the scope, you still have to select the correct action
type. The reason for creating the OU or group is to make clear what the scope is to both
human users and auditing software.

DPC IP Addresses

Some companies have Conditional Access requirements, to lock down the service accounts to only
be able to access their environment from a whitelisted IP range. You can do the same for the Nova
DPC service GA accounts by whitelisting the following IP addresses, dependent on the region your
tenant is hosted:

us

40.71.213.40

EU

52.236.178.185
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Additional Information About the get on
Premises Entities Job Works

In Nova Delegation & Policy Control (DPC) an on-premise agent can be deployed to interact with
Active Directory in a hybrid environment. The agent executes a task called ‘Get On-Premises entities’
and this has some important options which should be considered. These options are:

° Match Group Organizational Unit

° Match User Organiational Unit
These are visible on the properties of the job, as shown below:

Add job

Tenant *

M3B5x964998 . onmicrosoft.com
Action *
Get On-Premises entities

Mext Group Usn Changed *
Mext User Usn Changed *

Next Contact Usn Changed *

| | Match Group Organizational Unit

|:| Match User Organizational Unit

On-Premises Domain *

wpected: Add opticn to match Contact OU

These check boxes affect the way that objects are placed in the hierarchy. When the options are
selected on-premise entities (like users, groups, contacts) from the Users container (in on-premise
Active Directory) are placed in the domain root else they’re stored in the tenant root.

Here is an example to illustrate this:

Tenantl
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Domain A
randomOUs1
Domain B
Domain C

Tenant2
Domain D
randomQOUs2
Domain E

When ‘tenant 1’ is scanned and the check boxes are deselected — all entities are stored in the ‘Tenant
1’ Organizational Unit.

When ‘tenant 1’ is scanned and the check boxes are selected — all entities are stored based on their
on-premise location in Domain A, Domain C, root Organizational Units.

Information About On-Premise Domains in Nova
Delegation Policy Control

The On premises domains page in Nova Delegation & Policy control is accessible to System
Administrator role holders and shows key information about domains which the on premises agent
has discovered.

This page can be found by going to Nova > Manage Administration > On Premises Domain. You'll
need the correct elevated permissions to access this section, including administrator/delegated
administrator access.

Here is an example of the page:
_____________________________________________________________________________________________________________________________________________________________|
) Refresh

Name Tenant Distinguished name Status

autopilotga DPCC hybrid DC=autopilotaa,DC=com Is Global Admin
dom1 DPC QA DC=dom1,0C=local 15 Global Admin
dom2 DPC QA DC=dom2,DC=dom1 DC=local 15 Global Admin

dom3 CPC QA DC=dom3,DC=local Is Global Admin

The column at the right hand side of the table indicates the status of the service account associated
with the domain. The service account is the one which was used during the agent installation. The
valid statuses are:

° Not tested

° Testing in progress

° Failed

° Is Global Admin

° Account is not global admin

° Testing failed

° Unknown
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The service account can be manually retested by clicking on the status.

Getting More Detail on Mailbox Data in Nova
Delegation and Policy Control (DPC)

In Nova Delegation & Policy Control we provide information which enables a user to review and
amend information about users and mailboxes. Since the Office 365 and Azure platforms contain a
lot of information only certain information is initially collected in relation to mailbox data. In this
article we’ll see what is initially collected, and, what additional information can be gathered on-
demand.

Initial collection

Nova collects information called ‘Mailbox detail’. This includes things like:
° Primary SMTP address
° Name
° Forwarding SMTP address
° Type of recipient
° Whether an archive is enabled or not
° Whether mailbox auditing is bypassed or not

Rescan to get more

In the Nova DPC user interface when you have a particular mailbox information shown on the
screen, you can perform a ‘rescan’ in order to get additional information.

Mailbox detail: Adele Vance

A= Detail Recipient permissions €3 Mailbox permissions 53 SMTP aliases [ Folder Statistics [J Mobile devices = Automa% C

B2 Disable Mailbox Archive 7 Change Mailbox Recipient Type

The rescan button is over on the right hand side of the header, as shown in the above screenshot.
When selected you’ll see this pop-up:

¢ Rescan mailbox
|:| Detail
|:| Recipient permissions
|:| Mailbox permissions
|:| Folder statistics
|:| Mobile devices
|:| Automatic replies

Each of this options (multiple can be selected) will collect additional information as described below:

Detail: Rescan of the basic data such as forwarding information, mailbox type, auditing status,
archiving status.
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Recipient permissions: Send-As information

Mailbox permissions: Who has Full Access, Read, Delete, Change Permission or Change Owner
Folder Statistics: Gathers folders in a mailbox along with folder size and item count. There is a sub-
scan of folder statistics to get folder level permissions.

Mobile devices: Gathers friendly name, number, Operating System, Status and Last Sync information
for mobile devices accessing this mailbox

Automatic replies: Gathers out of office information for this mailbox

1 | NOTE: If you wish to obtain send-on-behalf-of permissions, you should scan using the ‘Detail’
option. In addition in order to see the send-on-behalf-of permissions a delegated
administrator will need access to view the mailbox detail information.

When the options have been selected, and the ‘Rescan’ button clicked, Nova will submit a job to
collect the additional data, and will confirm that on the screen:

Job scheduled successfully. Changes will be visible when the job is finished.

Setting a Password Using DPC

When setting a password for a new user, or resetting a password for an existing user, ensure that the
password meets the requirements of your organization in terms of length and complexity.
If you do not, then the job to set or reset the password will end in an error state.

Re-Authorizing Nova/DPC to Enable End-User
Access

Summary

Some tenants need to re-authorize Nova Delegation and Policy Control (DPC) to enable end-users to
login.

Details

A Global Admin must run the following in a private browser session to do so:
° https://login.microsoftonline.com/common/adminconsent?client_id=1087d0ea-a372-4968-
99a0-19e034bbbc57&redirect_uri=https://null.o365autopilot.com/signin-oidc
This prompts the Global Admin to accept the permissions needed for DPC. After permissions are
accepted, end users should be able to access DPC.
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1 | NOTE: Since the redirect URI is not an actual address, it causes an error (that can be ignored)
after the permissions are accepted.

Be careful to enter the correct credentials in a private browser session. Also, never
do this for applications you don’t trust.

Virtual Organizational Units

An important feature of Nova is the ability to set up and use virtual organizational units. If you're
familiar with on-premises Active Directory, then you’ll already be familiar with organizational units.
The problem is that Azure Active Directory and Office 365 don’t have this concept. The users are
stored in a flat list, which can make working with multiple geographies and multiple departments
much more difficult. So, in Nova we’ve re-introduced organizational units. We call them virtual
organizational units. You can create a hierarchy of these just like you would in an on premises Active
Directory environment.

Creating a Virtual Organizational Unit

Follow the steps below to set up a virtual organizational unit.
Note: Any organizational units set up in Nova are not pulled into Active Directory.

1. Inthe left menu, select Manage Administration > Tenants.

2.  Either:

° Click the ellipsis button (...) next to a tenant and select New.

° Or, create a virtual organizational unit that’s nested under an existing one by expanding the
tenant, finding the organizational unit you'll create one under, clicking the ellipsis button (...)
next to it, and selecting New.

3.  Enter a name for the new organizational unit and click Save.

Note: If you wish to make use of the ‘User Assighment Rule’ feature, review this article.

Viewing Users and Groups Assigned to a Virtual Organizational Unit

Follow the steps below to see a list of users and groups currently assigned to a virtual organizational
unit.
1. Inthe left menu, select Manage Administration > Tenants.
2.  Expand the organizational units until you find the one whose users you want to see.
3.  Click the desired organizational unit’s ellipses button (...) and select Users & Groups to see a
list of users and groups that were added to the group within Nova. Note: You can see other
objects as well, such as mailboxes and contacts.

Adding a User or Group to a Virtual Organizational Unit

Complete the steps below to add a user or group to a virtual organizational unit.
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In the left menu, select Manage Administration > Tenants.

Expand organizational units until you find the one to which you’ll add a new user or group.
Click the desired organizational unit’s ellipses (...) button and select Users & Groups.

Select the checkbox next to the desired user or group and click the Move button.

Expand the tree until you find the desired target organizational unit, and then select it and
click Save.
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Deleting a Virtual Organizational Unit (Moving Assigned Users)

When deleting a virtual organizational unit containing users, those users can be moved to another
vOU. Here’s how to do it:
1. Inthe left menu, select Manage Administration > Tenants.
2 Expand organizational units until you find the one you want to delete.
3.  Click the desired organizational unit’s ellipses button (...) and select Delete.
4 In the left frame, find and select the vOU to which you’ll move any users from the deleted
vOU, and then click OK to apply the changes.

Video

Here’s a video showing the steps above:
https://youtu.be/jOsz2mE16G0

Creating a Group and Team Prefix

Administrators can define a prefix that is applied to the name of newly created groups and teams.
The prefix can be set separately for each organizational unit in the enterprise.

Creating a new group prefix

Follow these steps to enable this functionality for newly created groups and groups associated with
teams:

1. In Nova, go to Manage Administration > Tenants.

2.  Find the desired root tenant or meta Organizational Unit (OU).

3.  Click the ellipsis (...) and select Edit.

4 Enter a prefix that will be applied to all newly created groups.

Creating a new team prefix

Follow these steps to enable this functionality for new teams.
1. InNova, go to Manage > Teams.
2.  Find the desired Teams OU.
3.  Click the ellipsis (...) and select Edit.
4 Enter a prefix that will be applied to all groups associated with newly created teams.
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How do | take an Action on all Members of an
Azure Active Directory Security Group

A configuration policy authorizes you to add actions onto groups or virtual organizational units to
allow for standardization and consistency throughout your tenant. For example, you can change a
users’/groups’/vOUs’ Azure Active Directory details, add managers and so on. Look here for more
information on configuration policies.

The best protocol in order to apply actions to a Azure Active Directory security group is to create a
configuration policy scoped to the target group and not add a filter to that group. Let’s go through
how to do that.

First, find the security group or groups you would like to add actions to. This can be found be going to
Nova > Manage > Groups. Then select Security group from the drop down list. Make a note of this,
or add these groups to a virtual organizational unit. To do that, check out this page.

inistration

fonitor

Oo0ooooooooooao
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Now create the configuration policy for these groups/vOU. Go to Manage Administraio
Configuration policies, then click Add then add a name to your policy. Then click Add on the Policy
Scope section.
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Then choose Group from the select type drop down list and select the security groups from your
tenant. Alternatively, choose the vOU that you may have created.
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Managing on Premise Active Directory Groups
with Nova DPC

Introduction

In a hybrid Office 365 environment where there are still users and groups in a local (on-premise)
Active Directory, groups can be added and managed to that local directory. There are some
combinations of groups and user objects which aren’t compatible or allowed to be included in
groups.
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Details

Some objects can not be added as a members to groups, it depends on a property call group scope. If
you try to add group with invalid group scope, a job in Nova Delegation & Policy Control is scheduled
but it ends with error. The correct / allowed combinations of users and groups is shown below:

The following table summarizes the objects that can be members of each group scope:

Group Members from the Members from Another Domain Members from a Trusted
Scope Same Domain in the Same Forest External Domain

Users Users Users

Computers Computers Computers

Global groups Global groups Global groups
Local Universal groups Universal groups

Domain local groups
Local users defined on the
same computer as the local

group

Users Users Users
Domain Computers Computers Computers
Local Global groups Global groups Global groups

Universal groups Universal groups

Domain local groups

Users Users N/A
Universal Computers Computers

Global groups Global groups

Universal groups Universal groups

Users N/A N/A
Global Computers

Global groups

User Assignment Rule

When creating a virtual organizational unit, as well as giving the vOU a name, you can enter a User
Assignment Rule. With this feature users will be automatically moved to this virtual organizational
unit, based on the rule that you specify.

I New organizational unit

MName *

UK

User Assignment Rule

Here are some example rules:
User.City = “Zilina”
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This assigns users to this OU when the users city is set to Zilina.

User.AccountEnabled = false
This assigns users to this OU when the user account is enabled.

User.City="Redmond” and User.AccountEnabled = true

This assigns users to this OU when the city is set to Redmond, and the account is enabled.

If you need further assistance in developing a rule to suit your business needs, reach out to our
customer experience team.
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4

Licensing

The Licenses page shows information about licenses in tenants that you can access. On this page you
can:

° View license information on the current or other accessible tenants
° View how those licenses are assigned
° Depending on license policies, you can assign licenses to users

Overview of Data Sources in Nova

Nova gives you the potential to review data from many different data sources, and to combine them
into reports. In the user interface, the individual data sources are organized into these groups:

Data Source
Category
Adoption Accelerator|This includes data related to Nova Adoption Accelerator campaigns.

Description

Alert Data

Audit Data This is audit data relating to Office 365.

Beacon Data

Beacon Log Data

This is data relating to your Exchange environment, including data sources for

Exchange Data . .
g Mailboxes and user activity.

License Data This is data for your license management in your environment.

This includes data for mobile usage, including devices used by your users and
applications downloaded.

This is data in relation to your Office 365 environment, including Azure groups
and members, as well as subscriptions.

OneDrive Data This is data about your OneDrive environment.

Mobile Data

Office 365 Data

Organization Data

Other This includes data about licenses and the System Lookup Service Status.
SharePoint Data This is data about your SharePoint environment.
k For Busi L . .
SDa\'ize Or BUSINESS|1his is data about your Skype for Business environment.
Teams Data This is data about your Teams environment.

Test Result Log Data
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Workload Data

Workload Log Data

Yammer Data This is data about your Yammer environment.
This includes Office 365 user-related data. For example, display names, job
User Data titles, location, etc. Here’s an example of a report containing Office 365 user
data.

Click here for more information.

License Types

In Nova there are several types of license that can be added to give access to features and services
within the product. The Nova System Administrator for your tenant can see the licenses which are
assigned, as well as the roles relating to individual users.

This is an example of a screenshot of what the Nova System Administrator might see:

X
Add Trial Subscription

Select a service that you would like to trial for this organization below

v

Reporting and Audit
Delegation & Policy Control
Adoption Accelerator

Service Availability

Types of License

The available licenses are as follows:

Delegation and Policy Control

This gives access to the Delegation & Policy Control areas of Nova. It allows administrators to create
and manage policies, as well as delegated administrators to perform actions according to those
policies, such as changing an end-user password, adding an out-of-office message and so on

Service Availability
This gives access to the service health dashboard with Nova.
Adoption Accelerator

This gives access to the Adoption Accelerator features with Nova. It allows campaigns to be created
and monitored whilst they are in progress.

Reporting and Audit
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This gives access to the reporting areas of Nova including pre-built reports and the Report Center.

Example of License

As an example, if the Adoption Accelerator license is added, then users of Nova will see the following
(provided they have been granted access, and the correct roles assigned):

Governance
Licensing
Usage & Adoption

&9 Adoption Accelerator

i: Teams Usage

Compliance

Service Monitoring

Many organizations move their on premises services to the cloud in hopes of getting better service
than they have—better up-time, security, resiliency, data protection, etc. Nova Service Health
provides Office 365 workload availability monitoring that helps an organization see whether Office
365 is as reliable as the organization hoped. This is achieved through:

° Performance monitoring

° Outage location tracking

° Workload availability monitoring

° SLA reporting
This information is invaluable when troubleshooting Office 365-related problems. The service gives
an organization quick answers to questions like:

° Is the service available? Nova Service Health offers global awareness of Office 365 service
status.
° Is it performing like it should? Find answers in SLA planned-versus-actual reporting.

° Can a certain user use the service? Helpdesk troubleshooting is easier with per-user visibility.
° Are there any problems with the service that might affect my users? Check per-location
statuses to find out.
Nova Service Health gives you access to historical and real-time monitoring data, so you can see
what’s broken now, what was broken in the past (including when it broke and when it started
working again), and a historical record of latency, uptime, etc. This allows you to make data-driven
decisions.

You can monitor service availability globally:
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Or, focus on a specific location:
Boydton

I v Exchange Online Scan Component

Test Name Date/Time Value Type Status Message
I Auto Discover Execution Ti - 6/27/2019 7:54:38 AM 1155258 ms critica [ ]
Create Email With Attachm  6/27/2019 7:54:38 AM 103654 ms passed

Create Email Without Attac  6/27/2019 7:54:38 AM 155.21 ms passed

Create Folder Execution Tir  6/27/2019 7:54:38 AM 586.84 ms passed

Close

Here'’s a video with more information about Nova Service Health:
https://youtu.be/3kOhyf_kwFg

What does it monitor?

Microsoft data centers are automatically monitored for Office 365 workload availability, outages,
performance, etc.

Besides monitoring those data centers, Nova Service Health can be configured to track availability
and performance of other services, as well.

For example, if you have a lot of users in a certain location, let’s say Toronto, you could install a
beacon on a virtual machine in Toronto. Then, Nova Service Health reaches out to a mailbox that
you configure and tests the availability/performance.

In this example, it’ll test the connection from Toronto to the data center where the mailbox exists

Adding a Service Monitoring Beacon

1 | NOTE: The beacon requires .Net Framework 4.7.2.

Follow the steps below to install your own beacons that will be monitored using Nova Service Health.
1. Loginto Nova.

Click the Settings button (a gear icon) located in the top right of the page.

Click Monitoring, which is located under Application Settings.

Select Beacon Management.

Click Add > Beacon.

Enter an email address, and then click Send. An email containing an installation code and a

link to download the installer will be sent to the email address.

From the email, download the installer to your Windows server.

8.  Runtheinstaller. When prompted, enter the installation code from the email.

9. Review the logs to ensure the beacon was registered successfully.

oV e wN

N
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10. In Nova, go back to Settings (using the gear icon) > Monitoring and add any desired
workloads (by clicking Beacon Management > Add > Workload).

Add Workload X

Select an a workload type *

Exchange Online w

Email Address *
impersonationaccount@upn.com ‘
Impersonation Password *

[IIITT1T] n ‘
Target Mailbox *
testmailbox@domain.com ‘

Delegate Mailbox *

testmailbox@domain.com ‘

n Configure Monitoring Rules (optional)

11. When registration is successful, you’ll be able to see an entry in the logs indicating registration
was successful. Here’s how it looks:

&) GsxRobotMansgerLog.txt (3.5 KB) - BareTailPro - o X
File Edit View Dreferences Help
@open < Hohighting ¥ Folow Tail |ANSI | [€\Program Fles g bt (35 KB)
1 10:25:43.7962 ~06:001 INFO| 1| Prog
22 Program|Gax.RobotManager, Versicn=4.0.1.0, Culture-neutral, PublicKeyToken-null
o TCing up Gsx.RobomManager Service...
Program| Program Loading Robot Manager configurations from registry...
Program| progran. cbotianager.Opticns. json’ 1s cuna, creating
Program| Program. ng to RMQ bus with the foll configuratio 1 Joud DEV. €15alcc
art: Starting Gex.RobotManager Service.
RpplyRevisions: Applying DB revisions...
RpplyRevisions: Applying U8 revision mo.
ag= IR0 ApplyRevisions: Applying DB zevision no.
Applying 0B revision no. '
: Applying 0B revisicn mo.
: Mpplying DB revision no. 'S
a : Applying DB Xevision no. "€'...
RobotManagerService |RobotManegesService.Stars: Starting Web App at 'http://localhost:SL000/"...
nStartup. C; : Starting Swagger...
OwinStartup|OwinStartup. Configuzation: Swagger Ls properly startsd.
Web App is running at ‘http://localhost:$1000/¢
Starcing Robor Manager thread...
RobotManagerService |RobotManagerService. Robot Maneger threed ia started succeasfully.
Run: Running robot manager thread.
R ist oot manager (if needed)
Waiting for state ‘Pending’
Run: Starcing neart beat tizer...
6:001T Thread T Run: Starcing robota health check tizer...
2018-09-11 response 1s received. State is Success.

Note

Until you add workloads to your beacon, the beacon icon on the Monitoring dashboard shows the

NoData icon. After you add workloads to the beacon, you'll see test results in the dialog after 1
minute:
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By default, a scan of the workloads occurs every 60 seconds. However, the status on the dashboard
map only changes if the beacon status has changed since the last scan.

S

Editing a Workload

You can change monitoring rules (pass/fail and latency) by editing the beacon’s workload:
1.  Click the Settings button (a gear icon) located in the top right of the page.

Click Monitoring, which is located under Application Settings.

Select Beacon Management.

Select Edit > Workload.

Click the ellipsis button (...) and select Edit.

Make desired changes (using the screen shown below), and then click Save.

o unkwnN

Edit Workload X

Select an a workload type *

»canComp

Configure Monitoring Rules (optional)

Pass / Fail Rules

Test name Number Severity "
19 i ]
+ X if ‘ Averagelitter v | fails | 5 B | times mark | critical v
- ’ . - !
—+ X if ‘ Averagelitter ~ fails 1 B times, mark ‘ degraded ~
» ¥
+ x if ‘ DegradationAverage ~ fails 1 B times, mark ‘ degraded v
L W
Latency Rules
Test name Operator time(ms) Severity =
. * ¥ H
+ X if ‘ Averagelitter latency N | 30 = , mark ‘ degraded ~
¥ ¥ ¥
+ x if ‘ Averagelitter latency > v 50 = ,mark | critical v
+ X if ‘ Degradation... ™ latency > ™ | 1 ) , mark ‘ critical v
W

Save Cancel
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Stopping a Workload

You can stop a workload to stop future scanning.

1.  Click the Settings button (a gear icon) located in the top right of the page.

2.  Click Monitoring, which is located under Application Settings.

3. Select Beacon Management.

4.  Select Edit > Workload.

5.  Click the ellipsis button (...) and select Stop.
After a workload is stopped for about 5 minutes, the old test results are removed and the workload
status changes to Critical. The beacon status changes to NoData.

Removing a Workload

Removing a workload removes it from the server running the beacon. Here’s how to do it:
1.  Click the Settings button (a gear icon) located in the top right of the page.

Click Monitoring, which is located under Application Settings.

Select Beacon Management.

Select Edit > Workload.

Click the ellipsis button (...) and select Remove.

vk wnN

User License Changes Delayed

Summary

After you update a user’s license, you might notice the change isn’t immediately visible in the user
interface. This article explains why, after you make user license changes, there is a delay in the User
details > Licenses list being updated to reflect the changes.

Details

You selected a user and you’re editing their license(s) using the Users detail > Licenses screen (shown
below).

Neme

OFFICE 365 ENTERPRISE €5

O
O] sowse  apusen o

aaneswool,

Ooooood

You made changes to the user’s licenses, assigning/removing licenses. A notification displays (shown
below), telling you the Set Azure AD User License job is running.

Quadrotech Nova by Quest User Guide <%USER_GUIDE%>

) ) 80
Licensing



Job scheduled successfully. Changes will be visible when the job is finished.

' Advanced filter (@ Jabs currently running for this tenant object: Set Azure AD User License

A= Detail @ Licenses /& Onedrives = Automatic replies @ Authentication

Sku

Win10_VDA E3

OFFICE 265 ENTERPRISE ES

() Refresh - Createuser ~~  [i] Delete #= Columns
| Name User principa.. Evaluate OU rules OU rules conflict Tenant
[ | I | I —
| 2 2@M36E5X... v X M365x576.
O AD user ADuser@a.. v x M365x576..
Adele Vance AdeleV@. v x M365x576.
O Agnes Wo. agneswool. 1% x M365x576.

The notification disappears when the job is complete. This happens in real time without any need to

refresh the screen. However, you notice even after the notification closes, your changes are not

visible in the Licenses list.

Explanation

The change is not visible in the Licenses list right away when the Set Azure AD User License job is

completed since the webhook needs to detect the change, which then triggers the Get Tenant User
job. Once both jobs (Set Azure AD User License and Get Tenant User) are complete, then the change
displays in the user interface—no refresh needed.
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5

Reporting

You'll find Nova built-in reports right where you need them. You’ll find them in sub-menus related to
associated operations. For example, if you want to know about things related to productivity, you
can check the Mobile Device Overview report in the menu under Productivity. Or, if you want to
know about usage and adoption of Microsoft Teams, you can check the Teams Usage report located
under the Usage & Adoption menu option. Here’s how it looks:

LH Dashboard

Report Center
Productivity
(] Exchange Settings
ful] Group Details
(1] Mobile Devices Overview
: User Details
B> SharePoint Explorer
C2 Public Folders Explorer

Licensing

(il License Overview

Usage & Adoption

%) Adoption Accelerator

| Mail Traffic
(il OneDrive Usage
SharePoint Settings and U...
Skype For Business Usage
1il] Teams Usage
1| Top Mail
Yammer Usage

: Workloads Overviews

The highlighted boxes show reports
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Nova reports are rich and customizable. Rather than having 10 or more mobile device reports, each
showing part of the story around mobile device usage in an organization, those 10 reports are
combined into one rich report with multiple sections. The condensed reports have a stunning level of
detail and information, giving you a more complete picture of your organization’s operations:

Users by Location Stats & tditite Users by Location Stats & tdtite

2007

150

100+

0

Y Y
No Country/Region UK United States Singapore

@ (No name) @ Singapore @ UK @ United States
W No Department B8 Logistics B Marketing W Operations Wl Sales N Security W Senior Management Wi Shared WM Technical Support

ETbev [Fv O @ ¢ Edit section

& Add title

Display Name & Department
Board Room Shared
Conference Room 1 Shared
Conference Room 2 Shared
Douglas Ross

Esta Chiasson Sales

Ivory Cassella Senior Management

Kandace Choquette Marketing

Reports can be delivered by email, as well, by scheduling them. You can also clone reports and edit
the copy, upload report definition (json) files, or use the powerful Report Center to build your own
reports to suit your business needs.

Configuring Reporting for SharePoint Online
Reports

Overview

This article will explain the process you will need to follow in order to setup Nova/Radar for
SharePoint Online reports. The process will take you through granting the existing Nova/Radar
Reporting service account permissions to read SharePoint data and setting up the Site Collection
reports with the Nova/Radar application.

Granting Access to the Nova Reporting Service Account
1. Log into the Office 365 Portal
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2. In the navigation pane on the left, Under Admin centers, select SharePoint. This will take you to
the SharePoint admin centers in a new window.
P Health v Recon
you

Based on you

Admin centers
0 Security
Compliance
Exchange

SharePoint

% & B O

Customize navigation

= Showall
.
Cirn_

3. In the Admin center, Click on Sites and select the Active sites button:

il Home

B Sites -~

I Active sites

Deleted sites

3% Polidies v
ﬁ’:i Settings
|E:'-'¢ Content services .

4. An Active site need to be selected from the list in order to display the Information Blade. Once site

you would like to add into Radar/Nova for Office 365 Reports is selected, choose Permissions and
then Manage.

Active sites

Use this page to sort and filter sites and manage site settings. Learn more

~+ Create i Export

Site name T URL Storage used (GB) Primary admin Hub
Communication site https://techcountryenv.sharepoint.c..  0.22 Company Administrator
General ../sites/General 0.00 R Group owners

Communication site

General Activity Permissions Policies

Site name URL

Communication site https://techcountryenv.sharepoint.com
Edit Edit
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Communication site

General Activity Permissions Palicies

For info about each role, learn more.

Site admins (3) P

Company Administrator Service Account for Nova Repo...

Service Account for Radar Rep...

N;aq%;g

5. A new blade window will come up with two options. In the search box search for the name of the
Radar/Nova Reporting service account you used when you initially sighed up for Reporting, add the
account and click on save.

1 | NOTE: If when you signed up you chose ‘Automatic Signup’ then the service account will be
called ‘RadarReporting’

Manage admins

2 admins

Add an admin

rada|

‘ ° Service Account for Radar ...

Company Administrator Primary Admin

Role

Service Account for Nova R... Admin e X

6. The permissions should now be applied to the service account.

1 | NOTE: Sometimes issues in the back-end replication can lead to this not always being the
case. To confirm that all has been applied correctly on Microsoft’s servers, navigate to your
site collection’s Administrator Management page. The service account should be listed in the
box with the other admins.

More information could be found in Microsoft document.
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Adding In your Site Collection in Nova

1. Loginto Nova and select Radar Classic or System Administrator role and go to Setting (cog
icon in top right corner)

EEC - ¢ ° ©

2. From opened menu select Reporting from Application Settings section
. Application Settings

(
- & System Settings
@ Monitoring

! Reporting

3.  Select SharePoints Reports and add Site Collection you granted access in steps above with
+Add button

L System Settings @ Monitoring | sl Reporting

« .
SharePoint Reports
@ Overview
Attention: SharePoint site collection reporting requires that the Reporting Service Service account be granted permissions. More
information
£3% General Settings
The following SharePoint Site Collections will be available in your SharePoint Reports.

V) Security Settings

-+ Add i Delete

|| ® SharePoint Reports

4. You can add one or multiple Site Collections. If the rights are granted correctly the status will
change from Pending to Verified after next collection

Add Site Collections

You can manually add one or maore SharePoint site collections to the box below.
Each site collection should be entered on a new line.

https!" Tefl s m ©pem.sharepoint.com/sites/IT

https, s megme sharepoint.com/sites/QA
https "% 0 o T msharepoint.com/sites/Dev
https, = = gmow.sharepoint.com/sites/DevOps
httpsj === == .sharepoint.com/sites/Sales
https’ T s m T welwi.sharepoint.com/sites/Finance

Add Site Collections
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The following SharePoint Site Collections will be available in your SharePoint Reports.

—+ Add Delete
Site Collection Last Updated Status |
httpsf T Jsharepoint.com 2020-10-18 22:33:11 Verified
https:sharepoint.com/portals/community 2020-10-18 22:14:06 Verified

Combine Multiple Charts

Combining multiple charts in Nova Report Center allows you to see your data in one easy-to-read
graph, giving you easy comparison between a variety of data sources.

You are able to combine as many charts as you like, however there are a few caveats to keep in
mind:

° The charts you would like to combine must be the same chart type e.g. bar, line, column. You
are unable to combine pie charts.

The axis types must be the same. This is your applied to and series name categories when
creating your chart.
To combine your charts:

1. Create your chart. Remember that only bar, column and line graphs can be used for
combining. To see how to create a chart, check out this article.

2. Click the Overlay checkbox to select the charts you would like to combine.

Iz Chartorpivot v v B T

Outbound Mail & Edititle
&/ Add description

& Edit section

2400

1800

1200

600

2020-10-19 00:00:00  2020-10-17 00:00:00  2020-10-15 00:00:00  2020-10-13 00:0000  2020-10-1100:00:00 ~ 2020-10-09 00:00:00 2020-10-07 00:00:00  2020-10-05 00:0000  2020-10-03 00:00:00 2020-10-01 00:00:00
~o- Outbound Good Mail

3. Once you have selected 2 or more charts to overlay, click Combine sections.

s Pin @ Share with Org & View Y/ Filter ™ | & Combine sections
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Your charts should now be combined into one. Your sets of data will be individually color coded for
easy analysis, and you can hover over your data to get specific numbers.
Outbound & Inbound Mail &

18000

12000

2020-10-16 00:00:00

Outbound Good Mail : 1,962
6000

e
/\ ¥ ——— /"—O—O\—o_—o\ =
0 @
2020-10-20 00:00:00 20207107{8 00:00:00 202040—1‘6 00:00:00 20204071'4 00:00:00 202040'1‘2 00:00:00 2020—104‘0 00:00:00 2020'10—0‘8 00:00:00 202040—0‘6 00:00:00 202040'54 00:00:00 2020-10-01 Ob.OO 00
-o- Outbound Good Mail Inbound Good Mail

You can uncombine your charts at any time by clicking Uncombine. This is useful if you need to edit
one chart within your combined report, as you can’t do so when your charts are combined.

Subscription Overview

The subscriptions overview page in the Nova user interface allows you to get an overview of licenses
which are consumed in an organization, and gives you the ability to configure price information so
you can determine the cost of licensing to your organization.

Organization License Sku Name Percent Used Total Licenses Assigned Lice...  Unassigned Li... Idle Licenses Price / Unit / Month
Filter Organizations l | Filter License Sku Name | l Filter Percent Used I l Filter Total Licen... l l Filter Assign... l l Filter Unassi... l l Filter Idle Lic... l l Filter Price
quadrotech.onmicrosoft.com Enterprise Mobility + Security E3 oy — 200 149 51 52 $8.80
quadrotech.onmicrosoft.com Office 365 E5 Without Audio Conferencing 100%_ 150 150 0 0 $24.00
quadrotech.onmicrosoft.com Audio Conferencing v —— 125 118 7 7 $4.00
quadrotech.onmicrosoft.com Visio Online Plan 2 T 1 10 1 1 $18.00
quadrotech.onmicrosoft.com Power Bi Pro '5% 100 5 95 95 $9.99
quadrotech.onmicrosoft.com MCOPSTN_5 100% 22 22 0 0 $0.00
quadrotech.onmicrosoft.com Exchange Online (Plan 1) 0% 10 10 0 1 $4.00
quadrotech.onmicrosoft.com Azure Active Directory Premium P2 0% 1 1 0 0 $9.00
quadrotech.onmicrosoft.com Power BI for Office 365 Standard 15% 200 3 197 197 $0.00
quadrotech.onmicrosoft.com MCOPSTNC 0% 10000000 33 9999967 9999967 $0.00

If the scope of your Nova access includes multiple tenants, you can filter and show just a subset, or
one, tenant. Up to 20 tenants can be selected in that filter.
The price associated with each license can be changed by clicking on it in the user interface.
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Reclaim and Redistribute Licenses From Disabled
Users

As a license manager, you want to have maximum use of your purchased licenses. You don’t want to
see them assigned to users which, for example, may no longer be affiliated with your company.

You can reclaim licenses from disabled users after 14 days from their last previous activity. This
report gives you an insight into which licenses are assigned to disabled users, so you can remove
them and assign them to users who may need them.

If you are a Nova subscriber, you can find this System report in the Report Center, titled ‘List
Disabled Users With Assigned Licenses’.

Disabled Users with Enterprise E3 Licenses = 4
Display Name T License Mame Account E... Country or... Department
Enterprise Mobility + Security E3 No Admin
Sort data by
Display Name 1 x ‘ 50 rows v ‘ < Viewing 1to 1 items >

1 | NOTE: If you are curious about accounts before your previousing of Nova, these accounts will
be shown as disabled, but the activity date will be empty. This is because Nova hadn’t began
to ingest audit events prior to its provision date.

Irregular Sign In Activity in Nova Report Center

The Irregular Sign-Ins system report in the Nova Report Center allows you to see sign-in attempts
from users both external and internal to your environment. This includes multiple sign in attempts
and locking of accounts.
The table includes information that drills down into the details of the sign-in, including:

° Name

° Time and date

° Workload

° Application used (Internet browser/EWS etc.)

° Error code

° Additional status information —examples include login credential errors or if the log was an

expected part of the login flow.
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List of Irregular Sign-ins ©

=

Display Name SigninDate Time | Failure Reason  Resource Display Na...  Client App Us... ~ App Display ...  Error Code Status Additional Details Is Interactive
| | \ | | | | | | | | \ \ -
2020-09-24 08:07:23 Either multiple us...  Azure DevOps Mobile Apps and...  Visual Studio 16000 N/A - Hide in logs No
2020-09-24 08:03:42 Strong Authentic. Office 365 SharePoint Onli Microsoft Office 50074 User needs to perform multi-factor authenticatio. Yes
2020-09-24 07:54:06 Error validating c. Office 365 Exchange Online Exchange Web S... Office 365 Excha.. 50126 The user didn't enter the right credentials. It's ex... No
2020-09-24 07:50:30 Error validating c. ‘Windows Azure Service M. Mobile Apps and. Microsoft Azure 50126 The user didn't enter the right credentials. It's ex. Yes
2020-09-24 07:50:22 Error validating c... Windows Azure Service M... Mobile Apps and... Microsoft Azure 50126 The user didn't enter the right credentials. It's ex... Yes
2020-09-24 07:44:12 Error validating c. Office 365 Exchange Online Exchange Active. Office 365 Excha. 50126 The user didn't enter the right credentials. It's ex. No
2020-09-24 07:34:40 Error validating c... Windows Azure Active Dir. Mobile Apps and. Windows Sign In 50126 The user didn't enter the right credentials. It's ex... No
2020-09-24 07:34:18 Error validating c.. Office 365 Exchange Online Exchange Web S. Office 365 Excha. 50126 The user didn't enter the right credentials. It's ex. No
2020-09-24 07:29:41 This occurred du...  Windows Azure Service M...  Browser Aaure DevOps 50140 This is an expected part of the login flow, where .. Yes
Sort data by
Sign In Date Time | x l 50 rows v ‘ < Viewing 1 to 50 items >

v

Another section of the report gives you a pie chart on where the sign-ins have occurred by country.
This is useful to quickly identify if sign-ins have happened in locations where your organization and its
users aren’t affiliated.

The final section gives you information on the main failure types and how often they occured over

455

Location of Irregular Sign-Ins (Last 7 Days)

21\

No Country or region @ Canada @ Slovakia @ Switzerland

the previous seven days.

= L

United Kingdom @ United States
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B Table v [~ I W & Edit section
Irregular Sign-In Details Count (Last 7 Days) & Edittitle

¢ Add description

Status Additional Details Status Additional Details Count —+

A user was sent to a tenanted endpoint, and signed int... 2

Application error. Contact the app developer and ask t... 3

Ask your tenant administrator to provide consent for t... 3 I
Assign the user to the app. See https://docs.microsoft.... 123

Developer error - the app is attempting to sign in with... 24

Expected - auth codes, refresh tokens, and sessions ex... 36

Expected error when the user attempts to connect a Li... 4

Expected part of the token lifecycle - either an admino... 5

500 rows v < Viewing 1 to 34 items > -

Remember, you can modify these system reports and tweak them to suit your needs. To do this, you
will need to clone your report by clicking Edit, then clone. These will then be made private reports
and only available to you.

Data Sources

Reports built using the Nova Report Builder contain information from from various data sources. For
example, reports might contain data related to Microsoft Teams, Yammer, Skype, and more.
Additional data sources will be added over time.

A data source is a specific subset of data fields that are collected into a grouping for report creation.
Here’s an example. In the menu, data source categories are shown in blue and the actual data
sources are shown in black.
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Quadrotech Nova User Data -

Azure AD Contacts

Azure AD Users Usage Statistics

[H Dashboard 5 Pin
Azure AD users

[2¥ Report Center

Azure MFA/SSPR (Preview)
@ General Reports Azure User Automatic Replies

@3 Exchange Reports & Add title Office 365 Users

User's manager
*® Groups Reports o
¢ Add description

Adoption Accelerator

Productivity . . .
Adoption Accelerator Campaign Activity

Licensing Choose data source (D Adoption Accelerator Campaign Members

Usage & Adoption Onedrive User Statistics | Adoption Accelerator Campaign Notifications
Adoption Accelerator Campaigns

Manage
Alert Data

Manage administration
Alert

O Security Reports ® Audit Data
Service Health S Office 365 Audit Data

Beacon Data
Select chart type

@ Beacon
= o=
=
I]ﬂl] ﬂﬂﬂ = % Beacon Log Data 1)
Column Stacked Bar Stacked Pivot
Column Bar BeaconlLog

Campaign Data
Set chart color paig

. . . . Campaign
Exchange Data

Choose operator Choose applied to Exchange Client Access Settings itional)

As you see in the image above, data sources are separated into categories. Here’s more about each

category:

Data Source Category |Description

This includes data related to Nova Adoption Accelerator

Adoption Accelerator .
campaigns.

Alert Data

Audit Data This is audit data relating to Office 365.

Beacon Data

Beacon Log Data

This is data relating to your Exchange environment, including

Exchange Data . .
g data sources for Mailboxes and user activity.

License Data This is data for your license management in your environment.

This includes data for mobile usage, including devices used by

Mobile Data
your users and applications downloaded.
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Office 365 Data

This is data in relation to your Office 365 environment, including
Azure groups and members, as well as subscriptions.

OneDrive Data

This is data about your OneDrive environment.

Organization Data

Other

This includes data about licenses and the System Lookup Service
Status.

SharePoint Data

This is data about your SharePoint environment.

Skype For Business
Data

This is data about your Skype for Business environment.

Teams Data

This is data about your Teams environment.

Test Result Log Data

Workload Data

Workload Log Data

Yammer Data

This is data about your Yammer environment.

User Data

This includes Office 365 user-related data. For example, display
names, job titles, location, etc. Here’s an example of a report
containing Office 365 user data.

Report Examples

To see reports using these data sources, click here.

Scheduling Reports

You can schedule a report to be generated and emailed to a certain person or group.

Dashboard

Report Center

General Reports

' Download PDF & Print ¢ Edit

2 Pin (® Schedule

You can send a report one time, daily, weekly, or monthly.
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For example, you could schedule a subscription overview report to be sent to the CTO at the
beginning of each month, so they can see how many Office 365 licenses are being used and are
available across the organization.

More on the schedule center can be found here.

Add a Logo to Your Report

You have the option to add a logo to your report in the Nova Report Center. This allows you to add
your own unique branding to each report, including system reports.
To do this:
1. Signinto the Nova Report Center as an administrator and click on the cog icon in the top right
hand corner.
2. Click System Settings in the Organization sidebar.
3. InOverview, click Custom Branding.
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4. Click Upload logo, then select the image you would like to include in your reports.

Y

RG
X
Organization

Change organization settings here. These affect just this
organization.

Contact Center

Update the contacts you would like to be notified when alerts
or other events occur, and which alerts each contact receives

Schedule Center

See and manage the scheduled reports you currently have
setup

Motification Center

Review and manage the notifications/alerts your organization
currently has

Application Settings

System Settings

@ Monitoring

il Reporting

L1 System Settings @ Monitoring [ Reporting

@ Qverview 3

|l @ Custom Branding |

Custom branding

Drop image here or Upload Lege

Upload logo 4

You can re-brand reports with your company loge. This loge will be displayed on reports in Report Center as well as printed and scheduled reports

Your report should now be located in your reports, like the Quadrotech logo as seen below, in both
the Nova Report Center and when downloaded as a PDF.

© Select an organisation v s Pin | Download PDF 5 Print ¢ Edit (D Schedule X Close report
Choase one or more groups v
" = 4 Monthl M N = v
Monthly Outbound Message Traffic < ly Inbound ge Traffic <
60000 220000
45000 165000
30000 110000
15000 55000
2020°03-31 20200430 20200531 20200630 2020-07-31 2020-08-31  2020-09-30 2020°03-31 20200430 20200531 20200630 20200731 2020-08-31  2020-09-30
I Outbound Count M Inbound Count
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Quadrotech

Monthly Outbound Message Traffic
60000")

450004
30000+

15000

ol
2020-03-31 2020-04-30 2020-05-31 2020-06-30

Il Outbound Count

PDF

You may only have one logo on your report at a time. To remove the logo, follow the steps above
and click Remove logo.

2020-07-31  2020-08-31 2020-09-30

How to Create Stacked Graphs

Creating stacked graphs in Nova allows you to view multiple data fields in one easy to analyze chart.
For example, in the chart below, we’ll create a stacked bar graph that shows the sum of inbound mail
and outbound mail in one chart.
To begin creating your stacked chart:
1. Create a new section and give your chart a name.
Choose the Office 365 Mail Traffic data source.
Choose Stacked Column. You can also select Stacked Bar or Stacked Line if you prefer.
For your operator, choose Sum.
For Applied to, choose Inbound Good Mail and Outbound Good Mail.
For Series Name, select Scan Date.
Add sorting, then select Scan Date. Choose descending from the drop down list.
Input your Offset and Limit. These are the amount of dates that appear in your chart.

O NV A WN

The data should now appear within your section. Click close section, then save.

Inbound & Outbound Mail & L
6000
ASOO*E

3000

1500

ol

2020-11-03 2020-11-01 2020-10-30 2020-10-28 2020-10-26 2020-10-24 2020-10-22 2020-10-20 2020-10-18 2020-10-16
M Inbound Good Mail QOutbound Good Mail
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1 | NOTE: Currently, you can’t download stacked charts as a PDF. We will update this article once
this feature becomes available.

Nova IP Addresses

Some companies have Conditional Access requirements, to lock down the service accounts to only
be able to access their environment from a whitelisted IP range. You can do the same for Nova
service accounts by whitelisting the following IP addresses, dependent on the region your Nova
account is hosted:

us
52.4.135.49
52.7.89.28

EU
52.17.100.102
52.18.76.133

In order to send out scheduled reports, the following SMTP IP addresses also need to be allowed:
US SMTP IPs
52.6.218.113
52.21.158.57

EU SMTP IPs
54.72.208.154

Attribute Based Configuration Policies

As of the 21st May 2020 release of Nova, configuration policies can now be based on attributes,
which can be used to define who is covered by the policy.

For example, as a Nova administrator, you may want to automatically assign licenses to users based
on which groups or Teams they are in to automate license management and assignment.
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Add configuration policy

Name

San
Name
test
Assignment
Affected units / groups  User condition  Actions
~+ Add i] Delete | Applied on child OUs
l:‘ Name Type
| | -
Add configuration policy =
Save

test

Assignment
Affected units / groups  User condition  Actions
-+ Add v~ Ti] Delete

Group

Property
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Populated Recent Activity in User Profile

As of the 6th July 2020 release of Nova, the Recent Activity section within User Profile is now more
populated. This provides you a better and wider scope of information in fewer clicks.

Overview  Mail Teams  Skype OneDrive  Sharepoint  Exchange Online Distribution Groups ~ Mobile Devices  RecentActivity  Mailbox Size and Growth

Workload Operation Creation Time Record Type Target Object Result Client IP
l Il I I I I |

OneDrive FileModifiedExtended 2020-06-19T14:47:45 SP File Or Folder Operation https://quadrotech-my.sh.

OneDrive FileAccessedExtended 2020-06-19T14:47:45 SP File Or Folder Operation https://quadrotech-my.sh...

OneDrive FileModifiedExtended 2020-06-19T14:47:14 SP File Or Folder Operation https://quadrotech-my.sh...

OneDrive FileAccessedExtended 2020-06-19T14:47:13 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.237.220

OneDrive FileModified 2020-06-19T14:46:42 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.237.220

OneDrive FileAccessedExtended 2020-06-19T14:46:42 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.237.220

OneDrive FileModifiedExtended 2020-06-19T14:46:15 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.237.220

OneDrive FileAccessedExtended 2020-06-19T14:46:14 SP File Or Folder Opﬁvaz%nn https://quadrotech-my.sh... 72.39.237.220

OneDrive FileAccessedExtended 2020-06-19T14:45:45 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.

OneDrive FileModifiedExtended 2020-06-19T14:45:45 SP File Or Folder Operation https://quadrotech-my.sh.. 72.39.237.220

OneDrive FileModifiedExtended 2020-06-19T14:45:08 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.237.220

OneDrive FileModifiedExtended 2020-06-19T14:43:47 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.237.220

OneDrive FileModifiedExtended 2020-06-19T14:43:07 SP File Or Folder Operation https://quadrotech-my.sh... 72.39.237.220

Pin Reports to the Navigation Bar

You can pin up to 5 reports to the navigation bar, for quicker access to frequently used or viewed
reports.
To pin reports, click on the report you want to pin.

In an unedited state, find and click on the Pin button.

<2 Pin| \ Download PDF & Print ¢ Edit (® Schedule X Close report

The report then appears on the navigation bar on the left side of your screen.

To unpin a report, click the unpin button next to the report.
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LH Dashboard

2] Report Center
Productivity
Licensing

Manage

Service Health
Favorite Reports

License Overview

Describing Reports and Sections in Report Center

Describing your reports is an excellent way to give other users context to what your report is all
about. Before, it was only possible to describe your entire report, giving detail into what it was about,
why it is important, how the data is relevant etc. Now, it is possible to describe both your entire
report and each individual section. This is for users to better accurately describe what they are
reporting on and bring further context to their data. Let’s see how to do that below.

Adding a description to a report

1. Open areport you have previously created, or start a new report by clicking ‘Create Report’ in
the top right hand of the screen.
2.  Then click ‘add description’ as highlighted below.
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Slalolel =12 isin

Teams Usage

[E Dashboard

Y Add report filters Esave B View X Close report

: Report Center

Productivity
Licensing
Usage & Adoption

Compliance

Quaotsch Nova 1140 © Quadrotsch Soksions 2020 Prvacy Notice

3. You can now add your description in the box.

Adding a description to a section

1. Openareportyou have previously created, or start a new report by clicking ‘Create Report‘in
the top right hand of the screen.

2.  Then create a new section by clicking the plus icon.

3. Now you can add both a title and a description to your section, as seen in the image below.

No » o . Ryan Gliddon
Po e v TS
[E Dashboard

¥ Add report filters B View X Close report

1 Report Center

Zv b @

Choose section type

Usage & Adoption
2 Additle

Compliance

Choose a section type

Lk B =8 &

Chart or Table Timeline Map
Pivot
Metrics Text

Quadotach Nova v1.140 ©

NOTE: If you're unsure about the title or description of your section, it is possible to create
your section first then add a title and description after.

Design tools

There is a range of tools to help your description stand out, including:
° bullet points and numbered lists
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° hyperlinks to other pages or reports
° highlighting
and so on. The toolbar can be found here.
@ @ B J U a A HI H2 H3 &

I
1]
&

Data Filtering in Nova Reporting

Filtering your charts and tables and dates is easy to do within the Nova Report Center. You are able
to search within very specific time frames for a variety of data sources and data source categories.
To filter your data to within certain time frames:

1. Goto your chosen report that you have already created, or begin by building one. Ensure that
your report is one in which date is a valid property.

2.  Go to Add filter group.

3. InSelect field..., select the date property. This could take multiple forms, including Date,
Activity Date, Created Date Time. Deleted Date Time, and so on. This depends on which data
source you have selected.

4. Then select the parameters of your date filtering.

a.  With is newer than, these are dates AFTER your parameters. For example, is newer than
1 year is within the past year up to this point.
b.  Withis older than, these are dates BEFORE your parameters. For example, is older than
one year includes dates before the past year, not including the past year.
You are also able to add another filter so you can include dates within a specific time frame i.e.
between 30 and 60 days. This is possible by clicking the plus button and repeating the steps above.
Ensure that you have selected AND, rather than OR, if you are filtering between two dates. This can
be seen in the image below.

Enter value Select period
| Created Date Time ‘ | is older than v | ‘ 30 ‘ | days v ‘ X +
And v
Enter value Select period
| Created Date Time ‘ | is older than v | ‘ 60 ‘ | days v ‘ X —+

Reporting with Nova about Microsoft Teams Call
Quality

Issue

Microsoft provides the capability to enable Microsoft Teams and Skype for Business Online Call
Quality analysis and reporting. This is via the Call Quality Dashboard (CQD).
We are often asked if we can use Nova Reports to view this information.
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Solution

Unfortunately at the moment this data is not available from Microsoft via an API call, so we are
unable to collect this data. That means we can’t currently create Nova Reports using this data.
We review this capability from time to time, and will provide updates here.

Customize and Organize Reports

Nova reports can be customized and organized.

Customizing Reports

There are several ways to customize reports so they’re specific to your organization. You can
customize a report’s sections and layout. You can customize the data source and fields used in each
section. And, you can customize how information displays in each section by applying sorting and
filters.

Searching Reports

You can search for reports based on the title or description.

Cloning Reports

You can clone any of the reports. After you give the new report a unique name, you can customize
the new report by adding/removing sections, fields, and sorts/filters, so the new reports show exactly
what you want to see.

Quadrotech Novz L search

Dashboard
More info

:] Report Center

L search Reports
«l General Reports

Exchange Reports Report Name Type Description

Groups Reports Recent Reports
Productivity ~ | Adoption Reports

Licensing Teams Top View System List of Largest Teams and Users who use Teams the most

Usage & Adoption OneDrive Usage Charts .. System

{ Download JSON
Remote Working Trends 90 Days -

Sharing Reports Across the Organization

Organizing your organization’s reports is easy, too. For example, you can share reports with the
other Nova users from your organization.
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Dan's Demo Report - About Office 365 Users

W Add report filters C) Share with Org Save 7 View (D Schedule X Close report

| Chartor Pivot v [7 D @ £ Edit section

Users by Location Stats & cdttite

199

- .

Country/Region

125

(No name) @ Singapore @ UK @ United States

Scheduling Reports

You can schedule reports to be sent one time or periodically to stakeholders.

Storing (Downloading/Importing) Report Definitions

And, you can download a report definition, storing it for safe keeping. This is helpful in case the
report definition gets edited by someone in your organization and you want to restore a previous
version of the report. Here’s how you can download a report definition:

Quadrotech Nova P Search

Dashboard
More info

. Report Center

O Search Reports

] General Reports

Exchange Reports Report Name Type Description

Groups Reports Recent Reports

Productivity v |2 Adoption Reports

Licensing Teams Top View System List of Largest Teams and Users who use Teams the most
OneDrive Usage Charts System

Teams Usage Charts D Clone

1 Download JSON
Remote Working Trends 90 Days

Skype For Business Usage System  Data Related to how your Skype for Business is being utilized

Usage & Adoption

[ELEDT

Manage administration

Security Reports

And, here’s how you import a report definition:

T Import report JSON @ Create report

Report Name Type Deseription Last Modified

Recent Reparts

Reports
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Service Accounts for Reporting

Overview

Nova Reporting uses service accounts to collect data from 0365 tenants. Service accounts are used
to collect data via PowerShell in cases where data can’t be collected via GraphAPI.
This article explains how to create a Read-Only Administrator account in Office 365 for use with
Nova. Itisimportant that you complete all the steps. Service account can be created via:

° PowerShell

° Microsoft 365 Admin Center
It is recommended that you use the PowerShell method, as this contains less steps, however at the
bottom of this article you can also find some steps on how to do this via the Admin Portal.
Your organization will not be charged by Microsoft for this account as it does not require an Office
365 licence.

Creating the Service Account Using PowerShell

Connecting to Office 365

Before we begin, you need to install the “Microsoft Online Service Module” onto your machine. See
Connecting to Office 365 Using Powershell how instructions on how to do this.

Now open up Windows PowerShell and Copy & Paste in the following commands to connect to
Office 365.

Please enter the username and password of an Office 365 Administrator account when prompted.

SO fice365credentials = Get-Credenti al
| mport - Modul e MSOnl i ne

Connect - Msol Service -Credential $Ofice365credentials

Creating the Service Account

Now that you are connected to Office 365 in PowerShell, we can create the Service account.
Modify the line below and set the company.onmicrosoft.com part to match your own Office 365
.onmicrosoft.com domain and replace the password with a secure password of your own. We
recommend a password of 10 characters or more that includes a mixture of capital and lower case
letters, numbers and special characters.
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New- MSol User -Di spl ayNane " Service Account for Nova Reporting" -UserPrinc

Next we need to add our new account to the ‘Global reader’. You can do this by copying and pasting
the following line into the PowerShell window.
Remember to set the company.onmicrosoft.com part to match your Office 365 domain name

Add- MBOLRol eMenber —Rol eNane "Q obal reader" —Rol eMenber Emai | Address Nove

Please note that you will not receive any confirmation if the commands are successful. You can check
if the service account was set correctly by running PowerShell commands below:

$role = Get-Msol Rol e -Rol eNane "d obal reader"

CGet - Msol Rol eMenber - Rol e(bj ectld $role. Object!d

Creating the Service Account via the Microsoft 365 Admin Center

You can also create the service account via the Microfost 365 Admin Center, however you would still
need to run a final PowerShell cmdlet to ensure that the password does not expire.

1. Onthe Admin home page, go to Users -> Active users and click on button Add a user

2 Enter a Display Name (“Service Account for Nova Reporting”)

3 Enter a User Name (“NovaReporting”)

4.  Ensure that the domain is the company.onmicrosoft.com one

5 Select “Let me create a password” and enter a strong one
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6.  Ensure “Require this user to change their password when they first sign in” is NOT ticked

Add a user

Basics Set up the basics

Product licenses To get started, fill out some basic information about who you're adding as

Optional settings First name Last name

O—O0—0—e

’ Nova |:l‘ I Reporting

Finish
Display name * 2

|| Service Account for Nova Reporting |

Username * 3

l NovaReporting |:|‘ @‘ M365x335952.onmicros:

Password settings

() Auto-generate password

5 | @ Let me create the password

Password *

| D Require this user to change their password when they first sign in

D Send password in email upon completion

7. In Product licenses page choose “Create user without product license”

8.  In Optional settings page chose Admin center access and select Global reader
9.  Review all your data and click Finish adding in last page

Note

If the password of the service account needs to be changed or is expired, it must be changed in Office
and in Tenant Management System Client.

If your company policy allows passwords to never expire you can do it via PowerShell:

Set - Msol User -UserPri nci pal Name NovaReporti ng@onpany. onni crosoft. com - Pe

Connecting to Office 365 Using Powershell

Cogmotive Reports/Radar Reporting is now Nova! A highly sophisticated revamp of our same great
Office 365 Management software, with a brand new look, feel and dimension. The most powerful
way to manage Office 365.
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Another great management option for Office 365 is to use PowerShell, a command line interface
that connects to Office 365 via the Internet.

Whilst it may seem daunting to people unfamiliar with working on the Command Line, it really isn’t
as hard as it looks. This blog post will guide you through the basics of connecting to PowerShell.

Set up your computer to use Office 365 PowerShell

Firstly, you need to set up your computer with the necessary PowerShell modules. This only needs to
be done once, however you need to have administrative permissions on the computer.
Unfortunately, Microsoft has made this part very confusing, as there are multiple versions of the
PowerShell module available.

The newest version is known as the Azure AD PowerShell module and is distributed via the
PowerShell Gallery. This unfortunately means that you cannot download the module directly.
Instead, you will need to use the PowerShellGet module, which might not be available on your
system. In this case, you will have to install the module by using one of the methods detailed in this
article.

An older version of the module, known as the Windows Azure Active Directory PowerShell or
MSOnline module is also available. Like the Azure AD module, it’s also being distributed via the
PowerShell Gallery, however an MSl installer version can be downloaded from here.

Both the Azure AD and MSOnline modules also have a Preview version, further contributing to the
confusion. What’s even worse, some functionalities are only available in specific module versions,
thus it might be necessary to have multiple versions installed and to use them interchangeably.

Connecting PowerShell to Office 365

Regardless of which version of the module you install, connecting to Office 365 is performed by
executing a cmdlet. To connect via the Azure AD module, use:

Connect-AzureAD

To connect via the older MSOnline module, use:

Connect-MsolService

You will be prompted for credentials. Enter the full UPN (User principal name) value of your Office
365 administrator account as well as your password. Depending on the settings you have configured,
you might be asked to perform additional verification via Azure MFA.

Connecting PowerShell to Exchange Online

To connect PowerShell to Exchange Online, you will need to configure the execution policy to allow
execution of signed PowerShell script. You can find detailed steps in this article. You need to perform
them only once on each machine you will be connecting fromOnce the execution policy is
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configured, you need to create a connection to Office 365. You can do this by typing (or
copying/pasting) the following into PowerShell.

i | NOTE: To paste into PowerShell you use Right Click. Here is a great video on how to use Copy
and Paste in PowerShell.

SSession = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://outlook.office365.com/powershell-liveid/ -Credential (Get-Credential) -Authentication Basic -

AllowRedirection
Once this is in the PowerShell window, press Enter to execute the command.

B Windows PowerShell = =

PS C:s> %session = Hew—PS8Session —ConfigurationMame Microsoft.Exchange —Connectionlri
A" —Credential Scred —Authentication Basic —AllowRedirection

Enter your credentials.

User name: €7 alan@cogmotive.com

Password: BEERRRRRRERRRRRRRRN

0K ][ Cancel ]

LS

Now you simply type in the username and password for an Administrator account in your Office 365
and click OK. You will probably see some warnings. Don’t worry, they are normal.

You are now authenticated into Office 365 and have a session open. The last step is to fetch all the
available cmdlets by using the following PowerShell command:

Import-PSSession Ssession

Congratulations! You’re connected!
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EX Windows PowerShell El_@

PS C:~»> Ssession = Mew—P33ession —ConfigurationMame Microsoft.Exchange —Connectionlri
" —Credential Scred —Authentication Basic —AllowRedirection

ARNING: Your connection has been redirected to the following URI:
"httpz:Apod518i6psh.out look.comsPowerShell-Livel D¥PSUersion=2.0 "

PS C:~> Import—PSSession $session

ExportedCommands

Now you’ve gone to all the trouble of connecting to PowerShell, let’s do something to prove that it
works. Type the following into the PowerShell window and press Enter:

Get-Mailbox

You should now see a list of all the users in your Office 365 account that have mailboxes
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E3 Windows PowerShell

ExportedCommands

PS C:~» %session = New—PS5Session —ConfigurationMame Microsoft.Exchange —Connectionlri
/" —Credential Scred —Authentication Basic —AllowRedirection
WARMIMG: Your connection has been redirected to the following URI:
"https /" pod51816psh.out look.consPowerShell-LiveID?PSUersion=2.80 "
PS C:~> Import—P3Session Ssession

ServerMame ProhibitSendQuota

amsprdd61@mnb35A 2475 GB (26,575,118,
db3prdB@6i1Bmb357 24.75 GB <26.57%.118,

Nova Report Center

Microsoft has several different interfaces for tools used to perform Office 365 management,
reporting, and auditing tasks. In contrast, Nova users perform that work in a single user interface.
To achieve this, Nova gathers reporting and auditing data from Office 365. Reporting data is
collected about every 24 hours and auditing data is received from Microsoft when it becomes
available. This data is stored in Nova for as long as the organization remains a subscriber, which is
much longer than Microsoft typically stores this data in Office 365.
The flexibility and power of the Nova Report Center is ideal for organizations with custom reporting
needs that can’t be fulfilled by the standard reports available in Nova. To create a report with the
Report Center, you specify:
1. How you want the report to look. You decide what sections the report contains. Will it have
charts, graphs, maps, or tables that will display the information?
2.  The types of data the report will display. These are called data sources.
3.  Any filters you want to apply against the data sources. For example, your data source might be
a list of Office 365 users. You might want to filter that list, so your report only shows users in
North America or a certain department.
Just like other Nova reports, the reports created using Report Center can be saved, scheduled, and
shared. If you don’t want to build an entirely new report, you could even clone an existing report and
customize it to meet your new needs.
Below is an example of a report built using Report Center.
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https://www.quadrotech-it.com/wp-content/uploads/2017/09/PS3.png

Users by Location Stats /7 Edit e Users by Location Stats & Edit title

2007

199

150

Country/Region 100

125

04 T T
No Country/Re: UK United Stat si
@ (No name) @ Singapore @ UK @ United States ¥ SO eghol Inibait Fatas ingapore
M No Department Logistics WM Marketing W Operations WM Sales Wl Security W Senior Management WM Shared WM Technical Support

BTblev v D @

£ Edit section
& Add title
Display Name & Department
Board Room Shared
Conference Room 1 Shared
Conference Room 2 Shared

Douglas Ross

Esta Chiasson

Sales
Ivory Cassella Senior Management
Kandace Choquette Marketing

Here’s more about the steps to set up a custom report:

Step 1: How will the report look?

Give a custom report structure by adding sections to control how it looks. For example, you might
add these sections to a report:

° A pie chart
° A heat map
° A table
Here’s where you select what section you'll add to your report:

Dan's Demo Report - About Office 365 Users

Last modified date: 2019-05-1

X Close section

& Add title

‘ Office 365 Users

‘ Select an organisation v

Select chart type

®
1l il = B ¢ [ k2 i fH

Bar Stacked Vertical Vertical Pie Line Stacked Pivot Heatmap
Bar Bar Grouped Line
Operator Applied to Series name
R —
@ Add filter
® Add sorting

As sections are added to a report, you're asked to define the data source information you want to
display in that section. The sections control how a custom report looks and the data sources give the
report substance.

You can make sections display larger or smaller on the report, or you might drag and drop a section
to another location on the report.
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Step 2: What is the data source?

Reports created using Report Center are just templates, or shells. The service needs data for the shell
to become a useful report. Nova gathers data from a variety of services, as described earlier in this
article. Then, that data is collated, filtered, and displayed in the report. Here are a few possible data
sources:

° A list of Office 365 users

° A list of Office 365 distribution groups

° Data source availability
After a data source is selected, you're asked to choose which fields related to the data source will
display in the report. The report’s data sources control what fields display and how they interact with
other data sources on the report. Here’s an example of the screen where you select the fields that
display in a section:

Applied to
Field Name Description Data Type Data Source

I Field Name Filter / Search I ‘ Description Filter I ‘ String, Date, ... I I Office 365 Mail Traffic
O Inbound Good Mail Number Office 365 Mail Traffic
O Inbound Spam Content Filtered Number Office 365 Mail Traffic
O Inbound Spam Envelope Block Number Office 365 Mail Traffic
O Inbound Spam IP Block Number Office 365 Mail Traffic
O Outbound Good Mail Number Office 365 Mail Traffic
O Outbound Malware Number Office 365 Mail Traffic
O Outbound Spam Content Filtered Number Office 365 Mail Traffic
O Outbound Spam Envelope Block Number Office 365 Mail Traffic
O Outbound Spam IP Block Number Office 365 Mail Traffic

For more about data sources, go to this article.

Step 3: Do you want to filter or sort information displayed in a
section?

You might add a filter to a section to show only a subset of data source information. For example,
you could add a filter based on geography, so only users from a certain location display. You could
add a filter that results in displaying a list of users from a specific department. Or, you could add a
filter based on dates, so records older than X are filtered off the report. These are just a few
examples. An organization can customize these to their specific needs.
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You can also apply a sort order to a section. This is especially useful for table sections that show a list
of information. For example, you can sort a list of users last name in ascending order, or you can sort
that same list of users by who they report to.

Dan's Demo Report - About Office 365 Users

B Print options X Close section () Refresh preview

& Add title

‘ Office 365 Users

‘ Select an organisation
Table fields
2 fields selected

@® Add aggregation

@ Add filter

@® Add sorting

Display Name @ Department ®
Board Room Shared

Conference Room 1 Shared

Conference Room 2 Shared

Douglas Ross

Esta Chiasson Sales

Sales Email Address Shared

These filters and sorts are saved as part of the report definition, so you’ll only have to configure them
once.

To filter by date, check out this article.

Creating a new Custom Report

Expanding on the 3-step process above, here’s an overview of the steps you’ll follow to create a new

report:
1. In Nova, select the Report Center option from the left menu bar.
2.  Click Create Report, which is located in the top right corner of the page.
3.  Enter areport name in the text field.
4.  Click the + sign in the empty section to add a new section to the report.
5.  Give the section a name in the Add Title field, and choose whether you want the section to

contain a chart, graph, table, or map.
6 Choose a data source.
7. Customize the chart’s colors, fields, and sort/filter.
8.  When you’re happy with the section, close it.
9. Repeat steps 4-8 for all tables/sections you want the report to contain.
10. Organize sections on the report, changing their size and location, if desired.
11. When the report is complete, save it.

Using the card section type in a report

Adding a description to your report
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Report Center Terminology

The Nova Report Center has some terminology which you may not be familiar with. Check out this
article for more information.

Custom Report Examples

Click here to see some examples of custom reports created using the Nova Report Center.

Report Center Terminology

If you are just getting started with the Nova Report Center, you may be unsure of some of the words
and phrases that you encounter. Below are some common words and phrases related to Nova
Report Center, along with descriptions.

Data Sources

Data sources drive reports. They are the sets of information used to build reports. Choose a data
source that is representative of the type of data you want to display. If you can’t decide on a data
source, you can clone one of the system reports to get started. To see more on data sources, click
here.

Organization

You can narrow the scope of your report to a specific organization within your tenant.

Organization Group

Select an organization group to further narrow the scope within your report.

Add Aggregation

For table reports, you can aggregate fields to get a specific count for that field. For example, let’s say
you want to quickly see how many Azure AD users have been assigned to each department within
your organization. You can do this by selecting Department as your table field, then select Add
aggregation, then choose Display Name with Count as your operator. The amount of users within
each department displays. This is useful if you need to know the number of objects within a data
field.

Add Filter and Add Sorting

Filters and sorting are explained above. Note that you can use up to 5 filters within each section of
your report. To learn more about filtering, click here.
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Offset

Set the starting record by applying an offset.

Limit
This is the highest number of results shown within the report. For example, if you have a limit of 20,

then 20 entries display. Note that if you choose to download your report, the limit will be ignored
and all data is shown.

Enable Paging

Useful for large data sets, paging allows you to see a select number of results per page before you
need to move to the next page for more results. If this is disabled, all data displays in one table
without having to page through results. If the report is downloaded, it won’t be organized into pages.

Overflow

It’s likely that your pie/bar chart will have a lot of data to show, resulting in a complex report that’s
not easy to analyze. Overflow aggregates calculations outside of your limit into one specific bar or
pie wedge. For example, if you have a limit of 6 wedges or bars, any data from outside of your 6
biggest wedges or bars will be calculated and formed into one bar or wedge.

Which Type of Report Do | Need?

When you open the Nova Report Center, you will see a few chart types available. These are listed
below, click on one to see more information about each chart type.
Check out this article for terminology related to the Nova Report Center.

e Chart or Pivot
e Table
Timeline

e Map

Card

Metrics

Text

Chart and Pivots in Nova Report Center

Charts and pivots in Report Center are the most frequently used type of chart in Nova. Charts and
pivots give you a great range of graphs to view a variety of data across your tenant. Charts and pivots
also give you access to view the many data sources Nova has on offer in easy to analyze diagrams.
Available graph types are below. Choose charts that suit your users.
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Column Stacked Bar Stacked Pie Double Line Stacked Pivot Heatmap
Column Bar Pie Line

Nova’s charts are easy to read and digest. They’re customizable, with a range of sorting and filtering
choices. Choose to show the raw data as a table, or hover over each segment to see the individual
data, as shown below.

200007

15000
WDUUG‘E Item Count : 15696

5000

ol

M Item Count

Check out some custom chart and pivot report examples below.
User by location

OneDrive Usage

License Utilization

Inbound and Outbound Mail

Using Tables in Nova Report Center

Tables are the best method to view a wide variety of data within one report. Unlike the other report
types in the Report Center, tables allow you to view multiple fields with data that you select to suit
your needs.

License Assignment Dates =
-
Display Name Service Plan ... Assigned D... |  Last Activity ... Department
| | | | | | |
Daniel Kaupa Azure Rights Ma... 2020-09-04 1&:2... Customer Experi...
Thomas Madsen PROJECT_O365_P3 2020-09-04 13:5... Management
Thomas Madsen CD5_0365_P3 2020-09-04 13:5... Management
Thomas Madsen POWER_VIRTUAL... 2020-09-04 13:5... Management
Jonathan Boice Microsoft Intune 2020-09-03 0&:3... Customer Experi...
Jonathan Boice Azure Informatio...  2020-09-03 08:3... Customer Experi...
Sort data by
Assigned Date Time | | 50 rows ~ 14 WViewing 1 to 50 items > -
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Filtering in your reports can give you more specific results which could give you the exact
information that you need quickly. Find out about this, including how to filter between dates, here.

You can also sort certain data fields by ascending or descending order.

You can limit the amount of data results within your table. To do this, set your offset and limit to suit
your needs. Enable paging allows you to page your data results, for example in 10, 25 or 100 results
per page. Disabling this feature gives you all of the results in one page.

Note: having paging enabled or disabled will not affect your download of your report; all data results
will be listed within one table in your downloaded table.

Offset (1)
K |
Limit ()
‘ 100 ‘

Enable paging (i)

Table report examples can be found below:
Office 365 Spam and Malware

License Utilization

OneDrive Usage

Search within QTD/YTD parameters

Filtering Table Data in Nova

There are three ways that tabular (table) data can be filtered in Nova. We'll see how they’re used in
this article.

Filtering the Table

If you have a large report Nova might indicate that there are too many results to display them, like
this:

@ Unable to generate report section
There were 6485 results returned, please filter or download the report

Other times you might just want a subset of users, for example if you want users beginning with the
letter D.
In these situations you can filter the data, by:
1.  Clicking on ‘Add Filter’
2. Choosing an appropriate field, like ‘Display Name’.
3.  Choosing an operator like ‘Contains’ or ‘Begins with’
4.  Entering the filter or search criteria.
You can see how to do it in this short video:
https://youtu.be/2M-diHelzeM
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Global Filtering

You can also do a global filter on a report to provide some helpful filtering to a user of the report.

To do this you:
1.  Click ‘Add report filters’ at the top of the report
Click ‘Add filter’
Give the filter a name.
Click on ‘Add condition’
Enter the filter criteria, for example ‘Display Name’, ‘contains’, ‘Dan’.

u b W N

T Filter on

Dan

Display Mame
contains

Dan

i

Now at the top of the report you’ll see the filter, and it can be applied at any time, and can also be

disabled at any time; giving you extra flexibility.
Here’s how a simple report might be customized. Not filtered:

Y Dan

Filtering on a table

Display Name Department First Name

Stuart Stuart

Tmgme Tim

ADMIN Ron ADMIN

Chris ™a n Sales Chris

s

Finn e Management Finn

Gareth " Sales Gareth
Filtered:

Country/Region

United Kingdom

United Kingdom

United Kingdom

United States

United Kingdom

United Kingdom
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Y Dan

Filtering on a table

Display Name Department First Name Country/Region
ADMIN Daj ADMIN United Kingdom
Dan = Dan United States

Dan Marketing Dan United Kingdom

Dan GIEr= Dan United Kingdom
Danielll = Development Daniel United Kingdom
Dan Development Dan United Kingdom

Searching/Filtering Afterwards

On table data in Nova you'll also see filter/search boxes at the top of each column, so, on an existing

report you can quickly filter a working report to show just people in the Sales department for
example:

User Details
Display Mame T Department Country/Region
‘ ‘ Sales ‘ ‘
Adan Sales United States
Bart Sales United States
Bel Sales United States
Chris " " Sales United States

And you can do that on any of the fields, or combine them to give you everyone in Sales in a
particular country/region.

Filtering Examples

Check out some examples on how to filter your tables below:

Date filtering

Using Timelines in Nova Report Center

Check out an example of a timeline report below:
https://youtu.be/JP85s3tZxc8
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Using Maps in Report Center

Using the Map report in Nova Report Center allows you to see who has logged audit data within
Nova. Has there been activity in a location which is unfamiliar to your organization? The map allows
you to see if there is suspicious activity occurring in locations which your company is not associated
with.

O @
Golfo

Mibxirn B (e

Each circle is representative of audit data being logged in that specific location, which can be viewed
down to street level. The shade of the circle represents the amount of logs performed at that
location.
To add the map report:
1.  Open a new section and select Map.
Add a title and description if necessary.
For the data source, choose Office 365 Audit Data.
Select your organization and organization group if necessary.
For select field, select Geo Location.
Your audit map should now appear. Click close section.

ou e wWwN

Using the Card Section Type in Nova Reports

Nova has a section type called ‘Card’. Using this feature you can include simple sum, count,
maximum, minimum or average values which might add useful additional information to your
reports.

For example you could show the total count of mailboxes in an organization, or the number of users
in a tenant, or the total size of all mailboxes in an organization.
In this article we’ll see an example of how this can be done.

How to Create a Card

When creating a new section choose card:
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Choose section type

£ Add title
£ Add description

Chacde a seclicn typs

> B 8 @ 06

Chart ar Tabde Timwbne Magp Metrics
Praait
E] [z2] "
Teat Card

You can then choose an appropriate datasource, and other attributes related to the card section
type.

For example:

Cavd titks

L S

Croos dana Loume

e 1Y Mabaos

Sl 4% prgansibon

Choase crgueirstion grossps

Dipsraior Hppied o
Conarg Wudboa ideniitg
“
Fotal Masbowm
193

As you can see at the bottom of the section, as you begin to build it, Nova will show you what the
section will look like.

You can add up to 6 cards to a report, like we see here:

l Mailbox sizes

I Choose one or more groups v ‘ (@ ) Sharewith Org Save @ View X Close report

& Add description

193  847,761,016,285
Filtering

You can also filter data sources to create cards that displays the information you want automatically.
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For example, let’s say you want to know how many Azure Active Directory users have their ‘country
or reigon’ parameters set to the United States. This is easy to do by following the steps in the image
below.

Casd il

Chsoter il Somsi O

Wl

Sebert an oiganhation

R (S NI PO

Tiaplay bame

Crmaréry of region sl i releci Thrs

22
This is just an example, so feel free to explore the filtering system with our great range of data
sources and filtering services.

Analytics

The analytics tool is a quick way to see if a statistic in your environment is not as it should regularly
be.
For example, perhaps you want to immediately know the amount of spam mail coming into your
tenant. You can select an operator relating to the value you want to input, for example you can have:
° greater than
° less than
° equal to
° is not equal to
then input a number, like we can see below.

greater than 1400

We can then apply the severity of the issue to the number applied. These include:
° OK severity
° Warning
° Critical

Check the image below for an example.

Analytics

nbound Spam Content Filtered greater than b ‘ | 1400 | | Warning X

Inbound Spam

1,448

These analytics are immediately displayed on the dashboard, so you get this information quicker.
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Adding a Card to the Dashboard

If you would like to see a card presented on your dashboard, follow these steps:
1.  From the dashboard, click Edit in the top right hand of your screen.

2.  Click Add Widgets.

3. Click Card Widget.

4. Name your widget, and give it a sub-title if necessary.

5.  Create your card as you would within the Report Center, and click OK.

Configure Widget X
Widget title Widget sub-title Widget links to?

| Teams Meetings this week | | | |

Choose data source (1)

| Office 365 Users ‘

Select an organisation ()

Select an organisation ‘

Choose organization groups ()

Choose one or more groups ‘

Operator Applied to Series name
Sum Meeting Count (7 days) | Z4 Select field...

<+ Add filter group
Change widget background color to display severity (7)

Analytics

Meeting Count (7 days less than | | 1300 Critical X

Your card should now appear within the dashboard. If you have set analytics on your card, your card
should display the color affiliated with the analytic you inserted.

1 | NOTE: that you are able to move your card in the dashboard to a place of your convenience.
Also, you are able to resize the widget to your standards. For more on Nova dashboards, click
here.
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Using the Report Metric Report in the Report
Center

Using the metric report in the Report Center is a quick way to see:

° If you are reaching goals or targets that you want to reach. For example, emails being sent
internally.
° If there are issues within your environment that may need investigation. For example,

incoming spam email.

The data is a gauge, as shown below. The gauge helps you see if you are reaching your target or limit.

Thus giving you insight into whether you are on course for a goal, or if you need to take action for
your limits.

1 | NOTE: Your data sources need to be a numerical value. If you're looking for a report with
information about departments, locations, license names, etc., select another report type.
Check out this Report Center article for more information

Let’s look at an example.

Report Example: How many Teams meetings did we have in the last 30 days?

For example, if your organization hopes to have a certain number of Teams meetings within the
month. To see a gauge related to the status of your target:

Open the Nova Report Center and create a new report.

Add a title and a description, if necessary.

Click Metrics.

For your data source, click Office 365 Users.

For select chart type, click Gauge.

For select operator, click Sum.

For choose applied to, select Meeting count (30 days) under the Teams User Activity
Aggregate category.

8.  Setyour minimum and maximum numbers. Your maximum number in this example should

NouswNE

the number of Teams meetings you are targeting within your tenant within the previous
month.
o Note: You may need to increase your maximum value to show your data.

9.  Ensure the Reverse Colors checkbox is selected.

10. Close the section. Your report should now appear as a section.
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How many Teams meetings have we had in the
last 30 days? & Edittitle

We are looking to push the amount of Teams meeting our company &

] 1986 2000

Report Example: How many spam emails are we receiving?

Perhaps you are looking to get a clear metric on how many spam emails are coming in to your

tenant, with a limit on what is acceptable. This metric gives a clear image on whether this limit is

being reached. To create it:

1. Openthe Nova Report Center and create a new report.

Add a title and a description, if necessary.

Click Metrics.

For your data source, click Office 365 Mail Traffic.

For select chart type, click Gauge.

For select operator, click Count.

For choose applied to, select Inbound Spam Content Filtered under the Office 365 Mail

Traffic category.

8.  Setyour minimum and maximum numbers. Your maximum number in this example should be
the number of spam emails your administrator deems as acceptable.
o) Note: You may need to increase your maximum value to show your data.

9.  Ensure the Reverse Colors checkbox is not selected.

10. Close the section. Your report should now appear as a section.

NouvswbN
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How many spam emails are we receiving?
£ Edit title

&7 Add description

0 14786 3500

Using Text in Nova Report Center

You may need some overall context for the section(s) in your report for the report to make sense to
new viewers. The text feature within the Report Center is a great method to help you expand on any

additional information for either your report as a whole or for individual sections.
What is this report about? 7 edittie

@ % B I Ua AHRBYS=I= = =%

There are a range of features you can use when creating your text section. These include but are not
limited to:

° adding hyperlinks to words or phrases. Add additional links to external information.
° use headers to highlight different sections.
° use numbered lists or bullet points

There is no character limit, so insert as much information as you need into your text section.
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Custom Report Examples

We've got several sample reports which will help you get a feel for what can be done in the Nova
Report Center. Here they are:

Shows spam and malware over a period of time.
Office 365 Spam and Malware report
W Add report filters . Share withOrg 'S View (D Schedule X Close report

E Table » bh ® & Edit section

Spam and malware (30 days) " o one
Table fields

Scan Date rbound Goo. nbound Sg

Office 365 spam and malware.

Shows users by their geographical location
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Users by Location Stats & cdu e

199

Country/Region

\
25

@ (No name) @ Singapore @ UK ) United States

Users by Location Stats & ot e

2007

150

o
No Country/Region

UK United States Singapore

@ No Department 8 Logistics B8 Marketing 8 Operations @8 Sales @ Security @ Senior Management B Shared @B Technical Support

@Tbe~ G~ D @

& Add title

Display Name &
Board Room

Conference Room 1

Conference Room 2

Douglas Ross

Esta Chiasson

vory Cassella

Kandace Choquette

User by location

Shared
Shared

Shared

Sales
Senior Management
Marketing

Shows how users are using OneDrive for Business

OneDrive usage

+ Downlcad CSV

Top 10 users by item count

]

. item Count

OneDrive usage

4 Download €SV

Top OneDrive users

ser g mem ize | mem Court

Inweral BUSASARRY
Son cam oy

mem Sz

Last Aty Dete o

& Edit section

& Edt S opint O Schedule

L Dewnload CSV

Top 10 users by item size

A timeline of operations and activities that have been performed by users in OneDrive for Business
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Tlmellne Examples

Last modified date Wed, 4th Sep 2 56am

& Edit | Download PDF 51 Print (@ Schedule

OneDrive operations

Legend
@ FileAccessed FileModifiedExtended @ FileModified ® FileSyncDownloadedFull @ FileAccessedExtended [ ] FileSyncUploadedFull [ ] PageViewed
[ ] FileUploaded ® rilePreviewed @ FileMoved @ FileRenamed @ FolderModified FolderCreated @ SecurelinkUsed @ AddedToGroup [ SharingSet

Wed, 4th Sep 2019 199 events

OneDrive timeline

Shows licenses used over a period of time.

100

Power Bi for Office 365 Standard ‘Windows Siore for Business

W Pescentage Of Consumed Units

License utilization

Shows licenses consumed over a period of time, but in a tabular format

The date of the statistics snapshot | - License Name - Assigned Units
2020-08-11 Power Bi Pro 3

2020-08-10 Power Bi Pro 5

2020-08-09 Power Bi Pro 5
2020-08-08 Power Bi Pro 5

2020-08-07 Power Bi Pro 5

2020-08-06 Power Bi Pro 3

2020-08-05 Power Bi Pro 5

2020-08-04 Power Bi Pro 5
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License utilization

Search by Quarter to Date (QTD) or Year to Date (YTD) in table data with date-specific fields.

® Add filter group

Select period

Activity Date

is during

~ QTD

® Add sorting

Offset

0

Limit

500

Search within QTD/YTD parameters

Metric gauges allows you to see how you are tracking your goals and limits within your tenant.

How many spam emails are we receiving?

& Edittitle

&’ Add description

0 1478

Using metrics

3500

QtD
YTD
previous month
previous quarter

previous year

See which of your base licenses have been distributed by country in an easy-to-read heatmap.
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OFFICE 365 ENTERPRISE ES WITHOUT PSTH CONFERENCING 2 H 1 0 1 1 [i]
Microsoft 365 Audio Conferencing 1 G 0 o o 0
ENTERPRISE MOBILITY + SECURITY EJ 0 ] 0 1

EXCHAMGE OMLIME (FLAM 1) - 0 1 O
PHONESYSTEM_VIRTUALUSER - 0 0 O
VISIOPROFOROFFICE385- 3 0 1 O & 0 0 0 O 0

Skype for Business PSTHN Calling Domestic Small 7T 0 0 1 1] 1] o o 0
Skype for Business PSTH Consumpficn 0 0 1 0 0 o o 0
POWERBIPRC - 0

1]
Microsoft 365 Domestic and Internatienal Calling Plan - 1 . 0 0 0 1] 1] o o 0

Azure Active Directory Premium P2 - 0 ]

0

Power Bl = 2

License Assigned by Country Heatmap

View inbound and outbound mail statistics in one graph.

I

Inbound & Outbound Mail =

6000

4500

1500

2020-11-03 2020-11-01 2020-10-30 2020-10-28 2020-10-26 2020-10-24 2020-10-22 2020-10-20 2020-10-18 2020-10-16
W Inbound Good Mail 18 Qutbound Good Mail

Inbound and Outbound Mail
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Custom Report Example License Assigned by
Country HeatMap

The heatmap shows a breakdown of all of your main base licenses distributed by country. The color
coding helps you identify which license has been assigned to which country the most.
To create this report:

1. Create a new section.

2.  Create a title and description, if necessary.

3.  Foryour data source, choose Office 365 Users.

4.  Select your organization and organization group, if necessary.
5.  Foryour chart type, select Heatmap.

6. For operator, select Count.

7. Forapplied to, select Licenses Applied to User

8. For series name, select License Set.

9.  For category, select Country/Region.

10. For a filter group, choose License Set then is not empty.

11. Setyour offset and limits.

12. For your drill down fields, select Company, Country/Region, Department and Display Name.
13. Your data should now appear as a heatmap. Click close section.
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Custom Report Example OneDrive Operations
Timeline

Here’s an example of a section on a custom report you could create using the Nova Report Center.
You create a section on a report that shows OneDrive operations, color-coded per operation. Here's
how the finished report section looks:

Timeline Examples

Last modified date Wed, 4th Sep 2019 9:56am

¢ Edit | Download PDF & Print (D Schedule

L

OneDrive operations

Legend

® FileAccessed FileModifiedExtended @ FileModified FileSyncDownloadedFull @ FileAccessedExtended @ FileSyncUploadedFull [ ] PageViewed

[ ] FileUploaded @ FilePreviewed @ FileMoved @ FileRenamed @ FolderModified FolderCreated @ SecurelinkUsed @ AddedToGroup [ ] SharingSet
Wed, 4th Sep 2019 199 events
EEETESENTEEE EETEENEEE EEEETEEEEE
ERTEEETEEEENEENEEEEETEYE ERTETTEEEENYEEN
EEEE T ENEEEESENENEEEEESEEEEENEEEYEYSEEEE
EEEEEEEEEEEEEEEEEEEEEEEE BT ENEYEEN En

EENENEEEEEYEETEETEEEEE EEEN

Here are the steps to create this report section:
1.  Click Create Report.

2.  Enter areport title, for example OneDrive Timeline.

3.  Click the plus sign to add a section to the report.

4.  Click the Timeline section type to begin editing the section.

5.  Choose the Office 365 Audit Data data source under the Audit Data data source category.
6. Choose and organization and group, if applicable.

7.  Click the Select field... link under Choose event title field

8.  Expand the Office 365 Users data source, and choose Display Name.

9.  Click the Select field...link under Choose event description field.

10. Inthe Office 365 Audit Data data source, choose Operation.

11. Click the Select field... link under Choose event date field.

12. Inthe Office 365 Audit Data data source, choose Creation Time.

13. Click the Select field... link under Choose event category field.

14. Inthe Office 365 Audit Data data source, choose Operation.

15. Click the Select field... link under Choose fields to show in detail view.

16. Expand the Office 365 Users section, and choose these 6 fields: Display Name, Department,

Country/Region, Operation, Result Status, and Creation Time in this order (Other fields can
be added, if required).

17. Inthe drop-down list labelled Choose view type, select Micro, and enable the Show legend
option.

18. Click Add filter.

19. Choose Workload is equal to OneDrive.

20. Click Close section.
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21. Change the timeline section’s width to Full.
22. Click Save.
Here’s a video running through these steps:
https://youtu.be/eHSebVQoCKO

Custom Report Example: Office 365 Spam and
Malware (30 Days)

Here’s an example of a custom report section you could create using the Nova Report Center.

You create an Office 365 Spam and Malware report section that shows the number of spam and

malware attempts over the last 30 days. The report section includes a table showing all fields related

to the Office 365 Mail Traffic data source. It’s sorted in descending order by scan date, and the
results are filtered so only the last 30 days display. Here’s how the finished report section looks:

Office 365 Spam and Malware report

¥ Add report filters @ ) SharewithOrg '@ View (D Schedule X Close report

BB Table 7 D @ & Edit section

Spam and malware (30 days) & tditte

Table fields

Here are the steps to create this report section:
1.  Click Create Report.
Enter a report title, for example Office 365 Spam and Malware (30 days).
Click the plus sign to add a section to the report.
Click the Table section type to begin editing the section.
Choose the Office 365 Mail Traffic data source under the Exchange Data data source
category.
Choose and organization and group, if applicable.

u b W N

o

7.  Click the Select field... link and select ALL fields, starting from Scan Date and work your way

upwards. Then close the dialog.
8.  Click Add sorting.
9.  Click Select field.
10. Select Scan Date, and make sure descending is selected.
11. Enter 31 in the Limit field.
12. Click Close section.
13. Change the table section’s width to Full.
14. Click Save.
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Here’s a video of these steps:
https://youtu.be/IGXrwIMQxyw

Custom Report Example: Office 365 Users by

Location

Here’s an example of a custom report you could create using the Nova Report Center.

You can create an Office 365 Users by Location report. The report shows your organization’s Office
365 users, broken down by location and department. This report could be helpful for planning
helpdesk resources/staffing/coverage. The report includes a pie chart with the Office 365 Users data

source. The report’s second section is a stacked bar graph with the Office 365 Users data source.

Finally, the report contains a table which shows users’ display names, country/region and

departments. Here’s how the finished report looks:

Users by Location Stats /7 Edit e

199

Country/Region

\
125

@ (Noname) @ Singapore @ UK @ United States

BTblev v D @

& Add title

Display Name &
Board Room

Conference Room 1

Conference Room 2

Douglas Ross.

Esta Chiasson

lvory Cassella

Kandace Choquette

Users by Location Stats & Edit title

200

150

100

w
]

o
No Country/Region

M No Department B Logistics WMl Marketing Wl Operations W Sales Wl Security Wl Senior Management WM Shared W Technical Support

Department

Shared
Shared

Shared

Sales

Senior Management

Marketing

Here are the steps to create this report:

1.  Click Create Report.

2.  Enter areport title, for example Office 365 Users by Location.
3.  You'lladd 3 sections to this report using the steps below:

Section 1: Users by Location Stats

1.  Click the plus sign to add a section to the report.

RN U A WN

Click the Chart or Pivot section type to begin editing the section.

Add a section title, for example Users by Location Stats.

Choose the Office 365 Users data source under the User Data data source category.
Choose and organization and group, if applicable.
Select the Pie chart type.

In the Operator field select count.

In the Applied to field select Display Name.

In the Series name field select Country/Region.

Singapore

£ Edit section
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10. Click Close section.

Section 2: Users by Location and Department
1.  Click the plus sign to add a section to the report.
Click the Chart or Pivot section type to begin editing the section.
Add a section title, for example Users by Location Stats.
Choose the Office 365 Users data source.
Choose and organization and group, if applicable.
Select the Stacked Column chart type.
In the Operator field select count.
In the Applied to field select Country/Region.
In the Series name field select Country/Region.
In the Category field select Department.
Click Close section.

W NoOU e WN
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= o

Section 3: List of Users by Department
1.  Click the plus sign to add a section to the report.
Click the Table section type to begin editing the section.
Add a section title, for example Users by Department.
Choose the Office 365 Users data source.
Choose and organization and group, if applicable.
Click the Select fields... link under Choose table fields
Select Display Name, Country/Region and Department, and close the dialog.
If desired, drag and drop the column names to re-order them.
Set your desired amount of data within your table by changing the number in the ‘Limit’ text
field.
10. Click Close section.
After you’re done adding sections, click Save.

YN UL A WN

And here’s a video going through these steps:
https://youtu.be/abci7IAsN-U

Custom Report Example: OneDrive Usage

Here’s an example of a custom report you could create using the Nova Report Center.

You create a OneDrive Usage report. The report shows which of your users are using OneDrive for
Business most (the most items and the largest items). The report includes a vertical line bar graph
with OneDrive User Data as the data source, sorted by item count (listed by user ID). The report
includes a table that also uses OneDrive User Data as the data source. This table is sorted by item
size. Finally, the report has another a vertical line bar graph with OneDrive User Data as the data
source. This table is filtered by item size (results in this graph also listed by user ID). Here’s how the
finished report looks:
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OneDrive usage

Last modified date Thu, 22nd Aug 2019 2:07pm

7 Edit & Print @ Schedule

4 Download CSV

Top 10 users by item count

4 & & 8 8 & 4 & & 8§
e & FFF I

com

L Download CSV.

Top OneDrive users

Userld

tem Size |

L Download CSV

Top 10 users by item size

com

3 33 3 3 3 3 3 3

Isaiahl @M365856622... 40

MeganB@M3E58568292... 36 1

LymneR@M3658588202... 28 5

Jonis@M363t

LeeG@M3658588292.0.

5 &6 & & & & % & & §

8 8 8 8 8 8 8 8 8
5 2 3 3 3 3 3 3 3

Here are the steps to create this report:

1.
2.
3.

Click Create Report.
Enter a report title, for example OneDrive Usage.
You'll add 3 sections to this report using the steps below:

Section 1: Top 10 Users by Item Count

Click the plus sign to add a section to the report.

Click the Chart or Pivot section type to begin editing the section.
Add a section title, for example Top 10 Users by Item Count.
Choose the OneDrive User Statistics data source.

Choose an organization and group, if applicable.

Under the Operator section, select ‘Sum’.
Under the ‘Choose applied to’ section, click ‘Select field...”, and click on the ‘Item Count’

Under the ‘Series name’ section, click ‘Select field..., and click the ‘User ID’ checkbox.
Click the ‘Select field...” link, and click the ‘Item Count’ button.
Under the ‘Offset’ text field, put 0.

Under the ‘Limit’ text field, put 10.
Un-check the ‘Overflow’ button.

1.
2.
3.
4,
5.
6. Select the Column chart type.
7.
8.
checkbox.
9.
10. Click the Add sorting link.
11.
12. Sortin descending order.
13.
14.
15.
16. Click Close section.

Section 2: Top OneDrive Users

1.

oV e wN

N

Click the plus sign to add a section to the report.

Click the Table section type to begin editing the section.

Add a section title, for example Top OneDrive Users.

Choose the OneDrive User Staistics data source.

Choose and organization and group, if applicable.

Click ‘Select field...*, and select User ID, Item Size, Iltem Count, and Last Activity Date in this
order, and then close the dialog.

If desired, drag and drop the columns, to re-order them.

Click the Add sorting link.

Click the ‘Select field...” link, and then select Item Size.
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10. If required, you can limit the amount of users in this table. Under the ‘Limit’ text field, choose
how many users you want in this table by changing the number.
11. Click Close section.

Section 3: Top 10 Users by Item Size
1.  Click the plus sign to add a section to the report.
Click the Chart or Pivot section type to begin editing the section.
Add a section title, for example Top 10 Users by Item Count.
Choose the OneDrive User Statistics data source.
Choose an organization and group, if applicable.
Select the Column chart type.
Under the Operator section, select ‘Sum’.
Under the ‘Choose applied to’ section, click ‘Select field..., and click on the ‘Item Size’
checkbox.
9. Under the ‘Series name’ section, click ‘Select field.../, and click the ‘User ID‘ checkbox.
10. Click the Add sorting link.
11. Click the ‘Select field...” link, and click the ‘Item Size’ button.
12. Sortin descending order.
13. Under the ‘Offset’ text field, put 0.
14. Under the ‘Limit’ text field, put 10.
15. Un-check the ‘Overflow’ button
16. Click Close section.
After you’re done adding sections, click Save.

O NV A WN

Watch the video below to see the above steps in action.
https://youtu.be/jPKvZVSbUv4

Custom Report Example: License Utilization
Report

Here is another example of creating a report in the Nova Report Center.

Creating a report using License data sources allow you to get a scope of your license utilization within
your tenant. This includes
° Assigned units — licenses applied to users
° Unassigned units — licenses not applied to users
° Idle units — licenses applied to users but aren’t being used i.e. disabled/deleted users
Below are the steps on how to something
1.  Click Create Report.
Enter a report title, for example License Utilization.
Click the plus sign to add a section to the report, and a description if desired.
Add a title and description for your section.
Choose the Tenant License History data source under the License Data data source category.
Click column.
Under operator. choose Average.

No vy e wnN
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8.
9.

10.
11.

assigned, unassigned and idle units? Let’s see how we do that below:

1.

NousewnN

Under Applied to, choose Percentage of Consumed Units.

Under Series name, choose License Name.
Set your offset and limits if necessary.
Save, then close the section.

However, what if we would like a table that includes the raw data, as well as data that shows

Click Create Report.

Enter a report title, for example License Utilization Table.
Click the plus sign to add a section to the report, and a description if desired.

Add a title and description for your section.
Choose the Tenant Licenses data source under the License Data data source category.
Click table.

Under choose table fields. select, in this order:

a
b.
C.
d
e

License name

Percentage of consumed units
Assigned Units

Unassigned Units

Idle Units

Set your offset and limits if necessary.
Save, then close the section.

Video example

Check out a video on how to create this report below.

https://youtu.be/XEFmOeuEbx8
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Custom Report Example: Search Within Quarter
to Date (QTD) or Year to Date (YTD) Parameters

It is now possible to search within Quarter to Date (QTD) and Year to Date (YTD) metrics within the
Nova Report Center for date-specific data fields.

® Add filter group

Select period

Activity Date is during 4 QTD v X +
QTD
@ Add sorting YTD
Offset previous month
0 previous quarter
Limit previous year

500

The QTD parameter gives you data from the beginning of the current quarter, and ending at the
current date.
The YTD parameter gives you data from the beginning of the current year, and ending at the current
date.
For example, perhaps you want to see the amount of Azure AD users created within the current year
within your tenant. To do this:

1.  Begin by creating a new report, including title and description if necessary.

2. Choose your data source. For these specific filters, you will need sources that include date

data fields. For our example, we’re using Office 365 Users.

3.  For Table fields, choose Display Name and User Created.

4.  Under Add filter group, select is during, then YTD.

5.  Add sorting and change your offset and limits if required.

Below is an example of what your report should look like.
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Select period

User Created is during

v YTD

® Add sorting

User Created

ascending

Offset

0

Limit

500

Enable paging

Total number of results: 66

Display Name

User Created T

2020-01-06 10:55:46

2020-01-08 10:07:01

2020-01-08 15:15:53

2020-01-16 10:06:02

2020-01-27 16:30:49

2020-01-29 09:01:54

2020-02-05 12:33:12

2020-02-17 09:28:22

Custom Report Example: See Assigned Licenses

over Time

You may want to see assigned licenses for a specific license within your environment over a certain
period of time. The step by step process below explains how to do that.

NOTE: Our license example is PowerBlI, but use which license is relevant to your environment
as you go through the steps.
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How to create this report

Click Create Report.

Click table.
Under Select fields, choose:

NouswNE

° The date of the statistics snapshot

° License Name
° Assigned Units

Enter a report title, for example Power Bl licenses over time.

Click the plus sign to add a section to the report, and a description if desired.

Add a title and description for your section.

Choose the Tenant License History data source under the License Data data source category.

8.  This will then show the amount of licenses you currently have assigned to each license you
have within your environment. However, we want to see just the license assighment of Power
Bl. To do this, we need to click Add filter group.

9. On Select field, choose License Name.

10. On Select operator, choose contains.
11. In Enter filter value, enter Power BI.

1 | NOTE: There are different license types with PowerBlI. If you would like to search for a

specific license i.e. Power Bl Pro, instead of contains in select operator, choose is equal

to, then enter Power Bl Pro.

12. Enter your offset and limits (see below).

13. Sort the date in ascending or descending order, depending on your preference.

14. Saveyour report.

Your table should look a little like the one below.

The date of the statistics snapshot |
2020-08-11
2020-08-10
2020-08-09
2020-08-08
2020-08-07
2020-08-06
2020-08-05

2020-08-04

License Name Assigned Units
Power Bi Pro 5
Power Bi Pro 5
Power Bi Pro 5
Power Bi Pro 5
Power Bi Pro 3
Power Bi Pro 5
Power Bi Pro 5
Power Bi Pro 5
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Offset & Limits

Your offset and limits refer to the dates of your table. For example, if you wanted a table
representing the previous 14 days, enter 14 into your limits box.

You can go back days, weeks, months or even years depending on your needs.
https://youtu.be/sl4voT6110w

Overview of Schedule Center

The Schedule Center page shows a list of scheduled reports in your current tenant. On this page, you
can:

° Edit a report schedule.

° Run a report now.

° Delete a report schedule.

° Duplicate a report schedule so that another copy can be configured in a different way.
Click here to learn more.
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Schedule Center

Use the Schedule Center to see and manage the scheduled reports you currently have set up.
Schedules you set up in Nova Reporting are automatically added to the Schedule Center.

To access the Schedule Center, click the Settings button (a gear) located in the top right of the Nova
window, and then select Schedule Center, as shown below.

1 X
Organization

Change organization settings here. These affect just this
organization.

Contact Center

Update the contacts you would like to be notified when alerts
or other events occur, and which alerts each contact receives

2

Schedule Center

See and manage the scheduled reports you currently have
setup

Notification Center

Review and manage the notifications/alerts your organization
currently has

Application Settings
0 System Settings
@ Monitoring
[l Reporting
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It shows a list of previously scheduled reports, as shown below.

Report Name

test]

Robs scheduled report

Ucense availalbe report

THMA - Licanse witin in teantr

Schadulad Department Sales US Last 7 days

Schaduled MAOP -staging schedule POF 7:15

Scheduled MAOP -staging schedule CSV 7:15

Scheduled Users list for active E3 users without

Weekly List of Licenses in tenant and individual

Scheduled Top Mail (clone)

You’ll notice an ellipsis next to each scheduled report.

Type  LastRun

“+ Recuriing Thu May 28 2020 2.40PM

“+ Recurring Fri May 29 2020 10:30AM

=+ Recurring Fri May 29 2020 10:05AM

o+ Recurring Fri May 29 2020 10:10AM

Recurring Fri May 29 2020 8:404M

© Recurring Fri May 29 2020 6:15AM

© Recurring Fri May 29 2020 15AM

o+ Recurring Wed May 13 2020 11:45AM

+ Recurring Fri May 22 2020 1:45PM

+ Recuring Thu May 28 2020 235PM

schedule, as shown here:

hed ente

+ Add Repont

Report Name

test
Robs scheduled regort

License availalbe report

THMA - License witin in teantn

Schaduled Department Sales US Last 7 days
Schaduled MADP -staging schedule PDF 7:15
Scheduled MAOP -staging schedule CSV 7:15
Scheduled Users list for active £3 users without.
Weekly List of Licenses in tenant snd individua

Scheduled Top Mail (clone)

More info

+ Add Repont

Report Name

test
Robs scheduled report

License svailsibe report

THMA - License witin in teantn

Seheduled Department Ssies US Last 7 days
Seheduled MAOP -staging schedule PDF 7:15
Scheduled MAOP -stoging schedule CSV 7:15
Scheduled Usars lst for active E3 users without
Weekly List of Licenses in tenant and individual.

Scheduled Top Mail (clone)

This will bring you to the schedule screen, as seen in the images below.

Type  LastRun

| Recurring Thu May 28 2020 240PM

oo | Recuriing Fri May 29 2020 10:30AM

oo | Recurring Fri May 29 2020 10.054M

oo | Recuriing Fri May 29 2020 10:10AM

o | Recurring Fri May 29 2020 8:404M

oo | Recuring Fri May 29 2020 6:15AM

| Recurring Fri May 29 2020 6:15AM

oo | Recuring Wed May 13 2020 11:45AM

| Recurring Fri May 22 2020 1:45PM

Recurring Thu May 28 2020 2 35PM

Type  LastRun

- Recurring Thu May 28 2020 2:40PM
& Edit

D Duicare B 2020 10:30AM
b Run Now

82020 10:05AM
B Delete

- Recurring Fri May 29 2020 10:10AM

. Recurting Fri May 29 2020 8:40AM

- Recurring Fri May 2 2020 6:15AM

Recurring Fri May 2 2020 6:15AM

- Recurring Wed May 13 2020 11:45AM

- Recurring Fri May 22 2020 145PM

© Recurting Thu May 28 2020 235PM

Next Run

FriMay 29 2020 2:38PM

Sat May 30 2020 10:28AM

Sat May 30 2020 10:00AM

Sat May 30 2020 10:05AM

Fri Jun 05 2020 &:35AM

Sat May 30 2020 &15AM

Sat May 30 2020 &:15AM

Sat Jun 13 2020 11:42AM

Fri May 29 2020 1:40PM

Fri May 20 2020 231PM

Next Run

Fri May 29 2020 2:38PM

Sat May 30 2020 10:28AM

Sat May 30 2020 10:00AM

Sat May 30 2020 1005AM

Fri Jun 05 2020 8:35AM

Sat May 30 2020 6:15AM

Sat May 30 2020 6:15AM

Sat Jun 13 2020 11:42AM

Fri May 20 2020 14090

Fri May 29 2020 2.31P

Next Run

Fri May 29 2020 238PM

Sat May 30 2020 10.284M

Sat May 30 2020 10:004M

Sat May 30 2020 1005AM

Fri Jun 05 20

Sat May 30 2020 E:15AM

Sat May 30 2020 E:15AM

Sat Jun 13 2020 11:42AM

Fri May 29 2020 1:40PM

Fri May 29 2020 231PM

Start Time

Thu Mar 19 2020 1:38PM

Fri May 22 2020 10:28AM

Fri Apr 03 2020 10:00AM

Fri Apr 03 2020 10:05AM

Fri Apr 17 2020 8:35AM

Tue Apr 28 2020 £15AM

Tue Apr 26 2020 £15AM

Wed May 13 2020 11:42AM

Fri May 15 2020 1:40PM

Wed May 20 2020 231PM

Start Time.

Thu Mar 19 2020 1:38PM

Fri May 22 2020 10:2BAM

Fri Apr 03 2020 10:00AM

Fri Apr 03 2020 1005AM

Fri Apr 17 2020 8:354M

Tuo Apr 26 2020 6:15AM

Tuo Apr 26 2020 6:15AM

Days

Days

Days

Wesks

Days

Days

Maonths

Weeks

Days

Days

Days

Days

Wesks

Days

Days

Wed May 13 2020 1142AM  Months

Fri May 15 2020 1:40PM

Wed bay 20 2020 2.31PM

Start Time.

Thu Mar 19 2020 1:38PM

Fri May 22 2020 1028AM

Fri Apr 03 2020 1000AM

Fri Apr 03 2020 1005AM

Fri Apr 17 2020 835AM

Tue Ape 28 2020 6:1SAM

Tue Ape 28 2020 6:15AM

Wed May 13 2020 11:424M

Fri May 15 2020 1:40PM

Wed May 20 2020 231PM

Wesks

Days

Days

Daye

Daye

Daye

Weeks

Doys.

Doys.

Manths

Woeks

Days.

Creator

o

Creator

o
]

Recipients

1 recipient

1 recipient

1 recipient

1 recipient

2 reciplents

1 recipient

1 recipient

1 recipient

2 recipients

1 recipient

Recipients

1 recipient

1 recipient

1 recipient

1 recipient

2 recipients

1 recipient

1 recipient

1 recipient

2 recipients

1 recipient

Recipients

1 recipient

1 recipient

1 recipient

1 recipient

2 recipients

1 recipient

1 recipient

1 recipient

2 recipiants

1 recipiont

Use the Edit button to change a report
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t Schedule

Sl
‘ Recipients -
Fomrmst Description (optonal)
=x
:
Edit Report Schedule
.
i Recipients Oy How
Fomat @ Loter
Fri May 29 2020 [+ ]
(@) Recuring
T 7| (o
o= -
.
Edit Report Schedule
.
o

o
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Additionally, using the other buttons, you can:
° Duplicate a report schedule. Then you can edit the duplicate, so it maybe runs on a different
schedule and/or it’s sent to different recipients.
° Run a report now.
° Delete a report schedule.
Avideo regarding the Schedule Center can be seen below:
https://youtu.be/EGoiinNS7Z8
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TMS

The Nova Tenant Management System (TMS) allows service providers to support multiple customers
from a common interface. Using the Nova TMS, the service provider adds new customer tenants,
and then delegates access to those tenants and the Nova platform.

Here’s a video overview of the TMS user interface:
https://youtu.be/Y-zcGw43z4A

This article explains how to manage customer tenants and add tenant administrators.

My Associations

Here, you can select your default tenant or remove your access to a tenant. This is where you can
view all of the tenants that your QTID is associated with. To access this, click your tenant name at the
top right hand side of the toolbar, then select My Associations.

My Invitations

Here, you can invite someone to associate with the organization and delegate management rights to
them. Use this page to view the status of invitations you send. To access this, click your tenant name
at the top right hand side of the toolbar, then select My Invitations.

My Account

admin

My account

My Invitations (0)
My Associations

Sign out

Adding a Customer Tenant

Use the Nova Tenant Management System to add customer tenants. If you’re managing a lot of
tenants, or if some of your customers have multiple tenants, you might need to organize the tenants
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into organization groups. Keep reading to learn how to manage customer tenants. Here’s how to add
a new tenant to the TMS:
1.  Onthe My Organization page, click Add Child.
2. Enter the organization name. We like to format this with the logical name, followed by the
Office 365 tenant name in parenthesis. It looks like this: Organization Name (tenant)
3.  Select an organization type.
4.  Select the 2 check boxes, if desired, which allows the parent organization to view the child
organization’s data and manage the child organization’s settings.
5.  Click Create.
Here's a video showing how to add and manage customer tenants:
https://youtu.be/ssWojgua72U

Adding a Tenant Administrator

You'll want to invite someone from the organization to act as the tenant administrator. Follow the
steps below to invite a tenant administrator.

1. Onthe My Organization page, expand the organization hierarchy until you can select the

tenant to which you’ll add a tenant administrator.

2. Click Manage.

3.  Enter their email address and select the role(s) you want to assign to them.
They’ll receive an email invitation to access the application. When they follow the link in the email
and accept the invitation, they’ll authorize Nova to access their tenant’s data and they’ll allow the
setup process to be completed.

1 | NOTE: If the invited user doesn’t receive an email, check the contents of any junk mail folder.

Here's a video showing this process:
https://youtu.be/CKFIkYZ_Cpg

Additional Notes About Tenants

Here are some additional notes about the Tenant Management System:

° The individual who adds a tenant to TMS is automatically the tenant’s default association and
system administrator until a different default association and administrator is assigned.

° If you want to change your default tenant, go to My Associations and click the circle icon for
the tenant you want to set as your default organization.

° If you want to remove your association/access to a tenant, go to My Associations, and click
the Remove association button next to that tenant.

° If you’re managing several tenants, you might want to organize them into groups using the
Organization Groups page.a
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Change the Service Account Password in TMS

Overview

This article explains how you can correctly change the service account password for Nova Reporting.
We recommend that you do this on a regular basis to ensure continued security within your

environment.

Details

If you need to change the password, you’ll need to make the change first in two places:
° Office 365 Admin Portal
° Tenant Management System Client (TMS Client)

Office 365 Admin Portal

To change your password for the service account:
1.  Loginto your Microsoft Office 365 portal as an Administrator.
2.  Go to the Admin Center.
3.  Select Active Users, click Search and type in the name of the service account.
4 Select the user and chose Reset Password.

NOTE: ensure that you DO NOT select require this user to change their password when they
first sign in.

Tenant Management System Client

1.  Once you have the password, log into the Tenant Management System Client (TMS Client)
2. Navigate to the Service Accounts tab:

& Edit By Users B3 Add Trial 23 Resync Tenant

Overview Config Services Data Collection Subscriptions Service Accounts

~+ Add Account

Display Name Username Product

NovaReporting . NovaReporting@M365x662677.0n... Reporting

3.  Click on the ellipsis and select edit.
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4. Addanew password to the password field and the do the same to the Confirm password
field.

Add service account

Account Type

Reporting v

Friendly Name (identifier) *

NovaReporting

Username *

NovaReporting@M365x662677 iy

Password *

Confirm password *

5.  Click Confirm to update the password for service account.

Note

Please note that normally this password will expire after a few days. We advise to mark this date and
update the SA password before this happens.

If your company policy allows to use the password without an expiration, please refer to the
following article for instructions and use this option for the service account password.

Reporting Provisioning from TMS

Overview

Radar and the ‘Data Storage’ needed for Nova share a common backend and data collection
framework. This should now be provisioned for an organization/tenant via the Tenant Management
System Client (TMS Client). For Quadrotech’s direct customers, this is available at
https://account.quadro.tech.

Steps

1. Connect the tenant. When you create an organization, by default it does not have an Azure
Tenant assigned to it. If a user logs in with AAD and that tenant is identified as the default, and
that user is not attached to any other tenant, then the Azure Tenant details will be captured.
To manually connect the tenant, click the ‘Connect Tenant’ button on the organization, and
authorise the Azure Application that appears. Note: This will then connect the tenant and
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assign the correct white label identifiers to the tenant. This tenant can then be used by Data

Collection and DPC.

-+ Add chid 7 Edit Ss Users B3 Add Trial & Connect Tenant

Overview Config Services Data Collection Engagement Subscriptions Service Accounts

Status:
Tenant not connected

Add a Service Account. You need to add at least one working service account on the Service
Accounts tab in TMS. The requirements for the service account can be found in this section.

;f Edit % Users l_'—'_",o Add Trial S Resync Tenant

Overview Caonfig Services Data Collection Subscriptions Service Accounts

MNo service accounts found

Provision the Data Collection Instance. On the Data Collection tab, if the instance is not
provisioned, you will be able to select a region and click the ‘Provision’ button. Within 2-4
hours you should see Jobs running and completing on this Data Collection tab in the table.

3.

f Edit % Users E‘o Add Trial S Resync Tenant

Owverview Config Services Data Collection Subscriptions Service Accounts

Your organization is not provisioned for data collection. To do so, please select a region and click Provision

EMEA

us

Once this process is complete, both Data Collection and Radar are provisioned.

Reference
Requirements for Service account for Reporting
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TMS Problem With OnBoarding

Sometimes if TMS is used to onboard several customer tenants in sequence you might encounter an
error.

The errors/issues include problems with connecting a tenant, provisioning, and so on. An example
error is shown below:

14171 aler.onmicrosoft.com

Tenant Customer

& Edit Fa Users B3 Add Trial > Resync Tenant

Overview Config Services Data Collection Engagement Subsar

@ Failed to init tenant - [object Object]

Your organization is not provisioned for data collection. To do so, please click
Provision

The error message in the above screenshot says: failed to init tenant

This type of issue has been seen when a tenant is provisioned, then another then another tenant, and
then another, and so on. There is no hard number of successes before a failure may occur.

To work around this issue refresh (F5) the browser. Alternatively use incognito/private browsing
mode when provisioning tenants.

Identify When Jobs Are Not Running

As a Nova administrator, it is important to quickly identify when jobs within your tenant are not
running and troubleshoot these issues.

Jobs are color-coded accordingly:
° Jobs that have not been running for 0-3 days are not color-coded.
° Jobs that have not been running for 3-6 days are YELLOW.

° Jobs that have not been running for 6+ days are RED.
Here’s how it looks:
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Tenant Domain Mailbox Count User Count Data As Of Next Scan

| | | |
M365x304230.onmicrosoft.com 27 0 3-Sep-2020 09:47:08
M365x973834.onmicrosoft.com 27 0 2-Sep-2020 11:51:12
M365x984996.onmicrosoft.com 27 33 27-Jul-2020 10:00:00
M365x404194.onmicrosoft.com 27 33 5-Aug-2020 13:06:00
M365x950714.onmicrosoft.com 27 0 30-Aug-2020 00:00:00 2-Sep-2020 11:51:41
M365x417809.onmicrosoft.com 27 33 5-Aug-2020 10:14:53
M365x343423 onmicrosoft.com 27 0 2-Sep-2020 19:05:12

Adding Additional Service Accounts for Nova

Microsoft Office 365 implements a series of throttling policies on Office 365 tenants that can inhibit

the collection of reporting data for Nova customers.

In order to improve the reliability and speed of the data collection process, we recommend that
Office 365 tenants with more than 10,000 users take advantage of our Multiple Service account
feature.

By adding multiple Nova service accounts, you will help ensure that reporting data is updated in a
timely manner without impacting your Office 365 tenant. These service accounts do not require a
Microsoft Office 365 License which means that taking advantage of this feature does not add any
cost to your Office 365 subscription.

Getting Started

Before we begin, you must create some additional accounts within your Office 365 environment with

the correct permissions.

For simplicity, we recommend that these service accounts are named as follows:
NovaReporting@<domain>.onmicrosoft.com

NovaReportingl @<domain>.onmicrosoft.com

NovaReporting2 @<domain>.onmicrosoft.com

etc

To create the service accounts for reporting, please follow the steps outlined at this section.
To create the service accounts for DPC, please follow the steps outlined at this section.

1 | NOTE: If you are using the SharePoint Online Reports module, you will also need to give this
account the correct permissions to the SharePoint Online Site Collections you are reporting
on —you can find the steps to do so at this article.

Alternatively, you can create a Security Group in Office 365 with these correct permissions and add

the Nova Service accounts into this security group.
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Adding these Accounts to Nova

To add an additional service account in Nova,

1.

2.
3.
4

Log in to your tenant as an administrator at https://account.quadro.tech
Go to the My Organization tab
Select your tenant

Click ‘add account’.

quadrotech.onmicrosoft.com

Disibuto
[eporing | [0Pc | [Adopton | [Aviabity |

Display Name Username Product

An expansive article on service accounts in Nova can be found here.

Reauthorize a Tenant in Nova

Overview

The cloud world is changing constantly, and so is the data flowing through it. Nova is provisioned
with set of authorizations, and if the data is changed, the authorization needs to be changed also.
This KB describes how it can be done via the Tenant Management System Client (TMS Client). For
Quadrotech’s direct customers, this is available at https://account.quadro.tech.

Steps

1.

2.

Login to Tenant Management System Client (TMS Client) with an account with a System
Administrator role.
Select the organization you want to reauthorize and click Reauthorize Tenant.

¢ Edit  Rs Users B3 Add Trial ¥ Reauthorize Tenant
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3.  Enter the full tenant name in an opened window (e.g. myTenant.onmicrosoft.com) and click
Proceed.

Connect tenant

You will be redirected to a Microsoft Application
Consent form. Make sure you are logged in with the
correct tenant before re-authorizing. Once complete,

you will be returned here.

Tenant Name *

Proceed Cancel

4.  Login with a Global Administrator account and provide consent.
5. If everything is completed correctly, the Reauthorize Tenant button will be re-named to

Resync Tenant.

¢ Edit By Users B3 Add Trial Resync Tenant

i | NOTE:
When re-authorization is granted, the button will be re-named to Resync Tenant. It has these
functions:
1. Itvalidates that the connection to the Tenant is still good for App Authorization.
2. It generates the list of domains again.
3. It will update the number of mailboxes and licensed mailboxes.
The endpoint for Teams has been changed and re-authorization is required to get most of
Teams reports in Nova.
Reference

There is one additional use of Connect Tenant, which is used to provision new tenants for Nova.

How to Add New Users to Nova

New users can be added to tenants that you have access so that they can have access to Nova
features and services. This is performed in TMS (the Tenant Management System).

These are the steps that you should take:
° Login to TMS using an account with the System Administrator role.
° Locate the tenant / container where you want to add a new user and click on it. (For example
| could click on ‘Software training’)
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My Organization
Manage your own organization or your full organization hierarchy
More info

N 9% Training Organization
P@, Customer 1 (Mx818378191)
PE! Customer 2 (Mx88991111)
;I% Internal training (tenant number)
~ Software training (M365B588292.onmicrosoft.com)
P@, Staging (M365x702854.onmicrosoft.com)

P@, US Customer (M365B142105.onmicrosoft.com)

° Then click on ‘Users’

Software training (M365B588292.onmicrosoft.com)

Partner

Reporting DPC  Adoption  Availability
-+ Add Child ¢ Edit B Users T3 Add Trial Resync Tenant

You will be shown a list of users who are already associated / invited / active in your chosen
tenant. On the ‘invitations’ tab, you can invite a new user. Enter their email address, choose
appropriate roles, and click on ‘Invite’

This sends an invitation to that user via email to join the tenant / container, which the user must
accept.

Once accepted the user will appear on the list of users. Whilst you wait for them to accept you can
see them on the invitations tab.

Once they accept, they are then associated (or linked) to that container / tenant and have a
particular role with associated capabilities within that tenant.

If a user has access to multiple container / tenants then they should use the Persona menu to switch
to different tenants:
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Rob Wilcox

quadrotech.onmicrosoft.conr

quadrotech.onmicrosoft.com

Profile

Change your personal settings here. These settings
affect all your accounts.

My account
My Invitations (0)

My Associations

{ Theme

Language

‘ English v ‘

Organization

‘ quadrotech.onmicrosoft.com v ‘
Role

]
‘ Radar Classic v ‘

Developer Data

Logout

To learn more about the Persona menu, see this article.

Nova remembers which tenant and role a user was last using, so the next time that user logs into
Nova it takes the user back to the same place. This happens across browsers, and across sessions.
What's an association?

In the above description we’ve mentioned ‘association’ several times, this is essentially a link
between your user account, and a tenant, via a particular role. In some organizations there is a one-
to-one link, in other organizations a single user might have access to multiple Office 365 tenants. It's
also possible for the same user to have different access levels in different organizations. In other
words they would have different roles. Let’s say we have multiple tenants in an organization, as
shown below:
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My Organization
Manage your own organization or your full organization hierarchy
More info

4 ,Qf% Training Organization

Sa Customer 1 (Mx818378191)

Sz Customer 2 (Mx88991111)

g% Internal training (tenant number)
2 Software training (M365B588292.onmicrosoft.com)
fog Staging (M365x702854.onmicrosoft.com)

P@ US Customer (M365B142105.onmicrosoft.com)

An account, can have different roles in different tenants in this structure.

Software training (M365B588292.onmicrosoft.com) User Associations

Associations (25)  Invitations (1)

Name Email Date Associated Roles

Thors= o e {mam momi e e e el L5th June 2019 | System Administrator, Radar Classic, Account Administrator, Autopilot C %@
e soEEr mEE s Sth July 2019 ‘ System Administrator, Radar Classic, Account Administrator, Autopilot C @
Greg ta» greef = = s e 24th July 2019 ‘ System Administrator, Account Administrator, Autopilot Classic ‘ %
Tomas b wes tomas® sl "smmn wom w 24th September 2019 ‘ System Administrator, Radar Classic o ‘ @
Janl gt Jan= = = - 10th July 2019 ‘ Auth Policy Admin, Organizational Unit Admin, License Admin, System /@
Martin f= e e martins = mw e e 18thuly 2019 System Administrator, Account Administrator, Autopilot Classic ‘ @
fob Wilcox robwilcox@quadrotech-it.com 28th May 2019 ‘ System Administrator, Radar Classic, Account Administrator, Autopilot C |E;

Staging (M365x702854.onmicrosoft.com) User Associations

Associations (4)  Invitations (0)

Name Email Date Associated Roles

Greg == gregimmimmmm o = 3stuly 2019 ‘ System Administrator, Account Administrator, Autopilot Classic | @
Martir: e e martinzs = =i o 6th August 2019 ‘ System Administrator, Account Administrator, Autopilot Classic | @
Rob Wilcox rob.wilcox@quadrotech-it.com 31st July 2019 ‘ System Administrator o ‘ -
ha or mulls '4.onmicrosoft. 31st July 2019

‘ System Administrator, Radar Classic, Account Administrator, Autopilot C @

And in fact might not have access to certain tenants in the structure.

Removing a user

To see how to remove a user from your tenant, see this article.
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Remove a User From Your Tenant in Nova

From time to time it might be necessary to remove a user from your tenant in Nova. We also call this
removing the user association. It’s easy to do by following these steps:
° Login to TMS using an account with the System Administrator role.

° Locate the tenant / container which you want to manage and click on it (for example, | could
click on ‘Software training’).

My Organization

Manage your own organization or your full organization hierarchy
More info

N ,d% Training Organization
P@ Customer 1 (Mx818378191)
P@ Customer 2 (Mx88991111)
,Qf% Internal training (tenant number)
~ Software training (M365B588292.onmicrosoft.com)
P@ Staging (M365x702854.onmicrosoft.com)

P@ US Customer (M365B142105.onmicrosoft.com)

° Then click on ‘Users’

Software training (M365B588292.onmicrosoft.com)

Partner

Reporting DPC  Adoption  Availability
-+ Add Child ¢ Edit 85 Users B3 Add Trial Resync Tenant

You will be shown a list of users who are already associated / invited / active in your chosen
tenant.

Software training (M365B588292.onmicrosoft.com) User Associations

Associations (25)  Invitations (1)

Name Email Date Associated Roles

Thoma: = == thomas s m 1sthune2019
© omes e System Administrator, Radar Classic, Account Administrator, Autopilot C @3

Paul <= = ol e . 9th July 2019
° P o System Administrator, Radar Classic, Account Administrator, Autopnotc

Greg === grec M . . 2ath July 2019 -
N 7y v System Administrator, Account Administrator, Autopilot Classic =N

Tomas = = tomas = L 24th September 2019 . s
" System Administrator, Radar Classic v @

Click on the icon to the right of the user and their roles, and it will remove their association
with this tenant.
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1 | NOTE: There is no confirmation dialog, the user will be removed immediately.

What Is the Persona Menu in Nova

The Persona menu in Nova allows a user to see information about their Nova settings, their account,
language and chosen color scheme. It also shows the current role and organization, and allows a user
to switch to other roles and other organizations.

To access the Persona menu a user clicks on their name at the top right of the Nova user interface,
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and the menu will appear:

X
My Account

Administrator
MA _
admin@

My account

My Invitations (0)
My Associations

Sign out

Theme

Organization

Role

System Administrator W

Developer Data

If a new role or organization is selected the user interface will switch, and jump to that chosen role
and organization. For more on roles, click here.

Nova remembers which tenant and role a user was last using, so the next time that user logs into
Nova it takes the user back to the same place. This happens across browsers, and across sessions.
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What are the Roles Within Nova

Users of the Nova application can be assigned one or more roles. Each role provides functionality in
the Nova application itself. Roles can be combined. The following is a list of the roles, and what they
give access to:

System Administrator

This roles gives access to the Tenant Management System, and does not give any direct access to the

Nova application (unless it is combined with other roles).

Account Administrator

This gives access to be able to create and manage policies in Delegation and Policy Control. In
addition audit logs can be viewed to see how the policies have been used by delegated
administrators. There are several other administrative functions which are shown in this screenshot:

Manage Administration

Audit log

Authorization policies

Service Accounts

Tenants

Autopilot Classic

This gives access to be able to perform allowed actions against users, mailboxes, groups, contacts
and Microsoft Teams. It is the role most appropriate to a delegated administrator. What the user will
be able to do is governed by the policies which are applied to them, and were configured by
someone with at least the Account Administrator role. This is an example of the menu that a user will
see, if they are given this role:

Manage
Users
Contacts

Mailboxes

Groups

Teams

Radar Classic

This gives access to reporting data, and the Report Center.

Report Reader

Report Readers are assigned a view-only status for reports. They can read, print and download (.CSV
or .PDF) reports, but unable to create, import, clone or edit reports. Nova administrators have the
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right to grant this access to protect and maintain accountability, data integrity and security. For more
on this role, click here.

Auth Policy Admin

This gives users the ability just to manage policies within Nova. The option to get into Autorization
Policies will be enabled in the Manage Administration menu.

License Admin

This gives people the ability to create and maintain License Policies. The option will be available on
the Manage Administration menu.

Organizational Unit Admin

This gives users the ability to maintain virtual organizational units. The Tenants option will be
available on the Manage Administration menu.

IT Administrators

This gives a user the ability to use Nova, but restricts them from changing the configuration or
security of Nova itself.

Why do we use the ‘Classic’ names?

Two parts of Nova have existed in different systems and different formats before Nova. We have
customers which are now using Nova that used to use those systems, so these roles are named as
shown on this page so that those customers understand what functionality, broadly speaking, they’ll
be getting with those roles. These two are:
° Radar Classic: This gives users the same functionality as they would have had in our Radar
product.
° Autopilot Classic: This gives users the same functionality as they would have had in our
Autopilot product.

Examples of combining roles

If someone needs to be able to create authorization policies, and actually perform actions on
customer tenants (such as password resets, maintaining groups, adding Microsoft Teams and so on)
then they should be assigned these roles:

° Account Administrator

° Autopilot Classic
If someone needs to be able to access reporting data, and perform actions on customer tenants
(such as password resets, maintaining groups, adding Microsoft Teams, and so on) then they should
be assigned these roles:

° Autopilot Classic

° Radar Classic

Granting Account Administrator

The following should be considered when assigning roles
° The Account Administrator roles does not work on it’s own. It needs to be combined with the
Autopilot Classic role.
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Report Reader Role in Nova

Report Readers are assigned a view-only status for reports. They can read, print and download (.CSV
or .PDF) reports, but unable to create, import, clone or edit reports. Nova administrators have the
right to grant this access to protect and maintain accountability, data integrity and security.

Users’ with the Report Reader role:

Can

See reports made by their organization (custom reports).
Schedule and download reports.

Change sort criteria and column ordering (without saving).
Use search fields.

Schedule reports to be sent to any recipient.

Edit and cancel their own scheduled reports.

See any pinned reports.

Modify the sharing status for a report.

See application settings in the settings panel.

Access the Manage, Manage Administration, Usage & Adoption or the Service Health tab.

Changing Default Organizations in TMS

Summary

In case one user email is used in multiple tenants, the default organisation has to be selected to
provide the switching mechanism for Radar Reporting.

Solution
1. Loginto TMS (Tenant Management System) https://account.quadro.tech
2. Navigate to User menu (top right corner)
3.  Select My Associations
4.  Click on the “star” next to the organisation you want to mark as default — it should change to

5.

“full star” and (default) text next to tenant name

aer)

@
Organization

@ &
srosoft.com (default) *
ator o

% ik

Log in to Radar Reporting. It will log to the default organisation selected in TMS.
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NOTE:
Radar Reporting is deployed in two locations US and EU. Please make sure you are using
correct address related to your tenant:

US https://reports.o365radar.com
EU https://reports.o365radar.eu

Quadrotech Nova by Quest User Guide <%USER_GUIDE%>
TMS

167



7

Knowledge Base

Enter topic text here.

User Detail in Nova

Finding statistics on workload usage in easy to analyze graphs and charts is simple with Nova. In one
screen, you can find data relating to a user’s:

° Email usage

° Teams usage

° OneDrive for Business usage

° SharePoint usage

° Exchange Online usage

° Audit activity

° Mobile Device usage
and more.

To find this, simply search for the user in Nova’s search bar, and click on the user you want to see
statistics of.

Let’s take a look into these tabs and how its information can help administrators.

User Overiew

The user overview section gives you general information on that user, including:

° Name

° Job Title

° Department

° Manager

° Office

° Location
The screen also contains information on licenses that have been assigned to that user, including if
that license has been successfully applied to that user or if it is pending.
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Overview  Mail ~ Teams Skype OneDrive  SharePoint  Exchange Online  Distribution Groups ~ Mobile Devices  Audit Activity ~ Mailbox Size and Growth

Display Name > OFFICE 365 ENTERPRISE E5 WITHOUT PSTN CONFERENCING

User Login Name > ENTERPRISE MOBILITY + SECURITY E3

First Name « »

Last Name

Job Title

Department

Reports To (Display Name)

Office

Full address

User Created

Strong Password Required o

Password Never Expires °

Mail

The mail tab gives you detail on the user’s email activity over the past 3 months. This includes:
° Messages received
° Messages sent
° Messages sent internally
° Messages sent externally

Overview  Mail  Teams  Skype OneDrive  SharePoint  Exchange Online  Distribution Groups ~ Mobile Devices  Audit Activity Mailbox Size and Growth

e _
16 8

54
4
24
0 0
2020-06-23 2020-07-04 2020-07-15 2020-07-27 2020-08-07 2020-08-18 2020-08-29 2020-09-09 2020-09-24 2020-06-23 2020-07-04 2020-07-15 2020-07-27 2020-08-07 2020-08-18 2020-08-29 2020-09-09 2020-09-24
M Messages Recieved Count M Messages Sent Count
‘ v ‘ 3
Messages Sent Internally Messages Sent Externally
87 47
64 31
a4 24
24 14
05 T T T T T T T T T T T T T
2020-06-23 2020-07-04 2020-07-15 2020-07-27 2020-08-07 2020-08-18 2020-08-29 2020-09-09 2020-09-24 2020-06-23 2020-07-04 2020-07-15 2020-07-27 2020-08-07 2020-08-18 2020-08-29 2020-09-09 2020-09-24
Message Count Sent Intemally M Message Count Sent Externally
« ’ ‘ 5

Teams

The Teams tab gives you detail on the user’s Teams activity over the past month. This includes:
° Teams Calls
° Daily Teams Meetings
° Private Chat
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° Team Chat
Overview  Mail Teams Skype  OneDrive  SharePoint  Exchange Online  Distribution Groups  Mabile D
1
0.754
0.5
0.254

0. T D T T
2020-08-12 2020-08-18 2020-08-24 2020-08-30 2020-09-07 2020-09-11 2020-09-18 2020-09-23
M Call Count

evices  Audit Activity Mailbox Size and Growth

Daily Teams Meetings

3
2254
154

0.75+

5
0 T T
2020-08-12  2020-08-18 2020-08-24 2020-08-30 2020-09-07 2020-09-11 2020-03-18  2020-09-23
M Meting Count

‘

‘. 3

120
90+
60+
304,
o

2020-08-12 2020-08-18 2020-08-24 2020-08-30 2020-09-07 2020-09-11 2020-09-18  2020-09-23
M Private Chat Message Count

Team Chat

|

L.

0-08-18  2020-09-23

0
2020-08-12  2020-08-18 2020-08-24 2020-08-30 2020-09-07 2020-09-11 2021
M Team Chat Message Count

OneDrive

The OneDrive tab gives you comprehensive information on a user’s OneDrive usage. See statistics
within 7, 30 or 90 day parameters. Select 30 days, then show average to get a daily average total on

activities such as:
Files viewed or edited

[}

° Files shared internally
° Files shared externally
° Files synced

Use the table to get exact data straight away, including average statistics on activity per day.

Overview  Mail  Teams Skype  OneDrive  SharePoint  ExchangeOnline  Distribution Groups  Mobile Devices  Audit Activity  Mailbox Size and Growth

OneDrive Activity Summary

70zys [ 30Days | | 90Dzv: @D Show average

16

124

5

l

Viewed or Edited Shared Intemally Shared Exterally Synced
Avg / Day M 30 Days

‘ ,

OneDrive Detail

Data Captured

Files Viewed or Edited  Files Shared Internally  Files Shared Externally  Files Synced

Last 7 days 8 0 0 0
Last 30 days 12 1 0 0
Last 90 days 43 21 0 0

k]

Average Per Day

Files Viewed or Edited  Files Shared Internally  Files Shared Externally  Files Synced

114 0 0 0
04 0.03 0 0
0.54 0.23 0 0
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SharePoint

The SharePoint tab gives you comprehensive information on a user’s SharePoint usage. See statistics

within 7, 30, 90 or 180 day parameters. Select 30 days, then show average to get a daily average

total on activities such as:

Files visited
Files viewed or edited
Files shared internally
Files shared externally
Files synced

Use the table to get exact data straight away, including average statistics on activity per day.

Overview Mail Teams  Skype OneDrive  SharePoint Exchange Online Distribution Groups Mobile Devices Audit Activity Mailbox Size and Growth

SharePoint Activity Summary

7 Days 30 Days 90 Days 180 Days Show average
25007
1950%
1300%
sso%
Visited Pages Files Viewed or Edited Files Shared Internally Files Shared Externally

M7 Days MN30Days 90 Days 180 Days

Files Synced

SharePoint Activity Detail

Data Captured

Visited Pages Files Viewed or E... Shared Files Inter... Shared Files Exte... Synced Files Files Viewed or E... Synced Files
Last 7 days 1 8 H 0 12 114 171
Last 30 days 3 87 14 0 42 29 14
Last 90 days. 23 620 40 0 933 6.89 1037
Last 180 days 35 1579 67 0 2531 877 14.06

Average Per Day

Shared Files Inter...

Shared Files Exte...
0

0
0
0

Visited Pages
0.14

Exchange Online

The Exchange Online tab gives you information on details such as:

access to specific mailboxes

last Exchange activity

when the mailbox was created
Exchange item count

enablement of services such as

° OWA (Outlook Web Access)

° Active Sync

° POP (Post Office Protocol)

° IMAP

° MAPI (Messaging Application Programme Interface)
° EWS (Exchange Web Services)

Quadrotech Nova by Quest User Guide <%USER_GUIDE%>

Knowledge Base

171



Overview ~ Mal  Teams Skype  OneDrive  SnarcPoint  Exchange Online  Distribution Groups  Mobile Devices  Audit Activity  Mailbox Size and Growth

Mailbox Permissions

This user has access ta the following mailbaxes

Mailbox Owner Access Type Is Inherited Is Deny

FullAccess o -3

Exchange Details

Primary SMTP Address

Last Exchange Activity

Mailbox Created

Forwarding Address
ttem Count 3125
Active Sync Enabled

oW Enabled

POP Enabled

Mapi Enabled
Ews Enabled

(]
(]
(]
Imap Enabled °
(]
(]
O

OWA Mailbox Policy

Active Sync Mailbox Policy Default

Mobile Devices

The Mobile Device tab gives you information on mobile devices affiliated with a user. Overview
details include:

° Device OS

° Device Type

° User Agent

° Device Model

° Last date/sync time

Clicking More Info gives you much more information about a device, including:
° Device ID
° Device Manufacturer
° Device OS Version
° First date/time sync
and more.

Overview Mail  Teams  Skype  OneDrive SharePoint Exchange Online Distribution Groups Mobile Devices Audit Activity Mailbex Size and Growth

Mobile Devices

Device OS Device Type Device User Agent Device Model Last Suecess Sync Date/Time

WINDOWS UniversalOutlook microsoftwindowscommunica...  087C 2020-09-24 13:13:20 More info

Audit Activity

The Audit Activity Tab gives you a detailed look at your users activity across all workloads, including:
° Operation
° Creation Time
° Record Type
° Target Object
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If the action was successful

Overview

Mail

Teams

Skype

OneDrive SharePoint

Exchange Online

Distribution Groups

Mobile Devices

Audit Activity

Mailbox Size and Growth

Audit Activity

Workload Operation Creation Time Record Type Target Object Result Client IP
\ | I | | | | |
Exchange MoveToDeletedltems 2020-00-25 09:41:46 Exchange Multiple Mailbox Audit Log Succeeded 2200:23¢5:9602:2001:35c2:8410:8br1...
Exchange MailltemsAccessed 2020-09-25 09:41:40 50 Succeeded
Exchange MailltemsAccessed 2020-08-25 09:41:14 Exchange Single Mailbox Audit Log Succeeded 2a00:23¢5:9602:2001:35c2:8410:8br1...
Exchange MailltemsAccessed 20-00-25 00:41:14 Exchange Single Mailbox Audit Log Succeeded 5:9602:2001:35c2:8410:8br1...
Exchange MoveToDeleteditems 2020-09-25 09:41:03 Exchange Multiple Mailbox Audit Log Succeeded
SharePoint ListViewed 2020-09-25 09:40:30 5P List Event hitps://quadrotechsharep..  Not logged 86.18237.168
ShareFoint FilePreviewed 2020-08-25 09:40:28 5 File Or Folder Operation hitps://quadiotechsharep...  Not logged 86.182.37.168
SharePoint FilePreviewed 2020-00-25 00:40:28 5P File Or Folder Operation https://quadrotechsharep...  Not logged 8612237168
SharePoint AddedToGroup 20-09-25 09:40:27 5P Sharing Event hitpsi//quadrotechsharep..  Not logged
ShareFoint SharingSet 2020-08-25 09:40:27 5P Sharing Event hitps://quadiotechsharep...  Not logged
SharePoint AddedToGraup 2020-00-25 00:40:27 5P Sharing Event https://quadrotechsharep...  Not logged 8612237168
SharePoint FileAccessed 2020-09-25 09:40:27 5P File Or Folder Operation hitpsi//quadrotechsharep..  Not logged 86.182.37.168
ShareFoint CompanyLinkUsed 2020-08-25 09:40:27 5P Sharing Event hitps://quadiotechsharep...  Not logged 86.182.37.168
Exchange Folderging 2020-00-25 09:37:50 Exchange Single Mailbox Audit Log Sucezeded
Exchange MailltemsAccessed 2020-09-25 09:37:47 Exchange Single Mailbox Audit Log Succeeded

Why is my Federated Domain Unavailable for
Primary SMTP Addresses?

As a Nova administrator adjusting your Primary SMTP addresses for a user, you may notice that your
federated domain is grayed out and unavailable to use.
More information on this is available from Microsoft here.

Overiew: Why a Report has no Data

You may come across the notification ‘There is no data for this chart’ as you are building a report.

There are a few reasons for this, including:

You may need to your tenant. For steps on how to do this, check out this article.

The data is being filtered in a way that no data is returning. You may need to edit your report
and modify your filters that you have applied.
The data may require access to the Security and Audit Logs that may not have been
configured. Check your Nova settings in inquire about this.
The data has not been collected as the data collection needs to be authorized.

If you have completed these steps and still have the notification and/or there is still no data being
presented in your report, please contact support about your issue.
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https://docs.microsoft.com/en-us/office365/troubleshoot/domain-management/cannot-assign-federated-domain-to-user

For more information on the Nova Report Center, click here.

Missing Subscription

In Nova you may receive a message about a missing subscription:

Nova Left Navigation

Missing Subscription

You are currently not subscribed to <service>

Dashboard
You can buy a subscription for <subscription

Users name> or start a free <#days> trial.

Adoption Accelerator Learn more

Report Center

SharePoint Explorer

Public Folder Explorer

License Management
Manage

Administration

Certain areas of Nova as well as menu items may have the lock symbol on them. It means that you
do not have access to that feature at your subscription level. Contact Quest in order to upgrade.

How to Create a Notification for Issues
Encountered on Beacons

When custom beacons have been deployed, it is often required to create some notifications about
the health / status of the beacon. For example you may want to configure a notification to alert an
administrator if a particular test on a workload fails or takes too long to run

This article outlines the steps necessary to do that.
The first step is to access the monitoring settings from the menu:
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Organization

Change organization settings here. These affact just this
organization

Contact Center

Update the contacts you would like to be notified when alerts
or other events occur, and which alerts each contact receives

Schedule Center

See and manage the scheduled reports you currently have
setup

Notification Center

Review and manage the notifications/alerts your organization
currently has

Application Settings
@ Monitoring

ll Reporting

After selecting the option from the menu you’ll see this page:

@ Moenitoring Il Reporting

. qp g
I Overview @ Tenant Settings ( | ) Beacon Management D Notifications
Tenant Settings Tenant: quadrotech Beacon Count: 4 Total Subscriptions: 3
Tenant Is Public: True Workload Count: 10 Disabled Subscriptions: 0

Beacon Management

Notifications

Select ‘Notifications’ from the list of options on the left, and you'll see all the existing notifications for
the tenant.

You can then begin adding a new notification:

Add subscription

Description Subscriber
Notify when Bude Beacon goes offline ‘ ‘ @ Rob Wilcox v
Conditions
And/Or Category Operator Value
+ x0 \/H = v| Beacon M

m Cancel

To configure a notification when a workload result is degraded / poor:
° Beacon Name = the beacon you want to be notified about
° workload = name of the required workload
° severity = degraded
If you want to know when any of the tests result in degraded or poor responses:
° Beacon Name = the beacon you want to be notified about
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° severity = degraded
The final thing to configure is how to receive the notifications. To do this click on the notifications

icon at the top right of the user interface, and choose ‘My alert settings’:
X

Alerts

Wiew recent notifications here. All notifications can be seen in
the Notification Center.

Enable notifications for alerts

Acknowledge all

No alerts

See all alerts
My alert settings

On the page in the interface you can choose different severities of alert, along with the method you
want to receive the alert:

Edit Contact: Rob Wilcox

Personal Details Settings Devices
NOVA BILLING GLOBAL
Get Alerts O (.:) ‘)
@ Critical ‘ Email ~ | Select options ‘ Email N |
Degraded ‘ Email ~ | Select options ‘ Email ~ |
@ Healthy ‘ Select options ~ | Select options ‘ Select options ~ |
® Info ‘ Select options ~ | Select options ‘ Select options ~ |

Cancel Save

1 | NOTE: In order to configure notifications the user that performs the actions outlined here
needs to be in the System Administrator role.

How to Request a Report

This article explains what to do when:
° You want help modifying a Nova report
o You have a new report that you want us to consider
° You want help creating a whole new report
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Each of these tasks can be performed by accessing our Community website. You already have a QTID
as a Nova customer, and therefore you can simply login, and access the resources.

You want help modifying a Nova report

If you want help modifying a Nova Report go to: https://community.quadrotech-it.com/all-reports/,
select a report (for example) https://community.quadrotech-it.com/2020/04/license-assignment-by-
country/ and at the bottom of the report you will see a form that allows you to submit a request to
get help.

Get help modifying this report

If you want to tweak this report, but need a bit of help, fill in the information below

Email *

jan.majzel@quadrotech-it.com

Please enter your email, so we can follow up with you

Message *

Describe the modifications you want to make,

File Upload

Click or drag files to this area to upload.

You have a new report that you want us to consider

We’d love for you to share reports with the rest of the community. To do this choose ‘Upload
Report’ from the Community website menu:

Home

MNova reports

Upload Report “
Partner Portal

Adoption Accelerator Guidance
Documentation

Online courses

Customer support

Bloeg

I need some help

| want a report ...

Profile

Backend

Logout
The report will be submitted to our Customer Experience Team who will review the report, make
sure the screenshots are made anonymous and check if it’s similar to reports we already have. When
all that’s done, it’ll be published to the Community Site for other customers to make use of.
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https://community.quadrotech-it.com/all-reports/
https://community.quadrotech-it.com/2020/04/license-assignment-by-country/
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1 | NOTE: It's only the report definition which is shared, not any data from your organization.

You want help creating a whole new report

If you can’t find a report inside Nova, or on the Community website to suit your needs, contact us by
going to the ‘I want a report’ link on the Community website.

Home
MNova reports
Upload Report

Partner Portal

Adopticn Accelerator Guidance

Documentation

Online courses
Customer support

Blog

I need some help

Iwant a report ... “
Profile

Backend

Logout

We’'ll work with you to determine your needs, and whether it’s possible to do it in Nova.

Private and Public Reports in Report Center

The Private and Public report sections in the Report Center allow users to quickly see which reports
are private to you and which reports are accessible by your organization.

7 Import report JSON @ Create report

More info

Report Name Type Description Last Modiified

D Recent Reports
Bl Custom Reports

Private
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View a User's SharePoint Usage in Nova

Enter topic text here.

DPC On-Premises Filtering

Issue

One common request we get is how to design DPC policies that apply only to objects that are on-
prem, or objects that are in the cloud. For example, | might want a policy to assign all on-prem
accounts a particular custom attribute.

Solution

One way is to create a real or virtual organizational unit, or a security group, that contains only the
on-prem or cloud users, then use that OU or group as the scope of the policy.

Another is to select either the “Update Cloud User” or “Update On-Prem User” action in the policy.
Each of those actions will only target the related user type, so if you have a scope and condition set
in the policy that includes both on-prem and cloud users but select the “Update On-Prem User”
action, only the on-prem users that the policy matches will be affected.

1 | NOTE: if you create an OU or group for the scope, you still have to select the correct action
type. The reason for creating the OU or group is to make clear what the scope is to both
human users and auditing software.

How to View Extra Columns in a Table Report
Section in Nova

Issue

When a table report section is added to Nova Report Center, sometimes there can be too many
columns to see them all in the current browser window.
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Solution

Over on the right hand side of the column headings, you can click to see those extra columns. Click
the three dots (...) to bring up the list of additional columns. Values for that column will then be
displayed in a pop-up window, and you can decide if you want to drag them into the list of columns
which are visible.

Dirglay Marme ok Tisle Uger Type Type of Recipi Seate/Provinge Lagt Farianage Priemuary il Primarg lom

Protal Code

Odfice

For more information on tabular data in Nova, click here.

Import Report Definition in Nova Reporting

Overview
If you need to import report that is not yet available in Nova you can do so by importing report
definition in JSON format.

Steps
1. Goto Report Center
2. It will open your screen with all reports

3. Click on ‘Import Report JSSON’

\ | Dashboard

More info

Report Name Type Description Last Modified AR Search Reports

4. Te repbrt is loaded and some options are offered.

[ Report Center

[4] General Reports

% Pin L Download PDF =1 Print ¢ Edit (© Schedule Y Filter X Close report

5. Thereportis visible only for the user who imported it. (Private)
6. If you would like this report to be visible for whole organization, it must be shared. (Public)
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7. Todo so, click on Edit and then switch on Share with Org and Save

s Pin @ Share with Org Save o View Y/ Filter v X Close report

8.  Tofind such report, you can look into Recent or to Private/Public section of the Report Center,
depending if the reports are marked Private or Public. Reports can be searched too in Search
Reports field

Report Name Type Description Last Modified I R Search Reports ‘

> (O Recent Reports
> 2 Adoption Reports
v Custom Reports
> Private
> Public
Reference
To export report definition please follow this KB

Export Report Definition in Nova Reporting

Overview

If you need to export report to be shared with others or used in different tenants you can do so by
exporting report definition in JSON format.

Steps

1. Goto Report Center
2. It will open your screen with all reports
3. Click on ellipses (...) next to the report you want to export

More info

Report Name Type Description Last Modified

> O Recent Reports
> |2 Adoption Reports

v B Custom Reports

Vv Private
User Details (clone) Private Report of core User Details. Includes User Table, Users by Country and List of Disak  11/09/2020
License Overview (clone) IE Clone verview at the tenant level, including license distribution and &nbsp;licen: 11/10/2020

L Download JSON

List Disabled Users With Assigned Licenses (clone) ..ort lists all users where the license contains E1, E3, or E5 and the user's accc  12/21/2020

® Schedul?cownload User Details (clone) as JSON
Draft report

@I Delete
Draft report - Private

4.  Select the Download JSON option

5.  You will be prompted by browser to save the file on your workstation or to open it with
default program for json file type
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6. The name of the report definition file consist of the report name and the file suffix json

Reference

To import report definition please follow this KB

Issues with Generating Heat Maps and Large
Datasets

Issue

You may receive an error saying ‘Gateway timeout’ when generating a heat map report section in
Nova

Solution

This can occur when there are more than approximately 4000 users. Our engineering team is aware
of this issue. An update will be posted when more information is available.
(Related: 87550)
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Using Record Type in Office 365 Audit Data

The Record Type data field in Audit Database is a major addition to the Audit Data Source and is now
available.

-~ Office 365 Audit Data

Text fields
Application
Client
Client IP

Login Status
Fecord Type
Target Object

User Domain

User Id

HENENENEY.ANL VANENANEN

Workload

For example you can see just Admin Operations (8) or any file that has been modified (6) or DLP (33).
Here is a list of Record IDs which may be in the audit timeline if that event has been generated

1 —Indicates a record from the Exchange admin audit log.

2 —Indicates a record from the Exchange mailbox audit log for an operation performed on a singled
mailbox item.

3 — Also indicates a record from the Exchange mailbox audit log. This record type indicates that the
operation was performed on multiple items in the source mailbox (such as moving multiple items to
the Deleted Items folder or permanently deleting multiple items).

4 — Indicates a site admin operation in SharePoint, such as an administrator or user assigning
permissions to a site.

6 — Indicates a file or folder-related operation in SharePoint, such as a user viewing or modifying a
file.

8 —Indicates an admin operation performed in Azure Active Directory.

9 — Indicates Orgld logon events in Azure Active Directory. This record type is being deprecated.

10 — Indicates security cmdlet events that were performed by Microsoft personnel in the data center.
11 — Indicates Data loss protection (DLP) events in SharePoint.

12 —Indicates Sway events.
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13 —Indicates DLP events in Exchange, when configured with a unified a DLP policy. DLP events based
on Exchange mail flow rules (also known as transport rules) aren’t supported.

14 — Indicates sharing events in SharePoint.

15 — Indicates Secure Token Service (STS) logon events in Azure Active Directory.

18 — Indicates Security & Compliance Center events.

19 — Indicates aggregated Exchange mailbox operations for repetitive activity that occurs within a
very short duration.

20 — Indicates Power Bl events.

21- Indicates Dynamics 365 events.

22 —Indicates Yammer events.

23 —Indicates Skype for Business events.

24 —Indicates eDiscovery events. This record type indicates activities that were performed by
running content searches and managing eDiscovery cases in the security and compliance center. For
more information, see Search for eDiscovery activities in the Office 365 audit log.

25, 26, or 27 — Indicates Microsoft Teams events.

28 — Indicates phishing and malware events from Exchange Online Protection and Office 365
Advanced Threat Protection.

29 — Indicates submission events from Exchange Online Protection and Office 365 Advanced Threat
Protection.

30 — Indicates Microsoft Power Automate (formerly called Microsoft Flow) events.

31 - Indicates Advanced eDiscovery events.

32 —Indicates Microsoft Stream events.

33 —Indicates events related to DLP classification in SharePoint.

35 — Indicates Microsoft Project events.

36 — Indicates SharePoint list events.

37 — Indicates events related to SharePoint comments.

38 —Indicates events related to retention policies and retention labels in the security and compliance
center.

40 - Indicates events that results from security and compliance alert signals.

41 — Indicates safe links time-of-block and block override events in Office 365 Advanced Threat
Protection.

42 — Indicates events related to insights and reports in the Office 365 security and compliance center.
44 — Indicates Workplace Analytics events.

45 — Indicates Power Apps events.

47 — Indicates phishing and malware events from Office 365 Advanced Threat Protection for files in
SharePoint, OneDrive, and Microsoft Teams.

49 — Indicates Patients application events in Microsoft Teams for Healthcare.

50 — Indicates events related to the MailltemsAccessed mailbox audit action.

52 —Indicates events related to the Data Insights REST API.

53 —Indicates events related to the application of information barrier policies. For more information,
see Define policies for information barriers.

54 — Indicates SharePoint list item events.

55 —Indicates SharePoint content type events.

56 — Indicates SharePoint list field events.

62 — Indicates events related to email attack campaigns. For more information, see Campaign Views
in Office 365 ATP.



64 — Indicates automated investigation and response events. For information, see automated
investigation and response (AIR) in Office 365

66 — Indicates Microsoft Forms events.

68 — Indicates Communication compliance events in Exchange. For more information, see
Communication compliance in Microsoft 365.

69 — Indicates events related Customer Key Encryption. For more information, see Service encryption
with Customer Key in Office 365.

How to Generate a Redux Trace

When troubleshooting an issue in Nova, we may need to get a Redux trace. In this article we’ll explain
how to generate a Redux trace.

What's a Redux Trace?

Redux is a predictable state container for JavaScript apps. Redux trace is outcome of using Redux
helping developers to troubleshoot issues within application using Redux.

Why do we Need/User a Redux Trace?

Redux trace contain actions and operations that your browser executed while the Redux trace was
recording. This will often show us an errors and may give more information to us to track where the
issue is in the code-base. It can also show us the time taken for different operations, so it can help
with issues related to how fast (or slow) a page may load in a browser window.

How do | Generate a Redux Trace?

The steps vary from browser to browser. These steps are applicable to desktop browsers on both
Windows and macOS. This KB shows steps for most common browsers Chrome and Firefox. Steps for
other browser should be similar.

Chrome
1.  Install Redux dev tools — https://chrome.google.com/webstore/detail/redux-
devtools/Imhkpmbekcpmknklioeibfkpmmfibljd?hl=en

2. Open Developer Tools in Chrome (Menu -> View -> Developer -> Developer Tools)
3. Goto the Redux tab
4. Reload the whole page.
5.  Export the Redux trace via Export button in the bottom of the window
Firefox
1. Install Redux dev tools — https://addons.mozilla.org/en-US/firefox/addon/reduxdevtools/?

src=search
2. Open Developer Tools in Firefox (Menu -> Tools -> Web Developer -> Toggle Tools)
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3.  Goto the tab Redux
4. Reload the whole page
5.  Export the Redux trace via Export button in the bottom of the window

What's Next?

Once the Redux trace has been generated, it’s good practice to zip the .json file and send it to us.

Troubleshooting Why Azure Information May
Not Be Populated for a User

There is a support page built into Nova to help with troubleshooting why Azure Tenant information is
not being populated in TMS (it's needed for Delegation & Policy Control) despite the user having
already logged in.
If you’re affected by this problem you should complete the following steps, and provide the
information to the customer experience team:

1.  Go to https://id.quadro.tech/support

2. Login as normal using AAD / SSO login.

3.  Click on the button labelled ‘Login as support’

4 A diagnostic page should appear, as shown below

Support Page

Identity Provider: AzureAd
Azure Tenant Name: Quadrotech Solutions AG
Azure Tenant Id: cOa3ad3f- )-f83cfb83f65f

Azure Tenant Domains:

i
n | §
O

T

TMS Organization Id: 69c352b7- |
2faff593cb20

This page will only appear if we could get the data from the login token and Microsoft Graph. If not,
then there is something more fundamentally wrong than syncing with TMS — we can’t get the data
from Microsoft Graph, or the user didn’t use AAD login (notice IdentityProvider shows AzureAd for
the login above, which shows it’s an AAD login — anything else, it is not).
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Two important things on this page:
1. The green highlighted domain is the Primary Domain. This should match TMS.
2.  TheTMS Org ID, at the bottom, is the org ID that got synced to for this login. If it DOES NOT
match the org you are looking at in TMS, then this primary domain (Azure Tenant ID) is linked
to another org somewhere in the hierarchy, and this will likely cause problems.

Tenant Not Connected

Overview

Throughout the onboarding you may see Status message in TMS: Tenant not connected.

Tenant Customer

¢ Edit Ay Users B} Add Trial  &¥ Connect Tenant

Overview  Config Services Data Collection Engagement Subscriptions Service Accounts

Status:
Tenant not connected

Creation Date:
21 April 2020

Steps

To resolve this issue you have to follow these steps:
1. Loginto TMS (https://account.quadro.tech/) as System Administrator of Nova
2. Click on Connect Tenant button

Connect tenant ? Edit Ay Users B3 Add Trial] &7 Connect Tenant

You will be redirected to a Microsoft Application

Consent form. Make sure you are logged in with the [view Config Services Data Collection Enga
correct tenant before authorizing. Once complete, you
will be returned here. s

it not connected

Tenant Name *

ion Date:
iril 2020

Proceed Cancel

3.  Fillin the tenant name you want to connect. E.g. myTenant.onmicrosoft.com and click
Proceed
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4.  Make sure you are logging as the user with Global Admin account of that tenant and click
Accept
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% Microsoft
admin@i onmicrosoft.com

Permissions requested
Accept for your organization

Nova Read-Only Access
-1 quadro.tech

This application is not published by Microsoft
or your organization.

This app would like to:

\ Read activity data for your organization

Read DLP policy events including detected sensitive
data

<

Read activity reports for your organization

Read service health information for your organization
Read threat intelligence data for your organization
Read calendars in all mailboxes

Read calendars in all mailboxes

Read contacts in all mailboxes

Read all user mailbox settings

Read mail in all mailboxes

Read all company places

Read user tasks in all mailboxes

Read all users' full profiles

Read all users' basic profiles

Read directory data

Read all hidden memberships

Read your organization's policies

Read items in all site collections %>

ase

(LKL

Read managed metadata
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<

<

Read protected content on behalf of a user
Read all protected content for this tenant
Sign in and read user profile

Read all access reviews

Read all administrative units

Read all admin consent approval requests
Read all customer lockbox approval requests
Read all entitlement management approval requests
Read all privileged access approval requests
Read all audit log data

Read all channel messages

Read all chat messages

Read Microsoft Intune apps

Read Microsoft Intune device configuration and
policies

Read Microsoft Intune devices

Read Microsoft Intune RBAC settings
Read Microsoft Intune configuration
Read directory data

Read Education app settings

Read class assignments with grades
Read class assignments without grades
Read the organization's roster

Read files in all site collections

Read all groups

Read identity providers

Read all identity risk event information
Read all identity risky user information
Read all identity user flows

Read all published labels and label policies for an

organization.
JIDE%>

Read basic mail in all mailboxes o Base 190

Read all hidden memberships



Read all company places

Read your organization's policies

Read privileged access to Azure AD roles
Read privileged access to Azure AD groups
Read privileged access to Azure resources
Read all programs

Read all usage reports

Read all directory RBAC settings

Read your organization's security actions
Read your organization’s security events
Read items in all site collections (preview)
Read all users' teamwork activity feed
Read all users' installed Teams apps

Read all threat indicators

C LKL LCLCLK

Read trust framework key sets

Read all users' full profiles

<

If you accept, this app will get access to the specified
resources for all users in your organization. No one else will
be prompted to review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. You can change these permissions at
https://myapps.microsoft.com. Show details

5.  When permission are accepted you will be returned back to TMS Client. The button Connect
Tenant will change to Resync Tenant. Status will change to Tenant connected and details
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about tenant will be populated.

¢ Edit By Users B3 Add Trial

Overview  Config Services Data Collection Engagement Subscriptions Service Accounts

Status:
Tenant connected

Azure Tenant Name:
Contoso

Azure Tenant Primary Domain:

onmicrosoft.com

Azure Tenant GUID:

Last updated:
15 May 2020

Domains:

.onmicrosoft.com

Message Displayed When Trying to Create a New
Channel in a Microsoft Team Using Nova DPC

When a channel is deleted from a team in Microsoft Teams, Office 365 keeps that name in a
reserved state for 30 days following the deletion. This means that if you create a new channel in that
same team with the same name within those 30 days Nova Delegation & Policy Control (DPC) will
show an error when it tries to get Office 365 to create the channel.

The message is:
Channel name already exists, please use a different name.

This is normal behavior and means that the channel name is ‘in use’ for that 30 day period following
the deletion.

Service Health Beacons, Workloads and Rules

What is a Beacon?

A beacon is a Windows service, running on a virtual machine (Windows 2012+ or Windows 8+). The
virtual machine is dedicated to running this service. A dedicated VM is important because the beacon
is testing all aspects of the email user experience and in order to get clean baseline metrics, you need
a dedicated VM.

Why Should | Care?

It is important to constantly monitor the end-user experience because:
° Gives helpdesk personnel foresight for potential issues with a user’s experience which results
in tickets to helpdesk, infrastructure admins, network admins, etc.
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° Gives administrators and first level support people a baseline of performance and understand
the impact of changes in the environment.
° Can provide insight into network conditions and changes to improve user experience.

What Does the Beacon do?

A Beacon manages one or more Office 365 Workload, but only one Workload of each type. A
Beacon is visually represented in the Nova Monitoring dashboard as a status icon or a cluster of icons
depending on map zoom level.

Quadrotech has provided a worldwide fleet of Beacons free for Nova subscribers.

@ NORTH 1 o NORTH
AMERICA 2 C %o AMERICA
ASIA
Attantic
o

00000
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.......
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©1 Crical A 1 Degraded 2000 mi

Leaflet

Customers can install their own Beacons in locations throughout their environment to provide tier 0
user experience monitoring.

What is a Workload?

Each workload runs a unique set of user experience tests.

Active Directory Federation Services (AD FS) Workload tests: Tests SSL certificate health and the
performance and functionality of federated sign-in through your on-premises AD FS farm. Combine
with the URL scan tests to get a complete picture of your AD FS infrastructure.

Exchange Online Workload tests: Open Mailbox, Create Email, Create Task, Create Folder, Create
Meeting, Resolve User against Global Address List, Download Attachment, Free/Busy lookup, Search
and send email. All these tests allow you to correlate user experience with potential network or
service-related issues. (Read more)

Exchange ActiveSync Workload tests: Simulates Exchange ActiveSync device synchronization,
including opening mailboxes, creating tasks and meetings, checking free/busy state, resolving users
against an address list. These tests help measure the actual performance and availability that mobile
device users will see against Exchange Online.

Mail routing Workload tests: These tests inject mail using Exchange Web Services (EWS) and SMTP,
measuring Autodiscover performance, logon performance and functionality, and the performance,
end-to-end latency, and functionality of mail routed between mailboxes in the service.

OneDrive for Business Workload tests: performance latency for logon, file upload, and file
download.
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Skype for Business and Teams Workloads tests: Runs network analysis tests to identify issues in call
quality and measures the following: Jitter, Degradation, Packet Loss, Packet Reorder, Latency and
Network MOS. Additionally, it provides valuable information that can be used to further investigate
network issues which affect call quality. Open a ticket with any network admin and they will ask you
source / target IP and port so they can sniff traffic. We provide all of that for you. (Read more)

URL scan Workload tests: Tests the SSL certificate health, HTTP response code, and response time
for URLs, allowing you to monitor health of load balancers, SSL accelerators, and other devices in the
network path between users and Microsoft 365.

What Are Monitoring Rules?

There are rules applied to each test. For each test there is a pass / fail rule to identify if a test
completed successfully. There are also thresholds for each test that are applied if the test completes
successfully. When a workload is installed, a default set of rules is applied. A customer can modify
those rules when the workload is installed, or they can wait to tune the rules to their specific
requirements after they’ve established a baseline for their environment.

Changes to monitoring rules take effect on the next scan run by the workload. Each Workload
performs its tests every 60 seconds.

Configure Monitoring Rules (optional)

Pass / Fail Rules

Test name Mumber Severity
<+ X if | AutoDiscoverExecutionTime ~ ‘fails 1 B ‘times‘ mark| degraded ~ ‘
-+ X if | AutoDiscoverExecutionTime ‘fails 5 B ‘timei mark | critical ‘
~+ X if | CreateEmailWithAttachmentExecu.. ‘fails 1 B ‘timea mark | degraded ‘
=+ X if | CreateEmailWithAttachmentExecu... ‘fails 5 |time5 mark | critical |V

Latency Rules

Test name Operator time{ms) Severity ~
+ X if | AutoDiscoverExecutionTi... ~ |latency| » v 120014 l,mafk degraded v l
-+ X if | CreateEmailWithAttach.. ~~ |latency| » v || 10001 l,mark degraded v |
+ X if | CresteEmailWithoutAtta... ~ |latency| >~ || 10001 ‘,mark‘ degraded v ‘
-+ X if | CreateFolderExecutionTi... v |latency| » v || 1000 |rmafk‘ degraded v |V

How do | Add a Beacon?

Go to this article to see how to add a service health beacon.
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Exchange Online Workload

The Nova Exchange Online workload is monitoring real-time end user experience.

The Exchange Online Workload runs the following user experience tests:

° Mailbox operation tests to open mailbox, create email, task, folder, meeting all test the
functionality and connectivity to the user’s exchange message store.

° Free/Busy lookup Often, when free/busy lookups fail it affects heavy calendar users such as
executives and their assistants. When your executives experience issues, they require an
immediate response. It’s best to know about the issues and be working toward a solution
before your executives raise critical tickets. Strategically placed beacons in corporate
headquarters can give you the edge you need.

° Search mailbox tests the indexes. When a user is unable to efficiently search their mailbox, it
degrades the end user experience and generates helpdesk tickets which cannot be resolved by
first level support personnel. If an admin is notified of the degraded experience immediately,
they can take steps needed to resolve issues with the exchange indexes.

° Auto Discover: If AutoDiscover fails or takes too long to succeed it can impact a user’s ability
to open their mailbox. If this happens it could be a network issue, DNS or even certificates. If
the proper DNS entries are not in-place, auto-discover will fail and have a widespread impact
on your users.

Info How Consent Impacts Initial Data Gathering
In Delegation and Policy Control in Nova

Introduction

In order for Nova to collect data from an Office 365 tenant consent has to be given to the
application. Without this consent it is simply not possible to collect data. When Delegation & Policy
Control is deployed several jobs are created and executed in order to gather data. These are jobs
surrounding tenant metadata, users, groups, mailboxes, secure score and so on.

If consent has not been given to us, and this deployment takes place, these jobs all end in an error
state, and gives a poor experience to customers.

We've made improvements in this area, as we’ll explain below.

Details

When Delegation & Policy Control is deployed a single job is configured. This job is called Get Tenant
Organization.

If this job errors, no other jobs are added to the work-list. If consent has not been granted the likely
error is:
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The identity of the calling application could not be established.

If the job does fail, it will be retried every 30 minutes. Once consent is granted, the job should
succeed, and additional jobs to perform that initial metadata collection will be queued for execution.

Info Managing On-Premise Active Directory
Groups

Introduction

In a hybrid Office 365 environment where there are still users and groups in a local (on-premise)
Active Directory, groups can be added and managed to that local directory. There are some
combinations of groups and user objects which aren’t compatible or allowed to be included in
groups.

Details

Some objects can not be added as a members to groups, it depends on a property call group scope. If
you try to add group with invalid group scope, a job in Nova Delegation & Policy Control is scheduled
but it ends with error. The correct / allowed combinations of users and groups is shown below:

The following table summarizes the objects that can be members of each group scope:

Group Members from the Members from Another Domain Members from a Trusted
Scope Same Domain in the Same Forest External Domain

Users Users Users

Computers Computers Computers

Global groups Global groups Global groups
Local Universal groups Universal groups

Domain local groups
Local users defined on the
same computer as the local

group

Users Users Users
Domain Computers Computers Computers
Local Global groups Global groups Global groups

Universal groups Universal groups

Domain local groups

Users Users N/A
Universal Computers Computers

Global groups Global groups

Universal groups Universal groups

Users N/A N/A
Global Computers

Global groups
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Info Local Active Directory Users Without UPN
Are Not Collected By Nova

Introduction

In a hybrid Office 365 environment, Active Directory users can still be created in the ‘local’ (on-
premise) Active Directory. It's possible that these users do not have a User Principal Name (UPN) or,
after a period of time, the user may be edited and the UPN removed.

Details

In the case where a local Active Directory User does not have a User Principal Name, Nova
Delegation & Policy Control will not collect the metadata about that user. This means the user will
not be visible in Delegation & Policy Control, and, the user will not be managed.

How to Generate a HAR File

When troubleshooting an issue in Nova, we may need to get a HAR file. In this article we’ll explain
how to generate a HAR file.

What's an HAR File?

A HAR fileisa HTTP archive. It is a file format used by HTTP session tools to export data that has been
captured by the browser. This includes request and response headers, the body content, and page
load times.

Why do we Need/User HAR Files?

HAR files contain the content of the pages that your browser received while the HAR file was
recording. This will often show us an error response that was sent by the server, and may give more
information to us to track where the issue is in the code-base. It can also show us the time taken for
different parts of the browser-to-server communication, so it can help with issues related to how fast
(or slow) a page may load in a browser window.

Note: HAR files may contain sensitive data:

e The content of the pages received in your browser tab, while recording the HAR file/session.

e Cookies used, which might allow someone to impersonate you.

o All the information you submitted during the session, this might include some personal details.

If you have any questions about what is included, discuss that with the Customer Experience Team.
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How do | Generate an HAR File?

The steps vary from browser to browser. Please see the section below appropriate to your browser.
These steps are applicable to desktop browsers on both Windows and MacOS.

e Microsoft Edge

1. Open Developer tools (use F12 as a shortcut) and select the Network tab.
2. Browse to the URL that causes issues.
3.  After duplicating the issue, click on Export as HAR followed by Save As....

e Safari

1. InSafari, ensure a Develop menu appears at the top of the browser window. Otherwise, go to
Safari > Preferences > Advanced and select Show Develop Menu in menu bar
2.  Navigate to Develop > Show Web Inspector.
3.  Browse to the URL that causes issues.
4.  Ctrl+click on a resource within Web Inspector and click Export HAR.
e Firefox

1.  From the application menu, select Tools > Web Developer > Network or press Ctrl+Shift+l
(Windows/Linux) or Cmd+Option+l (OS X).

2. Browse to the URL that causes issues.

3.  After duplicating the issue, right-click and choose Save All As HAR.

e Chrome
1. Inabrowser page, right-click anywhere and select Inspect Element.
2. The developer tools either appear at the bottom or left side of the browser. Click the Network
tab.

3.  Check Preserve log.

4.  Click record.

5. Browse to the URL that causes issues. Once the issue is experienced, right click on any of the
items within the Network tab and select Save all as HAR with Content.

What's Next?

Once the HAR file has been generated, it’s good practice to zip the file and send it to us.

Videos

Videos on how to generate a HAR file for different browsers:

Chrome
https://youtu.be/kcOBN_2sill

Edge
https://youtu.be/vivzIXIWHVY
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https://youtu.be/vIvzIXlwHVY

Firefox
https://youtu.be/dOPyomwN5ol

Safari
https://youtu.be/y7alRApQRRE

More Information

Google has a great page that allows a HAR file to be analyzed.

The Tenant Secure Score Data Collection Job May
Fail

We have observed in a small number of Office 365 tenants connected to Nova that the job which
collects Tenant Secure Score information from Microsoft fails. In this article we’ll see how to check
your data collections jobs in order to see if you are impact. If you are impacted, reach out to our
Customer Experience Team.

Reviewing the Job List

The job list of an affected tenant will have multiple occurrences of the Tenant Secure Score job
showing as failed, as we see here:

Action Affected object Tenant Status Completed Error Warnings Last Updated On

7] | | [ o I
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ... 8/10/2019, 12:01:09 AM
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ... 9/9/2019, 1:01:01 PM
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ... 5/9/2019, 1:00:02 PM
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ... 9/8/2019, 12:00:39 AM
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ... 9/7/2019, 12:00:25 AM
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ.. 9/6/2018, 12:01:05 AM
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ... 9/5/2019, 12:00:51 AM
Get Tenant Secure Score Software training (M36... Errored 0% HTTP status: BadRequ... ©/4/2019, 12:00:17 AM

1 | NOTE: We have filtered the list of jobs to show only those which have errored.

There error may be:
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n

HTTP status: BadRequest. Response: { “error”: { “code”: “AuthenticationError”, “message”: “Error
authenticating with resource”, “innerError”: { “request-id”: “7f86d0aa-19ae-4bf7-931a-
f5646fd07bfc”, “date”: “2019-09-09T713:01:01” } } }

When logged into Office 365, if the following URL is used, an error may be shown, as we see here:
https://graph.microsoft.com/v1.0/reports/getTenantSecureScores(period=1)/content
results with:

{

“error”: {
“code”: “BadRequest”,
“message”: “Resource not found for the segment ‘getTenantSecureScores’.”,
“innerError”: {
“request-id”: “8e73d01e-a788-4851-a98c-1cbc41ededf2”,
“date”: “2019-09-09T14:41:29”
}
}
}

Notifications

For each of the failures, Nova will generate a notification:
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Martin Svancarek
Software training (M365B58

X

MS

Alerts

View recent notifications here. All notifications can be
zeen in the Notification Center.

Enable browser Notificaitons for
Alerts

@ Acknowledge all

Mon, 9th Sep 2019

i\, Job Get Tenant Secure Score has i
i\, Job Get Tenant Secure Score has £
ﬁ\ Job Get Tenant Secure Score has fi
,i\ Job Get Tenant Secure Score has f;
/N Job Get Tenant Secure Score has f;
/% Job Get Tenant Secure Score has
i\, Job Get Tenant Secure Score has i
ﬁ\ Job Get Tenant Secure Score has fi

i\ Job Get Tenant Secure Score has fi

Overall Effect

The effect of not receiving a tenant secure update is that the widget which can be used to show the
data on a dashboard will show ‘no data’:
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n regular activities and

No data

More

Next Steps

We would like to hear from customers who experience this issue. Reach out to our Customer
Experience Team to log an issue referencing this article.

Which Datasources can be Userd in Timeline
Charts in Nova

Any datasource which contains time-based information can be used to create a timeline chart. The
following is a list of datasources that we’ve used to create great, informative charts:

° Office 365 Audit Data

° Office 365 Mobiles Devices

° Detailed Message Statistics

° Office 365 Users

° SharePoint Site Usage
As we continue to add new, and improve existing datasources we’ll add to this list.

How to Search for External Users or Guests in a
Tenant

In Nova Delegation & Policy Control you can search for users in order to perform operations on
them. In some Office 365 tenants there might be guest accounts (also known as guest users, or
external users).

In order to search for those users you can search for #EXT# in the User principal name field, as
shown below:
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Users

More info

T

() Refresh -+ Create user i= Columns
l:‘ Name User principal name

‘ #EXTH X
l:‘ 3Chiarc... Joseplmm u: Bu b = mmEEXT2@quadrotech....
l:‘ 3irving, ... Barry w gl m smm#EXT#@quadrotech.onmicros...
l:‘ Aaron.3... Aarce’s Bn m ol - we $#EXT2@quadrotech.onmicro...
l:‘ Adam C... Adaig 5. " & » ™" uk#EXT#@quadrotech.onmicro...
l:‘ admin - ... admi® g | J"8.com#EXT#@quadrotech.onmicrosoft.com
|:| Alexand.. oleks o com#*EXT#@quadrotec...
l:‘ Alexand.. Alexa sl ww ol w m#FEXT#@quadrotech.o...

What Does the Search Bar Search For

In Nova you can perform searches from the top of the user interface:

/O Search & @ /? RW Rob Wilcox

quadrotech.onmicrosoft.com

When you perform a search this is actually searching your thoughts and our chief strategy officers
inner brain. The results are combined and shown to you.

How to User Nova DPC Trial Mode

Nova Delegation & Policy Control can be operated in two modes:
° Full subscription — this gives the users and administrators all of the actions and activities.
Changes actually take place on the associated Office 365 tenants.
° Trial subscription —in some cases a trial subscription may be associated with an Office 365
tenant. In this mode full functionality is available, but changes do not take place on the tenant
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What happens in ‘Trial Mode’

When a trial subscription is added to an Office 365 tenant in Nova, all of the policies, and all of the
actions are still available, however the changes associated with performing an action do not take
place on the tenant. For example, if you change a users password via Nova Delegation & Policy
Control, it does not really reset the users password.

Using ‘“Trial Mode’ can be very useful if you want to try the functionality, power, and features that
Nova Delegation & Policy Control brings.

More information

When trial mode is enabled, via a Nova Delegation & Policy Control trial subscription and an action is
performed in Nova, the following will be seen:

Users

Users under management

Job scheduled successfully in trial mode. X

() Refresh =+ Create user ~  [il

Delete  #= Columns Y Advanced filter (@© Jobs currently running for this tenant object: Set Azure AD User License (2)

The message says: ‘Job scheduled successfully in trial mode’.

In addition, any jobs which complete, will be marked as follows:

I:‘ Action Description Priority Affected obj... Tenant Status Completed Last Update...
[ | I | | | s |

l:‘ Add Group... Add a own... 3 Sales Completed in trial Completed i... 100 % 31.5.2019,... .
l:‘ Add Group... Add a own... 3 Sales M365x965... Completed i... 100 % 31.5.2019,...

l:l Add Group... Add a own... 3 Sales M365x965... Completed i... 100 % 31.5.2019,...

l:‘ Add Group... Add a own... 3 Sales M365x965... Completed i... 100 % 31.5.2019,...

l:l Add Group... Add a own... 3 Sales M365x365... Completed i... 100 % 31.5.2019,...

l:l Update Ch... 7 Sales M365x965... Completed i... 100 % 31.5.2019,...

The status will be shown as ‘Completed in trial’.
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Unable to Modify Some Attributes for Users with
Global Administrative Rights

Using Nova it’s possible to delegate administrative actions to non-administrators. In some situations
though, properties might not update. This is because of a limitation imposed by Microsoft.
It is not possible to use Nova to modify these attributes of a user who is an Office 365 Global
Administrator:

° Mobile Phone

° Business Phone

° Other Email
Nova will try to execute any change that is requested, but will return an error:
HTTP status: Forbidden. Response: { “error”:{ “code”: “Authorization_RequestDenied”,
“message”: “Insufficient privileges to complete the operation.”, “innerError”: {  “request-id”:
“01569cf0-081b-4d24-9f24-a11c3alfcf53”,  “date”: “2019-06-04T06:54:58” } }}

This limitation is described in this Microsoft article.

How to Add a User Without an Email Account to
Nova

In the normal sign up and access process for Nova, an invitation is send to the end user via email.
The user clicks a link in that email to accept the invitation and then they have access to the
application. In some organisations there might be users who do not have an email account
associated with them. In this article we’ll see how they can be given access to Nova.

There are two methods:

Method 1 - Register, Grant Roles, and then Access

The follow are the steps to give access via this method:
1.  Check that you can login to https://portal.office.com as the user who needs to have access to
the Nova application
Go to https://id.quadro.tech
Enter the UPN of the user in the email address field and click on the ‘Sign up’ link
On the next screen use the option labelled ‘Microsoft Azure Active Directory / Office 365’
The next page should display the ‘User Account Settings’
As an administrator for the organization log to TMS: https://account.quadro.tech
From Organization Hierarchy choose organization to which you are adding new user
In the Organization details blade (left hand side) select ‘Users’
The user account should be visible in the tab Associations, but will currently have no roles
assigned
10. Assign the appropriate roles for the new user account
11. Asthe user who needs access to the application, go to https://nova.quadro.tech

YN UL A WN
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Method 2 - Register From an Out-of-Tenant Account, Invite with
Roles and Accept by Users

1.

u b W N

Check that you can login to https://portal.office.com as the user who needs to have access to
the Nova application.

Go to https://id.quadro.tech

Enter the UPN of the user in the email address field and click on the ‘Sign up’ link

On the next screen use the option labelled ‘Microsoft Azure Active Directory / Office 365’

An administrator of Nova then has to login to https://account.quadro.tech (the Tenant
Management System — TMS)

Click ‘My Organization’ on the menu in the left

From Organization Hierarchy choose organization to which you are adding new user

In the Organization details blade (left hand side) select ‘Users’

Go to tab ‘Invitations’

Add the user via ‘Invite user to associate’ and add appropriate roles. Click the button ‘Invite’.
The user is then listed in tab ‘Pending invitations’ of the same window

User (from step 3) now has to login to https://account.quadro.tech

First invitation is accepted automatically.

If the user is invited to another organization user has choose ‘My Invitations’ from ‘User
menu’ (click on user name in the top right corner and and accept the invitation.

_/).:I..‘ u

Profile

Change your personal settings here. These settings
More info affect all your accounts.

My account
Organization Status Responded Date Actions

My Invitations (1)

My Associations

a1
Theme

Language

English ~

Organization

| Software training (M365B588292.onmic...

Choosing a Method

If you are a user with an account in the same Azure Active Directory / Office 365 Tenant as
the Target Tenant, then use Method 1

If you are a user with an account in a separate Azure Active Directory / Office 365 Tenant
as the Target Tenant, then use Method 2
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1 | NOTE: You may have to refresh page when you don’t see changes in some steps.

I've Forgotten my PAssword for Nova What
Should | do?

If you have forgotten the password to access Nova or you want to reset the password you use to
access Nova, there are several options open to you. Which you should follow will depend on how
your login is configured. The options will be explained below:

Not using SSO and already logged in

If you are not using Single Sign On (SSO) and you’re already logged in you can reset your password as
follows:

° Click up at the top right on your profile icon

Rob Wilcox
Software training (M365B588...

° Click on the ‘My Account’ link

o) Rob Wilcox
; Software training (M365B8588...

RW

Profile

Change your personal settings here. These settings
affect all your accounts.

My Invitations (0)

My Associations

° Click on the ‘Security’ tab
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User Account Settings

5 User Info 6 Security Configure Login Methods

Edit User

First Name:

Rob

Last Name:

Wilcox

Email Address:

CANCEL

Return to Quadrotech Platform

If you are unsure if you are using SSO the steps above can be followed, but the user profile page

which appears will look like this, and will not have the security tab which is mentioned above:

User Account Settings

5 Userinfo & Azure AD Configure Login Methods

Edit User

First Name:

Rob

Last Name

Wilcox

Email Address:

CANCEL

Return to Quadrotech Platform ‘

Not using SSO, and trying to login

If you are not using Single Sign On (SSO) and have forgotten your password, and are therefore unable

to login, you should enter your login username, eg:
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Quadrotech

Login

robwi H

NEXT

Don't have a Quadrotech Identity account yet? Signup here

And then on the second screen, you will see a ‘Forgot password?’ link. Follow that link to reset the

password.

Quadrotech

Log in with
username and password
Username

[ u

Password

Forgot password?
LOG IN

BACK

Using SSO, and trying to login

If you are using Single Sign On (SSO) and trying to login after entering your login username, you will
be redirected to authenticate against Azure Active Directory (AAD). In order to reset your password
at this point you should refer to your company/organization procedures, as the ability to reset
passwords is governed by your policies.

So if you enter your login username, on a screen like this:

Quadrotech

Login

robwi L B |

NEXT

Don't have a Quadrotech dentity account yet? Signup here
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And you are redirect to your Azure Active Directory (AAD) page like this:

Quadrotech

The process to change or reset your password is governed by your organization, and is not part of
the Nova application.

Information Pop-Up After Signing In

When signing into Nova, or the Tenant Management System you may see a pop-up similar to this:
Welcome

Welcome to Quadrotech

Our website uses cookies to ensure you get the best
experience

Accept & Continue  Find out more

Hi, I'm available right now, how

cani help?

U Don't show this again

The pop-up provides some useful information that you may need to be aware of. Thereis a
checkbox in the lower left of the pop-up which can be selected to prevent the pop-up from appearing
when you next login.

In a few situations, the pop-up may still appear when you login again:

° If you use a different web browser to access the application
° If you use the same browser, but launch a private/incognito window
° If you use the same browser, but clear your cache and cookies
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User is Not Able to Login with Google
Authenticator

Overview

User has MFA/2FA enabled with Google Authenticator and cannot log in. User was a Radar user.

Solution

1. Remove 2FA/MFA for user
2.  Letuserlogin again without 2FA/MFA
3.  Setup 2FA/MFA

Notes

During the migration of MFA data, they were migrated as Base 64 and not Base 32. Therefore Google
Authenticator cannot be verified and is preventing login.

Nova Monitoring Prompts for Location Usage

When you access the Nova monitoring dashboard you will receive a pop-up similar to these,
depending on the type of browser you are using:

The website “nova-dev.quadro.tech” would
like to use your current location.

Remember my decision for one day

Don't Allow Allow

nova-dev.quadro.tech wants to

© Know your location

Block Allow

Nova monitoring uses browser-location APIs to snap the map to your current location. In order to do
this the APIs in your browser require your permission to do so.

If you incognito/private browsing you will be prompted each time you reload the page as you can not
use the ‘remember my decision’ checkbox.
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Menu Does not Display and Interface Appears
Empty

Known issue
The user interface may appear to not load any menus, and may look like this:

Your Dashboard is empty.

Click to add widgets

and get your dashboard up and
running.

Solution
This issue occurs when there is no license or trial license applied to the tenant. Using the Tenant
Management System a trial or full license needs to be applied to the tenant.

Error Loading Application

Known issue

In some situations, you may receive an error that says ‘Error loading application’, as shown below:
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Quadrotech Nova

Error while loading autopilot configuration

i Home

Y User profile

Licensing
Manage

Manage Administration

Solution

The issue is that delegation and policy control configuration isn’t set up for the tenant that you are
accessing. You can change to a different tenant that does have this configured, from the list of
tenants that you have access to. To do this, click on your profile and select a different tenant from
the list.

2
- J Q @ ! R Training Organization

Profile

Change your personal settings here. These settings
affect all your accounts.

X

My account

Theme

Language

English v

Organization

Training Organization v

Role

System Administrator v

Developer Data

Logout
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Creating a New Group May Fail

Known issue

A delegated administrator in Nova may not be able to create a new Office 365 group. They will not
receive an error message, but the job to create the group will fail.

Workaround

If the customer organization requires specific prefixes in naming a group they must be entered by the
delegated administrator in order for the group to be created. For example if an organization requires
all groups to start GRP-somename, then that needs to be entered when creating the new group.

Assigning a Manager to an On-Premise User

Known issue

With Nova it is possible for a delegated administrator to assign a manager to a user. In a hybrid
environment if the user is still on-premise then assigning the manager will not work.

Managing Microsoft Teams

It's easy to manage Microsoft Teams with Nova, here are the things that you can do:
° Create new Teams
° Modify settings on existing Teams
° Add or remove Channels
° Add or remove members of the Team
° Create logical groups of Teams and perform actions on the whole group
Take a look at video showing some of these options:
https://youtu.be/MIloB-JALc3c
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Associating Multiple Organizations

You already have access to Nova and you’re already associated with an organization. However,

you’ve been invited to associate with another organization. The process for accepting the invitation
to associate with other organizations is described in this article.

1 | NOTE: For reference, here’s the process you followed to access Nova and associate with an
organization initially.

Invitation process

Any time you’re invited to associate with another organization, you receive an email that looks
similar to this:

Fri 2019-05-24 04:45 PM

Q Quadrotech <id@quadrotech-it.com>

Your Invitation to associate with Quadrotech
To

@ vou forwarded this message on 2019-05-26 07:24 AM,

Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

You have been invited by Quadrotech to associate yourself with it. If this is the first time using id.quadro.tech, you will also have received a separate invitation to setup your user.

To accept your invitation and start using the platform, please follow this link

For support with this email, please visit https://support.quadrotech-it.com.

Log in to the Nova Tenant Management System (TMS) and go to My Invitations (shown below) to see
your list of invitations and associations.

My Invitations to Associate

Organization Roles Status Actions
<No Roles> Accepted
<Mo Roless Accepted
Quadrotech <No Roles> Pendin
- 9 Accept Decline
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Copyright

Copyright
© 2021 Quest Software Inc. ALL RIGHTS RESERVED.

This guide contains proprietary information protected by copyright. The software described in this guide is
furnished under a software license or nondisclosure agreement. This software may be used or copied only in
accordance with the terms of the applicable agreement. No part of this guide may be reproduced or transmitted
in any form or by any means, electronic or mechanical, including photocopying and recording for any purpose
other than the purchaser’s personal use without the written permission of Quest Software Inc.

The information in this document is provided in connection with Quest Software products. No license, express or
implied, by estoppel or otherwise, to any intellectual property right is granted by this document or in connection
with the sale of Quest Software products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN
THE LICENSE AGREEMENT FOR THIS PRODUCT, QUEST SOFTWARE ASSUMES NO LIABILITY WHATSOEVER AND
DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR
NON-INFRINGEMENT. IN NO EVENT SHALL QUEST SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT,
CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR
INABILITY TO USE THIS DOCUMENT, EVEN IF QUEST SOFTWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. Quest Software makes no representations or warranties with respect to the accuracy or completeness
of the contents of this document and reserves the right to make changes to specifications and product
descriptions at any time without notice. Quest Software does not make any commitment to update the
information contained in this document.

If you have any questions regarding your potential use of this material, contact:

Quest Software Inc.
Attn: LEGAL Dept.

4 Polaris Way

Aliso Viejo, CA 92656

Refer to our Web site (https://www.quest.com) for regional and international office information.
Patents

Quest Software is proud of our advanced technology. Patents and pending patents may apply to this product. For
the most current information about applicable patents for this product, please visit our website at
https://www.quest.com/legal.

Trademarks

Quest, Quadrotech Nova by Quest, and the Quest are trademarks and registered trademarks of Quest Software
Inc. and its affiliates. For a complete list of Quest marks, visit https://www.quest.com/legal/trademark-
information.aspx. All other trademarks and registered trademarks are the property of their respective owners.
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Legend

A caution icon indicates potential damage to hardware or loss of data if instructions are not
followed.

i IMPORTANT, NOTE, TIP, MOBILE OR VIDEO: An information icon indicates supporting information.

Quadrotech Nova by Quest User Guide
Updated February 2021

Version 2.0.0
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About

We are more than just a name. We are on a quest to make your information technology work harder
for you. That is why we build community-driven software solutions that help you spend less time on
IT administration and more time on business innovation. We help you modernize your data center,
get you to the cloud quicker and provide the expertise, security and accessibility you need to grow
your data-driven business. Combined with Quest’s invitation to the global community to be a part of
its innovation, and our firm commitment to ensuring customer satisfaction, we continue to deliver
solutions that have a real impact on our customers today and leave a legacy we are proud of. We are
challenging the status quo by transforming into a new software company. And as your partner, we
work tirelessly to make sure your information technology is designed for you and by you. This is our
mission, and we are in this together. Welcome to a new Quest. You are invited to Join the
Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story
begins with the letter Q. It is a perfect circle, representing our commitment to technological precision
and strength. The space in the Q itself symbolizes our need to add the missing piece — you — to the
community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and customers
who have trial versions. You can access the Quest Support Portal at https://support.quest.com. The
Support Portal provides self-help tools you can use to solve problems quickly and independently, 24
hours a day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request
e View Knowledge Base articles

o Sign up for product notifications
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Download software and technical documentation
View how-to-videos

Engage in community discussion

Chat with support engineers online

View services to assist you with your product
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