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Getting started

Quest® Recovery Manager for Exchange rapidly and efficiently finds and recovers business-critical Exchange
and Lotus Domino data. Organizations can reduce the cost of e-Discovery in addition to providing granular,
messagelevel data recovery services.

By using Recovery Manager for Exchange, you can selectively retrieve items from online Exchange Servers,
Exchange Online (Office 365), offline Exchange Server and Lotus Domino databases, and Personal Folders
(.pst) files. The retrieved items can then be directly restored to a production Exchange Server or to .pst, .eml,
.msg, or .txt files.

Recovery Manager for Exchange provides a search system to perform context-based searches in live
Exchange Server mailboxes and public folders, mailboxes and public folders hosted in Exchange Online
(Office 365), offline Exchange Server and Lotus Domino databases, and Personal Folders (.pst) files using
keywords and other search criteria. Rather than retrieving all data from a server, database, or file, you can
refrieve only what is needed.

Recovery Manager for Exchange entirely eliminates the need for a recovery Exchange Server, making it easier
for you to gain access to an offline Exchange Server database. You can restore an Exchange Server database
from backup to any folder, and then access the database to search and selectively restore the data you need.

Recovery Manager for Exchange integrates with Quest® Archive Manager®, thereby allowing you to quickly
and easily restore messages from Exchange Server databases, Lotus Domino databases, and Personal Folders
(.pst) files into Archive Manager.

« Required permissions

« Installing Recovery Manager for Exchange

« Uninstalling Recovery Manager for Exchange
« Starting Recovery Manager for Exchange

« Licensing

« Configuring Recovery Manager for Exchange
« Configuring Microsoft Outlook

« Configuring IBM Lotus Notes

Required permissions

This section lists the minimum user account permissions required to perform specific Recovery Manager for
Exchange tasks.

In this section:
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o Permissions required to install and use the product

o Permissions required to restore data

Permissions required to install and use the

product

Table 1: Permissions required to install and use the product

Task Minimum permissions
Install core The account must be a member of the local Administrators group on the target computer.
c.omlpglnents If during setup you specify an existing SQL Server instance for storing Recovery Manager
gr:;svg:? for Exchange databases, the user account with which Recovery Manager for Exchange
Manager for .connects to the SQL Server instance must have the following permissions for that
Exchange instance:
Console)

« Read

o Write

Run Recovery
Manager for
Exchange
Console

Install the Web
Interface

Connectto the
Web Interface

Use the
Management
Shell

« Create Table

The user account with which Recovery Manager for Exchange connects to the SQL
Server instance must have the following permissions for that instance:

« Read
o Write

« The account must be a member of the local Administrators group on the computer
where you plan to install this feature.

« Ifthe target computer has Internet Information Services (IIS) 6.0 installed, the
account you specify as application pool identity must be a member of the IIS_WPG
group on that computer.

The account you use to connect must have:

« Access to the Recovery Manager for Exchange computer via an intranet.

« Read permission for the virtual directory where the Web Interface is installed.

In Windows 8.1, Windows 8, Windows Vista, Windows Server 2012 R2, Windows Server
2012, Windows Server 2008 R2, or Windows Server 2008, you must run the Recovery
Manager for Exchange Management Shell as administrator.

No special permissions are required to use the Recovery Manager for Exchange
Management Shell on other supported operating systems.

The user account with which Recovery Manager for Exchange connects to the SQL
Server instance must have the following permissions for that instance:

« Read
o Write

Recovery Manager for Exchange 5.8.5 User Guide
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Permissions required to restore data

Table 2: Permissions required to restore data

Task

Minimum permissions

Register an online
Exchange Server
mailbox as a storage;

Restore data to/from an
online Exchange Server
mailbox

Create a mailbox on an
online Exchange Server
and restore data there

Register an online public
folder hierarchy as a
storage;

Restore data to/from an
online public folder
hierarchy

Register an Exchange
Online (Office 365)
mailbox as a storage;

Restore data to/from an
Exchange Online (Office
365) mailbox

Register an Exchange
Online (Office 365)
public folder hierarchy
as a storage;

Restore data to/from an
Exchange Online (Office
365) public folder
hierarchy

Register an online
Exchange Server
mailbox as a storage;

The account you use to access the mailbox must have the following permissions
for the mailbox:

« Send As

« Receive As

NOTE: Even though the account you use is the Administrator accountoris a
member of the Domain Admins or Enterprise Admins groups, this account may be
explicitly denied Send As and Receive As permissions for all mailboxes except its
own.

The account you use to access Exchange Server must have the following
permissions for the target mailbox database:

« Full Access
« Send As

« Receive As

The account you use to access the public folder hierarchy must have the following
permissions:

« Send As and Receive As permissions for the target public folder store
database.

« Read and Write permissions for the public folder.
The account you use to access Office 365 must have:

« An Exchange Online license assigned

« Full access to the Exchange Online mailbox

NOTE: By default, Exchange Online administrators cannot open user mailboxes
and view their contents.

The account you use to access Office 365 public folder hierarchy must have:

« An Exchange Online license assigned

« Full access to the public folder mailbox

NOTE: By default, Exchange Online administrators cannot open user or public
folder mailboxes and view their contents.

The account you use to access the mailbox must have the following permissions
for the mailbox:

Recovery Manager for Exchange 5.8.5 User Guide
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Task Minimum permissions

Restore data to/from an « SendAs
online Exchange Server
mailbox

« Receive As

NOTE: Even though the account you use is the Administrator accountoris a
member of the Domain Admins or Enterprise Admins groups, this account may be
explicitly denied Send As and Receive As permissions for all mailboxes except its
own.

Create a mailboxonan  The account you use to access Exchange Server must have the following

online Exchange Server  normissions for the target mailbox database:
and restore data there

« Full Access
« Send As

« Receive As

Register an online public The account you use to access the public folder hierarchy must have the following
folder hierarchy as a permissions:

storage;
« Send As and Receive As permissions for the target public folder store

Restore data to/from an
database.

online public folder
hierarchy « Read and Write permissions for the public folder.

Installing Recovery Manager for
Exchange

Before installing Recovery Manager for Exchange, make sure the computer meets the minimum hardware
and software requirements provided in the Release Notes supplied with your version of Recovery Manager
for Exchange.

To work with Exchange Server databases, Recovery Manager for Exchange requires several Exchange Server
files that can be found on the Exchange Server distribution CD or in the Exchange Server installation folder.
For more information on the required Exchange Server files and their locations, see Required Exchange
Server DLLs.

To install Recovery Manager for Exchange

1. Run the Autorun.exe file located in the root of the Recovery Manager for Exchange installation CD.

2. In the Autorun window, open the Setup tab, and then click Install next to Recovery Manager
for Exchange.

You might be prompted to install applications required by Recovery Manager for Exchange if they are not
already installed on your computer. For example, if you do not have Microsoft NET Framework, you will
be prompted to install it. When the installation of these applications finishes, you might be prompted to
restart the computer.

Recovery Manager for Exchange 5.8.5 User Guide
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5.

Step through the Setup Wizard.

On the User Information page, specify a valid Recovery Manager for Exchange license, and
then click Next:

a. Click Browse.

b. In the dialog box that opens, locate the Quest license file (*.dlv) and click Open.

For information about the licensing model and managing licenses, see Licensing.

On the Choose Setup Type page, select a Setup option, and click Next:

Table 3: Setup options

Option Description

Express Installs Recovery Manager for Exchange with default parameters and Microsoft SQL Server 2008

SP1 Express Edition.

Custom  Ajjows you to select the Recovery Manager for Exchange features to install and specify other

6.
7.

installation parameters.
If you want to install the Web Interface feature, use the Custom option.

Follow the instructions in the Setup Wizard.

If you selected to install the Management Shell feature, use the Allow Management Shell Scripts page to
change the PowerShell execution policy to RemoteSigned.

If you select to keep the current PowerShell execution policy, you may need to manually set the
RemoteSigned policy in order for the Management Shell to work.

On the completion page, leave the Configure Recovery Manager for working with Exchange Server
databases check box selected if you want to configure Recovery Manager for Exchange for working
with specific versions of Exchange Server now, then click Finish. Otherwise, clear the check box, and

click Finish.

For more information on how to configure the Recovery Manager for Exchange, see Configuring
Recovery Manager for Exchange.
Recovery Manager for Exchange is installed for all user accounts on the computer.

Uninstalling Recovery Manager for
Exchange

To uninstall Recovery Manager for Exchange

1.
2.

In Control Panel, click Uninstall a program.

In the list, select Quest Recovery Manager for Exchange, and then click Change.

3. Follow the steps in the wizard that starts to remove the program from your computer.

Recovery Manager for Exchange 5.8.5 User Guide
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Starting Recovery Manager for

Exchange

To start Recovery Manager for Exchange

« Complete the steps related to your version of Windows:

Table 4: Steps to start Recovery Manager for Exchange

Windows Vista
Windows 7
Windows Server 2008

A later version of Windows

1. Click Start.

2. Pointto All Programs | Quest |
Recovery Manager for Exchange.

3. Click Recovery Manager for

Exchange

« On the Apps screen (Windows logo key + Q), click the
Recovery Manager for Exchange tile.

When started, Recovery Manager for Exchange displays the following window, also known as the Recovery

Manager Console:

Fg Recovery Manager for Exchange

Quest

Recovery Manager for Exchange

(<]

5 Find
F [? Source Storages

F Target Storages

Choose the task you want to perform.

Add storages
From backups

From online Exchange
From offiine files

From Dell Archive Manager

Tools

Import .pst files
Delete messages
Compare
Management Shell

Settings

Restore
Messages

Mailboxes

Public folders

Reports

Completed automated tasks
Completed searches
Completed restores
Previewed messages
Previewed attachments

Deleted messages

Manage
Automated tasks
Backup catalog
Licensing

Exchange DLLs

Help
View Help

About

The left pane of the window contains a console tree, showing items that are available for management. The left
pane includes the following nodes:

Recovery Manager for Exchange 5.8.5 User Guide
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Home. Select this node to display a Task Pad View in the details pane. You can use the Task Pad View
to launch wizards that guide you through the registration of storages, restore operations, data import
operations, or creating automated tasks.

Find. Select this node to display a Find View in the right pane. You can use the Find View to run one or
multiple simultaneous searches using different search criteria to find the items you want to preview
and/or restore. While your searches are running in the Find View, you can continue working with
Recovery Manager for Exchange. For more information, see Searching for messages, attachments, or
folders in source storages.

Source Storages. Expand this node to browse existing source storages, view their contents, or select
particular items (such as mailboxes, folders, or messages) for restore operations. You can also rename
or delete existing source storages. For detailed instructions on how to manage storages, see Working
with storages.

Target Storages. Expand this node to browse existing target storages and view their contents.
Optionally, you can create new folders or delete unnecessary data from existing target storages (this
functionality is not supported for target storages based on Archive Manager instances). You can also
rename or delete registered target storages. For detailed instructions on how to manage storages, see
Working with storages.

The right pane, also known as the details pane, displays the contents of the nodes you selectin the left pane.
You can perform a restore by clicking a source folder node in the left pane, and then dragging items from the
details pane to a target folder node in the left pane. For detailed instructions on how to perform a restore
operation, see Restoring data.

The Task Pad View has the following areas:
Table 5: Task Pad View areas

Area

Description

Add storages  provides links that allow you to register storages from the specified types of items. When

you click a link in this area, a wizard starts. For more information about this wizard and the
options it provides, see Add Storage Wizard.

In this area you can use the following links:
« From backups. Allows you to use third-party backup software to extract Exchange
Server databases from backups and register these databases as source storages.
For more information on supported third-party backup software, see the "Supported

Backup Software" section in the Release Notes supplied with this version of
Recovery Manager for Exchange.

« From online Exchange. Allows you to register the following items:
« Online Exchange Server mailboxes
« Public folder hierarchies

« Online mailboxes and public folder hierarchies hosted in Exchange Online
thatis part of Microsoft's Office 365 cloud-based service.

« Exchange Server recovery databases or databases from a recovery storage
group.

« From offline files. Allows you to register an offline Exchange Server database from
a specified folder or multiple offline Lotus Domino databases or Personal Folders
(.pst) files located in different folders.
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Area

Description

Restore

Manage

Tools

- From Archive Manager. Allows you to register an Archive Manager instance.
Provides the following links:

- Messages. Starts a wizard that helps you find and selectively restore messages and
other message-level items. For more information, see Message Restore Wizard.

« Mailboxes. Starts a wizard that helps you selectively restore mailboxes. For more
information, see Mailbox Restore Wizard.

« Public folders. Starts a wizard that helps you selectively restore public folders or
restore the entire public folder hierarchy of an Exchange organization or Exchange
Online (Office 365). For more information, see Public Folder Restore Wizard.

Provides the following links:

« Automated tasks. Click this link to display the Task Manager View in the right pane.
You can use the Task Manager View to display a list of existing automated tasks
and create, modify, schedule, run, stop, and monitor your tasks. For more
information, see Task Manager View and Automated tasks.

« Backup catalog. Click this link to display the Backup Catalog Manager View in the
right pane. You can use this view to add new backups to the Recovery Manager for
Exchange backup catalog and remove previously cataloged backups. You can also
register source storages from cataloged backups. For more information, see Backup
Catalog Manager View.

« Licensing. Click this link to display the Licensing View in the right pane. You can
use the Licensing View to view details of the installed license file and to manage
allocated licenses. For more information, see Licensing.

« Exchange DLLs. Click this link to specify locations of Exchange dynamic link
libraries (DLLs). Recovery Manager for Exchange requires these DLLs to work with
Microsoft Exchange Server databases. For more information, see Required
Exchange Server DLLs.

Provides the following links:

« Import .pstfiles. Click this link to start a wizard that helps you import all data from
one or more Personal Folders (.pst) files into online mailboxes in an on-premises or
cloud-based Exchange organization. For more information, see Import .Pst Files
Wizard.

- Delete messages. Click this link to start a wizard that helps you find and selectively
delete messages from writable source storages registered with Recovery Manager
for Exchange. For more information, see Message Delete Wizard.

« Compare. Click this link to compare storages registered with Recovery Manager for
Exchange. You can also compare specific mailboxes or folders in the storages. For
more information, see Comparing and restoring storages, mailboxes, or folders.

« Management Shell. Click this link to open the Recovery Manager for Exchange
Management Shell. For more information, see the Management Shell section in the
User Guide.

Recovery Manager for Exchange 5.8.5 User Guide
Getting started



Area Description

« Settings. Click this link to open a dialog box that allows you to configure various
parameters of Recovery Manager for Exchange. For more information, see
Configuring Recovery Manager for Exchange

Reports Provides links that allow you to view reports about activities performed in Recovery
Manager for Exchange.

The bottom of the Recovery Manager Console has a status bar. When you click a node in the left pane, the
status bar displays the number of mailbox or public folder items the node contains.

The red cross (=) icon displayed next to an item in the Recovery Manager Console indicates that the item is
“soft-deleted.” An item that is marked as deleted but remains on the Exchange Server or Lotus Domino
computer for a defined period of time. The item can be recovered before that period expires.

Backup Catalog Manager View

To register Exchange stores databases from a backup, you must first catalog that backup. When cataloging an
Exchange Server backup, Recovery Manager for Exchange analyses the backup and writes information about
the backup to a Microsoft SQL Server database that is called the backup catalog.

Recovery Manager for Exchange uses information stored in the backup catalog to extract Exchange Server
stores from the cataloged backups and register these stores as storages.

The Backup Catalog Manager View enables you to manage the Recovery Manager for Exchange backup
catalog. You can add backups to the backup catalog, remove previously cataloged backups from the catalog,
and register Exchange Server stores from the cataloged backups.

To display the Backup Catalog Manager View
« From the main menu, select Manage | Backup Catalog.
The Backup Catalog Manager View includes the following tabs:

« Backups Tab
« Stores Tab

Backups Tab

You can use this tab to add Exchange Server backups to the backup catalog, remove previously cataloged
backups from the backup catalog, and view information about the backups that are in the catalog.

This tab includes the following elements:

. Cataloged backups. Displays information about the backups that are in the Recovery Manager for
Exchange backup catalog and allows you to selectively remove backups from the backup catalog.

The following table provides descriptions of the list columns:

Recovery Manager for Exchange 5.8.5 User Guide

Getting started 20



Table 6: List columns

Column Description

Computer pjsplays the name of the Exchange Server computer whose databases are in the cataloged
backup. You can use the following elements next to each entry in this column:

« Plus sign (+). Shows information about the contents of the cataloged backup.

« Minus sign (-). Hides information about the contents of the cataloged backup.

Backup Displays date and time of backup creation.
Date

Backup Displays information about the contents of the cataloged backup.
Contents

Backup Displays type of the cataloged backup.
Type
« Add. Starts the Catalog Wizard that helps you catalog new Exchange Server backups and add them to
the Cataloged backups list.
« Remove. Removes selected backups from the Cataloged backups list and from the backup catalog.
« Select All. Selects all backups in the Cataloged backups list.

« Filter by computer. Filters backups in the Cataloged backups list by the computer name letters you type
in the text box.

To add backups to the backup catalog

1. On the Backups tab, click Add.

2. Follow the instructions in the Catalog Wizard. For more information about the Catalog Wizard, see
Catalog Wizard. Note that backup cataloging can be a lengthy process.

To remove backups from the backup catalog

1. In the Computer column, select the check boxes next to the entries that represent the backups you want
to remove from the backup catalog.

2. Click Remove.

The selected backups are removed from both the Cataloged backups list and the Recovery Manager for
Exchange backup catalog.

Stores Tab

You can use this tab to select the Exchange Server stores that you want to register as storages. You can also
view which of the registered storages are associated with a particular Exchange Server store.

This tab includes the following elements:

« Stores in cataloged backups. Displays information about the Exchange Server stores that are in the
cataloged backups and enables you to select the stores to register.

The following table provides descriptions of the list columns:
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Table 7: List columns

Column Description
Store Displays the names of the Exchange Server stores held in at least one of the cataloged
backups.

You can use the following elements next to each entry in this column:

« Plus sign (+). Shows dates and times of creation of the cataloged backups that hold a
particular Exchange store.

« Minus sign (-). Hides dates and times of creation of the cataloged backups that hold a
particular Exchange store.

Backup Displays dates and times when a particular Exchange Server store was backed up. You can
Dates use this column to select the cataloged backups from which you want to register a particular
Exchange Server store.

Associated Displays the names of the Recovery Manager for Exchange storages that are based on a
Storages particular Exchange Server store.
- Show storage group names. Displays storage group names in the Store column.

« Filter by store. Filters stores in the Stores in cataloged backups list by the store name letters you type in
the text box.

« Register New Storages. Starts the Add Storage Wizard that helps you register new storages from
cataloged Exchange Server backups. This button is only available when you select at least one backup
in the Backup Dates column.

To register storages

1. In the Store column, click the plus sign (+) next to the list entries you want to register as storages.

2. Inthe Backup Dates column, select the check boxes next to the dates representing the backups from
which you want to register storages.

3. Click Register New Storages.

Follow the instructions in the Add Storage Wizard. For more information, see Add Storage Wizard.

Licensing

This section provides information about the Recovery Manager for Exchange licensing: when license allocation
occurs, how to manage allocated licenses, view the installed license file details, and install a new license file.

When installing Recovery Manager for Exchange, you must supply a valid license file provided by Quest. The
file regulates the following:

« The number of mailboxes you can have in registered source storages.

This number includes all mailboxes in offline Exchange stores, Domino databases, and live on-premises
or cloud-based Exchange organizations associated with source storages.

« The number of Personal Folders (.pst) files you can register as source storages.

« Whether or not you can register public folders as source storages.
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This section covers:

« License allocation
« Licensing View

« Installing a new license file

License allocation

The Recovery Manager for Exchange license file contains a certain number of licenses for Exchange and
Domino mailboxes and Personal Folders (.pst) files. Recovery Manager for Exchange allocates licenses from
the installed license file to mailboxes or .pst files when you perform any of these actions:

« Register an offline Exchange Server store or Lotus Domino database as a source storage, and then
open that source storage in the Recovery Manager for Exchange user interface.

Recovery Manager for Exchange allocates licenses to all mailboxes the store or database includes.
When you register the same store or database again (from another backup, for example), the mailboxes
are recounted and their total number is updated with the new number of mailboxes held in the store or

database being registered.
A primary mailbox and its associated archive mailbox are regarded as one mailbox.

« Register an online Exchange mailbox as a source storage, and then open that source storage in the
Recovery Manager for Exchange user interface.

Recovery Manager for Exchange allocates licenses to all online mailboxes in the on-premises or
cloudbased Exchange organization to which the registered mailbox belongs.

A primary Exchange mailbox and its associated archive mailbox are regarded as one mailbox.

« Register a Personal Folders (.pst) file as a source storage, and then open that source storage in the
Recovery Manager for Exchange user interface.

When you have expended all licenses in the installed license file (that s, all licenses have been allocated to
mailboxes or .pst files), to register new source storages you need to obtain and install a new license file holding
a greater number of licenses. Note that you cannot revoke licenses allocated to mailboxes or .pst files.

Licensing View
The Licensing View in the Recovery Manager Console is a place where you can view license allocation
information and manage the license file and allocated licenses.
To display the Licensing View
« From the main menu, select Manage | Licensing.

The Licensing View looks similar to the following:
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Licensing

Installed license file details:

Product: Recovery Manager for Exchange
Wersion: 5

Licernse Mumber: 123-456-789
Mumber of mallboxes: 100

Mumber of .pst Files: 100

License Type: Perpetual

Install License File. .. |

License allocation by:

CFfline Stare | online Crganization | .Pst File |

Qrganization | Adrnin Group | Server | Skore | Murnbe. .. |

Total number of licenses allocated to: Mailboxes: IEI Pt files: IEI

The Licensing View includes the following elements:

. Installed license file details. This area provides information about the installed license file, such as the
license type and the licensed number of mailboxes and .pst files.

« Install License File. This button allows you to install a new license file.

« Offline Store. This tab provides license allocation information for each registered offline Exchange store
and Domino database

« Online Organization. This tab provides license allocation information for each on-premises or
cloudbased Exchange organization that includes online mailboxes registered as source storages.

- .PstFile. This tab provides license allocation information for each Personal Folders (.pst) file registered
as a source storage.

Installing a new license file

In order to register more source storages without revoking any allocated licenses, you need to obtain and
install a new license file holding a greater number of licenses for the items you want to register.

To install a new license file

1. From the main menu, select Manage | Licensing.

2. In the right pane (the Licensing View), click Install License File.
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3. Inthe Select License File dialog, locate the Quest license file (*.dlv) and click Open.

Configuring Recovery Manager for
Exchange

To configure the various parameters of Recovery Manager for Exchange, open the Settings dialog box: From
the main menu, select Tools | Settings.

The Settings dialog box has the following tabs:

- Preferences. On this tab, you can select what you want to show, search, and restore with Recovery
Manager for Exchange. You can also use this dialog to display or hide some additional information in
the Recovery Manager Console.

If not stated otherwise, the options on this tab apply to items originating from any version of Lotus Domino
or Exchange Server.

This tab provides the following elements:

User items. When this check box is selected, you can view, search for, and restore user items
located in Recovery Manager for Exchange storages, including messages, posts, calendar items,
notes, journal items, meetings, and tasks. By default, this check box is selected.

Soft-deleted (recoverable) items. When this check box is selected, you can view, search for, and
restore the contents of the Recoverable Items folder in Exchange Server 2010, Exchange Server
2013 and Exchange 2016 databases and soft-deleted items in Lotus Domino and earlier versions
of Exchange Server databases registered with Recovery Manager for Exchange as storages.

Hidden items. When this check box is selected, you can view, search for, and restore hidden
items located in Recovery Manager for Exchange storages. Hidden items include, for example,
associated folder messages.

System mailboxes. When this check box is selected, you can view, search for, and restore
system mailboxes located in Recovery Manager for Exchange storages.

System folders. When this check box is selected, you can view, search for, and restore system
folders located in Recovery Manager for Exchange storages.

Restore folder permissions. With this check box selected, Recovery Manager for Exchange
restores mailbox and public folders along with their permissions stored in the source storage.

Note that Recovery Manager for Exchange cannot restore folder permissions that are exclusively
stored in Active Directory.

Show total number of items (without subfolders). When this check box is selected, you can view
the total number of items in folders next to folder names in the left pane. The provided number
only includes the items selected in the Show, search, and restore area on this tab. This option
does not support and thus excludes items in public folders.

Show warning when opening an attachment. When this check box is selected, a warning
message appears every time you open an attachment located in a registered storage.

Skip errors in searches, restores, and deletes. With this check box selected, messages
for which errors are encountered during search, restore, or delete operations are
automatically skipped.

Thatis, such messages are not restored, deleted, or displayed in the search results.
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« More Options. This tab includes the following elements:

« Naming. Set naming preferences for the new folders or .pst files being created during mailbox
restore operations.

« Security. Click the Edit Security button to view or change the access permissions that will be
applied to the new target files being created during restore or export operations.

. Store access credentials for online Exchange. Causes Recovery Manager for Exchange to
store access credentials (user name and password) with which you access online mailboxes or
public folder hierarchies from within the Recovery Manager Console or Management Shell. With
this check box selected, Recovery Manager for Exchange securely stores the access credentials
you enter, so you do not have to enter them again next time you access the same online mailbox
or public folder hierarchy.

To store access credentials, Recovery Manager for Exchange relies on the functionality provided
by Windows. If this check box is unavailable, it indicates that this functionality is not enabled or
unavailable in your version of Windows.

« Duplicates. You can use this tab to select how you want to handle message duplicates during search
and restore operations.

Under Messages, you can select one the following options:

« Allow duplicate items to be created. The messages you are restoring do not overwrite any of
their duplicates located in target storages or files. The restored messages and their duplicates will
coexist in target storages or files.

« Replace all duplicates with restored items (restore takes longer). The messages you are
restoring overwrite all their duplicates in target storages or files without any warning.

« Replace duplicates only if restored items are newer (restore takes longer). The messages
you are restoring overwrite their duplicates in target storages or files only if these duplicates are
older than the messages being restored.

« Do not restore duplicates (restore takes longer). The messages whose duplicates are found in
target storages or files are not restored.

Under Mailboxes and folders, you can select the following options:

« Create new folder if target folder already exists. Allows you to avoid creating a new folder if the
target restore location already includes a folder whose name matches the name of the mailbox or
folder being restored.

« Create new .pst file if target .pst file already exists. Allows you to avoid creating a new
Personal Folders (.pst) file if the target restore location already includes a .pst file whose name
matches the name of the mailbox or folder being restored.

Under Search, you can select the following check box:

¢ Do not include message duplicates in search results (search takes longer). Returned search
results will notinclude message duplicates. Selecting this check box may significantly increase
the time of search operations.

- Web Interface. This tab is only available when the Web Interface is installed. On this tab, you can view
and change the Web Interface output folder specified during Recovery Manager for Exchange
installation. Web Interface output folder is a local folder that stores files generated during the restore and
export operations performed in the Web Interface.
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Use the Web Interface output folder text box to type a new folder path.

« Logging. You can use this tab to specify the Recovery Manager for Exchange logging options.

« Logfiles location. Shows the path to the location where Recovery Manager for Exchange
currently saves its log files. You can change the location: type the path to a new location in the
text box or click Browse, then browse and select a new location.

- Enable extended logging. Enables extended logging of the Recovery Manager for Exchange
events. When this check box is cleared, only error messages are written to the Recovery
Manager for Exchange log files.

« Reports. You can use this tab to select whether you want Recovery Manager for Exchange to collect the
latest data on search, restore, and preview operations and automated tasks and include this data into
the reports.

« Collect data for reports. Specifies to collect the latest data for reports. Selecting this option can
slow down the Recovery Manager for Exchange performance.

« Do not collect the data. Specifies not to collect the latest data for reports. With this option
selected, Recovery Manager for Exchange generates outdated reports.

« Indexing. You can use this tab to enable the storage indexing feature to accelerate RMEX search
capabilities.

. Index source storage (slows performance, consumes disk space). Enables the
indexing feature.

« Indexing Url. Specifies the location of the Indexing service. The default port that is used by the
service is 9200.

« Exclude attachment content or Include attachment content. Using these options you can
include or exclude the attachment content from indexing.

. Start indexing immediately after the source is registered. Use this option to startindexing
immediately after you add a storage.

- Start indexing between. Specifies schedule for indexing.

Required Exchange Server DLLs

To work with Exchange Server databases, Recovery Manager for Exchange requires several dynamic link
libraries supplied with Microsoft Exchange Server. You need to link Recovery Manager for Exchange to the
dll files supplied with the Exchange Server version that was used to create the Exchange databases you
want to work with.

To configure Recovery Manager for working with Exchange Server databases

1. Open the Recovery Manager Console.
2. From the main menu, select Manage | Exchange DLLs.

3. Under Exchange Server versions, select the list entry representing the Exchange Server version that
was used to create the databases you want to work with.

4. Click Link, and browse to select the distribution package or installation folder of the Exchange Server
version you selected in step 4. When finished, click OK.
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If you want to link Recovery Manager for Exchange to other Exchange Server versions, repeat
steps 4 and 5.

5. When finished, click OK.

The required Exchange Server files are copied to the Recovery Manager for Exchange computer.
In this section:

« Exchange Server 2016 DLLs
« Exchange Server 2013 DLLs
« Exchange Server 2010 DLLs
« Exchange Server 2007 DLLs

Exchange Server 2016 DLLs

To work with Exchange Server 2016 databases, Recovery Manager for Exchange requires the following files
supplied with Exchange Server 2016:

o Esedll

» Microsoft.Exchange.Data.Common.dll (required only for the Indexing feature)

On a computer with Exchange Server 2016 installed, this file is located in <Exchange Server 2016
installation folder>\Bin. By default, the Exchange Server 2016 installation folder is
%ProgramFiles%\Microsoft\Exchange Server.

In the Exchange Server 2016 distribution package, this file is located in Setup\Serverroles\Common.

1 | IMPORTANT: To link Recovery Manager for Exchange to the Ese.dll file originating from Exchange
Server 2016, you must install Recovery Manager for Exchange on a computer that is running a 64-bit
edition of Windows.

Exchange Server 2013 DLLs

To work with Exchange Server 2013 databases, Recovery Manager for Exchange requires the following files
supplied with Exchange Server 2013:

« Esedll

¢ Microsoft.Exchange.Data.Common.dll (required only for the Indexing feature)

On a computer with Exchange Server 2013 installed, this file is located in <Exchange Server 2013
installation folder>\Bin. By default, the Exchange Server 2013 installation folder is
%ProgramFiles%\Microsoft\Exchange Server.

In the Exchange Server 2013 distribution package, this file is located in Setup\Serverroles\Common.

i | IMPORTANT: To link Recovery Manager for Exchange to the Ese.dll file originating from Exchange
Server 2013, you must install Recovery Manager for Exchange on a computer thatis running a 64-bit
edition of Windows.
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Exchange Server 2010 DLLs

To work with Exchange Server 2010 databases, Recovery Manager for Exchange requires the following files
supplied with Exchange Server 2010:

o Esedll

* Microsoft.Exchange.Data.Common.dll (required only for the Indexing feature)

On a computer with Exchange Server 2010 installed, this file is located in <Exchange Server 2010
installation folder>\Bin. By default, the Exchange Server 2010 installation folder is
%ProgramFiles%\Microsoft\Exchange Server.

In the Exchange Server 2010 distribution package, this file is located in Setup\Serverroles\Common.
i | IMPORTANT: To link Recovery Manager for Exchange to the Ese.dll file originating from Exchange

Server 2010, you must install Recovery Manager for Exchange on a computer that is running a 64-bit
edition of Windows.

Exchange Server 2007 DLLs

To work with Exchange Server 2007 databases, Recovery Manager for Exchange requires the following .dll files
supplied with Exchange Server 2007:

o Esedll

« Exchmem.dll

o Jecbudll

* Microsoft.Exchange.Data.Common.dll (required only for the Indexing feature)

On a computer with Exchange Server 2007 installed, these files are located in <Exchange Server 2007
installation folder>\Bin. By default, the Exchange Server 2007 installation folder is
%ProgramFiles%\Microsoft\Exchange Server.

In the Exchange Server 2007 distribution package, these files are located in Setup\Serverroles\Common.
i | NOTE: Recovery Manager for Exchange only supports .dll files originating from the 64-bit version of

Exchange Server 2007. To link Recovery Manager for Exchange to these .dll files, you must install
Recovery Manager for Exchange on a computer thatis running a 64-bit edition of Windows.

Configuring Microsoft Outlook

Recovery Manager for Exchange requires Microsoft Outlook. For supported versions of Outlook, see the
"System Requirements" section in the Release Notes supplied with this release.

i | NOTE: Recovery Manager for Exchange supports only standalone installation of Outlook 2016. If you
use Click-to-Run technology or Microsoft App-V deployment to run Microsoft Outlook, some
RMEX features may not work correctly or may be unavailable.

Also, we recommend that you choose standard or full installation for other Outlook versions.

Configuring Outlook includes the following steps:
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o Step 1: Start Outlook
« Step 2: Set Outlook as the default client
« Step 3: Ensure that Cached Exchange Mode is disabled

Step 1: Start Outlook

Start Outlook. Depending on the Outlook behavior and the Outlook version you use, perform the corresponding
action as listed in the below table.

Table 8: Outlook behavior and your actions

Outlook behavior Your action

Outlook main window opens. Proceed to Step 2: Set Outlook as the default client.
One of the following wizards opens: If you are using Outlook 2007 or Outlook 2010

1. Step through the wizard.
+ Startup Wizard 2. On the E-mail Accounts page, select No.
« Welcome to Microsoft 3 Click Next.

Outlook 2013 Wizard
4. On the Create Data File page, select the Continue with no e-

mail support check box.

5. Click Finish.

« Welcome to Microsoft
Outlook 2016 Wizard

If you are using Outlook 2013 or Outlook 2016

1. Step through the wizard

2. On the Add an Email Account page, select No.
3. Click Next.
4

Select the Use Outlook without an email account check box,
and click Finish.

Internet Connection Wizard opens.  Click Cancel to close the wizard.
Office Activation Wizard opens. Follow the instructions in the wizard to activate your software.

Choose Profile dialog box opens. Select the profile you want to use and click OK.

New Profile dialog box opens. If you are using Outlook 2007, Outlook 2010, Outlook 2013 or
Outlook 2016

1. In the Profile Name box, type a profile name.
2. Click OK.

3. On the Auto Account Setup page, click Cancel.
4

If a confirmation message appears, click OK.
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Step 2:Set Outlook as the default client

To set Outlook as the default client
1. Ata command prompt, run the following command:
$systemroot%\system32\control.exe /name Microsoft.DefaultPrograms

2. In the window that opens, click the Set your default programs command link.

3. Under Programs, select the entry representing Microsoft Outlook, and then click Set this
program as default.

Step 3: Ensure that Cached Exchange Mode is disabled

Recovery Manager for Exchange does not support Cached Exchange Mode, therefore if you are using Outlook
2007 or later, make sure that Cached Exchange Mode is neither enabled in Outlook nor enforced by Group
Policy. For more information on how to disable Cached Exchange Mode in Outlook, see the documentation for
your version of Outlook.

Configuring IBM Lotus Notes

To view, search, and restore Lotus Domino data, you mustinstall IBM Lotus Notes on the Recovery Manager for
Exchange computer. For supported versions of IBM Lotus Notes, see the "System Requirements" section in the
Release Notes supplied with this release.

To configure Lotus Notes for use with Recovery Manager
« Start Lotus Notes.

If the Lotus Notes main window opens, Lotus Notes is ready for use with Recovery Manager for
Exchange. Otherwise, complete the Client Configuration Wizard that starts.

i | NOTE: When installing or configuring Lotus Notes, do not setit as the default e-mail client. You can
specify any other installation and configuration parameters at your discretion.
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Working with storages

« About storages

« Extracting an Exchange Server database from backup
« Accessing backups directly

« Extracting incremental or differential backups
« Registering a storage

« Opening a storage

« Closing a storage

« Renaming a storage

« Deleting a storage

« Deleting items from a target storage

« Deleting items from a source storage

« Setting access permissions for target files

About storages

A source storage is a storage that Recovery Manager for Exchange can search and restore data from.
Registering a source storage with Recovery Manager for Exchange allows you to search that storage and
restore messagelevel items, mailboxes, or public folders the storage contains. All source storages registered
with Recovery Manager for Exchange are located in the Source Storages node in the left pane.

A target storage is a storage to which Recovery Manager for Exchange can restore data. All target storages
registered with Recovery Manager for Exchange are located in the Target Storages node in the left pane.

Items that are supported as source or target storages depend on the Recovery Manager for Exchange edition
you are using. For more information, see Comparison of Recovery Manager for Exchange editions.

Extracting an Exchange Server
database from backup

Recovery Manager for Exchange helps you extract Exchange Server databases from regular Exchange
backups. When extracted, the database files are placed in the folder you specify and can be accessed with
Recovery Manager for Exchange in order to find, preview, and selectively restore items. With Recovery
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Manager for Exchange, you can extract Exchange Server databases from backups that span one or several
media, such as files or tapes.

Recovery Manager for Exchange offers following methods for accessing backed up Exchange Server
databases:

« Integration with the third-party backup software that created the backup. Recovery Manager for
Exchange integrates with the backup software to retrieve the Exchange Server backup from its location,
extract its contents, and access the backed up Exchange Server databases. For a list of the third-party
backup software with which Recovery Manager for Exchange can integrate, see the “Supported Backup
Software” section in the Release Notes supplied with this version of Recovery Manager for Exchange.

. Direct access to backup. Recovery Manager for Exchange can directly (without the use of third-party
backup software) access certain types of backups to extract and access the Exchange Server databases
the backups contain. For more information, see Accessing backups directly.

i | IMPORTANT:

« When using Exchange Emulation to register storages from a backup, you must specify the same
storage group names that are in the backup.

¢ To extract Exchange Server databases from backups by using Exchange Server emulation,
Recovery Manager for Exchange requires Exchange Management Tools to be installed. On the
Recovery Manager for Exchange computer, you can install Exchange 2007 and 2010
Management Tools side-by-side. By doing so, you can save your time and effort in situations
where you want to work with databases originating from Exchange Server 2007 and Exchange
Server 2010.

« To extract Exchange Server databases from backups by using Exchange Server emulation,
Recovery Manager for Exchange computer should run the same version of Windows as the
backed up Exchange Server.

Before running the Exchange Server Emulation please:

1. Check ifthe 8.3 file system is enabled on the Recovery Manager for Exchange machine by
opening a command prompt and running the command: fsutil 8dot3name. If the 8.3 file system is
enabled, the value for the NtfsDisable8dot3NameCreation should be 0 or 2.

2. If8.3 is disabled, copy the C:\Program Files (x86)\Quest\Recovery Manager for
Exchange\Apiemulation64.dll file to a folder with a shortname like C:\RME.

3. Launch regedit, open the HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Windows
NT\CurrentVersion\Windows registry key, and check whether the values are correct: Applnit_
DLLs (REG_SZ) must contain the correct path to apiemulation64.dll. If the dIl was copied on the
step 2, the path is C:\RME\ApiEmulation64.dIl.

Otherwise, it should look like C:\PROGRA~2\Quest\RECOVE~1\ApiEmulation64.dll:

. LoadApplnit_DLLs (REG_DWORD) = 1

« RequireSignedApplnit_DLLs (REG_DWORD) = 0 (the value might be required if the
machine does not have Internet access).

This section covers:
« Working with Quest® Rapid Recovery® (AppAssure®)

» Working with Quest® NetVault Backup®
« Working with Quest® vRanger®
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« Working with CA ARCserve Backup

« Working with EMC NetWorker

« Working with HP Data Protector

« Working with IBM Tivoli Storage Manager

« Working with Microsoft Data Protection Manager
« Working with Microsoft Windows Backup

« Working with Microsoft Windows Server Backup
« Working with Symantec Backup Exec

« Working with Symantec NetBackup

« Working with unlisted backup software

Working with Quest® Rapid Recovery®
(AppAssure®)

To extract and register Exchange Server databases from backups created with Quest® Rapid Recovery®,
Recovery Manager for Exchange connects to the Rapid Recovery backup server and uses the Rapid Recovery
open application programming interface (API).

You can install Recovery Manager for Exchange on the Rapid Recovery computer or on any other computer
joined to the domain where the Rapid Recovery computer resides.

To extract a database by using Rapid Recovery

1. In the Recovery Manager Console, from the main menu, select Add Storages | From Backups.

2. On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.

3. On the Select Backup Software page, do the following:
a. From the Use this software list, select Rapid Recovery.

b. From the Software version list, select the Rapid Recovery version installed on the computer from
which you want to retrieve and restore backups.

c. Click Next.

4. Follow the wizard to complete the storage registration.

Working with Quest® NetVault Backup®

You can use Recovery Manager for Exchange to extract Exchange Server databases from streaming and VSS
(Volume Shadow Copy Snapshot) backups created with Quest® NetVault Backup®. The guidelines and
procedures described in the next sections apply to both these types of backups.

For more information on scenarios where Recovery Manager for Exchange can extract data from VSS backups
created with NetVault Backup, see the “Supported Backup Software” section in the Release Notes supplied with
this version of Recovery Manager for Exchange.

This section covers:
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« Guidelines for working with NetVault Backup
« Extracting a database from a Volume Shadow Copy snapshot backup created with NetVault Backup

Guidelines for working with NetVault Backup

« Ensure that the computer where you want to use Recovery Manager for Exchange does not have
Microsoft Exchange Server installed: the Exchange Server Emulation feature of Recovery Manager for
Exchange is not supported on computers running Microsoft Exchange Server.

You can install Recovery Manager for Exchange on the NetVault Backup Server computer oron a
different computer available on the network. If Recovery Manager for Exchange and NetVault Backup
Server are installed on different computers, make sure these computers can access each other by

NetBIOS names.
In any case, the computer where you wish to use Recovery Manager for Exchange must have the
following software installed:
« Microsoft Exchange System Management Tools supplied with the Exchange Server version you
want to emulate.
« NetVault Backup Client
« Exchange Server Application Plugin Module (APM)

« Ifyou wish to extract data from VSS (Volume Shadow Copy Snapshot) backups created with NetVault
Backup, make sure that the Volume Shadow Copy Service is running on the Recovery Manager for
Exchange computer.

For more information on scenarios where Recovery Manager for Exchange can extract data from VSS
backups created with NetVault Backup, see the “Supported Backup Software” section in the Release
Notes supplied with this version of Recovery Manager for Exchange.

Extracting a database from a Volume Shadow Copy
snapshot backup created with NetVault Backup

i | NOTE:

« For detailed information about the conditions where Recovery Manager for Exchange supports
Volume Shadow Copy (VSS) backups created with NetVault Backup, see the “Supported Backup
Software” section in the Recovery Manager for Exchange Release Notes.

« For detailed information about the conditions where Recovery Manager for Exchange supports
Volume Shadow Copy (VSS) backups created with NetVault Backup, see the “Supported Backup
Software” section in the Recovery Manager for Exchange Release Notes.

To extract a database from a VSS backup
1. Inthe Recovery Manager Console, from the main menu, select Add Storages | From Backups.

2. On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.
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3. On the Select Backup Software page, do the following:

a. From the Use this software list, select NetVault Backup.
b. From the Software version list, select your version of NetVault Backup.
c. Click Next.

4. Step through the wizard to specify parameters for emulating restore interface of Exchange Server.

If the Exchange Server whose database you want to register belongs to a database availability group
(DAG), do the following:

a.

d.

On the Select How to Provide Information page, select Retrieve information from
Exchange Server.

Step through the wizard.

On the Specify Backed Up Exchange Server page, in the Exchange Server text box, type the
name of the DAG node that holds the active copy of the database you want to register.

Step through the wizard.

5. On the Emulating Exchange Server page, wait until the Status box displays "Emulation started. Waiting
for connection from backup application."

6. Start NetVault WebUI.

7. Inthe NetVault Backup main window, click the Create Restore Job on the left pane, and then do the
following in the window that opens:

a.

On the Create Restore Job - Choose Saveset page, select a backup from the list of savesets
and click Next.

On the Create Selection Set page, expand the appropriate nodes to select databases you want
to restore.

Click Edit Plugin Options and go to the Restore and Recovery Options tab, under Restore
Method, select Volume Shadow Copy Service (VSS) to perform the restore of selected data
using the VSS method, which allows for the recovery of Full, Differential, and Incremental Backup
types. In some versions of NetVault, the Restore Method area is located on the Restore and
Recovery Method subtab.

Select the Perform Recovery (Enable only on Last Step in Restore Sequence) option when
performing the last job of a restore sequence. If the restore sequence only includes a Full
Backup, select this option for the Full Backup. If the restore sequence includes Incremental or
Differential Restores, select this option when restoring the last backup in the restore sequence.
This option finalizes the restore process after completion of the restore job for which it was
selected, that is, the Exchange Server is then alerted to perform any necessary recovery tasks. All
other options in the Recovery Options section are dimmed unless this option is selected. For
more details about other NetVault Backup options, please see this section.

Then go to the Security tab and specify Exchange admin credentials.

On the Create Restore Job page, specify the job name and select the Recovery Manager for
Exchange computer as a target for the restore operation. Click Save & Submit.

Click the Monitor link in the pop-up window. The Monitor job page opens - here you can view the
progress of the restore job.

8. After restoring the last backup set, return to Recovery Manager for Exchange.

9. Follow the steps in the Add Storage Wizard to complete the storage registration.
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Working with Quest® vRanger®

Recovery Manager for Exchange can integrate with Quest® vRanger® to extract and register Exchange Server
databases from backups of virtual machines created with vRanger. After their registration with Recovery
Manager for Exchange, the extracted Exchange Server databases become available for search and data
restore operations.

Recovery Manager for Exchange integrates with vRanger by using the file-level recovery capability provided by
vRanger through an open application programming interface (API).

For more information about vRanger, see the vRanger documentation available for download at
http://quest.com/products/vranger.

This section covers:
« Guidelines for working with vRanger
« Backing up a virtual machine running Exchange Server

« Extracting an Exchange Server database from a backup Created with vRanger

Guidelines for working with vRanger

In order Recovery Manager for Exchange could extract and register Exchange Server databases from backups
created with vRanger, ensure that:

« Recovery Manager for Exchange and vRanger are installed on the same computer.

Ensure that PowerShell execution policy on that computer allows the execution of remote-signed scripts.

This is required because Recovery Manager for Exchange integrates with vRanger by using PowerShell
cmdlets supplied with vRanger.

« You installed the vRanger Console and started it atleast once on the computer where Recovery
Manager for Exchange and vRanger are installed.

« You backed up Exchange Server installed on the virtual machine by completing the steps described in
the next section.

Backing up a virtual machine running Exchange Server

In order Recovery Manager for Exchange could extract and register Exchange Server databases from
backups created with vRanger, you need to back up the virtual machine running Exchange Server by using
the below steps.

To back up the virtual machine

1. On the virtual machine hosting the Exchange Server you want to back up, install Microsoft Visual C++
2008 Redistributable Package.

« Install the 32-bit edition of the package if the virtual machine is running a 32-bit
version of Windows.

« Install the 64-bit edition of the package if the virtual machine is running a 64-bit
version of Windows.
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Copy one of the following files from the vRanger installation directory to any local directory on the virtual
machine running Exchange Server:

« Copy Vzshadow_x86.exe if the virtual machine is running a 32-bit version of Windows.
« Copy Vzshadow_x64.exe if the virtual machine is running a 64-bit version of Windows.

Check to make sure that the virtual machine and the VMware host have the same version of VMware
Tools installed.

On the virtual machine running Exchange Server, locate the VMware Tools installation folder (by default,
this is %ProgramFiles%\VMware\VMware Tools).

In the VMware Tools installation folder, create a new directory named backupscripts.d. In that directory,
create a file named freeze.bat.

Open the freeze.bat file in a text editor and type the following syntax:

<Full path to the Vzshadow_x86.exe or Vzshadow_x64.exe file you copied in step 2 of this procedure> -
bc=<Local drive on which Exchange databases reside>\backup.xml <A list of all local drives on the
virtual machine>

Example:

C:\Vzshadow_x86.exe -bc=C:\backup.xml C: D:

Where the -bc parameter specifies the local drive (C:) that stores the Exchange Server databases you want to
back up with vRanger, followed by a list of all local drives on the virtual machine (C: D:). When specifying
multiple local drives, use a colon followed by a space (: ) as a separator.

7.
8.

Save and close the freeze.bat file.

Back up the virtual machine by using the Enable guest quiescing option provided in vRanger.

Extracting an Exchange Server database from a backup
Created with vRanger

The backup from which you extract an Exchange Server database must be created by using the steps described
in Backing up a virtual machine running Exchange Server.

To extract an Exchange Server database from a backup

1.
2.

In the Recovery Manager Console, from the main menu, select Add Storages | From Backups.

On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.

On the Select Backup Software page, from the Use this software list, select the entry representing your
version of vRanger. Click Next.

On the Select a Savepoint page, from the Savepoints list, select the entry representing the backup that

holds the Exchange Server databases you wish to extract from backup and register with Recovery
Manager for Exchange.

If the savepoint represents a differential backup, vRanger will extract the corresponding full backup along
with the differential backup of the Exchange Server database.

If the savepoint represents an incremental backup, vRanger will extract all the previous incremental
backups and the initial full backup of the Exchange Server database.
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5. Step through the wizard to complete the storage registration operation.

When you are finished, the Exchange Server database becomes available in the Source Storages node located
in the left pane of the Recovery Manager Console.

Working with CA ARCserve Backup

To extract Exchange Server databases from backups created with ARCserve Backup, you can use the
Exchange Server Emulation feature of Recovery Manager for Exchange. When Exchange Server emulation is
started on the Recovery Manager for Exchange computer, it appears as an Exchange Server to the backup
software. Then, you can extract Exchange Server databases from backup to the Recovery Manager for
Exchange computer and access them with Recovery Manager for Exchange to view, search, and restore data.

i | NOTE: Whenever mentioned in this section, ARCserve Backup refers to any or all of the following
products: ARCserve Backup, Enterprise Backup, ARCserve, and/or ARCservelT for Windows NT.

You can use Recovery Manager for Exchange to extract Exchange Server databases from streaming and VSS
(Volume Shadow Copy Snapshot) backups created with ARCserve Backup. The next sections describe how to
work with these types of backups.

For more information on scenarios where Recovery Manager for Exchange can extract data from VSS backups
created with ARCserve Backup, see the “Supported Backup Software” section in the Release Notes supplied
with this version of Recovery Manager for Exchange.

This section covers:
« Guidelines for working with ARCserve Backup
« Extracting a database from a streaming backup

« Extracting a database from a snapshot backup

Guidelines for working with ARCserve Backup

You can install and use Recovery Manager for Exchange and ARCserve Backup on the same computer or on
different computers that can access each other by NetBIOS names.

Regardless of your deployment scenario, ensure that:

« The Recovery Manager for Exchange computer has the following software installed:

« Microsoft Exchange System Management Tools (only if you wish to extract data from backups of
Exchange Server 2007 or later). Make sure you install Exchange System Management Tools that
come with the Exchange Server version whose backups you want to extract.

« ARCserve Backup Manager (only if you wish to extract Exchange Server backups by integrating
Recovery Manager for Exchange with ARCserve Backup 15.0, 16.0, or 16.5.)

« ARCserve Backup Agent for Microsoft Exchange. Install the agent only after emulation of
Exchange Server restore interface has started on the Recovery Manager for Exchange computer.
If you need to change the version of Exchange Server to emulate, you must reinstall the Backup
Agent for Microsoft Exchange after starting Exchange Server emulation with new parameters.

« Administrative file shares are enabled on the Recovery Manager for Exchange computer.

« Ifyou wish to extract data from VSS (Volume Shadow Copy Snapshot) backups created with ARCserve
Backup, make sure that the Volume Shadow Copy Service is running on the Recovery Manager for
Exchange computer.
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For more information on scenarios where Recovery Manager for Exchange can extract data from VSS
backups created with ARCserve Backup, see the “Supported Backup Software” section in the Release
Notes supplied with this version of Recovery Manager for Exchange.

Extracting a database from a streaming backup

NOTE: The procedures described in this topic may vary depending on the version of ARCserve Backup
that you use. For more information, see the ARCserve Backup documentation.

To extract a database by using ARCserve Backup

1.

10.

In the Recovery Manager Console, from the main menu, select Add Storages | From Backups.
The wizard may prompt you to specify the Exchange Server whose backups you want to access.

On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.

On the Select Backup Software page, do the following:

a. From the Use this software list, select CA ARCserve Backup.

b. From the Software version list, select your version of ARCserve Backup.

c. Click Next.
Step through the wizard to specify parameters for emulating restore interface of Exchange Server.
On the Specify Database Location page, specify the path to store extracted databases. Click Next.
If you did notinstall the Backup Agent for Microsoft Exchange, do the following:

a. Inthe warning box, click OK.

b. Wait until the Status box on the Emulating Exchange Server page displays “Emulation started.
Waiting for connection from backup application.”

c. On the computer running Recovery Manager for Exchange, install the Backup Agent for
Microsoft Exchange.

Start ARCserve Backup Manager. For more information, see the documentation for your version of
ARCserve Backup.

If you are working with ARCserve Backup 15.0, 16.0, or 16.5, start ARCserve Backup Manager on the
Recovery Manager for Exchange computer.

On the Quick Start menu, click Restore.

In the Restore window, click the Source tab and choose the view you want to use. Specify the Exchange
backup and select the backup components to restore.

Right-click a storage group, and then click Backup Agent Option.

Recovery Manager for Exchange 5.8.5 User Guide
Working with storages



11. In the Backup Agent Restore Options window, do the following:

a. In the Temporary location for log and patch files box (Exchange Server 2007 and later), type
the local path to a folder. This must be a local path on the computer running Recovery
Manager for Exchange. This computer must have enough disk space to accommodate the log
and patch files.

b. Ifyou are restoring a full backup without any incremental or differential backups, select Commit
after restore. If you are restoring incremental or differential backups, do not select this check box
until you restore the last backup set.

c. Make sure you clear the Mount database after restore check box.
d. Make sure you clear the Restore to Recovery Storage Group check box.
e. Click OK.

12. Click the Destination tab.

13. Clear the Restore files to their original location(s) check box.

14. Browse the directory tree in the right pane, expand the computer running Recovery Manager for
Exchangee, and then select Microsoft Exchange Server — Database Level (IS).

15. On the toolbar, click Start.

16. In the Security dialog box, specify an account that has local administrator rights on the computer
running Recovery Manager for Exchange, and then click OK.

17. Inthe Session User Name and Password dialog box, specify the credentials to access the computer
running Recovery Manager for Exchange. The account you specify must have local administrator rights
on the computer running Recovery Manager for Exchange.

18. After restoring all backup sets, return to Recovery Manager for Exchange. If you did not specify the last
backup setin ARCserve Backup, on the Emulating Exchange Server page of the Add Storage Wizard,
select the Last backup set restored check box.

19. Follow the Add Storage Wizard to complete the storage registration.

Extracting a database from a snapshot backup
i | NOTE: The procedures described in this topic may vary depending on the version of ARCserve Backup
that you use. For more information, see the ARCserve Backup documentation.

To extract and register Exchange Server databases from snapshot backups created with ARCserve Backup,
you need to use the Exchange Emulation feature provided in Recovery Manager for Exchange. Recovery
Manager for Exchange can emulate Exchange Server restore interface, so that the computer running Recovery
Manager for Exchange appears as an Exchange server to the backup software. As a result, Exchange
database is extracted from the snapshot backup to the Recovery Manager for Exchange computer and then
registered as a storage.

To extract data from a snapshot backup, complete the following steps:

« Step 1: Start Exchange Server emulation on the Recovery Manager for Exchange computer.

« Step 2: Extract and register Exchange Server database

Each of these steps is described in the next subsections.
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Step 1: Start Exchange Server emulation on the Recovery Manager for
Exchange computer.

1.

Make sure that the Volume Shadow Copy Service is running on the Recovery Manager for
Exchange computer.

In the Recovery Manager Console, from the main menu, select Add Storages | From Backups.

On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.

On the Select Backup Software page, do the following:
a. From the Use this software list, select CA ARCserve Backup.

b. From the Software version list, select the version of ARCserve Backup installed on the computer
from which you want to retrieve and restore backups.

c. Click Next.
Step through the wizard to specify parameters for emulating restore interface of Exchange Server.

On the Emulating Exchange Server page, wait until the Status box displays “Emulation started. Waiting
for connection from backup application.”

Install the Backup Agent for Microsoft Exchange supplied with your version of ARCserve Backup.

Step 2: Extract and register Exchange Server database

1.

4.

Start ARCserve Backup Manager. For more information, see the documentation for your version of
ARCserve Backup.

If you are working with ARCserve Backup 15.0, 16.0, or 16.5, start ARCserve Backup Manager on the
Recovery Manager for Exchange computer.

From the main menu, select Quick Start | Restore.

On the Source tab, specify the snapshot backup you want to use, and select the backup components to
restore. For more information, see the documentation for your version of ARCserve Backup.

On the Source tab, perform the steps related to your version of Exchange Server:

Table 9: Steps to complete on the Source tab

A pre-2010 Exchange Server version Exchange Server 2010 or later

1. Right-click a storage group, and then click 1. Right-click a database, and then click Agent
Agent Option. Option.

2. Make sure you clear the following check 2. Make sure you clear the following check
boxes: Restore to Recovery Storage Group boxes: Restore to Recovery Databases
Run recovery after restore Mount database Run recovery after restore Mount
after restore database after restore

3. Click OK. 3. Click OK.

5. On the Destination tab, make sure the Restore files to their original location(s) check box is cleared,

and then ensure that the Recovery Manager for Exchange computer is available on that tab as a restore
destination.
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i | NOTE: In some versions of ARCserve Backup, you may need to refresh the Exchange Organization
node on the Destination tab so that the Recovery Manager for Exchange computer becomes available in
that node. If refresh does not help, right-click the Exchange Organization node, click Active Directory
Servers, and then use the dialog box that opens to add any domain controller from the forestin which
the Recovery Manager for Exchange computer resides.

6. Selectthe Recovery Manager for Exchange computer as the restore destination:

a. Expand the node that represents the Recovery Manager for Exchange computer, and then select
the Microsoft Exchange Server - Database Level node. In some versions of ARCserve Backup,
the node representing the Recovery Manager for Exchange computer is located in the Exchange
Organization node.

b. From the main menu, select Restore | Destination Context Menu, click Security, and specify
credentials to access the destination computer. The account you specify must have local
administrator rights on that computer.

c. Expand the Microsoft Exchange Server - Database Level node, and select the subnode
that represents the storage group you are emulating on the Recovery Manager for
Exchange computer.

7. From the main menu, select Restore | Run/Schedule, and specify the required parameters to submit and
run the restore job.

If you receive a message reading that the mailbox database is not restored to the recovery database,
ignore that message.

8. After restoring all backup sets, return to Recovery Manager for Exchange. If you did not specify the last
backup setin ARCserve Backup, on the Emulating Exchange Server page of the Add Storage Wizard,
select the Last backup set restored check box, and step through the wizard to complete the storage
registration operation.

Working with EMC NetWorker

You can use Recovery Manager for Exchange to register Exchange Server databases from the following types
of backups created with NetWorker:

« Streaming backups

« Volume Shadow Copy Service (VSS) snapshot backups
In the next sections:

« Registering storages from streaming backups created with NetWorker

« Registering storages from snapshot backups created with NetWorker

Registering storages from streaming backups created
with NetWorker

Recovery Manager for Exchange provides the following methods for extracting and registering Exchange
Server databases from streaming backups created with EMC NetWorker:
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« Method 1: Use direct access to NetWorker Server. Allows you to connect to an EMC NetWorker Server
and extract and register Exchange Server databases from backups held on the server.

This method does not have as many prerequisites as Method 2, yet the storage registration operation
performed using Method 1 might take longer.

« Method 2: Use Exchange Server emulation. Allows you to run Exchange Server emulation on the
Recovery Manager for Exchange computer so that it appears as an Exchange Server to NetWorker. After
that, you can perform directed recovery: redirect the restore operation to the Recovery Manager for
Exchange computer, extract Exchange Server databases, and then register them with Recovery
Manager for Exchange.

In most cases, Method 2 allows you to complete the storage registration operation faster than Method 1.
However, Method 2 has more prerequisites and therefore requires more effort than Method 1.

Both these methods let you register storages only from streaming backups created with NetWorker. The next
subsections provide instructions on how to use each of these methods.

Method 1: Use direct access to NetWorker Server
Before using this method, ensure the following prerequisites are met:

« Recovery Manager for Exchange and NetWorker Server are installed on the same computer or on
different computers that can access each other over the network by NetBIOS and DNS names.

« NetWorker Clientis installed and properly configured on the Recovery Manager for Exchange computer.
Make sure the Client can connect to and interact with NetWorker Server and has access to the backups
holding the Exchange Server databases you want to register with Recovery Manager for Exchange.

For more information on how to install and configure NetWorker Client, see the documentation supplied
with your version of NetWorker.

To register storages using direct access to NetWorker Server

1. Inthe Recovery Manager Console, from the main menu, select Add Storages | From Backups.

2. On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.

3. On the Select Backup Software page, do the following:
a. From the Use this software list, select EMC NetWorker.

b. From the Software version list, select the NetWorker version installed on the computer from
which you want to retrieve and restore backups.

c. Click Next.
4. On the Select a Backup Access Method page, select Connect to backup server. Click Next.

5. Follow the steps in the wizard to complete the storage registration operation.

Method 2: Use Exchange Server emulation
Before using this method, ensure the following prerequisites are met:

« Recovery Manager for Exchange and NetWorker Server are installed on the same computer or on
different computers that can access each other over the network by NetBIOS and DNS names.
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NetWorker Client is installed and properly configured on the Recovery Manager for Exchange computer.
Make sure the Client can connect to and interact with NetWorker Server and has access to the backups
thatinclude the Exchange Server databases you want to register with Recovery Manager for Exchange.

For more information on how to install and configure NetWorker Client, see the documentation supplied
with your version of NetWorker.

NetWorker Module for Microsoft Exchange Server is installed on the Recovery Manager for Exchange
computer. Make sure the Module can connect to and interact with NetWorker Server.

For more information on how to install and configure NetWorker Module for Microsoft Exchange Server,
see the documentation supplied with your version of NetWorker.

The user account under which you will be running NetWorker Module for Exchange Server has sufficient
privileges to perform directed recovery.

For more information on directed recovery, see the documentation supplied with your version of
NetWorker Module for Microsoft Exchange Server.

Microsoft Exchange Management Tools supplied with the Exchange Server version you want to emulate
are installed on the Recovery Manager for Exchange computer. Check to make sure that no other
components of Exchange Server are installed on the Recovery Manager for Exchange computer.

To register storages using Method 2, complete the next steps.

Step 1: Start Exchange emulation

1.
2.

In the Recovery Manager Console, from the main menu, select Add Storages | From Backups.

On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.

On the Select Backup Software page, do the following:
a. From the Use this software list, select EMC NetWorker.

b. From the Software version list, select the NetWorker version installed on the computer from
which you want to retrieve and restore backups.

c. Click Next.
On the Select a Backup Access Method page, select Use Exchange Server emulation. Click Next.
Step through the wizard to specify parameters for emulating restore interface of Exchange Server.

On the Emulating Exchange Server page, wait until the Status box displays “Emulation started. Waiting
for connection from backup application.”, and then follow the instructions in Step 2: Extract and register
Exchange databases below.

Step 2: Extract and register Exchange databases

1.

On the Recovery Manager for Exchange computer, start the NetWorker User for Exchange
Server program.

From the Operations menu, select Directed Recover, and then select the type of backup from which
you want to extract and register Exchange Server databases.

Select the NetWorker Client that created the Exchange Server backups you want to access.

Select the objects you want to recover and specify other recovery options as necessary.

For more information, see how to perform directed recovery in the documentation supplied with your
version of NetWorker Module for Exchange Server.
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When you are finished, click Start to start the restore operation. Wait for the restore operation
to complete.

Return to Recovery Manager for Exchange and follow the steps in the Add Storage Wizard to complete
the storage registration operation.

Registering storages from snapshot backups created
with NetWorker

You can use Recovery Manager for Exchange to register storages from snapshot (VSS) backups created with
EMC NetWorker.

For more information on the conditions where Recovery Manager for Exchange supports snapshot backups
created with NetWorker, see the “Supported Backup Software” section in the Release Notes supplied with this
version of Recovery Manager for Exchange.

Before registering storages from snapshot backups, ensure that:

Recovery Manager for Exchange and NetWorker Server are installed on the same computer or on
different computers that can access each other over the network by NetBIOS and DNS names.

Microsoft Exchange Management Tools supplied with the Exchange Server version you want to emulate
are installed on the Recovery Manager for Exchange computer.

Check to make sure that no other components of Exchange Server are installed on the Recovery
Manager for Exchange: the Exchange Server Emulation feature of Recovery Manager for Exchange is
not supported on computers running Microsoft Exchange Server.

NetWorker Module for Microsoft Applications version 2.3, 2.4, or 3.0 is installed on the Recovery
Manager for Exchange computer. Make sure the Module can connect to and interact with
NetWorker Server.

The user account under which you plan to run NetWorker Module for Microsoft Applications has
sufficient privileges to access the snapshot backups from which you wish to register Exchange
Server databases.

Registering storages from snapshot backups includes these steps:

Step 1: Start Exchange Server emulation

Step 2: Use NetWorker to extract Exchange Server databases

Step 1: Start Exchange Server emulation

1.

Make sure that the Volume Shadow Copy Service is running on the Recovery Manager for
Exchange computer.

In the Recovery Manager Console, from the main menu, select Add Storages | From Backups.

On the Select a Backup Access Method page of the wizard, select Access Exchange backups with
thirdparty software. Click Next.

On the Select Backup Software page, do the following:
a. From the Use this software list, select EMC NetWorker.

b. From the Software version list, select the version of NetWorker installed on the computer from
which you want to retrieve and restore backups.

c. Click Next.
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On the Select a Backup Access Method, click Use Exchange Server emulation.
Step through the wizard to specify parameters for emulating restore interface of Exchange Server.

On the Emulating Exchange Server page, wait until the Status box displays “Emulation started. Waiting
for connection from backup application.”

Step 2: Use NetWorker to extract Exchange Server databases

1.

On the Recovery Manager for Exchange computer, start NetWorker Module for Microsoft Applications (it
is also called NetWorker User for Microsoft Applications).

In the NetWorker Module for Microsoft Applications window, perform the steps related to your version of
Exchange Server.

Table 10: Steps to extract Exchange Server databases

Exchange Server 2007 Exchange Server 2010 or 2013
1. Inthe left pane, click Recover, point to Exchange Recover 1. Inthe left pane, click
Session, and then click Database Recover. Recover, point to the

appropriate recover session
node, and then click
Database Recover.

From the Client list, select the entry representing the backed up
Exchange Server whose databases you want to register with
Recovery Manager for Exchange. The account under which

NetWorker Module for Microsoft Applications is running must 2. From the Client list, select
have sufficient privileges to access the backups of the the entry representing the
Exchange Server computer you select. backed up Exchange Server

whose databases you want
to register with Recovery
Manager for Exchange.

On the Browse tab, expand the appropriate nodes to select the
check box next to the database you want to register.

Click Advanced Recover.

. . The account under which
In the dialog box that opens, click the Alternate Storage Group NetWorker Module for

option, and then click OK. Microsoft Applications is

Click Start Recover. running must have sufficient
privileges to access the
backups of the Exchange
Server computer you select.

3. On the Browse tab, expand
the appropriate nodes to
select the check box next to
the database you want to
register.

4. Click Advance Recover.

5. Inthe dialog box that opens,
click the Alternate Database
Recovery option, and then
click Next.
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Exchange Server 2007 Exchange Server 2010 or 2013

6. Inthe Select Database list,
click the database you want
to extract and register. Click
Next.

7. Click Start Recover.

Return to the Add Storage Wizard and wait until the storage registration operation completes.

Working with HP Data Protector

This section provides information about how to extract and register Exchange Server databases from backups
created with Data Protector.

To extract Exchange Server databases from backups created with Data Protector, you can use the Exchange
Server Emulation feature of Recovery Manager for Exchange. When Exchange Server emulation is started on
the Recovery Manager for Exchange computer, it appears as an Exchange Server to the backup software. Then,
you can extract Exchange Server databases from backup to the Recovery Manager for Exchangee computer
and access them with Recovery Manager for Exchange to find, preview, and selectively restore items.

This section covers:
« Guidelines for working with HP Data Protector

« Extracting a database by using HP Data Protector

Guidelines for working with HP Data Protector

i | NOTE: The procedure of installing Data Protector may vary depending on the version of Data Protector
that you use. For more information, see the HP Data Protector documentation.

« Ensure that the computer where you want to use Recovery Manager for Exchange does not have
Microsoft Exchange Server installed: the Exchange Server Emulation feature of Recovery Manager for
Exchange is not supported on computers running Microsoft Exchange Server.

« You can install Recovery Manager for Exchangee on the Data Protector computer or on a different
computer available on the network.

If Recovery Manager for Exchange and Data Protector are installed on the same computer, make sure that the
computer has following software installed:

« Microsoft Exchange System Management Tools supplied with the Exchange Server version you
want to emulate.

« MS Exchange Integration component supplied with HP Data Protector.
This component must be compatible with the Exchange Server version whose backups you want to

extract with Recovery Manager for Exchange. For example, this component can be named MS Exchange
Integration or MS Exchange 2010+ Integration.

« MS Volume Shadow Copy Integration component if you want to extract data from VSS backups created
HP Data Protector.
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The Esebcli2.dll file installed with Exchange System Management Tools must be added to the PATH
system environment variable. For a step-by-step procedure, see Adding esebcli2.dll file to the PATH
system variable.

If Recovery Manager for Exchange and Data Protector are installed on different computers, make sure that
these computers can access each other by NetBIOS names. In this scenario, the following software must be
installed on the Recovery Manager for Exchange computer:

Microsoft Exchange System Management Tools supplied with the Exchange Server version you
want to emulate.

Data Protector Client for Windows. For a step-by-step procedure, see Installing Data Protector Client.

MS Exchange Integration component supplied with HP Data Protector.

This component must be compatible with the Exchange Server version whose backups you want to
extract with Recovery Manager for Exchange. For example, this component can be named MS Exchange
Integration or MS Exchange 2010+ Integration.

MS Volume Shadow Copy Integration component if you want to extract data from VSS backups created
HP Data Protector.

The Esebcli2.dll file installed with Exchange System Management Tools must be added to the PATH
system environment variable on the Recovery Manager for Exchangecomputer. For a step-by-step
procedure, see Adding esebcli2.dll file to the PATH system variable.

Installing Data Protector Client

To install Data Protector Client

1.

On the computer where Data Protector Server is installed, start Data Protector Manager. For details, see
the documentation for your version of HP Data Protector.

In the Context List, click Clients.
In the Scoping Pane, right-click Clients, and then click Add Clients.

In the Name box, type NetBIOS or DNS name of the computer running Recovery Manager for Exchange.
Click Add, and then click Next.

On the Components tab, select the following check boxes:
« MS Exchange Integration
o MS Volume Shadow Copy Integration

« MS Exchange Server 2010+ Integration (if you want to register storages from Exchange Server
2010 or 2013 backups).

Open the Options tab.

Clear the Use default system account check box and specify credentials of an account having local
administrator rights on the computer running Recovery Manager for Exchange.

Click Finish.

If you are using a pre-6.2 version of Data Protector and want to work with databases of Exchange Server
2010 or 2013, rename or move the file Omni_MicrosoftExchangeWriter.dll that is located in <Data
Protector installation folder>/Bin.
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Adding esebcli2.dll file to the PATH system variable

In order Data Protector could extract Exchange Server databases from backups, you must add the Esebcli2.dll
file thatis installed with the Exchange System Management Tools to the PATH system environment variable on
the computer where Recovery Manager for Exchangee is installed.

By adding the Esebcli2.dll file to the PATH system variable, you make the file accessible to Data Protector.
Without access to that file, Data Protector cannot extract Exchange databases from backups.

To add the Esebcli2.dll file to the PATH system variable

1.

On the computer where Recovery Manager for Exchange is installed, open the System Properties
window (sysdm.cpl).

In the System Properties window, go to the Advanced tab, and then click Environment Variables.
Under System Vari