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Using Foglight for Cloud Migration

Foglight® for Cloud Migration supports Cloud Model for any cloud. It finds the best target cloud tiers for the virtual
machines you selected, and adds the virtual machines to migration plan. After configured monitored Rapid
Recovery core server and with an available Azure account, Foglight for Cloud Migration helps you to migrate the
selected VMware virtual machines to Azure cloud.

This section introduces you to the Foglight for Cloud Migration environment, and provides you with essential
information.

For more information, see the following topics:
* Installation requirements

e Dashboard location and Ul elements

Installation requirements

Foglight for Cloud Migration comes installed on Foglight Evolve and can be installed on a Foglight Management
Server.

Foglight for Cloud Migration requires the following cartridges for data collection:
e OptimizerAutomation-5.8.1.car
e Optimizer-5_8 1.car
e CommonAnalytics-5.8.1.car
e Virtual-VMware-Lite-5.8.1.car
e Virtual-HyperV-Lite-5.8.1.car
¢ Protect-1_7_0.car
* Cloud-Migration-5_8_1.car

While Foglight Evolve comes with these cartridges pre-installed and enabled, a stand-alone Foglight release
requires that these components be installed on the Foglight Management Server. For more information about
installing Foglight for Cloud Migration, and for details about system requirements and version compatibility, see the
Foglight Cloud Migration Release Notes.

Dashboard location and Ul elements

After installing Foglight for Cloud Migration, the Cloud Migration dashboard appears in the Foglight Management
Server.
To access the Cloud Migration dashboard:

1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow on the left.

Foglight for Cloud Migration 5.8.1 User Guide
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3 On the navigation panel, under Dashboards, click Cloud Migration.

The Cloud Migration dashboard opens.

Figure 1. Cloud Migration dashboard

Cloud Migration G+ Thursday, August 1, 2019 1:50:21 PM - 2:50:20 PM&0 minues w | [l Repors
VMware Hyper-V | Settings
VirtualCenter_ . -
Cloud Model Migration
Cloud Migration Model for VirtualCenter In Progress: 0 ¢ Succeeded: 0 Canceled: 0 i Failed: 0 o

step 1. Add or Import Cloud Izas Offerings

©@add | Edit . Delete & Import &, Import From Portal &, Export 58 Explore Cloud WM Marketplace Search o~
Cloud Tier Instance Type CPU Cores « CPU Speed Memory Max Data Disks Count Unit Price
Azure standard D2 2 2.2 GHz 7.0 GB 8 Month | «
Azure Standard D2_vZ 2 2.4 GHz 7.0 GB 8 Month
Azure Standard w3 2 2.4 GHz 8.0GB 4 Month
Azure Standard D2s_v3 2 2.4GHz 8.0 GB 4 Month
Azure standard Ds11 2 2.2 GHz 14.0 GB 8 Month
Azure Standard DS11_v2 2 2.4 GHz 14.0 GB 8 Month
Azure Standard Ds2 2 2.2 GHz 7.0 GB 8 Month
Azure Standard Ds2_v2 2 2.46GHz 7.0 GB 8 Month | -
Prices don't indude tax. Monthly price estimates are on 730 hours of usage.
Step 2. Select VMs — o] Step 3. Performance VS Cost Saving
to Model seard e
Virtual Machine CPU Impact 10 ¥
Disk 10Ps/Throughput Impact 10 %
0VMs Selected

Step 4. Select time range for analysis

® 24t
Business Hours (08:00 AM - 06:00 PM)
Custom (8 AM - 6 PM)

Step. 5. Select Model Type

Find the best doud 1aas tier for all of the selected virtual machines (N VMs to one Tier)
@) Find the best fit across all of the preposed doud Iaas tiers for the selected virtual machines (N VMs to N Tiers)

The Cloud Migration dashboard consists of the following Ul elements:
e Group selector
* Action bar
*  Menu bar
* Migration status bar

* Quick view

Group selector

The Group selector is located at the top of the dashboard and allows you to select the virtual environment that you
want to monitor.
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Figure 2. Group Selector

| Datacenter Datacente -
Datacenter_Datacenter -

Datacenter_Mew Datacenter
VirtualCanter_
VirtualCenter_

Action bar

The actions bar at the top of the screens contains the following options, Domain switcher and Settings.

Figure 3. Action bar

VMware Hyper-V | Sefttings

Domain switcher

Click the domain switcher to switch between VMware environment and Hyper-V environment.

i | NOTE: For Hyper-V environment, only Cloud Model features are supported.

Settings
Click the Settings button. A Settings dialog box opens.
Figure 4. Settings

| Settings X

@ Average Analysis Period La;t 7 Days -

: ) * How long historical data will be used in the risk/performance fit analysis
Analysis

| Save | | Cancel |

You can specify the Average Analysis Period for Cloud Model. The following options are available: Last 1 Day,
Last 3 Days, Last 7 Days, Last 30 Days, Last 90 Days, and Last 180 Days.

Menu bar

The Menu bar contains the following two tabs: Cloud Model and Cloud Migration (Technical Preview).
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Figure 5. Menu bar

o P

Coud Model Migraticn

Migration status bar

Displays the migration status, including In Progress, Succeeded, Canceled, and Failed.

Figure 6. Migration status bar

In Progress: O @ Succeeded: 0 ) Canceled: 0 @y Failed: O

Quick view

The quick view is located on the lower part of the Cloud Migration dashboard, which is updated based on the tab
selected on the Menu bar.

Figure 7. Quick view for Cloud Model tab

Cloud Migration Model for In Progress: 0 ¢ Succeeded: 0 (0 Canceled: 0 @ Failed: 0 o

Step 1. Add or Import Cloud IaaS Offerings

@add | Edit ) Delete & Import 3, Import From Portal ¥, Export €5 Explore Cloud VM Marketplace Search 2~

[ Cloud Region Tier Instance Type CPU Cores » CPU Speed Memory Max Data Disks Count Unit Price

[ | Azure West US Standard Dz 2 2.2GHz 7.0GB 3 Month =
[ | Azure West US Standard DZ_vz 2 24GHz 7.0GB 3 Month
[ | Azure West US Standard DZ_v3 2 24GHz 8.0 GB 4 Month
[ | Azure West US Standard D2s w3 2 24GHz 8.0 GB 4 Month

[ | Azure West US Standard Ds11 2 2.2GHz 14.0GB 3 Month
[ | Azure West US Standard D511 vz 2 24GHz 14.0GB 3 Month

]  Azure West US Standard Ds2 2 2.2GHz 7.0GB 3 Month

[ | Azure West US Standard Ds2 w2 2 24GHz 7.0GB 3 Month ~

Prices don't indude tax. Monthly price estimates are based on 730 hours of usage.

Step 2. Select VMs search £~ Step 3. Performance VS Cost Saving
to Model 2
Virtual Machine CPU Impact 10 %
Select VMs There Is No Data To Display RAM Impact 10 %
Disk 10Ps/Throughput Impact 10 %
0 VMs Selected

Step 4. Select time range for analysis

® 24Hrs
Business Hours [08:00 AM - 06:00 PM}
Custom {8 AM - 6 PM)
Step. 5. Select Model Type

Find the best doud Taas tier for all of the selected virtual machines (N VMs to one Tier)
) Find the best fit across all of the propesed cloud 12a5 tiers for the selected virtual machines (N VMs to N Tiers)
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Cloud Migration
VMware
VirtualCenter_

O

Coud Model

Settings

@

Migration

Cloud Migration Model for VirtualCenter

Step 1. Add or Import Cloud TIaas Offerings

@ ndd | Edit
Cloud
Azure
Azure
Azure
Azure
Azure
Azure
Azure

Azure

Prices don’t indude tax. Monthly

Step 2. Select VMs
to Model

Select VMs

0 VMs Selected

Delete & Import & Import From Portal *, Export ::%:: Explore Cloud VM Marketplace

Tier Instance Type CPU Cores & CPU Speed

Standard D2 2 2.2 GHz
Standard D2_v2 2 2.4 GHz
Standard D2_v3 2 2.4 GHz
Standard D2s_v3 2 2.4 GHz
Standard D511 2 2.2 GHz
Standard D511_v2 2 2.4 GHz
Standard Ds2 2 2.2 GHz
Standard D52_v2 2 2.4 GHz

price estimates are based on 730 hours of usage.
Search D~ Step 3. Performance VS Cost Saving

Virtual Machine

There Is No Data To Display

CPU Impact 10 %
RAM Impact 10 %o
Disk 10Ps/Throughput Impact 10 %

Step 4. Select time range for analysis

® 24Hrs
Business Hours (08:00 AM - 06:00 P}
Custom (8 AM - 6 PM)

Step. 5. Select Model Type

Cloud Model

G+ Thursday, August 1, 2019 1:50:21 PM - 2:50:21 PM 60 minutes » | [&] Reports =
In Progress: 0 @@ Succeeded: 0 Canceled: 0 @ Failed: 0 o
Search £~
Memory Max Data Disks Count Unit Price
7.0GB 8 Month
7.0GE 8 Month
8.0G8 4 Month
8.0G8 4 Month
14.0 GB 8 Month
14.0 GB 8 Month
7.0GB 8 Month
7.0GB 8 Month ~

Find the best doud 1aas tier for all of the selected virtual machines (N VMs to cne Tier)
®) Find the best fit across all of the proposed cloud 1aas tiers for the selected virtual machines (N VMs to N Tiers)

The Cloud Model view helps you understand costs and impacts caused by migrating virtual machine workloads to
any MSP, Cloud, or laaS offering. Simply enter the proposed destinations that are under review, like Azure A2
Small, select the virtual machines that have been designated for a cloud migration and input the level of
acceptable performance impact for CPU, Memory, Disk 10, and Network. Select the cloud laaS offering, select the
virtual machines to be modeled, and then click Run Model. The Cloud Model view includes the following

elements:

e Cloud Instances pane: Allow to add or edit the hardware specification and unit cost of your proposed laaS
subscriptions, such as Azure, AWS EC2. laaS subscriptions are supported to import or export as a .CSV

file.

¢ Select Virtual Machines: Lists available virtual machines in the selected virtual center or datacenter, and
provides the capability to search VMs as needed.

* Model Outcome pane: Lists migration recommendations and resources fit analysis. In addition, this pane
shows migration impacts caused by restricted hardware resources, including CPU Demand, Memory
Consumed, Disk IOPs, Disk Size, and Unable to Model information.

* Run Model button: Click this button to start the recommendation analysis based on historical performance
metrics for the specified values (including selected virtual machines, performance impacts, selected Cloud
Instances, and the modeling scenario).

Foglight for Cloud Migration 5.8.1 User Guide
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To access the Cloud Model view:

1

On the navigation panel, under Dashboards, click Cloud Migration.

The Cloud Migration dashboard opens.

Use the Group selector located at the top of the dashboard to select the virtual environment that you want
to monitor.

On the Menu bar, click the Cloud Model tab.
The Cloud Model view appears at the bottom of the Cloud Migration dashboard.

Cloud Instances pane

The Cloud Instance table locates in the middle of the Cloud Model view offers the following menus:

The Add button: Provides the functionality to add a new Cloud instance. For more information, see Adding
a Cloud instance on page 10.

The Edit button: Provides the functionality to edit existing Cloud instances. For more information, see
Editing existing Cloud instance on page 11.

The Delete button: Provides the functionality to delete existing Cloud instances. For more information, see
Delete existing Cloud instance(s) on page 11.

The Import button: Provides the functionality that helps you easily import Cloud instances in batches, as
needed. For more information, see Importing Cloud instances on page 12.

The Import From Portal button: Provides the functionality that helps you easily import Cloud instances from
the portal, as needed. For more information, see Importing Cloud Models from Portal on page 12.

The Export button: Provides the functionality that helps you easily import Cloud instances in batches, as
needed. For more information, see Exporting Cloud instances on page 12.

The Run Model button: Provides the functionality that starts the analysis. For more information, see
Running Cloud Model on page 12.

Cloud instance table: Lists all cloud instances that are available in the selected virtual center or datacenter.

Lists the detailed information about all Cloud instances that are available in the
selected vCenter or datacenter.

Description
Data displayed * Name. The provider name of the Cloud instance.

¢ Region. The region of the Cloud instance.

* Tier. The name of tier.

* Instance Type. The type of Cloud instance.

e CPU Cores. The number of CPU cores.

¢ CPU Speed. The CPU speed.

* Memory. The memory size.

* Max Data Disks Count. The number of the data disks.

* Unit Price. The unit price per month.

Adding a Cloud instance

To add a new Cloud instance:

1

2

In the Cloud Instance pane, click Add.
The Add Cloud Model dialog box opens.
In the Add Cloud Model dialog box, specify the following values, as needed.

Foglight for Cloud Migration 5.8.1 User Guide
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Cloud: Select the provider name of the Cloud instance.

Region: Select the region of the Cloud instance

Tier: Select the name of the Cloud tier.

Instance Type: Type the type of the Cloud instance.

CPU Cores: Type the number of CPU cores available in the Cloud instance.

CPU Speed: Type the CPU speed. The unit is one of the following: GHz (default option), MHz, and
THz.

Memory: Type the physical memory. The unit is one of the following: GB (default option), MB, and
TB.

Max Data Disks Count: Type the number of the data disks.
Unit Price per Month($): Type the unit price per month.

3 Click Save.

The Cloud Instance table refreshes automatically and the new Cloud instance is added into this table.

Editing existing Cloud instance

To edit an existing Cloud instance:

1

2

In the Cloud Instance pane, select a Cloud instance that you want to edit, and then click Edit.

The Edit Cloud Model dialog box opens.

In the Edit Cloud Model dialog box, modify the following values, as needed.

Cloud: Select the provider name of the Cloud instance.

Region: Select the region of the Cloud instance

Tier: Select the name of the Cloud tier.

Instance Type: Type the type of the Cloud instance.

CPU Cores: Type the number of CPU cores available in the Cloud instance.

CPU Speed: Type the CPU speed. The unit is one of the following: GHz (default option), MHz, and
THz.

Memory: Type the physical memory. The unit is one of the following: GB (default option), MB, and
TB.

Max Data Disks Count: Type the number of the data disks.
Unit Price per Month($): Type the unit price per month.

3 Click Save.

The Cloud Instance table refreshes automatically and the Cloud instance is updated.

Delete existing Cloud instance(s)

To delete existing Cloud instance(s):

1

In the Cloud Instance pane, select one or more Cloud instances that you want to delete, and then click
Delete.

The Confirm Delete Cloud Models Dialog box opens.

In the Confirm Delete Cloud Models dialog box, click Delete.

Foglight for Cloud Migration 5.8.1 User Guide
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The Cloud Instance table refreshes automatically and the selected Cloud instances are removed.

Importing Cloud instances

To import Cloud instances:
1 In the Cloud Instance pane, click Import.
The Import Host Models dialog box opens.
2 In the Import Host Models dialog box, click Choose File.
3 In the prompted dialog box, browse to select a .csv file, and then click Open.
4 Click Import.

The Cloud Instance table refreshes automatically and imported Cloud instances are added into this table.

Importing Cloud Models from Portal

To import Cloud models from the portal:
1 Inthe Cloud Instance pane, click Import From Portal.
The Import Cloud Models From Portal dialog box opens.

2 In the Import Cloud Models From Portal dialog box, select a cloud provider and a region, the instances
table refreshes automatically.

3 Inthe instances table, select the cloud models as needed, and then click Save.

The Cloud Instance table refreshes automatically and imported Cloud instances are added into this table.

Exporting Cloud instances

To export Cloud instances:
1 Inthe Cloud Instance pane, click Export.

The existing Cloud instances are downloaded as a .csv file automatically.

Running Cloud Model

To run Cloud model:
1 In the Cloud Model view, Add or Import Cloud laaS Offerings.
2 Select VMs to Model.
Click Select VMs, select the VMs that you want to migrate to the Cloud instance, and then click Save.

3 Inthe Performance VS Cost Saving area, specify the following:

NOTE: If the virtual machines that have been selected for migration must always perform at their
peak, enter 0% against each of CPU, Memory, Disk and Network. If Cost is the most important factor
and performance is not a concern, enter 100 against CPU, Memory, Disk and Network; that way, no
matter how often the virtual machine will exceed the destinations available resources it will always be
included in the cloud model outcome and costs calculation.

i
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= CPU: The default value is 10%.

= Memory: The default value is 10%.

= Disk IOPs/Throughput Impact: The default value is 10%.
4 Select time range for analysis. The options include:

= 24 Hrs

= Business Hours (08:00 AM - 06:00 PM)

= Custom (8 AM - 6 PM)
5 Select Model Type. Select either of the following:

= Find the best cloud laas$ tier for all of the selected virtual machines (N VMs to one Tier): Move all
VMs to the same tier.

= Find the best fit across all of the proposed cloud laasS tiers for the selected virtual machines (N VMs
to N Tiers): Moves all VMs to different tiers.

6 Click Run Model.

The Foglight for Cloud Migration runs the analysis and shows recommended values in the Cloud Migration
Model Outcome pane. For more information, see Model Outcome pane on page 13.

Model Outcome pane

Cloud Migration Model Outcome for o
X Export as Excel Search P~ =
Cloud Tier Region Instance « Cost Instances Required Explore Qutcome
Azure Basic Central US Al Month 6 Review Model =
Azure Standard Central US Al v2 Month & Review Model
Azure Basic Central US AZ Month 6 Review Model
Azure Standard Central US A2 vZ Month 5| Review Model
The following 22 ¥Ms could not be assessed -
Search D~ =
State Model Issue VM 0s wCenter Cluster CPU M
Powered Off The performance data is not available. CentOS 7 (64-bit) CPU: nfa Mem *
Powered Off  The performance data is not available. Unknown CPU: nfa Men
Powered Off The performance data is not available. Other Linux {64-bit) CPU: nfa Mem
Powered Off The performance data is not available. Other Linux (64-bit) CPU: nfa Mem
Powered Off The performance data is not available. Microsoft Windows Server 2012 (64-bit) CPU: nfa Mem
Powered Off  The performance data is not available. Ubuntu Linw {64-bit) CPU: nfa Men
Powered Off The performance data is not available. Other {64-bit) CPU: nfa Mem
?h‘.-.:rad N | Tha nadfamancs dafa ie ot availahls ita Nthar fR4-hit) B 1 IOl IV 2 an'
Back

The Model Outcome pane locates on the bottom of the Cloud Model view, which includes two sections:
¢ Virtual machines that can be modeled.

Lists the detailed information about the selected Cloud instance, including Cloud, Tier, Region, Instance,
Cost, Instances Required, and Explore Outcome.

Click Review Model in Explore Outcome column. A Cloud Migration Model Review pane will be open.
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Cloud Migration Model Review for Azure AD

X Export as Excel

4ii

WM Fit Cloud Region Tier Instance « Cost Instances Required
Poor Azure Central US Basic AQ {Month 6
What is "fit"? o View VMs outside of this model
The following VMs should be migrated to this doud IaaS offering.
Search - =
Cost Estimation
VM Protected Statu: wCenter Cluster CPUFit M Fit Disk I0Ps{Th hput Fit
o s enter uster ! emeny T = Slbetakiy Cloud Cost On-Premises Cost
Protected i L . ] fve Poor Poor Poor Month *
Unpratected fve Poor Poor Poor Month
Unprotected fve Poor Poor Poor Month
Unprotected fue Poor Poor Poor Month
Unprotected fue Poor Poor Poor Month
Unprotected fve Poor Poor Poor Month

Start Over Back Add to Migration Plan

In the Cloud Migration Model Review pane, the upper table shows VM Fit status, which indicates how
suited a VM is to the modeled laaS instance. It includes:

= Poor: Indicates that the VM will use a minimal amount of the provisioned resources.
= Good: Indicates that the VM will use between 20%~60% of the provisioned resources.
= Excellent: Indicates that the VM will use over 60% of the provisioned resources.

VMs will always be placed into the cheapest offer using the performance impact factor. If all VMs
have a low level of fit, a cheaper laaS instance should be added to the model.

Clicking Export as Excel, the model review result will be exported into an Excel file.

Clicking View VMs outside of this model, a VM’s Outside of this model dialog box opens. It shows the
reasons why some VMs are not suitable for migration.

The lower table lists detailed information about all VMs that can be migrated to the selected Cloud instance,
including VM Name, Protected Status, vCenter, Cluster, CPU Fit, Memory Fit, Disk IOPs /Throughput Fit,
and Cost Estimation.

Select the VMs and click Add to Migration Plan, then the VMs will be displayed in the Plan table under
Migration tab. For more information, see Modeling Virtual machines on page 21.

Click Start Over will return to the Cloud Model view.
Click Back will return to the Model Outcome pane.
e Virtual machines that cannot be modeled.

Lists detailed information about all VMs that cannot be migrated to the selected Cloud instance, including
State, Model Issue, VM name, OS, vCenter, Cluster, CPU, Memory, and |IOPs.

Click Back will return to the Cloud Model view.

Foglight for Cloud Migration 5.8.1 User Guide

Cloud Model 14



3

Cloud Migration

i | NOTE: The Migration feature is a technical preview release.

The Migration view lists the virtual machines planned for migration and the migration statuses of the virtual
machines.

i | NOTE: To migrate the virtual machines to the cloud, ensure the following two prerequisites:
1. Have monitored a Rapid Recovery 6.3 Server in this FMS.
2. Have configured an Azure Cloud Account in Rapid Recovery core server you monitored.
The Migration view includes the following elements:
e Plan tab: Shows a list of virtual machines that planned to migrate.

e Status tab: Shows a detail status of all the migration tasks.

To access the Migration view:
1 On the navigation panel, under Dashboards, click Cloud Migration.

The Cloud Migration dashboard opens.

2 Use the Group selector located at the top of the dashboard to select the virtual environment that you want
to monitor.

3 On the Menu bar, click the Migration tab.

The Migration view appears at the bottom of the Cloud Migration dashboard.

Foglight for Cloud Migration supports migrate VMware virtual machines to Azure. With the help of Rapid Recovery,
Foglight for Cloud Migration finds the best cloud tiers for virtual machines, and calls Rapid Recovery to migrate
virtual machines to cloud.

Setup Rapid Recovery Server

Before migrating VMs to Azure cloud, set up a Rapid Recovery server.

Foglight for Cloud Migration 5.8.1 User Guide 5
Cloud Migration



Installing a Rapid Recovery server

For more information, see https://support.quest.com/zh-cn/technical-documents/rapid-recovery/6.3/installation-
and-upgrade-guide/2#TOPIC-1192608.

Setup a repository

Before protecting any machines, you must create a repository in a storage location designated for your Rapid
Recovery Core. For information about repositories, see https://support.quest.com/technical-documents/rapid-
recovery/6.3/user-guide/7#TOPIC-1190620.

Protecting virtual machines

To protect one or more agentless ESXi virtual machines (VMs), do the following:

NOTE: Quest recommends that VMware Tools be installed on virtual machines (VMs) you want to protect on
vSphere or ESXi hosts. When VMware Tools are installed on a VM using a Windows operating system (OS),
the backups that the Rapid Recovery Core captures use Microsoft Volume Shadow Services (VSS). For
information on the behavior of agentless VMs with or without VMware Tools, go to:
https://support.quest.com/technical-documents/rapid-recovery/6.3/user-guide/28#TOPIC-1190705.

1 From the Rapid Recovery Core Console button bar, click the Protect drop-down menu, and then select

_
L+ Protect Multiple Machines.
The Protect Multiple Machines Wizard opens.

2 On the Welcome page, select either of the follow installation options:

= If you do not have multiple repositories defined for this Core, or you do not need to establish
encryption, select Typical.

= If you have multiple repositories defined, or you want to establish encryption, select Advanced
(show optional steps).

Optionally, if you do not want to see the Welcome page for the Protect Machine Wizard in the future,
select the option Skip this Welcome page the next time the wizard opens.

Click Next.
4 On the Connection page of the wizard, from the Source drop-down list, select vCenter/ESXi.

5 Enter the host information and logon credentials as described in the following table.

Table 1. vCenter/ESXi connection settings

Text Box Description
Host The name or IP address of the virtual host.
Port The port used to connect to the virtual host.
The default setting is 443.
User name The user name used to connect to this machine.For example, Administrator (or, if the

machine is in a domain, [domain name]\Administrator).

Enter the user name or, to use a set of credentials saved to Credentials Vault, use the
drop-down list and select a user name.

Optionally, to save your credentials to Credentials Vault, click the plus sign next to the

text box. For more information, see https://support.quest.com/zh-cn/technical-
documents/rapid-recovery/6.3/user-guide/46#TOPIC-1190774.

Password The secure password used to connect to this virtual host.
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6 Ensure that Use Rapid Snap for Virtual host-based protection is selected. (This option is selected by
default).

7 Click Next.

8 On the Select Machines page, select the VMs you want to protect. You can use the drop-down menu to
display a tree of Hosts and Clusters or of VMs and Templates exactly as they appear in your
vCenter/ESXi environment.

Quest recommends that you limit agentless protection to no more than 200 VMs at once. For
example, do not select more than 200 VMs when using the Protect Multiple Machines Wizard. Protecting
more than 200 VMs results in slow performance. There is no limit to how many VMs a Core can agentlessly
protect over time. For example, you could protect 200 VMs today and another 200 VMs tomorrow.

NOTE: VMware Changed Block Tracking (CBT) must be enabled on each of the VMs you want to protect. If
it is not enabled, Rapid Recovery automatically enables CBT to ensure protection.

9 If you want to automatically protect new VMs when they are added to the host, select Auto protect new
machines, and then complete the following steps.
a Click Next.
b On the Auto Protection page, select any containers in which you expect to add new machines.
i | NOTE: You may need to switch between views of Hosts and Clusters and VMs and
Templates.
¢ Click Next.

d On the Protection Rules page, select any of the following options:
Table 2. ESXi and vCenter agentless protection options

Option Description

Protect machine if it is Allows the Core protect a machine that was previously protected but was then

orphaned by this Core removed from protection because the hypervisor became unreachable. This
option is selected by default.

Protect machine if it Shows existing recovery points alongside the new recovery points after

already has recovery protection. This option is selected by default.

points

Protect machine If a Core detects that a machine is already protected by the Rapid Recovery

agentlessly if it is already Agent, this option permits duplicate protection (both agentlessly and with the
protected with the Rapid  Agent). The protected VM must be powered on and VMware Tools must be

Recovery Agent installed. This option is selected by default.

Protect machine if it is Protects the VM with this Core and discontinues protection from the other
paired with a different Core.

Core

Delete old VMware Allows the Core delete previous VMware snapshots, including snapshots
shapshots in order to created by a user or another program, if required to enable Changed Block
enable Changed Block Tracking (CBT).

Tracking

Save rules Saves the selected rules to use for future VM agentless protection on this

hypervisor host. These rules apply to machines protected automatically or by
using the Protect Multiple Machines wizard.

10 Click Next.
11 On the Protection page, select the appropriate protection schedule settings as described below:

= To use the default protection schedule, in the Schedule Settings option, select Default protection
(hourly snapshots of all volumes).

With a default protection schedule, the Core takes snapshots of all volumes on the protected
machine once every hour. To change the protection settings at any time after you close the wizard,
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including choosing which volumes to protect, go to the Summary page for the specific protected
machine.

= To define a different protection schedule, in the Schedule Settings option, select Custom
protection.

Schedule options are added to the wizard workflow.
12 Proceed with your configuration as follows:
= If you specified default protection, then click Next and continue to Step 14 to the ABM Settings
page.

= If you specified custom protection, then click Next and continue to the next step to configure a
protection schedule.

13 On the Protection Schedule page, define a custom protection schedule and then click Next. For details on
defining a custom protection schedule, see https://support.quest.com/technical-documents/rapid-
recovery/6.3/user-guide/32#TOPIC-1190721.

14 Optionally, on the ABM Settings page, select Enable Active Block Mapping, and then complete the
following information:

Table 3. Active Block Mapping settings

Option Description

Enable Active Block Allows you to enable or disable the ABM feature.

Mapping

Enable swap file blocks Excludes the content of system files, such as pagefile.sys, hyberfill.sys, and
exclusion swapfile.sys, from the backup.

Exclude subdirectories Allows you to exclude specific files by specifying '<file name>' or
'<folder>\<subfolder>\<file name>".

Only the files will be excluded. The folders or subfolders that contained
excluded files are included in the mount point, with no contents.

NOTE: This option may affect the performance of the “determining data”
phase of transfers.

+ Add If you opted to exclude subdirectories, click Add and enter the location in the
Path table for each item you want to exclude.

For more information, see https://support.quest.com/technical-documents/rapid-recovery/6.3/user-

guide/40#TOPIC-1190753.
i | NOTE: Active Block Mapping only supports NTFS file systems.

15 Click Next.
16 Proceed with your configuration as follows:

= If you selected a Typical configuration for the Protect Machine Wizard in Step 2 and specified
default protection, then click Finish to confirm your choices, close the wizard, and protect the
machine you specified.

= If you selected Advanced configuration for the Protect Machine Wizard in Step 2, and default
protection, then click Next to see repository and encryption options.

17 On the Repository page, select the repository you want to use to store recovery points for this machine,
and then click Next.

18 If you want to use encryption keys for data stored in the repository, on the Encryption page select Encrypt
the data at rest in a repository, and then do either of the following:

= To select an existing encryption key to apply to all new data stored in your repository, select
Encrypt data using Core-based encryption with an existing key, and from the Select
encryption key drop-down menu, select the encryption key.
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= To define a new encryption key at this time to apply to all future data stored in your repository, select
Encrypt data using Core-based encryption with a new key, and then enter information about the
key as described in the table below:

Table 4. Define new encryption key

Text Box

Description

Name

Enter a name for the encryption key.

Encryption key names must contain between 1 and 64 alphanumeric
characters. Do not use prohibited characters or prohibited phrases.

Description

Enter a descriptive comment for the encryption key. This information appears
in the Description field when viewing a list of encryption keys in the Rapid
Recovery. Descriptions may contain up to 254 characters.

Best practice is to avoid using prohibited characters and prohibited phrases.

Passphrase

Enter a passphrase used to control access.
Best practice is to avoid using prohibited characters.

Record the passphrase in a secure location. Quest Data Protection Support
cannot recover a passphrase. Once you create an encryption key and apply it
to one or more protected machines, you cannot recover data if you lose the
passphrase.

Confirm passphrase

Re-enter the passphrase. It is used to confirm the passphrase entry.

19 Click Finish to save and apply your settings.

i | NOTE: The first time protection is added for a machine, a base image (that is, a snapshot of all the
data in the protected volumes) transfers to the repository indicated in your Rapid Recovery Core
following the schedule you defined, unless you specified that the Core should initially pause
protection. For information on pausing and resuming protection, see
https://support.quest.com/technical-documents/rapid-recovery/6.3/user-guide/33#TOPIC-1190723.

For more information, see https://support.quest.com/technical-documents/rapid-recovery/6.3/user-

guide/34#TOPIC-1190727.

Configuring Cloud account

Before you move data between Azure and your Core, you must add cloud provider account information to the
Rapid Recovery Core Console. This information identifies the cloud account in the Core Console while caching the
connection information securely. This process then allows Rapid Recovery Core connect to the cloud account to

perform the operations you specify.

To add a cloud account, do the following:

1 Creating an Azure storage account. For more information, see https://support.quest.com/zh-cn/technical-
documents/rapid-recovery/6.3/user-guide/71#TOPIC-1190877.

2 Creating an Azure Active Directory web application. For more information, see
https://support.quest.com/zh-cn/technical-documents/rapid-recovery/6.3/user-guide/72#TOPIC-1190879.

3 Adding a cloud account.

a On the Rapid Recovery Core Console icon bar, click the “** (More) icon, and then select & Cloud

Accounts.

The Cloud Accounts page appears.

b On the Cloud Accounts page, click + Add New Account.

The Add New Account dialog box opens.

¢ Select Microsoft Azure Resource Management (for Virtual Export) from the Cloud type drop-

down list.
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d Enter the details described in the following table.

Text Box

Description

Display name

Enter a display name for this cloud account to display on the Rapid Recovery
Core Console; for example, Azure Cloud Account 1.

Region

Select the appropriate region for your Azure account. For example, select

from Azure Global Cloud, Azure China Cloud, Azure German Cloud, Azure
US Government Cloud, and so on.

Tenant ID Enter the tenant ID precisely. This is an alphanumeric string (also called the
Directory ID) associated with your Azure Active Directory application.

To obtain this value from the Azure Ul, select Azure Active Directory >
Properties > Directory ID.

Enter the application ID for your Azure AD application precisely.

To obtain this value from the Azure Ul, select Azure Active Directory > App
registrations, select your application, and from the Settings pane, copy the
Application ID.

Application ID

Secret key Enter the secret key for this account.

You must obtain this value from the Azure when you set up the key. If you do
not record it, you must create a new secret key. From the Azure Ul, to see or
create secret keys, select Azure Active Directory > App registrations,

select your application, click =] Settings, and from the Settings pane, click
Keys.

Subscription 1D Enter the subscription ID for your Azure account precisely.

To obtain this value from the Azure Ul, select B Au services, click
Subscriptions, and from the appropriate subscription, copy the
Subscription ID.

For more information, see https://support.quest.com/technical-documents/rapid-recovery/6.3/user-
guide/97#TOPIC-1190978.

Monitoring Rapid Recovery Server

To collect Rapid Recovery Server data in Foglight, create a Rapid Recovery agent in Foglight first. To create a
Rapid Recovery agent, go to Homes > Protection > Rapid Recovery > Administration.

A
Pratection

Rapid Recovery

IE Expert View ~

|RR_Core_RRCORE3

* Bookmarks
There are no bookmarks

Administration ]

Alarms

Cloud Manager
Cloud Migration
Cost Director

)

o & = O H #

Getting Started Protected Status Repositories Rapid Recovery Events Alarms Reports Administration
Capacity Planning Infrastructure

Administration
This Administration dashboard allows you te deploy remote agents and configure rules,

etyanlt Efironment Rapid Recovery Agent | Veeam Agent I Rule Configuration
Croieiop :
Reports £ &> Refresh | Activate Deactivate Start D n Stop Data Collection Remove

Service Operations Console
VMware Environment
XenDesktop

ne &

= Dashboards T
& Administration
Alarms
Apache
BMC Remedy

EENEY
EYENEY

For more information, see Administration Tab > Creating Rapid Recovery Agent in Foglight Protect Dashboard
Guide.
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Monitoring vCenter

To do cloud modeling, the vm performance metric, CPU, Memory, Storage, and other information are required.
Create a VMware Performance agent to collect vCenter data.

i | IMPORTANT:

1. Before creating your first VMware Performance agent, you must configure a Virtual Center user with
sufficient privileges. For more information, see Enabling VMware Performance Agents to Collect Data from a
Virtual Center in the Foglight for VMware Installation Guide.

2. If the protected vCenter in rapid recovery is using IP, ensure that the vCenter is monitored by the same IP.

However, if the protected vCenter in rapid recovery is using FQDN, ensure that the vCenter is monitored by
the same FQDN.

For more information, see Using Foglight for VMware > Interacting with Foglight for VMware > Configuring
monitoring agents for data collection in Foglight for VMware User and Reference Guide.

Modeling Virtual machines

To model virtual machines, do the following:

1 Click Add Virtual Machine, an Add Virtual Machine tree selector will open for users to select cloud region
and virtual machines. Click Save and the selected virtual machine will be listed in the Plan table.
_Add Virtual Machine x

Stepl.Select Cloud Region
Provider | Azure ¥ Region [ -

Step 2. Select Virtual Machine(s)
Filter By | All v

Name Name
if VMware 5 There Is No Data To Displa
e
- Datacenter
|j3] fue

bz

iS5y

& oe

'@l Hypery

i)
B
=

| Save Cancel

2 Click the [z icon will open a VM Properties dialog box. Configure the VM Properties in this page.
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VM Properties x
=y g 8
Protected Status: Unprotected
Recovery Point: There Is Mo Data To Display
RR. Core: RRCORE2
Cloud Account: R e ———.]
Cloud: Azure
Subscription ID: ¢ il
Storage Account: PR —— v | WestUs2
The egion West US 2 of the storage account is e same with your preset East US
Resource Group: g
Virtual Network: [ v s ¥
VM Size: [ Stmrbmrd i1 1 et} 360 M sy,  dutw dik(s)) v
Disk Type: Hard disk 1:56{5tandard HDD Managed Disks)
Cloud Cost Details: Instance Cost #4/Month
Diisk Cost /Manth
Disk 10Ps Cost [Month
Metwork Traffic Cost /Month
Total Cost & [Month
On-Premises Cost Details: CPLJ Cost {Manth
Memory Cost /Month
Storage Cost /Month
Storage IO Cost /Month
Snapshot Cost {Month
Add On Cost ghssa &5 /Month
Total Cost Wt 15/ Month
| save || Cancel |

3 After selecting the Storage Account, the system will find the best VM size for this VM. Users can also select

another VM Size manually.

Preparing Virtual Machines

Before migrating on-premises virtual machines to Azure cloud, prepare the virtual machines first.

Preparing Windows virtual machines

N

a b~ W N

Set Windows configurations for Azure.
Check the Windows services.

Update remote-desktop registry settings.
Configure Windows Firewall rules.

Verify the VM.

Install Windows updates.

Complete the recommended configurations.

For detailed information, see https://docs.microsoft.com/en-us/azure/virtual-machines/windows/prepare-
for-upload-vhd-image#set-windows-configurations-for-azure.
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Preparing Linux virtual machines

1 Prepare the various endorsed Linux distributions for Azure:

= CentOS-based Distributions. See https://docs.microsoft.com/en-us/azure/virtual-
machines/linux/create-upload-centos?toc=%2fazure%2fvirtual-machines%2flinux%2ftoc.json.

= Debian Linux. See https://docs.microsoft.com/en-us/azure/virtual-machines/linux/debian-create-
upload-vhd?toc=%2fazure%2fvirtual-machines%2flinux%2ftoc.json.

= Oracle Linux. See https://docs.microsoft.com/en-us/azure/virtual-machines/linux/oracle-create-
upload-vhd?toc=%2fazure%2fvirtual-machines%2flinux%2ftoc.json.

= Red Hat Enterprise Linux. See https://docs.microsoft.com/en-us/azure/virtual-
machines/linux/redhat-create-upload-vhd?toc=%2fazure%2fvirtual-machines%2flinux%2ftoc.json.

= SLES & openSUSE. See https://docs.microsoft.com/en-us/azure/virtual-machines/linux/suse-
create-upload-vhd?toc=%2fazure%?2fvirtual-machines%2flinux%2ftoc.json.

= Ubuntu. See https://docs.microsoft.com/en-us/azure/virtual-machines/linux/create-upload-
ubuntu?toc=%2fazure%2fvirtual-machines%2flinux%?2ftoc.json.

2 General Linux Installation Notes.
Installing kernel modules without Hyper-V.

3 Linux Kernel Requirements.

4 The Azure Linux Agent.

5 General Linux System Requirements.

For detailed information, see https://docs.microsoft.com/en-us/azure/virtual-machines/linux/create-upload-
generic#the-azure-linux-agent.

Migrating Virtual Machines

Before migrating virtual machines to Azure, you need to protect the virtual machines and ensure that the virtual
machines have taken recovery points.

1 If the virtual machines are not protected, protect them on Migration > Plan tab. Protect virtual machines.

Click Protect Now to popup VMWare VM Protection Setup Wizard.
i | NOTE: The Credential should have administration role.
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VMWare VM Protection Setup Wizard ax
+ Select Core Server Assign and Validate Credentials

+ VMs to Protect
. Credentials hold the security data (such as logins or keys) that allow an agent to access a system resources, such as a host.
~ Connection The following credentials match the provided host resource.

* Assign and Validate Credentials 5g).Add host to a new credential [-@§ Add host to an existing credential

Select Repository

Credential:
o Schedule Lockbox: System
S Click to Unassign: @)

| Previnus.l I- Mext ‘ | Finish | ‘ Cantel“|

2 Take a Recovery Point. You need to Force a Recovery Point after preparing the virtual machine. See
https://support.quest.com/technical-documents/rapid-recovery/6.3/user-guide/49#TOPIC-1190788.

3 Check Recovery Point. Ensure that current recovery point includes the VM preparation.

4 Migrate the virtual machines. Select the VMs and click Migration button. Then, click Confirm on the
Migration Confirmation popup dialog box.

Migrate Confirmation

2 of 8 Virtual Machines you selected can be migrated, please check the information below:

Name Protected Status ~ RR Core Cloud Account

Storage Account VM Size
UEFI-mode e RRCOREZ e ¥ Standard_F2s v2 &
Win7_4TiB Disk @ RRCORE2 Basic_A2
Confirm | | Cancel

Configuring Virtual machines on Azure

1 Change disk type or size.

Currently, Rapid recovery does not allow to specify the disk type or size for migration. All disk types will be
HDD after migrated to Azure.

Users will have to manually change the disk type or size according to recommendation after migrated to
Azure.
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Home » Virtual machines » Foglight - Disks > - Configuration

i 1 ' [ WL PR reewwey e e L L . 1 i
f:gghgh -5 Configuration

|<(

(e

Overview |

B Activity log

= L]
a Access control (JAM) -
kg Tags
5 Disks can be resized or account type changed only when they are unattached or the
Sett
tings o owner VM is deallocated.

& Configuration
ACTUAL PERFORMANCE @

E3 Disk Export
; IOPS limit 120
! Properties
Throughput limit (MB/s) 25
8 Locks

E3 Export template

Support + troubleshooting

W

s New support request

2 Add more NICs for virtual machines.

Only one NIC will be created for the migrated VM in Azure by default. If the virtual machine needs multi-
NICs, manually add more NICs for them (depending on VM size).

Deleting VHD files

Azure Blobs storage is used to store the VHD files temporarily. When VM migration is completed, you can delete
the VHD files on the Azure Blobs storage. The files are default saved in “export” and “deploy” containers under the
storage account you used to migrate.
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rrmigratesea - Blobs

Storage accou

O Search (Ctri+/) | « o= Container ) Refresh
Events o |/,-) Search containers by prefix

T Storage Explorer (preview) NAME

Settings Sascbthitgesti. soitbies | R, SoBULARL s | Beg el S e oo st
Access keys deploy
Geo-replication export

&) CORS

& Configuration

& Encryption

¢ Shared access signature

a

Firewalls and virtual networks
Advanced security

Static website

© Properties

Locks

Export template

Blob service

7 Blobs

Limitations

Currently some VMs or disks are not supported for migration, including:

VMs with UEFI boot

VMs with 32-bit operating system

VMs with 4 TiB disks or above

VMs with RDM disks

VMs with NFS/SMB volumes mounted as volumes

VMs with encrypted disks/volumes

The VMs with the following features require manual operation:

VMs will be migrated to standard HDD managed disks in Azure by default, users can change the disk type
or size in Azure manually after migration.

If the VMs have multiple NICs, only one NIC will be created for the migrated VM in Azure by default. Users
can add more NICs manually after migration.
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Supported Operating systems

Table 5. Microsoft Windows operating systems

OS Version VM Export to Azure
7 SP1 Limited*

8 Limited*

8.1 Limited*

10 Yes 1

Server 2008 R2 SP1 Yes 1

Server 2012 Yes 1

Server 2012 R2 Yes 1

Server 2016 Yes 1

Server 2019** Yes 1

Windows support notes:

* VM export to Azure works only for x64 editions of operating systems listed. EFI is not supported. Azure VMs do not

support Generation 2 Hyper-V VM features.

For more information about these features, see Generation 2 Virtual Machine Overview in the Microsoft Technet

article at https://technet.microsoft.com/library/dn282285.aspx.

** Rapid Recovery does not support protection of ReFS volumes running on Windows Server 2019. For more
information, see the topic Support for Windows Server 2019 in Rapid Recovery 6.3 Release Notes.

Table 6. Linux operating systems

OS Version VM Export to Azure
Red Hat Enterprise Linux (RHEL) 6.3 - 6.10 Yes
RHEL7.0-7.6 Yes
CentOS Linux 6.3 - 6.10 Yes
CentOS Linux 7.0 - 7.6 Yes
Debian Linux 7 Limited
Debian Linux 8 Yes
Debian Linux 9 Yes
Oracle Linux 6.3 - 6.10 Yes
Oracle Linux 7.0 - 7.6 Yes
Ubuntu Linux 12.10, 13.04, 13.10 Limited**
Ubuntu Linux 14.04 LTS Yes
Ubuntu Linux 14.10, 15.04, 15.10 Limited**
Ubuntu Linux 16.04 LTS, 16.10 Yes
Ubuntu Linux 17.04 LTS Limited**
Ubuntu Linux 17.10 Yes
Ubuntu Linux 18.04 LTS Yes
Ubuntu Linux 18.10 Yes
SUSE Linux Enterprise Server (SLES) 11 SP2 (or later SP) Yes
SLES 12, 12 SP1, 12 SP2, 12 SP3 Yes*

Linux support notes:

* B-tree file system (BTRFS) is supported only on operating systems with kernel version 3.7 or later. The earliest
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versions of compliant operating systems include Ubuntu 14.04, Debian 8, CentOS/Oracle Linux/RHEL 7, and SLES
12.
** This OS distribution has reached end of life, and is therefore no longer tested. Support for this OS is therefore limited.

For more information on Windows and Linux supported by Rapid Recovery, see Rapid Recovery release 6.3
operating system installation and compatibility matrix.
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About Us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we build community-
driven software solutions that help you spend less time on IT administration and more time on business innovation.
We help you modernize your data center, get you to the cloud quicker and provide the expertise, security and
accessibility you need to grow your data-driven business. Combined with Quest’s invitation to the global
community to be a part of its innovation, and our firm commitment to ensuring customer satisfaction, we continue
to deliver solutions that have a real impact on our customers today and leave a legacy we are proud of. We are
challenging the status quo by transforming into a new software company. And as your partner, we work tirelessly to
make sure your information technology is designed for you and by you. This is our mission, and we are in this
together. Welcome to a new Quest. You are invited to Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter
Q. It is a perfect circle, representing our commitment to technological precision and strength. The space in the Q
itself symbolizes our need to add the missing piece—you—to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact-us.aspx.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

» Submit and manage a Service Request.

* View Knowledge Base articles.

* Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

» Chat with support engineers online.

* View services to assist you with your product.
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