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© Copyright Quest Software, Inc. 2010. All rights reserved.

This guide contains proprietary information, which is protected by copyright. The software described in
this guide is furnished under a software license or nondisclosure agreement. This software may be used
or copied only in accordance with the terms of the applicable agreement. No part of this guide may be
reproduced or transmitted in any form or by any means, electronic or mechanical, including
photocopying and recording for any purpose other than the purchaser's personal use without the
written permission of Quest Software, Inc.

Warranty

The information contained in this document is subject to change without notice. Quest Software makes
no warranty of any kind with respect to this information. QUEST SOFTWARE SPECIFICALLY DISCLAIMS
THE IMPLIED WARRANTY OF THE MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. Quest
Software shall not be liable for any direct, indirect, incidental, consequential, or other damage alleged in
connection with the furnishing or use of this information.

Trademarks

Quest® is a trademark of Quest Software, Inc. Other trademarks and registered trademarks used in this
guide are property of their respective owners.

Quest Software, Inc.
World Headquarters
5 Polaris Way

Aliso Viejo, CA 92656
USA

wWww.quest.com
e-mail: info@quest.com
U.S. and Canada: 949.754.8000

Please refer to our Web site for regional and international office information.

Quest Software complies with U.S. Export Control laws. Consequently, Quest Software will not ship products to or
provide support to anyone in prohibited destinations as defined by the U.S. Department of Commerce. For a copy
of the current export administration regulations, please visit their website at:
http.//www.access.gpo.gov/bis/index.html.
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Quest Support

Quest Support is available to customers who have a trial version of a Quest product or who
have purchased a commercial version and have a valid maintenance contract. Quest Support
provides around the clock coverage with SupportLink, our web self-service. Visit SupportLink at
www.quest.com/support

From SupportLink, you can do the following:

Quickly find thousands of solutions (Knowledgebase articles/documents)
Download patches and upgrades.

Seek help from a Support engineer.

Log and update your case, and check its status.

View the Global Support Guide for a detailed explanation of support programs, online services,
contact information, and policy and procedures.
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Purpose

The Quest Notes Migrator for Exchange User Guide makes reference to Exchange 2010, Remote
powershell and how to enable it. Remote powershell is a new feature in Powershell 2.0 and Exchange
2010. Notes Migrator for Exchange no longer needs the Exchange Management Tools to migrate to
Exchange 2010 but does require some extra configuration.

This document will attempt to give high-level detail on some ways to troubleshoot and verify that
remote powershell is working from the migration console. It will also include some of the Exchange
powershell cmdlets that Notes Migrator for Exchange is using during its actions.

Note: Powershell 2.0 can be downloaded from the following website.
http://support.microsoft.com/kb/968929

Note: A list of Exchange 2010 cmdlets can be obtained from the following website.
http://technet.microsoft.com/en-us/library/bb124413.aspx

Note: A list of cmdlets that are available to Powershell 2.0 can be obtained from the following website.
http://technet.microsoft.com/en-us/library/dd347701.aspx

This document is provided as is with no warranties. This document does not cover every possible

scenario nor take (end-user) specific environmental variables into consideration. It is provided to give

example of a simple structure.

If the end-user environment falls out of the scope of what this document can provide and the end user
requires further assistance with the environmental setup, engaging Professional Services via your Quest

Account Manager is highly recommended (and may be necessary) to ensure a successful and timely
migration.
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How can I verify that Remote Powershell To Exchange 2010 Is Working
Properly?

Figure 1 below shows that Remote Powershell to Exchange 2010 is working. If there are any errors then
further troubleshooting will be necessary. Notes Migrator is a 32 bit application and is currently not

supported on 64 bit platforms. The Exchange Management Tools are 64 bit only and therefore cannot
be installed and are not needed.

Example Of Remote Powershell Working
-0l |

PS C:“\Documents and Settings“Administrator> $Session = New—P38esszion —ConfigurationName Microsoft.Exchange —ConnectionUrl’
i http:/scs—-24-dc.cs—24.ca PowverShells —Authentication Kerheros c1 [
PE C:“\Documents and Settings“Administrator’

PS5 G:~Documents and Settings“Administrator>

PS C:\Documents and Settings“Administrator? Import-PSSession $Session 1——

UARNING: Some imported command names include uwnapproved verbs which might make them less discoverable.
parameter for more detail or type Get—Verh to see the list of approved verhs.

Use the Uerhose

ExportedCommands

tmp_efbh852fe-1fd?-45%a4... {Get—IRMConfiguration., New—Mailllzer. Enable-CmdletExtensionAgent. Mew—Ac...

PS5 C:“Documents and Settings“Administrator>
PS C:“\Documents and Settings“Administrator?> Get—OrganizationConfig ‘_—

Runzpaceld = 2c611db4-?8c6-4d8c—aa35—?dcb?e562cla
HName : First Organization
LegacyExchangeDN : #o=First Organization
Heuristics : None
JournalingReportNdrTo ]

ResourcefddressLists : {~All Rooms}
IsMixedMode : False
IsAddressListPagingEnabled : False
ManagedFolderHomepage H

ForeignForest FQDN = {3
ForeignForestOrgAdminU8GSid A
ForeignForestRecipientAdminUSGSid

ForeignForestUiewOnlyAdminlUSGSid

ForeignForestPublicFolderAdminUSGSid

OhjectUersion : 12640
SCLJunkThreshold : 8
MimeTypes

: {applications/cdf;cdf. application/directx;x. application/fractals
;fif . applicationsfuturesplash;spl...}

Figure 1 — Remote Powershell To Exchange Working Manually

To test the connection, Open powershell 2.0 and run the following 3 commands.

1. SSession = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri http://cs-24-
dc.cs-24.ca/PowerShell/ -Authentication Kerberos (As in C1)

2. Import-PSSession SSession (As in C2)
Get-OrganizationConfig (As in C3)

NOTE: -ConnectionUri http://cs-24-dc.cs-24.ca/PowerShell/ in Step #1 will have to be changed to be the
Fully Qualified Domain Name of the exchange server that hosts the powershell webservice (which will
also be a CAS role)
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The Remote Powershell Test Failed, What Do 1 Do Now?

Powershell Version

Currently only Windows Server 2008 R2 and Windows 7 have Powershell 2.0 built in. Notes Migrator
only supports a 32 bit OS and is often installed on an OS that doesn’t have Powershell 2.0 installed by
default. An easy way to verify that Powershell 2.0 is installed is to open a Powershell window and type
get-host as shown below. This will tell you if you have Powershell 1.0 or 2.0 installed.

Get-Host Showing Powershell Version

= Administrator: Windows PowerShell

PS5 C:=~Documents and Settings™~Administrator> get—host

ConsoleHost

2.0 €[

ab8h3aed4-2194-4e2?-hvsa—d218e38535d4

System.Management .Automation.Internal .Host.InternalHostUserInterface
en—Us

en—US

Microsoft . PowerShell._ConsoleHost +ConsoleColorProxy

False

System.Management .Automation.Runspaces .LocalRunspace

Mame

Uersion
Instanceld

U1
CurrentCulture
CurrentlUICulture
PrivateData
IzRunzpacePuzhed
Runspace

PS C:-~Documents and Settings™“Administrator> _

Figure 2 — Powershell Version

More information on the get-host cmdlet can be found here:

http://technet.microsoft.com/en-us/library/ee176850.aspx
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Execution Policy

The Powershell Execution Policy can protect your system by not allowing it to run any powershell
scripts. This can cause problems with Exchange 2010 as when you make the remote connection, a script
is run and will give an error as in Figure 3 if the policy is set too high.

Powershell Error Saying Scripts Are Disabled

B0 Administrator: Windows PowerShell

PS C:\Documents and Settings“Administrator} $Session = Mew-PS8Session —ConfigurationMame Microsoft.Exchange —ConnectionUr!
i http:/s/cs—24-dc.cs—-24.casPowerShell/ —Authentication Kerheros [
PS C:\Documents and Settings“Administrator>

PS C:\Documents and Settings“Administrator?> Import-PSSession 5Session

PE C:vDocuments and Settings“Administrator> _

Figure 3 — Import Session Failed Due To Policy Restrictions

Get-ExecutionPolicy Showing Level Is Set To Restricted

Get-ExecutionPolicy shows the current machine policy. In this case it is set to restricted and will cause
issues with Notes Migrator and remote connections to Exchange 2010 as no scripts will be allowed to
run.

= Administrator: Windows PowerShell

PS C:~Documents and Settings“Administrator? Get—ExecutionPolicy
|Restricted
PE C:~Documents and Settings“Administrator>

Figure 4 — Restricted Policy Setting

Set-Execution Policy Being Set To RemoteSigned

There are a few policy options that can be set. It is preferable to set the execution policy to
RemoteSigned. If there are still problems, the policy level will have to be set to Unrestricted. This has to
be done on the migration console.

B Administrator: Windows PowerShell

PS C:“Documents and Settings“Administrator> Set—ExecutionPolicy RemoteSigned

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose

yoljl:_to?tlle security risks described in the about_ Execution_Policies help topic. Do you want to change the execution
policy?

[¥] Yes [M]1 Ho [51 Suspend [?]1 Help {default is "¥">: y

PS C:“Documents and Settings“Administrator>

Figure 5 — Set Policy To Remote Signed

More information about the Set-ExecutionPolicy cmdlet can be found here :

http://technet.microsoft.com/en-us/library/ee176961.aspx
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User Is Not Enabled For Remote Powershell

In the Notes Migrator User Guide, It says that the user must be enabled for remote powershell. The
account must be logged into the machine as well as the account being used in the Active Directory
screen in Notes Migrator

Connection Failing Due To User Not Being Enabled For Remote Management
If the user is not enabled for remote management you will get an error similar to Figure 6 stating that
the WinRM client cannot process the quest.

B Windows PowerShell
Windows PowerShell
Copyright (C> 2882 Microsoft Corporation. All rights reserved.

PS C:“UWINDOWS> SSession = Mew-PS8Sesszion —ConfigurationMame Microsoft.Exchange —ConnectionUri http://cs—24-dc.cs—24.ca’Po
werShells” —fAuthentication Kerheros

PS C:SWINDOMS> _
Figure 6 — Connection Failing Due To User Not Being Remote Enabled

Enabling User For Remote Management
The Set-User cmdlet must be run from an Exchange Management Shell or a Remote Session as shown
below.

e

istrator~DesktoprSet—User madmin —RemotePowerShellEnabled Strue
[PF5]1 C:sUserssAdministrator~Desktop?>

[PE] C:xUszerssAdministratorsDesktop>

Figure 7 — Enabling Remote For User

Verifying that User Is Enabled For Remote Management

If you are to run the Set-User cmdlet on a user that is already enabled, you will see a warning as in
Figure 8

10|
[PS]1 C:sUserssAdninistratopsDesktop>Set—lser madmin —RemotePowerShellEnahled $true !

WARNING: The command completed successfully but no settings of ’‘cs—24.casExchange/Migration fidmin’ have been modified.
[PS5]1 C:nUsersnAdministratorsDesktop’ l

Figure 8 — User Is Already Remote Enabled

More information about the Set-User cmdlet can be found here:

http://technet.microsoft.com/en-us/library/aa998221.aspx
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WinRM Has Not Been Configured

In the Notes Migrator User Guide, it states that WinRM needs to be run. This will have to be run on the
exchange server that contains the CAS role and is also specified in the Notes Migrator Exchange Server
screen.

Checking To See If The Remote Management Service Is Listening
Using the command below from the exchange server shows no output. This means that the WinRM
listener was never created or has been deleted.

[® Machine: CS-24-DC.cs-24.ca

[PE] C:slserssAdministratorsDesktopiwinrm enumerate winrmsconfig-slistener
[PS] C:sllzerssAdministratorsDesktopl

Figure 9 — No Output Meaning that WinRM QuickConfig Was Not Run

Running WinRM quickconfig To Enable A HTTP Listener
Running WinRM quickconfig from a command prompt or powershell window on the exchange server
will create a HTTP listener to accept remote connections.

dministrator: Command Prompt

C:sUserswAdministrator>winerm guickconfig

WinRM already is set up to receive reguests on this machine.

WinRM is not set up to allow remote access to this machine for management.

The following changes must be made:

Create a WinRM listener on HITP:/~#* to accept WS—Man requests to any IP on this machine.
Make these changes [ysnl? y

WinRH has been updated for remote management.

Created a WinRBM listener on HITP:rr* to accept WS-Man requests to any IP on this machine.

C:sUserssAdninistrator>

Figure 10 — WinRM QuickConfig Being Run

Page |10 Copyright 2010 — Quest Software Inc. All Rights Reserved



QUEST
SOFTWARE’

Output Showing That WinRM is Listening
Running the WinRM enumerate command now shows that a listener is running and accepting remote
connections.

Administrator: Command Prompt

C:vUserssAdministratorinBM enumerate winrmsconfig-slistener
Listener

Addreszs = =

Tranzport = HITP

Port = 5985

Hoztname

Enabled = true

URLPrefix = wsman

CertificateThumbprint
N 11Li3tenin90n =127 .8.8.1, 192_168.8.18, :-:1. felBB:-:Sefe:192.168.8.18x12, felB::d5a4:6782:6004:78e
-

C:sUsers“Administrator>

Figure 11 — Verification That HTTP Listener Was Created

NOTE: For more information on Windows Remote Management, Please see the following link.
http://msdn.microsoft.com/en-us/library/aa384426(VS.85).aspx
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Connection Succeeds But Get-Organizationconfig Fails
Figures 12 and 13 below show that Get-OrgranizationConfig cannot be found. Typically there can be two
reasons for this to happen:

1. The useris not a member of the View-Only Organization Management
2. The remote powershell session could not be initiated.

Notes Migrator will require a domain user account in Active Directory, with Read/Write delegate access
on all OUs where users and groups will be provisioned. On the Exchange server, this account will need
Exchange Administration delegate access to the Administrative Group where the users’ mailboxes will
be created. This account must then be used to login to the migration workstation.

Get-OrganizationConfig Failing On Mailbox Enable In NME

_.v=. uylow oL vaw E SOFT
4
EData Migration Wiz
oject Yiew
2w Documentation How were Accounts Loaded into Active Directory I3
fit Default Settings Select the method uzed to create accounts for the users in your collection Ve
SOL Server

Shared Directories

Motes Server j

Exchange Server Hows uzers were loaded into Active Directory:
Active Directory INotes Connectar/Transporter j fow count:

scover Motes Informat
Find MAEs
Find Domains

il Data Migration Wizard =
‘oup

I Errar:
Pr

e i AdFwd: :Init() - Powershell Result: The term 'Get-OrganizationConfig' is not recognized as the name of a cndlet, Function, script file, or
operable program, Check the spelling of the name, or if a path was included, verify that the path is correct and try again,

brchive ... | Admin
3

. Command Executed: Get-OrganizationConfig -DomainController “cs-24-dc™:

. [000003EE] The wolume For a file has been externally altered so that the opened file is no longer walid,
Se [7559-1-231-000003EE]

Lc

z

Mi

ik A Wi i Plems T

Figure 12 — Get-OrganizationConfig Failing During Mailbox-Enable

Get-OrganizationConfig Failing Due To Missing cmdlet

B Windows PowerShell
Windows PowerShell
Copyright <G> 288? Microsoft Corporation. All rights reserved.

PS C:\WINDOWS> %Session = Mew—PSSession —ConfigurationMame Microsoft.Exchange —ConnectionlUri http:/r/cs—24-dc.cs—24.ca-Po
werShells —Authentication Kerhero
PS C:\WINDOWS> Import—PS8Session § ion

ExportedCommands

tmp_abBfeeecB-3e2a-4548. .. {Set—MailboxCalendarFolder. Get—CalendarProcessing, Set—MailbhoxAutoReply...

PS C:\WINDOWS> Get—OrganizationConfig 4—-—-—'_

PS C:N\WINDOWS> _

Figure 13 — Get-OrganizationConfig Failing Due To cmdlet Missing
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Remote Powershell Is Working But Notes Migrator Is Still Giving Me
Errors. What Should I Do?

PSHME.DLL/PSHMEV2.DLL

For NME to function with Powershell and Exchange 2010, Two DLL files need to be registered and are
usually registered during installation. There are instances where the DLL’s fail to register due to
powershell not being installed or a permissions issue of some type.

Figures 14 and 15 below show two common issues if the DLL files have not been registered.

EQuest Notes Migrator for Exchange 4.2 - cs-Z4-c10 - |E||1|
File Wiew Help
) . QUEST
Exchange Server Configuration g
9 9 SOFTWARE"®

A

Project Yiew

Wigw Documentation

Edit: Default Settings
S0L Server
Shared Directories
Motes Server
Exchange Server
Active Direckory

Discover Motes Information

Set the default settings for connecting ko Exchange servers,

Exchange credentials:

‘fou must specify a user who has 'Receive As' permissions for the Exchange mailstore and is nok explicithy
denied this right due ko group membership,

Exchange server: I cs-24-dc.cs-24.ca

Administrator SMTP address: I administrator@cs-24.ca

Find MABs
Find Domains Adrministrator user name: I adrinistrator
Export Motes Directory
Group Collections adrinistrator password: I tesnneenn
Manage
Provision Administrator user domain: I cs-24
Hser collections [T ahways use these values
Manage

Manage Design Classes
Send PAE Replicator
Locate Maotes Data Stores
Merge Contacks

r~ Target Exchange server version:
" Exchange Server 2003
" Exchange Server 2007

% Exchange Server 2010

Migrate User Data
Monitor Migration Progress
Gather Desktop Statistics
Manage Scheduled Operations
Wigw Summaries
View Logs
‘Wigw Report Pack,

r~Exchange over the Intermet:

Exchange Proxy Sethings, .. |

Apply

™ Connect using Cutlook Arywhere

[~ Status:

Exchange System Manager must be installed on this workstation to perform certain Active Directory operations,

IMore infa. .. |

Configure defaulk Exchange server settings

I T

Figure 14 — ESM Must Be Installed

Figure 14 says that the Exchange System Manager needs to be installed. Exchange System Manager is
for Exchange 2003 and usually appears when powershell was installed after Notes Mlgrator. The
Exchange tools for Exchange 2010 are not needed as all the powershell commands are called remotely

Page |13 Copyright 2010 — Quest Software Inc. All Rights Reserved



QUEST
SOFTWARE’

EQuest Notes Migrator for Exchange 4.2 - cs-2. — ol x|
File Yiew Help

) g QUEST
2 Migrate User Data ®
=ld SOFTWARE

Project Yiew EData Migration Wizard |l 3]

Yiew Documentation N N
Edit Default Settings Specily E L .Mallbox Inf .
Enter the information needed to create Exchange mailboxes.
S0L Server
Shared Directaries
Maotes Server
Exchange Server
active Directory Server First Organization/E kchange Administ ..[FYDIBDHF238PDLT].-"ES-24-DEj @ ’71
Discover Motes Information 1
Find MAEs
Find Domains
Export Mokes Directary
Graup Collections
Manage
Praovision

-

t rniailb Iie--- =

Mailbox database: t ... | Admin Driven Migr,

2

User Collections
Manage
Manage Design Classes
Send PAE Replicator
Lacate Motes Data Stores
Merge Conkacks
Migrate User Diata
Maonitar Migration Progress
Gather Deskkop Statistics
Manage Scheduled Operations
Wiew Summaries
Wigw Logs
Wiew Report Pack

< Back I Hewt > Canicel Help

Migrate user data for a collection of users KUM S

Figure 15 — Mailbox Databases are empty

In Figure 15, the mailbox database dropdown is empty. This can mean that you do not have access to
the get-mailboxdatabase cmdlet but is more commonly found when the DLL files are not registered
properly. To re-register the DLL files, close Notes Migrator and run the following two commands from a
command prompt.

1. "C:\windows\microsoft.net\framework\v2.0.XXXXX\regasm.exe "c:\program files\quest
software\quest notes migrator for exchange\pshme.dll"
2. "C:\windows\microsoft.net\framework\v2.0.XXXXX\regasm.exe "c:\program files\quest
software\quest notes migrator for exchange\pshmev2.dIl"
Replace the XXXXX with the version number from the directory found in
C:\windows\microsoft.net\framework\

Page |14 Copyright 2010 — Quest Software Inc. All Rights Reserved



