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Preface

This guide contains detailed information about configuring and managing the ControlPoint
application.

Audience

The Metalogix ControlPoint Administration Guide is intended for ControlPoint Application
Administrators (that is, SharePoint administrators who also have responsibilities for managing
ControlPoint configuration and permissions).
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Configuring the Environment in
Which ControlPoint Will Run

Once the ControlPoint application has been installed and configured on the first Web front-end
server in your SharePoint farm, you can perform the following tasks as needed:

e Configure ControlPoint for each additional Web front-end server in your farm (both when
installing ControlPoint for the first time and whenever a new Web front-end server has been
added to your farm).

e Set up host headers and/or alternate access mappings (for load balancing).

e |f you use alternate authentication providers in your farm, configure ControlPoint to recognize
them.

REMINDER: Each farm in a multi-farm installation has its own copy of the ControlPoint
application. Therefore, if you have installed ControlPoint on multiple farms, you must perform
the entire configuration and setup process for each farm.

Configuring ControlPoint for Additional Web
Front-End Servers

If you have more than one Web front-end server in your farm, SharePoint automatically
propagates the ControlPoint application to all of them.

Enabling Session Affinity for Load Balancing

If the ControlPoint application is to be accessed behind a load balancer, Session Affinity (“Sticky
Sessions”) should be enabled for the ControlPoint Web Application on each server. Otherwise,
ControlPoint analyses may fail to complete. (Note that the method for enabling Site Affinity will
vary, depending on your load balancer).
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Additional Configuring Considerations for
Multi-Farm Installations

If you want to run ControlPoint in a multi-farm environment:

e Ata minimum, all farm in the installation must be in domains that share a two-way trust.

o [f different ControlPoint Service Accounts are used for different farms, each of these accounts
must be a member the ControlPoint Configuration site Remote Service Account Administrators
group on all other farms in the installation.

e ControlPoint users must have the appropriate permissions for the ControlPoint Configuration
site on each farm that they will be managing.

Configuring ControlPoint Services

Toward the end of ControlPoint configuration process you have the option to configure the
following Windows service(s):

e The ControlPoint Discovery Service is an alternative to the (default) ControlPoint Full Discovery
timer job, which runs from SharePoint Central Administration. The ControlPoint Discovery
Service runs as a Windows Service, and is especially suited to very large SharePoint
environments as it can significantly reduce Discovery run time.

AND/OR

o |f Sensitive Content Manager is installed in your environment, ControlPoint Sensitive Content
Manager (SCM) Services will allow you to use it within ControlPoint:

= as a means of checking for:

o Content Analysis (CA) jobs ready to be uploaded from ControlPoint to Sensitive Content
Manager for scanning.

AND

o Scan results ready to be downloaded from Sensitive Content Manager to ControlPoint for
further action.

AND

= Because they support multi-threading, SCM Services are especially suited to very large
content analysis jobs.

NOTE: If you want to configure services at a later time, you can do so by launching the
Configuration Wizard from the server on which ControlPoint is installed (using the same login
account used to install the ControlPoint application). After you have verified the Wizard has
finished checking installed components, select Configure Services.
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Metalogix
@eiellReiiaN  Welcome to ControlPoint Configuration
Installer

n Upgrade ControlPoint
@ Configure Services

Grant Access
to new Web Apps
and Content Databases

If you do choose to perform this action at later time, you will be prompted to complete the
SharePoint online account validation dialog and authenticate using the Office 365 account used at
the time ControlPoint was installed (which must be a Global Administrator for the tenant).

ControlPoint Installer

SharePoint online account validati

Metalogix

ControlPoint

Installer M365 Service Endpoint | Global (Default) [-]

Logged In Account
CP QA Userl Identify the Primary site and Administration URLs
Provide the URL to the primary ControlPoint Configuration site within your

SharePoint Cnline environment and the URL to the primary application user for
creating and managing site collections for your Cnline environment.

SharePoint Administration URL :

https:/fmetalogixsc 2-admin.charepoint.com

Primary ControlPoint Configuration Site URL :

https:// i 2 i BOMDMFD2

ot B Goncol |
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To configure ControlPoint Services:

1 On the Configure Services dialog, select the service(s) you want to configure.

ControlPoint Installer

Configure Services

Metalogix
ControlPoint Configure Discovery Service (7]
Installer Service is not installed.
No \)‘) e
Configure Sensitive Content Manager Service [ 7]
Service is not installed.
No (] Ye
n of ControlPoint Sensitive Content Manages
ntent Manager version 2.0 or later must be i

_Back | Continue J| Cancel

IMPORTANT:

= The Service Account must meet all of the requirements of the ControlPoint Service Account,
as well as permission to Run as a Service.

= Keep in mind that the latest version of ControlPoint Sensitive Content Manager Service will
only work with version 2.0 or later of Metalogix Sensitive Content Manager.

Select the service(s) you want to configure.
Click [Continue].
Click [Start Deployment].

The installer deploys the selected Windows service(s).
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Deploy ControlPoint Services

Metalogix

ControlPoint

Service configuration completed successfully

- |

Installer

Discovery Service deployed successfully. v
'

SCM Service deployed successfully.

5 When the services have been successfully deployed, click [Finish].

Additional Setup Requirement for the ControlPoint Discovery
Service

Before you can use the ControlPoint Discovery Service for the first time, you must also perform the
following configuration tasks on the General tab of the Discovery Setup application (located, by
default, in the folder C: \Program

Files\Metalogix\ControlPoint\ControlPointFeatures\Services\Discovery):
e For Configure Discovery to run under, select SharePoint Local, and
e Add the SQL Server Connection String for xcAdmin Database.

NOTE: You can copy the Connection String from the file CPConfiguration.exe.config, located, by
default, in the folder C:\Program
Files\Metalogix\ControlPoint\ControlPointFeatures. Use the portion of the string
that starts with the words Data Source and ends with Integrated Security = <value>.
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M eta Iog ix a General options for configuring Discovery Service
Discovery Setup

Discovery Options
_ Configure Discovery to run under |ShareF‘oint Local | v
Trace Settings
S0L Server Connection String for xcAdmin Database | Data Source=ga2010famb;Initial Catalog=xcAdmin;Persist Security ~
Permissions Info=True;Integrated Security=True
Test Connection

Site An

Service Properties = :
File Edit Format View Help

|(?x-1 version="1.8" encoding="utf-8"2»
<configurations
<configSections>
<section name="stateManagementInputSection”
type="TasklonfigurationElement . StateManagementInputSection, Cor{igurationElement™ />
<fconfigSections>
<startup>
</startup>
<connectionStrings»
<add name="xcAdminConnectionString” connectionString="Data Seurce=qa2@l8farmb;Initial
Catalog="xcAdmin';Integrated Security=True;Network Library=DBMSSOCN;MultipledctiveResultSets=True;” />
<fconnectionStrings»
<appSettings>
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The ControlPoint Configuration Site

The ControlPoint Configuration site is a SharePoint site that is integral to your ControlPoint
installation.

This site is used primarily for managing ControlPoint users and permissions and menus that
display in the ControlPoint left navigation pane. To manage groups you either need direct rights to
manage the groups or be a site collection administrator.

If you are a site collection administrator for the ControlPoint Configuration site collection, you can
access the site's administration pages and ControlPoint value-added features from the Hierarchy
panel. See ControlPoint Security in the ControlPoint User's Guide for more detail.

If you have sufficient permissions (regardless of whether you are the site collection administrator),
you can access the site's home page:

e from the SharePoint Hierarchy tree, by right clicking the ControlPoint Configuration Site - Root
Site and choosing Open Site.

e from the Manage section, by choosing ControlPoint Configuration Site.

Metalogix® ControlPoint Administration Guide
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Managing Your Farm List

If you have permissions to manage the ControlPoint farm list, you can:

e edit one of the following attributes:
= the name that displays in the SharePoint Hierarchy and selection trees, and/or

= in a multi-farm environment, the url used when switching farms from the ControlPoint
application header.

o delete farms that you have decommissioned or no longer manage through ControlPoint.

Note that when you choose the delete a farm from the list, you can also choose whether or not
to delete farm-related data (log files and cached data).

To Manage Your Farm List:

1 From the Manage ControlPoint panel, choose Manage Farm List.

Manage Farm List @

3
M Delete

48bb29f7-dec1- https://bos-sp13n-

D 46e9-a609- BOS-SP13N-A-FE1 a- Native 2013
2173eac3f083 fel.axcelertestlocal:8
18320b3c-4ceb-

[1  4s54a-bifd- QAHOSTCLIENT9 http://qahostclientS:” Standard 2016
S5e3d3ca377e9
77d8d068-b82d- Online Site

D 49e6-80bc- collecti http://QAHOSTCLIEN Online 2019
6035afb1eaet cliections

2 Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...

change the Farm Display e Check the box to the left of the farm you want to edit, then
Name and/or url click [Edit].
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77d8d068-b82d-49e6-80bc-6035afbleace

Farm Name Online Site Collections

Farm Url http://QAHOSTCLIENT9:2828

[
Farm Version 2019 hd

Farm Display Name ~ Company ]ntranetl

e Update the applicable field(s).
e Click [Update].

NOTE: If the Farm Display Name is left blank, ControlPoint will
use the server name.

delete the farm e Click [Delete].
A pop-up dialog displays, asking you to delete the farm.

To delete the farm, click [Yes].

A second pop-up dialog displays, asking whether you want
delete farm-related data from the ControlPoint database.

e Click the appropriate option.

Changes will be visible the next time the browser is refreshed.
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Managing Your ControlPoint
License

If your ControlPoint license key begins with the digits 726, the product is licensed according to the
number of SharePoint users in your farm and/or SPO tenancy.

If the first three digits are 723 (which is a "legacy" license issued prior to version 8.2), it is licensed
according to both the number of SharePoint users and the number of farms and/or SPO tenancies
being managed with ControlPoint.

How ControlPoint Counts Users

ControlPoint counts all individual users who currently have permissions in SharePoint, either
directly, through an Active Directory group, and/or through a SharePoint group.

Excluded from this user count are:

e external or anonymous users
e sharepoint\system

e most built-in Active Directory accounts

NOTE: ControlPoint will consider the account NT Authority\authenticated users and the Active
Directory group Everyone to encompass all active Active Directory users (that is, for these groups,
users hose accounts have been disabled in Active Directory will not be counted). If either of these
accounts has permissions within SharePoint, it will be reflected in the user count.

TIP: If you suspect that there are disabled or deleted Active Directory user accounts that still have
permissions in SharePoint, either explicitly or through a group other than NT
Authority/authenticated users or Everyone, generate an Orphaned Domain Users report and
delete them from SharePoint so they will not be included in the user count.

Renewing or Changing the Terms of Your
ControlPoint License

Use the following procedure if you need to:

e extend the period of an evaluation license

e update your ControlPoint license to include additional SharePoint users

Metalogix® ControlPoint Administration Guide
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e upgrade from an evaluation version to a full version of ControlPoint, or

e reactivate a license that has expired or is about to expire.

To change the terms of a ControlPoint license:

1 Contact Quest and request a license update.

2 From the left navigation pane, choose LICENSE.

726 License 723 License
License Info Ticense Mo,
License Qwner: Metalogix Torento Test License Owner.
License Status: valid License Status:
License Type: Perpetual License Type: Ferpetual
it 7234 Reactivate Lice!

Maintenance Expiration Date: 0/31/2113
Maintenance Expiration Date:  10/1/2713

License Expiration Date: erpet
License Expiration Date: Perpetual

Farms Licensed: 5

Managed Persons Licensed 723

The License Status may be one of the following:

Valid
Expired
Disabled

Note that, if the logged in user is not a ControlPoint Application Administrator, the license key will
not display and the [Reactivate License] button is not available.

License Type: Perpetual
License Key: OO =XHNKK XK XK -HOOKH-XAHK KK
Maintenance Expiration Date: 10/31/2113

To reactivate a license:

1 Click the [Reactivate License] button to the right of the License Key field to display the Change
License Key dialog.

2 If you have received a new license key, overwrite the existing license in the License Key field.

3 Use the information in the following table to determine the appropriate action to take.

If.... Then ...

you have internet make sure the Activate Online radio button is selected.
access and want to

activate your license

updates online.

you do not have select the Activate Offline radio button and follow the instructions
internet access and/or | that display in the dialog to complete the activation process.

Metalogix® ControlPoint Administration Guide
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If.... Then ...

want to activate your
license offline

Change License Key
License Key: "1 I3 FaFi-E8 el - B -20 IR
O Activate Online

® Activate Offine

Step 1: Get activation data

p2EV +bi3XYOKpoyXS CGLkgVhAKTNLIH2IWIBPBK);
6/+TMJIRHTDZr! u/TVIF7dGONteurLw7SfdrKSU3EpZ09j493v+
NgNhba23cN5 O3ECwA06WOBBZcBeKFFMw/aPDhoultcCl

Get Activation data

Step 2: Save/Copy the activation data for submission to Quest

Copy Activation Data To Clipboard Save Activation Data To File

Step 3: submit activation data to hitps://support.quest.com/offline-activation

&

Step 4: Paste Activation Response

NOTE: Because the request for the Activation Data must be
submitted via the Quest website, the request itself must be
submitted from a machine that has internet access. The
Activation Data can then be copied to the server that hosts
ControlPoint.

4  Click [Activate].

Metalogix® ControlPoint Administration Guide
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Granting ControlPoint Access to
Web Applications and Content
Databases

ControlPoint Application Administrators must ensure that the ControlPoint Service Account has Full
Control access rights to the Web application(s) if:

e a new Web application is added to a farm
e a new content database has been added to a Web application, or

e the permissions for the ControlPoint Service Account have been changed in or deleted from the
Web application's policy.

If an account other than the ControlPoint Service Account is used as the Application Pool account,
the following text will display beside the Web application icon in the left navigation pane:
"(ControlPoint does not have access to this Web app. Access must be granted via the ControlPoint
Configuration Wizard.)"

If a content database has been added and access rights have not been granted, site collections
beneath the text "Inaccessible" will display.

You can grant access rights to Web applications and content databases from the server on which
ControlPoint is installed.

To grant access to additional Web application(s) or Content Database(s):
1. Loginto the server where ControlPoint is installed as the ControlPoint installation account.

NOTE: As a sysadmin, the ControlPoint installation account has the permissions required to
grant access rights.

2. Launch the ControlPoint Configuration Wizard.
After the ControlPoint Components check has completed, click [Continue].
The Configuration Wizard Welcome dialog displays.

3. Click Grant Access to New Web Apps and Content Databases.

Metalogix® ControlPoint Administration Guide
25
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Metalogix
ControlPoint Welcome to ControlPoint Configuration
Installer

%

Repair ControlPoint

4

Configure Services

EE

Once access has been successfully granted, a confirmation pop-up displays.

Metalogix
ControlPoint
Installer

@

Access has been granted to Web app(s) and/or content database(s).

ControlPoint Installer

Welcome to ControlPoint Configuration

2

m Configure Services
.
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NOTE: If no new Web applications or content databases have been added, the pop-up will
display the message All Web apps and content databases are already configured for ControlPoint.
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Configuring ControlPoint Services

Toward the end of ControlPoint configuration process you have the option to configure the
following Windows service(s):

e The ControlPoint Discovery Service is an alternative to the (default) ControlPoint Full Discovery
timer job, which runs from SharePoint Central Administration. The ControlPoint Discovery
Service runs as a Windows Service, and is especially suited to very large SharePoint
environments as it can significantly reduce Discovery run time.

AND/OR

o |f Sensitive Content Manager is installed in your environment, ControlPoint Sensitive Content
Manager (SCM) Services will allow you to use it within ControlPoint:

= as a means of checking for:

o Content Analysis (CA) jobs ready to be uploaded from ControlPoint to Sensitive Content
Manager for scanning.

AND

o Scan results ready to be downloaded from Sensitive Content Manager to ControlPoint for
further action.

AND

= Because they support multi-threading, SCM Services are especially suited to very large
content analysis jobs.

NOTE: If you want to configure services at a later time, you can do so by launching the
Configuration Wizard from the server on which ControlPoint is installed (using the same login
account used to install the ControlPoint application). After you have verified the Wizard has
finished checking installed components, select Configure Services.
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Metalogix
@eiellReiiaN  Welcome to ControlPoint Configuration
Installer

n Upgrade ControlPoint
@ Configure Services

Grant Access
to new Web Apps
and Content Databases

If you do choose to perform this action at later time, you will be prompted to complete the
SharePoint online account validation dialog and authenticate using the Office 365 account used at
the time ControlPoint was installed (which must be a Global Administrator for the tenant).

ControlPoint Installer

SharePoint online account validati

Metalogix

ControlPoint

Installer M365 Service Endpoint | Global (Default) [-]

Logged In Account
CP QA Userl Identify the Primary site and Administration URLs
Provide the URL to the primary ControlPoint Configuration site within your

SharePoint Cnline environment and the URL to the primary application user for
creating and managing site collections for your Cnline environment.

SharePoint Administration URL :

https:/fmetalogixsc 2-admin.charepoint.com

Primary ControlPoint Configuration Site URL :

https:// i 2 i BOMDMFD2

ot B Goncol |
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To configure ControlPoint Services:

1 On the Configure Services dialog, select the service(s) you want to configure.

ControlPoint Installer

Configure Services

Metalogix
ControlPoint Configure Discovery Service (7]
Installer Service is not installed.
No \)‘) e
Configure Sensitive Content Manager Service [ 7]
Service is not installed.
No (] Ye
n of ControlPoint Sensitive Content Manages
ntent Manager version 2.0 or later must be i

_Back | Continue J| Cancel

IMPORTANT:

= The Service Account must meet all of the requirements of the ControlPoint Service Account,
as well as permission to Run as a Service.

= Keep in mind that the latest version of ControlPoint Sensitive Content Manager Service will
only work with version 2.0 or later of Metalogix Sensitive Content Manager.

Select the service(s) you want to configure.
Click [Continue].
Click [Start Deployment].

The installer deploys the selected Windows service(s).
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Deploy ControlPoint Services

Metalogix

ControlPoint

Service configuration completed successfully

- |

Installer

Discovery Service deployed successfully. v
'

SCM Service deployed successfully.

5 When the services have been successfully deployed, click [Finish].

Additional Setup Requirement for the ControlPoint Discovery
Service

Before you can use the ControlPoint Discovery Service for the first time, you must also perform the
following configuration tasks on the General tab of the Discovery Setup application (located, by
default, in the folder C: \Program

Files\Metalogix\ControlPoint\ControlPointFeatures\Services\Discovery):
e For Configure Discovery to run under, select SharePoint Local, and
e Add the SQL Server Connection String for xcAdmin Database.

NOTE: You can copy the Connection String from the file CPConfiguration.exe.config, located, by
default, in the folder C:\Program
Files\Metalogix\ControlPoint\ControlPointFeatures. Use the portion of the string
that starts with the words Data Source and ends with Integrated Security = <value>.
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M eta Iog ix a General options for configuring Discovery Service
Discovery Setup

Discovery Options
_ Configure Discovery to run under |ShareF‘oint Local | v
Trace Settings
S0L Server Connection String for xcAdmin Database | Data Source=ga2010famb;Initial Catalog=xcAdmin;Persist Security ~
Permissions Info=True;Integrated Security=True
Test Connection

Site An

Service Properties = :
File Edit Format View Help

|(?x-1 version="1.8" encoding="utf-8"2»
<configurations
<configSections>
<section name="stateManagementInputSection”
type="TasklonfigurationElement . StateManagementInputSection, Cor{igurationElement™ />
<fconfigSections>
<startup>
</startup>
<connectionStrings»
<add name="xcAdminConnectionString” connectionString="Data Seurce=qa2@l8farmb;Initial
Catalog="xcAdmin';Integrated Security=True;Network Library=DBMSSOCN;MultipledctiveResultSets=True;” />
<fconnectionStrings»
<appSettings>
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Using Discovery to Collect
Information for the ControlPoint
Database Cache

Discovery is a farm-specific background task that collects information and stores it in the
ControlPoint Services (xcAdmin) database cache for the following purposes:

e for use in ControlPoint data analysis and reporting

e to populate SharePoint permissions for members of the ControlPoint Business Administrators
group

e to identify ControlPoint users who meet the criteria for "Admins" for scheduled analysis
distribution, and

e to populate and update statistics lists used to create dashboards.

NOTE: Discovery can be a resource-intensive process, especially in a large SharePoint farm. If
you regularly experience performance issues when the Discovery task is in progress, contact
Quest Technical Support for help in fine-tuning the process to run more efficiently in your
environment.

Nightly Full Discovery

Full Discovery—which encompasses an entire farm—is normally triggered by a SharePoint timer
job or the ControlPoint Discovery Service to run nightly, after all SharePoint data usage jobs have
completed. In addition to collecting data for analysis and reporting, Full Discovery records the
SharePoint permissions of site administrators (that is, members of the ControlPoint Business
Administrators group). See Making ControlPoint Available to Business Users (Site Administrators)
in the ControlPoint User Guide.

If you want to ensure that your ControlPoint analyses have the most recent cached data—you can
run the Full Discovery process manually.
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The ControlPoint installer includes the option to configure the Discovery Service. If the Discovery
Service is not configured, both the nightly Discovery job and the operations and parameters that
rely on cached data collected by Discovery are disabled.

Web Parts by > Select parameter(s) 1o act . ext, select Run

an

alues Available

3| Search Hierarchy

| §X | Add To Selecrion

X Properties Higae

W Activity viost/Least Activity

- Auai&,m Alerts ion Activity A equire
B Automation ite Activity Analysis

®  Change Managemsant ysis for Ac =quirs :':::ED
m Compliance v | sl | Activity by Ussr

@ Configuration v | all Activity by Documnent

Wy Content v | all| Blog Post Activity

W | Sit2 Management 4 Ll Inactive Users

W Storags 4

W Users and Security J

The ControlPoint Application Administrators can, however, enable both the nightly Discovery job
and the operations and parameters that rely on it or configure the ControlPoint Discovery Service.

NOTE: If the ControlPoint Application Administrator configures the ControlPoint Discovery
Service, these Discovery-dependent operations and parameters will be enabled automatically.

Updating the Nightly Discovery Timer Job Schedule

The Nightly Discovery timer job is configured to run after all SharePoint usage analysis jobs have
finished, which ensures that results of ControlPoint data analyses contain the most current cached
data.

If the timing of an existing SharePoint usage analysis job has changed or a new job is added, you
can update the schedule of the nightly Discovery job to ensure that it continues to run at the
proper time (that is, after all of the new and existing usage analysis jobs have completed).

NOTE: It should only be necessary to update the nightly Full Discovery timer job schedule if a
SharePoint usage analysis job has been added and/or the timing of an existing job has changed.
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Note that the procedures below pertain to updating the Nightly Discovery timer job in Central
Administration. If you have the ControlPoint Discovery Service configured, follow the procedure

for Changing Discovery Service Configuration and Settings.

To update the Discovery timer job schedule in Central
Administration:

1 Open the SharePoint Central Administration site and navigate to the Scheduled Jobs page.

2 Locate and click on the ControlPoint Discovery Job.

NOTE: During an upgrade from a version older than 6.0, the name 'Axceler' in the Discovery and
Scheduled Job Review timer jobs is changed to 'ControlPoint'.

3 Update the Recurring Schedule section as needed.

lob Title . )
ControlPoint Discovery Job

Job Description

lob Properties o ]

) ) ) Web application: ControlPoint
This section lists the properties
for this job. )

: Last run time: M/

Recurring Schedule

: : ) This timer job is scheduled to run:
Use this section to medify the

schedule specifying when the ) Minutes Starting every day between
timer job will run. Daily, weekly, O Hourly 3 AM DD

and maonthly schedules also

include a window of execution. (®) Daily and no later than

The timer service will pick a 0 Weekly 4 AM DD

random time within this interva
to begin executing the job on O Monthly
each applicable server. This
feature is appropriate for high-
load jobs which run on multiple
servers on the farm. Running this
type of job on all the servers
simultanecusly might place an
unreasonable load on the farm.
To specify an exact starting time,
set the beginning and ending
times of the interval to the same
value,
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Using the Discovery Service

The ControlPoint Discovery Service is an alternative to the (default) ControlPoint Discovery timer
job, which runs from SharePoint Central Administration. The ControlPoint Discovery Service runs
as a Windows Service, and is especially suited to very large SharePoint environments as Discovery
run time can be significantly reduced.

L0 Services

File Action View Help

e F cE Hem » e 0w

’,; Services (Local) Name - Description Status Startup Type
5 IPsec Policy Agent Internet Pro...  Running  Manual (Trig..
5 KDC Proxy Server service (KP5) KDC Proxy 5. Manual
L KtrnRmn for Distributed Transaction Coordi..  Coordinates... Manual (Trig..
5 Link-Layer Topology Discovery Mapper Creates a M... Manual
5 Local Session Manager Core Windo... Running  Automatic

% Metalogix ControlPoint Discovery Service Discovery 5.. Running  Automatic
% Metalogix ControlPoint to CA Results Service The descrip...  Running  Automatic
% Metalogix ControlPoint to CA Upload Service The descrip..  Running  Automnatic

S Microsoft i15C5 Initiator Service Manages In... Manual
% Microsoft Software Shadow Copy Provider  Manages so... Manual
5 Microsoft Storage Spaces SMP Host service.., Manual
L Mozilla Maintenance Service The Mozilla ... Manual

Sl wa e - v - ' 5 '

Extended )\ Standard f/

The ControlPoint Discovery Service can be configured at the time ControlPoint is installed or
upgraded, or at any time when the Configuration Wizard is launched. See Configuring ControlPoint
Services for details.

ControlPoint Installer

Metalogix
ControlPoint Welcome to ControlPoint Configuration
Installer

o

n Upgrade ControlPoint

=— §

Grant Access
0 new Web Apps
and Content Databases

Launching the Discovery Setup Application

You can use the Discovery Setup Application to

e change Discovery Service configuration and settings

e start or stop the Metalogix ControlPoint Discovery Service

Metalogix® ControlPoint Administration Guide 26
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e monitor the Discovery Service Queue

To launch the Discovery Setup application:

1 Navigate to the location where the Discovery Service files reside (by default, C: \Program

Files\Metalogix\ControlPoint\ControlPointFeatures\Services\Discovery)

2 Open DiscoverySetup.exe (using the Run as Administrator option).

& Discovery Setup [=[= [
M eta I Og ix B General options for configuring Discovery Service

Discovery Setup
(General ____|

Trace Settings

Discovery Options

Configure Discovery to run under ShareFoint Local v

SQL Server Connection String for xcAdmin Datsbase  |Data Source=qax-sp13-db14;Initial Catalog=YcAdmin’Integrated Security=True
Pemmissions

_ _ Test Connection
Site Analytics

Service Properties

View Queue
Discovery Runtime settings

O Hourly Starting every day
AN v
® Daly
O Weekly
O Morthly
Next Discovery: 17152015 1.00:00 AM
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IMPORTANT: Before Running the Discovery Service

Before ControlPoint Discovery Service is run, the ControlPoint Discovery timer job must be disabled
in SharePoint Central Administration.

Job Definitions

Timer Links view: Al
Timer Job Status
Scheduled Jobs Title t Web Application Schedule Type
Running Jobs Access Services Monitor Timer Job Disabled
Job History
Job Definitions Analytics Event Store Retention Weekly
. . Analytics Timer Job for Search Service Application Search Service Application Minutes
Central Administration
App Installation Service Minutes
Application
Management App State Update Hourly
System Settings Application Addresses Refresh Job Minutes
. Application Server Administration Service Timer Job Minutes
Monitoring
Content Type Hub Daily
Backup and Restore i .
Content Type Subscriber ControlPoint Hourly
Secunity c -
! Content Type Subscriber NewDisCovery - 24321 Hourly
Upgrade and Migratic § L
parade and Migraten Content Type Subscriber Provision Src Templates - 28444 Hourly
g:rmﬁ:;\;lpp\ ication Content Type Subscriber Provisioning Target - 20351 Hourly
- Content Type Subscriber SharePoint - 80 Hourly
Apps
ControlPoint Anomalous Activity Detection Job ControlPoint Disabled
Office 365 ) -
ControlPoint Discovery Job ControlPoint DI@
ControlPoint Scheduled Job Review ontrolPoint Minutes

| NOTE: This job is disabled by default when the Discovery Service is installed.

Changing Discovery Service Configuration and Settings

From the Discovery Setup application, you can change the Discovery Service Configuration and
Settings described below.

IMPORTANT: After making any changes, remember to click [OK] to save them.
General Options

If you want to change Discovery Runtime settings, (by default, every night at 1 am, local server
time), adjust as necessary.

NOTE: The Discovery Options (Configure Discovery to run under and SQL Server Connection
String for xcAdmin Database) are specified at the time ControlPoint Services are configured, and
normally should not be changed.
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Discovery Setup
(General ____|

Trace Settings
5QL Server Connection String for xcAdmin Database
Pemmissions

_ _ Test Connection
Site Analytics

Service Properties

View Queue
Discovery Runtime settings

Discovery Setup
M eta I Og IX B General options for configuring Discovery Service
Discovery Options
Corfigure Discovery to run under SharePaint Local W

Data Source=gax-sp13-db14;Initizl Catalog=3cAdmin' Integrated Security=True

Mext Discovery:  1/15/2019 1:00:00 AM

O Hourly Starting every day
@ Daily

O Weekly

O Mortthly

OK

Trace Settings

You can use the Discovery Trace Settings drop-downs to change the level of logging for individual

Discovery components.

Discovery Setup

Discovery Trace Settings

M eta I Og i X m Change the trace settings for Discovery Service

Trace Setiings Trace Switch Value
TraverseHierarchy Emor - Output emorhandling messages w
Pemissions Traverse Sitelnfo Emor - Output emor-handiing messages v
Traverse serRights Ermor - Qutput emorhandling messages w
Site Analytics
yu Traverse\WapRights Emoar - Qutput emorhandling messages w
Service Properties Database Timing Emar - Output emor-handling messages W
General Trace Emar - Output emor-handling messages W
Statistics Emar - Output emor-handiing messages W
ControlPoint Users Emor - Output emor-handiing messages W
4 BusinessAdminlUsers Emor - Qutput emor-handiing messages W
Cff - Output no tracing and debugging messages
Emar - Output emor-handling messages
Waming - Output wamings and emorhandling messages
Info - Qutput informational messages, wamings, and emor-handling messages

Verbose - Output all debugging and tracing messages

Permissions and Site Analytics (Include/Exclude Options)

You can include/exclude the following individual components from the Discovery process:

e Permissions:

Using Discovery to Collect Information for the ControlPoint Database Cache
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&2 Discovery Setup

M eta Iog i X B Change the settings for Pemissions

Discovery Setup

General
Trace Settings
Site Analy TR

Discover Permissions

Discover Business Administratars

= Discover Permissions (for analyses using cached data)

= Discover Business Administrators (that is, the SharePoint permissions of members of the
ControlPoint Business Administrators group)

e Site Analytics:

e} Discovery Setup

M eta I Og i X B Change the settings for Activity

Discovery Setup

General

Trace Settings Discover Storage

[] Discover Web Parts

Pemissions

Site Analytics Discover Activity

Service Properties Discover Statistics
Statistic Tasks

View Queue

Record Fam Statistics
Record WAP Statistics
Record Site Collection Statistics

= Discover Storage
= Discover Web Parts
= Discovery Activity

= Discover Statistics (which populate Statistics lists that are displayed on the ControlPoint
Configuration site when this functionality is enabled)
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Starting or Stopping the Metalogix ControlPoint
Discovery Service and Changing Discovery Service
Properties

You can start, stop, pause or resume the Metalogix ControlPoint Discovery Service either from the
Windows Service dialog or from the Discovery Setup - Service Properties tab.

~ Discovery Setup = =
M eta I Og ix B Interaction settings for working with Discovery Service

Discovery Setup

Service Name DiscovernyService
General
Trace Settings Digplay Name Metalogix ControlPoint Discovery Service
.. Description
Permissions oo
Site Analytics
- Path rirol P i rod Point Feature: ervices\Discoven
Service Properties
View Queue
Service Status: Running

—q—

[] Change Service Account
Service Account axcelettest\qaserviceacct
Password

Confirm Password

You can also change the Service Account of the Metalogix ControlPoint Discovery Windows Service
from either the Windows Service dialog or from the Discovery Setup - Service Properties tab.
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Log on as:

(O Local System account
[] Allow service to interact with desktop

@ This account: |amcelenut\qaservioeacd

Password: |.I.....|.'.I...

cmpmord |.I.............

Remember that the Discovery Service Account requires permissions that are already granted to
ControlPoint Service Account (such as Full Control in the Policy of every Web Application in the
SharePoint farm and access to the ControlPoint Services (xcAdmin) database) in addition to the

permission to Run as a Service.
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Monitoring the Discovery Service Queue

You can monitor the status of ControlPoint Discovery jobs via the Discovery Setup - Vew Queue
tab.

- Discovery Seup (=T
Metalogix |t

Discovery Setup &I

General | Chssuse Date | Task | atis | Ovder | LestStadtDate | Last End Date | Last Message
14192019 1:00 AM xcTopHerechy 1 18209 1:00 AN 17182019 1:.00 AM  Task Firished
14192019 1:00 AM  xcUserFights 182019 1:00 AN 17182019 1:00 AM  Task Fireshed
1192019 1:00 AM o Users 182015 1:00 AN 15182015 1:00 AM  Task Finishad
14192019 1:00 AM x=WapRights 182019 1:00 AN 17182019 1:00 AM  Task Fireshed
14192019 1:00 AM  xcSteinfo 18209 1:00 AN 17182019 1:00 AM  Task Fireshed
14192019 1:00 AM  xcBALsars 182019 1:00 AN 17182019 1:00 AM  Task Fireshed
14192019 1:00 AM xcSiats 182019 1:00 AN 17182019 1:00 AM  Task Fireshed

Trace Selings

Parmissions

Site Analytics

Service Propaerties

w N b G RA =

Note that the Status may be one of two values:

0 = Running

OR

1 = Not Running (that is, last run completed and/or next run pending)

You can also choose to Auto Refresh the monitor at a rate of anywhere from 1 to 5 seconds.
Viewing Discovery Detail

You can view the details of a Discovery Service run in the DiscoveryService.log, which is located in
the folder where the Discovery Service files reside (by default C: \Program
Files\Metalogix\ControlPoint\ControlPointFeatures\Services\Discovery. A hew
log is created each week (with the date that the log was created appended to the file name). The
level of detail recorded in the log depends on the Discovery Trace Switch values.
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ControlPoint Settings Used by the Discovery Service

The majority of Discovery Performance-related ControlPoint Settings apply to Discovery only when
run via the ControlPoint Discovery timer job or via the Control application interface. However, the
following settings are also used by the Discovery Service:

e Enable Options That Require Discovery (DiscoveryEnabled)
e Site Collections to Exclude from Full Discovery (URLEXCLUDE)

e Web Applications to Exclude from Full Discovery (WAPEXCLUDE)

Running a Full or Partial Discovery Manually

You can run a Discovery on your entire farm or a Partial Discovery on selected Web
applications/site collections either interactively or on a one-time or recurring schedule.

You may want to manually run a Full Discovery when:

e the nightly Full Discovery job is disabled or has failed to run, or

e you want to perform an ad hoc update to the ControlPoint cache.
A Partial Discovery can be useful:

e when you want to update the ControlPoint cache for specific Web applications/site collections
only without having to run a more resource-intensive Full Discovery. (For example, if you just
granted new permissions to a user in the Business Administrators group and want sites to be
visible to that user in the SharePoint Hierarchy, you can run a partial Discovery just on the Web
application(s) containing the sites that the user manages.)

e for Web applications or site collections that you have excluded from the Full Discovery process.
For example, some Web applications, such as those that contain My Sites, can greatly increase
the Full Discovery run time. Web applications containing such sites may be excluded from the
Full Discovery process and scheduled to run less frequently.
IMPORTANT: Unlike Full Discovery, which runs under the ControlPoint Service Account, manual
Discovery is run under the credentials of the logged-in user. Therefore, you can only discover site
collections for which you are a Site Collection Administrator.
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To run a Discovery manually:

1 From the Manage ControlPoint tree choose ControlPoint Management > Discovery.

Metalogix

ControlPoint

y of ext, select Ru o n
er and Provisioning Y =

) . SELECTION
DASHBOARDS 5 11721

SCHEDULE

HIERARCHY

MANAGE

FAVORITES

SEARCH

2 Use the information in the following table to determine the appropriate action to take.

If you wantruna... Then...

Full Discovery do not modify the Selection section.

NOTE: The default selection encompasses the entire farm, except for
any Web applications and/or site collections that have been excluded
from the Full Discovery process.

Partial Discovery select the Web application(s)/site collection(s) on which you want to
run Discovery, using the procedure for Changing Your Selection.

NOTE: The Partial Discovery will include all Web applications/site
collections that you explicitly select, regardless of whether they have
been excluded from the Full Discovery process.

3 Either:

= run the Discovery immediately (by clicking the [Run Now] button).
OR

= schedule the Discovery to run on a one-time or recurring basis.
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Using Sensitive Content Manager
Services

If you have Metalogix Sensitive Content Manager installed in your environment, ControlPoint
Sensitive Content Manager (SCM) Services allow you to use ControlPoint to:

e prepare content analysis (CA) jobs for upload to Metalogix Sensitive Content Manager
e upload CA jobs from ControlPoint to Sensitive Content Manager for scanning
o receive results of scanned CA jobs from Metalogix Sensitive Content Manager.

Metalogix ControlPoint SCM Services run as Windows Services on the server where ControlPoint is
installed.

-
File Action View Help

e Elc= HE » ranmw

&, Services (Local) MName - Description Status Startup Type LogOnAs |~

« Interactive Services Detection Enables use... Manual Local Syste...

| 54 Internet Connection Sharing (IC5) Provides ne... Disabled Local Syste...
4 Internet Explorer ETW Collector Service ETW Collect... Manual Local Syste...

| P Helper Provides tu... Running Automatic Local Syste...
& IPsec Policy Agent Internet Pro... Running  Manual (Trig... MNetwork S..

| "L KDC Proxy Server service (KPS) KDC Proxy S... Manual Network 5...

| G KtmRm for Distributed Transaction Coordinator Coordinates... Manual (Trig... NetworkS... |

| ‘4 Link-Layer Topology Discovery Mapper Creates a N... Manual Local Service
54 Local Session Manager Core Windo... Running Automatic Local Syste...
4, Metalogix ControlPoint Online Discovery Service Discovery S.. Running A axc
% Metalogix C oint for Analysis Service The descrip...  Running axcel
{4 Metalogix ControlPoint to CA Results Service The descrip...  Running  Automati axcelertest
‘4 Metalogix ControlPcint to CA Upload Service The descrip... Running  Automati axcel
% Microsoft iSCSI Initiator Service Manages In... Manual Local Syste...
4 Microsoft Menitoring Agent The Monito... Running Automatic Local Syste...
L Microsoft Menitoring Agent Audit F ding Sends event... Disabled Network 5...
%4 Microsoft Software Shadow Copy Provider Manages so... Manual Local Syste...
% Microsoft Storage Spaces SMP Host service... Manual Network 5...
‘% Moazilla Maintenance Service The Mezilla ... Manual Local Syste...
%; Multimedia Class Scheduler Enables rela... Manual Local Syste... ¥
A i _Y_‘ >
Extended ), Standard /

ControlPoint SCM Services can be configured at the time ControlPoint is installed or upgraded, or
at any time when the Configuration Wizard is launched. See Configuring ControlPoint Services for
details.
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ControlPoint Installer

Metalogix
ControlPoint Welcome to ControlPoint Configuration
Installer

n Upgrade ControlPoint
@ Configure Services

Grant Access
to new Web Apps
and Content Databases

Launching the SCM Services Setup Application

To launch the SCM Services Setup application:

1 Navigate to the location where the SCM Services files reside (by default, C: \Program
Files\Metalogix\ControlPoint\ControlPointFeatures\Services\ContentAnalys
is)

2 Open CASetup.exe (using the Run as Administrator option).

Changing SCM Services Configuration and
Settings

You can change the following SCM Services Configuration and Settings from the SCM Services Setup
application.

IMPORTANT: After making any changes, remember to click [OK] to save them.

General Options

For Analysis Service Settings, Upload Service Settings, and Results Service Settings, you can adjust
the number of threads used, the time delay between threads (in seconds) and the intervals (in
seconds) at which each thread "wakes up" to check for files to be uploaded to and results to be
downloaded from Sensitive Content Manager.

NOTE: The default values for these settings should be acceptable for most Sensitive Content
Manager analysis jobs. However, you may want to adjust them if, for example, you are
processing an exceptionally large number of large files and have sufficient system resources to
handle multiple (up to four) threads. Be aware, however, that if you increase the number of
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threads and decrease the delay and/or thread interval, you
the log file(s).

M eta |Og ix B General options for SCM Services

BCM Service Setup

General Analysis Service Settings

MNumber of Analysis Threads to use

Trace Settings

Delay between Threads

Analysis Service

Upload Service

Results Service Upload Service Settings

Mumber of Upload Threads to use

Delay between Threads

Results Service Setlings

Number of Result Threads to uss Delay between Threads

Settings

may significantly increase the size of

Thread Interval

Thread Interval

Thread Interval

Trace

You can use the Trace Settings drop-downs to change the level of logging for components of each

SCM Service.

3 ControlPoint SCM Services Setup

BEE

Metalog |X B Change the trace seftings for SCM Services

ISCM Service Setup

Analysis Service Trace Settings

(Rl Tl Upload Service Trace Seitings

Trace Swich Value
b Traversehiewmrchy Enor - Output erorhanding messages v
DatabaseTiming GFf - Outputt no tracing and debugging messages
Analysis Service Eror - Output emor-handing messages
GeneralTrace Waming - Output wamings and smorhanding messages

Upload Service Verbose - Output all debugaing and trscing message

Monitor Trace Switch Valug
3 TraverseHierarchy Error - Output emor-handling messages v
DatabaseTiming Ermor - Output emor-handling messages v
‘Genevalece |\nfa - Qutput informational messages, wamings, and emorhandling messages w

Results Service Trace Settings

Trace Switch Value
> TraverseHierarchy Ermor - Output emor-handling messages
Database Timing | Ermor - Output emor-handling messages

GeneralTrece [info - Output informational messages, wamings, and emorhanding messages v
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Monitoring the Status of ControlPoint
Interactions with SCM

You can monitor the progress of active file scans via the SCM Services Setup - Monitor tab. You
can also choose to Auto Refresh the monitor at a rate of anywhere from 1 to 5 seconds.

3 ControlPoint SCM Services Setup =[ex]

M eta Iog ix B Monitor curment state of ControlPoint Interface to Senstive Content Manager
SCM Service Setup

00:00:15.06 Monitor is polling for results... Result
General 18 poling for [ Auto Refesh s (3 v
Files statistics
Trace Settings
— Files Identified by Control Poirt for content analysis 1048
Analysis Service
File Identified by ControlPoint with unsupported file types for content analysis 385
Upload Service
Files Identified by ControlPoint with no changes since last content analysis 32
Results Service
Files Results Received from SCM (Not Rejected) 310
Files Results Received from SCM (Rejected) 0

Files Processing Statistics

Waiting Assignment Assigned to Thread
Jobs submitted to CortrolPoint Analysis Gueue 0 0
Files Pending Submission to SCM (Assigned to Wodker)
Files Submmitted to SCM (Waiting on Results)
Files Submmitted to SCM (Waiting in Gueue)

Files Submmitted to SCM (In Progress)

93
28

o o o o

When all active jobs have been processed, Files Processing Statistics are reset to 0.

Viewing SCM Job Detail

You can view the details of ControlPoint SCM Upload Service and Results Service activity in the
applicable log file, located in the folder where SCM Service files reside (by default, C: \Program
Files\Metalogix\ControlPoint\ControlPointFeatures\Services\ContentAnalysis.

At a minimum, a new log is created each week (with the date that the log was created appended
to the file name). Once a log file exceeds 10KB, however, a new log is created with both a date and
time stamp.
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\. @ Local Disk (C:) » Program Files » Metaloge » ControlPoint »

Name

| EPCAResultsServiced 1May 2018

|| CPCAUploadService2 1May2018

|| CPCAResultsService? 1May2018_20180523T172931172

|| CPCAUploadService2 1May2018_20130523T172608432

|| CPCAResultsService 1May2018_20180522T105814883

| CPCAUploadService2liay 2018

] CPCAResultsService2DMay2018

|| CPCAUploadSenice20iiay 2018 2018051 8T040555279

|| CPCAResults5Service2OMay2018_20180517T1845331049

] CPCAUploadService2DMay2018_2013051TT0502 28632
The level of detail recorded in the log depends on the SCM Trace Switch values. The size of the log
file is also influenced by General Options.
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Setting Sensitive Content Manager
EndPoints and Managing Scanning
Preferences

ControlPoint Application Administrators use the ControlPoint Sensitive Content Manager
Configuration dialog to set EndPoints to point to the server(s) on which Sensitive Content Manager
is configured. Members of the Compliance Administrators group can also test the availability of
each EndPoint and change default preferences for scanning content.

NOTE: ControlPoint Application Administrators can also configure EndPoints individually and
update other configuration settings via ControlPoint Configuration Settings - Compliance settings.

To launch the ControlPoint Sensitive Content Manager
Configuration dialog:

From the left navigation Manage tab, choose Compliance > Sensitive Content Configuration
Maintenance.

Setting EndPoints

The Value of each Sensitive Content Manager EndPoint must be set to point to the server(s) on
which Sensitive Content Manager is configured your environment. Use the information in the
following table for guidance.

| configurtion settings EndPoint Testing

ControlPoint Sensttive Content Manager Configuration settings

Sensitive Content Manager Upload EndPaint: hitpe//bos-c-tem scelertest local: 44303
Sensitive Content Manager Results EndPoint hitps//bos-c-sem. axcelertest local:44302
Senstive Content Manager Profile EndPoint: https//bos-c-scm.ace|ertest local 44304
Sensitive Content Manager Search Terms EndPaint hitpe//bos-c-tem acelertest local: 44305
Automatically add Scan Results coluimn and update with seveiity level in SharePaint Lists

Automatically add Terms detected cdumn and update with seve ol in SharePaint Lists

Include text in ket itemein 3ddifon to fles when performing Content Analysic Fase

Alow use of ControlPint Poficies to sutomaticaly scan items added or updated in Share Point lists Tne  7)
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Endpoint Description Value*

Sensitive Content Manager The URL for the Sensitive Content Manager for sending files. http://<server.dom
Upload EndPoint ain>

This corresponds to the File Upload URL specified at the time

Sensitive Content Manager was installed. (or if installed on

multiple servers:
http://<server.dom

ain>:port)
Sensitive Content Manager The URL for the Sensitive Content Manager service for http://<server.dom
Results EndPoint retrieving files job results. ain>

This corresponds to the Results Service URL specified at the (or if installed on

time Sensitive Content Manager was installed. multiple servers:
http://<server.dom
ain>:port)
Sensitive Content Manager Profile | The URL for the Sensitive Manager service for retrieving http://<server.dom
EndPoint profiles. ain>
This corresponds to the Profile Service URL specified at the (or if installed on
time Sensitive Content Manager was installed. multiple servers:
http://<server.dom
ain>:port)
Sensitive Content Manager The URL for the Sensitive Content Manager service for http://<server.dom
Search Terms retrieving rules used to identify a specific kind of sensitive ain>
content.

(or if installed on
This corresponds to the Subquestion Service URL specified at | multiple servers:
the time Sensitive Content Manager was installed. http://<server.dom

ain>:port)

*If you have upgraded from a pre-8.0 version of ControlPoint, default values that end with the
text "onmetalogix.com" must be overwritten.

When you have finished setting EndPoints, click [Update].

Testing Availability of EndPoints, File Upload, and Results

From the EndPoint Testing tab, you can test the availability of each endpoint that you set, as well
as whether files can be uploaded to/received from Metalogix Sensitive Content Manager.

If you click a [Test EndPoint] button and the status returns as Unavailable, make sure that the URL
is correct and that the service is available on the Metalogix Sensitive Content Manager server side.

If you click [Test File Upload], ControlPoint will send a sample file to Metalogix Sensitive Content
Manager, and will display a log of the action. If you then click [Test File Results], ControlPoint will
log the progress of the file's return.
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Managing Scanning Preferences

v level in SharePoint Lists

ist items in addition to files when performing

ControlPoint can create columns called Scan Results and/or Terms Detected. Each time a scan is
performed, the Severity Level is populated for the scanned item.

) Mame Modified Modified By Terms Detected
L], IT-2104 NYS Tax Form-signed,pdf September 11 Testbench Farm Display Severe Address Contextual

nformation, Government

@ Cover Compliance.ppt September 11 Testbench Farm Display ~ Passed

E Copomplete Equity - Prof Liabili... September 11 Testbench Farm Display ~ Moderate

ControlPoint Application Administrators can allow this column to be created/populated by
changing the value(s) of Automatically add Scan File Results column and update with severity level
in SharePoint Lists and/or Automatically Add Terms Detected column and update with severity
level in SharePoint Lists from false to true.

By default, ControlPoint Compliance Administrators have the options to Scan item for sensitive
data when content is added and Scan item for sensitive data when content is updated or saved
when creating ControlPoint Policies. ControlPoint Application Administrators can, however, hide
these options by changing the value of the ControlPoint Setting Allow use of ControlPoint Policies
to automatically scan items added or updated in SharePoint lists from True to False.
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Managing ControlPoint
Configuration and Permissions

Administration of the ControlPoint application includes:

e managing users and permissions for the ControlPoint application.
e configuring the menus that appear in the ControlPoint left navigation pane, and

e managing the list of farms administered via ControlPoint.

Managing ControlPoint Users and Permissions

Process Overview

The following table describes the process ControlPoint Application Administrators use to manage
users and permissions for the ControlPoint application.

Stage Description

1 Set up ControlPoint users and groups.

See Setting Up ControlPoint Users and Groups.

2 Configure ControlPoint menus for different users and groups.

See Configuring ControlPoint Menus.

3 Manage access to ControlPoint menus.

See Managing Access to ControlPoint Menus.
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Setting Up ControlPoint Users and Groups

As part of the initial ControlPoint installation, four default user groups are created.

After the initial configuration, the site collection administrator—or any user who has been given
direct rights to manage groups—can manage ControlPoint users and groups via the ControlPoint
Configuration site. You can, for example, create additional groups with different sets of
permissions, including access to different sets of ControlPoint menu items.

ControlPoint Configuration Site

ControlPoint Configuration Site - People and Groups

Mew =+  Settings -

Group Edit About me

Administrators B This group is for ControlPoint Application Users- Technical Administrators
Business Administrators B+ This group is for ControlPoint Application Users - Business Administrators
ControlPoint Application B+ This group is for ControlPoint Application Administrators

Administrators

ContralPoint Compliance B} controlPoint Compliance Administrators

Administrators

ControlPoint Quarantine |-j' ControlPoint Quarantine Administrators

Administrators

Remote Service Account B This group is for ControlPoint Application Users - Remote Service Account
Administrators Administrators

In addition to managing permissions to the ControlPoint application itself, this site is also used to
manage access to individual ControlPoint menus.

Auto-Adding Users to ControlPoint Groups

The Auto Add Users to ControlPoint Groups action allows ControlPoint Application Administrators
to configure ControlPoint to automatically add SharePoint users to a group within the ControlPoint
Configuration site if the users:

e are Site Collection Administrators, and/or

e are members of a site's Owners group, and/or

e have a specified permissions level.
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When a ControlPoint group reaches its maximum number of users (which is 1000 by default,
although ControlPoint Application Administrators can change this limit), ControlPoint automatically
creates a new group with the same permissions as the "base" group.

EXAMPLE:

If you want all users who are members of site Owners groups to be added to the ControlPoint
Business Administrators group, and more than 1000 users meet that criterion:

e when Business Administrators group membership reaches 1000, a new group named Business
Administrators_1 will be created and the next 1000 users will be added to that group.

e when Business Administrators_1 group membership reaches 1000, a group named Business
Administrators_2 will be created, and so on.

NOTE: You can add a Claims-authenticated user to a ControlPoint group; however, you cannot
add an actual Claim.

To configure ControlPoint to automatically add SharePoint users to
ControlPoint groups:

1 From the Manage panel, choose ControlPoint Configuration > Auto Add Users to ControlPoint
Groups.

Manage ControlPaint
43¢ Tools

0 ( > Select scope to act =
4 Governance Policy Manager and Provisioning - oooEE = - @ ext, define parameter(s) to act on

- ControlPoint Configuration

ControlPoint Configuration Site

ControlPoint Configuration Settings

Auto Add Uszers to ControlPoint Groups

ControlPoint Menu List hange celsction Zave Zelection Upload Saved Zelection

Menu Maintenance

2 In the Selection panel, click Change Selection and select the objects you want to include in the
scope of the action.

NOTE: The initial default scope is always blank.

3 For Add users to the chosen group based on:, select the criteria that you want membership in
the ControlPoint group to be based on. Use the information in the following table for
guidance.

If you want membership in a ControlPoint Then ...
group to be based on ...

membership in a Site Collection check Members of Site Collection
Administrator's group Administrators.
membership in a site's owner's group check Members of Owners Group.

NOTE ControlPoint considers owners groups
to be those that have been designated
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If you want membership in a ControlPoint Then ...
group to be based on ...

"Owners of this Site" in SharePoint; not
necessarily only those that have "Owners" in
the group name.

a user's permission level = check Members with the following
(both direct and via SharePoint groups) permission level, and
= select a permission level from the drop-
down.

Note that the drop-down lists all permissions
levels that are valid for the selected scope.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.
OR

e save the operation as XML Instructions that can be run at a later time.
If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action
notification email.

See also The ControlPoint Task Audit.
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Making ControlPoint Accessible from within
SharePoint

ControlPoint installs three site-level features that enable ControlPoint users to access the
ControlPoint application from within a SharePoint site:

e ControlPoint for Site Admins

e ControlPoint Menus for Site Settings, and

e ControlPoint Permissions Management for Site Admins.

NOTE: Normally, these ControlPoint features will only be visible to users who have Full Control
permissions (or any permission level that includes the fine-grained permission ManageWeb) for
the site on which they have been activated.

These are hidden features which can be activated using the ControlPoint Manage Site Features
action.

ControlPoint for Site Admins

When the ControlPoint for Site Admins feature is activated, SharePoint users who are also
ControlPoint users can choose Launch ControlPoint for Site Admins from the SharePoint Site
Actions menu or Site Settings Page.

| 2 Site Settings - Windows Internet Explarer - % - - E@gj
— — - e
SharePoint NS I S O Testbench Farm Display ~ £ 2
Shared with... d=h
QA Testing SCL # EDIT LINKS Add a page
D Site Settings reen e
Site contents (|
Home Users and Permissions Change the look
sc1 People and groups
Site permissions Site settings N
Documents Site collection administrators I

Site app permissions Launch ControlPoint for Site Admins

M| site Contents i I
I . . ControlPoint Permission: aun(h ControlPoint for '
W # EDITUNKS Web Designer Galleries Management 1
[ Site columns
\ Site content types Launch ControlPoint
| Web parts

List templates Getting started

Master pages ey

Themes Reset to site definition
i Solutions Delete this site

Composed locks aunch ContrelPoint for Sr

Admins
. . . ControlPoint Permissions

$Resources:ReportServerResources,ReportServerSiteSettingsGroupTitle; Management
| $Resources:ReportServerResources,ScheduleList; b
i $Resources:ReportServerResources SitelevelSettings;
[ $ResourcesRenaitServerResources ManaaeSiteDatadlerts: Site Administration T
| |javascript:; H100% v
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ControlPoint is launched in a separate browser window, with a simplified left navigation pane and
the site from which ControlPoint was launched used as the default scope. (Users can, however,
modify the scope to include other sites for which they have management privileges using the
procedure for Changing Your Selection.)

Site Permissions > Select scope to acton @

Audit and Alerts | Remme‘ Include Children ‘ Type | URL

hitp://2010foundation,sites/zlpha

Automation

Configuration

Content 2 s Change selecticn
ontern

Storage

Users and Security

ControlPoint Application Administrators can customize the menu options that display in the left
navigation pane using the procedure for Customizing ControlPoint Menus.

ControlPoint Menus for Site Settings

When the ControlPoint Menus for Site Settings feature is activated, the SharePoint Site Settings
page includes links to individual ControlPoint actions and analyses. Users can:

o select one of the ControlPoint Actions or a ControlPoint Analysis to open ControlPointin a
separate browser window with the same simplified user interface employed by the
ControlPoint for Site Admins feature.
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access the standard ControlPoint interface by choosing Launch ControlPoint from the
SharePoint Site Actions menu or Site Settings page.

" T e

SharePaint

Recycle bin

Search Result Sources

Search Result Types

Search Query Rules

Search Schema

Search Settings

Search Configuration Impeort
Search Configuration Export
Site collection features

Site hierarchy

Site collection audit settings
Audit log reports

Portal site connection
Content Type Policy Templates
Site collection app permissions
Storage Metrics

Site Palicies

Content type publishing
Popularity and Search Reports
HTML Field Security

Help settings

SharePoint Designer Settings
Site collection health checks
Site collection upgrade

{ ControlPoint Actions )
Launch ContralPoint

Set User Permissions

Delete User Permissions
Duplicate User Permissions
Set Site Properties

Set List Properties

Duplicate Site Security

Add User to SharePoint Group|
Manage SharePoint Alerts

S —
Newsfeed SkyDrive

Sites Testbench Farm Display =

Shared with...
Add a page
Add an app

Site contents

Change the look

Site settings

Launch ControlPoint for Site Admins

ControlPoint Permissions
Management

Launch ControlPoint L
o]

Launch ControlPoint
—

Getting started

{ ControlPoint Analysisy

Permissions By Site
Permissions By User
Site Lists Permissions
Site Lists and Libraries
Storage

Site Storage

Site Activity

Inactive Users

List Property

\ Site Property

Lo

\Manage Site Features J
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ControlPoint Permissions Management for Site Admins

When ControlPoint Permissions Management for Site Admins is activated, the SharePoint Site
Settings page includes links to the a stand-alone, tabbed interface that enables users to perform a
variety of ControlPoint permissions actions and analyses outside of the traditional ControlPoint
application interface.

—ee—

Newsfeed SkyDrive Sites Testbench Farm Display~ $% | 2

Shared with... 0,

QA Testing  sC1 # EDIT LINKS Add a page

S|J[e Set’[iﬂgs Add an app

Site contents

Users and Permissions Change the look |
People and groups
Site permissions Site settings

m

Site collection administrators

Site app permissions Launch ControlPoint for Site Admins

. . ControlPoint Permissions
Web Designer Galleries

! Management

Site columns

Site content types Launch ControlPoint

Web parts

List templates Getting started L
Master pages e |
Themes Reset to site definition

Solutions Delete this site

Composed looks Launch ControlPoint for

Site Admin
ControlPoint Permissions
$Resources:ReportServerResources,ReportServerSiteSettingsGroupTitle;
$Resources:ReportServerResources, ScheduleList;
$Resources:ReportServerResources, SiteLevelSettings;
$Resources:ReportServerResources, ManageSiteDataAlerts; Site Administration
Regional settings

) . - . Site libraries and lists
Site Collection Administration User alerts

Recycle bin RSS
Search Result Sources

Crnrch Dacul Timac

Sites and workspaces

o

Metalogix® ControlPoint Administration Guide

Managing ControlPoint Configuration and Permissions



A4 axcelertestitestbenchaxceler

Metalogix
ControlPoint
[
Grant Permissions
Delete Permissions
o @ Schedule
Report on Permissions
Select an operation to perform from one of the categories to the left @ @ Reset

Advanced Permissions Management

AUN NOW

Grant Permissions - Allow users to access SharePoint sites, Lists, or items.

Maintain Reusable Selection Delete Permissions - Remove permissions that users or groups have to SharePoint

sites, lists or items
Report on Permissions - Analyze existing permissions for SharePoint sites or Lists.

Advanced Permissions Management - Link SharePoint groups defined in different
@ HELP site collections. Duplicate site-level permissions defined on one site to ane or more other
= sites.

# ABOUT

Maintain Reusable Selections - Define and manage named sets of sites that you
work with on a regular basis

Refer to the ControlPoint Permissions Management for Site Admins User's Guide for complete
details about this feature.

Activating ControlPoint Site Administration Features

ControlPoint Menus for Site Settings, ControlPoint for Site Admins, and/or Permissions
Management for Site Admins features can be activated for some or all sites in the farm via the
ControlPoint Manage Site Features action.

NOTE: Because both are hidden features, they cannot be activated via the SharePoint user
interface.

To activate Site Administration Features:

1 From the SharePoint Hierarchy, select the objects(s) for which you want to activate site
administration features.
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2 Choose Configuration > Manage Site Features.

G} | Add To Selection

@ Properties

W Activity 4

W Audit and Alerts b
W Automation 3

™ Changs Managemsnt 3

m» Compliance »

Configuration

Set Site Properties

Content

Storage

Users and Security

Duplicate Site Propertias

Set List Properties

IORORCRO

anage Site Features l}

SharePoint Hierarchy

Site Properties

List Properties

3 Select Activate Selected and click the Show Hidden box.

4 Click the Name header to sort the list of features alphabetically.

—

\Manage Site Features > Select parameter(s) to act on @

O rorce activation/deactivation

| Description

Nﬁm a

Hidden

XWIL Form Librarias Provides support for XML form libraries for a

5 Select the feature(s) you want to activate:

= ControlPoint for Site Admins, customizable

,and/or

= ControlPoint Menus for Site Settings, and/or
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ControlPoint Permissions Management for Site Admins

Mame .

Description

Hidden

SResources:core, GbwFeatureWhereabe  SResources:core, GhwFeatureVWhereaboutsDescription;

Announcements Lists

Central Administration Links

Circulation List

Contacts Lists

Provides support for announcements lists for a site.

Links for the Operations and Application Management pages in the Central
Administration site.

This feature provides suppaort for Circulation list types.

Provides support for contacts lists for a site.

»

m

P ControlPaint for Site Admins,

customizable

ControlPoint Menus for Site Settings

ControlPoint Permissions Management
for Site Admins

This feature adds a link to a customizable ControlPoint screen for Site
Administrators onto the Site Settings page and the Site Actions menu

This feature installs a number of CDnt’oIPnirh‘uenus onto the Site Settings page

This feature adds a link to a customizable ControlPoint Permissions Management
screen for Site Administrators onto the Site Settings page and the Site Actions
menu

Custom Lists
Data Source Libraries

Mier 1zeinn | icte

6 Click [Run Now].

Provides support for custom lists tor a site.
Provides support for data source libraries for a site.

Prowvides eimnnrt frr diemizsinn hnards for = site

Configuring ControlPoint Menus

ControlPoint menus are stored as xml documents in the ControlPoint Menus document library.
Included with each ControlPoint installation is a set of "original" menus provided by Quest. By
default, the original menus are accessible by anyone with at least read access to the site (by
default, all members of the ControlPoint Application Administrators and Administrators groups).

Because ControlPoint Menus is a SharePoint document library, permissions are inherited from the
ControlPoint Configuration site collection, but you can break inheritance and edit the permissions
for each menu file individually. You can also create customized menus for different users and

groups.

To display the ControlPoint menu list:

1 Navigate to the ControlPoint Menus document library using one of the following options:

From the ControlPoint Configuration Site home page, choose Documents, then ControlPoint

Menus.

From the Manage ControlPoint panel, choose ControlPoint Configuration > ControlPoint

Menu List.

From the ControlPoint Menu Maintenance page, click the Go to ControlPoint Menu List link.
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Note that there are three versions of each menu, localized for English, French (.fr) and German

(.de).

Metalogix

ControlPoint Configuration Site

ControlPoint Menus

Home

ControlPoint Menus
Farm Statistics

Web Application Statistics
Site Collection Statistics
Custom Properties
ControlPoint Settings

Site Contents

a

Type

EEPEPREREREERERERDRRERDREPREPRERERERRERRERERBRB E®

ﬂ

Name
FARMActions.de
FARMActions.fr
FARMActions
LISTActions.de
LISTActions.fr
LISTActions
ManageCP.de
ManageCP.fr
ManageCP
SITEActions.de
SITEActions.fr
SITEActions
SiteAdminActions.de
SiteAdminActions.fr
SiteAdminActions
Tools.de

Tools.fr

Tools
USERActions.de
USERActions.fr
USERActions
WAPActions.de
WAPActions.fr
WAPActions

WEBActions.de

Modified

3/20/2015 3:23 AM
3/20/2015 3:23 AM
3/20/2015 3:23 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:23 AM
3/20/2015 3:23 AM
3/20/2015 3:23 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:24 AM
3/20/2015 3:23 AM
3/20/2015 3:24 AM
3/20/2015 3:23 AM
3/20/2015 3:23 AM
3/20/2015 3:23 AM
3/20/2015 3:23 AM

3/20/2015 3:23 AM

Search this site

Modified By
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display
Testbench Install Display

Testbench Install Display

NOTE: Original menus are not designed to be modified and any changes to original menus will be
overwritten whenever a ControlPoint repair or update installation is performed. If you want to
add items to a menu, you can do so by first creating a custom version of the menu. If you want to
remove items, it is best to selectively restrict permissions to the original menu files and create
custom menu files that include the appropriate items. See Guidelines for Creating Customized
Menus for Different Groups of Users.

Original menus contain all of the available items at various levels of the left navigation pane, as

illustrated below.
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FARMACctions

This menu contains all of the available items at the farm level

QA2013FARMI

W &5 Advanced Search

44

Search Hierarchy

SharePoint Summary

Properties

sh B8 Central Administration

Refresh SharePoint Hisrarchy

Execute Saved Instructions

Metalogix

Refrash with Ribbon On

Activity
) Audit and Alerts

B Automation %
™ Change Management
" Compliance

) Configuration

Content

Create ControlPoint Policy
Manage ControlPoint Policies
Govarnance Policy Manager
Set Metadata Value

Creats Managed Metadat

o

(ORORORORORO]

Manage SharePoint Groups

ControlPoint Policies

See also Farm-Level Default Menu Items in the ControlPoint User's Guide.
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LISTActions

This menu contains all of the available items at the list level.

Manage ControlPoint

e Content Configuration Main
Vaintenance
Terms Maintenance

Content Submission Maintenance

oint Configuration 5i
ControlPoint Configuration Settings
Auto Add Users to ControlPoint Groups
ControlPoint Menu List

Menu Maintenance

Purge Historical Data

Schedule Management and Logging

Schedule Jobs Report

olPoint Sentinel

ritinel Setup

ntinel Report

See also List-Level Default Menu ltems in the ControlPoint User's Guide.
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ManageCP

This menu contains all of the available items for managing the ControlPoint application as well as
other hierarchy-independent functionality.

Manage ControlPoint

- Tools
Governance Policy Manager and Proy
Governance Policy Manager
Compliance
Content Configuration Mairtenance
Profile Maintenance
Sear
Content Submission Maintenance
ControlPoint Compliance Actions
ControlPoint Configuration
ControlPoint Configuration Site
ControlPoint Configuratio
Auto Add Users to ControlPoint Groups
ControlPoint Menu List
Menu Maintenance
Favorites Maintenance

Manage Farm List

ControlPoint Management

Discovery
Audit Log Archive
Run Saved Instructions
Calculate Farm User Count
Reload Server-side Hierarchy Cache
Purge Historical Data
schedule Management and Logging
obs Report
ControlPoint Task Audit
Legged Errors Report
View ControlPoint Log
Schedule Monitor
ControlPoint Sentinel
Sentinel Setup

Sentinel Report

See also Manage ControlPoint Default Menu Items in the ControlPoint User's Guide.
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SITEActions

This menu contains all of the available items at the site collection level.

Alpha S

44

Fis)

@ Properties

B Activity 4

W Audit and Alerts L\@ v | X manage Audit Setings
| Automation v | X ControlPoint Alerts

@8 Change Management v | @BH| Create sharePaint Alerts
) Compliance v | @} Manage sharzPoint Alerts
i Configuration v | all| Audit Log Analysis

W Content * | ail Change Log Analysis

W itorage * | all| sharePoint Alerts by Site
W | Users and Sscurity * | sl sharePoint Alerts by User

See also Site Collection-Level Default Menu Items in the ControlPoint User Guide.
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WAPActions

This menu contains all of the available items at the Web application level.

earch Hierarchy

Add To Sslection

Properties

Activity *
Audit and Alerts 3
Automation 3
Change Management »

Compliance 3

Configuration J
Content *

Site Management »

Most/Least Storage

T r LR ERERREE R

Site Collection Storage Analysis

Site Storage Analysis

Content Database Storage

Trend Analysis for Storage

Duplicate Filas

Storage by File Type

Recycls Bins

See also Web Application-Level Default Menu Items in the ControlPoint User's Guide.
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WEBACctions

This menu contains all of the available items at the site level.

lll lr'@@‘é_e

Settings

Open Site

Add To Selection

Froperties 3 5ot User Dirsct Permissions
Activity * | & Delets User Permissions
Audit and Alerts » | & Duplicate User Parmissions
W Automation » | @F st SharePoint Group Permissions
M Change Management v | {8 Dslets SharePoint Group Permissicns
) Compliance v | @ Add User to SharePoint Group
e Configuration v | {88 Dslets SharePoint Groups
e Content P IEI Duplicate Permission Levels
W Storage » | & Duplicate Site Security
W Users and Security &} Backup Parmissions
10
10

Manage Permissions Backups

Manage Permissions Inheritance

f -}
g

All Peopls

f -}
g

Mew Group

f -}
g

Site Parmissions

Orphaned Domain Users

Site Permissions

Site Lists Permissions

Comprehensive Permissions

Permissions Changes by Site

Permissions Changes by User

Comprehensive Usar Analysis

SharePoint Group Analysis

See also Site-Level Default Menu Items in the ControlPoint User's Guide.
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SiteAdminActions

This menu contains all of the items that display in the Actions and Analysis panel of the left
navigation pane when a ControlPoint operation is initiated—or ControlPoint For Site Admins is
launched—from within a SharePoint site.

Metalogix

ControlPoint
Activity
Audit and Alerts

Automation

Configuration

)

Content

Storage

Users and Security

NOTE: For ControlPoint to be accessible from within a SharePoint site, ControlPoint Menus for Site
Settings and/or ControlPoint for Site Admins must be activated, using the procedure(s) for Making
ControlPoint Accessible from within SharePoint.

See also Site Admin Default Menu Items in the Quest Metalogix ControlPoint User's Guide.
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UserACTIONS

This menu contains all of the right-click items at the user level.

B (7} Delete User Parmissions
IE-} Duplicate User Parmissions

Add User to SharePoint Group

B Edit User

il Sit2 Permissions
Site Lists Permissions
Comprehansiva Parmissions

sl Comprehensive User Analysis

sl SharaPoint Group Analysis

See also User-Level Default Menu Items in the ControlPoint User's Guide.
Customizing ControlPoint Menus

From the ControlPoint Menu Maintenance page, ControlPoint Application Administrators can
create custom menus to meet specific needs of different administrative groups.

NOTE: ControlPoint's base menu structure (SharePoint Hierarchy, Manage ControlPoint, Favorites,
and Search Hierarchy panels) cannot be modified.

Guidelines for Creating Customized Menus for Different Groups of Users

If there are groups of ControlPoint users that should have similar rights to SharePoint and
ControlPoint functions, the ControlPoint Application Administrator should first define groups for

these users from within the ControlPoint Configuration site. See Setting Up ControlPoint Users and
Groups.

When setting up users and groups and granting access to the ControlPoint application,
ControlPoint Application Administrators should consider the roles of various groups of users in the
organization to determine the features to which they should have access.
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Example 1: Adding Frequently-Used Items to a ControlPoint Menu

If there is a SharePoint function that is used often by administrators in your organization, you can
add that item to a custom menu. For example, if you frequently need to check a timer job status,
you can add an item to a farm-level custom menu which links directly to the appropriate Central
Administration page.

B Central Administration
g Advanced Search
Search Hierarchy
all sharePoint Summary
Refresh SharePoint Hierarchy
Properties

Exacute Saved Instructions

looor

ControlPoint Discovery Job Status

1 B} Refresh with Ribbon Off
B Activity 4
W Audit and Alerts »
B Automation 4
™ | Change Management »
® | Compliance »
B Configuration »
B Content »
B Storage »
B Users and Security »
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Example 2: Restricting Access to Advanced Functionality
The items for managing Sensitive Content and Anomalous Activity Detection are on the original"

Manage ControlPoint menu provided by Quest (that is, ManageCP.xml). In the left navigation
pane, these items display in the Manage ControlPoint panel.

1StruCtions

de Hierarchy
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If you do not want the majority of administrators to have access to ControlPoint Sentinel
functionality for aomalous activity detection,, you may want to create a customized Manage
ControlPoint menu from which these privileges have been removed, and then restrict their access

to the original ControlPoint-ManageCP menu.

You could then use this menu as the "default" menu on which additional customized menus are
based.
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Example 3: Groups with Access to a Subset of Features

If there is a group of users in your organization primarily responsible for monitoring storage
utilization, you may want to create a group for these users. You can then create a customized
ControlPoint menu that contains only items they need (in this example, SharePoint Summary
Report, Storage Analysis tools, and Trend Analysis), while eliminating items that they might not
need (such as Activity Analysis tools and additional Content Analysis tools) and/or should not have
access to (such as tools for managing Configuration and Users and Security), by restricting their
access to the original ControlPoint menu files.

4 r
3| Advanced 5

garch

4 g4 Search Hierarchy

4 sl sharePaint Summary

-~ Refresh SharePoint Hierarchy

'.

b

- sl ControlPoint Discovery Job Status

4 83| Refrash with Ribbon Off

e m Content " * ﬂ Trend Analysis for Site Count
4 M Siorage e [ \-.

You can also customize menus in this manner for the Business Administrators group if you want to
"override" the security trimming imposed by ControlPoint original menus. (That s, you can create
menus that give Business Users either more or less functionality than is provided by default.)

Additional Factors to Consider

By default, all custom menus inherit users and permissions from the ControlPoint Menus
document library, which in turn inherits from the ControlPoint Configuration site collection.
However, you can break this inheritance and assign unique permissions to individual menu files
(that is, to restrict access to the original menus).

Additionally, if a user has permissions for more than one menu with the same target location (for
example SharePoint Hierarchy- farm level), the menus are "merged" for display in the left
navigation pane, with items unique to each menu preserved and duplicate items eliminated.

You should keep these factors in mind when planning and deploying customized menu. Use the
information in the following table for guidance with some common scenarios.

If you want to ... Then ...
include one or more additional e Create a custom menu file at the appropriate level.
items to which all users should e Addtheitem(s).

have access
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If you want to ... Then ...

e Ensure that all users have read access to the menu

file.
restrict access by any group to e Break the inheritance of the appropriate menu
either a ControlPoint original menu file(s) from the permissions of the ControlPoint
or a custom menu site collection.

e Remove the group's permissions to the file(s).

create a custom menu to which e Create a custom menu file.
only some users should have e Setunique permissions for that file so that only
access certain users/groups have read access.

Accessing the ControlPoint Menu Maintenance Page

To access the Menu Maintenance page:

From the Manage ControlPoint tree, choose ControlPoint Configuration > Menu Maintenance.

1ot . Testbench Farm Display -
Metalogix
ControlPoint
Menu Maintenance @

HIERARCHY

Custom Menus Go to ControlPoint Menu List B ceae

Menu Name Menu Description Target Menu

_ There are no menus to display. Selec w Menu to 2dd 2 menu

FAVORITES Menu Maintenance

SEARCH

Save Menu

Edit Custorn ltarn Add Custorn ern

ct multiple itemns from the lsft side. Right-click for

Add >

Available Farms

QA2010FARMVIM2 v

HELP

ABOUT
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Note that, if custom menus have already been created, they will display in the Saved Menus grid.

Menu MName Menu Description Target Menu Edit = Delete

FarmTrimmed.xmi Subset of FarmActions FARMA ctions & b4

Site Activity.xml Site Activity Folder ONLY WEBActions

Creating a Custom Menu

To create a custom menu:

1 Atthe top of the Menu Maintenance page, click Create Custom Menu.

Menu Mai e
Custom Menus Go to ControlPoint Menu List Create@ Custom Menu (2
Create a Custom M
Menu Name Menu Description Target Menu e

2 Complete the Menu Details with a Menu Name and Description.

| Create Custom Menu

Menu Mame:
FarmTrimmed

Description:
Subset of Farm Actions

Tarnat Mann-

Note that the Menu Name cannot contain spaces or special characters.
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3 Select a Target Menu (that is the area of the ControlPoint left navigation pane that you want to
customize). Use the information in the following table for guidance.

Create Custom Menu

Menu Name:
FarmTrimmed

Description:
Subset of Farm Actions

Target Menu:

[FARMActiong TD\]e
<Select>
FARMActions
WAPActions

T WEBActions
USERActions

LISTActions
Tools

- ManageCP

= SiteAdminActions |

NOTE: The choice of target menu will determine which ControlPoint operations are available
for selection and where they will display in the ControlPoint application interface.

If you want to customize the .... Select ....
farm level right-click menu FARMActions.
Web application level right-click menu WAPACctions.
site collection level right-click menu SITEActions.
site or subsite level right-click menu WEBACctions.
list level right-click menu ListActions.

Actions and Analysis menu items (if used as an alternative | Tools.
to the Manage ControlPoint panel)

site admin menu (primarily for use by business SiteAdminActions.
administrators who are accessing ControlPoint from within
a SharePoint site)

user-level right-click menu USERActions.

Manage ControlPoint menu items ManageCP.

IMPORTANT: Once you have saved a new menu, the Target Menu cannot be changed.

4 Click [Update].
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To add ControlPoint menu items to a custom menu:

NOTE: If you want to add links to SharePoint pages or custom items that do not currently exist
in a ControlPoint menu (such as internal or external web sites or web-based applications),
follow the procedure for Adding and Updating Custom Items in a Menu.

From the Copy From drop-down, select the menu from which you want to copy items.

Note that this drop-down includes both the "original" menu provided by Quest and any custom
menus that have been created for that target.

]

t

[

Copy From: [
<Select File=

Control-click t FaRMActions.fr.xml
FarmTrimmed
FARMActions.xml
FARMActions.de.xml

Control-click to select multiple items from the left side. Right-click for additional options
FARMACctions.xml Farm Custom - Custorn Farm Clear All
-~ 5¢| Tools
278 Tools ~
B> Central Administration
- @8 Advanced search
- @ Search Higrarchy
al sharspoint Summary
@ Refresh sharePoint Hisrarchy
@ rroenes
Gl Execute Saved Instructions
I separator
-l Activity
Most/Least Activity
Site Collection Activity Analysis v

In the list that displays in the left column, select each item that you want to add. Use the
information in the following table for guidance.

If you want to ...

select multiple items individually

immediately add an item and all of its
children to the Selected Items column

select an item and its immediate
children (for example, a site collection
and its root site only)

Then ...

hold down the [Ctrl] or [Shift] key and highlight each
item you want to add.

highlight the item, then right-click and choose Add
Item and All Children.

highlight the item, then right-click and choose
Highlight Immediate Children. (If objects are
grouped into a folder, you must first expand the
folder.)
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If you want to ... Then ...

TIP: You can use this option as a time-saver if you
want to add most, but not all of the selected child
items. After highlighting the item you can then
individually de-select those that you want to exclude.

3 To add the highlighted item(s) to the selection list, either:
= dragand drop the item(s) onto the item below which you want to nest it.

OR

= highlight the item below which you want to nest the new item(s) then click the [Add] button.

To change the placement of items:

1 If you want to move multiple items at once, hold down the [Ctrl] or [Shift] key and highlight
each item you want to move.

2 Dragand drop the item(s) onto the item below which you want to nest it.

To remove items:

1 Inthe right pane, highlight the item(s) you want to remove. (To select multiple items, hold
down the [Ctrl] or [Shift] key.

2 Do one of the following:

3 dragand drop the item(s) to the left pane.
OR
= click the [Remove] button.

= Toremove all items in the right pane, click the Clear All link.

To save the custom menu:

When you have finished adding items to the menu, click [Save Menul].

IMPORTANT: If you do not click [Save Menu] and receive a confirmation dialog, any changes you
made will be lost when you navigate away from the page.

Now you can manage access to the customized menu.
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Adding and Editing Custom Items in a Menu

From the ControlPoint Menu Maintenance or Favorites Maintenance page you can add and update
custom items, such as frequently-accessed SharePoint pages, internal or external Web sites, or
web-based applications, to a menu.

The procedure for adding an item to a ControlPoint menu is used by:

e ControlPoint Application Administrators who want to add custom items to a custom menu—via
the Menu Maintenance page, and

e any administrator who wants to add custom items to his/her Favorites list—via the Favorites
Maintenance page.

NOTE: The procedure below uses Favorites menu maintenance for illustration purposes.
However, the procedural steps for ControlPoint application menu maintenance are identical.

To add custom item to a menu:

1 Highlight the item below which you want to place the new item.

Add Custom Ttem

[
[
{2t

1
I

Favorites Menu

ﬂ% Favorites

Alpha Snack Foods (4)

Customear Portal

ControlPoint Configuration Site

NOTE: Custom actions can be placed below the top node of the menu or below a folder.
Custom folders can be placed below the top node of the menu only.

2 Click [Add Custom Item]..
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3 From the Item Type drop-down, select the option that best characterizes your custom item.

Custom Menu Item Editor ]

Add/Edit Custom Items :

Item Type:

Visual Analytics Action ™

Itermn Name:

URL:

CAUTION: Once a custom item has been saved the Item Type cannot be changed.

4 Enter the Item Name and, unless the item is a folder, the URL.

Custom Menu Item Editor

&

Add/Edit Custom ltems :

Item Type:

Visual Analytics Action ™

Item Name:
Metalogix Web Site

URL:
http://metalogix.com
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5 Click [Update].

Favorites

Favormnes

M ha Snack Foods (4)
Customer Portal

ControlPoint Configuration Site

To edit an existing custom item:

1 Highlight the item you want to edit.
2 Click [Edit Custom Item].

3 Modify the Item Name and/or URL as appropriate.

Custom Menu Item Editor =5

Add/Edit Custom ltems :

Item Type:

| -

Item Name:
Metalogix Web Site

URL:
http://metalogix.com

iz

NOTE: For existing items, the Item Type drop-down is disabled.
4 Click [Update]
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Managing Access to ControlPoint Menus

From the ControlPoint Configuration Site, ControlPoint Application Administrators can manage
access to ControlPoint menus (that is, determine which menus will be visible to specific
administrators or groups of administrators).

To access the ControlPoint Configuration Site Menus list:

Use the information in the following table to determine the appropriate action to take.

If you are starting from ...

the left navigation pane

within the ControlPoint
Configuration site

the ControlPoint Menu
Maintenance page

Then ...

from the Manage ControlPoint panel, choose ControlPoint
Configuration > ControlPoint Menu List.

ControlPaint Menu List

Menu k3

navigate to the Axceler Menus document library.

click the Go to the ControlPoint Menu List link

Menu Name I.'leml. . T_erget Edit
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Remember that, by default, all menus inherit users and permissions from the menu document
library, which in turn inherits from the ControlPoint Configuration site collection. However, you
can assign unique permissions to individual menus. Consult your SharePoint documentation for
details on managing user permissions.

(= FARMActior

View Properties
f=h FARMActior

Edit Properties
(= LISTActions.
= LISTActions, “heck Out
o LISTActions Version History
1= ManageCP-C \workflows
c/ ManageCP£ Download a Copy
(= ManageCP

Shared With
| SITEActions,

REMINDER: If an administrator has permissions for more than one menu with the same target
location (for example SharePoint Hierarchy menu - farm level), the menus are "merged" for
display in the left navigation pane, with items unique to each menu preserved and duplicate
items eliminated. Remember to restrict access to any menus (including Quest-provided original
menus) that contain items that you do not want certain users/groups to see.

Editing and Deleting Custom Menus

Once a custom menu has been created you can:

e change the menu's Name and/or Description
e modify the contents of the menu
e edit custom items

e delete the menu from ControlPoint.
To change a menu's Name and or Description:

1 Inthe grid at the top of the Menu Maintenance page, click the Edit link ( y) to the left of the
custom menu whose whose name and/or description you want to change.

=+ Create a Customn Menu

Edit = Delete Menu Name Menu Description
’h % FarmTrimmed.xmi Subset of FarmACTIONS
A Edit X HelpDeskSite.xml Sites Administered by Help Desk

Metalogix® ControlPoint Administration Guide -
Managing ControlPoint Configuration and Permissions



2 Update the Menu Name and/or Description, as necessary.

Edit Menw: FarmTrimmed

Menu Mame:
FarmTrimmed

Description:
Subset of Farm Actions

Target Menu:

|:_:~"_--:--.; -

%

REMINDERS:

=  The Menu Name cannot contain spaces or special characters.
= The Target Menu cannot be changed.

3 Click [Update].

To modify the contents of a custom menu:

1 Inthe grid at the top of the Menu Maintenance page, highlight the menu whose contents you
want to modify.

2 Add and remove items as needed, as described in the topic Creating a Custom Menu.

To edit a custom item in a menu:

1 From the selected items list, highlight the custom item that you want to edit.
2 Click [Edit Custom Item].

3 Update the Item Name and/or URL as described in the topic Adding Custom Items in a Menu.

NOTE: The Item Type cannot be changed.

Adding Advanced ControlPoint Menu Items

Because they serve a very specialized purpose, the following menu items are not included on any
of the Axceler Menus:

e Manage Forest Access, and

e Archive Audit Logs.
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It is recommended that the ControlPoint Application Administrator create a custom Tools menu
that contains one or both of these items only, then limit permissions to specific ControlPoint users
or groups. Remember, customized menus are merged with any other ManageCP menu(s) for
which ControlPoint users have permissions.

To create a custom menu with advanced menu items:

1 From the Menu Maintenance page, click Create a Menu.

Menu Maintenance

Custom Menus Go to ControlPoint Menu List & Create@ Custom Menu (£
Menu HName Menu Description Target Menu t-z

2 Enter a Menu Name and Description of your choosing, then from the Target Menu drop-down,
select ManageCP.

Create Custorn Menu

Menu Name:
Advanced Tools

Description:
Manage Forest Access and Archive Audit Logs

. Target Menu:
| IManageCP| "]

3 Click [Insert].

4 Add either or both advanced menu items using the procedure for Adding and Editing Custom
Items in a Menu. Use the information in the following table for guidance.

For ... Complete the Add/Edit Custom Items section as follows...

Archive Audit Logs e For Item Name, enter Archive Audit Logs.
e For URL, enter the following string:
http://<machine_name>:<portnumber>/_layouts/Axceler/xcArchi
veAuditLogs.aspx
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For ... Complete the Add/Edit Custom Items section as follows...

Custom Menu Item Editor X

Add/ Edit Custom Items :

Item Type:
| Action -

Item MName:
Archive Audit Logs

URL:
nttp://2013sharepoint: 181Sj'_layoutsfaxceIerfchrchiveAudith

T

HTTP://QA2010FARMVMZ2:1818/ layouts/axceler/MenultemSelecti...

Manage Forest Access | e For Item Name, enter Manage Forest Access.
e For URL, enter the following string:
http://<machine_name>:<portnumber>/ layouts/Axceler/xcFore
stAccess.aspx

Manage Forest Access

Add new Record

Forest Root Dormain | Dormain\Account Password |

solacel.local solacel\administrator sescnsee

’g
&

[

e Click [Add Child].

NOTE: <machine_name> refers to the name of the machine on which ControlPoint was initially
installed; it may also refer to a host header or load balancer name, if supported in your
environment. <portnumber> refers to the port used by the ControlPoint application (1818 is
the ControlPoint default).

5 Click [Save Menu].

Now you can manage access to the menu.
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Customizing Your Favorites
Each individual administrator can customize his or her own ControlPoint Favorites list to include
frequently-used items, including SharePoint sites and ControlPoint actions and analyses.

When you add Web applications, site collections and sites to your Favorites list, you have access to
all of the right-click menu options for which you have permissions.

Metalogix

ControlPoint

Alpha Snack Foox

Customer Portal
DASHBOARDS

Settings

g3 Advanced Search
&3

HIERARCHY

Zearch Hierarchy

O3 4dd To Selection
MAMAGE
@ Properties
W Activity sl Most/leas: Activity
my Audit and Alers v | ol Site Collection Activisy Analysis
| Automation 4 ﬂ Sire Activity Analysis
| Change Management » ﬂ Trend A iz for Activity
B Compliance v | ol Activity by User
W Configuration * ﬂ Activity by Document
&l Content v | allY Blog Post Activity
W storage v | sl nactive User:
W Users and Security » -

Custom items—such as links to SharePoint pages, internal or external web sites and web-based
applications—can also be added.

NOTE: If you use ControlPoint to manage multiple farms, your Favorites will be carried over to
every farm.
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To access the Favorites Maintenance page:

From the Manage ControlPoint tree, choose ControlPoint Configuration > Favorites Maintenance.

System Account -

Metalogix
ControlPoint

Favorites Maintenance @

DASHBOARDS

Save Favorites Edit Custom em | Add Custom ltem

HIERARCHY

Favorites Menu Clear Al
Hame 3] o[ ravorizes

MANAGE URL:

FAVORITES

searc

N

To add items to your Favorites:
1 Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...

browse the SharePoint Hierarchy for | from the Copy From drop-down, select Farm.
site collections and sites* -

FARMACtiONS
WAPACtions
SITEACtions

| wEBACtions
USERAcCtions
LIST Actions
Tools
hManagelP

SiteAdminActions

copy ControlPoint actions and from the Copy From drop-down, select a menu
analyses (.xml) file.
Note that Tools.xml (and any customized versions of
that file) contains the menu items that display only if
ControlPoint is configured to display the Actions and
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If you want to ... Then ...

Analysis tree as an alternative to Manage
ControlPoint.

search for the site collections and enter the site Name and/or URL and search within
sites that you want to add* the SharePoint Hierarchy
add a custom menu item follow the procedure for Adding and Updating

Custom Items in a Menu.

*NOTE: In a multi-farm environment, you can only select items from the home farm (that is,
the farm whose URL you used to launch ControlPoint). You can add objects from multiple
farms to your Favorites, as long as the farm you select them from is currently the home farm.

Favaorites Maintenance @
Copy From: | Famm 'l Edit Custom Item | Add Custom Item
Control-click to select multiple items from the left side. Right-click for additional options.
Click Search to see the tree -» Favorites Menu Clear All
A IVOMItEs
Nams: E % Favoritas
B[] Alpha Snack Foods (4)
URL:
Customer Portal
"ﬁ 2013sharePoint b [ ControlPoint Configuration Sita

& ControlPoint (1)

P& Customers - 44847 (2)

P Intranet (4)
@& poreal (1)

e (Y

""" & SharePoint - 80 (15)

Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...

select multiple items individually hold down the [Ctrl] or [Shift] key and highlight each
item you want to add.

immediately add an item and all of its | highlight the item, then right-click and choose Add
children to the Selected Items column | Item and All Children.

select an item and its immediate highlight the item, then right-click and choose

children (for example, a site collection | Highlight Immediate Children. (If objects are

and its root site only) grouped into a folder, you must first expand the
folder.)

Metalogix® ControlPoint Administration Guide 93

Managing ControlPoint Configuration and Permissions



If you want to ... Then ...

TIP: You can use this option as a time-saver if you
want to add most, but not all of the selected child
items. After highlighting the item you can then
individually de-select those that you want to exclude.

3 To add the highlighted item(s) to the selection list, either:
= dragand drop the item(s) onto the item below which you want to nest it.

OR

= highlight the item below which you want to nest the new item(s) then click the [Add] button.

To change the placement of items:

1 If you want to move multiple items at once, hold down the [Ctrl] or [Shift] key and highlight
each item you want to move.

2 Dragand drop the item(s) onto the item below which you want to nest it.

To remove items:

1 Inthe right pane, highlight the item(s) you want to remove. (To select multiple items, hold
down the [Ctrl] or [Shift] key.
2 Do one of the following:
= dragand drop the item(s) to the left pane.
OR
= click the [Remove] button.

= Toremove all items in the right pane, click the Clear All link.

To save changes to your Favorites:

When you have finished adding items to your Favorites, click [Save Favorites].

IMPORTANT: If you do not click [Save Favorites] and receive a confirmation dialog, any changes
you made will be lost when you navigate away from the page.
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Defining Custom Properties to Apply to
SharePoint Sites

For SharePoint Server farms that are subscribed to the Managed Metadata Service Application,
ControlPoint Application Administrators can use Managed Metadata to define "Custom Properties"
which can be applied to SharePoint sites via the ControlPoint Set Site Properties action. Unlike
SharePoint, which allows Managed Metadata to be applied only to a list column, ControlPoint
allows you to" tag" a site with Managed Metadata, for use as parameters in ControlPoint Advanced
Searches.

Advanced Search > Select parameter(s) to act on @

Site Name contains: = =
Site URL contains: = H
[<seees -] :
J[<seeco ] -
<o ] -
[eseees ] :
User 8, [

_,_
o
o]
i}
3
B
o
=
=
2
=

Custom Properties

Cepartment |ﬂ; |<"_'<-:|
Location |C0rDorate‘ |<._—|C|

NOTE: For Custom Properties to be definable, the Web application that hosts ControlPoint
Configuration Site Collection must be associated with the relevant Managed Metadata Service
Application(s).

To define Custom Properties:

1 Open the Settings page for the ControlPoint Configuration Site's Custom Properties list.
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2 Under Columns, click Create column.

e o e K g SYSLEITT ALCDUNIL »= L~

€) SHARE Yoy FOLLOW

A column stores information about each itemn in the list. The following columns are currently

Column (dick to edit) Type Required
Title single line of text v
Modified Date and Time

Created Date and Time

Created By Person or Group

Modified By Person or Group

8 Create column
= Add &m existing site columns

8 Column ordering

3 Enter a Column name (that is, the name you want to assign to the Custom Property), and for
column type, select Managed Metadata.

Column name:

Location

The Ty
) Single line of text

) Multiple lines of text

) Choice (menu to choose from)

) Number (1, 1.0, 100)

) Currency (%, ¥, €)

) Date and Time

P
() Lookup (information already on this site)
1 Yes/No (check box)

) Person or Group

) Hyperlink or Picture

) Calculated (calculation based on other columns)
) External Data

@ Managed Metadata

4 For Term Set Settings, either:

= select Use a managed term set, then select the term set you want to use.
OR

= select Customize your term set, then create the term set you want to use.
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NOTE: Although list-specific term sets are not available to other lists in the farm when used
within SharePoint, term sets created within this list can be used as ControlPoint Custom
Properties by all sites throughout the farm.

@ Usze a managed term set:
Find term sets that include the following terms.

E 3]

4 {5 Managed Metadata Service

m

4 L7 Locations

4 . United States
2 california
) Massachusetts

2 Middletown

7 Rhode Island -

Customize your term set:

NOTE: Additional settings, such as Allow multiple values, Allow Fill-in, and Default value are
not valid for Custom Properties

5 To save the custom property, click [OK].

Custom Properties defined within this list will be available for selection in the Set Site Properties

user interface.

-| Custom Properties
Modify Custom Properties
Clear

(]
(]

Location |Woburn

£
Department |Development 5

NOTE: If you delete a Managed Metadata column from the Custom Properties list, it will no longer
be selectable as a Custom Property, and any existing site associations will be lost.

Accessing Members of Active Directory Groups
in Different Domains or Forests

If you want to be able to view members of Active Directory groups in another domain or forest
when analyzing users and permissions, one of the following trust relationships must exist:

e atwo-way trust (thatis, users from both domains or forests can access each other's resources
without additional authentication)

OR

e a one-way outgoing trust relationship (that is, resources in the domain in which ControlPoint is
installed are accessible to users in the user domain or forest. In this case, ControlPoint needs
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to be configured to access certain resources—such as Active Directory group members— in the
other forest).

The Manage Forest Access feature lets you specify the account credentials that ControlPoint will
use for authentication whenever it needs to retrieve Active Directory group members in a forest
with which it has a one-way outgoing trust relationship. The account ControlPoint uses for
authentication must have a minimum of Read access to the other forest. As an added security
measure, ControlPoint encrypts these credentials using the Advanced Encryption Standard (AES)
algorithm before they are stored.

Note that, if your environment uses a one-way trust relationship and you do not configure
ControlPoint to manage forest access:

e ControlPoint will still be able to report on permissions granted to users and groups in other
domains, but you will not be able to expand Active Directory groups and view membership in
those domains.

AND

e If an Active Directory group is placed into the Business Administrators group, members of that
Active Directory group will not be recognized as Business Administrators.

To access the Manage Forest Access feature:

e |fthe menu item has been added to ControlPoint and you have permissions for it, from the
Manage ControlPoint panel, choose Manage Forest Access

OR

e Replace the xcMain.aspx portion of the ControlPoint url with xcForestAccess.aspx.

Manage Forest Access

Add new Record

Forest Root Domain ‘ Dormain\Account | Password | ‘

To manage access to domains and forests with one-way outgoing
trusts:

Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...

add a forest to the list Click the Add new Record link.
= For Forest Root Domain, enter the fully qualified domain name.
=  Enter the Domain\Account you want ControlPoint to use for

authentication, and the account Password.
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If you want to ... Then ...

lanage Forest Access
Add new Record
Forest Root Domain | Domain\Account Password | |
solacel.local solacel\administrator sssssnse

=
=%
]
Er
2

[

= C(Click the Update link.

update account e Click the Edit link for the applicable record.
credentials for a forestin | @ Update the appropriate field(s).
the list

CAUTION: The Password field will always be cleared when you
open a record for editing and must be re-entered before a record
can be updated, regardless of whether it has changed.

e Click the Update link.

delete a forest from the Click the Delete link for the applicable record.
list (A confirmation dialog will display asking you if you want continue
with the delete action.)

Purging Historical Activity and Storage Data from
the ControlPoint Services (xcAdmin) Database

The Purge Historical Data action lets you purge SharePoint activity and storage data—which is
captured by the ControlPoint Discovery process and is used in analyzing historical data—from the
ControlPoint Services (xcAdmin) database.

Data is purged from one farm per operation, and you can specify how many months' worth of data
you want to retain.

IMPORTANT: Once data is deleted from the xcAdmin database it cannot be recovered and will no
longer be available for inclusion in future ControlPoint activity and storage analyses. Therefore, it
is recommended that you back up the database before performing this operation.

To purge activity and storage data:

1 From the Manage ControlPoint panel, choose ControlPoint Management > Purge Historical
Data.
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2 Select the Farm from which you want to purge historical data.

Manage ControlPoint
L Tools

Governance Policy Manager and Provisioning

ControlPoint Configuration
ControlPoint Management
Discovery
Audit Log Archive Purge Historical Activity and Storage Data

Execute Saved Instructions Before purging data, ensure that you have a current backup of the xcAdmin database

Reloa: ide Hierarchy Cache — ]

Purge Historical Dat

Schedule Management and Logging

ControlPaint Sentinel

Sentinel Setup

Sentinel Report

3 Enter the Number of Number of months to keep historical activity and storage data for.

If you enter O, all historical activity and storage data will be deleted from the
database.

Now you can:

e run the action immediately (by clicking [Run Now]),
OR

e schedule the action to run at a later time

OR

create an xml file with instructions for the action that can be run at a later time (by clicking
[Save Instructions]). See "Saving, Modifying and Running XML Instructions for a ControlPoint
Operation" in the ControlPoint User's Guide.

If you chose the Run Now, option, after the action has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the action and displays in the Results section.

If you schedule the action, a link to the Task Audit is included in the scheduled action notification
email.

See also "The ControlPoint Task Audit" in the ControlPoint User Guide.
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Enabling Server Details to Display in the
SharePoint Summary Report

If you want to be able to include details about servers in your SharePoint farm in the SharePoint
Summary report, the ControlPoint Service account must have permissions to request status
information from each server that you want to include.

NOTE: Because the reporting of server details is a time-consuming process, it is an optional

parameter in the SharePoint Summary Report user interface.

To ensure that the ControlPoint Service account has permissions to request server information,
verify that:

e the ControlPoint Service account is a member of the local Administrators group on the target

server

e thelocal Administrators group has "Remote Enable" Permissions for WMI on the target server

o remote WMI requests can be made on the target server.

Ensuring the Local Administrators Group has Remote Enable
Permissions for WMI

NOTE: Remote Enable permissions is granted to the Local Administrators group by default.

1 From the server whose statistics you want to display, choose All Program > Administrative
Tools > Computer Management.

Expand the Services and Applications node.
Select WMI Control, right-click, and choose Properties.

Click the Security tab.

v b~ W N

Click [Security].
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6 Make sure Remote Enable is allowed for the local Administrators group.

7

ﬂtomputer Management

File Action View Help

L A EIEN G

A Computer Management {Local)
= m System Tools
(5 Task Scheduler
g Ewvent Wiewer
[z Shared Folders
 Local Users and Groups
@
&5 Device Manager
=] g Storage
=5 Disk Management
= f‘ﬁ Services and Applications

Reliability and Performanc

Internet Information Sery
Routing and Remote Acce
0L Services
WHI Control

S0L Server Configuration

@ Windows Management Instrumentation {WMI})
L

GIDUD or User names:

Lottt R WM Cantrol Properties »
-Generall Backup/Restore  Security |Advanced|
flSecurity for Root E
Securty |

% Authenticated Users
82, LOCAL SERVICE

=

Add... I Remave I

netsh firewall set service RemoteAdmin enable
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Permiszions for Administrators Allawy Dty
Enable Account O d
Remate Enable [1 —
Read Secunty O
Edit Security O
Special permissions O ] -

If the target server is running Windows Firewall (a.k.a Internet Connection Firewall), run the
following from the command prompt to allow remote WMI requests:
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Modifying ControlPoint
Configuration Settings

ControlPoint Application Administrators can modify a number of ControlPoint configuration
settings, including

e elements of the user interface

e environmental settings that can be "fine-tuned" to improve performance, and

e default security settings.

ControlPoint Application settings are modified via the ControlPoint Configuration Settings Manager
page.

NOTE: If you first installed ControlPoint prior to version 6.0 and prefer to modify settings using
the ControlPoint Configuration Site's ControlPoint Settings list, you may continue to do so.

ControlPoint Configuration Settings are farm-specific. If you are using ControlPoint in a multi-farm
installation, these settings are managed separately for each farm.

To access the ControlPoint Settings list:

From the Manage ControlPoint panel, chose ControlPoint Configuration > ControlPoint
Configuration Settings.
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ControlPoint Configuration Settings Manager @

Showy O show O

Only Internzl It

n )
i R PDF Format 4,
>

belect a Category to filter by:

<
. Suppress "Item is inherited - no processing
Application Look and Feel L Gone’ Message FALSE
Application Perfo O Maximum Line Iterns in Real-time Reports 10000
pplication Fermormance
se Cached Data ault Value true
[ "Use Cached Data" Default Val
Audit Lo [[]  Abort Report Processing on Error false
Business Administrators Functionality [  Show'Include users with AD group true
membership" Parameter
Cloud [ Copy/Move Default Temporary Location
O Exclude Web Application(s) from Statistics
Compliance List
O Mumber of List Items to Display in Selection
ControlPoint Groups Grid
. . - O Show unique permissions only” Default true
ControlPoint Policies Value
[]  Usersto Exclude from Reports
ControlPoint Scheduler
O Eliminate Claims Prefix from Username in FALSE
Reports
Discovery Performance .
O Maximum Mumber of Orphaned Users to 100
c & Delete per Scheduled Job
nvironmen
[ THEME CLASSIC
Miscellaneous and Custom [  HEADERCOLOR ZE2EEFF
o []  HEADERFONTCOLOR #000066
aBa
[]  GROUPCOLOR #ffdal,
Provisioning ] . -
Aoy O Date Picker Skin Vista
Reports Look and Feel []  Drop-down Skin Qutlock
O Time to Run an Operation Before Timing i
Special-Purpose Out
aximum Mumber of ects to Process in
0 Maxi Number of Obj P i

Trace Switches

Parallel

Permissions for this list are inherited from the ControlPoint Configuration site. Therefore,
members of ControlPoint Application Administrators group have full control access and can modify
settings.

Members of the Administrators group have read-access to the list, and therefore can view, but not
modify, settings.

NOTE: ControlPoint Settings can also be edited via the ControlPoint Configuration Site -
ControlPoint Settings list. ControlPoint Application Administrators may prefer this option if they
have been using ControlPoint prior to version 6.0 and are accustomed to editing settings this way.

Setting Classifications:

ControlPoint Settings fall into the following classifications:

Basic - Generally the most commonly-configured settings,. Only Basic settings display in the
ControlPoint Configuration Settings Manager page by default.

Advanced - Less commonly-used settings that you may want to modify to further customize
ControlPoint to meet particular needs of your SharePoint environment or users. [
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Created - Special-purpose settings that you can add to the ControlPoint Settings list if needed.
Generally, these settings should only be configured under special circumstances and with guidance

from Quest Support.

Filtering the ControlPoint Configuration Settings List
You can filter the ControlPoint Settings list using one or more of the following options:

e By choosing a Category

1 Include [ Include [ Show [ Show [ Show
Advanced Hidden Only Internal default

Settings Settings Hidden SeIting aliac
o foc. (8

Select a Category to filter by:

scons nd B s Qe |
Application Look and Feel O Suppress "Itemn is inherited - no processing done” N
= — Message e
Application Performance []  Maximum Line Iterns in Real-time Reports 10000
Audit Lo O "Uze Cached Data" Default Value true
0g
[]  Abort Report Processing on Error false
i ini alo ctio d E! " . -
e m Show "Include users with AD group membership’ t
Parameter e
Cloud
[J  Copy/Move Default Temporary Location
ControlPoint Groups O Exclude Web Application(s) from Statistics List
ControlPoint Policies []  Number of List Iterns to Display in Selection Grid 5
ControlPoint Scheduler []  "Show unique permissions only" Default Value true
0 [0]1 0] C
[]  Usersto Exclude from Reports
Discovery Performance o ) ) .
[]  Eliminate Claims Prefix from Username in Reports FALSE
Environment 0O Maximum Mumber of Orphaned Users to Delete per 100
Scheduled Job
B Mo Poom Page size: 20 ~ 12 itemsinl pages

e By choosing to Include Advanced Settings
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- . Include |[] Include [] Show [ show 1 show
Selecta Category to filter by. Advanced Hidden Only Internal default

Settings Settings Hidden seziag aluas
oo e
sctons and I T
Application Look and Feel O Suppress "Item is inherited - no processing done true
Applcation LOOK and ree Message
Application Performance [[]  Maximum Line ltems in Real-time Reports 10000
. [l "Use Cached Data" Default Value true
Audit Log
ort Report Processing on Error alse
[[]  AbortReportP ing on E fal
e O Show "Include users with AD group membership” true
Parameter
Cloud
argest Active Directo roup to and in Reports
[ Largest Active Di ry Group to Expand in Rep 500
ControlPoint Groups [ Copy/Move Default Temperary Location

ControlPoint Policies CD Time To Retain Page Data in Cache 20 )

[]  Timeto Retain Temporary Ul Objects in Cache 10

CD C5V Delimiter Character . :)

Il Exclude Web Application(s) from Statistics List

ControlFPoint Scheduler

Discovery Performance

Environment CD Nurnber of Reports to Keep in Memaory After Drill- 10 )
Down
Miscellaneous and Custom CD Show Mested Active Directory Groups false :)
Navigation [[]  MNumber of List ters to Display in Selection Grid 5
S @ Duplicate Files Report Limit 3000000

Provisioning

[[]  "Show unique permissions only" Default Value true
Reports Look and Feel ]

Il Maximum Mumber of Users to Act On 2000

o |If special-purpose settings have been created:
= Include Created Settings, or
=  Show Only Created Settings

TIP: You can view created settings Include Created Settings and selecting the Special Purpose
category.

Showing Additional Columns and Sorting by Column

By default, the ControlPoint Configuration Settings list displays the Setting Name and current
Value, but you can also choose to Show Internal setting name and/or Show default values. You
can sort on any column.

For example, if you are a long-time ControlPoint user and are already familiar with internal setting
names, you can sort by this column.
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I {P_n) e

Abort Discovery on Error ABORTDISCOVER false false
Abort Report Processing on Error ABORTREPORTOI false false
Archive Audit Log Table Connection 5tring ArchiveAuditlogt Data Source=ga2i

Web Applications to Include in Audit Logs ArchiveAuditLogl f80fdacc-2c96-431
Mumber of Hours Worth of Data to Archive at One Time ArchiveAuditLogl 1 1

To search for a ControlPoint Setting by Setting Name:

Enter a full or partial text string in the search box, then click the magnifying glass icon m

Include Advanced [] Include Hidden [
Settings Settings ¢

o- |
DT ——

Display url Instead of Site Name in

O SharePeint Hierarchy sHOW
How to Display Multiple Farms in

[ SharePeint Hierarchy FARM
Maximum Mumber of Groups to

L Display in SharePoint Hierarchy SPGRC
Maximum Mumber of Users to Display

O in SharePoint Hierarchy SPUSE
Postpone Security Trimming of

[[]  SharePoint Hierarchy Until Site Postp
Collection is Expanded

[]  SharePoint Hierarchy Access Logging TRACE

0 Share.Pomt Hierarchy Load Time TRACI
Legging

] Show Full Hierarchy of Business Admin SHOW
Sites

0] Site Collections to Exclude from Hoste:

SharePeint Hierarchy

To edit a ControlPoint Setting:

1 Check the box to the left of the setting that you want to edit.

NOTE: You can edit only one setting at a time. If you select more than one, the [Edit] button
becomes disabled.

2 Click [Edit].
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3 Update the Value field as appropriate. (Descriptions of configurable settings, along with
guidelines for changing parameter values, follow.)

2ELgs LU 2ELEs SN Hdne vaLues

B R
m tting Name Internal Name B Default Value

Copy/Move Default Temporary

TEMPLOCATION
Location
Exclude Web Application(s]) from
O Statictics List DASHBOARDWAPEXCLUDE
O Users to Exclude from Reports EXCLUDEDUSERS

Operations Using Parallel Processing ParallelProcs

Edit Setting for Maximum Mumber of Objects to Process in Parallel

Setting Mame: Maximum Mumber of Objects to Process in Parallel
Internal Name:  MaxParallelProcs

CurrentValue: 0

New Value: 4 X

Cancel

4 Click [Update].

Changes to ControlPoint Settings take effect immediately.

Deleting ControlPoint Settings

Only Created settings can be deleted.

To restore ControlPoint Setting default values:

1 Check the box to the left of each setting for which you want to restore the default value.
’ NOTE: For this operation, you may select multiple settings.

2 Click [Reset].

o

Show All Site Collections to Farm Admins
[]  Remote Service Account Administrators for Cross-Farm Operations Remote Service A Remote Service A
Auto Add Users To ControlPoint Group Maximum Group Size 800 1000

1 Permissinns Meeded tn See | ist fems in Rennorts SITF SITF
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Changing Default Settings for Actions and
Analyses

These configuration settings display in the ControlPoint Settings list under the category Actions and
Analyses.

Supress "ltem is inherited - no processing done"
Message(SkipNotDoneMsg)

By default, when a permissions action includes SharePoint objects with inherited permissions, the
following line displays in the ControlPoint Task Audit for each of these objects:

Security is inherited - no processing done

ControlPoint Application Administrators can, however, suppress this message for objects with
inherited permissions by changing the Value of the ControlPoint Setting Supress "ltem is inherited -
no processing done" Message from True to False.

Sl Edit Setting for Suppress "Ttem is inherited - no processing done” Message

Setting Name: Suppress "Item is inherited - no processing done" Message

Internal Mame: SkipNotDoneMsg
AE  current Value: true

All

New Value: [i‘l’rue ‘]
Ce True
Exe False
ML
"sl
Us

Maximum Line Items in Real-time (REPCAP)

By default, the maximum number of line items that can display in ControlPoint search or analysis
results that is run interactively (that is, using the "Run Now" option) is 10000. This limit is set to
provide administrators with predictable performance when generating an analysis and to keep the
result set manageable.

If the limit is exceeded, the following message displays:
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This report has more rows than the current row limit of xxxx, only first xxxx rows are displayed. You

can raise the limit. It is specified in either REPCAP or SCHEDULEREPCAP.

ControlPoint Application Administrators can set this limit either higher or lower by changing the
Value of the ControlPoint Setting Maximum Line Items in Real-time Reports.

Edit Setting for Maximum Line ltems in Real-time Reports

| Setting Mame: Maximurm Line Items in Real-time Reports -
Internal Name: REPCAP
Current Value: 10000
Mew Value: 10000 x

"Use Cached Data" Default Value (CACHEDREP)

When you are given the option of using cached or real-time data for data analysis and reporting,

the ControlPoint default value is Use cached data. (See also Specifying Parameters for Your
Analysis.)

Use cached data

ControlPoint Application Administrators can, however, change the default option to real-time by

changing the Value of the ControlPoint Setting CACHEDREP from True to False.

- e e P
[ Edit Setting for "Use Cached Data" Default Value -
"
Setting Mame: "Use Cached Data" Default Value |
A

Internal Mame: CACHEDREP
A

Current Value: true
L
E Mew Value: True v]

True

T False
T
C
E
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Abort Report Processing on Error
(ABORTREPORTONERROR)

As of version 5.2.345.0, when a ControlPoint analysis includes lists and/or list items and errors are
encountered, by default analysis processing will complete, with problematic list(s) and/or item(s)
flagged with the text ***Error*** in the results.

ControlPoint Application Administrators can, however, choose to have analysis processing be

aborted and no results display by changing the Value of the ControlPoint Configuration Setting
Abort Report Processing on Error from false to true.

Edit Setting for Abort Report Processing on Error

Setting Name: Abort Report Processing on Error
Internal Name: ABORTREFPORTONERROR

Current Value: false

Mews Value: False ']

True
R
False

NOTE: Prior to version 5.2.345.0 the default value is true.
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Display "Include users with AD group membership"
Parameter (SHOWADGROUPS)

By default, if a permissions analysis is run using real-time data, users have the option to Include
users with AD group membership in analysis results.

Active Directory Group Members

Group / User Total members in AD group

B bellum‘development 5

bellum'jamesjoyce
bellum\marktwain
bellum\isaacasimaov
bellum\clarkkent

bellum\agathachristie

B bellum‘patentattomeys

bellum\jamesjoyce
bellum\marktwain
bellum'washingtonirving
bellum\isaacasimav

bellum\olivertwist

If itis important that membership in Active Directory groups not be viewable in ControlPoint,
ControlPoint Application Administrators can restrict this feature by changing the Value of the

ControlPoint Configuration Setting Allow Display of Ative Directory Groups Popup in Report Results
True to false.

Edit Setting for Allow Display of Active Directory Groups Popup in Report Results

Setting Name: Allow Display of Active Directory Groups Popup in Report

Results
Internal SHOWADGROUPS I
Name: |
Current true i
Value:
New Value: |[True M

True
False |

;7
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Copy/Move Default Temporary Location
(TEMPLOCATION)

When ControlPoint is used to copy or move a site collection, site or list, a Temporary Location—
where files will be stored until the copy/move is complete—must be specified.

The ControlPoint Application Administrator can specify an initial default temporary location for all
copy/move operations, by entering either a network folder (not file) path or a url as the Value for
the ControlPoint Setting Copy/Move Default Temporary Location.

NOTE: The administrator performing the operation (and in the case of cross-farm operations, the
Service Accounts used on both the source and destination farm) must have Full Control access to
the folder or path.

Edit Setting for Copy/Move Default Temporary Location

Setting Mame: Copy/Move Default Temporary Location N
£ Internal Mame: TEMPLOCATION =
: Current Value: 3
I New value: \\2013sharepoint\temnp L

The Default Temporary Location is displayed the first time a user initiates a copy or move and can
be overwritten in the Copy/Move user interface.

Copy Site > Select parameter(s) 1o act on @

Source Site Content Settings

@® All Content {includes zll chi

=1

O Limited Content (o

O No Content (znly this sits n

Destination Settings

Destination Farm:

If a Value is not specified, the Temporary Location field will be blank and must be completed by
each individual administrator. If an administrator enters a new/different path, it is retained as the
user-specific default for that administrator.
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Time to Retain Page Data in Cache (CACHEREPORT4)

By default, information about an active ControlPoint operation is kept in a server memory cache
for 20 minutes. Within this time period, a user can:

e initiate and run a ControlPoint action or analysis

e return to results of an analysis from which the user has drilled down

e download search or analysis results.

After this time period has expired, the cache is cleared and the operation must be re-initiated.

ControlPoint Application Administrators can change the number of minutes that analysis data is
held in server memory cache by modifying the Value of the ControlPoint Setting Time to Retain
Page Data in Cache.

NOTE: This is an Advanced Setting.

] La - . - T R .Y [ [a) . C] "]I
Edit Setting for Time To Retain Page Data in Cache
|

] Setting Name: Time To Retain Page Data in Cache |
I
Internal Name: CACHEREFORT4
L
Current Value: 20

|
New Value: 40 x

|
- e | coes |
)

If you increase this value, a ControlPoint operation will remain "active" for a longer period of time.
Keep in mind, however, that the higher the value is set the longer information about the operation
will consume memory, which may be a burden on server resources (specifically, the size of the
application pool process supporting the Web application that hosts the ControlPoint Configuration
Site collection).

pa—

If you decrease this value and the server cache is cleared before a ControlPoint operation (such as
a Copy/Move) has completed, the Task Audit that is generated at the conclusion of the operation
will contain no data. (However, a completed Task Audit for the operation can still be invoked from
the Manage ControlPoint panel).
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Time to Retain Temporary Ul Objects in Cache
(UICACHEDURATION)

By default, ControlPoint retains temporary Ul-related objects in server memory for 10 minutes.
ControlPoint Application Administrators can, however, change the number of minutes that analysis
data is held in server memory cache by modifying the Value of the ControlPoint Setting Time to
Retain Temporary Ul Objects in Cache.

NOTE: This is an Advanced Setting.

Edit Setting for Number of Reports to Keep in Memary After Drill-Down

Setting Mame: Number of Reports to Keep in Memory After Drill-Down
Internal Name: RVSESSIONSKEPT

Current Value: 10

Mew Value: 8

This setting is designed to be used in conjunction with—and set to a lower value than—Time to
Retain Page Data in Cache (CACHEREPORT4) to enable the cache to be cleared more quickly.

Number of Reports to Keep in Memory After
Drill-Down (RVSESSIONSKEPT)

By default, if a ControlPoint user has checked the Open drill-downs in new window parameter for
a ControlPoint analysis, the Report Viewer will keep information for up to 10 of these analyses for
each user in server memory before the window containing the results of the original analysis
expires. ControlPoint Application Administrators can change this limit, however, by changing the
Value of the ControlPoint Setting Number of Reports to Keep in Memory After Drill-Down.

NOTE: This is an Advanced Setting.

Edit Setting for Number of Reports to Keep in Memaory After Drill-Down

Setting Mame: Mumber of Reports to Keep in Memory After Drill-Down
Internal Name: RVSESSIONSKEPT

Current Value: 10

New Value: 8

NOTE: This setting applies only when a user drills down in a new window.
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If you increase this value, a user will be allowed to open more drill-down windows before having

to re-initiate the original analysis. Keep in mind, however, that the higher the value is set the more

information will consume memory, which may place a burden on server resources (specifically, th
size of the application pool process supporting the Web application that hosts the ControlPoint
Configuration Site collection).

Exclude Web Application(s) from Statistics List
(DASHBOARDWAPEXCLUDE)

By default, the site collection statistics list that is created for use by dashboards includes all site
collections in the farm.

ControlPoint Application Administrations can, however, exclude all of the site collections within
one or more Web applications (up to a maximum of 6) from the Site Collection Statistics list. For
example, you may choose not to monitor statistics for a large number of MySites.

To exclude a Web application from the Site Collection Statistics list, enter the Web application's
GUID as the Value of the ControlPoint Setting Exclude Web Application(s) from Statistics List. Use
the following guidelines:

1 To locate a Web application's GUID, select the Web application in the ControlPoint Farm
Hierarchy, right-click and choose Properties.
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2 Copytheld's Property Value and paste it directly into the Value field.

3 Repeatsteps 1 and 2 for each Web application you want to exclude (up to a maximum of 6).

-inix
Type: WAP d
Name: SharePoint - 48905
URL: http://sbellum:48905
Total Users with Permissions: Total Active Users Jast 30 days): Calculate Totals

Property Mame | Property Value
Event Handlers Enabled False ;I
External Workflow Participants Enabled False
File Mot Found Page
Inherit Data Retrieval Settings True
Is Administration Web Application? False
Iz Paired? Falze
Maximum File Size 50
Meta Weblog Authentication Enabled Falze
Meta Weblog Enabled True
Mame SharePoint - 43905
Needs Upgrade Falze
=
j
I— l_ I_ I_ I_ l_ l_ |~:§ Local inkranet |v’__1-i - | 0% v g

Use a comma (,) to separate each GUID in the list.

Number of List Items to Display in Selection Grid
(DISPLAYSINGLELISTITEMS)

By default, when you select list items on which to perform a ControlPoint action or analysis, up to
five individual items/folders will display in the Selection panel.

| Remoue| Include Children ‘ Type ‘ URL

K
K
K
K

[]| oR [Choose
Reviewy
Review

Review

|

B
B
J

http://ga2010farmf:38472/sites/GBTeamSiteA/Shared Documents/Forms/Allltems.aspx

Shared Documents/Business Admin Testing.docx
Shared Documents/ControlPoint Evaluation Guide.pdf

Shared Documents/Customizing Provisioning Request Templates.doox
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When the selection includes six or more items, a single line item displays that identifies the
number of items selected.

| Rermve‘ Include Children ‘ Type ‘ URL

» ® [] OR |Choose 3 http://qa2010farmf:38472/sites/GBTeamSiteA/Shared Documents/Forms/Allltems.aspx

» K Review 3 [sites/GBTeamSited/Shared Documents/Forms/Allltems.asif - 8 tems Selected

The purpose of this threshold is to make the most efficient use of the limited viewing area in the
Selection panel.

ControlPoint Application Administrators can, however, change this threshold by updating the
Value of the ControlPoint Configuration Setting Number of List Items to Display in Selection Grid.

A% Line Itemic i Heal-time Hennrte UEIIEIET

Edit Setting for Mumber of List tems to Display in Selection Grid

p Setting Name: Number of List Items to Display in Selection Grid
Internal Name:  DISPLAYSINGLELISTITEMS

Current Value: 5

New Value: gl *

; o | e

Use Activity Min. Date as Start Date
(UseActivityDbDate)

By default, when an Activity Analysis includes a date range, there are no restrictions on the Start
Date users can select, even if it precedes the earliest date that activity that is retained in the
database. ControlPoint Application Administrators can, however, restrict the Start Date that can
be selected (that is, prohibit users from selecting a Start Date earlier than the first date of available
activity) by changing the Value of the ControlPoint Setting UseActivityDbDate from False to True.

If this value is set to True, page load time may take significantly longer.

"Show unique permissions only" Default Value
(SHOWUNIQUEPERMONLY)

When a permissions analyses is initiated, users have the option of including only objects with
unique (non-inherited) permissions or objects with both inherited and non-inherited permissions.
Having Show unique permissions only selected is the ControlPoint default.

Show unigue permissions only
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ControlPoint Application Administrators can, however, change the default (so that Show Unique
Permissions Only is unselected) by changing the parameter value of the ControlPoint Configuration
Setting "Show unique permissions only" Default Value from true to false.

Edit Setting for "Show unique permissions only" Default Value

Setting Name: "Show unique permissions only" Default Value

Internal Name: SHOWUNIQUEPERMONLY

Current Value: true

Mew Value: [irrue -|
True
False

Duplicate Files Report Limit
(DuplicateFilesReportLimit)

By default, when a Duplicate File analysis is run, up to 3000000 (three million) files can be
evaluated for duplicates. ControlPoint Application Administrators can, however, increase this
number by changing the Value of the ControlPoint Setting Duplicate Files Report Limit.

NOTE: This is an Advanced Setting.

Edit Setting for Duplicate Files Report Limnit

Setting Name: Duplicate Files Report Limit
Internal Name: DuplicateFilesReportLimit
Current Value: 3000000

New Value: 3000000

NOTE: If you set too high a limit, out-of-memory exceptions may occur, particularly on 32-bit
operating systems.

Users to Exclude from Reports (EXCLUDEDUSERS)

By default, unless one or more users are specified in the People Picker, all SharePoint users are
included in the following ControlPoint analyses:

e Sjte Permissions
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e Comprehensive Permissions

e Site Collection Activity

e Site Activity

e Activity by User

e  Activity by Document

e |nactive Users

ControlPoint Application Administrators can, however, exclude certain users and/or Active
Directory groups from these analyses by entering the user account name(s) as the Value for the

ControlPoint Configuration Setting Users to Exclude from Reports. Enter multiple account names
as a comma-separated list.

You may, for example, want to exclude common system accounts such as Sharepoint\System and
NTAuthority\Authenticated Users.

NOTE: You must exclude users based on full account names (sometimes known as pre-Windows
2000account names in Active Directory), not display names. For example, you cannot exclude
system accounts by entering the display name System Account.

Edit Setting for Users to Exclude from Reports

Setting Mame: Users to Exclude from Reports
Internal Name: EXCLUDEDUSERS
Current Value:

New Value: Sharepoint\System, NT Authority\Auth X

o

You can still run permissions and activity reports on excluded users if you enter them in the People
Picker.

NOTE: You can exclude users from audit log analyses via the ControlPoint Configuration Setting
Users to Exclude from Audit Log Analyses.
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Eliminate Claims Prefix from Username in Reports
(UseCleanedLoginNamelnReports)

By default, the names of claims-authenticated user names display with the claims prefix (for
example, i:0#.w|) in results of several ControlPoint analyses.

= Claims ( http://2010foundation:40131/)

2 Development Team ( http//2010foundation:40131/sites/Dev )

B Administrators
Primely: i:0#.w|bellum‘\jamesjoyce
E Site Collection Quota

Site Collection Storage Maximum : 0 (MB)

ControlPoint Application Administrators can, however, choose to have claims user names display
"cleaned up" (that is, without the prefix) by changing the Value of the ControlPoint Configuration
Setting UseCleanedLoginNamelnReports from False to True.

2 Claims ( http://2010foundation:40131/ )

2 Development Team ( http://2010foundation:40131/sites/D

Bl Administrators

Primarg_bellurm\jamesjoyce

Maximum Number of Orphaned Users to Delete Per
Scheduled Batch (OrphanDeleteBatchSize)

If you run an Orphaned Domain Users analysis and choose to Automatically delete users after
analysis has run, ControlPoint will automatically submit one or more Delete User jobs to the
ControlPoint scheduler.

Orphaned Domain Users > Select parameter(s) to act on @

Limit Report to: | Show all orphans -

ter analysis has run (in home farm only). o
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The number of jobs submitted depends on the number of users to be deleted, and the number of
users processed in a job is determined by the Value of the ControlPoint Setting
OrphanedDeleteBatchSize (100 by default). ControlPoint Application Administrators may,
however, choose to either increase this value (if, for example, they want all users to be deleted in a
single scheduled job or decrease it (for example, to avoid having a single scheduled job run for an
excessively long time).

{ Edit Setting for Maximum Number of Orphaned Users to Delete per Scheduled Job

- Setting Maximum MNumber of Orphaned Users to Delete per
. Name: Scheduled Job

Internal )

. OrphanDeleteBatchSize

| MName:
I

Current
. Value: 100

i
. Mew Value: 100

CSV Delimiter Character (CSVDELIMETER)

By default, ControlPoint uses a comma (,) as a delimiter to separate data in search and analysis
results when the Download Report Data as CSV option is used. ControlPoint Application
Administrators can, however, specify a different delimiter to use by modifying the Value of the
ControlPoint Setting CSV Delimiter Character. (This might be necessary if some of the content in
analysis results—such as site names—contain commas.)

Note that this setting does not apply when the CSV (comma delimited) option in selected from the
report toolbar drop-down.

NOTE: This is an Advanced Setting.

Edit Setting for C5V Delimiter Character

Setting Name: CSV Delimiter Character
Internal Name: CSVDELIMITER

Current Value: .

Mews Value: TAB

NOTE: If you want to use a tab for the delimiter, enter TAB.

If you use a delimiter other than a comma and plan to use Excel as your analysis tool, when
performing the Download Report Data as CSV operation, choose the [Save] option then import the
saved file into Excel. If you try to open the csv file directly in Excel, only commas will be recognized
as delimiters.
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Largest Active Directory Group to Expand in Reports
(MAXMEMBERS)

By default, when a ControlPoint permissions analysis is generated with the Expand Active Directory
Groups box checked, users in Active Directory groups display as separate line items in analysis
results only if the group contains 500 or fewer members.

ControlPoint Application Administrators can, however, change this number by modifying the Value
of the ControlPoint Setting Largest Active Directory Group to Expand in Reports.

NOTE: This is an Advanced Setting.

Edit Setting for Largest Active Directory Group to Expand in Reports

Setting Mame:  Largest Active Directory Group to Expand in Reports
Internal Name: MAXADMEMBERS

Current Value: 500

Mew Value: 200

For example, you may not want to display members of very large groups, such as all employees or
department members.

NOTE: Built-in groups, such as NT Authority\authenticated users, will not be expanded, regardless
of the number of users:

Maximum Number of Users to Act On
(MAXUSERSFORACTION)

By default, when you want to run a ControlPoint action that operates on SharePoint users, up to
two thousand (2000) users may be included in the operation, as determined by the People Picker
entry. Before running the action, ControlPoint evaluates the number of users included in the
People Picker entry, and if it exceeds the maximum number allowed, the action is not carried out
and the following message is recorded in the ControlPoint Task Audit:

The number of users ([numusers]) has exceeded the allowable threshold of [maxusers].

This setting is especially useful as a "safety net" when an operation allows wildcards to be used in
the People Picker and could potentially act on more users than intended.
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ControlPoint Application Administrators can, however, specify a different limit by changing the
Value of the ControlPoint Configuration Setting Maximum Number of Users to Act on.

NOTE: This is an Advanced Setting.

NOTE: This setting does not apply to users within the scope of a SharePoint User Profile property
selection, for which no maximum is enforced.

Hide the "Set User Direct Permissions" Action in
Permissions Management (PREVENTUSERPERMS)

By default, the Permissions Management for Site Admins option includes the option to Grant
user(s) permissions directly.

Edit Setting for Hide the "Set User Direct Permissions” Action in Permissions

Setting Hide the "Set User Direct Permissions" Action in Permissions
Name: Management

Internal b EVENTDIRECTUSERPERMS

Name:

Current FALSE

Value:

MNew Valug | False

Metalogix [ concel |

ControlPoint

Grant Permr 3 Add user(s) to Shar:Point Group(s)

Delete Permissions Duplicate permissinns of another user

Report on Permissions Grant use ermissions directly

However,ControlPoint Application Administrators can hide this option (if, for example, your
organization adheres to the SharePoint best practice of allowing permissions to be granted only via
SharePoint groups) by changing the Value of the ControlPoint Configuration Setting Hide the "Set
User Direct Permissions" Action in Permissions Management (PREVENTDIRECTPERMS) from false to
true.

NOTE: This is an Advanced Setting.
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Edit Setting for Hide the "Set User Direct Permissions” Action in Permissions

Setting Hide the "Set User Direct Permissions" Action in Permissions
Name: Management

Internal o ey ENTDIRECTUSERFERMS

Name:

Current true

Value:

T vale: [Tre >
L

Metalogix

ControlPoint

it Per *h Add user(s) to SharePoint Group(s)

Delete Permissions Duplicate permissions of another user

Edit Setting for Hide the "Set i ction in Per

Setting Hide the "Set User Direct Permissions” Action in Permissions |
Name: Management |
Infernal  poEVENTDIRECTUSERPERMS

Name:

Current EALSE

Value:

New Valug? | False ']

Metalogix [ concel |

ControlPoint

ant Permi Add user(s) to Shari:Point Group(s)

Delete Permissions Duplicate permissinns of another user

Report on Permissions
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Prevent Set Site Collection Quotas
(PreventSetSCQuota)

By default, a ControlPoint user can set a site collection quota via the Set Site Collection Properties
action only if the user is a Farm Administrator or has been given elevated privileges via the
security override ACTSECOVRW.

Set Site Collection Properties > Select parameter(s) to acton @

Site Collection Administrators

Add Site Collection Administrators:

& w

Site Collection Quota

[ set Site Quota Template to: <Select> -

- | MB

g !

r Portal Site Connections O Cennact to portal site:

Portal Display Name:

Site Collection Audit Settings

@ Leave Audit Settings untouched ‘O Disable Audit O Enable Audit

ControlPoint Application Administrators can, however, allow all ControlPoint users to set quotas
for site collections that they manage by changing the Value of the ControlPoint Configuration
Setting Prevent Set Site Collection Quotas from True to False.

NOTE: This is an Advanced Setting.

Edit Setting for Prevent 5et Site Collection Quotas

Setting Name: Prevent Set Site Collection Quotas 0
Internal Name: Prevent5etSCQuota
Current Value: TRUE !
New Value: True ~ 5
True ]
False N
g
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When Prevent Site Collection Quotas is set to Truee (the default value), the Site Collection Quota
will not be visible to unauthorized ControlPoint users.

Set Site Callection Properties » Select parameter(s) to act on @

Site Collection Adrministrators

Add Site Collection Administrators:

8
Portal Site Connections
ntouched O Clear Portal Site Connections ‘O Connect to portal site:
Portal Display Mama:
Site Collection Audit Settings
® | cave audit Settings untouched O Disable Audit O Enable Audit

Show Nested Active Directory Groups
(PROCESSADHIERARCHY)

By default, when you generate a Permissions analysis and choose to Include users with AD group
membership, only the top-most group that a user is a member of displays in analysis results (that
is, if the user is a member of a subgroup within that group, the path to that subgroup is not
shown).

Admin Full
Control

= Alpha Snack Foods SharePoint - 80
(Anonymous Access
Enabled)

<Summary:

<Direct=

Alpha Snack Foods Visitors

bellumtengineering

nt authoritytauthenticated users

ControlPoint Application Administrators can, however, choose to have the entire group hierarchy
(that s, the path to any subgroup of which the user is a member) display in analysis results by
changing the Show Nested Active Directory Groups Value from False to True.

NOTE: This is an Advanced Setting.
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Edit Setting for Allow Display of Active Directory Groups Popup in Report Results

Setting Name:AHOW Display of Active Directory Groups Popup in Report

Results
Internal SHOWADGROUPS
Name:
Current true {
Value:
New Value:  |{True v

True
False !

I
Loz

Display Name/Group

Con|
2 bellum\
B2 Alpha Snack Foods SharePoint - §
(Anonymous A
Enabled)
<Summary=
<Direct=

Alpha snack Foods Visitors

Bellum\Engineering-
=Bellum'Development

nt authority\authenticated users

NOTE: When the entire AD hierarchy must be processed, performance may be impacted.
Remember that you can also view the full Active Directory hierarchy by opening the AD Group
Membership dialog.

@ http://2010foundation:1818/ layouts/axce 2 ~ ¢& X 2 Group Members
Link to AD Group Members table when
analysis is grouped by sites.
e e Group: belum!enginecring
-‘G Bl bellum'engineering Potential SharePoint users
— .
AD Group Info Name Account Name Member Of Email
Bellum\Engineering-
Agatha Christie Bellum\agathachristie »Bellum\Devel t Agatha.Ch
Link to AD Group Members table when S MBS A=y
analysis is grouped by users. -
1515 5 grovpec oy Clark Kent Bellum\clarkkent fg”;{:;igi‘:‘;i’:ﬁm ClarkeKentt
5 a Bellum\Engineering-
T AD Group Info 1 Isaac Asimov Bellum\isaacasimow A i Isaac.Asim
James Joyce Bellum\jamesjoyce EEBHEL\JIT:\?ET:I?;‘:E;nt James.Jaoyc
Bellum\Engineering-
Mark Twain Bellum\marktwain el (o Samuel.Cle

Hide Interactive Analysis Link (RESTRICTSL)

By default, when ControlPoint is used to manage a SharePoint 2010 farm, all ControlPoint users
can initiate an interactive analyses via a link that displays in the analysis results header.

Download Report Data as CSV  Interac]iye Analysis
| o S |< ( 1 of 1 } )I |E)cport to the selected format V| Expor !

s I
e 1 Bring this report data into an Interactive Grid Form
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NOTE: The Interactive Analysis feature is not available for SharePoint 2013 or later.

ControlPoint users can run Interactive analyses only if Microsoft Silverlight is installed on the local
machine. (If itis not already installed, when the Interactive Analysis link is clicked they will be
prompted to download it from the Microsoft Silverlight website.) If you want to restrict this
functionality—for example, if your company policy prohibits local installation of Silverlight—you
can hide the Interactive Analysis link by changing the Value of the ControlPoint Configuration
Setting Hide Interactive Analysis from false to true.

NOTE: This is an Advanced Setting.

Edit Setting for Hide Interative Analysis Link

Setting Mame: Hide Interative Analysis Link
Internal Name: RESTRICTSL

Current Value: false

New Value: [False ']

s pate
z
False % pda

Use Minimum Activity Date as Start Date
(USEACTIVITYDBDATES)

By default, when an Activity analysis is invoked, users are allowed to enter a Start Date that
precedes the earliest record of activity retained in the database. ControlPoint Application
Administrators can, however prevent an earlier Start Date from being entered by changing the
Value of the ControlPoint Configuration Setting Use Minimum Activity Date as Start Date from
False to True.

NOTE: This is an Advanced Setting.

WARNING: Depending on the size of your SharePoint environment, setting this value to True may
result in significantly longer page load times, as ControlPoint must perform a query to determine
the first valid Start Date that can be entered.

F Edit Setting for Use Minimum Activity Date as Start Date

Setiing Name: Use Minimur

Internal Name: USEACTIVITY

[law valus False A
True
False

NOTE: If this value is set to False, ControlPoint can only retrieve data as far back as the oldest
record of activity retained in the database, regardless of the Start Date entered.
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Changing Default Settings to Improve
Application Performance

These configuration settings display in the ControlPoint Settings list under the category Application
Performance.

Time to Run an Operation Before Timing Out
(OPERATIONTIMEOUT)

When you initiate an operation in ControlPoint, ControlPoint will use WCF to start the operation on
all farms that are part of the operation. By default, this WCF request will time out if it has not been
completed within 24 hours. For an operation performed on a home farm, a timeout message will
be recorded in ControlPoint Administration Log (xcAdmin.log) stating that the operation was taking
too long; however, the operation will be completed normally and you will see results in the
ControlPoint user interface. For a remote farm in a multi-farm installation, the same message will
be recorded, but the operation will not be completed but the user interface will "hang" until it is
cancelled.

ControlPoint Application Administrators can change the amount of time it takes for an operation to
complete before timing out by updating the Value of the ControlPoint Configuration Setting Time
to Run an Operation Before Timing Out.

Note that this time is expressed in hours.

Edit Setting for Time to Run an Operation Before Timing Out

Setting Name: Time to Run an Operation Before Timing Out
Internal Mame: OPERATIONTIMEOUT

Current Value: 24

MNew Value: 24

x

Maximum Number of Objects to Processed in Parallel
(MaxParallelProcs)

By default, ControlPoint Discovery processes up to two site collections/sites simultaneously, for
improved performance over sequential processing. For Actions and reports, sequential processing
is used by default (that is, the objects involved (site collection, site, subsite, lists, and so on) are
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processed one at a time, in hierarchical order). ControlPoint Application Administrators may,
however, choose to

e increase or decrease the maximum number of objects that should be processed
simultaneously (i.e., in parallel), and/or

e specify the operation(s) (Discovery, Actions, and/or Reports) for which parallel processing
should/should not be used.

It is recommended the Maximum Number of Objects to Process in Parallel Value be set to the
number of cores on the server machine where the processing occurs.

If you are encountering errors during the processing of operations for which parallel processing is
used, it is recommended that you gradually decrease the Maximum Number of Objects to Process
in Parallel Value.

If the Maximum Number of Objects to Process in Parallel Value is set to 0 or 1, no parallel
processing will occur (that is, objects for all operations will be processed sequentially).

Edit Setting for Maximum Mumber of Objects to Process in Parallel

Setting Mame:  Maximum Number of Objects to Process in Parallel
Internal Name: MaxParallelProcs

Current Value: 2

Mews Value: 4

x
= 22

NOTE: If the value is greater than 1 and the value of Operations Using Parallel Processing
(ParallelProcs) is blank, parallel processing will apply to Discovery. Otherwise,it will apply to
operations specified for

Operations Using Parallel Processing (ParallelProcs)

By default, ControlPoint Discovery processes up to two site collections/sites simultaneously, for
improved performance over sequential processing. For actions and reports, sequential processing
is used by default (that is, the objects involved (site collection, site, subsite, lists, and so on) are
processed one at a time, in hierarchical order). ControlPoint Application Administrators may,
however, choose to

e increase or decrease the maximum number of objects that should be processed
simultaneously (i.e., in parallel), and/or

e specify the operation(s) (Discovery, Actions, and/or Reports) for which parallel processing
should/should not be used.
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Specify the operations for which parallel processing should be used by completing the Value of the
ControlPoint Setting ParallelProcs with one or more of the following values:

o D (Discovery)

e A (Actions)

o R (Reports)

Enter multiple values as a comma-separated list.

NOTE: If the Operations Using Parallel Processing Value is blank, parallel processing will apply to
Discovery only.

Edit Setting for Operations Using Parallel Processing

Setting Name: Operations Using Parallel Processing
Internal Name: ParallelProcs

Current Value:

New Value: DA R

For this setting to be operational, the Value of the setting Maximum Number of Objects to
Processed in Parallel.

Objects Subject to Parallel Processing
(ParallelProcSites)

By default, when_Maximum Number of Objects to Process in Parallel is set to a value greater than
1, ControlPoint processes operations in parallel at the site collection level. ControlPoint
Application Administrators can, however, have parallel operations processed at the site level by
changing the Value of the ControlPoint Setting Objects Subject to Parallel Processing from false to
true.

NOTE: This is an Advanced Setting.

Edit Setting for Objects Subject to Parallel Processing

Setting Name: Objects Subject to Parallel Processing
Internal Name: ParallelProcSites

Current Value: false

New Value: [False v]

e Update |
False I’\\S P
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SQL Command Timeout Value (COMMANDTIMEOUT)

By default, the ControlPoint SQL Command timeout value is set to 300 seconds. This value
represents the amount of time that ControlPoint will wait for a SQL command to run before issuing
the following message:

[Method Name]Timeout Exception: The server has timed out.

The default value should be sufficient in most cases. However, for an exceptionally large or busy
farm, the ControlPoint Application Administrator may need to increase the Value of the
ControlPoint Setting SQL Command Timeout Value.

NOTE: This is an Advanced Setting.

Edit Setting for QL Command Timeout Value

Setting Name: SQL Command Timeout Value
u

Internal Name: COMMANDTIMEOUT
e

Current Value: 300
au

Mew Value: 300

tic

NOTE: Remember, this value is specified in seconds.
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Maximum Number of Objects to Pass to the Selection
Builder (MaxObjectsForSelection)

By default, when a ControlPoint user wants to initiate an operation from search or data analysis
results, an unlimited number of SharePoint sites can be added to the Selection Builder.

Site Permissions @

00:00:01 - Process Completed

Selection Builder
| o Activity w Audit and Alerts w Automation # Change Management ww Compliance wn Confi
| Remove | Include Children | Type | URL
441 of 1 kPl X S http://dients/sites/zlpha
Metalogix » X - & http://dients sites/Operations
Parameters: 4 EaS r & | htip://dients/sites/Status
Cached: 2/26/2014 12:08:56 PM P X B S htp://dlients/sites/Help
Users:  Report does notinclude 4 * x r e hitp:/fdients/sites/HR
Unique Permissions: ~ Show Uniqu L K r & htip:f/dients
Limit to users with permissions leve 3 X - o http://dientssites/blog

A large number of objects passed to the Selection Builder may, however, significantly drain system
resources. ControlPoint Application Administrators can limit the number of sites that are added to
the SelectionBuilder by changing the Value of the ControlPoint Setting Maximum Number of
Objects to Pass to Selection Builder. (Note that 0 is used as the default value to represent
"unlimited.")

| Edit Setting for Maximum Mumber of Objects to Pass to Selection Builder

Setting Name: Maximum Number of Objects to Pass to Selection Builder
Internal Name: MaxObjectsForSelection

| Current Value: 200

New Value: 200

If the specified number is met, no additional sites will be added to the Selection Builder and the
user will be presented with a warning message.
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Maximum Alert Processing Interval
(MaxAlertProcessingPeriod)

By default, if a ControlPoint Alerts action is scheduled to run on a recurring basis at an interval
measured in minutes, ControlPoint will include180 minutes worth of historical data the first time
the job runs.

(Each subsequent run will include all events that occurred since the last successfully-completed job
run.)

ControlPoint Application Administrators can, however specify a different time period by changing
the Value of the ControlPoint Setting Maximum Alert Processing Interval.

l Edit Setting for Maximum Alert Processing Interval

| Setting Name: Maximum Alert Processing Interval
Internal Name: MaxalertProcessingPeriod

! Current Value: 180

! New Value: 180

[
o

NOTE: This setting applies only when ControlPoint Alerts are scheduled to run on a recurring basis
at an interval measured in minutes.

Number of Seconds After Which Browser Reports
Server Timeout (SERVERTIMEOUT)

By default, the ControlPoint server timeout value is set to 60 minutes, or 3600 seconds. (The
normal browser timeout value is 1.5 minutes.) This value represents the amount of time that the
browser will wait for an action or analysis to complete on the server before issuing the following
message:

An action or analysis you requested is taking longer than expected. If you requested an analysis, try
changing the option to use data from the cache, or narrow the scope of the analysis. If Discovery was
running at the time you made your request, try again after Discovery completes.

The default value should be sufficient in most cases. To avoid his issue, administrators can:

e narrow the scope of their action or analysis (in the case of some analyses, you can also use
cached instead of real-time data)

o if the Discovery process is running, wait for it to complete.

e perform the action or analysis on a scheduled basis.
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ControlPoint Application Administrators can modify server timeout by changing the Value of the
ControlPoint Setting Number of Seconds After Which Browser Reports Server Timeout.

Edit Setting for Number of Seconds After Which Browser Reports Server Timeout

Mumber of Seconds After Which Browser Reports Server

Setting Name: Timeaut

Internal SERVERTIMEOUT
Name:

Current

Value: 3600

Mew Value: 3600

o

For example:

e If you are managing a very large farm and you want to be able to perform very large, time
consuming actions and analyses, you may want to increase this value.

NOTE: The size of a search or analysis is also limited by the maximum number of line items
that can be displayed in results. See Maximum Line Items in Real-time Reports (REPCAP).

e If you are managing a smaller farm and/or would like to have a server timeout reported more

quickly, you can decrease this value.

NOTE: Remember that this value is specified in seconds.

Idle Time Before Session is Ended (STIMEOUT)

By default, the ControlPoint application session timeout property is set to 600. This value

represents the number of minutes between requests after which a ControlPoint session times out.
ControlPoint Application Administrators can modify the session timeout by changing the Value of

the ControlPoint Setting Idle Time Before Session is Ended.

NOTE: This is an Advanced Setting.
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| Edit Setting for Idle Time Before Session is Ended

Setting Name: Idle Time Before Session is Ended
Internal Name: STIMEQUT

Current Value: 600

Mew Value: 600

NOTE: Remember that this value is specified in minutes. The maximum value for this setting is
525600.

Maximum Size of Library in Which to Search for Web
Part Pages (WEBPAGESLIMIT)

When either Discovery or an interactive Web Part analysis is run, document libraries are searched
for Web Part Pages from which Web Parts are collected. Because this can be a resource-intensive
process, by default only document libraries that have 50 items or fewer are searched. ControlPoint
Application Administrators can, however, specify a different threshold by changing the Value of the
ControlPoint Setting Maximum Size of Library in Which to Search for Web Part Pages.

Edit Setting for Maximum Size of Library in Which to Search for Web Parts

Setting Name: Maximum Size of Library in Which to Search for Web Parts
Internal Name: WEBPAGESLIMIT

Current Value: 50

New Value: 30

Note that, at a higher threshold, more Web Part Pages will be searched, but the process will
become more resource-intensive.

NOTE: If you want to include all document libraries in your search, regardless of size, set the
threshold to 0.
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Audit Log Configuration Settings

These configuration settings display in the ControlPoint Settings list under the category Audit Log.

For settings in this category that apply to ControlPoint Sentinel for Anomalous Activity Detection,
see Changing Settings for Aomalous Activity Detection.

ArchiveAuditLog Configuration Settings

The following three settings are exclusive to ControlPoint Archive Audit Log Data processing:

e Archive Audit Log Table Connection String
e Web Applications to Include in Audit Logs

e Number of Hours Worth of Data to Archive at One Time.

For information on using these configuration settings within the context of audit log data archiving,
see Archiving SharePoint Audit Log Data.

Number of Days to Keep Audit Records
(AUDITMAXDAYS)

When auditing is enabled for a SharePoint site collection (either from within SharePoint or using
the ControlPoint Set Site Collection Properties feature), SharePoint keeps records of audited
actions and events in the content database(s). It is from this history that ControlPoint Audit Log
analyses can be run.

ControlPoint provides an option to purge audit data so that content databases are not overloaded.
By default, no purging is done (as indicated by a Value of 0). ControlPoint Application
Administrators can change this retention period by modifying the Value for the ControlPoint
Setting Number of Days to Keep Audit Records (AUDITMAXDAYS).
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Audit history is purged up to the number of days specified by the ControlPoint Discovery process

Edit Setting for Mumber of Days to Keep Audit Records

Setting Name: Number of Days to Keep Audit Records
Internal Name: AUDITMAXDAYS

Current Value: 0

New Value: 60

x
[upooe | com

If the default Value is kept, the audit records will never be purged. Keep in mind however, the
longer audit history is retained, the more storage space it will use in content databases.
Alternatively, you can archive audit log data to free up storage space using ControlPoint xcUtilities.
See Archiving SharePoint Audit Log Data.

Tips for Archiving a Large Accumulation of Audit Data

If you have many months or even years' worth of accumulated data to purge, doing all of itin a
single operation can be resource-intensive and can perform slowly. Itis recommended, therefore,
that you initially set AUDITMAXDAYS to a larger number, then incrementally reduce that number
before each subsequent Discovery run until you have reached the number of days' worth that you
want to retain on an ongoing basis.

EXAMPLE:

Suppose 1,000 days' worth of audit log data has accumulated on your farm, but going forward you
only want to retain 60 days' worth. Depending on the size of your farm, purging 940 days worth of
data in a single operation might significantly slow down the Discovery job. To avoid this problem,
you may want to initially set the AUDITMAXDAYS Value to 800 (that is, purge 200 days' worth) of
audit log data. After the Discovery job has completed, you may want to bring the number down to
600 (that is, purge another 200 or so days' worth), and so on, until you have reduced the amount
of audit log data in the database to a manageable amount. You can then set and leave the Value
at 60, saving only the amount that you want to retain on an ongoing basis.

Excluding Users from Audit Log Analyses
(ExcludeUsersAudit)

By default, unless one or more users are specified in the People Picker, all SharePoint users are
included in the ControlPoint Audit Log analysis.

ControlPoint Application Administrators can, however, exclude certain users from these analyses
by entering the user account name(s) as the Value for the ControlPoint Configuration Setting Users
to Exclude from Audit Log Analyses (ExcludedUsersAudit). Enter multiple account names as a
comma-separated list.
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You may, for example, want to exclude common system accounts such as SharePoint\System.

NOTE: You must exclude users based on full account names (sometimes known as pre-Windows
2000 account names in Active Directory), not display names. For example, you cannot exclude
system accounts by entering the display name System Account.

Edit Setting for Users to Exclude from Audit Log Analysis

Setting Mame: Users to Exclude from Audit Log Analysis
Internal Mame: ExcludedUsersAudit

Current Value:

MNew Value: SharePoint\Syster| *®

Note that you can still run Audit Log analyses on excluded users if you enter them in the People
Picker.

NOTE: Users can be excluded from permissions and activity analyses via the ControlPoint
Configuration Setting Users to Exclude from Reports (EXCLUDEDUSERS).

Specifying Whether to Display Site Names in Audit Log
Analyses (PROCESSAUDITNAMES)

By default, ControlPoint Audit Log analysis results include name of the Site on which audited
activity occurred. The process required for ControlPoint to collect this information is time-
consuming and may affect performance, especially if the scope of the analysis is large.

User £ Event & Scope Site Collection 2

14 6:42:14 PM  System Account Delete Document Alpha Snack Foods Alpha Snack Foods

Version -= Allversions: | Recycle:1 |

14 6:42:14 PM  System Account Delete Child ist Alpha Snack Foods Alph:

Relatedlter -> Id: 9BC18959-660D-4012-87FF-AB04F9EFB3CS |  Relationship: ChildDelete | Typer1 |  Location: sites/alpha/Project

Documents/ControlPoint Change Manager_Migrator User Guide.doc |  LocationType: 0 |

/12/2014 6:42:30 PM System Account Delete Document  Alpha Snack Foods Al S 5 s Iph,
Documents/C

Manager Mi

ControlPoint Application Administrators can, however, prevent this process from being carried out
by changing the ControlPoint Configuration Setting PROCESSAUDITNAMES from True to False.

Edit Setting for Process Names of Sites in Audit Log and Archive

Setting Name: Process Names of Sites in Audit Log and Archive
Internal Name: ~ PROCESSAUDITNAMES

Current Value: true !

New Value: [True ']

True
False %
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Note that, if PROCESSAUDITNAMES is set to false, you can use the url to identify the site where
audited activity occurred.

Scope Site Collection = Site =

Document  Alpha Snackfoods

Version ->= Major: 1 Minor: 0

1/16/2014 3:40:13 System Account N Document A
AM

Version -> Major: 1 Minor: 0

1/16/2014 3:40:22 System Account N ist Alpha Snackfoods =l ha/jamesjoyce/SitePages

AM

WAP: Clients

Changing Settings for Anomalous Activity
Detection

ControlPoint Sentinel Anomalous Activity Detection settings display under the category Audit Log:

Restricting Functionality for Members of the
Business Administrators Group

These configuration settings display in the ControlPoint Settings list under the category Business
Administrators Functionality.
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Prevent Business Admins from Deleting Orphaned
users (BAPreventDelete)

By default, Orphaned Domain User analysis results allow users to access the ControlPoint Delete
Users action via hyperlinked user names and a Delete All orphans link in the results header.

Orphaned Domain Users > Select parameter(s) to act on @

Limit Report to: | Show all orphans - |
<I:Iﬁu.|tomaticall}‘r delete users after analysis has run (in hom@ﬁ
Metamgix Orphaned Domain Users
Parameters:

Show all orphaned users

C’[;—erle:.t;:ll orphans (in home farnE__n?])
e ———

User Rights

User Display Name/fGroup

= _axcelertest\bpttygroup2 <axcelertest\bettygroup2>
SN Delete User Permissions

=51

ControlPoint Application Administrators can, however, hide the Delete All link and disable user
hyperlinks for members of the Business Administrators group by changing the Value of the

ControlPoint Configuration Setting Prevent Business Admins from Deleting Orphaned Users from
false to true.

NOTE: This is an Advanced Setting.

Edit Setting for Prevent Busines Admins from Deleting Orphaned Users

Setting Mame: Prevent Busines Admins from Deleting Orphaned Users
Internal Mame: BAPreventDelste

Current Value: false ‘
Mew Value: [irrue 'dk

True
False |
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Prevent Business Admins from Running Cacheable
Reports in Real Time (BAPreventRealTime)

By default, all ControlPoint users have the choice of running the ControlPoint Site Collection
Storage analysis and many ControlPoint permissions analyses using either real-time data or data
from the ControlPoint cache.

To help free up server resources and improve performance, especially in environments that
include a large number of Business Administrators, the ControlPoint Application Administrator can
prevent members of the Business Administrators group from choosing real-time data by changing
the Value of the ControlPoint Configuration Setting Prevent Business Admins from Running
Cacheable Reports in Real Time from False to True.

Edit Setting for Prevent Business Admins from Running Cacheable Reports in Real |}

Setting Prevent Business Admins from Running Cacheable Reports in
Name: Real Time
Internal ;
BAPreventRealTime
Name:
Current false
Value:
News Value: [False ']

o SRR
False pda

Note that, when BaPreventRealTime=true:

e the Use Cached Data parameter in permissions analyses will be checked and disabled.

e the real-time option will be missing from the Site Collection Storage Analysis View Storage for:
drop-down.

If the option to use real-time data is disabled, members of the Business Administrators group will

also be unable to Expand Active Directory Groups or select users based on a SharePoint User

Profile Property.
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Preventing Members of the Business Administrators
Group from Emailing Scheduled Analyses
(BAPreventScheduledEmail)

By default, all ControlPoint users have the option of emailing results of scheduled analyses to the
recipients of their choice.
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ControlPoint Application Administrators can, however, hide this option from members of the
Business Administrators group (for example, to limit the number of extremely large files that need

to be handled by the email server) by changing the Value of the ControlPoint Configuration Setting
BAPreventScheduleEmail from False to True.

Description

Output File Name [xcMostLeastReport Outpu Type _

D Include Date Time stamp in file nams o

Schedule Details

Distribution Details
Destination Farm | 201
Add o Library List
:1'_:;-.""0 [ send o Site Collection Admins Create Reports by Selection Hierarch 0

Schedule Details

Distribution Details

Schedule

Show Full Hierarchy of Business Admin Sites

By default, if a member of the ControlPoint Business Administrators group has permissions to
manage a subsite at any level below a site collection's root site but does not have permissions to

manage its parent, the subsite does not display in the ControlPoint SharePoint Hierarchy or object
pickers.
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The subsite will, however, be included in a ControlPoint operation if it is within the scope of the

selection.
Select  Site
B SharePoirt - 80

Select  Alpha Snack Foods - Root Site

(http://201 foundation/sites/alpha)
Selegi—"""_.Healthy Foods
(http:/#201 foundation/sites/alpha/skunkoworks healthy)

Select ... Stay Fresh Packagng

(http://201foundation/sites/alpha/stayfresh)

ControlPoint Application Administrators can, however allow these sites to display by changing the
Value of the ControlPoint Configuration Setting Show Full Hierarchy of Business Admin Sites from
false to true.

Edit Setting for Show Full Hierarchy of Business Admin Sites

Setting Name: Show Full Hierarchy of Business Admin Sites
nternal Name: SHOWALLBASITES

Current Value: false

MNew Value: True -

Fe b

Note that any parent sites within the hierarchy that the Business Administrator does not have
permissions to manage will appear disabled.

NOTE: Depending on the number of sites and depth of the hierarchy, sites may take longer to load
when the hierarchy is expanded if Show Full Hierarchy of Business Admin Sites is set to true.

Changing Default Settings for ControlPoint User
Groups

These configuration settings display in the ControlPoint Settings list under the category
ControlPoint Groups.
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Show All Site Collections to Farm Admins
(SUPERADMIN)

By default, icons for site collections to which SharePoint farm administrators do not have access
appear grayed out in the ControlPoint SharePoint Hierarchy. When an icon is grayed out, farm
administrators cannot access the site collection/site (or any child objects to which they do not have
access) from within ControlPoint. They can, however, use the ControlPoint Set Site Collection
Properties feature to add themselves as site collection administrators.

If the SharePoint farm includes site collections that contain highly sensitive or confidential data
that should remain "locked down" or if corporate policy dictates that farm administrators should
not see sites to which they do not have access, ControlPoint Application Administrators can change
the Value of the ControlPoint Setting Show All Site Collections to Farm Admins from True to False
so that site collections to which farm administrators do not have access are not displayed in the
SharePoint Hierarchy.

Edit Setting for Show All Site Collections to Farm Admins

Setting Name: Show All site Collections ta Farm Admins
nternal Mame: SUPERADMIN

Current Value: true

New Value: True v]

True
False Update

Remote Service Account Administrators for
Cross-Farm Operations (RSAADMIN)

One of the user groups that is created in the ControlPoint Configuration Site when ControlPoint is
first installed allows farms with different service accounts to authorize with each other when a
cross-farm copy or move is performed.

The default name that ControlPoint assigns to this group is Remote Service Account
Administrators. Because of special configuration requirements, if a different name is assigned to
this group then the ControlPoint Application Administrator must update the Value of the
ControlPoint Setting Remote Service Account Administrators for Cross Farm Operations with the
new name so that ControlPoint will continue to recognize it.
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Edit Setting for Remote Service Account Administrators for Cross-Farm

Setting Remote Service Account Administrators for Cross-Farm
Name: Operations
Internal
) RSAADMIN
Name:
Current . .
. Remate Service Account Administrators
Value:

New Value: Remote Service Account Administratars

Auto Add Users To ControlPoint Group Maximum
Group Size (CPGroupMemberLimit)

By default, when the Auto Add Users to ControlPoint Groups action is used, any individual
ControlPoint user group can have up to 1000 members.

When a ControlPoint group reaches its maximum number of users, ControlPoint automatically
creates a new group with the same permissions as the "base" group.

EXAMPLE:

If you want all users who are members of site Owners groups to be added to the ControlPoint
Business Administrators group, and more than 1000 users meet that criterion:

e when Business Administrators group membership reaches 1000, a new group named Business
Administrators_1 will be created and the next 1000 users will be added to that group.

e when Business Administrators_1 group membership reaches 1000, a group named Business
Administrators_2 will be created, and so on.

ControlPoint Application Administrators can change this limit by updating the Value of the
ControlPoint Configuration Setting
Auto Add Users To ControlPoint Group Maximum Group Size.

Edit Setting for Auto Add Users To ControlPoint Group Maximum Group Size

Auto Add Users To ControlPeint Group Maximum Group

Seftting Name: Size

Internal

Name: CPGroupMemberLimit

Current Value: 1000

New Value 1000

NOTE: This limit is enforced only when the Auto Add Users to ControlPoint Group action is used.
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Permissions Needed to See List Items in Reports
(ItemSecurityLevel)

By default, the following ControlPoint analyses show list items, even those to which a ControlPoint
user does not have permissions:

e  Activity by User and

e  Activity by Document

e Site Lists and Libraries Storage

Edit Setting for Permissions Needed to See List Items in Reports

Setting Mame:  Permissions Neaded to See List [tems in Reparts
nternal Name:  ItemSecurityLevel

Current Value:  SITE

New Value: COLLECTION

The ControlPoint Application Administrator can, however, tighten security trimming so that only
ControlPoint users who are site collection administrators can see list items in these analyses by
changing the Value of the ControlPoint Configuration Setting Permissions Needed to See List Items
in Reports from SITE to COLLECTION.

Business Administrators Group Name (BADMIN)

One of the user groups that is created in the ControlPoint Configuration Site when ControlPoint is
first installed is intended for business users (Site Administrators) who use ControlPoint to manage
their own sites. See Making ControlPoint Available to Business Users (Site Administrators) in the
ControlPoint User's Guide.

The default name that ControlPoint assigns to this group is Business Administrators. Because of
special configuration requirements, if a different name is assigned to this group then the
ControlPoint Application Administrator must update the Value of the ControlPoint Setting Business
Administrators Group Name with the new name so that ControlPoint will continue to recognize it.

NOTE: This is an Advanced Setting.
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Edit Setting for Business Administrators Group Name

Setting Name: Business Administrators Group Name
Internal Name: BADMIN

Current Value: Business Administrators

New Value: Business Administrators

Changing Settings to Improve Discovery
Performance

These configuration settings display in the ControlPoint Settings list under the category Discovery
Performance.

Show Menu Items That Require Discovery
(DiscoveryEnabled)

When ControlPoint is first installed, the Nightly Discovery timer job is disabled by default. If the
ControlPoint Discovery Service has not been configured*, operations and parameters which
depend on data collected by the Discovery process are disabled. These include:

e Advanced Search
o Site Collection Activity Analysis
e Trend Analyses

o the following ControlPoint analysis parameters (where applicable):

= the Use cached data option

= the Site Collection Storage Analysis View storage for option.
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ControlPoint Application Administrators can choose to enable the Nightly Discovery job (via
SharePoint Central Administration) or run Discovery manually. Once Discovery has run at least
once, ControlPoint Application Administrators may choose to enable the applicable operations and

parameters by changing the Value of the ControlPoint Setting Show Menu Items That Require
Discovery from False to True.

Edit Setting for Show Menu Items That Require Discovery

Setting Name: Show Menu Items That Require Discovery
Internal Name: DiscoveryEnabled

Current Value: true

Mew Value: True v]

True
False [

updat | conce

*When the ControlPoint Discovery Service is configured, the value of this setting is set to True
automatically.

Abort Discovery on Error (ABORTDISCOVERY)

By default, if the ControlPoint Discovery process encounters an issue with SharePoint environment
(for example, a site that is locked or has been incorrectly or incompletely created, a document that
is missing a document ID), the item is skipped and the Discovery process continues. A Discovery
Exception is recorded in the ControlPoint Administration Log (xcAdmin.log).

The default value may be kept if administrators do not want the Discovery process to be
interrupted. However, if it is preferable that Discovery stop running when an exception is
encountered, ControlPoint Application Administrators can change the Value of the ControlPoint
Setting Abort Discovery on Error from False to True. Administrators are alerted to an aborted Full

Discovery by the "Discovery has not been run today..." message in the ControlPoint application
header.

o e s

| Edit Setting for Abort Discovery on Error

| Setting Name: Abort Discovery on Error
[ Internal Name: ABORTDISCOVERY
Current Value: false
H
I Mew Value: False hd

| True |
| - J conce
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Depth at Which to Stop Discovey When Time
Restriction is Reached (DISCOVERYRESUMELEVEL)

By default, when the Maximum Discovery Run Time limit is reached, the Full Discovery process will
stop after it has finished processing the current site collection. For farms with deeply nested sites,
however, ControlPoint Application Administrators may want to specify a location within the site
collection at which Discovery will stop by changing the Value of the ControlPoint Configuration
Setting Depth at Which to Stop Discovery When Time Restriction is Reached.

The number you enter represents the depth below the site collection (which is represented by 1,
the default value) within the site being processed where you want Full Discovery to resume the
next time it runs.

Edit Setting for Depth at Which to Stop Discovery When Time Restriction is

Setting Name: Depth at Which to Stop Discovery When Time Restriction is

Reached
internal DISCOVERYRESUMELEVEL
Name:
! Current 1
1 Value:
i
| MNewValue: 2 *

When the Depth at Which to Stop Discovery When Time Restriction is Reached limit is reached,
Discovery will finish processing the current site and its immediate children. It will stop when it
reaches the specified level within the next site in the site collection.

Discovery Pause Time to Allow Other Operations
(DISCOVERYSLEEP)

ControlPoint Discovery is task that collects cached information for data analysis and reporting.

Because Discovery is a resource-intensive process, it is configured to pause at regular intervals to
allow other processes to access a greater share of the machine's CPU and disk resources.
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ControlPoint Application Administrators can change this pause time by modifying the Value of the
ControlPoint Settings Discovery Pause Time to Allow Other Operations. This value represents the
number of milliseconds that Discovery pauses to let other processes proceed.

Edit Setting for Discovery Pause Time to Allow Other Opertions |

Setting Mame: Discovery Pause Time to Allow Other Opertions |
Internal Mame: DISCOVERYSLEER

Current Value: 30

Mew Value: 30

0 B

If the Discovery Pause Time to Allow Other Operations value is decreased, the Discovery process
will take less time to complete, but users will experience slower response times while it runs.
Conversely, if this value is increased, the Discovery process will take longer to complete, but users
will experience faster response times.

TIP: If Discovery is run only as a nightly process and system usage is low at that time, the default
value is usually sufficient. If Discovery is run manually while users are active, and/or usage is high
when nightly Discovery is run, it may be advantageous to increase the Discovery Pause Time to
Allow Other Operations time.

SQL Command Timeout for Discovery Process
(DISCOVERYTIMEOUT)

By default, any single call to SQL server during the Discovery process will time out after 1200
seconds (20 minutes). If Discovery does not complete successfully and the ControlPoint
Administration Log (xcAdmin.log) indicates that a timeout has occurred, ControlPoint Application
Administrators can increase the SQL Command Timeout for Discovery Value.

Edit Setting for SQL Command Timeout for Discovery Process

Setting Name: SQL Command Timeout for Discovery Process
. Internal Name: DISCOVERYTIMEOUT

| Current Value: 1200

New Value: 2000] b4

|
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Maximum Discovery Run Time
(DISCOVERYTIMERESTRICTION)

As of version 5.2.345.0, Full Discovery can run a maximum of 1260 minutes (21 hours) at one time.
If ControlPoint has a particularly large farm to discover and Discovery has not completed within
that timeframe, it will continue where it left off the next time it is run, either manually or on
schedule. ControlPoint Application Administrators may want to decrease the time restriction—to
ensure that Discovery is not consuming system resources during peak usage times—by updating
the Value of the ControlPoint Configuration Setting Maximum Discovery Run Time.

Edit Setting for Maximum Discovery Run Time

Setting Name: Maximum Discovery Run Time
I Internal Name: DISCOVERYTIMERESTRICTION
| Current Value: 1260
New Value: 1260

NOTE: If the Value is blank, Full Discovery will be processed in a single run.

The location within a site collection where Discovery will stop when the time restriction is reached
is determined by the Configuration Setting Depth at Which to Stop Discovery When Time
Restriction is Reached.

Exclude Web Parts from the Discovery
(EXCLUDEWEBPARTS)

As of version 5.2.345.0, the ControlPoint Discovery process does not, by default, collect data about
Web Parts used in your environment, which would enable administrators to generate Web Parts
analyses from the ControlPoint database cache. This is because, depending on the number of Web
Parts in your environment, a significant amount of the total processing time may be required. Itis
important to note, however, that when Web Parts are excluded from Discovery:

e Web Parts analyses can only be run on real-time (not cached) data, and

e the following list boxes will not be populated (that is, you will not have the option of selecting
from a list of Web Parts):

= Advanced Search - Web Parts Used
=  Web Parts by Part / Web Parts by Site - Web Parts.
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To include Web Parts from the Discovery process, change the Value of the ControlPoint Setting

Exclude Web Parts from Discovery from True to False.

Edit Setting for Exclude Web Parts from Discovery

Setting Mame:

Internal Narme:

Current Value:

Mew Value:

Exclude Web Parts from Discovery
EXCLUDEWEEBPARTS

true

True M

True
False

NOTE: If you installed ControlPoint prior to version 5.2.345.0, the default value will be false.

Tuning Options to Improve Discovery Performance
(SPEEDDISCOVERY)

As of version 6.0. the default value of the ControlPoint Setting Tuning Options to Improve
Discovery Performance is PDA:. Each component of this value is described in the following table.

Setting Name:
Internal Mame:

Current Value:

New Walue:

Edit Setting for Tuning Options to Improve Discovery Performance

Tuning Options to Improve Discovery Performance

SPEEDDISCOVERY

POA| x

Value Component

Description

P Partial Discovery does not discover the following
elements within a site collection if they have not
changed:

e activity
e permissions of all SharePoint users
e Web parts, and
e SharePoint permissions for members of the Business
Administrators group
D Full Discovery does not discover the following elements

within a site collection if they have not changed:
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Value Component Description

e activity

e permissions of all SharePoint users

e Web parts, and

e SharePoint permissions for members of the Business
Administrators group

A All activity is calculated at the end of Discovery (which
requires fewer queries for better performance)

If ControlPoint was initially installed prior to version 6.0, it is recommended that the Value be set to
PDA to optimize Discovery performance.

Site Collections to Exclude from Full Discovery
(URLEXCLUDE)

By default, the ControlPoint Full Discovery process runs on all site collections within your
SharePoint farm. ControlPoint Application Administrations can, however, exclude site collections
whose url contains a specified text string from both the nightly Full Discovery process and any
manual Discovery that is run on the entire farm. (Administrators still have the option of running a
Partial Discovery on these site collections, either as-needed or on a one-time or recurring
schedule).

Remember that data in analyses run from cache can only be reported up to the date of the last
Discovery

To exclude site collections that contain a particular text string from the Full Discovery process,
enter the string as the Value for the ControlPoint Setting Site Collections to Exclude from Full
Discovery. Enter multiple text strings as a comma-separated list.

| Edit Setting for Site Collections to Exclude from Full Discovery

: Setting Name: Site Collections to Exclude from Full Discovery
Internal Name: URLEXCLUDE

Current Value:

| New Value: alpha,betal "
|

CAUTION: If any part of a site collection's url contains the text string you specified, it will be
excluded from Full Discovery. Use caution in selecting strings to be sure you do not exclude more
than you intend. For example, the excluded string of "Test" would exclude "My Test Site
Collection" but would also exclude "Product Testing."
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Web Applications to Exclude from Full Discovery
(WAPEXCLUDE)

By default, the ControlPoint Full Discovery process runs on all Web applications in a SharePoint
farm. ControlPoint Application Administrations can, however, exclude one or more (up to a
maximum of 6) Web applications from both the nightly Full Discovery process and any manual
Discovery that is run on the entire farm. (Administrators still have the option of running a Partial
Discovery on these Web applications, either as-needed or on a one-time or recurring schedule).

It may be useful, for example, if the Web application that hosts your MySites is large and time-
consuming to "discover." You can exclude that Web application from the Full Discovery process
and run a Partial Discovery on a less frequent schedule, when system usage as low (such as on the
weekend). See also Running a Full or Partial Discovery Manually in the ControlPoint User's Guide.

Remember that activity data in analyses run from cache can only be reported up to the date of the
last Discovery

To exclude a Web application from the Full Discovery process, enter the Web application's GUID as
the Value of the ControlPoint Setting Web Applications to Exclude from Full Discovery. Use the
following guidelines:

1 To locate a Web application's GUID, select the Web application in the ControlPoint Farm
Hierarchy, right-click and choose Properties.
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2 Copytheld's Property Value and paste it directly into the Value field.

-inix
Type: WAP d
Name: SharePoint - 48905
URL: http://sbellum:48905
Total Users with Permissions: Total Active Users Jast 30 days): Calculate Totals

Property Mame | Property Value
Event Handlers Enabled False ;I
External Workflow Participants Enabled False
File Mot Found Page
Inherit Data Retrieval Settings True
Is Administration Web Application? False
Iz Paired? Falze
Maximum File Size 50
Meta Weblog Authentication Enabled Falze
Meta Weblog Enabled True
Mame SharePoint - 43905
Needs Upgrade Falze
=
j
I— l_ I_ I_ I_ l_ l_ |~:§ Local inkranet |v’__1-i - | 0% v g

3 Repeatsteps 1 and 2 for each Web application you want to exclude (up to a maximum of 6).
Use a comma (,) to separate each GUID in the list.

Changing Settings to Accommodate Special
Environmental Factors

These configuration settings display in the ControlPoint Settings list under the category
Environment.
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Alternate Access Mapping Zone for Navigation and
Report Links (URLZONE)

By default, the url specified for a Web application's Default zone is used to open SharePoint pages
from within the ControlPoint application interface.

| Edit Setting for Site Collections to Exclude from Full Discovery

| Setting Name: Site Collections to Exclude from Full Discovery
Internal Name: URLEXCLUDE

Current Value:

| New Value: alpha,beta| x

If you use alternate access mappings, ControlPoint may be unable to use the url in the Default
zone because of the way it is configured. For example, if you are using TLS or SSL to implement
https and the Default zone uses the https protocol, ControlPoint would not be able to access the
site directly from that url. Therefore, it would have to be configured to use the url in a zone that
would allow direct access.

ControlPoint Application Administrators can change the zone that ControlPoint uses by modifying
the Value of the ControlPoint Setting Alternate Access Mapping Zone for Navigation and Report
Links.

NOTE: This is an Advanced Setting.

Edit Setting for Alternate Access Mapping Zone for navigation and report links

Setting Name: Alternate Access Mapping Zone for navigation and report links
Internal Name: URLZONE

Current Value: 0

Mew Value: 0

Valid values are

e 0 (Default)
e 1 (Intranet)
e 2 (Internet)
e 3 (Custom)
e 4 (Extranet)

e -1 (always use the url for the zone from which the user accessed ControlPoint)
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Enable SharePoint Server Functionality (MOSS)

When ControlPoint is first installed the installer automatically detects whether the SharePoint farm
is Foundation-only or Server and automatically populates the Value in the ControlPoint Settings list
item MOSS with the appropriate value:

e "MOSS" value = true (for MOSS/Server), or

e "MOSS" value = false (for WSS/Foundation-only)

Note on terminology: WSS is the 2007 equivalent of SharePoint Foundation, and MOSS is the 2007
equivalent of SharePoint Server.

If the SharePoint environment changes (for example, the farm is upgraded from WSS-only to
MOSS) a ControlPoint Application Administrator must update the Value of the ControlPoint Setting
MOQOSS in order to run fully functional ControlPoint Activity analyses and to enable menu access to
those SharePoint functions that are not available in a WSS-only farm.

Edit Setting for SharePoint Foundation or Server Menu Items

Setting Name: SharePoint Foundation or Server Menu Items
Internal Name: MO5S

Current Value: true

MNew Value: True M ]

(e | core

Changing Default Settings for Navigation

These configuration settings display in the ControlPoint Settings list under the category Navigation.
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Postpone Security Trimming of SharePoint Hierarchy
Until Site Collection is Expanded
(PostponeSecurityTrim)

By default, the site collections to which a ControlPoint user has access are calculated the first time
a Web application is expanded or when the SharePoint Hierarchy or page is refreshed.

In an especially large SharePoint environment in which the user administers a large number of site
collections within a Web application, the load-time may be significant. ControlPoint Application
Administrators can, therefore, postpone security trimming until a Site Collection is expanded by
changing the value of the ControlPoint Setting Do Not Security-Trim SharePont Hierarchy Until Site
Collection Expansion (PostponeSecurityTrim) from false to true.

NOTE: When this setting is enabled it applies to all ControlPoint users except members of the
Business Administrators group whose permissions are determined during the Discovery process.

Edit Setting for PostpeneSecurity Trim

Setting Name: PostponeSecurityTrim
Current Value: true
Nevr Value: [h’rue ‘]
M =
e [ e
False pda

When this setting is true:

o All of the site collections within the SharePoint farm will display in the SharePoint Hierarchy,
and

e security trimming will occur when a site collection is expanded; that is:

= none of the sites below the site collection will display in the hierarchy, and

= the ControlPoint right-click menu will be replaced with your browser-s right-click menu.
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Open link
Open link in new tab
Open link in new window
Save target as...

Print target

Show picture
Save picture as...
E-mail picture...
Print picture...

Go te My Pictures

If a user attempts to perform an operation on a site collection for which they not have permissions
before the site collection is expanded, a pop-up with following message displays when a
ControlPoint operation is invoked:

You do not have permissions to run an action or report on the selected scope.

ControlPoint x|

You do not have permission to

\i}) run an action or report on the

selected scope,

NOTE: Because all site collections will display in the SharePoint Hierarchy when this setting is
enabled, it is recommended for use only with exceptionally large SharePoint environments where
long loading time is an issue, and ideally, for which ControlPoint users are administrators for
most (or all) of the site collections.

Search Using Cached Data (CACHEDSEARCH)

By default, ControlPoint uses real time data to search the SharePoint Hierarchy for operations such
as:
e Search Hierarchy

e Change Selection
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e Copy/Move destination selection

@

URL:

<-4 20105harePoint
>O ControlPoint (1)
> Clients (7)
>O Customers - 44847 (3)
>O Extranet (2)
>O Intranet (5)

B #TR) Sharabnint - 8N F17

The use of real-time data means that search results are always current and will include even sites
that were created immediately before the search was initiated. It may also take more time to
complete a search, depending on its scope. If ControlPoint users routinely conduct searches that
include a large numbers of objects, ControlPoint Application Administrators can configure
ControlPoint to use data from the ControlPoint database cache (and thus speed up searches) by
changing the Value of the ControlPoint Setting Search Using Cached Data from false to true.

NOTE: This setting applies to the search functionality only. The full browse tree always uses real-
time data.

If cached data is used, search results will not include sites for which users only have permissions
via a Web application policy.

Edit Setting for Search Using Cached or Real-time Data

Setting Name: Search Using Cached or Real-time Data
Internal Name: CACHEDSEARCH

Current Value: false

Mew Value: [False "]

e Update |
False I"\5 .

NOTE: Data from this cache is current as of the last Discovery run.
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How to Display Multiple Farms in SharePoint
Hierarchy (FARMNAVIGATION)

By default, if ControlPoint is running as a multi-farm installation, all farms in the installation display
in the SharePoint Hierarchy, with the home farm expanded and the remote farms collapsed.
ControlPoint Application Administrators can, however, change the way farms display in the
SharePoint Hierarchy by updating the Value of the ControlPoint Configuration Setting How to
Display Multiple Farms in SharePoint Hierarchy.

Edit Setting for How to Display Multiple Farms in SharePoint Hierarchy

Setting Name:  How to Display Multiple Farms in SharePoint Hierarchy
Internal Name: FARMMNAVIGATION

Current Value: 2 ‘

New Value: 3 ®

Valid values are:

1 - Display home farm only.
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If you choose this option, users can switch between farms using the drop-down in the ControlPoint
application header.

Available Farms

20135harePoint

20135harePaoint
20105harePaoint

2 (default) - Display home farm expanded and remote farm(s) collapsed.

3 - Display all farms collapsed

Maximum Number of Objects to Display Before
Foldering (NAVCAP)

By default, the maximum number of child objects (that is, site collections, sites or lists) that can
display directly beneath a single parent in the left navigation pane is 45. (That s, up to 45 site
collections can display beneath a Web application, up to 45 sites beneath a site collection, and so
on). This limit is set to provide you with predictable performance when opening nodes within the
navigation tree; it takes additional time to open a node that contains a large number of objects.
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If the number of child objects beneath a particular node exceeds the set limit, ControlPoint
generates a series of subfolders which contain subsets of objects, grouped alphabetically, as
shown in the example below.

ControlPoint Application Administrators can modify this number by changing the Value of the
ControlPoint Setting Maximum Number of Objects to Display Before Foldering.

NOTE: While you may want to decrease this value, it is generally recommended that you not

increase it, as performance may be negatively impacted and may trigger a warning message in the
browser.

Edit Setting for Maximum Mumber of Objects to Display Before Foldering

Setting Name:  Maximum Mumber of Objects to Display Before Foldering

Internal Name: NAVCAP

Current Value: 45 ‘

MNew Value: 45

Cupive | o

This setting applies to site collections, sites, and lists. The maximum number of SharePoint users
and groups that display beneath a site are configured via different parameters. See:

e Maximum Number of SharePoint Groups to Display in SharePoint Hierarchy (SPGROUPCAP)

e Maximum Number of Users to Display in SharePoint Hierarchy (SPUSERCAP)

Preload All Site Collections in Server-side Cache
(PRELOADSITECACHE)

By default, whenever you expand a Web application in the SharePoint Hierarchy, site collections
are loaded—and any folders within which site collections are grouped are built—in real time. For
Web applications that contain an excessively large number of site collections (such as thousands of
MySites), the time it takes to expand a Web application may be prohibitively long.
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ControlPoint Application Administrators can configure ControlPoint to load site collections and
folders from a server-side memory cache—so that the contents of Web applications can be
displayed immediately—by changing the Value for the ControlPoint Setting Preload All Site
Collections in Server-side Cache from false to true.

Edit Setting for Preload All Site Collections in Servier-side Cache

Setting Mame: Preload All Site Collections in Servier-side Cache
Internal Name:  PRELOADSITECACHE

Current Value: false

New Value: [Fabe ']

T
L -
False

This server-side cache is updated on the first request to ControlPoint after its application pool is
recycled. If IS is configured for a nightly recycle, the restart would occur shortly thereafter.
Normally the first request is from the ControlPoint Scheduled Job Review task. The server-side
cache can also be refreshed on an as-needed basis from the Manage ControlPoint panel.

NOTE: The child objects within a site collection are not affected by this setting and will always load
in real-time.

Whenever the Preload All Site Collections in Server-side Cache Value is changed, the application
pool must be recycled for the change to take effect.

Show SharePoint Groups with No Permissions in
Hierarchy (ShowNoPermSPGroup)

By default, SharePoint groups display in the SharePoint Hierarchy and group pickers only if they
have an associated permissions level. This prevents the navigation tree from being cluttered with
groups that do not have an associated permissions level, and therefore are not being actively used
in SharePoint.

ControlPoint Application Administrators can, however, choose to display groups without
permissions in the ControlPoint application interface by changing the Value of the ControlPoint
Configuration Setting ShowNoPermSPGroup from the default (false) to either:

e True (to have groups without permissions display in both the SharePoint Hierarchy and group
pickers)

OR
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e False (to have groups without permissions display in group pickers but not in the SharePoint

Hierarchy).

For example, you may choose not to clutter the SharePoint Hierarchy with groups that have no
permissions, yet you may want to have them available to choose from when performing a
ControlPoint action such as Set SharePoint Group Permissions.

Edit Setting for Show SharePoint Groups with No Permissions in Herarchy

Setting Name:  Show SharePoint Groups with No Permissions in Herarchy
Internal Name: ShowMNoPermSPGroups

Current Value: false

New Value: [FaBe ﬂs

True

Display url or Site Name in SharePoint Hierarchy
(SHOWURLASTITLE)

By default, SharePoint site collections and sites are identified by Title in the SharePoint Hierarchy,

Search Hierarchy, and other areas of the application that include a browse tree (such as Change
Selection and Copy/Move destination selection).

ControlPoint Application Administrators can, however, choose to display site collections and sites
by changing the Value of the ControlPoint Configuration Setting Display url or Site Name in
SharePoint Hierarchy to one of the options below.

If you want to have... Then change the Value for SHOWURLASTITLE to ...

both site collections and
true.
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If you want to have... Then change the Value for SHOWURLASTITLE to ...

sites identified by url

e site collections
identified by url
and

SiteColOnly.

e sites identified by
name

nstead of Site Name in SharePoi

Setting Mame:  Display URL Instead of Site Name in SharePoint Hierarchy

Internal Mame: SHOWURLASTITLE

Current Value: false

Mew Value: [False 'B}
True
False

Site Collections Only Update

Regardless of the setting, the alternate way of displaying the title—along with the object's GUID—
can be viewed as a tool tip when the cursor is placed over the object icon.
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Maximum Number of Users to Display in SharePoint
Hierarchy (SPUSERCAP)

By default, up to 45 SharePoint Users can display beneath a site in the SharePoint Hierarchy

(Note that the Users folder contains only SharePoint users who have been granted direct
permissions for a site.)

ControlPoint Application Administrators can, however, modify this number by changing the
Maximum Number of Users to Display in SharePoint Hierarchy Value.

Edit Setting for Maximum Number of Users to Display in SharePoint Hierarchy

Setting Mame: Maximum Number of Users to Display in SharePoint Hierarchy
Internal Name: SPUSERCAP

Current Value: 45

Mew Value: 10 x

If the number of SharePoint users is greater than the specified parameter value, the list will be
truncated. For example, if you set the Maximum Number of Users to Display in SharePoint
Hierarchy Value to 10, and 12 users have direct permissions to a site, the first 10 users (in

alphabetical order) will display in the Users folder. (Remember, however, that the total number of

users with direct permissions for the site displays in parentheses to the right of the user folder.
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Maximum Number of SharePoint Groups to Display in
SharePoint Hierarchy (SPGROUPCAP)

By default, up to 45 SharePoint Groups can display beneath a site in the SharePoint Hierarchy.

ControlPoint Application Administrators can, however, modify this number by changing the
Maximum Number of SharePoint Groups to Display in SharePoint Hierarchy Value.

Edit Setting for Maximum Mumber of Groups to Display in SharePoint Hierarchy

Maximum Number of Groups to Display in SharePoint

Setting Name: Hierarchy

Internal

SPGROUPCAF
Mame:

Current Value: 45

New value: 10 X

If the number of SharePoint groups with permissions to a site is greater than the specified
parameter value, the list will be truncated. For example, if you set the Maximum Number of
SharePoint Groups to Display in SharePoint Hierarchy Value to 10, and 12 groups have permissions
to a site, the first 10 groups (in alphabetical order) will display in the Groups folder. (Remember,
however, that the total number of groups with permissions for the site displays in parentheses to
the right of the Group folder.)

Managing Site Provisioning Settings

These configuration settings display in the ControlPoint Settings list under the category
Provisioning.

Maximum Number of Provisioning Requests in
Completed an Rejected Folders

By default, ControlPoint keeps a maximum of 2000 items in each of the following Site Provisioning
Manager View filters:
e Completed

e Rejected
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When this limit is reached, ControlPoint creates an "archive" view with a date and time stamp. A
new archive view is created every time the specified limit is reached.

Manage Provision Requests

Filter your view based on reguest status [lnCGmpLete v]
Incomplete
MANAGE PROVISIONING REQ COMPHeted
Rejected

Rejected 2014-08-25_14-45-14 !
I oo
ControlPoint Application Administrators can, however, specify a different maximum number of

requests to display in a view by changing the Value of the ControlPoint Setting Maximum Numer of
Provisioning Requests in Completed and Rejected Foder.

Edit Setting for Maximurm Mumber of Provisioning Requests in Completed and

Setting Maximum Mumber of Provisioning Requests in Completed and
MName: Rejected Folders

nternal MaxRequestitemsinFolder

Name:

Current

Value: 2000

MNew Value: 2000

b4

Changing the Subject and/or Body of Provisioning
Request Emails

You can change the default subject line and/or body text of the emails that are automatically sent
to the requester of a new site collection or site, as described in the following table.

NOTE: These are Advanced Settings.

If you want to Then change the Parameter of From the default text...
change ... the ControlPoint Setting ....

the subject line of Subject Line for Provisioning Your request for a new site.
the email that is Request Registered email

sent to the

requester when a
site provisioning
request is received
and registered
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the text of the email
that is sent to the
requester when a
site provisioning
request is received
and registered

the Subject line of
the email that is
sent to the
requester when a
request has been
approved, then
completed

the text of the email
that is sent to the
requester when a
request has been
approved, then
completed

the subject line of
the email that is
sent to the
requester when a
site provisioning
request is rejected

the text of the email
thatis sent to the
requester when a
site provisioning
request is rejected

Text for Provisioning Request
Registered email

Subject Line for Provisioning
Request Completed email

Text for Provisioning Request
Completed email

RequestRejectedEmailSubject

Text for Provisioning Request
Rejected email

Your request for

'@ @REQUESTNAME@ @' with id
@ @REQUESTKEY@ @ has been
registered.

Your new site is ready for use.

Your request '@ @REQUESTKEY@ @'
has been completed and is ready for
use.

Your request for a new site or site
collection has been rejected.

Unfortunately, your request for
'@ @REQUESTNAME@ @' at

@ @REQUESTURL@ @ with id
@@REQUESTKEY@ @ has been
rejected.

NOTE: '@ @REQUESTKEY@ @' is a variable that is populated with the confirmation GUID that is
generated when a request is submitted. @ @REQUESTNAME@ @' is a variable that is populated
with the name requested for the the site.
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Configuring the Site Provisioning Workflow Settings
(SharePoint Server)

As an alternative to approving site provisioning requests manually, via the Manage Site
Provisioning Requests interface, you can use a workflow—either a SharePoint "out or the box"
approval workflow or one that was created or customized using SharePoint Designer—to manage
the Site Provisioning approval process.

If you are using a workflow, the following ControlPoint Settings must be configured:

o WorkflowName
e Workflow Account
o  WorkflowApprovedValue

o WorkflowRejectedValue

In addition, if you want to be able to have workflows auto-start, extra configuration may be
required.

NOTE: SharePoint Approval workflows are not available for SharePoint Foundation.

Before configuring Site Provisioning workflow settings:

Add and configure the approval workflow you want to use on the ControlPoint Configuration Site -
Site Creation Requests list following standard SharePoint practices.

testbenchfarm -

Site Actions ~ e

ControlPoint Configuration Site » Site Creation Requests * List Settings + Add a

. o L |
Metalogix workflow 1
Tlkelt Tags&
Use this page to set up a workflow for this list. e
Home Q
Libraries Workdlow Description:
Axceler Menus Select a workflow to add to this Select a workflow template: Routes a document for approval.
K Disposition Approval Approvers can approve or reject the
Three-state document, reassign the approval task,
Lists our a Collect Feedback - SharePoint 2010 or request changes to the document.
s Approval - SharePoint 2010 i
ControlPaint Settings VTSP
§ Farm Statistics
F X . N;
Web Application Statistics o Type a unique name for this workflow:
site Collection Stat Type a name for this workflow.
Site Collection Statistics h Site Provisioning Request Approval
The name will be used to identify RS R

Custom Properties this workflow to users of this list.
Discussions Task List

Select a task list: Description:

sk list 0 use vith this Tasks v Task list for workflow.
_ You can select an
@ Recycle 8in sk lit or request that 2
ist be created.

[ a1 site Content

Select a history list: Brfri:

8 torkflow History v History list for workflow.
o Workflow History ry

ry list o request
ik b
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Specifying the Name of the Workflow Used for Site Provisioning
Requests

To identify the workflow that should be used for the Site Provisioning approval process, enter the
name of the workflow as the Value of the ControlPoint Setting Name of Workflow Used for Site
Provisioning Requests.

Note that having a Value for this setting enables display of the workflow column in the Manage
Provision Requests grid.

Edit Setting for Name of Workflow Used for Site Provisioning Requests

Setting Name:  Mame of Workflow Used for Site Provisioning Requests
Internal Name: WorkflowMName
Current Value:

New Value: Site Provisioning Request Approvall

X
Cupioe | ol

Specifying the Account for Starting the Provisioning Approval
Workflow

Most ControlPoint operations are performed by the ControlPoint Service Account on behalf of the
logged in user. However, because SharePoint does not allow a system account to start a workflow,
you must specify a different account to use for this purpose. The account that you specify for
Account for Starting the Provisioning Approval Workflow must have permissions to start a
workflow on the ControlPoint Configuration Site - Site Creation Requests list.

NOTE: For the Value, be sure to enter the full user login name.

Edit Setting for Name of Workflow Used for Site Provisioning Requests

Setting Mame:  Name of Workflow Used for Site Provisioning Requests
Internal Name: WorkflowMName

Current Value:

Mew Value: Site Provisioning Request Approvall

x
[upioe | vl

Specifying Provisioning Request Approval Value(s) for the Workflow

Any status that indicates an approval in the SharePoint workflow used for the Site Provisioning
approval process must be synchronized with the "Approved" status in ControlPoint. This will allow
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a "custom" status—and will even allow more than one possible status—to be used to indicate
approval of a Site Provisioning request.

To do this, enter the Approved status (or statuses) associated with the workflow as the Value of
the ControlPoint Setting Provisioning Request Approval Value for Workflow.

NOTE: Enter multiple values as a comma-separated list (for example, Approved,OK).

Workflow Task =kt
X Delete Item

(‘:/J' This workflow task applies to Human Resources Blog.

Status Not Started

Requested By

Consolidated Comments  approval started by James Joyce on 9/4/2014 5:07 PM
Comment:

These are the comments of the requestor and all previous participants
Due Date i}

Comments

This message will be included in your response.

Reje:t | Cancel H Request Change H Reassign Task

(e ]

Point Configuration Site » Tasks » All Tasks & L

‘or warkflow. Ilikelt  Tags &
Motes
Search this site...
g Type Title Assigned To Status Priority ~ Due Date % Complete  Predecessors qotent  Cutcome
n Please James Joyce Completed (2) 100 % Human Rescurce
approve Normal Blog
Human
Resources
Blog mwer
’:_—\ Version History Aert Me
= 28 hared witn @ Workflovs
Edit
ftem 3 Delete Item
Manage Actions
Home

Parameter Nama tkflowApprovedValue

Axceler Menus
Parameter Value Approved
ControlPoint Settings

. Description Set to the Workflow value which will cause the End User
Custom Properties Request to be approved. For more than one possible
Farm Statistics approved value, supply a list of comma separated values.
Web Application Statistics Notes
Site Collection Statistics Category Provisioning
Site Contents Created at 8/1 Testbench Install Display

Last modified PM by [ Testbench Farm Display

Specifying Provisioning Request Rejected Value(s) for the Workflow

Any status that indicates a rejection in the SharePoint workflow used for the Site Provisioning
approval process must be synchronized it the "Rejected" status in ControlPoint. This will allow a
"custom" status—and will even allow more than one possible status—to be used to indicate
rejection of a Site Provisioning request.

To do this, enter the Rejected status (or statuses) associated with the workflow as the Value of the
ControlPoint Setting Provisioning Request Rejected Value for Workflow.

NOTE: Enter multiple values as a comma-separated list (for example, Rejected,No).
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Workd

X Delete Item

Status Not Started

Requested By

(%) This workflow task applies to Operations Team Site.

Comment:

Due Date

Comments

This message will be included in your response.

[ [ rgee ]

Request Change H Reassign Task

Point Configuration Site » Tasks » All Tasks

or workflow.

@ Type Title

Search this site...

Consolidated Comments  approval started by James Joyce on 9/4/2014 5:08 PM

These are the comments of the requestor and all previous participants.

2 Y,
Tlikelt  Tags &
Motes

2]

Qutcome

Assigned To Status Priority Due Date % Complete Predecessors  Relat tent
A Please James Joyce Completed (2) 100 % Operations Team ("Rejected
approve Normal Site
Operations
Team Site
B HEw
Version History Alert Me
;
# &% Shared With & Workdlows
Edit
Ttem ¢ Delete liem
Manage Actions
Home

Axceler Menus
ControlPoint Settings
Custom Properties

Farm Statistics

Web Application Statistics
Site Collection Statistics

Site Contents

Parameter Name

Parameter Value Rejected

Description

Notes

Category

Created at 8/1/2014 1235 PM by
Last modified at 9/4/2014 3:16 PM by

WorkflowRejectedValu:

Set to the Workflow value which will cause the End User
Request to be rejected. For more than one possible rejected
value, supply a list of comma separated values.

Provisioning

Testbench Install Display
Testbench Farm Display

Specifying Global Settings for ControlPoint

Policies

These configuration settings display in the ControlPoint Settings list under the category

ControlPoint Policies.
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Users to Exclude from All ControlPoint Policies
(CPPOLICYSUPERUSERS)

By default, when you apply a ControlPoint policy to users, all users included in the User Selection
will be included in the policy. ControlPoint Application Administrators can, however, exclude
specified users from all ControlPoint policies by entering one or more user names (in the format
domain\user) in the Value field of the ControlPoint Configuration Setting Users to Exclude from All
ControlPoint Policies. Enter multiple names as a comma-separated list.

j| Edit Setting for Users to Exclude from All ControlPoint Policies

Setting Name: Users to Exclude from ALl ControlPoint Policies

. Internal Name: CPPOLICYSUPERUSERS
Current Value:

Mew Value: bellurmadministrator,bellum\jamesjoyce ¢

e

For example, you may want to exclude from all policies:

e the ControlPoint Service Account, to allow administrators to perform actions such as Delete
Site and Copy/Move actions in ControlPoint. (Remember, ControlPoint actions are actually
carried out by the ControlPoint Service Account rather than the logged in user).

e all accounts operating as the System Account (sharepoint\system), which may include, but not
be limited to, the ControlPoint Service Account.

e farm administrators.

NOTE: You must exclude users based on full account names (sometimes known as pre-Windows
2000account names in Active Directory), not display names. For example, you cannot exclude
system accounts by entering the display name System Account.

Users specified in this setting will always be excluded from all policies, including any policies to
which they have been explicitly added.

Content Creation Policy url (POLICYSERVICEURL)

When a ControlPoint policy is created that uses a content creation rule, a custom Web service must
be set up which runs whenever content is added to a site within the scope of the policy. For
example, you may want to be notified whenever a document is posted that contains "flagged"
content.
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If such a policy is to be implemented, the full service url to the location of the Web service must be
the Value for the ControlPoint Configuration Setting Content Creation Policy url.

Edit Setting for Content Creation Policy URL

NOTE: In order to simulate the environment in which it will be used, it is recommended that the
functionality be tested on the Web front-end server on which ControlPoint is installed while
logged in as the ControlPoint Service account.

Setting Preferences for the ControlPoint
Scheduler

These configuration settings display in the ControlPoint Settings list under the category
ControlPoint Scheduler.

Maximum Number of Scheduled Jobs to Submit at
One Time (MAXSUBMIT)

By default, up to five scheduled jobs can run at any one time. For example, if three scheduled jobs
are running at the time the ControlPoint scheduler task next checks the queue for pending jobs, an
additional two jobs will be submitted.

ControlPoint Application Administrators can change this number by updating the Value of the
ControlPoint Setting Maximum Number of Scheduled Jobs to Submit at One Time.

For example:

e You may want to increase this number if jobs are generally scheduled to run when system
usage is low, to allow more of them to run concurrently.
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e You may want to decrease this number if interactive performance of your farm is being
affected by the processing of scheduled jobs.

Edit Setting for Maximum Number of Scheduled Jobs to Submit at One Time

Setting Name: Maximum Number of Scheduled Jobs to Submit at One Time
Internal Name: MAXSUBMIT

£ CurrentValue: 5

. New Value: 5

|

7

This setting can be used in conjunction with Number of Minutes Scheduler Will Wait Before Next
Group of Jobs (OVERIDESCHEDULETIMERMINUTES) to fine-tune the behavior of the ControlPoint
scheduler.

Number of Minutes Scheduler Will Wait Before Next
Group of Jobs (OVERIDESCHEDULETIMERMINUTES)

The SharePoint timer service prompts the ControlPoint scheduler task to run every 10 minutes. By
default, it checks for and initiates the running of scheduled jobs during every "wake-up."

The ControlPoint Application Administrator can, however, have jobs run less frequently by
increasing the Value of the ControlPoint Setting Number of Minutes Scheduler Will Wait Before
Next Group of Jobs by increments of 10.

NOTE: Ten minutes is the minimum value that can be specified, as that is the interval at which the
SharePoint timer task actually runs.

| Edit Setting for Number of Minutes Scheduler Will Wait Before Mext Group of Jobs

| . Number of Minutes Scheduler Will Wait Before Next Group of
| Setting Name:

Jobs
Internal OVERIDESCHEDULETIMERMINUTES
| Mame:
Current
| Value: 10
Mew value: 20 x

When this setting has been increased, the following message will display in the Schedule Details
section of the scheduler interface:

The ControlPoint scheduler is currently set to submit jobs that are due for processing every XX
minutes.

This setting can be used in conjunction with Maximum Number of Scheduled Jobs to Submit at One
Time to fine-tune the performance of the ControlPoint scheduler.
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Maximum Line Items in Scheduled Report Results
(SCHEDULEDREPCAP)

By default, when a ControlPoint analysis is run on a schedule, up to 40,000 line items can be
returned.

If the number of line items exceeds the maximum number, ControlPoint generates the following
message, which displays in the analysis output file, in place of results:

This report has more rows than the current row limit of xxxx. You can raise the limit. You can also
narrow the scope or parameters of the analysis.

You can change the maximum number of line items in a scheduled analysis by changing the Value
of the ControlPoint Setting Maximum Line Items in Scheduled Report Results.

Edit Setting for Maximum Line Iterns in Scheduled Report Results

Setting Narme: Maxirmum Line Items in Scheduled Report Results
Internal Name:  SCHEDULEDREPCAP

Current Value: 400000

Mew Value: 100000 x

For example, this value may be increased if the output of exceptionally large analyses are routinely
posted to a SharePoint library. Conversely, this value may be decreased if analysis output is
generally emailed to distribution lists and your mail system imposes attachment size limits.

Defining "Admins" for Scheduled Analysis Results
Distribution (SiteAdminCriteria)

ControlPoint provides the option of having scheduled analysis results distributed to administrators
responsible for sites within the selected scope. ControlPoint Application Administrators must
specify the users and/or groups that should fall within the definition of "Admins" by updating the
Value of the ControlPoint Configuration Setting SiteAdminCriteria with one or more of the
following values:

e Members of the Site Owners Group

e All users with a permissions level specified in the ControlPoint Configuration Setting
Permissions Level for Site Admin Definition for Scheduled Report Distribution .

e All members of the Site Collection Administrators group.

Metalogix® ControlPoint Administration Guide 181
Modifying ControlPoint Configuration Settings



Enter multiple values as a comma-separated list.

| Edit Setting for Site Admin Definition for Scheduled Report Distribution

Setting Name:  Site Admin Definition for Scheduled Report Distribution
| Internal Name: SiteAdminCriteria

. Current Value: 0

| Mew Value: Eite Owners Group v
MNone
Site Owners Group

All users with Permissions Level

for Site Admin Definition %
All Site Collection Admins

NOTE: Users who meet site admin criteria are captured during the Discovery process.

Permissions Level for Site Admin Definition for
Scheduled Report Distribution
(SiteAdminPermissionLevel)

The ControlPoint Configuration Setting SiteAdminCriteria can be set to include users with a
specified permissions level in the definition of "Admins" for the distribution of scheduled analysis
results. ControlPoint Application Administrators can specify that permissions level as the Value of
the ControlPoint Configuration Setting SiteAdminPermissionLevel.

Edit Setting for Permissions Level for Site Admin Definition for Scheduled Report

. Setting Permissions Level for Site Admin Definition for Scheduled Report
Name: Distribution

4

{ Internal SitesdminPermissionLevel

5 Name:

1

= Current

. Value:

New Value:  Full Control] -

NOTE: Only one permissions level may be entered.

Miscellaneous and Custom Configuration
Settings

These configuration settings display in the ControlPoint Settings list under the category
Miscellaneous and Custom.
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SQL Server Connection String for xcAdmin Database
(xcAdminConnectionString)

The ControlPoint Setting SQL Sever Connection String for xcAdmin Database is populated at the
time ControlPoint is installed, based on the SQL server identified as the location for the
ControlPoint Services Database.

Edit Setting for SQL Server Connection String for xcAdmin Database

setting SQL Server Connection String for xcAdmin Data
Mame:

Internal xcadminConnectionString

Mame:

Current  Data Source=ga2013foundatic;Initial Catalog=xcAdmin;Persist

Value: Security Info=True;Integrated Security=True
SE[""' Data Source=qa2013foundatio;Initial Catalog=xcadm
alue:

The xcAdminConnectionString Value should be modified only under rare and special circumstances
(for example, if the location of the ControlPoint Services database or the authentication method
for connecting to the database has changed).

If you cannot connect to ControlPoint to update this setting:
1 Open the ControlPoint Configuration Site.
2 Navigate to the ControlPoint Settings list.

3 Under the category Miscellaneous and Custom, open xcAdmin Connection String and edit as
necessary.

Initial Screen (INITSCREEN)

If the ControlPoint Setting No Dashboard is set to True, ControlPoint Application Administrators
can customize the content that displays when users log into ControlPoint or refresh their browsers
by entering a web page url as the Value of the ControlPoint Setting Initial Screen.

NOTE: This is an Advanced Setting.
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Edit Setting for Initial Screen

Setling T
= Initizl Scres
[{ams:
Internal e
] IMITSCREEM
[amse:
Currant R e e e
value: http://qa2 010farmym3:1818/Lists/Site%20Collection%:2 05 tatistics/

hitp://ga2 010farmvm3:1818/Lists/Site%20Collection 20 5tatist
ics/zllitems.aspx

Mew Valus:

i
Update | Cancel
Meta]ogix cpqauserl @metalogixsoftware622.onr ¥
ControlPoint
List Tools
) . Testbench Farm Display ~
Site Actions ~ i [ECICORSM| items  List
HIERARCHY ; p?
M I »., ControlPoint Configuration Site » Site Collection Statistics » All ltems - 7 vV A
eta 0gIX
ControlPoint Site Collection Statistics Ilkelt  Tags &
Notes
Home Search this site... P (7]
Libraries Site Collection Name URL #Sites  #Lists  #Files Total Size (MB)  Requests Last Day  #
s ’
FAVORITES ControlPoint Menus Absence and Vacation http://qa2010farmvm3:24832/sites/Schedule 2 30 238 4.27 0
Schedule (excluded
from Discovery) & new
Lists
SEARCH Blank Site (excluded http://qa2010farmyvm3:24832/sites/blanksite 2 18 157 1.89 0
ControlPoint Settings  from Discovery) & new
Farm Statistics Budget Tracking http://qa2010farmvm3:24832/sites/budget 1 19 1,457 2.96 0
Web Application {excluded from
B Discovery) & new
Site Collection Statistics | ControlPoint http://qa2010farmvm3:1818 1 18 405 2.9 0
Configuration Site
Custom Properties e
DC BUG239152-1 http://qa2010farmvm3:36969 1 23 265 52.53 0
e
Discussions
DC BUG239152-1 http://qa2010farmvm3 1 23 264 27.51 0
Tnew
& Recycle Bin DC BUG239152-2 http://qa2010farmvm3:36969/sites/DC BUG239152-2 1 23 265 52.53 0
ine i ion ¥ 3 . (excluded from
Online Site Collection [3) Al site Content Discovery) £ new
DC BUG239152-2 http://qa2010farmvm3/sites/DC BUG239152-2 1 23 260 2.5 0
(excluded from v
LICENSE Discovery) & ew
Ve ~

If you are using Chrome as your browser and the Content Security Policy (CSP) is enabled for the
web page, ControlPoint will be unable to load the page content.

No Dashboard (NODASHBOARD)

By default, if you are using ControlPoint with SharePoint 2013 or later (Non-Standard installation)
whenever you log into ControlPoint or refresh your browser, the right pane displays a dashboard
which includes statistics about your SharePoint as well as links to popular ControlPoint features.
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PO D

SHAREPOINT SUMMARY RESOURCES
SERVERS WEB APPLICATIONS SITE COLLECTIONS m Governance Policy Manager
wi AV
i/ 5¥ (147
Q 4 — Permissions Management
SITES STORAGE (GB) CONTENT DATABASE SIZE (GB)
Q : - ~ 7 C' e 1 Q Ia Crphaned Domain Users
4 \-.«'-' |11/ | A Y
L L g L AN
Site Permissions
SITES CREATED IN THE LAST 30 DAYS TOR SITE CG%E{&T[GNE BY SIZE (MB)
1
45 Most Least Report
4
s
Audit Log Analysis
3
© Aem
Customer Portal Login
: b X
15
1 Documentation
as
0 /
248 8101214 18182022242628%0 13745 7

ControlPoint Application Administrators can, however, choose to display a blank page by changing
the Value of the ControlPoint Setting No Dashboard from False to True.

NOTE: This is an Advanced Setting.

Edit Setting for No Dashboard

} Setling Name: Mo Dashizoars
| internal Name: NODASHEOARD
Currant Valie: fzlzz
ew Valus: Truge LJ
True

Falze
Cancel

This setting can also be used in conjunction with the setting Initial Screen to display a web page of
your choice.
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Special-Purpose Configuration Settings

Enable Additional Tracing and Logging (DEVENV)

By default, whenever an exception is thrown, a brief message displays in the ControlPoint user
interface.

Error

Could not load file or assembly 'Microsoft.SharePoint. Taxonomy.intl, Version=15.0.0.0, Culture=neutral,
PublickeyToken=71e9bcel11e5429¢c or one of its dependencies. The system cannot find the file specified.

ControlPoint Application Administrators can, however, make additional logging and tracing

available by changing the Value of the ControlPoint Setting Advanced Logging and Tracking from
false to true.

NOTE: This is an Advanced Setting.

Edit Setting for Enable Additional Tracing and Logging .

Setting Name: Enable Additional Tracing and Logging
nternal Name: DEVENV

Current Value: false

New Value: False

=
True
e

This additional logging and tracing and is used to assist Quest Support with troubleshooting and
problem-solving.

Error

System.|0.FileMotFoundException: Could not load file or assembly Microsoft SharePeint. Taxonomy.intl, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e%bcel11e9429¢ or one of its dependencies. The system cannot find the file specified.
File name: 'Microsoft.SharePoint Taxonomy.intl, Version=15.0.0.0, Culture=neutral, PublicKeyToken=71e9bce111e9429¢

at Systern.Reflection.RuntimeAssembly._nLoad(AssemblyName fileMame, String codeBase, Evidence assemblySecurity, RuntimeAssembly LocationHint,
StackCrawlMark& stackMark, [ntPtr pPrivH ostBinder, Boolean throwOnFileNotFound, Boolean forintrospection, Boolean suppressSecurityChecks)

at Systern.Reflection. RuntimeAssembly. Internal LoadAssemblyName({AssemblyName assemblyRef, Evidence assemblySecurity, RuntimeAssembly regAssembly,
StackCrawlMark& stackMark, IntPtr pPrivH ostBinder, Boolean throwOnFileNotFound, Boolean forintrospection, Boolean suppressSecurityChecks)

at Systern.Reflection. RuntimeAssembly.Internal Load(String assemblyString, Evidence assemblySecurity, StackCrawlMark& stackMark, IntPtr pPrivHostBinder, Boolean
forintrospection)

at Systern.Reflection. RuntimeAssembly.Internal Load(String assemblyString, Evidence assemblySecurity, StackCrawlMark& stackMark, Boolean forintrospection)

at Systern.Reflection.Assembly. Load(String assemblyString)

at Microsoft.SharePoint. Taxonomy.Internal.Resources..cctor()

WRN: Assembly binding logging is turned OFF.

To enable assembly bind failure logging, set the registry value [HKLM\Software\Microsoft.Fusion!EnableLog] (DWORD) to 1.
Note: There is some performance penalty associated with assembly bind failure logging.

To turn this feature off, remove the registry value [HKLM\Software\Microsoft\Fusion!EnableLog].
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Cross-Farm SSP Configuration

The following settings allow ControlPoint to access activity data when a cross-farm Service
Application is created on a farm other than the one on which ControlPoint is installed.

NOTE: These are Advanced Settings.

Global Logging Database Connection Settings

e Connection String for Global Logging Database on Different Farm (GLOBALSP)

Edit Setting for Connection 5tring for 2010 or 2013 Global Logging Database on

Setting Connection String for 2010 or 2013 Global Logging Database on
Name: Different Farm

Internal

GLOBALLSP
Name:

Current  Data Source=20130therFarm;Initial Catalog=W55_Logging Persist
Value: Security Info=True;Integrated Security=True

New

val Data Source=20130therFarm;Initial Catalog=W55_Lo;
alue:

i | core |

e Web Apps Connected to Global Logging Database on Different Farm (GLOBALLSPWAPS)

Edit Setting for Web Apps Connected to 2010 or 2013 Global Logging Database on

Setting Web Apps Connected to 2010 or 2013 Global Logging Database on

Name: Different Farm
Internal ) 3l sPWARS
MName:

Current  f80fd4acc-2c96-4360-9f18-9729c1b427d0,aa4al07d-de7 c-443a-
Value: a649-5f2fce3d01elc2c61579-c987-4030-83dc-3aa7 5fod1aas

New f80fdacc-2c96-436c-9F18-9729c1b427d0,aa4a1 07 d-de

Value:

Global Web Analytics Database Connection Settings

e Connection String for Web Analytics Reporting Database on Different Farm (GLOBALWASP)

o Web Apps Connected to Web Analytics Reporting Database on different Farm
(GLOBALWASPWAPS)
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Edit Setting for Web Apps Connected to 2010 or 2013 Global Logging Database on

Setting  Web Apps Connected to 2010 or 2013 Global Logging Database on

MName: Different Farm
Inernal ¢ 0o A sPwAPS
Mame:

Current  fa0fdacc-2c96-4360-9f18-9729c1b4a27d0,aa4al107d-de7 c-443a-
Walue: a649-5f2fce3d01elc2c61579-c987-4030-83dc-3aa75f6d1aas

New f80fdacc-2c96-436C-9f18-9729¢1b427d0,aa4al07d-d¢

Value:
[upioe | el

Look for Site Collection Admin Users in Active
Directory Groups (SiteAdminAD)

By default, if an Active Directory Group is a Site Collection Administrator, ControlPoint does not
look inside the group to determine if a logged in user is a member of that group in order to
calculate permissions.

ControlPoint Application Administrators can, however, have ControlPoint look for Site Collection
Administrators within Active Directory groups by changing the ControlPoint Setting Look for Site
Collection Admin Users in Active Directory Groups (SiteAdminAD) from false to true.

Edit Setting for Look for Site Collection Admin Users in Active Directory Groups

Setting Name: Look for Site Collection Admin Users in Active Directory Groups
Internal Name: SiteAdminAD

Current Value: true

New Value: [Fabe ']

True I}

False

NOTE: Be aware that if ControlPoint is required to look for users within Active Directory groups,
processing time may increase.

Created (Hidden) Settings

"Created" settings are special-purpose settings that you can add to the ControlPoint Settings list if
needed. Generally, these settings should only be configured under special circumstances and with

guidance from Quest Support.
NOTE: When a setting is created, it is added to the category Special Purpose.
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To create a ControlPoint Setting:

1 From the ControlPoint Configuration Settings Manager, click [Create].
2 Check the box to the left of each setting you want to create.

“

+

0T DEIETE

BESE
Add Hidden Settings

d  Hidden Settings
g [[] Override Security Trimming for ALl ControlPoint Operations Al 1
[] Resolve Active Directory Groups By Display Name
[[] Use Business Admin Ul for Business Admins Who Are Also Farm
Admins
[[] Bypass Windows |dentity API Call
[] Cache Normalized Claims Names
[[] Number of Minutes To Keep Foldered Objects in Cache
[[] Use Logged in User Account to Access Copy/Move Temp Location
[[] Copy List Item Workaround
[] Allow Copying of Lists and Items with Bad Metadata
[[] Number of Rows at a Time to Format When Creating a Physical CSV
File
[[] Create a Physical CSV File v

Insert Cancel

3 Click [Insert].

To delete a Created setting:

NOTE: You can only delete settings that are classified as "Created." (That s, Basic and
Advanced settings cannot be deleted.)

1 In the ControlPoint Settings list, check the box to the left of each created setting you want to
delete.

2 Click [Delete].

When you delete a Created setting, it is removed from the current ControlPoint Settings list and
once again becomes available from the Add Created Settings list.

Created Settings to Override ControlPoint Default Security

By default, ControlPoint is security trimmed to enforce SharePoint permissions. ControlPoint
Application Administrators can, however, override these permissions to allow user groups that
have been defined in the ControlPoint Configuration site to perform ControlPoint analyses and/or
actions on site collections and sites for which they do not have management permissions.
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You can use security overrides in conjunction with Customizing ControlPoint Menus to tailor your
ControlPoint environment to best suit the needs of your organization.

NOTE: These settings do not override a user's permissions for the SharePoint sites themselves.
(For example, it will not give a user permission to open a SharePoint site or make changes via
SharePoint site settings pages if they have not been granted permissions to do so in SharePoint.
Nor will a user who does not have permissions for Central Administration be able to use
ControlPoint menu items that directly invoke Central Administration pages.)

To add security override to ControlPoint

NOTE: Because the use of security overrides should involve careful consideration and planning,

they are createable (hidden) settings.

1 From the ControlPoint Configuration Settings Manager, click [Create] .

2 Use the information in the following to determine the appropriate action to take

If you want to ...

allow members of one or more
ControlPoint user groups to
perform data analyses for any
site collection or site in the farm

allow members of one or more
ControlPoint user groups to
perform ControlPoint actions and
analyses on any site
collection/site in the farm

Choose ...

Override Security Trimming for Running Reports.

Hidden Settings
] Remove Deleted Site Collections from xcAdmin Database
[] Replace En Dash
[[] Prevent Access to Logging or Web Analytics Database
] Prevent Direct Access to Content Databases
Override Security Trimming for Running Reports
["1 Running Mode

Override Security Trimming for All ControlPoint
Operations.

Hidden Settings

Override Security Trimming for ALL ControlPoint Operations m B
[[] Resolve Active Directory Groups By Display Name

[] Use Business Admin Ul for Business Admins Who Are Also Farm
Admins
[[] Bypass Windows Identity APl Call

—_— R—

CAUTION: Because implications of taking actions are
much more significant than viewing data, it is
recommended that ControlPoint Application
Administrators use extreme care when configuring this
setting. (Remember that you can also customize
ControlPoint menus to give groups of users access to a
subset of actions. See Guidelines for Creating
Customized Menus for Different Groups of Users.)
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3 Navigate to the new setting and open it for editing.

4 For New Value, enter the name of each ControlPoint group whose security trimming you want
to override.

NOTE: If you want to extend this privilege to more than one group, enter the group names in a

comma-separated list (with no spaces between group names). If you want to extend it to all
ControlPoint groups, enter ALL.

Edit Setting for Override Security Trimming for Running Reports

Setting Name: Override Security Trimming for Running Reports
Internal Name:  RPTSECOWVRW
Current Value:

Mew Value: Help Desk,Security Administrators *®

Additional Created Settings

Because of potential environmental implications, the majority of "created" settings should be
configured only under special circumstances and with guidance from Quest Support.

Add Hidden Settings

Hidden Settings

e = e

2

[ | Resolve Active Directory Groups By Display Name

[ Use Business Admin Ul for Business Admins Wha Are Also Farm
Admins

[| Bypass Windows Identity API Call

[l Cache Normalized Claims Names

[ Number of Minutes To Keep Foldered Objects in Cache

1 Use Logged in User Account to Access Copy/Move Temp Location
[| Copy List Item Workaround

|| Allow Copying of Lists and Items with Bad Metadata

LI Mumber of Rows at a Time to Format When Creating a Physical
CSV File

[_| Create a Physical CSV File

I Hide SharePoint Groups in Group Picker

[_| Prevent Discovery from Deleting Data in Mirror Tables -

e [ covca
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Changing Trace Switch Logging
Levels

ControlPoint contains a number of trace switches that control the type and level of detail that is
captured in the ControlPoint Administration (xcAdmin) log. Quest Support may suggest that one or
more of these be changed for diagnosis and troubleshooting purposes.

NOTE Trace switches are Advanced settings.

Valid values for all trace switches, listed from least to most detail, are:

e Disabled
e Error (the default)
e Warnings
e Info
e Verbose
%Errurs ':
Disabled
Errors

Warnings
Info
Verbose

Note that as the logging level increases, the amount of detail is "additive." For example, if you
select the logging level Info, then Errors and Warnings will also be included.

If you want to change the logging level for... Edit the following setting ...

the SharePoint hierarchy building for SharePoint Hierarchy Access Logging
navigation and selection

the amount of time it takes the SharePoint SharePoint Hierarchy Load Time Logging
Hierarchy to load

reports and actions general processing Traverse Entry Logging
Additional Traverse Entry Logging

the interaction between ControlPoint and Database Interaction Logging
databases
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If you want to change the logging level for...

the validation of SharePoint users by
ControlPoint

aspx page major events

the interaction between ControlPoint and
Active Directory

operations performed by the ControlPoint
Scheduler

the management of linked SharePoint groups
WCF Services calls

ControlPoint Policies and Site Provisioning
operations

copy/move at set site properties operations
Interactive Analysis (SharePoint 2010)
non-specific events

Audit Log archiving

Workflow reporting for the Comprehensive
User Analysis

access to the Managed Metadata Service
Application database

ControlPoint operations performed via
PowerShell

Set List properties operations
Social Activity Analysis processing
ControlPoint Statistics Lists calculations

the ControlPoint Database Recovery operation

Edit the following setting ...

SharePoint Access Logging

aspx Page Major Event Logging

Active Directory Interactions Logging

ControlPoint Scheduler Logging

Manage Linked SharePoint Group Logging
W(CF Service Call Logging

ControlPoint Policies Logging

Copy/Move and Set Site Properties Logging
Interactive Analysis Logging

Non-Specific Event Logging

Audit Log Archive Logging

Comprehensive User Workflow Report Logging

Managed Metadata Service Application
Database Access Logging

PowerShell Processing Logging

Set List Properties Logging
Social Activity Analysis Logging
Statistics Lists Calculation Logging

ControlPoint Database Recovery Logging
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Archiving SharePoint Audit Log
Data

ControlPoint xcUTtilities is a utility that includes functionality for moving SharePoint audit log data
from content databases in your SharePoint farm to an external database, allowing you to free up
space in content databases without losing this data. For example, archiving would be valuable if
your organization is subject to regulations that require certain types of audit data be retained. The
schema for the external database is provided, allowing you to report and analyze archived data
using standard SQL-based tools.

If your organization is not subject to regulatory requirements and/or you simply want to purge
SharePoint audit log data from content databases, use the ControlPoint Setting Number of Days to
Keep Audit Records.

By default, the process archives data from all Web applications. You can, however, choose to
include only Web applications that you specify (for example, only those that contain audit log data
that is subject to regulatory requirements) using ControlPoint Configuration settings.

How the Audit Log Archiving Process Works

As part of the setup process, the table where archived audit log data will be stored is created in an
external SQL database.

Whenever the archive process is run (which may be from the xcUtilities interface, from a command
line, the ControlPoint application interface, or through Windows Task Scheduler), the process
carries out the following actions:

1 Checks the parameter value of the ControlPoint Configuration Setting
ArchiveAuditLogincludeWeb
Applications for a list of Web applications for which audit log data should be archived. If the
parameter value is null, all Web applications will be included in the archive process.

EXCEPTION: If the archive process was initiated from the ControlPoint application interface, all
selected objects will be included, regardless of this setting.

See also Specifying the Web Applications to Include in the Archiving Process.

2 For each Web application to be processed:

a) Uses the date for the earliest audit record in the content database(s) for the selected Web
application as the start date.
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b) Retrieves audit log records within the Web application that were created between the start
date and the next process interval date, as determined by the ControlPoint Configuration
Setting ArchiveAuditLogProcessinterval.

NOTE: By default, the process interval is one (1) hour, but this value can be changed. See
Changing the Archive Audit Log Process Interval (Optional).

c) Writes the audit data for the process interval to the external database table as a database
transaction.

NOTE: If an exception occurs, data will not be committed to the external database, the
transaction will be rolled back, and the archiving process will stop. Exception conditions
will be captured in the ControlPoint Task Audit.

d) Once the audit records have been committed to the external database, deletes the
corresponding records from the content database.

NOTE: If an exception occurs during the deletion of audit records for a site collection, all
the records for the site collection with the current task ID will be removed from the
external database (to prevent duplication of data that still exists in the content database),
and the archiving process will stop. Exception conditions will be captured in the
ControlPoint Task Audit.

e) Advances to the next process interval and repeats substeps b) - d) until the last date to be
processed (as determined by the user-specified “number of days to keep in SharePoint”) is
reached.

3 Repeats Step 2 for each Web application to be processed.

Tips for Archiving a Large Accumulation of Audit Data

If you have many months or even years' worth of accumulated data to archive, doing all of itin a
single operation can be resource-intensive and can perform slowly. When you run the audit log
archive process, however, you have the option of specifying the number of days' worth of audit log
data to keep in the database. If, however, you have many months or even years' worth of
accumulated data to archive, doing all of it in a single operation can be resource-intensive and can
bog down your system. Itis recommended, therefore, that when you initially run the archiving
operation you specify a relatively large amount of data to retain, then incrementally reduce that
number with each subsequent run of the operation until you have reached the number of days'
worth that you want to retain on an ongoing basis.

EXAMPLE:
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Suppose 1,000 days' worth of audit log data has accumulated on your farm, but going forward you
only want to retain 60 days' worth. Depending on the size of your farm, archiving 940 days worth
of data in a single operation might tie up the system for several hours. To avoid this problem, the
first time you run the process you may want to choose to save 800 days' worth (that is, archive 200
days' worth) of audit log data.
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The next time you run the operation, you may want to bring the number down to 600 (that is,
archive another 200 or so days' worth), and so on, until you have reduced the amount of audit log
data in the database to a manageable amount. You can then schedule the operation to run on a
regular basis, saving only the amount that you want to retain on an ongoing basis.

Archive Audit Loas =
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Setting Up the Audit Log Data Archive

The archive setup process consists of the following tasks:

e Creating the Audit_Log_Transfer Database table, where archived audit log data will be stored.

e Adding the connection string for the database where the Audit_Log Transfer Database table
resides to the ControlPoint application.

Creating the Audit_Log_Transfer Database Table

The first step in the process of setting up an audit log data archive is to create the

Audit_Log Transfer table. You can create this table on the server and in the database of your
choice. Itis important to note, however, that the archiving process does not compress audit log
data, but rather transfers it “as is” from the content database tables to the Audit_Log Transfer
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table. (Think of this table as a data warehouse.) Therefore, you should keep space requirements
in mind when selecting the location for this table, especially if you are archiving data from large,
active site collections for which an extremely large number of audit records may be generated.

Log in Account Requirements:

On the server that hosts the database to which you want to archive audit log data, you must be
logged in with an account that has permissions to create a new database table in the selected
database.

TIP: You may want to consider logging in as the ControlPoint Service Account. Because it is the
account that actually writes records into the database, you would not need to grant permissions
to any other account.

To create the Audit_Log_Transfer Database Table:
1 If you want the audit archive data to reside in a new database, create that database on the
appropriate server.

2 Onthe Web front-end server on which ControlPoint was initially installed, navigate to the
folder C:\Program Files\Metalogix\ControlPoint\ControlPointFeatures\Packages.

3 If you will be creating the Audit_Log Transfer Database Table on a different server, copy the
file script_create_audit_archive_tables.adt to that server.

4 Open the file script_create_audit_archive_tables.adt in SQL Server Management Studio.
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5 Copy all of the text in the file.
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6 Inthe Object Explorer (left pane), select the database in which you want to create the archive

table.

7 Right click and choose New Query.

Summary |

32 7 [itux]- &-
| || Databases

SEELLUMiDat shases:

8 Paste the text that you copied into the right pane.

21 - Tel-4of | -9de2-biIbHdBdZR46a
il 4-975c 46645l 3e-c al6F HbETIbE

L UWSS Content 2c717a81c0uS495e8E50E aTebS97Ta

9 From the Query menu or toolbar, choose Execute to create the Audit_Log_Transfer table in the

selected database.
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Archive Audit Log Table Connection String
(ArchiveAuditLogConnectionString)

Before the archive process can be run, you must add the connection string for the database on
which the Audit_Log_Transfer Database Table was created to the ControlPoint Configuration
Setting Archive Audit Log Table Connection String.

TIP: You can copy and paste the Value from the ControlPoint Configuration Setting SQL Server
Connection String for XcAdmin Database, and update the following values:

e For Data Source=, the name of the server on which the Audit_Log Transfer Database Table
resides.

e For Initial Catalog=, the name of the database in which the Audit_Log Transfer Database Table
was created.

Edit Setting for Archive Audit Log Table Connection String

| Setting Archive Audit Log Table Connection String
. Name:

 Internal ArchivesuditLogConnectionString

. Name:

Data Source=qa2013foundatio;Initial
Catalog=AuditLogArchive;Persist Security Info=True:Integrate
Security=True

Curpént
- Valle:

New

val Data Source=qa2013foundatio;Initial Catalog=AuditLc
alue:

Running the Archive Audit Log Process

You can run the archive audit log process using any of the following methods:

e For the entire farm or for individual Web applications, from the ControlPoint application
interface

e On the server where ControlPoint xcUtilities resides:
=  From the xcUtilities interface
=  From a command line

= On aone-time or recurring basis, through Windows Task Scheduler
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Log in Account Requirement:

On the server that hosts the content databases containing the audit log data you want to archive,
you must be logged in with an account that has administrative privileges for every Web application
that you intend to include in the archive process.

Running the Archive Process from the ControlPoint
Application Interface

You can archive audit log data for the entire farm or for individual Web applications from the
ControlPoint application interface. This is especially useful before moving a site collection, because
once a site collection has been deleted from the source location its audit log data remains in the
content database and becomes "orphaned."

1 From the Manage ControlPint tree, choose ControlPoint Management > Audit Log Archive.

Archive Audit Logs > Select scope to act on Mext, define parameter(s) to acton > [

PARAMETERS
Control-click to select multiple tems from the left side. Right-click for Check check-boxes o includs zll -
additional options. children of SCHEDULE
Available Items | Expand Selected Items RESULTS
Mame: m
URL:
<-4 2013SharePoint Select & Drag
@ Clients @

@ Customers - 44847 (2)
@ Extranet (2)

'>@ Intranet (4)

'>@ New Content DB

@ poreal (1)

@) SharePoint - 80 (16)

Select & Drag

P Run MNow

W Save As

2 Inthe Available items section, select either the farm node or the individual Web applications
whose audit log data you want to archive.
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3 Select the Parameters tab then enter the Number of Days to Keep in Audit Logs (that is, any
audit log data that has been captured before this time period will be archived). If you want to
archive all audit log data before deleting or moving a site collection, enter 0.

|

Now you can:

e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.
OR

e save the operation as XML Instructions that can be run at a later time.

Running the Archive Process from the ControlPoint
xcUtilities Interface

To run the archive process from the ControlPoint xcUtilities

interface:

1 Onthe Web front-end server where the archive was set up, open xcUtilities.exe, located in C:
\Program Files\Metalogix\ ControlPoint\ControlPointFeatures.

2 Under Archive Audit Log, enter the # Of Days to Keep in SharePoint.
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Any audit log data that has been captured before this time period will be archived.

ControlPoint Utility
Start

Tools 1 Diebug ]

Discaveny

Run Discoven

Cancel Discavery

Scheduler

Run Scheduler

Audit Log

Archive Audit Log |

# Of Days to Keep in SharePoint: |0

Cancel Archive ‘

Unregister CantrolPaint Policies

Run | Cancel |

3 Toinitiate the archive process, click [Archive Aud

it Log].

NOTE: If you click [Cancel Archive] after the process has been initiated, the utility will finish

archiving data for the current process interval befo

re ending.

Running the Archive Process from a Command Line

To run the archive process from a command line:

1 Onthe Web front-end server where the archive was set up, open a command window and
point to C:\Program Files\Metalogix\ControlPoint\CotrolPointFeatures.

[z+.] Administrator: Command Prompt

Microsoft Windows [Uerszion 6.A.6802]
Copyright <c> 28086 Mis

tFeatures

soft Corporation. All rights reserved.

C:“Usersstesthenchinstall?cd C:“Program Files“Metalogix~ControlPoint~ControlPoin

C:~Program Files“Metalogix“ControlPoint\ControlPointFeatures>_

2 Enter the string: xcUtilities /archiveauditlogs /daystoretain <#days>
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where <# days> is an integer representing the number of days worth of audit log that you want
to retain (thatis, any audit log data that has been captured before this time period will be
archived).

NOTE: You can also include the optional argument /processinterval <override> if you want to
override the ControlPoint Configuration Setting ArchiveAuditLogProcessinterval with an integer
representing the number of hours’ worth of archive data to process at one time.

[&| Administrator: Command Pronmpt |_ (O] x| I

Microzoft Windows [Uersion 6.0.6882]1 !
Copyright <c> 2886 Microsoft Corporation. All rights reserved.

C:s\Usersstesthenchinstall>cd G:“Program Files“Metalogix*ControlPoint:\ControlPoin
tFeatures

C:“Program Files“Metalogix“ControlPoint“ControlPointFeatures>xclUtilities ~archiv
eauditlogs AdaysToRetain 28 /processlnterval 2_

Scheduling the Archive Process via Windows Task
Scheduler

To schedule the archive process:

1 Onthe Web front-end server where the archive was set up, open the Windows Task Scheduler
and Initiate a scheduled task.

2 Complete the Action dialog as follows:
a) For Action, make sure Start a Program is selected.

b) For Program/script, enter (or browse to) the following path:
C:\Program Files\Metalogix (or Axceler)\ControlPoint\ControlPointFeatures (or
AxcelerFeature)\xcUtilities

NOTE: For a 64-bit operating system, the program directory is Program Files (x86) only if
you first installed ControlPoint prior to version 4.5.

c) For Add arguments, enter farchiveauditlogs /daystoretain <#days>

where <# days> is an integer representing the number of days worth of audit log data that you
want to retain (that is, any audit log data that has been captured before this number of days
will be archived).
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NOTE: You can also include the optional argument /processinterval <override> if you want to
override the ControlPoint Configuration Setting ArchiveAuditLogProcessinterval with an integer
representing the number of days’ worth of archive data to process at one time.

You must specify what action this task will perform.

Action: |5tart a program v|

Settings

Program/script:

|"C:\Program FiIes\Metalogix\ControIPoint\ControIPointF|| Browse... |

Add arguments (optional): |udit|ogsfdaystoretain ?_{1|

Start in (optional): | | [:3

3 Complete the Trigger dialog with the scheduling information that is appropriate for your
environment.

Begin the task: | On a schedule v|
Settings

O Onetime | Start | 2202015 B~ || &a60pM (5] [ Synchronize across time zones
) Daily
® Weekly Recur every: weeks on:
) Menthly [ Sunday  [] Monday [ Tuesday [ | Wednesday
[ Thursday [ Friday [ Saturday

Advanced settings
[] Delay task for up to (random delay):
[] Repeat task every: for a duration of:

[] Stop all running tasks at end of repetition duration

[] Stop task if it runs longer than:

[} Expire: | 2/20/2016 | | 6:46:11PM o ‘ [] Synchronize across time zones

[+ Enabled

G
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Managing Archive Audit Log Configuration
Settings

The following archive audit log configuration settings are managed within the ControlPoint
Configuration site:

e ArchiveAuditLogConnectionString — the connection string for the database where the
Audit_Log_Transfer Database table resides. See Adding the Database Connection String to
ControlPoint .

o ArchiveAuditLogIincludedWebApplications —a list of Web application GUIDs that you want to
include in the archive process (if different than the default, which is all Web applications in the
SharePoint farm).

e ArchiveAuditLogProcessinterval— the number of hours’ worth of data that is processed at one
time (if different from the default, which is one (1) hour).

See also Modifying ControlPoint Configuration Settings.

Specifying the Web Applications to Include in the
Archiving Process

By default, the ControlPoint audit log archive process runs on all Web applications in the
SharePoint farm. ControlPoint Application Administrations can, however, specify which Web
applications that they want to include in the process (for example, only those that are subject to
regulatory requirements).

NOTE: Web applications that you choose to include in the audit log archiving process will
automatically be excluded from the purge process (as determined by the Number of Days to Keep
Audit Records_, to ensure that the purge process will not run before data is archived.

To specify Web applications to include in the archiving process:

Enter the Web application's GUID as the Value of the ControlPoint Setting Edit Settings for Web
Applications to Include in Audit Logs.

TIP:

e Tolocate a Web application's GUID, select the Web application in the ControlPoint SharePoint
Hierarchy, right-click and choose Properties.
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e Copy the ID Property Value and paste it directly into the Web Applications to Include in Audit

Logs Value field.

/2 Properties - Windows Internet Explorer i ] 9]
A|
Type: WAP

Name: SharePoint - 48905
URL: http://sbellum:48905

Total Users with Permissions: Total Active Users {Jlast 30 days): Calculate Totals
Property Mame | Property Value
=
Event Handlers Enabled False
External Workflow Participants Enabled False

File Not Found Page

d 3975121b-003-427a-a0be-67d3ch 74b50b

Inherit Data Retrieval Settings True

Iz Administration Web Application? Falze

Is Paired? False

Maximum File Size 50

Meta Weblog Authentication Enabled Falze

Meta Weblog Enabled True

Name SharePoint - 43305

Needs Upgrade False LI

-

’7 l_ l_ l_ l_ l_ l_ [&J Localintranet ’V’:{i—' [Raow -

NOTE: Enter multiple Web applications as a comma-separated list.

Edit Setting for Web Applications to Include in Audit Logs

Setting [ i i
o Web Applications to Include in Audit Logs
n lem.EL ArchiveAuditLogincludedWebapplications
Name:

Current  f80f4acc-2c96-436C-9f18-9729c1b427d0,62a05ce8-0064-4542-
Value: 8512-a2c7as6edi88e, c2c61573-c987-4030-83dc-3aa7Sfedlaas

New f80fdacc-2c96-4360-9f18-9729c1b427d0,6 2a05c28-00

Value:
i | el

TIP: Use the Notes field to record the names of included Web applications, as you cannot as easily

retrieve a Web application's name based on its GUID.

Changing the Archive Audit Log Process Interval
(Optional)

By default, the archive audit log utility processes one hour’s worth of audit log data at a time.
Generally, it is recommended that you keep the default setting, especially if you have a large

amount of data to be archived, as the more data that is archived at one time the greater the

demand on server resources.
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ControlPoint Application Administrators can, however, increase the number of hours’ worth of
data that is processed at one time by changing the Value of the ControlPoint Configuration Setting
Archive Audit Log Process Interval.

| Edit Setting for Number of Hours Worth of Data to Archive at One Time

Setting Name:  Number of Hours Worth of Data to Archive at One Time

Internal Name: ArchiveAuditLogProcessinterval

Current Value: 1

Mew Value: 1

Metalogix® ControlPoint Administration Guide 507
Archiving SharePoint Audit Log Data



15

Troubleshooting

This troubleshooting guide:
e identifies where to find log files that can be used to help diagnose issues you may be
experiencing with ControlPoint, and

e describes some common issues that you may encounter when using ControlPoint and
suggestions on how to resolve them.

Note that the this guide is by no means exhaustive. Factors unique to your environment, such as
the size, configuration, and complexity of your SharePoint farm as well as interactions between
SharePoint, ControlPoint, other applications and processes, may also need to be taken into
consideration.

ControlPoint Log Files

There are a number of log files that can help in troubleshooting ControlPoint issues.

NOTE: If you cannot diagnose your issue using the information in this guide and need to contact
Quest Technical Support, have any applicable log file(s) readily available to help the Technical
Support Specialist better assist you.

ControlPoint Web Config File (web.config)

web.config:

e s the configuration file for the Web application that hosts the ControlPoint Configuration Site
Collection, and

e islocated in the in the following SharePoint hive subdirectory: \TEMPLATE\LAYOUTS\Axceler.

Note that any changes to the web.config file will cause a restart of the application pool for the Web
application that hosts ControlPoint Configuration Site Collection.
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ControlPoint Administration Log (xcAdmin.log)

xcAdmin.log:

e s the log file where the following information is recorded:
=  ControlPoint application errors
= the progress of both nightly and interactive Full Discovery tasks, and

e s accessible from the machine on which ControlPoint was installed for the farm, in the
following SharePoint hive subdirectory: \TEMPLATE\LAYOUTS\Axceler\log.

Logged Errors Report

The Logged Errors Report:

e reports ControlPoint application errors for a specified time period, and

e s available from the ControlPoint Actions and Analyses panel.

To generate a Logged Errors Report:

1 From the Manage ControlPoint panel, choose Schedule Management and Logging > Logged
Errors Report.

2 Enter the Start Date and End Date for the time period you want to cover.
Now you can:

e run the analysis immediately (by clicking [Run Now] )

OR

e schedule the analysis to run at a later time

OR

e generate an xml file with instructions that can be run at a later time (by clicking [Save
Instructions]). See Saving, Modifying and Running Instructions for a ControlPoint Operation.
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The errors returned by this report are similar to those recorded in the Administration log, which is
available to ControlPoint Application Administrators. It does not, however, trace activities like the

progress of both nightly and interactive Full Discovery tasks, as the Administration log does.

Metalogix axcelertest\testbenchaxceler

Logged Errors (1/26/2014 to 2/26/2014) 2/26/2014 5:20:53 PM

Total Logged Errors : 94

User

axcelertest\testbenchaxceler
11D #: 2045: Access to this Web site has been blocked.

Please contact the administrator to resohve this problem.
Stack:  at Microsoft. SharePoint. 3PGlobal HandleComException(COMException comEx)

at Microsoft.SharePoint. Library. SPRequest. OpenVWeblinternal{String bstrUrl, Guidé pguidiD, Stringd pbstrRequestaccessEmall, Uint32& pwebVersion, Stringd pbstrServerRelativelr], Uint328
pnLanguage, UInt32& pnLocale, Stringd phstrDefaufTheme, Stringd pbstrDefaultThemeCSSUrl, Stringd: pbstrThemedCssFolderUrl, Stringd: phstrAlternateCSSUr], Strings:
pbstrCustomizedCssFileList, String& pbstrCustom)SUrl, String® pbstratternateHeaderUrl, String& pbstriMasterUr], String& pbstrCustomMasterUrl, String& pbstrSiteLogoUr], String&

pbstrSiteLogoDescription, Object& pvarUser, Booleand pvarisAuditer, Int328& plSiteFlags, Boolean& pbOverwriteMUICultures, Boolean& peMUIEnabled, Strings: pbstrAtternateMUICultures,
Int32& puiversion, Int16& pnClientTag)

at Microsoft.SharePoint. SPWeb. InitWebPublic()

at Microsoft.SharePoint. SPWeb.get_ServerRelativelri(}

at Microsoft.SharePoint. SPVWeb.get_IsRootWeb()

at Axceler.SPAccessCore.CPWeb.get_IsRootWeb()

at xcCore.Logic Traverse FilWeb{DataRow& workRow, kkcCPWeb Web, SPLevel LevelDown, Int32 level, Boolean& binincludeChanged, Booleand binContinue)
at xcCore.Logic Traverse TraverseSiteCollection(DataRow& workRow, Boolean& renewRow, kcCPSite iSite, SPLevel level)

11D #: 2046: Access to this Web site has been blocked

Plzase contact the administrator to resolve this problem.
Stack:  at Microsoft. SharePoint. SPGlobal HandleComException(COMException comEx)

at Microsoft.SharePoint. Library. SPRequest OpenlWebinternal(String betrUrl Guid& pguidD, String& pbstrRequestAccessEmall, Uint328& pwebVersion, Stringd: pbetrServerRelativelr], Uint328
pnLanguage, UInt32& pnLocale, Stringd pbstrDefaultThems, Stringd pbstrDefaultThemeCSSUrl, Stringd pbstrThemedCssFolderUrl, Stringd pbstrAternateCSSUr, Stringd

Troubleshooting Configuration Errors
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Configuration errors generally display in the right (workspace) pane, when you first open the
ControlPoint application or when you attempt to run a ControlPoint operation.

Blank Page/Unexpected Error

Possible Reason
If you attempt to open ControlPoint and a blank page displays (with or without a message such as

Error or An unexpected error has occurred) it may because your farm uses multiple Web front-end
servers and you failed to properly configure ControlPoint for all of them.

Resolution

Follow all of the instructions for Configuring ControlPoint for Additional Front-End Servers.
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Could Not Load File or Assembly

Parser Error Message

Could not load file or assembly "System Web Extensions. Version - ...

Server Errorin '/_layouts/Axceler’ Application.

Configuration Error

Descriplion: &n ermor soduned wng Be procesang o o configuration fie fecered i sefvice M request Piesss review the specific eror detals Below and moddly yout configuraton fie aperosralely

Parser EFror MESESEE! Coull st Bas i of S3sswbly Syslem Wish EXeadons, Versined § (0.0, Culwesnsutrsl Pusheiley Tosna 1B RESESIIEAE3E & tag oF I8 Sepantencas The S7aem camtal fnd the Ts saecifed
Source Error:

Line B1:f <asseshliss>

Line B2 <add asieshly="Syitem.Desvgn, Verdicas=2,0.0.0, Cultwre=neutral, PublicKeyToken=BOIFSFTFLIDE0AZA™ /a

Line 53: «<add assenbly="System.web. Extensions, Version=3.5.0.0, Cultwre=neutral, PublicKeyTokens=31BF31555ADIGHEIS
t'!ﬂ-e g-:: <add asgesbly="Microsofy, SharePoint, Version=11.0,0.0, Culture=neutral, PublicEeyToken=TLERBCEILIEMINC™ />
ne L]

wadd assembly="Microsoft.SharePoint.Library, Versionsl2.0.0.0, Cultwresneutral, PublickeyTokemnsT1ESBCEILIESSZ" /=

SOUrCE Fill: C'Prigran FlgdCammon Fiilicrss® SRI RS Sl EXesioni || TUesoatsul y ot s pibrvndl ooty Ling: B3

Assembly Load Trace: The folowing information can be heipfl b defiermine why the assembly Systes, Vet Exiensions, Versions £ 0.0, Culweeneviral, PublickeyTokens31 bS5t ad 4e 38 could not be laded

WRN: Asgeskly binding Tegging 15 turmsd OFF,

To ensble assesbly bind Failere logging, set the registry value [HKLM)Software'Microsoft\FusioniEnablelog] (DWORD) to 1.
Note: There is some performance penalty associated with assesbly bind failure lopging.

Te turn this feature off, resove the registry value [HELMSof tware'\Micresoft \Fusion | Enablelog].

Version Information: Ucreso® KET Framework Version 2 0 50727 42 A5% KET Version 2 50727 42

Reason

If you see this error as soon as you open ControlPoint, the applicable version of the .NET
Framework has not been installed on all of the Web front-end servers in your farm.

Resolution

Make sure the version of the .NET Framework that is appropriate for your SharePoint version is
installed on all Web front-end servers in your farm. Itis typically installed on the first server as
part of the ControlPoint installation. You can install it on additional servers (as well as on the first
server if this step was skipped during the ControlPoint installation process) by following the
procedure for Configuring ControlPoint for Additional Web Front-End Servers.
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If You Cannot Resolve a Configuration Error

Contact Quest Support. Have the contents of the ControlPoint web.config file readily available so
that the Technical Support Specialist can better assist you.

Troubleshooting the ControlPoint Application
Interface

Recent Change Does Not Show Up in the SharePoint
Hierarchy

Issue

During your current ControlPoint session, an action you performed (such as a Delete Site, Set User
Permissions, or Add User to Group) isn't reflected in the SharePoint Hierarchy.

Possible Resolution

e Try Refreshing the SharePoint Hierarchy.
OR

e If asite collection has been added or deleted and the ControlPoint Application Administrator
has configured the application to load site collections from a server-side cache, you may try
refreshing this cache.

Remote Farms Do Not Display in SharePoint Hierarchy

Issue

In a multi-farm environment, only the home farm displays in the SharePoint Hierarchy.
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Possible Reasons

e The ControlPoint Configuration Setting How to Display Multiple Farms in SharePoint Hierarchy is
set to 1 (Display Home Farm Only).

OR

e The multi-farm environment includes different editions of ControlPoint installed (Standard, Non-
Standard, and/or ControlPoint Online), and remote farm display is not supported for the edition
selected as the home farm.

Solutions

e Make sure the ControlPoint Configuration Setting How to Display Multiple Farms in SharePoint
Hierarchy is set to either 2 (Display home farm expanded and remote farm(s) collapsed) or 3
(Display all farms collapsed).

e |f the environment includes different editions of ControlPoint, make sure the home farm is an
edition that supports remote farm display, using the guidelines in the following table.

If the multi-farm installation ... Then ...

includes ControlPoint Standard along with a Standard farm must be the home farm.
Non-Standard and/or ControlPoint Online

consists of only Non-Standard and a Non-Standard farm must be the home farm.
ControlPoint Online

NOTE: Regardless of whether or not all farms display in the SharePoint Hierarchy, you will always
be able to change the active farm by selecting from the Available Farms drop-down.

Site Collections Display as "Inaccessible"

Issue

Site Collections display in the SharePoint Hierarchy followed by the text Inaccessible.

Reason

When a Content Database is added to a Web application, the ControlPoint Service Account must
be granted access to it.
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Solution

ControlPoint Application Administrators can run the Grant Access action from the ControlPoint
Configuration Wizard.

Site Collections Grayed-Out and "Locked"

Issue

All of the sites beneath a Web application in the SharePoint Hierarchy are grayed-out and are
labeled "Locked."

Possible Reason

You added one or more content database to an existing Web application, but the ControlPoint
Service Account was not granted access to it.

Resolution

Grant the ControlPoint Service Account access to the content database(s) within the Web
application(s).

When Launched from a Server That Has IE Enhanced
Security Configuration Enabled, ControlPoint Fails to
Launch Properly

Issue

When you launch ControlPoint from a server for which IE Enhanced Security Configuration (IE ESC)
is turned on and you are using Internet Explorer 10 or 11 as your browser, the application fails to
launch properly .
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Resolution
In the Server Manager, make sure IE Enhanced Security Configuration (IE ESC) is off.

Server 2008 R2

erver Manager
File Action Wew Help
==l
FREECAE S GRS server Manager (QAZ013FOUNDATIO)
o Roles |
(i Features
Bm Diagrostics : Get an averview of the status of this server, perform tap management tasks, and add or remave server roles and features.
i} Configuration
23 Storage
~) Server Summary Server Summary Help
#/ Computer Information L“‘ Change Syskem Propertiss
Full Computer Hame: QAZ013FOLINDATIO. AxcelerTest lacal k View Network Connections & Internet Explorer Enhanced Security Config
“& Configure Remote Desktop
Dornain: AxcelerTest.local 7k, Configure Server Manager Remot | Intermet Explorer Enhanced Security Configuratic
Management exposure of your server ko patential attacks fror
Local Area Connection 3: 10.10.25.64 i t b
Internet Explorer Enhanced Security Configurati
Remote Deskiop: Enabled default for Administrators and Users groups.
Server Manager Remakte Eniabled Administrators:
Management:
I
Product ID: ©E041-507-0515334-84560 (Ackivated) % 1 on(Recommended)
¥ Do not show me this cansole at lagon W off
) Security Information i Go to Windows Firewall Users:
&
windows Firewal: Domain; Off - | @i g o
*1 Check for New Roles On {Recommended)
Windaws Updates: Install updates automatically using Windows Update B3 Run Security Configuration Wizar e
' * Off
Last checked For updates: Yesterday ak 11:23 PM % Configure IE ESC —. @
Last installed updates: 6{15/2013 3:02 AM
IE Erhanced Security Configuration On For Administrators Mare sbout Intermet Explorer Enhanced Securic
(ESC): on For Users
=
Server 2012
5 r Manager -8 - B " = -
Server 1] ‘4 Internet Explorer Enhanced Security Configuration
Server Ma nager * Local Server Manage  Tools  View Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to patential attacks from Web-based content.
Internet Explorer Enhanced Security Configuration is enabled by
= PROPERTIES default for Administrators and Lisers groups.
Dashboard . For PYONGYANG TASKS ¥
Administ ators:
Local Server
Computer name PYONGYANG Last installed updates 3/19/2013 30 | ® Owe -
All Servers Demain Supportlocal Windows Update Download upd SN CSIIEES
E App Server Last checked for updates Yesterday at 6
W@ File and Storage Services b
o 1s Windows Firewall Domain: Off Windows Error Reporting Off Users:
Enabled Customer Experience Improvement Program _Not participati
§ Q
Rermote Desktop Enabled & TEEnhanced Security Configuration OF » @ O on (Recommended)
NIC Teaming Disabled Time zone {UTC-05:00) E: .
Ethernet 10.13.14190 Product ID 00183-80000- i
Mare about Internet Explorer Enhanced Securit: nfiquration
Microsoft Windows Server 2012 Standard ~ Processors Intel(R) Xeon(
Microsoft Corporation Virtual Machine Installed memory (RAM) 168
Total disk space 166.65 GB

Number of Child Objects Specified for an Object in the
SharePoint Hierarchy Doesn't Match Number
Displayed

Issue

When you expand a Web application or site collection in the SharePoint Hierarchy, the number of
child objects you see is fewer than the number that appears in parentheses.
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Reason

ControlPoint is security-trimmed to enforce SharePoint permissions. The number in parentheses
beside an object represents all child objects. However, the objects that you actually sees depends
on your SharePoint permissions. See ControlPoint Security in the ControlPoint User's Guide.

The Loading of Site Collections in the SharePoint
Hierarchy is Extremely Slow

Issue

When a Web application in the SharePoint Hierarchy is expanded, it takes an exceptionally long
time for site collections to load

Possible Reason

When a Web application is first expanded, ControlPoint must both load the site collections and
build the folders into which they are grouped (based on the value specified for the ControlPoint
Configuration Setting Maximum Number of Objects to Display Before Foldering (NAVCAP). If the
Web application has an extremely large number of site collections (for example, thousands of
MySites), this process can be time-consuming.

Resolution

The ControlPoint Application Administrator can increase the amount of time that foldered objects
in the SharePoint Hierarchy remain in cache.

If the time that takes for site collections to load is unacceptably slow, ControlPoint Application
Administrator can configure the application to pre-load site collections from a server-side cache .
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Error Occurs When Attempting to Launch ControlPoint
from a SharePoint Site

Issue

When an attempt was made to launch ControlPoint from within a SharePoint site, a dialog displays
with a message that an unexpected error has occurred.

Possible Reason

The ControlPoint for Site Admins and/or ControlPoint Menus for Site Settings feature was activated
for the site but was not configured properly for the farm.

Resolution

Follow the procedure for Configuring Site Administration Features for Your SharePoint Farm. After
updating the file webnew.config, remember to save it as web.config.

A Business Administrator's SharePoint Sites Do Not
Display in the SharePoint Hierarchy

Issue:

o  When a member of the ControlPoint Business Administrator's group logs into ControlPoint, the
SharePoint site collections/sites that the user manages do not display in the SharePoint
Hierarchy.

OR

e A Business Administrator's permissions for SharePoint sites have changed, but those changes
are not reflected in the SharePoint Hierarchy.

Possible Reason(s):

e The user does not have sufficient permissions for the SharePoint site(s) to be administered
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The user has management permissions for a subsite but not its parent site. (By default, if a
member of the ControlPoint Business Administrators group has permissions to manage a
subsite at any level below a site collection's root site but does not have permissions to manage
its parent, the subsite does not display in the ControlPoint SharePoint Hierarchy or object
pickers.)

Select  Stte
= SharePoint - 80

Select  Alpha Snack Foods - Root Site

(http://201 Foundation/sites. alpha)

Since the last Discovery:

= the user was added to the Business Administrator's group
OR

= the user's SharePoint permissions have changed.

Possible Resolution(s):

Make sure the user has Full Control or equivalent permissions to the SharePoint sites to be
administered in ControlPoint. See Making ControlPoint Available to Business Users (Site
Administrators) in the ControlPoint User's Guide.

If the user has management permissions for a subsite but not its parent site, the subsite will be
included in a ControlPoint operation if it is within the scope of the selection, even if it does not

display in the SharePoint Hierarchy. ControlPoint Application Administrators can also configure
the application to display all Business Administrator sites in the SharePoint Hierarchy .

Either run an interactive Discovery or wait for the nightly Full Discovery process to run.

"A Script on the Page is Causing Internet Explorer to
Run Slowly..."

Message

A script on the page is causing Internet Explorer to run slowly. Stop running this script?
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Possible Resolutions

If you encounter this message when trying to expand a node in the left navigation pane, click [Yes]
then re-open the node.

Note that, once child items within a node are loaded, they are cached and are not reloaded:
e for the remainder of your ControlPoint session

OR

e until the SharePoint Hierarchy has been refreshed.

ControlPoint Application Administrators may also find that decreasing the number of child items
that display within a subfolder improves performance, especially if it has been set higher than the
default value. (The more items there are within a subfolder, the more time it will take for them to
load.)

You may also be able to alleviate the issue by adjusting certain Internet Explorer configuration
settings. Quest Support can provide more detail.

Troubleshooting Discovery

"Discovery is Being Performed Now, Cannot Start"

Message

Discovery is being performed now, cannot start.

Possible Reason

You manually cancelled an interactive Discovery task, then tried to re-run it immediately.
When you cancel a Discovery task, as time is needed to roll back changes that the job was in the

process of collecting for the cancelation to be fully processed.

Resolution

Wait several minutes before attempting to re-run Discovery.
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If You Cannot Resolve a Discovery Issue

Contact Quest Support. Have the contents of the ControlPoint Administration (xcAdmin) log and
the Logged Errors Report readily available so that the Technical Support Specialist can better assist
you.

Troubleshooting SharePoint Users and
Permissions

Cannot Locate SharePoint Users Authenticated by
Alternate (non-Active Directory) Methods

Issue

Attempting to select alternate authentication-based users on which to run a ControlPoint
operation but unable to browse for or validate them.

Possible Reason(s)

e The ControlPoint application has not been configured to recognize the alternate authentication
provider.

e The scope of your action or analysis encompasses more than one Web application.

Resolution(s)

e Make sure the ControlPoint application has been configured to recognize the alternate
authentication provider(s) used in the farm. See Configuring ControlPoint to Recognize
Alternate Authentication Providers.

e Eijther:

= |imit the scope of your operation to a single Web application
OR

= if the operation is one that can be run on unvalidated users, manually enter (rather than
browsing for) the user's name and omit the validation.
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See "Special Considerations for Selecting Alternate Authentication-based Users" in the topic
Selecting Users on Which to Perform a ControlPoint Action or Analysis in the ControlPoint User's
Guide.

System Exception: "Cannot get the members of the
group..."

Issue

When attempting to view members of an Active Directory group from permissions analysis results,
an error window displays which includes the following message:

System.Exception: Cannot get the members of the group [domain\group] possibly because of

network or permissions problems

Possible Reason

The ControlPoint Service Account does not have permissions to read all users within the Active
Directory group.

Resolution

Make sure the ControlPoint Service Account has at least Read Permissions for the Active Directory
record of every SharePoint user. Consult your Microsoft Active Directory documentation for
details.

Active Directory Group Membership: "Cannot
connect to the domain controller for domain"”

Issue

When attempting to view membership in an Active Directory group from Permissions analysis
results, the following message displays:

Group: [group-name] Cannot connect to the domain controller for domain
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Possible Reason

A trust relationship between the domain or forest that hosts the Active Directory group and the
domain or forest in which ControlPoint is installed

e does not exist
OR

e requires additional authentication.

Resolution

See Accessing Members of Active Directory Groups in Different Domains or Forests (on page
78).

Properties Dialog: Total Users with Permissions
Displays as "Incomplete"

Issue

After clicking [Calculate Totals] On the ControlPoint Properties dialog, the number of Total Users
with Permissions is followed by (Incomplete).

Reason

An exception was encountered when Active Directory users were being counted. Possible reasons
include:

e The ControlPoint Service Account does not have access to an entire Active Directory group or
one or more accounts within an Active Directory group.

e Networking problems have been encountered.

Resolution

Review the ControlPoint Administration log (xcadmin) to determine the cause of the exception.
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Users with Permissions Granted Through a Claim are
not Showing Up in Permissions Analysis Results

Issue

One or more users who have permissions to SharePoint objects through a claim are not being
included in permissions analysis results.

Possible Reason

If your SharePoint farm includes claims-based authentication, permissions granted through a claim
may not be reliably reported because SharePoint only retains permissions information for an
augmentation claims-based user for a limited time after the user logs in.

The same behavior can be observed in SharePoint. For example, the SharePoint Site Permissions >

Check Permissions feature may or may not show permissions granted through an augmentation
claim, depending on when the user last logged in.

Troubleshooting Site Provisioning

Site Provision Request Workflow Failed on Start

Issue

The SharePoint workflow associated with Site Provisioning is configured to start automatically but
the Workflow Status column of the Site Provisioning Manager grid, shows a status of Failed on
Start.

Possible Reason

Configuration information for the SharePoint workflow components that support automatic
starting must be added to ControlPoint.
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Solution/Workaround

For SharePoint 2010:
1 Open the ControlPoint web.config file, which is located in the following directory: C:

\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\14\TEMPLATE\LAYOUTS\Axceler.

2 Locate and uncomment the following sections:

<System.Workflow.component>

<System.Workflow.CompoentModel.WorkflowCompiler>
For SharePoint 2013 or later:

You may need to start the workflow manually. You can access the Workflow page for the Site
Creation Requests list via the [Workflow] button on the Manage Provisioning Requests page.

Provisioning Requests Manager: Workflow Status
Column is Blank

Issue

In the Site Provision Request Manager, the Workflow Status column is blank for all requests

= PROVISIONING REQUESTS

REQUESTOR| REQUEST | WORKFLOW

lestWorlflowl http:/fga20ll GBETestWorld axcelertest\t Requested Site

1BTearn5ite_0910 http://qa20ll A_GBTeamn5i axcelertest\t Approved Site

sitel 0910 http:/fga20ll GBSitel 0910 axcelertest\t Rejected Site
h39abb63a3

52a8034e-
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Possible Reason

e The Value of the ControlPoint Setting does not match the name of the workflow used for
Provisioning request processing.

OR

o WorkFlowName is correct, but the workflow has not been started.

Solution

Make sure the WorkFlowName is the same as the name of the workflow used to process
Provisioning requests and that the workflow has been started.

Troubleshooting ControlPoint Operations

Not All ControlPoint Actions and Analyses Are
Available to Me

Possible Reason(s):

e You have permissions for customized ControlPoint menus that do not include all features.

e You are running SharePoint Foundation and are missing features only available for SharePoint
Server (for example, features that rely on the use of certain Service Applications)

e |f the Site Collection Activity Analysis, Trend analyses, and parameters that rely on information
collected for the ControlPoint cache are grayed out, the nightly Discovery job may not be
enabled.

Your Page has Expired

Issue

When attempting to complete a ControlPoint operation that was initiated at an earlier time, the
following message displays in the workspace:
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Your page has expired. Please call it again from the menu.

Reason

The time period during which ControlPoint holds the page information for the operation in the
server's cache has expired.

Resolution

Re-initiate the operation from the left navigation pane.

NOTE: By default, ControlPoint holds page information in cache for 20 minutes. ControlPoint
Application Administrators can, however, specify a different length of time.

Timeout Exception: The server has timed out.

Message:

[Method Name]Timeout Exception: The server has timed out.

Possible Reason:

ControlPoint has timed out while waiting for a SQL command to run.

Possible Resolution:

The ControlPoint Application Administrator can_increase the SQL Command Timeout Value.

Hyperlinks in Activity Analysis Results are broken

Issue:

When an attempt is made to link to a SharePoint Web Analytics page from a Site Collection or Site
Activity analysis, an error occurs.
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Possible Reason:

e You are running SharePoint Foundation, for which the Web analytics is not available.
OR

e You are running SharePoint Server and the Web Analytics Service has not been configured for
the farm, is not online, and/or has not been associated with the Web application(s).

Possible Resolution(s):

Make sure the Web Analytics Service:

e is properly configured for the farm,

e jsonline, and

e s associated with relevant Web application(s).

TIP: You can run a SharePoint Summary Report to view the status of Service applications and
their associations with Web applications.

Number of Users Has Exceeded the Allowable
Threshold

Issue

When ControlPoint action involving multiple SharePoint users is run, a message similar to the
following displays in the Task Audit:

The number of users ([num_users]) has exceeded the allowable threshold of [max_users].

Reason

The number of users to be included in the action exceeds the maximum number allowed.

Resolution

Re-run the operation on a smaller set of users.

The ControlPoint Application Administrator can also_change the maximum number of users that
can be included in a ControlPoint action.
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ASP.NET Session Has Expired

Issue

After drilling-down several times from the results of a ControlPoint analysis, the following text
appears in the Results section of the original analysis:

ASP.NET session has expired

Reason

If you had checked the parameter Open drill-downs in new window, when you drill-down in
analysis results ControlPoint limits the number of these windows that can be opened at one time.

Resolution

Keep the number of open windows to within the allowable limit. (Ten is the ControlPoint default,
but ControlPoint Application Administrators can change this value.

Too Many Rows to Display

Message

This report has more rows than the current row limit of xxxxx. You can raise the limit. You can also
narrow the scope or parameters of the analysis

Resolution

If you receive this message, try modifying the parameters to further narrow the scope of your
search/analysis.

ControlPoint Application Administrators can increase the maximum number of rows returned by
an analysis,
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Download as .csv: No Cached Data for Download

Issue

Upon clicking the Download as .csv link from the results of a ControlPoint search or analysis, the
following message displays:

Error: No cached data for download

Reason

The time period during which ControlPoint holds search or analysis results in the server's cache
has expired.

Resolution

Re-run the search or analysis and complete the download to csv while the data is still in cache.

NOTE: By default, ControlPoint holds results data in cache for 20 minutes. ControlPoint
Application Administrators can, however, specify a different length of time.

Export Results to Excel: "The file you are trying to
open is in a different format..."

Issue

When an attempt is made to save search or analysis results to an Excel file via the results toolbar,
the following message displays:

The file you are trying to open, '[file_name].xlIs', is in a different format than specified by the file
extension. Verify that the file is not corrupted and is from a trusted source b efore opening the file.
Do you want to open the file now?
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Possible Reason

Security settings are insufficient for the ControlPoint Service account's Temp folder on the We b
front-end server.

Resolution

1 Loginto the Web front-end server where ControlPoint is installed.
2 Navigate to the Temp folder.*

3 Make sure the group Authenticated Users has Full Control permissions

*Note that, as shown in the examples below, the precise location of the appropriate Temp
folder depends on your server configuration.
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Action or Analysis Taking Longer Than Expected

Message:

An action or analysis you requested is took longer than expected. If you requested an analysis, try
changing the option to use data from the cache, or narrow the scope of the analysis. If Discovery was
running at the time you made your request, try again after Discovery completes.

Resolution:

e |f you have chosen to run an analysis on real-time data, consider using cached data instead.
OR
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o Narrow the scope of the operation. For example, re-initiate the operation from a different
(lower) level of the SharePoint Hierarchy or modify your current parameters.

OR

e If aninteractive Discovery is currently running ( as indicated by the message Discovery is being
performed now, started at [date] [time] in the application header) wait for it to complete before
re-running the action or analysis.

The ControlPoint Application Administrator can also increase the SERVERTIMEQOUT value.

Cannot Perform Operations on Central Administration

Issue
e Message: Action is not Valid for Central Administration
OR

e Central Administration was included within the scope of the selection but is missing from
search or analysis results

OR

e Central Administration is missing from the Customize Selection list of available items

Reason
Because the Central Administration Web application, site collection and site serve a special
purpose, many ControlPoint operations cannot be performed on Central Administration. If Central

Administration is within the scope of a selection (for example, you selected the entire farm),
ControlPoint will automatically exclude it from the operation.

Copy/Move Insufficient Permissions Message

Issue

When attempting to perform a copy/move operation, one of the following messages displays:
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Access Denied.User must be in Site Collection administrators permission group or Web Application
Policy with Full Control!

OR

Only farm administrator can create new Site Collection.

Reason

When ControlPoint default security is in effect, you must be either be a member of the Site
Collection Administrator's group or have Full Control permissions in the Web application policy at
both the source and destination location. This applies to all copy/move operations, including
Copy/Move Lists and List Items. (ControlPoint Application Administrators can, however, override
ControlPoint default security.

If the copy/move operation involves the creation of a new site collection, you must be a farm
administrator at the destination location.

Newly-Created Site Does Not Show Up in Manage
SharePoint Groups Picker/Cannot be Scheduled

Issue

For the Manage SharePoint Groups action, a newly-created SharePoint site does not show up :
e in the model or dependent group picker
OR

e after making an association, in the dependent grid.

Possible Reason

After a site is created, SharePoint typically requires several minutes to "catch up" with the
operation, so it may not display in the ControlPoint group picker immediately.

Once the site is visible in the group picker, an association can be made; however, the group will not
display in the dependent grid—and cannot be scheduled—until Discovery is run.

Resolution

o If the site does not display in the group picker, wait several minutes then refresh the page.

e If, after an association is made, the group does not display in the dependent grid, you can:
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= wait for the next nightly Full Discovery to be run
OR

= run an interactive partial Discovery on the Web application containing the newly-created
site.

Cannot Run Activity Analysis Using Real-time Data

Issue

I would like to run an activity analysis using real-time data, but the option is not available.

Reason

The Discovery task accumulates and caches activity data that is collected by the nightly SharePoint
Usage Analysis tasks. Therefore, activity data is as current as the last time Discovery was run.

Activity Data in Analysis Results is Out of Date

Issue

Results of an analysis run on cached data includes activity data that is not current.

Possible Reasons

e You are requesting data for a date or time period that is older than the ControlPoint cache.

e The Discovery task has not been run on one or more Web application(s) within the scope of
your analysis since the last date reflected in activity data.

e The nightly Discovery job ran before one or more of the SharePoint usage analysis jobs from
which it collects data for the cache.

Note that, if the nightly Full Discovery process has not run, a message displays in the ControlPoint
application header. You can compare the date of the last Full Discovery with the date displayed in
the analysis results header. (By default, activity data for site collections is reported for a time
period that ends on the date of the last Discovery).
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If you determine that nightly Discovery has run and the out-of-date activity data is confined to one
or more specific Web applications, it may be that the ControlPoint Application Administrator has
excluded the Web application(s) from the nightly Discovery process

Resolution

If you have determined that the Discovery task has not run on one or more Web applications, run
either_a full or partial interactive Discovery (depending on the situation) then regenerate the
analysis.

NOTE: You can determine whether Web applications have been excluded from the nightly
Discovery process by examining the ControlPoint Configuration Setting Web Applications to
Exclude from Full Discovery (WAPEXCLUDE).

If you have determined that Discovery has run on all Web applications, check the Central
Administration Timer Job Status report to determine when the nightly jobs actually ran. If one or
more of the usage analysis jobs ran after nightly Discovery, it may be necessary to update the
nightly Discovery schedule.

Cumulative Hits Only Available Option When Running
Activity Analyses

Issue

For a Farm Summary Report or activity analysis:

e In the Parameters section, the only available option in the View Activity for drop-down is
Cumulative Hits.

AND/OR

e |n analysis results, the Requests column displays cumulative hits instead of number of requests
or page views for the specified time period.

Possible Reason(s)/Resolution

e You are running a WSS-only farm (See Variations in Activity Data in the ControlPoint User's
Guide.

e Since installing ControlPoint you have upgraded from SharePoint Foundation to SharePoint
Server but Enable SharePoint Server functionality (MOSS) has not been changed in the
ControlPoint application settings.

e Usage Reporting has not been enabled (See System Requirements in the ControlPoint
Installation and Upgrade Guide.)
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Activity Analysis Requests Column Only Shows 0's for
Users and Requests

Issue

Activity Analysis results always show only O's in the Avg. Users per Day and Requests columns.

Possible Reason

If analysis results show 0's for all sites within a Web application which you know has had activity, it
may be that the Web application uses cross-farm Service Applications that has been created on a
different farm that the one on which ControlPoint is installed (which, by default, means that
activity data is inaccessible to ControlPoint).

Contact Quest Support for instructions on configuring ControlPoint to access activity data from
cross-farm Service Applications.

Number of Lists in Storage Analysis Results Does not
Match Number Displayed in SharePoint Hierarchy

Issue

The number of lists reported in a Content Database Storage or Site Lists and Libraries Storage
analysis is greater than the number that appear in the SharePoint Hierarchy.

Reason

Storage analysis results include hidden lists (such as Master Page Gallery, Reporting Metadata, and
User Information), which are not shown in the SharePoint Hierarchy.
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Storage Information Reported by ControlPoint is
Different than What's Reported by SharePoint

Issue

ControlPoint Storage analysis results show different values for content size and % of quota than
those shown on the SharePoint Site Collection Usage Summary and Storage Space Allocation

pages.

Reason

In calculating results for storage analyses (including the Farm Summary Report), ControlPoint
determines the size of a site by including:

size of documents, including all versions

e document metadata, including metadata for all versions
e list content

e recycle bin size

e Web Part size, including any personalization to the web parts on the page.

SharePoint uses a proprietary algorithm to calculate size and determine % of quota, which may
differ from the algorithm used by ControlPoint.

Most/Least and ControlPoint Policies Analysis Never
Progress Beyond "Loading" Using IE 11 with
SharePoint 2010

Issue

When running a Most/Least or ControlPoint Policies analysis using Internet Explorer 11 with a
SharePoint 2010 farm, results perpetually display as "Loading" but are never returned.

Resolution

Make sure your browser's Compatibility View is turned on.
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HRESULT:0x80040E09

Issue

When attempting to run a ControlPoint operation, the following warning message displays in the
results header:

Warnings: [site url]: Exception from HRESULT: 0x80040E09

Reason

The ControlPoint Service Account does not have sufficient permissions to complete the operation.

Resolution

In accordance with System Requirements, make sure the ControlPoint Service Account has been
added to the security server role sysadmin in:

e the SQL server(s) used for SharePoint content databases, and

e the SQL server used for the ControlPoint Service database.

NOTE: If sysadmin privileges cannot be granted, you will need to use an account that has the SQL
server roles securityadmin and dbcreator, such as the server farm account (that is, the
account under which Central Administration runs).

No User Profile Application available to service the
request

Issue

An attempt was made to run a ControlPoint analysis based on a SharePoint User Profile property,
and the following message displayed in the header before the analysis finished processing:

No User Profile Application available to service the request. Contact your farm administrator.
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Possible reason

e A SharePoint User Profile Service Application is not associated with one or more Web
applications within the scope of the analysis

OR

e The ControlPoint Service account does not have permissions to access the User Profile Service
application.

NOTE: The ControlPoint administration (xcadmin) log identifies the Web application(s) for which

the User Profile Service application was unavailable.

If you Cannot Resolve an Issue with a ControlPoint
Operation

Contact Quest Support. Have the contents of the ControlPoint Administration (xcAdmin) log and
the Logged Errors Report readily available so that the Technical Support Specialist can better assist
you.
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