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Introduction

e About Dell FluidFS
¢ About this document
e Target audience

* Recommended additional reading

About Dell FluidFS

Dell FluidFS is a proprietary, scaled-out, distributed file system that adds file services to the Dell EqualLogic, Dell
Compellent, and Dell PowerVault storage product lines. (FIuidFS running on Dell PowerVault NX3500/36x0, Dell
EquallLogic FS7500/76x0, and Dell Compellent FS8600 NAS Appliances is also referred to as firmware.)

The FluidFS architecture is open-standards-based, supports industry-standard protocols, and provides innovative
features that relate to high availability, performance, efficient data management, data integrity, and data protection.
As a core component of the Dell Fluid Data architecture, FluidFS brings differentiated value to the various Dell
storage offerings. It is a network-attached storage (NAS) file system that is accessed by using Common Internet
File System (CIFS) and Network File System (NFS) protocols.

The high-availability and data-integrity capabilities of FluidFS provide a solid foundation for a strong
data-protection strategy. Additional elements built on this foundation include snapshots, replication, and Network
Data Management Protocol (NDMP)-based backups, which protect data against localized failures, outages, and
disasters.

e Snapshots: Fast, point-in-time, read-only copies of NAS volumes that users can access to recover files or
directories.

* Replication: Local or remote disk copy that administrators can use for disaster recovery or to recover data
if a service interruption occurs.

* NDMP-based backups: Full data backups of NAS storage using NDMP-compliant Data Management
Application (DMA) devices and backup devices such as tape drives and disks.

¢ Two-way NDMP backup (Direct NDMP): — Enables directly attaching FC tape to the FC switch used by
FluidFS, and not through a DMA server. The backup data is transferred directly across Fibre Channel to the
attached backup target without traveling across the LAN. Only the backup control data travels across the
LAN from the NDMP client with backup software.

; | NOTE: iSCSI solutions and direct connection to a single controller are not supported.

The Quest® NetVault® Backup Plug-in for NDMP (Plug-in for NDMP) integrates with NetVault Backup so that you
can maximize the benefits of NDMP. The Plug-in for NDMP enhances backup performance and uses data transfer
over the network, while maintaining centralized backup administration, and providing fast, online backup and
restore of data. Available for UNIX, Windows, and Linux, the plug-in, combined with the Dell NAS FluidFS
architecture, provides a full-featured solution that includes replication, backup, recovery, automation control, direct
access restores, and Dynamically Shared Devices. It provides central management and an easy-to-use interface,
which simplifies deployment.

This document covers the scenarios and configuration options for using this integrated solution.
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Key benefits

* Unified IP storage solution (FC, iSCSI, CIFS, NFS)
* Asynchronous, file-system-level, snapshot-based replication to peer NAS Series systems
e User-restorable snapshots

*  NDMP-based backups

About this document

This document provides information about using the Plug-in for NDMP with Dell FluidFS. It is intended as a
supplement to the Quest NetVault Backup Plug-in for NDMP User’s Guide that describes the common procedures
for installing and configuring the plug-in.

Target audience

This document is intended for system administrators and others responsible for installing, configuring, and using
the Plug-in for NDMP. An understanding of filer administration and the host platform is assumed.

Recommended additional reading

¢ NetVault Backup documentation

= Quest NetVault Backup Installation Guide: This guide provides details on installing the NetVault
Backup Server and Client software.

= Quest NetVault Backup Administrator’s Guide: This guide explains how to use NetVault Backup and
describes the functionality common to all plug-ins.

= Quest NetVault Backup CLI Reference Guide: This guide provides a description of the command-
line utilities.

= Quest NetVault Backup Plug-in for NDMP User’s Guide: This guide describes the procedures for
installing and configuring the Plug-in for NDMP.

You can download these guides from https://support.quest.com/technical-documents.

* Dell FluidFS documentation: You can download the FluidFS documentation from
https://www.dell.com/learn/us/en/555/dell-storage/ and
https://www.dell.com/support/manuals/us/en/04/powervault-nx3610/pvfluidfsv3ag-v2/dell-fluidfs-nas-
solutions-administrators-guide?guid=guid-5b8de7b7-879f-45a4-88e0-732155904029&lang=en-us.
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Installation and configuration
prerequisites

Use cases

Installation prerequisites
Configuration prerequisites
Adding the Dell FluidFS NAS
Add devices in NetVault Backup

Assumptions

Use cases

There are two primary groups of protection options for use with the NetVault Backup products and the Dell FluidFS
NAS architecture:

The first option is to use NetVault Backup as a configuration item providing services for data protection
operations. This option lets you implement a simple method for data protection and recovery scenarios.
You can store data on a disk-based target, such as the DR4000 Series appliance or a traditional tape
library.

The second option lets you use NetVault Backup as a configuration item that provides services for
data-protection operations that complement NAS server replication. This option lets you implement a
simple method for data protection and recovery scenarios, while providing extra availability options. As with
the first option, you can store data on a disk-based target, such as the DR4000 Series appliance, or a
traditional tape library.

The following list provides examples of these two protection options:

Backing up one or more NAS Containers

Backing up NAS Containers from multiple Dell NAS clusters

Backing up Replica Containers

Restoring backups to a different NAS Container

Restoring or relocating (or both) backups to a different Dell NAS cluster
Restoring backups from a Replica Container

Include or exclude certain paths for NDMP backup and restore operations

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS 6
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Figure 1. Backing up multiple NAS Containers
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Figure 2. Backing up Replica NAS Containers
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Figure 3. Backing up NAS Containers using Local Topology
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Installation prerequisites

In addition to the installation prerequisites covered in the Quest NetVault Backup Plug-in for NDMP User’s Guide,
verify that the following requirements are met:

* Hardware requirements: For information about FluidFS Servers, see the Dell website at:
http://www.dellstorage.com/WorkArea/DownloadAsset.aspx?id=1578

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS
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Software requirements: For information about software requirements and supported filer operating
systems, see the Quest NetVault Backup Compatibility Guide available at:
https://support.quest.com/technical-documents

NOTE: The installation and configuration procedures are described in the Quest NetVault Backup
Plug-in for NDMP User’s Guide.

Configuration prerequisites

In addition to the configuration prerequisites covered in the Quest NetVault Backup Plug-in for NDMP User’s
Guide, verify that the requirements in the following two sections are met.

Authentication

Verify that the following authentication requirements are met:

NDMP Service: On the FluidFS Server, ensure that the NDMP services are started.

User account for NDMP backups and restores: Assign a password to the default NDMP user
(backup_user) or create a user on the filer using either the FluidFS Group Manager or CLI. Consult the
relevant filer documentation for instructions on creating a user account.

Log on with this user account when adding the NDMP Server or reconfiguring the plug-in authentication
details.

Figure 4. Modify NDMP settings dialog box
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Networking and infrastructure: Verify that the NAS Cluster IP Addresses are preconfigured so that you
can use them when you add the Dell FluidFS NAS to the Plug-in for NDMP.

i | NOTE: The Dell FluidFS NAS also assigns IP addresses to each controller in the cluster. Do not use
these IP addresses when you add the Dell NAS to the plug-in.

Add the NetVault Backup Server to the Dell NAS: In the Configure DMA Servers dialog box for Dell
NAS, add the IP address of the NetVault Backup Server.

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS
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Figure 5. Configure DMA servers dialog box
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Local device topology

This section describes local device topology configuration requirements and guidelines.

Before configuring or adding the NAS Filer to the NetVault Backup application, verify that the devices are attached
and visible on all nodes in the cluster.

Example:

Verify that all aliases have been set and the operational status is “Optimal” by running the command “system
data-protection tape-devices list—*

Reference - Display all device alias:

CLI> system data-protection tape-devices list --

Name, Physical ID,Device Type, Status,Status per Controller

STK _L180,media:STK:L180:70UDY0030W:0x2100000d47709a3dc, Library,Optimal

STK L180D1,tape:HP:Ultrium 5-SCSI:7UUDY0030X:0x2100000d7709a3dc, Tape,Optimal
STK L180D2,tape:HP:Ultrium 5-SCSI:7U0UDY0030Y:0x2100000d7709a3dc, Tape, Optimal
STK L180D3,tape:HP:Ultrium 5-SCSI:70UDY0030Z:0x2100000d7709a3dc, Tape, Optimal
STK L180D4, tape:HP:Ultrium 5-SCSI:70UDY00310:0x2100000d7709a3dc, Tape,Optimal
STK L180D5, tape:HP:Ultrium 5-SCSI:7UUDY0032G:0x2100000d7709a3dc, Tape,Optimal
STK L180D6, tape:HP:Ultrium 5-SCSI:7UUDY0032H:0x2100000d7709a3dc, Tape,Optimal
STK L180D7,tape:HP:Ultrium 5-SCSI:7UUDY0032I:0x2100000d7709%9a3dc, Tape,Optimal
STK L180D8, tape:HP:Ultrium 5-SCSI:70UUDY0032J:0x2100000d7709a3dc, Tape, Optimal
STK L180D9, tape:HP:Ultrium 5-SCSI:7UUDY0032K:0x2100000d7709a3dc, Tape, Optimal
STK L180DA, tape:HP:Ultrium 5-SCSI:7UUDY0032L:0x2100000d7709a3dc, Tape,Optimal

If the aliases are not set or need modification, see the Dell FluidFS version 5.0 Administrator’s Guide.

The examples provided here are for your reference; these examples are limited and noninclusive. For queries and
issues, contact your FluidFS Support team.

Reference - Display all discovered devices:
CLI> system data-protection tape-devices discovered-list -
Reference - Add a device alias:

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS
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Changer:

CLI> system data-protection tape-devices add media:STK:L700::0x500065b152501600
STK_L700P1

Tape:

CLI> system data-protection tape-devices add tape:IBM:ULT3580-
TD4:9I0E1Z 01 :0x500065b0152501600 STK L700D1P1

Adding the Dell FluidFS NAS

You can configure the Dell FluidFS to use one or more NAS Cluster IP addresses. When you add the Dell NAS
Server to the Plug-in for NDMP, use any one of the NAS Cluster IP addresses.

Add devices in NetVault Backup

On the NetVault Backup Server machine, add the library attached to the filer to the NetVault Backup Server to
configure using the local topology. Ensure that the devices added are relative to the FluidFS.

To add a device, see the Quest NetVault Backup Administrator’s Guide.

Assumptions

It is assumed that the users implementing the procedures described in this document have expertise in the
following areas:

* NetVault Backup installation, configuration, and administration.

* FluidFS Server configuration and administration.

* Intermediate networking expertise, including routing, name resolution, and TCP/IP.
¢ Intermediate NFS and CIFS Protocol setup and administration expertise.

* Intermediate Windows Authentication and Active Directory administration expertise.

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS
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Backing up data

About Backup Dump levels
Backing up data using the plug-in
Backup content filtering

Backing up replica NAS containers

Backing up individual data paths

About Backup Dump levels

The Plug-in for NDMP supports both Full and Incremental Backups. The backup type is determined by the Dump
Level that can be set to Level 0 for a Full Backup or Levels 1 through 9 for Incremental Backups:

Level 0 or Full Backup: A Full Backup provides a backup of all the data in the selected path.

Level 1 through 9 or Incremental Backup: The Incremental Backups base themselves on the most
recent lower-level Incremental Backup, and include any data that has changed or is new since the last Full
or Incremental Backup.

Examples:

= Level 1 Incremental Backup includes any data that has changed or is new since the last Level 0 or
Full Backup.

= Level 2 Incremental Backup includes any data that has changed or is new since the last Level 1
Incremental Backup, and so on, up to dump level 9.

Important notes

If a directory is included in a dump level 0 backup, it is included in all future dumps even if no changes have
occurred. In this instance, the directory is empty and does not contain content. However, it does not
negatively affect the recovery of data.

Only one dump level is maintained for each selected set of data. For example, after performing Level 1,
Level 2, and Level 3 Incremental Backups, if you perform a Full Backup, the dump level is reset to 0. The
next instance of the Incremental Backup is based on the Full Backup.

If an Incremental Backup fails, the subsequent backup is based on the most recent backup of a lower level.
For example, if dump level 1 is completed successfully, but dump level 2 fails, dump level 3 is based on
dump level 1. The failure of an Incremental Backup is noted in the NetVault Backup logs.

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS
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Backing up data using the plug-in

1 In the Navigation pane, click Create Backup Job.

In the Navigation pane, click Guided Configuration, and then on the NetVault Configuration Wizard
page, click Create Backup Jobs.

2 In Job Name, specify a name for the job.

Assign a descriptive name that lets you easily identify the job for monitoring its progress or restoring data.
The job name can contain alphanumeric and nonalphanumeric characters, but it cannot contain non-Latin
characters. There is no length restriction. However, a maximum of 40 characters is recommended on all
platforms.

3 In the Selections list, select an existing Backup Selection Set, or complete the following steps to create a
set.

a Next to the Selections list, click Create New.

b On the NetVault Backup Selections page, open the NetVault Backup Server, and then open
NDMP Client.

¢ To display the Volumes node, open the applicable filer in the list of added servers.
d Select the data that you want to back up:
= Back up all NAS Containers: Select the Volumes node.

= Back up individual NAS Containers: Open the Volumes node, and select the NAS
Containers that you want to back up.

e Click Save, and in the Create New Set dialog box, type a name for the set.

i | NOTE: A set name can contain alphanumeric and nonalphanumeric characters, but it cannot
contain non-Latin characters. On Linux OS, the names can have a maximum of 200
characters. On Windows OS, there is no length restriction. However, a maximum of 40
characters is recommended on all platforms.

f To close the dialog box, click Save.

4 In the Plugin Options list, select an existing Backup Options Set, or complete the following steps to create
a set.

a Next to the Plugin Options list, click Create New.
b Under NDMP Backup Options, configure the following settings.
Table 1. NDMP Backup Options

Option Description

Dump Level Select the type of backup that you want to perform. For a Full Backup, type
or select 0. For an Incremental Backup, type or select any level from 1 to 9,
based on the previous dump level.

Do Direct Backup To use Direct Access Recovery (DAR) during restores, leave this check box
selected. DAR enables precise tape positioning, which allows quick recovery
of individual files.

Without DAR, the backup saveset is read sequentially to restore files.

Snapshot This variable controls whether a snap shot is taken for the backup.

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS 12
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Table 1. NDMP Backup Options

Option

Description

List of Include Paths

List of Exclude Paths

Set Sub Tree Name for
Include/Exclude Paths

File and Directory
Exclusion

Save File Information

This environment variable specifies a list of comma-separated paths to be
included in the backup operation. The path specified could be a directory or
a file. If the path is a directory, all child elements of that directory are
included in the backup. Each path specified is relative to the backup root
directory (as specified by the FILESYSTEM environment variable) and must
start with the “/” character. Each path can be a maximum of 1 K bytes long.
The last element of any path can contain a wildcard character (“*”) at the
beginning or at the end.

A maximum of 32 paths can be specified.
If INCLUDE_PATH is specified, SUBTREE_NAME must also be specified.
If the specified INCLUDE_PATH does not exist, the backup fails.

This environment variable specifies a list of comma-separated paths to be
excluded in the backup operation. The path specified could be a directory or
a file. If the path is a directory, all child elements of that directory are
excluded in the backup. Each path specified is relative to the backup root
directory (as specified by the FILESYSTEM environment variable) and must
start with the “/” character. Each path can be a maximum of 1 K bytes long.
The last element of any path can contain a wildcard character (“*”) at the
beginning or at the end.

A maximum of 32 paths can be specified.
If EXCLUDE_PATH is specified, SUBTREE_NAME must also be specified.
If the exclude path is not within the include path, it is ignored.

This environment variable must be specified if INCLUDE_PATH or
EXCLUDE_PATH is specified. The specified name is used to track the time
stamp of the backups at each backup level to handle incremental and
differential backups. The environment variable must be a string of no more
than 64 characters.

Specifies a matching pattern for directory and filenames that are not to be
backed up. The environment variable is a list of string separated by comma.
Each entry is used to match to nodes encountered during backup. The string
can contain an asterisk (“*”) as the wildcard character but the asterisk must
be the first or last character of the pattern. At most, 32 comma-separated
strings are supported.

This option allows you to browse individual files and directories while
selecting data during restore. You cannot restore individual files and
directories if you clear this check box.

Quest recommends keeping this check box selected.

¢ The Plug-in for NDMP includes the ability to generate multiple jobs for each container selected in a
backup set. Quest recommends that you set the backups to run in parallel so that it is equal to the
number of drives (virtual or physical) targeted for the data-protection backup operation.

To run parallel jobs, configure the following settings under Sub Jobs.

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS
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Table 2. Sub Jobs

Option Description

Number of backups to Type or select the number of jobs that can run concurrently. The default
run in parallel value is zero. With the default setting, all jobs in parallel, limited only by the
availability of drives, network bandwidth, and other resources.

To achieve the required result, set the same value for each job.

Delete auto generated The plug-in creates individual subjobs for each volume included in a backup.
backup jobs on If this check box is not selected, all subjobs are listed on the Job Status
completion page. This display can create confusion when you try to view the details of

the parent job. To include only a single entry for the parent job, leave this
check box selected.

d Click Save, and in the Create New Set dialog box, type a name for the set.
e To close the dialog box, click Save.
5 Select or create the Schedule Set, Target Set, and Advanced Options Set.

For more information about these sets, see the Quest NetVault Backup Administrator’s Guide.

6 To submit the job for scheduling, click Save & Submit. You can monitor the job progress from the Job
Status page and view the logs from the View Logs page.

To save the job definition without scheduling it, click Save. You can view, edit, or run this job from the
Manage Job Definitions page. This job is not displayed on the Job Status page until you submit it.

For more information about Job Status, View Logs, and Manage Job Definitions, see the Quest
NetVault Backup Administrator’s Guide.

Backup content filtering

NDMP include and exclude paths add an ability to include or exclude certain paths for NDMP backup and restore
operations. While defining a backup using DMA, you can select specific directories from the virtual NAS volume to
include in, or exclude from, NDMP backup jobs.

During backup, you can filter the content using the following NDMP environment variables.
* INCLUDE_PATH: Specifies a list of paths to include. The paths are relative to the backup root.
« EXCLUDE_PATH: Specifies a list of paths to exclude. The paths are relative to the backup root.
» EXCLUDE: Specifies a list of filenames and patterns to exclude.

The NDMP server first examines INCLUDE_PATH and only traverses to the list of included paths. Then
EXCLUDE_PATH and EXCLUDE are evaluated to further filter the content. The difference between
EXCLUDE_PATH and EXCLUDE is that EXCLUDE_PATH is applied only at the specified path while EXCLUDE is
applied to all elements. For example,

EXCLUDE: a*
EXCLUDE PATH: /home/david/b*

In this case, all directories and files starting with “a” are excluded. Directories and files under /home/david starting
with “b” are excluded.

The EXCLUDE environment variable specifies a name for filtering and a wildcard character at the beginning or
end of the pattern. For example, you can specify “*.0” to filter out all object files during backup. The same rule is
applicable to the last path element of INCLUDE_PATH and EXCLUDE_PATH. For example, if INCLUDE_PATH is

“/home/a*”, then all directories and files under /home that starts with “a” are backed up.

The NDMP server follows a general rule that prioritizes INCLUDE_PATH. So, if something is specified by
INCLUDE_PATH, it gets backed up even if EXCLUDE_PATH or EXCLUDE excludes it. The following are a few
examples:

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS
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Example 1

INLCUDE PATH: /home/david/a*
EXCLUDE PATH: /home/david

In this case, /home/david and all child nodes starting with “a” are backed up even though EXCLUDE_PATH has
excluded /home/david.

Example 2

INLCUDE PATH: /home/david/a*
EXCLUDE: david

In this case, /home/david and all child nodes starting with “a” are backed up even though EXCLUDE has excluded
all elements name “david”.

Example 3

INLCUDE PATH: /home/david/a*
EXCLUDE: *c

“»

In this case, /home/david and all child nodes starting with “a” are backed up except for child nodes ending with a
“c”. So “/home/david/aaa” are backed up while “/home/david/abc” are excluded.

Exception:

There is an exception to the preceding rules. If the last element of a INCLUDE_PATH does not contain a wildcard
character and the named element is a directory, it is backed up no matter what EXCLUDE_PATH and EXCLUDE is
set to. For example,

INLCUDE PATH: /home/david/abc
EXCLUDE: *c

In this case, if “/home/david/abc” is a directory, it is backed up even though it matches EXCLUDE’s “*c”. However,
if “/home/david/abc” is not a directory, it is excluded.

Backing up replica NAS containers

1 Complete Step 1 through Step 3 in Backing up data using the plug-in.

NOTE: The Replicated Container must either be promoted to a Local Container or it must be a Read-
Only Replica Container.

2 Next to the Plugin Options list, click Create New.
3 Configure the Sub Job options.
For more information, see Sub Jobs.

4 Complete Step 5 and Step 6 in Backing up data using the plug-in.

Backing up individual data paths

1 In the Navigation pane, click Create Backup Job.

In the Navigation pane, click Guided Configuration, and then on the NetVault Configuration Wizard
page, click Create Backup Jobs.
2 In Job Name, specify a name for the job.

Assign a descriptive name that lets you easily identify the job for monitoring its progress or restoring data.
The job name can contain alphanumeric and nonalphanumeric characters, but it cannot contain non-Latin
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characters. There is no length restriction. However, a maximum of 40 characters is recommended on all
platforms.

Next to the Selections list, click Create New.

On the NetVault Backup Selections page, open the NetVault Backup Server, and then open NDMP
Client.

Click the applicable filer, and select Enter Backup Path from the context menu.
In the NDMP Backup Request dialog box, configure the Directory option.

Specify the volume or the complete path to the directory that you want to back up. Use the following format
to specify the backup path:

/<NAScontainer>/<parentDirectory>/<subdirectory>
Example:

/Voll/testdata/small/data

Set the Dump Level and the remaining backup options.

For more information, see NDMP Backup Options.

To save the settings, click Ok.

Complete Step 5 and Step 6 in Backing up data using the plug-in.
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4

Restoring data

Restoring data using the plug-in

Restoring Incremental Backups

Renaming or relocating data

Restoring data to an alternate filer

Restoring data from or to a Replica NAS Container
Searching for files in savesets

Viewing media list

Restoring data using the plug-in

1

In the Navigation pane, click Create Restore Job.

On the Create Restore Job — Choose Saveset page, the saveset table provides a list of available
savesets. The table shows the saveset name (Job Title and Saveset ID), creation date and time, saveset
size, and saveset status.

The saveset status is indicated using the following icons.

Icon Description

(o) Saveset is online (all segments are online).

(o) Saveset is partially online (some segments are online).
- Saveset is offline (all segments are offline).

The saveset list is sorted by creation date (newest to oldest). You can sort the list by one or more columns,
as required. The arrowhead next to the column name indicates the sort order.

2 To filter the saveset list, use the following filter options.

Filter Description

Client Displays savesets created for particular clients. The default selection is Any.
1 To use this filter, click the Client box.
2 Inthe Choose Client dialog box, select the clients.
3 To close the dialog box, click OK.

Plugin Type Displays savesets created using a particular plug-in. The default selection is
Any.
1 To use this filter, click the Plugin Type box.
2 In the list, select the plug-in.
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Filter Description
Date Displays savesets created during a specified period. The default selection is
Any.
1 To use this filter, click the Date box.
2 In the list, select the option that you want to use.
The available options are Last 24 hours, Last Week, Last Month, Last
6 Months, Last Year, and Any.
Job Displays savesets created for particular jobs. The default selection is Any.

1
2
3

To use this filter, click the Job box.
In the Choose Job dialog box, select the jobs.
To close the dialog box, click OK.

3 Select the saveset that you want to use, and click Next.

When you select a saveset, the following details are displayed in the Saveset Information area: job ID
number, job title, tag, server name, client name, plug-in name, saveset date and time, retirement setting,
Incremental Backup or not, archive or not, and saveset size.

4 On the Create Selection Set page, select the data that you want to restore:

= Restore entire saveset: Select the root node.

= Restore individual files and directories: Select the target files and directories in the selections
tree. The selections tree can only be browsed if the Save File Information option was selected

during backup.

; | NOTE: If you omit child-level items after selecting the parent node, the job fails. To perform selective
restores, open the parent node, and select each item that you want to restore.

5 Click Edit Plugin Options, and configure the following settings.

Table 3. Restore options

Option

Description

NDMP Server

Direct Access Restore
Mode

Overwrite Existing Files
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This option specifies the target filer name. It is only required when you want
to restore data to an alternate filer. By default, it is set to the name of the
original filer from which the data was backed up. Do not change the NDMP
Server while restoring data to the same filer.

Select the appropriate DAR mode from the following:

Use Direct Access Restore if Possible: To perform a direct-access
restore if the backup was direct and the mover and data server can
complete a direct-access restore, select this option. If these
conditions are not met, a nondirect access restore is performed.

Use Direct Access Restore by Recovering Individual Files: To
restore a directory and its file contents, select this option. When you
use this option, empty directories in the saveset are ignored.

You must select this option if any item was omitted during data
selection; otherwise, the restore job fails.

Only Do Direct Access Restore: To force a direct-access restore,
select this option. It can be only used if the backup was direct and the
mover and data server can complete a direct-access restore;
otherwise, the restore job fails.

Never Do Direct Access Restore: To perform a standard nondirect-
access restore, select this option.

If you do not want to overwrite the existing files, clear this check box.
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i | IMPORTANT:

* When individual files are selected for a direct-access restore, their parent-level directory
permissions are not restored.

* When running a direct-access restore, NetVault Backup organizes the restore requests into
groups of 1024 files at a time. When a restore job consists of more than 1024 total files,
multiple restore requests are issued. So, multiple log entries are displayed for the job.

6 To save the settings, click OK, and then click Next.
7 In Job Name, specify a name for the job.

Assign a descriptive name that lets you easily identify the job for monitoring its progress. The job name can
contain alphanumeric and nonalphanumeric characters, but it cannot contain non-Latin characters. There
is no length restriction. However, a maximum of 40 characters is recommended on all platforms

In the Target Client list, the client from which data was backed up is selected by default. Do not change
this setting.

8 Select or create the Schedule Set, Restore Source Set, and Advanced Options Set.
For more information about these sets, see the Quest NetVault Backup Administrator’s Guide.
9 To submit the job for scheduling, click Submit.

You can monitor the job progress from the Job Status page and view the logs from the View Logs page.
For more information about these functions, see the Quest NetVault Backup Administrator’s Guide.

Restoring Incremental Backups

The incremental restores build on each other. To restore an Incremental Backup, you must have all the backups
from Level-0 through the last backup in the backup sequence that you want to restore.

1 Restore the Full or Level 0 Backup.
For more information, see Restoring data using the plug-in.

2 Restore each Incremental Backup in the backup sequence, starting with the lowest-level backup and going
to the last backup that you want to restore (that is, in the same order in which they were created).

For each dump level, follow the steps outlined in Restoring data using the plug-in.

i | IMPORTANT: All NDMP backups are effectively snapshots of the volume. When you restore a dump level in

an increment series, it restores all the data in the saveset. At the same time, it deletes the files present on
the filer, but not available in that saveset. Thus, it reconstructs the subtree as it was at the time of backup.

Renaming or relocating data

When restoring a backup, you can rename the directories to create a copy of the data instead of overwriting of the
existing versions. You can also relocate the data to a different volume. This procedure can be useful if the original
volume is down or if you are dealing with limited bandwidth or capacity.

; | NOTE: This feature is only available to savesets that were created with the Save File Information option.

To rename or relocate data during restore:
1 Complete Step 1 through Step 4 in Restoring data using the plug-in

2 Click the volume that you want to rename, and in select Rename from the context menu.
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3

4

In the Restore Rename dialog box, provide the following information:
= Torename a file or directory, type the new name.

= To relocate the item to a different volume, type the volume name. You can also rename while
relocating by specifying a new path. The volume to which you are relocating must exist.

Click OK to close the dialog box.

After you close the dialog box, the plug-in updates the corresponding node in the selections tree to display
the new name and location for the file or directory.

Complete Step 5 through Step 9 in Restoring data using the plug-in.

Restoring data to an alternate filer

To relocate a backup to an alternate filer, use the following procedure. This procedure can be useful during a
server migration or disaster recovery operation.

Prerequisites

Before you start the restore procedure, add the target filer to the plug-in. For more information, see the Quest
NetVault Backup Plug-in for NDMP User’s Guide.

Restore procedure

A W N

Complete Step 1 through Step 4 in Restoring data using the plug-in.
To rename or relocate data during restore, complete Step 2 and Step 3 in Renaming or relocating data.
Click Edit Plugin Options, and in the NDMP Server box, type the name of the target filer.

Select the appropriate DAR method. For more information about the available options, see Restore
options.

Complete Step 6 through Step 9 in Restoring data using the plug-in.

Restoring data from or to a Replica
NAS Container

You can use the Plug-in for NDMP to restore data from or to a Replica NAS Container.

To restore data from a Replica NAS Container, restore the data to a regular NAS Container, but verify that
you select the Rename option.

For more information, see Renaming or relocating data.

NOTE: If you do not select the Rename option, the restore job fails because the Replica NAS
containers are read-only.

To restore data to a Replica NAS Container, promote it to a Local Container, and then submit the restore
job.
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Searching for files in savesets

The Search option on the Create Restore Job — Choose Saveset page allows you to find specific files or data
items without opening any savesets or browsing through their contents. You can use filenames or regular
expressions to find the data items that you want to restore.

1 On the Create Restore Job — Choose Saveset page, click Search.
2 In the Search for files in savesets dialog box, configure the following options:
= Search String: Type the search string.

= Regular expression search: To use POSIX (Portable Operating System Interface for Unix) regular
expressions in the Search String box, select this check box.

= Case sensitive: To perform a case-sensitive search, select this check box.

3 Click Search. On the Search Results page, you can view the savesets that contain the specified files or
data items.

4 Select the items you want to restore. You can only restore items from one saveset. Click Next.

5 Complete Step 5 through Step 9 in Restoring data using the plug-in.

Viewing media list

The Media List option on the Create Restore Job — Choose Saveset page lets you view information about the
media items used to store a backup. You can view details about the data segments and index segments for a
backup.

1 On the Create Restore Job — Choose Saveset page, select the applicable saveset.
2 Inthe Saveset Information area, click Media List.
In the dialog box that is displayed, you can view the following details:
= Backup size: This area shows the total size of the saveset in number of bytes

= Data segment table: This table shows information about the media items that contain the data
segments. You can view the following details: media label, media group label, stream ID, starting
byte number, ending byte number, and media location

= Index segment table: This table shows information about the media items that contain the index
segments. You can view the media label and media location.

3 To close the dialog box, click Close.
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e Common errors

Troubleshooting

Common errors

The following is a list of some common errors and their solution.

Table 4. Troubleshooting

Description

Symptom

Solution

The NetVault Backup Service fails to
start on a Windows-based NetVault
Backup Server.

After restarting the machine, the
NetVault Backup Service sometimes
fails to start on a Windows-based
NetVault Backup Server.
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Check the Windows Event Viewer
for the following message:

PDT FATAL: lock file
“postmaster.pid” already exists

Check the Windows Event Viewer
for the following message:

FATAL: could not create any TCP/IP
sockets " for a PostgreSQL source

NetVault Backup cannot start if the
PostgreSQL database that is used
to store the system data does not
start.

To correct this issue, delete the
“postmaster.pid” file from the
location referenced in the log and
restart the NetVault Backup Server.

NetVault Backup cannot start if the
PostgreSQL database that is used
to store the system data does not
start.

To correct this issue, start the Task
Manager, and click Show
processes from all users. You can
see multiple instances of
postgres32.exe running on the
system. To remove all instances of
postgres32.exe, select any
instance of this process, and click
End Process. Start the NetVault
Backup Service.
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Table 4. Troubleshooting

Description Symptom Solution

The NetVault Backup Service starts, No error messages are displayed.  This issue can occur if the Postgres
and then stops immediately on a service cannot resolve the host
Linux-based machine. name localhost, and fails to start.

Check the /etc/hosts file, and if the
file does not contain an entry for
localhost, add the entry.

While restoring a Full Backup fora  Check the NetVault Backup logs for To correct this issue, do either of the

volume that maintains an existing the following message: following:

clusterConfig folder and for which  grror  2017/06/01 + Delete the .clusterConfig

.the Overwrite Existing Files option 3.33.06 493 Data folder, and then run the

is not selected (the default), an error - pjygin AUTOINT9 NDMP: restore job again.

oceurs. ERROR 0 » Select the Overwrite
ERROR: /mnt/backup/v6vol2/.clust Existing Files option for the
erConfig/backup/c413ec4b-13e7- restore job to ensure that the
4ab8-87e6- folder and its files are
28c53b478065@3688372308_0/.B overwritten.

ackuplndex0/.Backuplndex0
already exists, not overwriting.
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About us

Quest provides software solutions for the rapidly-changing world of enterprise IT. We help simplify the challenges
caused by data explosion, cloud expansion, hybrid datacenters, security threats, and regulatory requirements. We
are a global provider to 130,000 companies across 100 countries, including 95% of the Fortune 500 and 90% of
the Global 1000. Since 1987, we have built a portfolio of solutions that now includes database management, data
protection, identity and access management, Microsoft platform management, and unified endpoint management.
With Quest, organizations spend less time on IT administration and more time on business innovation. For more
information, visit www.quest.com.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

* Submit and manage a Service Request.

* View Knowledge Base articles.

* Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

* Chat with support engineers online.

* View services to assist you with your product.

Quest NetVault Backup Plug-in for NDMP 12.2 Application Notes for Dell FluidFS

About us 24


https://support.quest.com
https://www.quest.com/company/contact-us.aspx

	Introduction
	About Dell FluidFS
	Key benefits

	About this document
	Target audience
	Recommended additional reading

	Installation and configuration prerequisites
	Use cases
	Installation prerequisites
	Configuration prerequisites
	Authentication
	Local device topology

	Adding the Dell FluidFS NAS
	Add devices in NetVault Backup
	Assumptions

	Backing up data
	About Backup Dump levels
	Important notes

	Backing up data using the plug-in
	Backup content filtering
	Backing up replica NAS containers
	Backing up individual data paths

	Restoring data
	Restoring data using the plug-in
	Restoring Incremental Backups
	Renaming or relocating data
	Restoring data to an alternate filer
	Prerequisites
	Restore procedure

	Restoring data from or to a Replica NAS Container
	Searching for files in savesets
	Viewing media list

	Troubleshooting
	Common errors

	About us
	Technical support resources


