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Preface

This guide contains detailed information about Quest® ControlPoint, a Web-based application that
offers a proactive, integrated solution for managing your SharePoint environment.

Audience

The ControlPoint User's Guide is intended for individuals who have responsibilities for administering an
organization's SharePoint environment and assumes knowledge of SharePoint administrative concepts.
Throughout this guide, the following terminology is used to differentiate between three segments of
the intended audience:

Farm Administrator - As defined for SharePoint, an administrator who has permissions and
responsibilities for all servers within a SharePoint farm and can perform all administrative tasks in the
SharePoint Central Administration Web site for the server or server farm.

ControlPoint Application Administrator - A SharePoint administrator who also has responsibilities for
managing ControlPoint configuration and permissions. A separate guide, the ControlPoint
Administration Guide is intended specifically for use by ControlPoint Application Administrators when
carrying out these tasks.

Administrator - A SharePoint administrator (generally an IT user) who has administrative
responsibilities for site collections throughout the farm, but is not necessarily either a Farm
Administrator or a ControlPoint Application Administrator.

Business Administrator (also known as a Site Administrator) - A business user responsible for
administering his or her own SharePoint sites.

NOTE: Business Administrators have access to many, but not all ControlPoint features. For a
complete list of ControlPoint menu options, including those that are not available to Business
Administrators, see Default Menu Options for ControlPoint Users.

ControlPoint User Guide
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Getting Started with ControlPoint

Quest® ControlPoint is a Web-based tool that runs as a SharePoint application and facilitates the
management of multiple SharePoint objects (Web applications, site collections, sites, lists, libraries, and
items) and users within a SharePoint farm. In addition to enabling you to navigate throughout a
SharePoint farm using a single interface, ControlPoint offers a number of powerful search and data
analysis tools as well as value-added features not currently available in SharePoint.

Launching ControlPoint

Use one of the following options to start the ControlPoint application.

From your workstation browser:

Enter http://<server_machine_name>:<port_number> or <hostname>/_layouts/axceler/xcMain.aspx.

(The server machine name is the name of the machine on which ControlPoint is installed. 1818 is the
default port number for the ControlPoint Web application.)

NOTE: If you are a ControlPoint Application Administrator logging in for the first time, complete the
login screen using the account that was designated as the ControlPoint Site Collection Administrator
account at the time the ControlPoint application was installed.

From the server on which ControlPoint is installed:

1 Loginto the server using the account that was designated as the ControlPoint Service Account at
the time the ControlPoint application was installed.

2 From the Windows Start menu, choose Programs > Metalogix > ControlPoint > Launch
ControlPoint Application.

From within a SharePoint site:

NOTE: You can launch ControlPoint from within a SharePoint site only if the ControlPoint for Site
Admins feature and/or the ControlPoint Menus for Site Settings feature has been activated for the
site. More information can be found in the ControlPoint Administration Guide.

If ... Then ...

ControlPoint for Site Admins has been activated | from the SharePoint Site Settings page or the Site

ControlPoint User Guide 12
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If...

ControlPoint Menus for Site Settings has been
deployed and activated

ControlPoint Permissions Management for Site
Admins has been activated

Then ...

Actions menu, choose Launch ControlPoint for
Site Admins.

SharePoint Newsfeed SkyDrive Sites [RISISEINETRATE - 4
|
|

e Settinge

rSiteSettingsGroupTite

Site Administration

®100% -

o from the Site Settings page, select one of the
ControlPoint Actions or a ControlPoint
Analysis

OR
e from the Site Actions menu, choose Launch
ControlPoint.

from the SharePoint Site Settings page or the Site
Actions menu, choose ControlPoint Permissions
Management.

Site Settings

ControlPoint User Guide
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The ControlPoint Home Page

For ControlPoint standard installations, whenever you log into ControlPoint or refresh your browser,
the right pane displays the SharePoint Summary Dashboard.

NOTE: For non-standard installations, the SharePoint Summary Dashboard is not supported. The
right pane displays About information instead.
The SharePoint Summary dashboard contains:
e statistical information about your SharePoint farm
NOTES:

= For performance purposes, statistics are populated with data collected by the ControlPoint
Discovery Service and is current as of the last Discovery Service run. Discovery must have been
performed at least once for data to be populated.

= |f you have upgraded from a version earlier than 8.7, all statistics except Content Database Size
are populated from the last Discovery that ran before upgrade. Content Database Size will be
populated after the next Discovery run

e quick links to some of ControlPoint's most powerful functionality

NOTE: If a ControlPoint operation is launched from the dashboard, you must select the object(s) on
which to perform the operation using the Change Selection option.

e links to Quest Support as well as ControlPoint user documentation on the Quest website.

Quest | — %

‘ControlPoint

SHAREPQINT SUMMARY

ﬁ HOME

SERVERS WEB APPLICATIONS SITE COLLECTIONS

w &

El

ONTE

-

—1
-

NT DATABASE SIZE (GB)

©3

2 4 6 8 1012 1416 18 20 22 24 28 28 30

As well as being the default home page, you can invoke the SharePoint Summary dashboard from the
SharePoint Hierarchy farm node, by choosing Farm Summary Dashboard.

NOTE: This option is not available for non-standard installations.

ControlPoint User Guide 14
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ControlPoint Application Administrators can:

e customize the page that displays via the ControlPoint Configuration Setting Initial Screen
(INITSCREEN). For Standard installations, the ControlPoint Configuration Setting No Dashboard
(NODASHBOARD) must also be changed.

axcelerteshjamesjoyce v
Quest [H
ControlPoint
B8 Microsoft | Support micosoftsss Office  Products v Devices v More

N
All Microsoft ~ £ :\,Q,/:

ﬁ HOME

E HIERARCHY
# MANAGE
* FAVORITES
p SEARCH

Go modern with SharePoint
°~1\ _ ,o The modern experience in SharePoint is designed to be compelling, flexible

. and faster. The modern experience makes it easier for anyone to create
— beautiful, dynamic sites and pages that are mobile-ready. But what are the
L L] differences between the classic and modern experiences, and how do you go
‘\ ‘\ about creating a modern experience for your organization? We've put
— | tagether a guide to help you learn about the modern experience and how
.

—
o -
> T you can begin to take advantage of it.
=
o' GO TO THE GUIDE TO THE MODERN EXPERIENCE

AND/OR

e display a custom banner across the top of the workspace pane.
See the ControlPoint Administration Guide for details.

You can return to the home page from anywhere in the application by clicking Home in the left
navigation pane.

The ControlPoint Configuration Site

The ControlPoint Configuration site is a SharePoint site that is integral to your ControlPoint installation.

This site is used primarily for managing ControlPoint users and permissions and menus that display in
the ControlPoint left navigation pane. To manage groups you either need direct rights to manage the
groups or be a site collection administrator.

If you are a site collection administrator for the ControlPoint Configuration site collection, you can
access the site's administration pages and ControlPoint value-added features from the Hierarchy panel.
See ControlPoint Security for more detail.
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If you have sufficient permissions (regardless of whether you are the site collection administrator), you

can access the site's home page:

e from the SharePoint Hierarchy tab, by right clicking the ControlPoint Configuration Site - Root Site

and choosing Open Site.

BROWSE PAGE

Home

ControlPoint Menus

ControlPoint Settings
Farm Statistics

Web Application Statistics
Site Collection Statistics
Custom Properties

Site contents

Recycle Bin

4

SharePoint
ControlPoint Configuration Site

Home

o from the Manage tab, by choosing ControlPoint Configuration Site.

om Template Man.

Configuration Mai

SharePoint

BROWSE PAGE

ControlPoint Configuration Site

Home Home
ControlPoint Menus

ControlPoint Settings

Farm Statistics

Web Application Statistics

Site Collection Statistics

Custom Properties

Site contents

Recycle Bin

) SHARE

Search this site

The ControlPoint Interface

The ControlPoint interface employs a two-pane design. From the left (navigation) pane, you can select
the SharePoint object(s) on which you want to operate and available functionality. The right
(workspace) pane is where the feature you choose is displayed.
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Ilcons

ControlPoint uses the following icons to identify items that display in the left navigation pane.

Icon

Ly

O

Description

The SharePoint Farm

A ControlPoint Search feature

See also Searching for SharePoint Sites.

A SharePoint Web application

A SharePoint Site collection

NOTE: If you are a farm administrator, icons for site collections to which you do
not have access may appear grayed out. You can, grant yourself access to these
site collections. If you are not a farm administrator (or if the ControlPoint
Application Administrator has changed the default configuration to prohibit "super
user" privileges for farm administrators), only site collections for which you are a
site collection administrator (or site collections that contain sites for which you
are an administrator) display. See also ControlPoint Security.

A Site collection's root site

A SharePoint Site or Subsite whose permissions are inherited from its parent

A SharePoint Site or Subsite whose permissions are unique (or not inherited)

A SharePoint List

NOTE: Variations of this icon are used to represent different types of lists
(Document Libraries, Calendars, Announcements, and so on).

A SharePoint page

SharePoint Users

SharePoint Groups

A ControlPoint value-added action

A ControlPoint value-added (Visual Analytics) analysis.
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Icon Description

B A Server on which SharePoint components are installed

@ A SharePoint Server Service

ControlPoint Left Navigation Panels

The standard ControlPoint left navigation frame consists of the following four option sets:

e SharePoint Hierarchy
e Manage ControlPoint
e Favorites

e Search

When a ControlPoint operation is initiated—or ControlPoint For Site Admins is launched from within a
SharePoint site— the left navigation frame provides access to a set of ControlPoint actions and
analyses that can be customized for business administrators.

SharePoint Hierarchy

When Hierarchy is selected in the left navigation frame, the SharePoint Hierarchy displays, providing
access to the core functionality for managing your SharePoint environment. The navigation tree is
designed so that you can visualize the hierarchy of the farm, including:

e Web applications and associated site collections, sites, and sub-sites
e within each site, its associated lists, groups, and individual users
e servers on which SharePoint components are installed, and

e if you are a farm administrator, Service Applications

If a SharePoint component contains child items, a number displays in parentheses (). For example, for a
Web application, the number identifies the number of site collections it contains, for a site collection,
the number of sites (excluding the root site), and so on.
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sharePoint Hierarchy
2~ | CP-5P19-A-55

NOTES:

e Unless you are a Farm Administrator and ControlPoint is configured to allow "super user" privileges
—or if the ControlPoint Application Administrator has chosen to override default security—only site
collections for which you have permissions are visible. (See ControlPoint Security.)

e The number in parentheses represents all immediate child items for that object, even those for

which you may not have permissions.
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Once the number of child objects at any level of the hierarchy exceeds a configurable size (45 by
default), the objects are organized and displayed in folders, to improve performance and facilitate
navigation. ControlPoint Application Administrators can, however, change this number. (See the
ControlPoint Administration Guide for details.)

By default, ControlPoint displays site collection and site titles. ControlPoint Application Administrators
can, however, change this setting so that the site collection and site urls display instead. (See the
ControlPoint Administration Guide for details.)

If a site collection has been locked, text displays to the right of the site collection name which identifies
the type of lock that has been imposed.

TS1 (1) - Write-Locked

T51_BackupPermission (1) - ReadOnly-Locked

From most levels of the hierarchy you can access SharePoint pages and ControlPoint value-added
features via right-click context menus.

Special Considerations for Multi-Farm Environments

If all farms in a multi-farm environment have the same edition of ControlPoint (Standard, Non-
Standard, or Online) installed, any one of the farms can be the home farm, and all farms will display
in the SharePoint Hierarchy, which enables you to perform operations on multiple farms.

However, for multi-farm environments that have different editions of ControlPoint installed, some
limitations apply if you want to be able to display multiple farms in the SharePoint Hierarchy and
perform multi-farm operations.

ControlPoint User Guide
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If the multi-farm installation ... Then for multiple farms to display in the SharePoint
Hierarchy ...

includes ControlPoint Standard along with a Standard farm must be the home farm.
Non-Standard and/or ControlPoint Online

consists of only Non-Standard and a Non-Standard farm must be the home farm.
ControlPoint Online

NOTE: Regardless of whether or not all farms display in the SharePoint Hierarchy, you will always be
able to change the active farm by selecting from the Available Farms drop-down.

Availzble Farms

Online Site Collections

Additionally, if you log into a multi-farm environment that includes both ControlPoint on premises and
ControlPoint Online, you will be prompted to log into ControlPoint Online using your Microsoft 365
credentials.

User Mame:
Passwiond:

DRE"TlEIT‘bEF me nexXt tme.

Sign in with Micnosoft
kgnore Cloud Farms

If you want to load on-premises farms only, you can dismiss the dialog by clicking [Ignore Cloud
Farms].

Manage ControlPoint

When the Manage tab is selected from the left navigation frame, the Manage ControlPoint tree
displays, which contains:

e tools for running and reporting on farm-wide ControlPoint operations, and
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e depending on your permissions, tools for Managing ControlPoint Configuration and Permissions.

4

ntrolPoint o

- il Governance Policy Manager and Provisioning

-

overnance Policy Manager

ﬁ OME

@ Provisioning Requests Manager
E HIERARCHY

(B} Provisioning Profile Manager

-} Provisioning Custom Template Manager

- il Compliance

° MANAGE - oY Sensitive Content Configuration Maintenanc
-~ B¥ Profile Maintenance

* FAVORITES -} Search Terms Maintznance

@ Sensitive Content Submission Maintenance

T o A cone
(&} ControlPoint Compliance Actions
SEARCH
.. + Cmimt £ ==
m ControlPoint Configuration

~ - S £ - - Tiem
$3} ControlPoint Configuration Site

@ ControlPoint Configuration Setti
@ Auto Add Users to ConirolPoint Groups
ISI ControlPoint Menu List

@ Menu Maintenance

@ Favorites Maintenance

ISI Manage Farm List

- il ControlPoint Management

@ Discovery

{3 Audit Log Archive

Available Farms

@ Run Saved Instructions

LICENSE

HELP

ControlPoint Task Audit

ABOUT -~ulll Logged Errors Report

{I’l View rrntrolPoint | an

Favorites

From the Favorites panel you can quickly access frequently-used ControlPoint features, SharePoint
sites, or any website or Web-based application. Individual administrators can configure their own
Favorites using the procedure for Customizing Your Favorites.
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Quest

ControlPoint

ﬂ HOME
E HIERARCHY

Y FAVORITES
p SEARCH

NOTE: In a multi-farm installation, your Favorites is persistent across all farms.

Customizing Your Favorites

Each individual administrator can customize his or her own ControlPoint Favorites list to include
frequently-used items, including SharePoint sites and ControlPoint actions and analyses.

When you add Web applications, site collections and sites to your Favorites list, you have access to all
of the right-click menu options for which you have permissions.

Quest

ControlPoint o[B8 Favorites

o+ . ControlPoint Copfiawestion Zite Dans o
B s=tings
'ﬁ RO : B Open site
ol Haalth Analyzer e )
: @ Add To Selectio
Froperties
E HIERARCHY B Propertie
W Activity »
| Audit and Alerts »
° MANAGE | Automation ’
® Change Manzagement »
y ~ ml Compliance 4
Y FAVORITES .
W Configuration 4
Wl Content 4
p SEARCH W storage v
- »

Custom items—such as links to SharePoint pages, internal or external web sites and web-based
applications—can also be added.

ControlPoint User Guide 23
Getting Started with ControlPoint



NOTE: If you use ControlPoint to manage multiple farms, your Favorites will be carried over to every
farm.

To access the Favorites Maintenance page:

From the Manage ControlPoint panel, choose ControlPoint Configuration > Favorites Maintenance.

Quest

ControlPoint

S FAVORTES

. Eat st e | Add Cusio fem

Favorites Menu

3] o

o RoRoRoRoNo ROl

To add items to your Favorites:

1 Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...
browse the SharePoint Hierarchy for from the Copy From drop-down, select Farm.
site collections and sites* 3 o
Copy From: g —
Coniral-click 1 -—-22lect File—
Click S& Farm
anageCRuml
h o tzrageCPdexm
IR —
M TR toclzem
| Tools.dexml
,ES _E: : ;l_:_.-.“

Note that menus can be selected for the languages
ControlPoint supports: English, German (de) and French
(fr).

copy ControlPoint actions and analyses | from the Copy From drop-down, select a menu (.xml)
file.
Note that Tools.xml (and any customized versions of
that file) contains the menu items that display only if
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If you want to ...

search for the site collections and sites
that you want to add*

add a custom menu item

Then ...
ControlPoint is configured to display the Actions and
Analysis tree as an alternative to Manage ControlPoint.

enter the site Name and/or URL and search within the
SharePoint Hierarchy

follow the procedure for Adding and Updating Custom
Items in a Menu.

*NOTE: Ina multi-farm environment, you can only select items from the home farm (that is, the
farm whose URL you used to launch ControlPoint). You can add objects from multiple farms to
your Favorites, as long as the farm you select them from is currently the home farm.

rites Maintenance

If you want to ...

select multiple items individually

immediately add an item and all of its
children to the Selected Items column

select an item and its immediate
children (for example, a site collection
and its root site only)

Edit Custom ftem | Add Custom ltem
Favorites Menu Clear A
+ [ ravorites
Add >

Use the information in the following table to determine the appropriate action to take.

Then ...

hold down the [Ctrl] or [Shift] key and highlight each
item you want to add.

highlight the item, then right-click and choose Add Item
and All Children.

highlight the item, then right-click and choose Highlight
Immediate Children. (If objects are grouped into a
folder, you must first expand the folder.)

TIP: You can use this option as a time-saver if you
want to add most, but not all of the selected child
items. After highlighting the item you can then
individually de-select those that you want to exclude.

3 To add the highlighted item(s) to the selection list, either:

= dragand drop the item(s) onto the item below which you want to nest it.

OR
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= highlight the item below which you want to nest the new item(s) then click the [Add] button.

To change the placement of items:

1 If you want to move multiple items at once, hold down the [Ctrl] or [Shift] key and highlight each
item you want to move.

2 Dragand drop the item(s) onto the item below which you want to nest it.

To remove items:

1 Inthe right pane, highlight the item(s) you want to remove. (To select multiple items, hold down
the [Ctrl] or [Shift] key.

2 Do one of the following:
= dragand drop the item(s) to the left pane.
OR
= click the [Remove] button.

= To remove all items in the right pane, click the Clear All link.

To save changes to your Favorites:

When you have finished adding items to your Favorites, click [Save Favorites].

IMPORTANT: If you do not click [Save Favorites], any changes you made will be lost when you
navigate away from the page.

Adding and Editing Custom Items in a Menu

From the ControlPoint Menu Maintenance or Favorites Maintenance page you can add and update
custom items, such as frequently-accessed SharePoint pages, internal or external Web sites, or web-
based applications, to a menu.

The procedure for adding an item to a ControlPoint menu is used by:

e ControlPoint Application Administrators who want to add custom items to a custom menu—via the
Menu Maintenance page, and

e any administrator who wants to add custom items to his/her Favorites list—via the Favorites
Maintenance page.

NOTE: The procedure below uses Favorites menu maintenance for illustration purposes. However,
the procedural steps for ControlPoint application menu maintenance are identical.
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To add custom item to a menu:

1 Highlight the item below which you want to place the new item.

NOTE: Custom actions can be placed below the top node of the menu or below a folder. Custom
folders can be placed below the top node of the menu only.

2 Click [Add Custom Item]..

3 From the Item Type drop-down, select the option that best characterizes your custom item.

Once a custom item has been saved the Item Type cannot be changed.

4  Enter the Item Name and, unless the item is a folder, the URL.

Custom Menu ltem Editor =5

4

Add/Edit Custom Items :

URL

AR as 01
LU

[P‘ itps://siupport qu

i

hip://cp-sp15-2-35:1818/_layouts/axceler/Manultemselection as

5 Click [Update].

To edit an existing custom item:

1 Highlight the item you want to edit.
2 Click [Edit Custom Item].
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3 Modify the Item Name and/or URL as appropriate.

Custom Menu ltem Editor

Add/Edit Custom ftems ;

.

[tam Type
Visual Analytics Acti.. w
[tam Mame:
t Support Porta
URL
[l‘:p::-"-':'-:pcr:.:-es:.cc” ]
-

hitp://cp-sp15-a-55:1818/_layouts/axceler/MenultemSelection.as

NOTE: For existing items, the Item Type drop-down is disabled.
4 Click [Update]

Search

When Search is selected in the left navigation pane, you can easily locate site collections, sites, and
subsites within your SharePoint Farm.

Quest

ControlPoint

ﬁ HOME

Search Hierarchy

E HIERARCHY a
Q MAMAGE
* FAVORITES

You can access this menu directly or from any of the Search Hierarchy links within the SharePoint
Hierarchy panel. For more detail, see Searching for SharePoint Sites.
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ControlPoint for Site Admins

If you launch ControlPoint from within a SharePoint site, ControlPoint menus display in place of the
"standard" navigation tree. The site from which ControlPoint was launched is used as the default
scope. This approach is especially suited for use by Business Administrators.

Select a menu item to open the ControlPoint operation or SharePoint page in the workspace.

Quest

ControlPoint

Site Permissions > Select scope to act on @ ext, define parameter(s) to act on >

: [
:

PARAMETERS

|Rsr'mvs| Include Children ‘ Type |URL

Audit and Alerts

» x| 0O

Automation

Configuration

5, Changs selection Save Selection  Upload Saved Selection

Content

EXCEPTION: If ControlPoint Menus for Site Settings has been activated and you select Launch
ControlPoint from the Sharepoint Site Actions menu, ControlPoint will open with the standard
navigation panels.

Farm Selection, Product Information, and Online Help

The bottom of the left navigation frame contains:

e The Available Farms drop-down that identifies the farm currently being managed and, in a multi-
farm installation, lets you select a different farm to administer.

Available Farms

Online Site Collections

SharePoint 2012
QOrnling 5ite Collections

Note that only farms that share the same ControlPoint Service database will be available from the
drop-down.

NOTE: Initially, the list includes the names of all farms that have been configured to share the
same ControlPoint Service database. However, after the first server interaction (for example,
when a ControlPoint action or analysis is initiated), the list may be trimmed to display only farms
that are currently active.

L]
e Access to information About ( 1 ) the ControlPoint application, including version information

ControlPoint User Guide 29
Getting Started with ControlPoint



Quest
E@ControlPoint

Quest

NOTE: Last Patch reflects the date of the last software update provided. Last Install reflects the
last full build of that version released.

e Alink to ControlPoint online Help (9).

Refreshing the SharePoint Hierarchy

Whenever you take an action that updates the SharePoint Hierarchy (such as adding or deleting a site,
changing user permissions, and so on), you can immediately view changes in the SharePoint Hierarchy
navigation tree by using the Refresh SharePoint Hierarchy menu option.

NOTE: This option is a faster, more efficient alternative to using the browser's refresh button if you
want to update only the SharePoint Hierarchy navigation tree rather than the entire page or active
workspace. It is important to note, however, that when you refresh the SharePoint Hierarchy, the
browser's cache of previously-accessed items will be cleared (that is, the next time you access an
item, ControlPoint will have to take the time to reload it).

To refresh the SharePoint Hierarchy:

In the SharePoint Hierarchy panel, right-click on the farm name and choose Refresh SharePoint
Hierarchy .

Quest

ControlPaint

SharePeint Hierarchy

o oy CP-SP19-4—5
i B Central Administration

@@ ShareR

Advanced Search
HOME

oint Summary

Refrash SharsPaint Hierarchy

Properties

HIERARCHY

In a multi-farm environment, each SharePoint Hierarchy is refreshed independently, from its own
menu, and the method you select is persistent until you change it.
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NOTE: When you refresh the SharePoint Hierarchy, any changes to ControlPoint menus will be
viewable as well.

Reloading the Server-Side Hierarchy Cache

If the ControlPoint Application Administrator has configured ControlPoint to load site collections in the
SharePoint Hierarchy from a server-side cache rather than in real-time, you can reload the server-side
cache on an as-needed basis (for example, if a site collection has just been added or deleted) as
follows:

From the Manage ControlPoint panel, choose ControlPoint Management > Reload Server-side
Hierarchy Cache.
Areload of the server-side cache is a resource-intensive process that may affect

application performance for all ControlPoint users.

This action will have no effect if the ControlPoint Configuration Setting PRELOADSITECACHE is set to
false.

After reloading the server-side cache, you will need to refresh the SharePoint Hierarchy to clear the
browser-side cache as well.

Opening a ControlPoint Workspace in a New Window or Tab

You can create a dedicated workspace for a particular task by opening it in a separate window or tab
(depending on your browser version). This enables you to navigate to other areas of the ControlPoint
interface without having to navigate away from a task in progress. You can even create workspaces to
manage multiple ControlPoint operations simultaneously.

NOTE: You invoke the workspace after you have selected a function, but before you have entered
data, taken an action, or displayed results. (That is, the new workspace will only display a function in
its initial state.)

To open a ControlPoint workspace in a new window or tab:

1 Select the object(s) on which you want to perform an operation.

2 Choose the applicable menu option.

3 From the ControlPoint application header, click the Clone Work Area icon ( ), located in the
upper right corner of the workspace pane.
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ControlPoint User Groups

When ControlPoint is installed for the first time:

e the six default user groups described in the table below are automatically created, and

e the ControlPoint Service Account is added to each group.

Group

ControlPoint Application
Administrators

Administrators

Business Administrators

IMPORTANT: It is imperative that
the name assigned to this group
match the parameter value for the
BADMIN configuration setting. If
you change this group name, you
will also need to update the
BADMIN parameter value. Refer
to the ControlPoint Administration
Guide for instructions.

Remote Service Account
Administrators

IMPORTANT: It is imperative that
the name assigned to this group
match the parameter value for the
RSAADMIN configuration setting.
If you change this group name,
you will also need to update the
RSAADMIN parameter value.
Refer to the ControlPoint

Default ControlPoint
Configuration Site
Permission(s)

Description

Individuals within IT Full Control access
responsible for the
administration of the
ControlPoint application,
as well as most or all of the

farm.

NOTE: You should also place
administrators in this group
into the Site Collection
Administrators group to
enable them to manage
other ControlPoint groups.

Individuals (generally within | Read access
IT) with administrative

responsibilities for most or

all of the farm.

Business users responsible | Read access
for managing specific sites,

but not most of the farm.

See also Making

ControlPoint Available to

Business Users (Site

Administrators).

The Service Account of Read access
each farminvolved in

multi-farm

installations, and

cross-farm copy or

move operations.
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Group Description Default ControlPoint
Configuration Site
Permission(s)

Administration Guide for
instructions.

ControlPoint Compliance Individuals permitted to Read access
Administrators access ControlPoint

Compliance (Sensitive

Content Manager)

functionality.

You can add users to ControlPoint groups using either of the following methods:

e Use standard SharePoint procedures. You can open the ControlPoint Configuration Site directly or
access People and Groups pages through the ControlPoint application interface as follows:

a) From the SharePoint Hierarchy, expand the Web Application that hosts the ControlPoint
Configuration site, then ControlPoint Configuration Root Site > Groups.

b) Click on the group to which you want to add users.
OR

e Use the ControlPoint action Add Users to SharePoint Groups.

ControlPoint Application Administrators can create additional groups at any time, configure
ControlPoint to automatically add users to a ControlPoint group based on security privileges, and even
create custom ControlPoint menus for different groups of administrators. See also Managing
ControlPoint Users and Permissions in the ControlPoint Administration Guide.

Making ControlPoint Available to Business Users (Site
Administrators)

ControlPoint Application Administrators can grant access to ControlPoint to business users who
administer their own sites. To do so:

e make sure they have Full Control access (or any other permission level that includes the Manage
Web Site permission) to any site they will be administering, and

e addthem to the ControlPoint Business Administrators group in the ControlPoint Configuration site.
(See ControlPoint User Groups.)

Once the ControlPoint Discovery process has run, the SharePoint Hierarchy will show only Web
applications and site collections that contain sites that the user has permissions to administer.

NOTE: For the sake of performance, ControlPoint uses cached data to determine SharePoint sites to
which Business Administrators have management permissions. If you grant or deny permissions to a
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Business Administrator, the change will not be visible in the SharePoint Hierarchy until after the next
Discovery job is run.

ControlPoint Security

By default, ControlPoint is security-trimmed to enforce SharePoint permissions. This means that
administrators only have full access to site collections through ControlPoint if:

e they have been given site collection administrator privileges in SharePoint

e they have Full Control permissions granted to all zones in a Web application's policy.

EXCEPTION: The security model for business users (also referred to as Site Administrators) is
somewhat different. See Making ControlPoint Available to Business Users (Site Administrators).

For users who are farm administrators, all of the site collections for which they are not the
administrator display in the SharePoint Hierarchy As farm administrators, they can give themselves
permissions to those site collections via the ControlPoint Set Site Collection Properties action, which
displays when the site collection icon is selected.

For users who are not farm administrators (or are farm administrators but ControlPoint has been
configured to suppress "super user" privileges), only site collections for which they are administrator
display.

NOTE: The number that displays in parentheses represents the total number of site collections within
the Web application, regardless of whether you have permissions for them.

ControlPoint users can also manage sites for which they have a permission level that includes the fine-
grained permission ManageWebSite (which is part of the SharePoint built-in permission level Full
Control). Unless the user is a member of the Business Administrators group, these sites do not display
in the SharePoint Hierarchy unless the user is also the administrator of the site collection. Such sites
would, however, be included in a ControlPoint operation if they are within the selected scope and can
be selected via a simple, advanced, or hierarchy search.

ControlPoint Application Administrators can, however, choose to override ControlPoint default
security. Details can be found in the ControlPoint Administration Guide.
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Selecting Objects on Which to Perform a
ControlPoint Operation

Selecting Objects from the SharePoint Hierarchy, Favorites, or
Search Hierarchy Panel

From the SharePoint Hierarchy, Favorites, or Search Hierarchy panel, you can select one or more
objects on which to perform a ControlPoint search, action, or analysis. You can select the entire farm,
individual Web applications, site collections, sites, lists, and/or users.

To select multiple objects, hold down either the [Ctrl] or [Shift] key and left-click on each item you
want to include in your selection. (To clear all selected object(s), left-click on any item that is not
currently selected.)

After selecting the object(s), right-click to display a menu from which you can choose the operation you
want to perform.

Ha Marketing (3) o 1
. e Marketing (3) - Root Site
A\ Groups (3)
T
&= Lists (5)
Campaigns
b oy [Collateral
> [E] Operati
""" [ Product Management
&l R&ED (3)
0 || Sales (32
o sald & ) s=t Site Collection Propertie b
f*".'!'.:\ # Gl Set Site Properties
& G set List Properties
: (C &} Manage Site C
" W A ciivity v | ) Manage site
. Wy Audit and Alerts * | B3 Navigation S
> |l Automation * | B¥ Search Se
% | W Change Management Y | B search Scopes
@ Shzreroint| N Compliance * | B site ion Administrators
@ WAR - 34 ™ Configuration 4 | B9 s ection Quotas and Locks
& w f Content iy ﬂ ShareFoint Hierarchy
WY Storage 3 =
W Users and Security 3 i
B AxDcro12 ol oo =
== Service Applications -

NOTE: The options available and the scope of the operation depends on the following factors:
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e The level of the hierarchy from which you select the object(s) . For example, you can select objects
at different levels of the hierarchy if the operation allows it. If you attempt to select objects from
different levels when an operation does not allow it (for example, you have selected both site
collections and sites then try to initiate a Site Collection Property Report), only the relevant objects
will apply. Similarly, if you select multiple objects then choose an option that is only valid for a
single object (such as copying or moving a site), only the object on which you right-click will apply.

e In a multi-farm environment involving different editions of ControlPoint (Standard, Non-Standard,
and/or ControlPoint Online), whether the operation is valid for all editions in the selection. For
example, if you select site collections in both Standard and Online farms and invoke an Activity
analysis, ControlPoint will exclude any Online farms from the selection when the operation is run,
as activity analyses are currently not available for ControlPoint Online.

If you selected an operation that can be performed on items within a list, select the list(s), choose the
operation, then follow the procedure for Selecting List [tems on Which to Perform a ControlPoint

Operation.

Selecting Objects from within a SharePoint site

If you have launched ControlPoint from within a SharePoint Site, that site is pre-selected as the default
scope.

Quest

ControlPoint

Site Permissions > Select scope to act on @ ext, define parameter(s) to act on >

[
SELECTION

,

|Rer"ave| Include Children ‘ Type |URL

» x O

Selecting Items from Search or Data Analysis Results

You can also select one or more objects on which to perform an operation from simple/advanced
search or data analysis results. For details, see Acting on Search or Data Analysis Results.

The Workspace Selection Section

Once you have initiated a ControlPoint operation, the object(s) you selected display in the Selection
section of the workspace. Information that displays in the Selection table includes an icon identifying
the item's Type (that is, farm, Web application, site collection, or site/subsite) and the URL
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Generally, if you selected at the farm, Web application, or site collection level, all child items are

included by default, as indicated by a check mark (

) in the Include Children column. Because these

items are simply "containers" for the actual sites and subsites on which you want to perform the
operation (that is, for most operations you cannot act on these items themselves), the assumption is

that if you selected at one of these levels you intended to include all children.

| Farm-level Selection

Include Children | Type | URL

| Remove

* A #f | hip/icp-splg-a-ssi913;

| web Application-level Selection |

|Remave| Include Children | Type |URL

» x hitp
r ~ hitp 45
» x hitp

[ site Collection-level Selection

‘Remove‘ Include Childran ‘ Typs ‘URL

pu LW oy o L) g

PARAMETERS

L Fa hitp
hitp

hitp

hetm-frm erAf n e feitne B me

LA -

(3

SCHEDULE

0

ESULTS

If you selected at the site or subsite level the Include Children column is unchecked by default. The
assumption is that you have explicitly selected only those sites and subsites on which you want to act.

You can however, Include Children by checking this box.

| Site-level Selection |

‘Rem{we‘ Include Children ‘ Type ‘URL

» x O da | hip rations;/s&r
» x O hitp
» F.Y _l |'~—|_
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At the list level you may or may not be able to include children, depending on whether the operation
can be performed on individual items. See also Selecting List Items on Which to Perform a
ControlPoint Operation.

[
| List-level Selection | m
| Remowve| Include Children | Type
* A | i S
3 b 4 o
* R il
B @
Remove| Include Children | Typa | URL
* A Chooss il o
k ! Chooss il
» hoocal
= choose ? ents/Forms/AllL

NOTE: Because the Central Administration Web application, site collection and site serve a special
purpose, many ControlPoint operations cannot be performed on Central Administration. If Central
Administration is within the scope of a selection (for example, you selected the entire farm),
ControlPoint will automatically exclude it from the operation.

After you have made your selection, you can:

e see more detail about an object (specifically, the Name, number of immediate child objects, and
Path, by expanding the row.

URL

Include Children ‘ Type

&] X Chooss ]

Mame: **Sharad Documeants

{120)

‘ Remaowve

[ X Chooss ]

ocumentsy/Forms,/ Al

e remove one or more items from the Selection pane, by clicking the Remove icon ( X )

e atthe site level, explicitly select or de-select child objects, by checking/unchecking the Include
Children box

e change the selected scope using the procedure for Changing Your Selection.

NOTE: If you originally selected one or more lists and the operation can be performed on individual
items, the Selection section includes additional options. See Selecting List [tems on Which to Perform
a ControlPoint Operation.
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Changing Your Selection

After selecting objects on which to perform a ControlPoint operation, you can add or remove objects
using the Change Selection feature.

NOTE: If you chose an operation designed to work on a single object (such as Copy/Move), the

Change selection option will not be available.

You can also add individual objects to your current selections using the Add to Selection menu item.
See Adding Objects from the SharePoint Hierarchy to Your Selection.

To access the Change Selection pane:

In the Selection section of the work area, click the Change selection icon ( ).

The Change Selection pane displays, which consists of two sections:

= the Available Items section lists all of the objects available for selection (as determined by the
scope of your original selection)

= the Selected Items section lists currently-selected objects.
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Typically, all child items (site collections, sites, and subsites) are included in the scope by default, as
indicated by a check mark to the left of the item in the Selected Items section.

Manage Audit Settings > Select scope to act on @ Mext, define parameteris) to act o
Control-click to select multipls itams from the left sids. Right-click Check check-poxes to includs 3l
for additional options. children of the item.

Available Items ¥ selected Items Claar all

2~ [] {4 20135harePaint

MName:
& |Clients (7)
JAL Customers - 44847 (2)
<~ 2013%harePoint Select &/07ag Extranet (2)

D@}} Clisnts (7)

D@f ControlPoint (1)

DG} Customars - 44847 (2)
DG} Extranat (2)

D@f Intranet (4)

D@}} Portal (1)

0@ sharePain: - 20 (15)

Select & Drag
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If your selection includes multiple farms, note that previously Selected Items from remote farms
display, but only objects from the home farm are selectable from the Available Items list.

Control-click to select multipls items from the left side. Right-click for

additional options.

Available Ttemns L

[ame:
URL:

ooy QAZ013FARML
D@ ControlPaint (1)
D@r Generzl QA - 33572 [4)
V@ QA Regression - 18850 (15)
D@r SharePoint - 3580-QA Bolvia (5)
D@B SharaPaoint - 80 (12)
D@r sharePoint S5L - 8958 (1)
@ SowmyaMySite - ST70 (4)

Select & Drag

Check check-boxes toincluge zll
childran of the item.

Selected Items

QA2013FARMI

QAZ013FARM4

The level to which you can drill down in the Available Items list depends on the action that you want to

perform.

EXAMPLES:
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If you chose Set Site Collection Properties which, by definition, applies only to site collections, you

cannot drill down beyond the site collection level.

Set Site Collection Properties > Select scc

ct multipls items from the

Available Items O

[

MName:
URL:

+- | Clients [7)
""" [ alpha Snackfoods (2)
Company Blog
] ControlPoint Configuration Site
| Help Dask
HR

] Operations

""" [ status Chack

e If you chose Set Site Properties, you can drill-down and select individual sites within the collection.

Set Site Praperties » Select scope 1o acton @

et

Control-click to select multiple items from the |

options.

Available Items

0 svpand

Mame:
URL:
2@ SharePaint - 80 (15) A
a- (] Alpha Snack Foods (4)
i Alpha Snack Foods (4) - Root !
;[>"'D'.ag Baking Technclogy

%,...Dl_a. Skunkworks Project (2)
P

Vil Healthy Foods (1)

B % Yogurt Covered Pratze

ED"'D'.:‘. Stay Fresh Packaging

£ Beta Aguatics (16)
E c1a
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To modify the list of available items:

Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...

expand the scope of available check the Expand Scope box.

items to encompass the farm
NOTE: If you originally selected the farm, multiple Web
applications, or site collections within multiple Web applications,
Expand Scope is checked by default and all available items in the
farm display.

narrow the scope of available e enter a full or partial site Name and/or URL , and
items
e click the magnifying glass icon (E).

NOTE: By default, ControlPoint uses real-time data for this type
of hierarchical search. However, to enable faster searches in
large environments, ControlPoint Application Administrators can
configure the application to use cached data for hierarchical
searches.

To modify the Selected Items list:

1 Uncheck the "include all children" box to the left of each object whose scope you want to modify.

2 Inthe Available Items list, select each object that you want to include. Use the information in the
following table for guidance.

If you want to ... Then ...
select multiple items individually hold down the [Ctrl] or [Shift] key and highlight each
item you want to add.

immediately add an item and all of its highlight the item, then right-click and choose Add Item
children to the Selected Items column and All Children.

select an item and its immediate highlight the item, then right-click and choose Highlight
children (for example, a site collection Immediate Children. (If objects are grouped into a
and its root site only) folder, you must first expand the folder.)

TIP: You can use this option as a time-saver if you
want to add most, but not all of the selected child
items. After highlighting the item you can then
individually de-select those that you want to exclude.

3 To add the highlighted item(s) to the selection list, do one of the following:
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= dragand drop the item(s) to the Selected Items column. ControlPoint will automatically place

them in the correct location in the tree.
OR

= click the [Add] button.

Note that if a checkbox displays to the left of a selected item (indicating that you want to include all
child items), those child items do not display explicitly in the Selected Items list.

Selected Ttems
«- ] {4 20125harePoint
+ [F1(D)|sharePaint - 80 (13)
= Alpha Smack Foods (4)
""" Delta Transportation
- Gamma Radiation

If you uncheck this box then add child items using the procedure above, however, each item you add
will display explicitly in the list.

Selected Items
4[] {4 20125harePoint
i+ 71 (D) SharePoint - 80 (13)
-+~ [ [22]lpha Snack Foods (4)
P Alpha Snack Foods - Root Site
""" [ DI_Ja Baking Technology
. [ D?D Herbs and Spices

. Plmois oo gae

To remove items from the Selected Items list:

1 Inthe Selected Items list, highlight each item that you want to remove. Hold down the [Ctrl] or
[Shift] key to highlight multiple items individually.

2 Either:

= dragand drop the items to the Available Items column.
OR

= click the [Remove] button.

Applying changes to the selection list:

When you have finished updating the Selected Items list, click [Apply].
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The Customize Selection pane is closed and the Selection list is updated to reflect your changes.

| Remove| Include Chidren | Type | URL Ii
» ! - Fa http://2013SharePoint sites /alpha /baking
» . - 'y http://20125harePoint /sites /alpha/spices E
b x - & http: //20135harePoint/sites fbeta bravo
» . - & htip://20195harePoint/sites,beta/delta B

Selecting List Items on Which to Perform a ControlPoint
Operation

Some ControlPoint operations can be performed on individual items within a list or library. If the
option to act on folders/items is available, a Choose link displays in the Include Children column for the
list. (If you do not select individual folders/items, the operation will be performed on the list itself.)

NOTE For a multi-farm operation, you can only choose items from lists in the home farm. For lists in
remote farms, the operation can only be performed on the list itself.

To include both the list itself and all of its child items:

In the Selection section, check the Include Children checkbox.

| Rernmre| Include Children | Type | URL

) http: /f 20 125harePoint/ site
3 OR [Ch
a l\'_l,\@ 00se Documents/Forms/Alllter

|
o If checked all the children of the object included in
5.Change sel processing

NOTE: The Include Children checkbox will not be visible if the operation requires that you select
items explicitly. (Copy/Move List Items is a notable example).

To specify folders and items to include (with or without the list
itself):

1 Click the Choose link to display the List Item picker.
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A pop-up window displays all of the items at the top level of the list hierarchy. If you want to
display items within folders and subfolders, click the folder in the tree in the left pane. (You can
drag the border between the left and right pane to resize, or click the arrow to open/close the left
pane).

(& List Items Picker - Internet Explorer EIM
[ show all selected items O remove parent list from selection “elect view
M chow items with unique permissions only I
+-E}{5hared Documents Include _ .
o Unique Children o ype | Name Modified | Modified By 5ig
O 0 4 a Unigue il System Account 1
AM
O 15 BB | Active Directory i.l ) System Account
i AR
I 0 13 = alpha snack foodsjpg il System Account
AR
O 3z ] IargaretivieadePermiszicnz pdf System Account
[u|[«][1]23 45678810 .| |[n| Pegesie|10 - s
< >
Total Selected ems: 0 Calculate Total [ select Al kems And Folders In Entire List
|
|
I fiwE - |
You can sort or filter list items by most of the column headers.
nelde | = | i | Type | Name Modifiad | Modified B I
Children = \ﬂn] J
report Click here ko sork
3272009
N1 4 report2.csv 5:30:53 TestBench Axceler
o

If more than one view has been defined for a list or folder, you can select a different view from the
Select view drop-down.

Select view: Calendar i

All Docurments
All Forms

Use the information in the following table to determine the appropriate action(s) to take.

If you want to include ... Then ...

items with both inherited and non- | uncheck the Show items with unique permissions only box.

inherited permissions
P NOTE: If you leave this box checked, only items with

unique (non-inherited) permissions will display.
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If you want to include ... Then ...

all items and folders check the box in the header.

NOTE: When you check this box and your selection
includes folders, only the folder itself will be selected, not
its children.

selected items and folders within check each item and folder that you want to include.

th t of the list
e rootorthelis NOTE: If you check a box immediately to the left of a

folder, only the folder itself will be selected, not its

children.
all items within a folder check the Include Children box to the left of the folder.
individual items within a folder in the left pane:

e expand the folder, and
e select the item(s) you want to include.

NOTE: Normally, as you select items, the Total Selected Items value is updated automatically.
Exceptions are if you check the box in the header to select all items then deselect items
individually or if you select items by highlighting rows instead of explicitly clicking checkboxes. For
both of these cases, you will need to click the Calculate Total link to update this value.

3 If, after you have finished selecting items you want to trim the list to display only selected items,
check the Show All Selected Items box.

4 If you want to exclude the list itself (that is, perform the operation only on item(s) within the list,
check the Remove Parent List from Selection box.

5 When you have finished, click [Apply].

Adding Objects from the SharePoint Hierarchy to Your
Selection

After you have initiated a ControlPoint operation from the SharePoint Hierarchy, you can easily add
objects to your selection using the Add to Selection menu option.

* ¥ v ¥ v v v wv ¥
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EXCEPTIONS:

You cannot add an object to your selection if the operation:

e has not yet been chosen from the menu

e is already within the scope of your selection (for example, you are attempting to add a site collection
within a Web application that has already been selected)

e is not relevant for the object (for example, you initiated a Site Permissions analysis then attempted
to add a list to your selection)

e can only be performed on a single object.

NOTE: If you attempt to add an object to an operation that can only be performed on a single
object, it will replace the object that was originally selected.

Saving and Re-Using a SharePoint Object Selection

If you frequently perform ControlPoint operations on the same set of SharePoint objects, you can save
your selection to a local drive or network file share as an XML file. You can then upload the file on an
as-needed basis, and eliminate the need to select the same set of objects whenever you perform a
ControlPoint operation.

Only objects that are valid for the current operation will be included in the scope. For example:

e |f your selection includes list items and you initiate an operation that is not valid for list items,
those items will be excluded from scope.

e |f youinitiate an operation that can only be performed on a single object, the option to upload a
selection from XML will not be available.

Generally, a selection saved on one farm cannot be uploaded to a different farm.

EXCEPTION: In a multi-farm environment, if a saved selection include items from more than one farm
and you have initiated a ControlPoint operation that can act on multiple farms, it can be uploaded to
any farm involved in the operation.

Once you have initiated an operation then upload a selection from XML, you have the option of
replacing the current selection with the selection in the XML file or adding to it. It is important to note,
however, that if you chose to add to the current selection and one group of objects is within the scope
of the other (for example, the saved selection includes objects within the scope of the existing
selection), the larger scope will be applied.

To save a selection to an XML file:

1 Initiate a ControlPoint operation for the selection you want to save.
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2 Inthe Selection pane, click the Save selection link.

|Remmre| Include Children ‘ Type ‘URL

X = W http://20195harePointfsites/alpha/baking
4 K [ D[PD http://20125harePoint/sites /alpha fspices
L4 X [ Dl?a http://20125harePoint /sites falpha fskunkworks
L4 F [ npﬁ http://20125harePoint/sites /alpha stayfresh
3 X [ oy http:/f2019SharePoint fsites beta/alpha
ug Change selection Save Selection Upload Saved Selection

[ Save Selection as XML file on your machine

The Download File dialog displays.

-r
@ Download File - Wind... (s i= i)

[

3 Click [Download] to display the File Download dialog.

4 Click [Save] then save the file to the local or network location of your choice.

NOTE: Itis recommended that you change the default file name, Selection.XML, to a name that

is unique and descriptive.

5 When the file has finished saving, click [Close] to dismiss the open dialogs.

To upload a selection from an XML file:

1 Initiate the ControlPoint operation you want to perform.
2 Inthe Selection section, click the Upload Selection link.

Upload Selection from File

Browse...

| Replace Existing Selection

3 Click [Browse] and navigate to the file you want to upload.
4 The path to the file displays in the field to the left of the [Browse] button.
5 Click [Upload] to move the file path to the field below.

6 If you want the uploaded selection to Replace Existing Selection, check this box.
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NOTE: If you leave this box unchecked, the uploaded selection will be appended to the current
selection.

Upload Selection from File

Browsa. .

|CL.E::-r"er Sitesxml Replace Existing Selection

A

7 Click [Apply].

Selecting Users on Which to Perform a
ControlPoint Action or Analysis

When you initiate a ControlPoint action or analysis that involves SharePoint users, the Parameters
section of the workspace includes the standard SharePoint "People Picker" for selecting the user(s) you
want to include.

&

If you initiate an operation by selecting one or more users from the SharePoint Hierarchy, the People
Picker will be pre-populated with the selected user(s).

g = T Advanced Parameters g§
;3 axcelertestyjamasjoyce

""" A |axcelertestmargaretmead

You can:
e perform the operation on all SharePoint users (by leaving the People Picker blank)
OR

e select one or more individual users.

Many ControlPoint operations also give you the option of selecting multiple users based on:

e a wildcard (*)
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AND/OR
e a SharePoint user profile.

NOTE: There is a maximum number of users that can be included in a ControlPoint action. This limit is
a "safety net" to prevent the operation from being carried out on more users than intended, which is
especially useful when a wildcard is used. The ControlPoint Application Administrator can adjust this
limit by changing the Value for the ControlPoint Configuration Setting Maximum Number of Users to
Act on (MAXUSERSFORACTION), as described in the ControlPoint Administration Guide.

Selecting Individual Users

Enter the name of one or more users on which you want to perform the action or analysis. Separate
each user name with a semicolon (;). You can either:

» enter a full user account name (for example, domain\username or service provider:username),
then click the Check Names icon ( g«/) or press [Ctrl] k to validate the user name.
OR

= click the Browse icon (I) and search for the user.

If your environment includes alternate authentication providers (that is, in addition to Active Directory),
when you initiate an action or analysis for a single Web application you can validate or browse for
individual users managed by any authentication provider supported by that Web application. Similarly,
if you use claims-based authentication and want to perform an operation on a claim, you can validate
the claim if it is being performed on or within a single Web application. Because of limitations inherent
in SharePoint, however, if you have selected the entire farm or multiple Web applications, you can type
in alternate authentication-user account names or claims, but you can neither validate nor browse for
them.

Depending on the action or analysis you are performing, ControlPoint may or may not allow invalidated
users to be included in the operation. For example, you cannot add a user to a site unless the user's
existence in the provider database can be validated. However, you can delete or report on an
unvalidated user's permissions from a site, because it is reasonable to assume that a user who has
been granted permissions to a SharePoint site may no longer exist in the provider database(s), as in the
case of a former employee.

Selecting Users Based on a Wildcard

You can use a wildcard (*) to select users that you want to include in a ControlPoint operation. Only
one wildcard can be used per entry and generally can be placed anywhere within the account name.
ControlPoint will return all users (including Active Directory groups) whose account name matches the
specified pattern. Built-in Active Directory Groups are always excluded.

ControlPoint User Guide 51
Getting Started with ControlPoint



For most actions and all analyses, users that match the pattern—along with their permissions—are
collected from the ControlPoint data cache, which is current as of the date and time of the last run of
ControlPoint Discovery. For actions that add users (such as Set User Direct Permissions and Add User
to SharePoint Group) ControlPoint queries Active Directory for users that match the specified pattern.
Therefore, non-Active Directory users cannot be added using a wildcard.

EXAMPLES:

If you want to select ... Enter ...

all users and groups within thebellum bellum\*.

domain

all instances with the user name *\jamesjoyce.

forr;:as::zce, across all Active Directory NOTE: This option cannot be used for actions that add

users and require a query against Active Directory rather
than the ControlPoint data cache. For these actions, the
full domain nhame must be used.

IMPORTANT: If you want to use a wildcard to select
users in different Active Directory domains, a two-way
trust relationship must exist.

all users with the last name Smith within | bellum\*smith.
the bellum domain

NOTE: Currently, wildcards cannot be used within the name of a claim.

Selecting Users Based on a SharePoint User Profile

If you are running MOSS or SharePoint Server, you can select users for most ControlPoint operations
based on a common property defined in the SharePoint User Profile service(s) associated with the Web
application.

NOTE: To use this feature, the User Profile Service Application must be enabled and associated with
each of the Web applications within the scope of the action or analysis. If more than one instance of
this service application is associated with a Web application, the default instance will be used.

Requirements

In order to act on or analyze users based on a SharePoint User Profile property:

e the ControlPoint Service account must have permissions to access the User Profile Service
application, and

e the User Profile Service application must be associated with the Web application(s) within the
scope of the operation.
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If the above requirements are not met for a particular Web application:

e |nthe case of an action:

= profile-based users with permissions for sites within that Web application will not be acted
upon, and

= the name of each Web application that was not included in the action will be recorded in the
ControlPoint Task Audit.

e inthe case of an analysis:
= the analysis will not continue processing, and

= the following message will display in the analysis header: "No User Profile Application available
to service the request. Contact your farm administrator."

To select users based on a SharePoint User Profile property:

1 Click the profile icon (@ ) to display the Profile Property Selection dialog.

2 Select a Property Name from the drop-down.

.
a User Profile Property Selection -- Webpage Dialog @
Property Name: | Deparsment -
oo slue: Account name A
Azk Me About
Assistant

Claim Provider Identifier

Claim Provider Type

Department

e

NOTE: The Property Name drop-down includes properties whose Data Type is string, person, or
boolean. If your selection has more than one associated User Profile service, the dialog will
include properties from all associated profiles on the home farm.

3 Select or enter a Property Value.

NOTE: Depending on the nature of the property, the Property Value drop-down may or may not
be populated. For properties of the Data Type person, enter a full account name (for example,
domain\user_name). For properties of the Data Type boolean (identified in the SharePoint user
profile by a check box), enter true (for checked) or false (for unchecked).

4  Click [Upload]
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Using a Combination of User Selection Options

For most ControlPoint operations, you can specify a combination of individual users, wildcards, and/or
profile properties. When a combination of selection options is used, all users specified through any of
these criteria will be included in the operation.

Operations that Include Two People Pickers

When a ControlPoint action includes both a source and a target People Picker, such as Duplicate User
Permissions and Delete User Permissions (when permissions are reassigned), additional rules and
restrictions for user selection apply. Refer to the operation-specific topic in this guide for details.
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3

Using Discovery to Collect
Information for the ControlPoint
Database Cache

ControlPoint Discovery is a farm-specific background task that collects information and stores it in the
ControlPoint Services (xcAdmin) database cache for the following purposes:

e for use in ControlPoint data analysis and reporting
o to populate SharePoint permissions for members of the ControlPoint Business Administrators group

o to identify ControlPoint users who meet the criteria for "Admins" for scheduled analysis distribution,
and

o to populate and update statistics lists used to create dashboards.

Discovery is triggered by the ControlPoint Discovery Service to run on a pre-defined schedule. In
addition to collecting data for analysis and reporting, Discovery records the SharePoint permissions of
site administrators (that is, members of the ControlPoint Business Administrators group). See Making
ControlPoint Available to Business Users (Site Administrators)

If you want to ensure that your ControlPoint analyses have the most recent cached data—you can run
the Discovery process interactively from the ControlPoint application. The ControlPoint installer
includes the option to configure the Discovery Service.

If the ControlPoint Discovery Service is not installed, the operations and parameters that rely on
cached data collected by Discovery are disabled.

Regardless of the date range you enter, you can or
database.
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Running ControlPoint Discovery Interactively
from the ControlPoint Application

ControlPoint Application Administrators can run the Discovery Service interactively from the
ControlPoint application interface between scheduled Discovery runs.

NOTE: For Discovery to be run interactively, the Discovery Service must be installed, configured, and
running. Refer to the ControlPoint Administration Guide for details.

To run a ControlPoint Discovery interactively:

1 From the Manage ControlPoint panel choose ControlPoint Management > Discovery.

NOTE: If you are not a ControlPoint Application Administrator, this option will be hidden.

i
Manzge ControlPoint w

ance Policy Manager and Provisioning

Compliance Last Discovery: 1/2/2024 2:58:20 Ab Auto Refresh Settings
ControlPoint Configuration
Auto Refresh Monitor

trolPoint Management
o ¥|Discovery
€} Audit Log Archive Refresh Rate | 3 Seconds
@ Run Saved Instructions
@ Caleulat:
0} Reload

@ Purge Historical Data

m User Count Auto refresh mode is on

e Hierarchy Cache
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4

Searching for SharePoint Sites

The ControlPoint search functionality is designed to complement that used by SharePoint.

The SharePoint search focuses on content (documents, users, and so on) based on metadata and/or
words within the content. The ControlPoint search focuses on finding SharePoint sites based on their
properties.

ControlPoint lets you:

e |ocate SharePoint sites by entering simple search terms or using an Advanced Search, and

o find a SharePoint site within the context of the ControlPoint SharePoint Hierarchy using the Search
Hierarchy function.

A search can also be used to locate objects in the Change Selection pane and the various object pickers
used throughout ControlPoint.

TIP: For locating sites within a very large farm, consider using the ControlPoint search functionality as
a time-saving alternative to browsing through the SharePoint Hierarchy.

Performing a Simple or Advanced Search

To locate sites within your SharePoint environment, you can perform either:
e a simple search (by entering a full or partial site name or url), or
e anadvanced search (by selecting from a variety of criteria on which to base your search).

NOTE: Simple and advanced searches use cached data collected by the ControlPoint Discovery job.
This means that it will take less time to process then a hierarchy search, which by default uses real-
time data.
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To perform a simple search:

1 From the left navigation frame choose Search.

2 Enter a full or partial site name in the Simple Search Terms box.

Quest

ControlPoint

Simple Search Terms

marksting s

)‘Q\ HOME Advanced Search

Search Hierarchy

Name: m

URL:

Q SEARCH

3 Click the magnifying glass icon (E).
NOTE: Results will include sites that match any part of the text string that you entered.

axcelertestjamesjoyce -
Quest Search Results 112412024 6:06:13 PM
Search Criteria: marketing sales
Cached: 1/24/2024 1:02:48 AM
Select Title URL
Select Marketing Blog http:liep-apl19-g-25 4 348 sites/marketing/blog
ltem Security: Inherited Master Page: seattle master Template: BLOGH0 (Elog)
Theme: Default Files: 0 Size (KB): 2.00
Created: 1/9/2024 8:53:04 PM Last Modified: 1/9/2024 8:53:17 PM
Select Marketing http:liep-ap19-2-25 4848 sites/marketing
ltem Security: Unique Master Page: seattle master Template: PROJECTSITEHD (Project Site)
Theme: Default Files: 0 Size (KB): 2.00
Created: 1/772024 11:3%:15 PM Last Modified: 1/19/2024 9:34:15 FM
Select Sales http:licp-apl19-2-25:4548
ltem Secunty: Unigue Master Page: seattle master Template: STSH2 (Team site)
Theme: Default Files: 0 Size (KB): 28.00
Created: 1/4/2024 1:08:55 AM Last Modified: 1/12/2024 5:00:03 PM

To perform an advanced search:

1 Use one of the following options:
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= From the SharePoint Hierarchy or Search Hierarchy results, select the object(s) on which you
want to perform your search. Right-click and choose Advanced Search.

=  From the left navigation frame Search tab, choose Advanced Search.

ControlPoint S5 CE TEms
II ]E Advancad Search > Select parameter(s) 1o acton @ dext selectRun Now >
)& HOME Advanced Search
Search Hierarchy
2 ARCHY < aov d
E HIERARCHY — a
Sit =
URL: > v
@MANL‘GE - Zizs
7 <Select> v 2L ow
v <Select> v Size(KB) | ». w
ﬁ FAVORITES
¥ ||neSelect> v QuotaiMB): |- > —w
QSEAREH v | <seects - Qi o v
User: B,E3
Permissi Al —

NOTE: When you initiate your search from anywhere within the SharePoint Hierarchy, the scope
of the search will be limited to sites within that level of the hierarchy. When you initiate the
search from the Search tab, the search will include all matching sites within the farm. The Central
Administration site, however, is always excluded from search results.

2 Inthe Parameters section, select/enter the criteria you want to use to narrow your search.

Advanced Search > Select parameter(s) to act on @

Site Name cont@ins: Cre;:%: =]
Site URL contains: Last Modified: >= ] EH
- || <Salects hd | :ilez:
- || <Select» ~ | Si:esK_Sj:
- || <Selacts v| Quota(MBl:[ >= =
- || <Salacts - | % of Quota:| >= ¥

Custom Properties

Department |

1on |

You can:

= enter a full or partial Site Name and/or Site URL

NOTE: If you enter a Site URL, only the URLs of sites within the SharePoint farm for which you
have management permissions will be included in the search. Links from a page in the farm to
other sites in the farm or content outside the farm will not be searched. In addition, unlike the
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simple search, if you enter more than one word in the name field, the full string as you typed it
must occur within a site name for it to display in the results.

= select one or more site attributes:

Site Template Used or Not Used
Web Parts Used or Not Used
System Master Page Used or Not Used, and/or

Site Theme Used or Not Used.

NOTE: Because the search uses cached data, the drop-down lists for the above attributes are
populated with items that are current as of the last time ControlPoint Discovery was run and
contain values that have actually been used within the selected scope.

= specify one or more site parameters, by selecting the appropriate operator (>=, <=, or =) and

entering a value for:

number of Files

Size (KB)

Quota

% of Quota

Created date, and/or

Last Modified date.

NOTE: If you enter a Quota <= a specified value, sites for which a quota has not been set will
also be included in results.

= select a Security level that is currently in use in the site's "has permissions" field.

= select whether you want to find sites which have permissions that are either Inherited or
Unique.

= find sites for which a specific user has permissions; by selecting a user.

You can, optionally, further narrow your search by locating only those sites for which the user
or group has permissions at a specific level.

If you have a SharePoint Server farm and the ControlPoint Application Administrator has defined
Custom Properties, you can locate sites that have been assigned specific Custom Properties via the
Set Site Properties action. (This section does not display for SharePoint Foundation farms.)

NOTE: The search will return only those sites that meet all of the criteria you specify, including
Not Used criteria. For example if you are searching for sites that do not use the Team Site
template and do not use the Cardinal theme, only sites which use neither will be included in
results.
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All of the sites that meet the criteria you specified display in the Search Results.

Quest Search Results 1/24/2024 B:31:53 PM
Search Criteria: TEMPLATESHSE|E@likeSTSE0 SECURITYHIEL
Cached: 1/24/2024 1:02:48 AM

Select Title URL Site Collection

Select Epilon Development htin:/iep-sp19-z-ss/sites/epsilon Epilon Development
Item Secunty: Unigue Master Page: seattle master Template: STSHD (Team site (classic experience))
Theme: Default Files: 0 Size (KB} 1.00 Quata (MB): 0
Created: 1/8/2024 12:56:43 AM Last Modified: 1/8/2024 1:05:02 AM

Select Kappa Systems http:licp-sp19-a-ss/sites’Kappa Kappa Systems
ltem Security: Unigue IMaster Page: seattle master Template: STS#0 (Team site (cJassic experience])
Theme: Default Files: 0 Size (KB): 1.00 Quota (MB): 0
Created: 1/8/2024 1:38:12 AM Last Modified: 1/22/2024 2:00:05 FM

Select Shipping Logistics http:/icp-sp19-a-25:4848/sites/Operations/s&r/shipping Operations
ltem Security- Unigque Master Page: seattle master Template: STS#0 (Team site (dassic experience))
Theme: Default Files: 0 Size (KB): 4.00 Quota (MB). 0
Created: 1/4/2024 6:23:40 PM Last Modified: 1/4/2024 6:23:43 PM

Select Shipping and Receiving http:/fep-sp19-a-ss 484 8/sites/Operations! Operations
ltem Security: Unique Master Page: seattle master Template: STSE0 (Team site (classic experience))
Theme: Default Files: 0 Size (KB): 4.00 Quata (MB): 0
Created: 1/4/2024 3:37:28 PM Last Modified: 1/4/2024 3:37-42 PM

Selection:

If you want to initiate a new search or change search criteria, first click [Reset] to clear the contents of
the Advanced Search window.
Working with Simple or Advanced Search Results
All simple and advanced search results pages include a standard header and footer, in addition to
search results detail.
Search Results Toolbar
ControlPoint search results pages employ a report toolbar that contains page navigation, zoom, find,
export, and print capabilities.
Select Al Download Report Data as CSV
‘ @ @ |< < 1 of 1 ) )I |E)cp0r‘t to the selected format | Export @ a
Search Results Header
The search results header sections contains summary information, including the search criteria used, as
well as the scope of the search (as determined by the level at which the search was initiated).
ControlPoint User Guide
61

Searching for SharePoint Sites



The Cached field displays the date and time that the cache was last refreshed via ControlPoint
Discovery. The search results are current as of that date and time.

Q uest Search Results
Search Criteria: TEMPLATER#SHE@IikeSTSE0 SECURITY#ZU
Cached: 1/24/2024 1:02:48 AM

Search Results Footer Information

The search footer contains the following information:

e the name of the administrator who generated the search (which can be useful if search results are
exported or printed and distributed, since the content of the search reflects that administrator's
permissions)

e the number of pages in the search (you can scroll through multi-page search results from the
results toolbar in the search results header), and

e the date and time when the search results were generated.

Acting on Search Results

From search results you can perform any of the actions described in the following table.

If you want to ... Then ...

print search results from the results toolbar:

a) Click the Print Preview icon (lgg ).

b) Click the print icon ( @ ).

(Printed results will contain only the data that is currently expanded.)

export search results choose an Export to the selected format option from the drop-down,
then
click the Export link.

[ Acrobat (PDF) file Ly
Ewcel

NOTE: If you export to Excel, all data will be exported, regardless of
whether it is expanded. If you export to an Acrobat (PDF) file, only data
that is currently expanded will be exported.
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If you want to ...

download raw analysis
result data to a CSV file
that can be imported into
another program for
further examination

perform a ControlPoint
action or analysis within
the current workspace

Then ...

click the Download Report Data as CSV hyperlink in the results toolbar.

Download Report Data as CSV  Inte
)
This option differs from the csv option in the Export... drop-down in that
it provides all of the raw data (including object GUIDs and internal field
names, for example) used to create the results. This may be useful for
troubleshooting or for more in-depth analysis.

use the procedure for Acting on Search or Data Analysis Results.

Searching within the SharePoint Hierarchy

Use the Search Hierarchy feature to locate sites within the ControlPoint SharePoint Hierarchy.

This feature is a useful alternative to the SharePoint Hierarchy for navigating through a large farm. Ina
multi-farm environment, you can only search the home farm.

NOTE: By default, the Search Hierarchy feature uses real-time data. However, to enable faster
searches in large environments, ControlPoint Application Administrators can change the default value
of the ControlPoint Configuration Setting. If cache data is used, however, results will not return
results for which your only permissions are Full Control in the Web Application Policy.

To perform a hierarchy search:

1 From the left navigation panel, choose Search.

2 Under Search Hierarchy, enter a full or partial Name and/or URL.

. N . u
Search Hierarchy

Name: |contro E

URL:

3 Click the magnifying glass icon.

All of the sites and subsites that meet all of your search criteria display—along with associated lists,
users and groups—within the appropriate hierarchical context,
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You can navigate through search results and access SharePoint pages and ControlPoint actions and

analyses via the right-click menu.

2 CP-SP19-A-55

4

2@ ControlPoint (1)

.

[&] ControlPoint Configuration Site

Py ‘ml
|> A, Grof
'> & Use
boa Listg

| Setlings

| Open site

Activity

§ Automation

| Change Manzagement

Compliance

Configuration

Content

Storage

@
1)
0.
C.
-
W Audit and Alerts
-
-
-
-
-
-
-

@ Set List Properties
@ Manage Site Features

ite Properties

@8 Navigation Settings

SharePoint Hisrarchy

Site Properties
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5

Managing SharePoint Objects

From the SharePoint Hierarchy panel, you can access a variety of SharePoint administration pages and
ControlPoint value-added actions for managing SharePoint objects.

Accessing SharePoint Pages

From the SharePoint Hierarchy panel, you can

e access the relevant SharePoint administration page for managing a SharePoint object, and

e open a SharePoint site or list.

EXCEPTION: By default, all Central Administration and site collection-level administration pages are
absent from Business Administrators' menus.

One of the advantages of using ControlPoint over SharePoint to access these pages is that you can link
directly to the appropriate page, within the relevant context, and without having to entera url. Ina
multi-farm environment, you can access SharePoint pages for either the home farm or a remote farm.

Consult your SharePoint documentation for information on using SharePoint administration features to
manage SharePoint objects.
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Accessing SharePoint Web Application Administrative Pages

Avariety of SharePoint Central Administration pages can be accessed from a Web application's right-

click menu for:

e Web application configuration

1 =)
@ |Intranet (ol
@ sha 34| Advanced Search
Add To Selecti
o8
Fropertias

@ WA i
W Activity

ﬁ cr-{ N
Y Audit and Alerts

Boag oy,

W Automation

= ool N e
-l Change Management
W) Compliance
@ Configuration @ Set Site Collection Properties
- @ Set Site Properties
- &
- ol eatures
iI

1

site management

Alternate Access Mappings \
@™ Configure Documeant Conversions
B3 Dafine hManaged Faths
a» | celete web Application
B Exiend

B information Management

b Application to Another IIS Web Site

B Manzgs Content Databases
B Manzage
B Remove

Web Application F

B Web Application General Sattings

\% Web Application Outgoing E-Mail Settings /

ol shzrePoint Hierarchy

ﬂ Site Collection Properti

m
=

ol stz Properties

ﬂ | List Properties

net (011

Advanced Search

Add To Selection

Site Management

+ | @3 Create Site Collection

Storage

43

LC

@ Properties

W Activity ’
W Audit and Alerts ’
W Automation ’
# Change Manzagement 2
Ml Compliance »
W Configuration C
W Content ’
-

-

» | B¥ Site Use Confirmation and Deletion
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e managing Web application security policies and permissions.

1 B -
>{§}} Intranet (G
@ sha
b WA g
>@ WA
_ | ™y Aciivity P
>n e S _
ey Audit and Alerts 3
- oaxg = .
B Automation »
S Sl S Chance Mznsgement b
Lhange Management

#l| Compliance 3

M| Configuration 3

M Content »

Wl Sit= Management »

=N

Wy Siorage »

& Uszrs and Security irect Permissions

Accessing SharePoint Site Collection Administration Pages

Add User to SharePoint Group
Dzlete SharePoint Groups
Backup Permissions

I
M

m

it
Y]

gs Permissions Backups

nage Permissions Inheritance

[t

Authentication Providers
Policy for Web Application

Self-Service Site Management

LA

scurity For Web Part Pages

BB QRO R

Usar Permissions for Web Application
ﬂ Orphaned Domain Users
ﬂ Site Permissions
ﬂ Comprehensive Permissions
ol Comprehensive User Analysis
ol sharePoint Group Analysis

From a site collection's right click menu, you can access a variety of SharePoint pages for managing the

site collection, including

e Site Settings (for the root site)

[ Finance &ﬁ Advanced Search
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Configuration pages for operations that include setting site collection properties such as quotas

and administrators

b [

narice
~[#] Help Desk
- HR (1)

keting

Customer Supp

o Marketing (3

- AN Groups ||
>-ﬁ
o g0

~[# Operations

3)

Activity

Audit and Alerts
Automation
Mar Change Management
Compgliznce

Mari ?
Configuration

- % Campaigns
- Collateral

% Marketing Blog

3)

~[#] Product Management

i @ settings

et Site Collection Properties

Properties

e
¥

5

P

(&}

I}

hManag tion Features

res

hManage Site

Navigation Settings
search setings

Search Sco

Site Collection Administrators

foes \RRRRR

Collection Quotas and Locks

oint Hierarchy

Site Collection Properties

Site Properties

Pages for managing a site collection's Content, including Content and Structure and site creation

and site collection deletion.

£l [Customer Supp

2] Finance

%] Help Desk
JHR ()

#-[] Marketing @)
i By Marketing (3

a- 2% Groups |

VLR ERUE DO B

Settings

| sdvanced search

Add To Selection

Properties

Activity 4

Audit and Alerts 3

Automation 4

Change Manzagement [

Compliance »
| Configuration »

Content

Storage 3

Usars and Security [

0 ] | Move to Another Content DB

@ | Create Mew Site

B¥ Delete Site Collection

p Campaigns

o Collatzral

Marketing Bleg

Content and Structure

Q)

Izanaged Msiadatz Usage

Trend Analysis for Site Count

IEI’CkE’l Links

Solution Summary
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Accessing SharePoint Site Administration Pages

From a site's right click menu, you can access a variety of SharePoint pages for managing the site,
including:

Site Settings

Configuration option for Navigation Settings

=
']
n

> & |Open G==ad

B settings
nance @
Open Site
2lp Desk
P @ Add To Selaction
RN @ Properties
larketing (3) B Aciivity

¥ Marketing

ml Audit and Alerts

keting (3]
Warketing

L8, Groups

|>E Iz

(NN CR-N- N

Users and Security

BT
Settings
Open Site
Add To Selection
Properties
Activity >
Audit and Alerts 2
Automation 3
Change Management 3
Compliance »
Configuration
Contant 3
Storage »

¥ Campaigns

% Collateral

G | Se1 STt Properties

@.‘ Duplicate Site Properties
@' Set List Properties
Manage Site Featuras

ion Settings

ol shareFoint Hisrarchy

ol stz Properties

alll el
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options for managing site Content, including creating and deleting subsites

b % fopen Greas

) Setiings

Financs
Cpen Site

Help Desk

i = Add To Selection
i)
HR (1) %3 Froperties
Markating (3} Activity »
LUVIL

‘o Marketing

d- I8 Groups

Bl |

Audit and Alerts
Automation

Change Manzgement
Compliznce
Configuration
Content

Storage

Users and Security

b-ofy Campaigns
D[?.;. Collateral
b B Marketing Blog

Dglete stz

W Create
Create subsite
Content and Structure
Libraries and Lists
Sites and Workspacss

View All Site Content

i! Manzged Metadats Usags

options for managing Users and Security, including users, groups, and permissions for the site.

Bl

‘oo |Open Cases
1znce Settings
Ip Dask Open Site
:[1_ Add To Selsction
| Froperties
arksting (3]
. Activity 4
Marketing
] Audit and Alerts [
i “:'g =Moup Automation »
Dﬁ M Change Management 3
4* ﬁ b Compliance 4
Lol Configuration »
1 Contant L
ﬁ Storage 3

I

[ [}

Users and Security

~[& Users
~8= Lists (5)

=y Campaigns
oty Collateral

Marketing B

0x

Jerations (3)

aduct Management

log

OROBOBOBROROROBORORORORO

Set User Direct Permissions
Delete User Permissions
Duplicate User Parmissions

Set SharePoint Group Permissions
Dzlete Shar=Point Group Permissions
Add User to SharePoint Group
Delete SharePoint Groups
Duplicate Permission Levels
Duplicate Site Security

Backup Permissions

Manags Permissions Backups

Wanage Permissions Inheritance

~

All Pzople
New Group

Site Permissions

Orphaned Domain Users
Site Permissicns

Site Lists Permissions
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Opening a SharePoint Site in ControlPoint

From the SharePoint Hierarchy panel, you can open a SharePoint site or list in a separate window or
tab..

To open a SharePoint site from ControlPoint:

From the site's right-click menu, choose Open Site.

b Lists (6) - I[
o Open Cazes
Finance @ setings A
Help Desk @ Open site
X | 2dd To selection
s &Yl rroverties

Accessing SharePoint Pages for Managing Libraries and Lists

The Lists folder contains all of the libraries and lists currently used in a site.

Site Pages (1)

& Style Library

NOTE: Three asterisks (***) to the left of a list name indicates that the list has unique (non-inherited)
permissions.
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You can link directly to the SharePoint pages for managing the settings of an existing list or open a list.

& | jsts (3) IH
' D*“DDCL-H'! e (ADY
N Activity 3
HR (1 ) .
Y Audit and Alerts 3
Warkating 2 acll | .
Marketing (3] B Auicmnation ’
Sparations (2 ® Change Management r
Product Managemen| ™ Compliance 3
f raD 2 m Configuration b
= < B Content b
Sal=z (3
i A v e o .| Wl Users and Security b

NOTE: If the Lists folder does not display for a selected site, libraries or lists have not yet been
created.

Viewing Properties of an Object within the
SharePoint Hierarchy

From the SharePoint Hierarchy, you can access an at-a-glance summary of key properties for the farm,
a Web application, a site collection, or a site.

You can also retrieve the following statistics for an object at any level of the hierarchy:

e the total number of unique users who have permissions, and

e the total number of users with activity over the past 30 days.

To view an object's properties:
1 From the SharePoint Hierarchy, select the object whose properties you want to view.

NOTE: You can only view properties for a single object at a time (that is, the multiple selection is
unavailable).

2 Right-click and select Properties.
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Farm Properties

Farm-level properties are maintained in Operations section of the SharePoint Central Administration

site.

@ Properties - Internet Explorer

- D@g

Total Users with Permissions:

Type: FARM
Name: SharePoint_Config
URL:  http-// =T Ddrmewrks a1 919/

Total Active Users (last 30 days)

Calculate Totals

Property Name

Property Valus

Can Backup Restore As Configuration
Can Migrate?

Can Rename On Restore?

Can Select For Backup?

Can Select For Restore?

Can Upgrade?

CEIP Enabled

Days Before Password Expiration To Send Email
Disk Size Required

Display Nams

Download Error Reporting Updates
Error Reporting Automatic Upload

Trus
False
False
Trua
True
True
False
10

]
SharePgint_Config
False

Falzz

#,100%

-
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Web Application Properties

Web application-level properties are maintained in the Application Management section of the
SharePoint Central Administration pages.

= Properties - Internet Explorer E@g
Type: WAP
Mame: ControlPoint
URL:  http:/,/201 Deeesds w1818
Total Users with Parmizsions: Total Active Users (last 30 gzys):
Property Name Property Valus |
Alert Flags 0 A
Alerts Enabled True
Alerts Event Batch Size ]
Alerts Limited True
Alerts Maximum 500
Alerts Maximurn Query Sat 1000
Allow Access To Web Part Catalog True
Allow Contributors To Edit Scriptable Parnts False
Allow Designer True
Allow High Character List Folder Mames Falz=
Allow Master Page Editing True
Allow OM Code Owverride Throttle Settings True v
l H100%
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Site Collection Properties

Site Collection properties are maintained in the SharePoint Site Collection Administration area.

t@ Properties - Internet Explorer E@g1
Type: SITE
Name: ControlPoint Configuration Site
URL:  http//itilldsmmdm-511818
Total Users with Permissions: Total Active Users (last 30 days):
Allow Designar True A
Allow Master Page Editing Falze
Allow Revert From Template False
Allow RSS Feeds True
Allow Unsafe Updates Falzz
Audit Log Trimming Callout
Audit Leg Trimming Retention o]
Average Resource Usage 0
Browser Documents Enabled Trus
Catch Access Denied Exception Falze
conzent Datsbase SNZCrnO;:e\-StS[S)ng;S'I'SENT_AXCELER v
[ 4 >
H100% -
3 4

Site Properties

Site-level properties are maintained in SharePoint Site Settings pages.

z@ Properties - Internet Explorer EIM1
Type: WEB
Name: ControlPoint Configuration Site
URL:  http:// 201 Prmewlka w1818
Total Users with Permissions: Total Active Users (last 30 days):
Property Name Property Value |
All Web Templates Allowed True A
Allow Anonymous Access Falzs
Allow Automatic ASPX Page Indexing True
Allow Designer For Current User True
Allow Master Page Editing For Currant User True
Allow Rewvert From Template For Current Usar True
Allow RSS Feeds True
Allow Unsafe Updates False
Alternate S5 URL
Alternate Header
ASPX Page Indexed True
Cache all schema False v
H100% -
&=

ControlPoint User Guide 75
Managing SharePoint Objects



To view user permissions and activity totals (for the selected level
of the SharePoint Hierarchy):

Click [Calculate Totals].

When the values have been calculated, the following information displays at the top of the Properties
dialog:
e Total Users with Permissions

e Total Active Users (last 30 days)

NOTE: These totals reflect unique users. (That is, any user who has more than one set of permissions
to a site is only counted once).

8 Propertes - Soogie Cron N e -

[J 2010foundation:1818/_layouts/axceler/xcObjProperties.aspx?type=WEB&guid=a2flcls

Type: WEB
Mame: ControlPoint Configuration Site
URL: it/ B L1818

- [

Pronarty Mame Bronerte Walua |

[55)

NITR Farmisaionsi_o otal Acuve Uzers (1att

i

e Total Users with Permissions includes:
=  Web application Service Accounts
= Users granted permissions through Web application policies
= Site Collection Administrators

= Users within Active Directory groups to which the ControlPoint Service Account has access (that
is, within the same domain or forest or in a different domain/forest for which with a two-way
trust exists). Disabled Active Directory accounts are included in this total. If an Active Directory
user has been renamed but still has permissions in SharePoint under the old name, each name
will be counted as a separate user.

e Excluded from this total are built-in groups and special accounts, such as nt
authority\authenticated users (or any account that begins with "nt authority") and
sharepoint\system, and users granted permissions via augmented Claims or alternate
authentication providers.

NOTE: Total Users with Permissions uses data recorded in the ControlPoint Service Database
(xcAdmin), and is current as of the last ControlPoint Discovery run. (The actual number of users
within Active Directory groups is counted in real-time, however.)

Total Active Users uses 30 days worth of activity data that is collected by the SharePoint usage
job(s), and is as current as the last time the job(s) ran.
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Creating Dashboards for Monitoring Statistics
within Your SharePoint Farm

The ControlPoint Configuration site contains the following custom lists that ControlPoint Application
Administrators can use to create "dashboards" of Web Parts for monitoring statistics within a
SharePoint farm:

e Farm Statistics - Individual farm-wide metrics that are typically presented individually.

ControlPoint Configuration Site » Farm Statistics » All Items & v
ControlPoint Farm Statistics Ilikelt ~ Tags &
Motes

Search this site... el 7]

Statistic Name value

2 Files 36,618

# Lists 2,160

# Servers 3

= # Site Collections 59

# Sites 171

# Web Applications 15

tistics | Requests Last 30 Days {Approx) 1,780

; Requests Last Day 10

Total Size (MB) 481.75

o Web Application Statistics - Rows of data about each Web application. Depending on your needs,

you can present aggregate data (column sums, maximums, standard deviation, and so on).

*.» ControlPoint Configuration Site » Web Application Statistics » All Ttems F v
MEtaIOglx ControlPoint Web Application Statistics Ilike It T[Tife;‘
Home Search this site... p 7]
Libraries Web Application Name # Site Collections ~ # Sites # Lists  # Filss Total Size (MB) Requests Last Day Requests Last 30 Days (Approx)
Axceler Menus Abdul WAP 2 - 15250 3 3 77 4,718 14.59 0 9

Abdul WAP1 - 3799 1 2 59 2,007 9.48 1 2
st AbdUIWARA - 20610 1 4 62 2,039 11.2 o 0
ControlPaint Settings . ojer 1 1 18 392 21 9 1,064
Farm Statistics
BA WAP - 45457 3 E 111 1,088 10.28 0 0
Web Application
Statistics ClsimsWAP - 16526 4 4 En 1,075 10.52 o 261
Site Collection Statistics Ford Claims - 15142 17 33 543 5,970 59.28 0 361
Custom Properties Ford Classic - 9024 6 13 255 3,209 27.78 0 72
GB WAP1 - 22509 6 38 472 9,989 264.41 o 1
DEcEsions GB WAP2 - 21115 3 6 106 1,786 19.58 0 1
- HEWAPD1 - 10403 2 4 64 682 6.56 o 3
4] Recycle Bin My Sites- 48068 s 7 91 1,043 11.15 0 3
& st content Perm Lyl Tst - 3889 1 1 23 259 2.51 i 0
e Sijte Collection Statistics - Rows of data about each site collection which, like Web Application
Statistics, can be customized to present aggregate data as well as key performance indicators
(KPIs).
Site Collection Statistics
Site Collection Mame  URL # Sites £ Lists # Files  Total Size (MB) Requests Last Day # Users Last Day
n'-\.l_!:\ha Snack Foods http://2010foundation/sites/alpha 8 80 1,350 297.27 3 1]
Bfking Technology http://2010foundation/sites/BakingSite 1 21 613 208.23 1 1]
Beta Aguatics Bmew  http://2010foundation/sites/beta 1 20 243 5.19 o o
Client List &new http://2010foundation 3 26 274 10.02 0 0
NOTE: by default, the Site Collections Statistics list includes all site collections in the farm.
ControlPoint Application Administrators can, however, eliminate from the list groups of site
collections that they do not want to monitor by excluding the Web applications that host them as
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described in the ControlPoint Administration Guide. This may be useful, for example, if the number of
site collections in your farm exceeds the SharePoint recommended maximum number of list items.

How Statistics Lists are Populated

Statistics lists are populated as part of the ControlPoint Discovery job. When this job runs, the lists are
cleared and re-populated with current data.

NOTE: Because of the way in which they are populated, if any of these lists are copied or moved,
statistics data will become static (that is, it will not be updated) in the new location.

To create a statistics dashboard on the ControlPoint Configuration
root site main page:

NOTE: The steps below are intended to provide introductory guidelines for creating dashboards on
the ControlPoint Configuration root site main page. Consult your SharePoint documentation and
other available resources for more detailed instructions and/or guidance in using alternate tools and
techniques.

1 From the ControlPoint Configuration site main page, choose Site Actions > Edit Page.
2 Click Add a Web Part, then choose the list(s) that you want to add as Web Parts to that area of the
page.

EXCEPTION: The Web Statistics KPI List is configured and added to the page using a different
method. See "To configure the Web Statistics KPI, " following.

SharePoint James loyce ~

ra

BROWSE PAG MSERT €) SHARE <y FOLLOW OO0,
B Versions ~ D
Permissions [:I ,f
Stop Editing Edit E-maila Alert  Approve Relect  Workflows  Edit Mebile  Make Title Bar Tags &
- Properties Delete Page Link Me - Fage~ Homepage Properties Motes
Edit Manage Share & Tradk Approva ‘Workdflow Page Actions Tags and Motes
Categories Parts About the part
[ Apps + | [EyControlPoint Menus Site Collection Statistics

Eg Blog

3 Content Rollup
Ed Document Sets
Cg Forms

Eg Mediz and Conte

B Social Collaborati ™
{ G

Upload a Web Part »

ControlPoint Settings
[MCustomn Properties
M Custom Site Templates
Farm Statistics
Site Collection Statistics

[Msite Creation Requests

»

ControlPoint Site Collection Statistics

Add part to: |eft w

Adc Cancel

You can either use the default view that has been defined for the list or create a custom view.

You can, for example, change the display order of columns; display a subset of columns; display
columns that are not included in the default view; add a calculated column; display column totals.
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e Example: Site Collection Statistics with calculated columns to track size and storage utilization.

@ Group By

=@ Totals

Select one or more totals to display.

@ Style

@ Folders

Column Name

# Files

# Lists

# Sites

# Users Last Day

Requests Last 30 Days (Approx)
Requests Last Day

Site Collection Name

Total Size (MB)

URL

Total

Home

ControlPoint Menus
ControlPoint Settings

Farm Statistics

Web Application Statistics
Site Collection Statistics
Custom Properties

Site contents

Recycle Bin

ControlPoint Configuration Site

Home

Site Collection Statistics

Site Collection Name

2010RPTSECOVRW2

2013 Low quota
TeamSite

2013 Document
Center

2013RPTSECOVRW1

2013
ACTSECOVRWR2

2010RPTSECOVRWRL

2010
ACTSECOVRWR1

2010 Biz Admin
Tester20

QA TeamSite

URL

http://qa2013farm4:7304/sites/2010RPTSECOVRW2
http://qa2013farm4:7304/sites/2013lowquota

http://qa2013farm4:7304/sites/2013DocCenter

http://qa2013farm4:7304/sites/2013RPTSECOVRW1
http://qa2013farm4:7304/sites/2013ACTSECOVRWR2

http://ga2013farm4:7304/sites/2010RPTSECOVRWR1
http://qa2013farm4:7304/sites/2010ACTSECOVRWRL

http://qa2013farm4:7304/sites/2010BizAdminTester20

http://aa2013farm4:7304/sites/QA TeamSite

I

Search this site yol |
# Sites # Lists # Files Total Size (MB}
Sum = 349.93
3 36 337 3.29 %
1 21 379 233
3 39 613 315
3 29 480 252
3 29 480 252 ||
3 36 337 3.29
3 36 339 3.29
3 24 189 227
4 39 619 3.63
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e Example: Farm Statistics filtered to show only "high priority" metrics.

= Filter

Show all of the items in this view, or display a subset of the

items by using filters. To filter on a column based on the ® Djm Show all items in this view

current date or the current user of the site, type [Today] or

[Me] as the column value. Use indexed columns in the first = . o
clause in order to speed up your view, Filters are particularly @ E== Show items only when the following is true:
important for lists containing 5,000 or more items because

they allow you to work with large lists more efficienthy. Show the items when column

Learn about filtering items. Statistic Name |z|

is equal to E

# Sites

@ And @ Or

When column

Statistic Mame E

is equal to E
Requests Last 30 Days (approx)
© and @ Or

When column

Statistic Name |E|

is equal to E

Total Size (MB)

Farm Statistics

Statistic Name Value

# Sites mnew 278
Total Size (MB) &2 vew 38411
Requests Last 30 Days (Approx) & re 1087

The GDPR Dashboard

If your organization is subject to General Data Protection Regulation (GDPR) compliance, the GDPR
dashboard provides an overview of how your organization is using ControlPoint to manage regulation-
sensitive areas of your SharePoint environment.

GDPR dashboard statistics are populated based on usage of the following functionality:

e SharePoint Audit Settings

e Sensitive Content Manager

e ControlPoint Policies
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e Governance Policy Manager

e ControlPoint Sentinel

To access the GDPR dashboard:

From SharePoint Hierarchy farm node, choose GDPR Dashboard.

erarchy
A
bl - - ¢ CODR O
& iy ControlPoint Dashboard for GDPR Compliance
& x| il . — N1 /‘\.
- i =y )
® i & (aTa]a) =Q o/
@ sn| & 33 3 [
@ v O | Number of Site Collections Number of Active PIl Audit Reports| Anomalous Events Detected]|
ow &
8 ®
B o= L
- >
N Sensitive Objects Scanned in SharePoint Sensitive Content Manager: ENABLED
;ement » 100
»
| e 68
| e
> 4
r | 40
2 16 15
of
Sep 17 Oct 17 Nov 17 Dec 17 Jan'18 Feb'18 Mar 18 Apr'1s
m Total Sensitive : : Total Scanned
= Total Sensitive - : Total Scanned
Governance Policy Manager Govarnance P

The GDPR Dashboard displays the following information:

e the Number of Site Collections in your farm (excluding Central Administration) as of the last
ControlPoint Discovery run.

e |f your organization uses Sensitive Content Manager:

= Number of Active PIl Audit Reports represents the number of Sensitive Content Manager jobs
scheduled to be scanned and ControlPoint policies created to scan documents.

= Sensitive Objects Scanned in SharePoint shows the number of documents determined to
contain sensitive content compared to all items scanned within a given month.

= the Sensitive Content Manager: ENABLED donut graph shows the following percentages:

o The light blue section represents the percentage of site collections containing content for
which at least one scan has been performed PLUS site collections that have at least one
Active PII Audit Report.

NOTE: This percentage is also the number that displays inside the donut graph.

o The medium blue section represents the percentage of site collections containing content
for which at least one scan has been performed.

o the dark blue section represents site collections that have had no Sensitive Content
Manager activity.

If you have never used Sensitive Content Manager, this section will always display 0%.
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Sensitive Content Manager: ENABLED

0%

e If your organization uses ControlPoint Sentinel, Anomalous Events Detected represents the
number of deviations in document views and downloads from individual users' "typical" daily usage
patterns

e Sites with Auditing Enabled represents the percentage of site collections within your SharePoint
farm for which all audit settings are enabled.
NOTE: If any of the site collection audit settings are not enabled or if audit settings are enabled at
the site level or below (which is possible if you are using ControlPoint Manage Audit Settings
functionality), the site collection will not be counted in this percentage.

e |f your organization uses ControlPoint Governance Policy Manager, the bottom section lists all of
the Governance Policies that currently exist for the farm.

Governance POIICy Ma nager Governance Policy Manager Quick Start Guic
Policy Name Scope Status
FarmPolicyHT http://qa2013farm4:1919/ Inactive
ITAR No Scope Defined
JD Global Monitoring Security Policy httpi//qa2013farm4:33778/ Activated
JR Acti No Scope Defined

Setting Object Properties

You can use ControlPoint to set properties for site collections, sites, and lists.

In a multi-farm environment, properties can be set across multiple farms; the user interface for the
home farm is always used. Therefore, if your multi-farm installation includes different SharePoint
versions (for example, both 2016 and 2019) or variations (for example, ControlPoint Standard and
ControlPoint Online), which necessitates differences in the user interface, some options may be missing
—or not valid—for the remote farm.

Setting Site Collection Properties

Set Site Collection Properties is a ControlPoint action that lets you set the following properties for one
or more site collections within a SharePoint farm:

e Site Collection Administrators
e Site Collection Quota

e Portal Site Connections
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o Site Collection Audit Settings

o Site Collection Search Settings

e SharePoint Designer Settings (SharePoint Server)

« Audit Log TrimmingTO set site collection properties:

1 Select the site collection(s) for which you want to set properties.

2 Choose Configuration > Set Site Collection Properties.

3 Inthe Parameters section, specify each property you want to set as you would if you were
performing Site Collection Administration via SharePoint Site Settings.

EXCEPTION: Set Site Collection Audit Settings as you would if you were using the ControlPoint

Manage Audit Settings action.

Set Site Collection Properties > Select parameter(s) to act on @

Site Collection Administrators
James Joycs

Add Site Collection Administrators:

&, [

Site Collection Quota

Portal Display Name:

Site Collection Audit Settings

Lists, Libraries, and Sites Documents and Items

Effective for Site Collections Only

Effective for All SharePoint Objects

NOTE: Changes to SharePoint Designer Settings will impact only users who are not Site Collection
Administrators. SharePoint maintains SharePoint Designer Settings for Site Collection Administrators
at the Web application (not Site Collection) level.

Now you can:
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e runthe operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Setting Site Properties

You can use the ControlPoint Set Site Properties action to set the following properties of one or more
sites within a SharePoint farm:

e icon (that is, the logo used for the site)

e site access settings

site navigation settings

the left navigation panel (tree view)

regional settings

whether or not to include the site(s) in SharePoint search results

whether or not to enable RSS feeds for the site(s).

For SharePoint Server farms running the Managed Metadata Service Application, you can also "tag"
sites with Custom Properties that have been defined by the ControlPoint Application Administrator, for
use as parameters in ControlPoint Advanced Searches. The procedure for defining Custom Properties
is covered in the ControlPoint Administration Guide.

To set site properties:

1 Select the object(s) for which you want to set site properties.

2 Choose Configuration > Set Site Properties.

3 Inthe Parameters section, expand the node for the category of properties you want to set.
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4  Check the box that describes the property you want to set.

=| Site Title, Description, and lcon
[T Add a Site Title
Site Title
Abdul 5ite Collection
[CJ Add a Sita Description
Site Description

Abdul site Collection_MOCIFIED_@#

Add a Site lcon
Azzodl [

Tion nas a 1ocal relative a

m

)
[l

(&)

Mote: This logo will replace the existing site logo for all selected sites.
lcon URL

e

stoom/images/shared/guast-logosvg

Click h

lcon Description (Used as

QUEST
+| Site Access Settings
+| Site Navigation Settings

+| Tree View
+| Regional Settings
NOTE: If you do not check the applicable property box, ControlPoint will not carry out that action.
5 Specify the parameter(s) for the selected property as you would if you were setting it via
SharePoint Site Settings. Consult your SharePoint documentation for detailed instructions.

If you have a SharePoint Server farm running the Managed Metadata Service Application and the
ControlPoint Application Administrator has defined Custom Properties, they are selectable from
within the Custom Properties section. (This section is not included for Foundation farms.)

=| Custom Properties
Modify Custom Properties

Clear
Location |Woburn S 0O
Department |Development S 0
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Custom Properties can be used as ControlPoint Advanced Search parameters to locate sites with
which they have been associated via this action.

Advanced Search > Select parameter(s) to act on @
Site Name contains: Crezted|»= - E
Site URL contzins: Lact Mcci-’ie::E &
Site Template:| Used - || <Sslects v| :ilez:
eb Parts:| Used v| <Select> v| Size(KR)|>=

- || <Select> v|

v|| <Sglect> '| % of Quotar|>= ~

so OT (QUlts

Custom Properties

Department |ﬂ; | =
ocation |C0rnorate‘ |(_'_|<-:l

6 Complete Steps 2-5 for each category of properties you want to set.
Now you can:

e runthe operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.
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Duplicating Site Properties

The Duplicate Site Properties action lets you copy selected properties from a SharePoint site to one or
more other sites.

You can, for example, set up and configure a single model site, then copy its settings to any number of

other sites for which you want to use the same settings.

To duplicate site properties:

1 Select the site whose properties you want to duplicate.

NOTE: Unlike many other ControlPoint operations—which are initiated for target objects (that is,
objects that you want to act on)—you initiate the Duplicate Site Properties operation by selecting
the source site (that is, the site you want to copy from).

2 Choose Configuration > Duplicate Site Properties.

3 Inthe Target Selection picker, select the object(s) containing the site(s) that you want to copy
properties to.

2]

Duplicate Site Properties > Select scope to act on @ ext, define parameter(s) to
Control-click to selzct multiple tems from the left side. Right-c nal eptions Chack chack-boxes to include sl childran of the izem
Available ltems O ex Selected ftems Clear &
Nl o] Target Selection
URL: [ @ Product Management
- * 57 |Product Management - Root Site!
> *- , |Product Management - Root Site

4  Click [Apply].
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5 Inthe Parameters section, check each box that corresponds to the property you want to copy to
the target site(s).

-| Site Access Settings

Allow Requests for access

llow Anonymous users access to:

-| Site Navigation Settings

Specify navigation items you want to display on the navigation link bars of these sites. Terms in st
navigation of the subsite that contains these items.

21 Ty Wiimaar

Note that, with the exception of Site Theme, each field pre-populates with the value currently
assigned to the source site (that is, the value that will be applied to the target sites). These fields
are not editable.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

If you schedule the action, ControlPoint will use the settings that exist for the source object at the time
the job is run (not at the time the job was created).
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Setting List Properties

Use the ControlPoint Set List Properties action to set the following properties of one or more lists
within a SharePoint farm:

e name, description, and navigation

e version settings

e audience targeting

e validation settings and default column values

e advanced settings.

You can also specify the list type(s) to which you want to apply the properties.

This feature is not available at the farm scope.

To set list properties:

1 Select the object(s) for which you want to set list properties.

2 Choose Configuration > Set List Properties.

3 Inthe Parameters section, expand the node for the category of properties you want to set.

Set List Properties > Select parameter(s) to act on @

+| Mame, Description and Mavigation
+| Versioning Settings

#| Audience Targeting

+| Validation Settings

+| Default Column Values

#| Advanced Settings

+| Other Settings

Select List Types To Process:
ET
Announcameants List
Contacts List
Diata Connection Library

4 Check the box that describes the property you want to set.
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NOTE: If you do not check the applicable property box, ControlPoint will not carry out that
action.

5 Specify the parameter(s) for the selected property as you would if you were setting it via
SharePoint List Settings. Consult your SharePoint documentation for detailed information.

Madify Version History

s (0-50000, O=Unlimited versions)

NOTE: The L1 icon displays beside any property that does not apply to all list types. Click this
icon for a summary of exceptions for which the property either will or will not be set.

6 Complete Steps 3-5 for each category of properties you want to set.

7 If youwant to limit the operation to one or more specific list types, Select List Types to Process.

Select List Types To Process:

. FY
Report Library
Slide Library .
Sdivsy Liat -

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.
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Duplicating List Properties

The Duplicate List Properties action lets you copy selected properties from a SharePoint list to one or

more other lists.

You can, for example, set up and configure a single model list, then copy its settings to any number of

other lists for which you want to use the same settings.

To duplicate list properties:

1 Select the list whose properties you want to duplicate.

NOTE: Unlike many other ControlPoint operations—which are initiated for target objects (that is,
objects that you want to act on)—you initiate the Duplicate List Properties operation by selecting

the source list (that is, the list you want to copy from).

2 Choose Configuration > Duplicate List Properties.

3 Inthe Target Selection picker, select the object(s) that you want to copy list properties to.

NOTE: If you select an object above the list level, you will have the option of limiting the operation

to one or more specific types of list within that scope.

SharePoint Hierarchy

A-55

arePoint Central Administration

VA (2)

Caont
addit

Available Items

R&D (3)

4 Click [Apply].

Duplicate List Proparties > Select scope 10 act on @

< Remove

Selected Items

a- ) iy CP-SP13-A-55

[
@

|

Py

Target

Markatin Selection

r Marketing - ot Site

~ m Documenis (1)
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5 Inthe Parameters section, check each box that corresponds to the property you want to copy to
the target list(s).

=] Advanced Settings
Modify Content Types &

Specifies whether to allow the management of content types on this list or library. Each content type will
appear on the new button and can have a unique set of columns, workflows and other behaviors.

Yes @ No

Modify E-Mail Notification &
Send e-mail when ownership is assigned or when an item has been changed.

Yes @ No

= - LRI - ==

Note that:

= The Parameters section displays properties that are valid for the selected source list type.

=  With the exception of Modify Retention Policy, each field pre-populate with the value currently
assigned to the source list (that is, the value that will be applied to the target lists). These fields
are not editable.

6 If youwant to limit the operation to specific types of lists, Select List Types to Process.

Select List Types To Process:

Languages and Translators
Links List

PFicture Library (=1
Report Library
Slide 1ikrary i
Now you can:
e run the operation immediately (by clicking the [Run Now] button)

OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

ControlPoint User Guide 92
Managing SharePoint Objects



See also The ControlPoint Task Audit.

If you schedule the action, ControlPoint will use the settings that exist for the source object at the time
the job is run (not at the time the job was created).

Managing Site Collection and Site Features

Manage Site Collection Features and Manage Site Features are ControlPoint actions that enable you
to activate or deactivate features across one or more SharePoint site collections or sites. In addition
to managing features that can be activated/deactivated via the SharePoint user interface, you can also
activate/deactivate hidden features. (In SharePoint, hidden features must be activated/deactivated
using a command line, custom code, or through dependency of another feature.)

You can use these actions in conjunction with the Site Collection Property Report and Site Property
Report to manage the configuration of SharePoint features throughout your farm.

In a multi-farm environment, features can be managed across multiple farms; the user interface is
populated with features that have been deployed on the home farm. Therefore, if your multi-farm
installation includes different SharePoint versions (for example, both 2013 and 2016) or variations (for
example, Foundation and Server), which necessitates differences in the user interface, some options
may be missing—or not valid—for the remote farm. For example, if a feature is selected that has not
been deployed on a remote farm, the activation or deactivation of the feature will be skipped for that
farm.

To manage site collection or site features:

1 Select the object(s) for which you want to manage features.

2 Choose the appropriate option:

= Configuration > Manage Site Collection Features.
OR

= Configuration > Manage Site Features.

All of the available site collection or site-level features (depending on your selection) that can be
activated/deactivated via the SharePoint user interface display.

NOTE: If you also want to manage hidden features (that is, features that cannot be
activated/deactivated via the SharePoint user interface), check the Show Hidden box. Each hidden
features will be identified by a check mark in the Hidden column.

3 Select the action you want to carry out: Activate or Deactivate.

4 If you want to override certain errors that could occur while attempting to activate a feature,
check the Force activation/deactivation box.

NOTE: An error might occur, for example, if a feature becomes corrupted and you cannot uninstall
it. The force option allows you to overwrite the existing feature.
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5 Highlight each feature you want to act on. (You can select multiple line items in the conventional
manner by using the [SHIFT] or [CTRL] key .)

NOTE: Any site collections or sites that are already in the selected state will be skipped.

Example: Deactivate Site Collection Workflows

Manage Site Collection Features > Select parameter(s) o act on @

O] show Hidden [ Force activation/deactivation

Name Description Hidden

EmailvieweraspContro Description for EmailViewerAspControl

Metalogix Organizer

for SharePoint - UI customizations supporting batch content load, classification and management.
Ribbon Controls

Custom Site Creates 3 Help library that can be used to store Custom help for this site
Collection Help collection.

Open Documents in
Client Applications
by Default

Configures links to documents so they cpen in client applications instead of Web
applications, by default.

Emailviewsrasp Email Viewer for Metalogix exchange migrator

Report Server

. Enables rich reporting using Microsoft SQL Server Reporting Services.
Intagration Faatura P = = - ' P Chah

M ix Organizer
for § Point - Enables the Recrganization controls for the Site Collection.
Rzorganizar

Thrag-state workflow  Use this workflow to track items in a list

Example: Activate ControlPoint Site Features
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(Note that these are hidden features)

IManage Site Features > Select parameter(s) to act on @

show Hidden [ Force actiy

Hidden

Central

Administration Links
Circulation List
Contacts Lists

ControlPoint for Site
Admins,
customizable
ControlPoint Menus
for Site Settings

ControlPoint

zin the Cantral

Aot cypnar far O

his feature provides support for Circulation list types.

Provides support for contacts lists for 2 site

This feature adds a link to 2 customizable ControlPoint screen for Site
Administrators onto the Site Settings page and the Site Actions menu

This feature installs 2 number of ControlPoint menus onto the Site Settings
Lege

This feature adds a link to a2 customizable ControlPoint Permissions

Permissions . . . .
hManagement screen for Site Administrators onto the Site Ssttings page and the
Management for Site Artinne many
Site Admins T -
ControlPoint Site
oning
Custom Lists Provides sunnort for custom lists for a site.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.
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Managing Audit Settings

The Manage Audit Settings action lets you to manage (enable and disable) SharePoint audit settings
from within the ControlPoint application interface.

NOTE: Using "Manage Audit Settings" to disable or enable Audit flags will not affect auditing enabled
through a SharePoint Information Management Policy for a list or library. These Audit flags are
enabled at the Content Type level, and disabling auditing at the Site Collection level will not disable
Content Type auditing.

In a multi-farm environment, audit settings can be managed across multiple farms.

To access the Manage Audit Settings workspace:

1 Select the object(s) whose audit settings you want to manage.

NOTE: If you select the entire farm or one or more Web applications or site collections, the audit
settings will be applied to the site collection(s) and inherited by child objects (sites, libraries, and
lists). If you want a site collection to be included in the GDPR Dashboard Sites with Auditing
Enabled calculation, you must enable audit settings at the site collection level or above.

2 Choose Audit and Alerts > Manage Audit Settings.

It is important to note that if your selection includes a single object, audit settings currently enabled for
that object will be checked. (Enabled settings will not be checked if your scope includes multiple
objects.)

To enable or change audit settings:

1 Select Enable Audit.

2 Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...
reset all audit settings for the e select Reset Audit Settings to the settings below
selected objects* e check/uncheck each setting you want to enable/disable.

add to existing audit settings for e select Add the settings below to the existing Audit
the selected objects* Settings

e check each setting you want to add.

NOTE: Remember that existing audit settings will appear
checked only if they were set explicitly for all objects within
the scope of your selection.
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B Recat Audi Seitinas in the cetings helo add +he cetinas helow 10 the evicting Audit ©ettina: Chack All Unchec

ecet 4 = e Se e Add Setungs below 1o the existing Audit Zetbmgs  LNECE All UNCNSCK Al

Lists, Libraries, and Sites Documents and Items
Effective for Site Collections Only

Effective for All SharePoint Objects

* For most audit settings, SharePoint will only recognize and report on those that have been set at the
site collection level (in the Effective for Site Collections Only section). The only setting that can be set
explicitly at the site or list/library level that SharePoint will recognize is Opening or downloading
documents, viewing items in lists, or viewing item properties (in the Effective for all SharePoint
Objects section).

If you are enabling audit settings at the site collection level or above, all settings (except for Deleting
child objects) must be enabled if you want the affected site collections to be included in the GDPR
Dashboard Sites with Auditing Enabled calculation.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.
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To disable audit settings:
Select Disable\Inherit Audit.

If you select this option for site collections, auditing for individual sites and lists/libraries within the site
collection depends on whether auditing has been enabled for the site or list/library. If you select it for

sites, libraries, or lists, whether SharePoint captures audit events depends on whether auditing has been
enabled for the site collection. (By design, sites, lists, and libraries inherit most audit behavior from the
site collection.)

NOTE: If you disable the auditing of any event type(s) for which ControlPoint alerts have been
scheduled, you will no longer receive alerts for those events. See also Setting ControlPoint Alerts.

Creating and Managing SharePoint Alerts

The ControlPoint Create SharePoint Alerts action lets you create alerts for users in your SharePoint
environment. You can create SharePoint alerts for sites, lists, and individual list items.

You can also change and/or delete SharePoint alerts using the Manage SharePoint Alerts action.

In a multi-farm environment, alerts can be created and managed for the home farm only.

Creating SharePoint Alerts

You can set alerts for SharePoint users from the ControlPoint application interface using the Create
SharePoint Alerts action.

To create SharePoint alerts:

1 Select the object(s) for which you want to set alerts).

2 Choose Audit and Alerts > Create SharePoint Alerts.

NOTE: If you want to set alerts for individual items within the list(s), follow the procedure for
Selecting List Items on Which to Perform a ControlPoint Operation.

3 Select the user(s) for whom you want to create the alert.

4 Complete the remaining parameters as you would if you were creating the alert in SharePoint.

Users will receive alert emails only if they have a minimum of Read permissions for the selected
object(s). For additional SharePoint alert troubleshooting tips, refer to the following article:
http://sharepointalert.info/troubleshooting-sharepoint-alerts/
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http://sharepointalert.info/troubleshooting-sharepoint-alerts/

Alzre Title Mew Document Added Changs f;."C-e| Mew Ikems are added v|
Alert Frequency Alert Time |:| e
Time Picker
Mark Twain ; James Joyes ; 12:00 AM | 1:00 AM | 2:00 AM
oo 200 AM | 400 AM | 5:00 AM
TR 6:00 AM | T:00 AM | 800 AM

9:00 A 10:00 AM | 11:00 AM
12:00 Pr{b 1:00 PM 2:00 PM
3:00 PM 4:00 PM 5:00 PM
6:00 PM 7:00 PM 8:00 PM
900 PM | 10:00PM | 11:00 PM

NOTE: If your selection includes lists of different types, Send Alerts for these changes will include
options that are common to both. (For example, if your selection includes both Announcements
and Tasks, the options that are unique to each type (such as "An announcement with an expiration
date is added or changed" and "A task is assigned to me") will not be available for selection.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Managing SharePoint Alerts

Use the Manage SharePoint Alerts action to delete or update alerts on lists and libraries that have
been set for users in your SharePoint environment. Deletions are always performed in real time.
Updates can either be performed in real time or scheduled.
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To access the Manage SharePoint Alerts workspace:

Select the object(s) containing the alerts that you want to manage.

Choose Audit and Alerts > Manage SharePoint Alerts.

A table displays with information about all of the alerts within the scope of your selection. (Note

that, if the alert was set on the list itself, Item and Item ID will be blank).

If you want to narrow the list to only alerts that meet specific criteria:

a) inthe Search Parameters section, specify the criteria you want to use.

Manage SharePoint Alerts > Select parameter(s) to act on @
=l Search Paramsaters
Ller: Tizle Change type | <ALL =
bdzrk Twain
Userz
&, [

b) Click [Find].

The Search Parameters section collapses and the Update/Delete section expands automatically.

Check the Select box to the left of the row(s) containing the alerts that you want to update or

delete.

Select ‘ Alert Title .« ‘ List Title ‘ User for Alert ‘ Alert Type | Change Type ‘ Frequency ‘ Alert Time | Trem ‘ Ttem ID ‘ Send fitter | Webh | Site Collection | Web Application ‘ Web URL | List Url

SRR

1

New Document Added Phone Call Memo  i:0#.w|axcelertest\marktwain  List Add Daily 07:00:00 Anything changes Help Desk Help Desk Clients
New Document Added Resources i:0#.w|axcelertest\marktwain  List Add Daily 07:00:00 Anything changes  Help Desk Help Desk Clients
New Document Added Group Calendar i:0#.w|axcelertest\marktwain  List Add Daily 07:00:00 Anything changes Help Desk Help Desk Clients
New Document Added Team Discussion i:0#.w|axcelertest\marktwain  List Add Daily 07:00:00 Anything changes  Help Desk Help Desk  Clients
New Document Added  Style Library i:0#.w|axcelertest\marktwain  List Add Daily 07:00:00 Anything changes Help Desk Help Desk Clients
New Document Added ~ Announcements i:0#.w|axcelertest\marktwain  List Add Daily 07:00:00 Anything changes  Help Desk Help Desk  Clients
New Document Added = Links i:0#.w|axcelertest\marktwain  List Add Daily 07:00:00 Anything changes  Help Desk = Help Desk  Clients

http://clients/sites/Help
http://clients/sites/Help
http://clients/sites/Help
http://clients/sites/Help
http://clients/sites/Help
http://clients/sites/Help

http://clients/sites/Help
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NOTE: If you want to select all alerts in the table, click [Select All].

Alert Title Change type | Unchanged -
Alert Frequency | Unchanged > Alert Time .
Unchanged
Immediate
Daily

rts for these changes

Weeldy —~phing changes

= Someone else changes an item
= Someone else changes an item created by me

= Someone else changes an item last modifed by me
6 Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...

update one or more alert criteria select the criteria you want to change.
Now you can either:
e update the alert(s) immediately (by clicking
the [Update selected] button
OR
e complete the Enforce Policy section and
schedule the update to run on a one-time or

recurring basis.

delete the selected alert(s) click [Delete selected].

Setting ControlPoint Alerts

Use ControlPoint alerts if you want to be notified when specific events occur within site collections in
your SharePoint farm.

Unlike SharePoint alerts, which notify a user to changes that occur within libraries and lists within sites,
ControlPoint alerts notify an administrator of changes made to the SharePoint environment, including:

e the creation of site collections
e the creation or deletion of sites, and

e events captured in SharePoint audit logs and change logs.

In a multi-farm environment, you can set ControlPoint alerts for the home farm only.

This feature is not available at the farm scope.

Scheduled vs. Real-time Alerts

o |f you run ControlPoint Alerts on a scheduled basis:
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= Any events that occurred after the Start Date specified in the Scheduler section will display
immediately in the Results section.

= The first time the scheduled job runs, a notification email will be sent with a list of all events
that have occurred since the Start Date specified in the Scheduler section*.

EXCEPTION: If the action is scheduled to run on a recurring basis and the interval is in minutes,
the amount of historical data that is included the first time the job runs is determined by the
ControlPoint Setting MaxAlertProcessingPeriod.

= (inthe case of a recurring schedule), every subsequent time the job runs the notification email
will include all events that occurred since the last successfully-completed job run.*

*NOTE: Unlike other scheduled jobs, for which a notification email is sent whenever the job
runs, an email is sent for ControlPoint alerts only if there are events to report.

If you choose to run alerts in real-time (using the [Run Now] option), all of the events that occurred
since the Start Date specified in the Scheduler section display in the Results section (a notification
email will not be sent).

NOTE: Be aware that some events may not appear immediately, as it can take several minutes for
them to be recorded in a SharePoint log.

To set ControlPoint Alerts:

1 Select the object(s) for which you want to set ControlPoint alerts.

2 Choose Audit and Alerts > ControlPoint Alerts.
3 Inthe Parameters section, select each alert you want to set:

= Site Collection Alerts - Check the appropriate box to receive an alert of sites added or sites
deleted.

= Site, List, and Item Alerts:
= select the User(s) whose actions you want to audit (or leave blank for all users)

= enter a relative URL (note that you can enter a url down to the item level; you can
also use an asterisk (*) at the beginning and end of a url as wildcards)

EXAMPLES
= sjtes/al*
= sites/alpha/shared documents/xcrSummaryReport.pdf

= select one or more Event types from the list box. Use the arrows to move the
events to the "selected" list on the right. Refer to the topic Events Captured in

SharePoint Logs for guidance in selecting the appropriate event type(s).

Although you have the option of viewing ALL events (by clicking the EI icon), if you
select this option your result set may be extremely large. One reason is that SharePoint records some
events (such as a View) as a series of several events. Also, some event types (such as Update) may
encompass a wide variety of events.
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Delete Member From Group

Filz Fragmsan: Wrize

kdndifus Darmiccimne

NOTE: When you set an alert for any event other than Site Added, SharePoint auditing will be
enabled on the site collection(s) as part of the operation.

4 Inthe Schedule section, enter a Start Date (that is, the first date that events for which you want to
be alerted occurred).

5 You can either:
= run alerts immediately (by clicking the [Run Now] button)

OR

= schedule the alerts to be evaluated and sent either one time or on a recurring basis.

NOTE: You have the option of scheduling ControlPoint alerts to recur at intervals in the minutes. Be
aware, however, that by default the ControlPoint Scheduled Job Review SharePoint timer service
prompts the ControlPoint scheduler task to run every 10 minutes. By default, it checks for and
initiates scheduled jobs during every "wake-up."
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Managing Metadata

For SharePoint Server farms running the Managed Metadata Service Application, ControlPoint offers
two actions for managing metadata :

e Set Metadata Value lets you change Managed Metadata, text, or numeric value values for one or
more lists or libraries.

e Create Managed Metadata lets you create or update a Managed Metadata column on a list or
library from an existing text column.

You can also_analyze Managed Metadata usage within your SharePoint Server environment.

NOTE: In order to work with Managed Metadata in ControlPoint, the Web application that hosts the
ControlPoint Configuration Site Collection must be associated with every Managed Metadata Service
Application used within the farm.

It is assumed that, when using these features, you are familiar with the use and behavior of
SharePoint Content Types and Managed Metadata.

Setting Metadata Values

For a SharePoint Server farm running the Managed Metadata Service Application, ContolPoint lets you
populate or change Managed Metadata, a single line of text, or numeric values within a list column for
a selected Content Type.

You can also run a simulation of how the operation will be carried out before committing to the action.
This can be valuable, for example, to identify exactly which items would be changed.

EXAMPLE:

The Shared Documents library on the company website has a Managed Metadata column called
Location.

[ Type Mame Modified Modified By Location
|E|_] ControlPoint User Guide Addendum 9/20/2023 6:13 PM install
IEI_] Davinci Component Diagram 113 PM install Middletown
|z|_] Help Topic IDs 119 BM System Account
IEI_] LabManual 119 PM System Account
IEI_] Managing SharePoint Security 5:08 PM System Account Los Angeles

& Add document
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| want to make sure that the value Woburn is added to the Location column for all documents in that

library.

] Type
)
=

i
i)

MName

ControlPoint User Guide
Addendum

Davinct Component Diagram

Help Topic IDs
LabManual

Managing SharePoint Security

dF Add decument

To set a metatdata value:

Modified

9/20/2023 G6:54 PM

9/20/2023 G:54 PM

9/20/2023 6:54 PM
9/20/2023 6:54 PM
9/20/2023 6:54 PM

1 Select the object(s) whose column data you want to set.

2 Choose Automation > Set Metadata Value.

Set Metadata Value > Select parameter(s) to act on @

Szlect 2 Column Typs

Modified By Location

System Account EBoston

System Account Middletown;
Boston

System Account Boston

System Account Boston

System &ccount Los Angeles;
Boston

®

=

Aznz

ged Metadata O Text O Numeric

Selzct 2 Column

Content Type Contains:

Content Type: |

Column:

nt Types (takes more time)

Mew Walua:

U overwrite gxisting values

U Append to existing values

3 Select the type of metadata you want to set:

= Managed Metadata

= Single Line Text, or

=  Numeric

4 Use the information in the following table to determine the appropriate action to take.
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If the scope of your selection ... Then ...

e s at the site level or above go to the next step.

and/or NOTE: Before you can select a list column, you
e includes more than one list must first choose from available Content Types.
consists of only one list you may want to go to Step 8.

NOTE: Itis not necessary to choose a Content
Type for a single list. The Column drop-down
will automatically populate with all of the
columns used by that list.

If you want to filter content types by a specific text string, complete the Content Type Contains
field.

Sl

]
L)

[a¥]

CAptans Tume ~Spssnee alata
Lontent ybe Lontains:

b 4

To populate the Content Type drop-down with relevant Content Types, click [Get Content Types].
Select a Content Type from the drop-down.

Content Type: Document [ -

Document

Document Collaction Folder
Document Set
Choose a Value Link to a Document

]
Ype
I

Unknown Document

User Workflow Documnent

NOTE: If you have selected objects above the list level (for example, Web applications, site
collections, and/or sites), the drop-down will be populated with all Content Types that are available
for use by lists and libraries within the scope of your selection. If you have selected multiple lists,
only Content Types that are currently in use by those lists will be available for selection.

Select the Column whose value you want to set. (This drop-down is populated with all of the
columns used by lists within the scope of your selection that match the selected data type and
content type.)

Column: Location -

<Selects

Department

Choose a Value

NOTE: If your selection includes more than one list, custom columns will only appear in the drop-
down if they have been added to the Content Type at the site level. If a column was added directly
to a particular list (or to a Content Type on the list), it will appear in the drop-down if your selection
consists of only that list.

For Choose a Value:
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a) Enter the new value for the column (For Managed Metadata, you can also click the <2 “Picon
and select from available values.)

b) If you want to Overwrite existing values, check this box.

NOTE: If you leave this box unchecked and a value already exists in that column for an item, it
will be skipped. If you selected a Managed Metadata column that allows multiple values, you
also have the option to Append to existing values.

Now you can:

e run a simulation of the action (by clicking [Run Simulation])

e run the action immediately (by clicking [Run Now]),
OR

e schedule the action to run at a later time .

OR

e create an xml file with instructions for the analysis that can be run at a later time (by clicking [Save
Instructions]).

If you click [Run Simulation], ControlPoint runs through the process without actually making changes.
A Task Audit will be generated with a description of what ControlPoint would have done if the action
had been carried out. Text in the task description identifies it as a simulation.

If you chose the Run Now, option, after the action has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the action and displays in the Results section.

If you schedule the action, a link to the Task Audit is included in the scheduled action notification email.

See also The ControlPoint TaskAudit.

Creating a Managed Metadata Column from a Text Column
(SharePoint Server)

The Create Managed Metadata action lets you map an existing text column in a SharePoint Server list
or library to a Managed Metadata term. You can:

e map the text column to a Managed Metadata column that is already used by the list/library
OR

e create a new Managed Metadata column using a term set that has been defined either within the
current site collection or in the Managed Metadata Service Application.
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NOTE: If ControlPoint creates the Managed Metadata column, it will do so on the list-level Content
Type. If you have defined a Content type at a higher level (such as the site collection or site) you may
want to manually update the shared definition, and then use this action to populated the values of that

column.

You can also run a simulation of how the operation will be carried out before committing to the action.

This can be valuable, for example, to identify exactly which items would be changed.

EXAMPLE:

A SharePoint document library has a text field called Office, which identifies the regional office that has
ownership of a document.

[l Type
|
@
&)
|
]

MName

ContrelPoint User Guide Addendum
Davinci Component Diagram

Help Topic IDs

LabManual

Managing SharePaoint Security

dk Add document

Madified

9/21/2023 11:03 AM
9/21/2023 11:04 AM
9/21/2023 10:30 AM
9/21/2023 11:09 AM

9/21/2023 11:04 AM

Cffice
Waoburn

East Podunk

London

Los Angeles

The SharePoint administrator wants to map that column to a new Managed Metadata column entitled
Office, populate the new column with only valid Managed Metadata, and rename the original column,

which is retained for reference or cleanup.

[ Type
|
)
|
|
|

MName

ControlPoint User Guide Addendum
Davinci Component Diagram

Help Topic IDs

LabManual

Managing SharePoint Security

Maodified

9/21/2023 2:33 PM
9/21/2023 2:41 PM
S/21/2023 2:33 FM
S5/21/2023 2:41 FM

9/21/2023 2:33 PM

Obsolete

Boston

East Podunk

London

Los Angeles

To create Managed Metadata from a text column:

1 Select the object(s) for which you want to create Managed Metadata.

Metalogix Office

Boston

London

Los Angeles
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2 Choose Automation > Create Managed Metadata.

Create Managed Metadata > Select parameter(s) to act on @

Select 2 Source Text Column

Content Type Contains: |

Content Type: |

Source Column Name: |

Update source column to: | |

Selzct 2 Target Manzged Metadatz Column

Target Column Nama: |Z| Description: ‘

(] Require that this column contains information  Display farmat ® Display term lzbel in the field

) O Dislay the entire path to the term in the figld
U Enforce unigue values

O allow multipls values
Add to all contant types o )
L1 Allow *Fill-in' choices

Add to default view

Szlect 2 manzagsd term et Select term (Default value):

19 Taxonomy_xFPURk+LdWAUSaKwLGCYQ== | | lease type here <
D@ Color Document
55 Cytege
D@ Emp_Details
D@ Metalogix
D’E@l MNekGroup
D@ People
D@ Search Dictionarias
D’E@l Softwars Leagus
D@ Sparss
D@ TestStore

Target Column Options

If source value does not match term: @ Laave target column as is
(O Use Blank in target column
O Use Default valug (tarm) in target colurnn

3 Use the information in the following table to determine the appropriate action to take.

e s at the site level or above go to the next step.
and/or
e includes more than one list
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4

If the scope of your selection ... Then ...

NOTE: Before you can select a list column, you
must first choose from available Content
Types.

consists of only one list you may go to Step 7.

NOTE: Itis not necessary to choose a Content
Type for a single list. The Column drop-down
will automatically populate with all of the
columns used by that list.

If you want to filter source column content types by a specific text string, complete the Content
Type Contains field.

Sl

]
L)

[a¥]

CAptans Tume ~Spssnee alata
Lontent ybe Lontains:

b 4

To populate the Content Type drop-down with relevant content types, click [Get Content Types].

Select a source column Content Type from the drop-down.

Taraet Column Name: | | HTML File Link
HTML File Type

[0 require that this coly Office
File Index
O« unigus vzlus N
URL
Add to all content ty] Template Link
Title
Add to default view

NOTE: If you have selected objects above the list level (for example, Web applications, site
collections, and/or sites), the drop-down will be populated with all Content Types that are available
for use by lists and libraries within the scope of your selection. If you have selected multiple lists,
only Content Types that are currently in use by those lists will be available for selection.
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7 Select the Source Column Name of the column whose value you want to use in setting the
Managed Metadata field. (This drop-down is populated with all of the text columns within the
scope of your selection that match the selected Content Type.)

Source Column Mame: |bfﬁce 7

v

P

Copy Source

ndzra source column s

i source Colu L0 ~
T
oCument

ocurment hModifie

]

Fila Tvne
il Typa

wl HTML File Link

HTML File Type
(] Require that this coly Office
. ) thared Filz Indax
] Enforce unigue valus i _
Source URL
Add to all content ty] Template Link
) Title
Add to default view | . .
\arsion

NOTE: If your selection includes more than one list, custom columns will only appear in the drop-
down if they have been added to the Content Type at the site level. If a column was added directly
to a particular list (or to a Content Type on the list), it will appear in the drop-down if your selection
consists of only that list.

8 If you want to give the source column a new name, complete the Rename source column to field.
( If you want to use the same name for the target column, then you must rename the source
column.)

P e

| [ealslRens
Update source column to:

9 Complete the Select a Target Managed Metadata section as follows:
a) For Target Column Name and Description:

= |f the Managed Metadata column already exists for the Content Type, select it
from the drop-down.
NOTE: When you select an existing Managed Metadata column, the remaining fields will be
grayed-out, and the existing column definition will be used.

OR

= |f you want to create a Managed Metadata column for the Content Type, enter a
name for the new column in the drop-down then enter a Description.

P R J—— abal iy W,
=i ;,_.l-_-”“l Jarme: hiata u':‘l}'. Unice IEI

NOTE: If you are creating a new Managed Metadata column, complete the remaining fields as
you would if you were creating it in SharePoint.
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10 Check the options that you want to apply to the target column.

L1 require that this column containg information
L] Enforcs unique valuss
- L1 allow multi
Add to all content types
. O allow
Add to default view

11 Complete the Target Column Options section as follows:

nle
ple

Display format: @) Display term label in the field

(O Dislay the entire path to the tarm in the field

'-'§|u=.'

'Fill-in' choicas

a) For If source value does not match term, specify how to proceed if a source value does not
match a valid term within the selected term set. Use the information in the following table for

guidance.

Column Options
il AT S

‘erwrite existing values

If the source value does not match a valid term
within the selected term set and ...

you want to retain the existing value in the target
Managed Metadata column

you want the value in the target column to be
blank (and blank is a valid value per the column
definition)

you want the default value that has been specified
for the target Managed Metadata column to be
used

in target colu

mn

Then ...

select Leave target column as is.
NOTE: If you are creating a new target
Managed Metadata column and select
this option, when a non-matching value
is encountered the target column value
will be left blank.

select Use Blank in target column.

select Use Default value (term) in
target column.

b) If the target Managed Metadata column already exists and you want to Overwrite existing

values, check this box.

NOTE: If you leave this box unchecked and a value already exists in that column for an item,
the existing value will be retained. If you selected a Managed Metadata column that allows
multiple values, you also have the option to Append to existing values.

Now you can:

e run a simulation of the action (by clicking [Run Simulation])
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OR
e run the action immediately (by clicking [Run Now]),
OR

e schedule the action to run at a later time

OR

e create an xml file with instructions for the analysis that can be run at a later time (by clicking [Save
Instructions]).

If you click [Run Simulation], ControlPoint runs through the process without actually making changes.
A Task Audit will be generated with a description of what ControlPoint would have done if the action
had been carried out. Text in the task description identifies it as a simulation.

If you chose the Run Now, option, after the action has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the action and displays in the Results section.

If you schedule the action, a link to the Task Audit is included in the scheduled action notification email.

See also The ControlPoint Task Audit.

Moving a Site Collection to Another Content
Database

The Move Site Collection to Another Content Database action enables you to move a site collection to
a different content database within the same Web application while preserving the site collection's url.

You can use this action in conjunction with the Content Database Storage analysis to help you

effectively monitor and manage content storage among databases.

Once a site collection is deleted from the source content database, any activity and audit log data
associated with it remains but becomes "orphaned." If ControlPoint audit log archiving has been set up
for the farm, audit log data can be archived—and purged from the database— before the site
collection is deleted. See Archiving Audit Log Data Before Moving or Deleting a Site Collection. The

site collection in the source content database will display as a deleted site collection in Site Collection
Activity results only if it was active during the period covered by the analysis.

To move a site collection to another content database:

1 From the SharePoint Hierarchy, select the site collection that you want to move to another content
database.

(Note that you can only move one site collection at a time.)

2 Right-click and choose Content > Move to Another Content DB.
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3 From the Pick from Available Content Databases drop-down, select the database to which you
want to move the site collection.

Destination Content Database Selection

Current Content DB: wss_content_clients
Pick from Available Content Databases:

|\wss_content @

W355_Content
WS55_Content_Alpha

NOTE: The drop-down lists all other content databases associated with the Web application that
are currently online and for which the Maximum Number of Sites has not been reached.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you choose to run the action immediately, an Action Verification dialog displays with a summary of
the options you chose. Review these options, then click [OK] to continue.

When the process has completed, one of the following messages displays on the Action
Verification dialog:
* Process Completed -

ControlPoint completed the operation without errors.

=  Process Completed with Some Errors -
ControlPoint completed the operation, but with some errors; for example, an orphaned user
was found in a group that was copied.
= [error_message_text]
An error occurred that prevented ControlPoint from completing the operation.
NOTE: If you chose to overwrite an object and an error occurs during the backup (export) of

the destination site, ControlPoint will stop processing the operation regardless of the nature of

the error, to prevent the destination site from being deleted before the problem can be
corrected.

Click [OK] to generate a ControlPoint Task Audit, which provides detail about the progress of the
operation, including any errors that have occurred.

If you schedule the action, a link to the Task Audit is included in the scheduled action notification email.
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NOTE: Only one copy/move operation can run at a time. Any additional copy/move operations
either submitted via the Run Now option or scheduled to run within the same timeframe will begin
processing after the previous operation has completed.

See also The ControlPoint Task Audit.

Deleting Sites

The ControlPoint Delete Sites action lets you delete one or more sites from your SharePoint farm. You
also have the option of "backing up" the sites by exporting them to an external directory.

If you delete an entire site collection (by deleting its root site) from the source content database, any
activity and audit log data associated with it remains but becomes "orphaned." If ControlPoint audit
log archiving has been set up for the farm, audit log data can be archived—and purged from the
database— before the site collection is deleted. See Archiving Audit Log Data Before Moving or
Deleting a Site Collection. The site collection in the source content database will display as a deleted
site collection in Site Collection Activity results only if it was active during the period covered by the
analysis. A deleted site will continue to be included in activity and storage analysis results if it was
active during the period covered by the analysis.

About Exporting Site(s) Before Deletion:

The ControlPoint Export Before Delete option uses the same options and export format as the stsadm
command for exporting site collections and sites.

ControlPoint allows you to specify:

e whether to include security

e whether to compress content into a CAB file
ControlPoint uses the following stsadm default options:

e includes all versions (current, last, major, last major, and minor)

e exports all content (not just changes)

Instead of auto-generating file names using stsadm parameters, ControlPoint generates a file name
that consists of:

site_name (first 25 characters) site_guid time_stamp (dd_mm_yy_mm_ss format)

NOTE: If you are planning to export the site(s) before deleting them, make sure the directory to
which you want to export has been created and that you know the path to it.

To delete one or more sites from your SharePoint farm:

1 Select the site(s) that you want to delete.
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NOTE: If you want to delete a an entire site collection—and have permissions to do so— select
the root site (which, by extension, includes all of its subsites).

2 Choose Content > Delete Site.

m
%]
(%41

t 1 ter(s) to act on @
D e > Select parameter(s) 1o act on @

Export Before Delete

Include Security: Al -

Camtant Cammracsion Lsing CAR [V
Cont mprassizn Using Cag:

SNt LOmpress

1,201 3sharepoint\CSitemp

3 If you want to export the site(s) before deletion, complete the Parameters section as follows:

a) Make sure the Export Before Delete box is checked. (If you do not want to export the site(s),
uncheck this box and continue with Step 4.)

NOTE: If you choose to Export Before Delete, the delete action will not be carried out unless
the export is successful.

b) Specify whether you want to Include Security by selecting the appropriate option (All or None)
from the drop-down.

NOTE: Security data includes time stamps, security information, and user data.

c) If you do not want the entire site to be compressed into a CAB file (with a .cmp extension),
uncheck the Content Compression Using CAB box.

d) Enter the Export Path to the directory to which you want the content to be exported.
Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the action has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the action and displays in the Results section.

If you schedule the action, a link to the Task Audit is included in the scheduled action notification email.

See also The ControlPoint Task Audit.
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Deleting Lists

The ControlPoint Delete Lists action lets you delete one or more sites from your SharePoint farm in
real time. You can also choose to:

o "back up" lists by exporting them to an external directory

NOTE: For lists that have versioning enabled, you can also choose which version(s) of list items to
export

e send deleted lists to the site collection's Recycle Bin or delete them permanently.

About Exporting Lists Before Deletion:

The ControlPoint Export Before Delete option uses the same options and export format as the stsadm
command for exporting lists.

ControlPoint allows you to specify:

e whether to include security

e whether to compress content into a CAB file
ControlPoint uses the following stsadm default options:

e includes all versions (current, last, major, last major, and minor)

e exports all content (not just changes)

Instead of auto-generating file names using stsadm parameters, ControlPoint generates a file name
that consists of:

site_name (first 25 characters) site_guid time_stamp (dd_mm_yy_mm_ss format)

NOTE: If you are planning to export the site(s) before deleting them, make sure the directory to
which you want to export has been created and that you know the path to it.

To delete one or more lists from your SharePoint farm:

1 Select the list(s) that you want to delete.
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2 Choose Content > Delete List.

elete List > Select parameter(s) to act on @ ext, selt

with the name of the list as the file name.
O Compress
Version: Please Sslact... hd
Delete Settings
elected, but not enabled in SharePoint the operation will not procsed.

3 If you want to export the list(s) before deletion, complete the section as follows:

a) Make sure the Export Before Delete box is checked. (If you do not want to export the site(s),
uncheck this box and continue with Step 4.)

NOTE: If you choose to Export Before Delete, the delete action will not be carried out unless
the export is successful.

b) If you want the entire site to be compressed into a CAB file (with a .cmp extension), check the
Content Compression Using CAB box.

c) Enter the Export Path to the directory to which you want the lists to be exported.
d) Select the version(s) that you want to export:

= Last Major

= Current Version

= Last Major and its Minor

= All Versions

4 For Delete Settings, specify whether you want to Send to recycle bin or Permanently delete.
Now you can:

e runthe operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the action has been processed:
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e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the action and displays in the Results section.

If you schedule the action, a link to the Task Audit is included in the scheduled action notification email.

See also The ControlPoint Task Audit.

Archiving Audit Log Data Before Moving or
Deleting a Site Collection

Any audit log data associated with a site collection remains in the content database but becomes
“orphaned” when one of the following operations is performed:

e move site collection to a different content database

e delete site collection.

If ControlPoint audit log archiving has been set up for the farm, you can archive the site collection's
audit log data—and purge it from the source content database—before performing one of the actions
listed above.

NOTE: For detailed information on setting up an audit log data archive, refer to the ControlPoint
Administration Guide.

To archive a site collection's audit log data:

1 From the Manage ControlPoint tree, chose ControlPoint Management > Audit Log Archive.
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- {8 Run Saved Instructions
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-8} Reload Serverside Hierarchy Cache
- 8§ Purge Historical Data

i Schedule Management and Logging
- gl Schedule Jobs Report

all ControlPoint Task Audit
" ﬂ Logged Errors Report ’ Run Now

-8 View ControlPoint Log
£} schedule Monitor

i ControlPoint Sentinel @] Reset

=@ sentinel Setup

“ il Sentinel Report .
W Saveds

2 Select the site collection(s) whose audit log data you want to archive.

3 Enter the Number of Days to Keep in Audit Logs (that is, any audit log data that has been captured
before this time period will be archived). If you want to archive all audit log data before deleting or
moving a site collection, enter 0.

Archive Audit Logs > Select parameter(s) to act on

Mumber of Days to Keep in Audit Log: |10
Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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Duplicating a Workflow Definition from one List
or Site to Others

The Duplicate a (List or Site) Workflow action lets you copy a workflow that has been defined for one
list or site to one or more other lists or sites.

NOTES:

e This action is only valid for workflows that have been defined within SharePoint or SharePoint
Designer. Workflows created by other methods (for example, using Visual Studio Designer or third-
party tools) cannot be copied using this action.

e This action is used to copy workflow definitions; not individual instances.

e The workflow whose definition will be duplicated must already be activated on the target site.

To copy a workflow definition:

1 Select the list (or site, if appropriate) that you want to copy the workflow definition from.
2 Choose Change Management > Duplicate a Workflow Definition.

3 From the Available Items list, select the objects to which you want the workflow duplicated and
move them to the Selected Items list.

= |nthe case of a site workflow, all of the child sites within the selection will be included.

-

|

entral Administration v4 (2)
ral Administration

-, Central Administration - Roct Site

Control-click to select multiple items from the left side. jonal options. Check check-boxes to include all children of the item.

Selected ltems

Available ftems

< [ fy CP-5P19-A-55
Name 3] )@ rrane:
Source site B Site collection

Ll Operations (3| ——— containing

5 - target sites
T Support (1)
) s Add >
- 3, | Customer Support (1) - Root Site

b 21 G

< Remove

Marketing (3)

[ |Operations (3)
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In the case of a list workflow, you will have the opportunity to further define which lists

within the selection will be included.

Duplicate List Properties > Select scope to act on @

Control-click to select multiple items from tha left side. Right-click for additional options

Source
=5 Jist

Available ftems O expand scope

* 1 p|Documents (1)
Add > 5 O
N Target lists
&g - Root Site

Chack check-boxas to includa 3ll children of the itam.

Selected ltems

O

When you have finished selecting target objects, click [Apply].

Select the Parameters tab then select the workflow that you want to duplicate from the drop-

down.

Note that the drop-down displays only workflows that have been added to source object. If you
want to examine workflow properties, click the View Workflow Settings link to open the

SharePoint Workflow Settings page for the object.

For list-level workflows only, you can choose to Limit target selection by any of the following

criteria

For Run on items with Content Type name: you can choose to have the workflow added only

to items within the list(s) of the specified content type.

NOTE: You can only specify a single content type using its full name.

=  One or more List type(s)

whose List name contains a specified text string

If the scope of your target selection includes more than one list, you can limit to lists:

Limit target selection by any of the following criteria:

Run on items with Content Type name:
List name contains:

Use Only List type:

Compliance
Quarterly

Announcements Lis il
Contacts List =i
Data Connection Library

Discussion Board
Document Library i

When a combination of selection options is used, all lists specified through any of these criteria
(though not necessarily all criteria) will be included in the operation.
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EXCEPTION: The ControlPoint Application Administrator may choose to exclude all lists with a
specific name from the target selection of all Duplicate Workflow operations, regardless of the
scope. Details can be found in the ControlPoint Administration Guide.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Removing a Workflow from One or More Lists
(or Sites)

The Remove a Workflow action lets you remove workflows from multiple lists or sites in a single
operation. The operation "matches" a workflow selected as the "source," to workflows within your
"target" selection. Workflows can be matched by name only, template only, or both.

TIP: You can generate a ControlPoint Workflow Analysis.

NOTE: This action will delete both the workflow definitions and all instances (including running
instances).

To remove a workflow:

1 Select the list (or site, if appropriate) containing the workflow you want to use as the "source"” (that
is, a workflow that "matches" the workflow(s) you want to remove from target lists or sites).

2 Choose Change Management > Remove a Workflow.
3 From the Available Items list, select the objects from which you want workflows removed and

move them to the Selected Items list.

NOTE: The workflow will not be removed from the source object by default. If you also want to
remove the workflow from the source object, you must also include it in your Target Selection.
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In the case of a site workflow, all of the child sites within the selection will be included.

Control-ciick &

wultiple ftems from the left side. Right-c
Available Items

Namae:
Source site

a8
URL:
Support (1) j - (1

i Site collection
Operations (3) d——— containing
- target sites
Customer Support (1) - Root Site

< Remove

farketing (3)
Cperations (3)

= |nthe case of a list workflow, you will have the opportunity to further define which lists within
the selection will be included.

Remove a Workflow > Select scope to act on @

t-click for additional  Cheack check-boxes o include all children of the
Selectad Items Clear Al
4 gint
URL:
Alpha Snack - =
Alpha Snacl 13| Shared Documents y\
- Add > & [l HR
b § HR - Root Site

harad Documents| 4—|

Target Lists

When you have finished selecting target objects, click [Apply].

Select the Parameters tab then select the workflow that you want to remove from the Target
Selection from the drop-down.

Workflow

elect the workflow from ('Alpha Documents’) that matches the workflow(s) yol
Workflow

View Worldflow Settings
template from site
Compliance Review (Document)
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NOTE: If you want to examine workflow properties, click the View Workflow Settings link to
open the SharePoint Workflow Settings page for the object.

6 For list-level workflows only, you can choose to Limit target selection by any of the following
criteria:

=  For Run on items with Content Type name: you can choose to have the workflow removed
only from items within the list(s) of the specified content type.

NOTE: You can only specify a single content type using its full name.
= |f the scope of your target selection includes more than one list, you can limit to lists:
= whose List name contains a specified text string

= One or more List type(s)

Limit target selection by any of the following criteria:

Run on items with Content Type name: Compliance

List name contains: Quarterly

Use Only List type: -
Contacts List =
Data Connection Library

Dizcussion Board
Document Library i

When a combination of selection options is used, all lists specified through any of these criteria (though
not necessarily all criteria) will be included in the operation.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Note that the Task Audit will record the number of running instances of the workflow (if any) that were
removed from an object.
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6

Using ControlPoint Policies to
Control Your SharePoint
Environment

You can use ControlPoint Policies to prevent and/or send out a notification when an attempt is made
to:

o delete a subsite

e exceed a quota imposed on a subsite

e delete documents/items

e create content

e upload a file that exceeds a specified size limit
e create a subsite

e create a subsite with a specific template

e create a subsite after a certain depth

e create or delete a list (optionally, with a specific template)
o upload files of one or more specific types

e add or delete a permission

e add, delete, or update a Permissions Level

e add, delete, or update a SharePoint group

e add or delete SharePoint group members

e break or restore permissions inheritance

You can configure your policy to

e include in the policy—or exclude from the policy—either:
= allusers
= specific users and Active Directory groups
= users in one or more SharePoint groups

OR

e exclude from the policy users with a specified Permissions Level.
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If Sensitive Content Manager is installed in your environment, you are a member of the Compliance
Administrators group, and the options are enabled, you can also create policies to scan content for
sensitive content whenever an item or document is added to—or updated in—a SharePoint list or
library.

IMPORTANT: If you have upgraded to version 2.0 or later of Sensitive Content Manager from an
earlier version and have existing policies to scan content, you may have to re-create or re-register
these policies. Contact Quest Support for assistance.

In a multi-farm environment, you can create and manage ControlPoint policies for the home farm only.

Factors to Consider When Creating ControlPoint
Policies

Policies that can be Created:

You can create ControlPoint polices to control:

e subsite creation

e creation of subsites with specific templates

e creation of subsites after a certain depth

e subsite deletion

e the creation and deletion of lists

e the enforcement of subsite-level quotas

e the deletion of documents/items (and optionally, attachments)
e content creation, using a custom Web service

e the uploading of files over a specified size

e the uploading of files of one or more specific types

e the adding or deleting of permissions

e the adding, deleting, or updating of Permissions Levels
e the adding, deleting, or updating SharePoint groups

e the adding or deleting of SharePoint group membership
e permissions inheritance breaking or restoring

e if Sensitive Content Manager is installed in your environment, you are a member of the Compliance
Administrators group, and the options have been enabled, the submission of a document/item for
sensitive content analysis whenever it is added to—and/or updated in—a list or library.

IMPORTANT: If you have upgraded from Sensitive Content Manager 1.9 and have existing
policies to scan content, you may have to re-create or re-register these policies. Contact Quest
Support for assistance.
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Excluding Specific Users from All Policies

ControlPoint Application Administrators can exclude selected users—such as farm administrators—
from all policies via the ControlPoint Configuration Setting Users to Exclude from All ControlPoint
Policies (CPPOLICYSUPERUSERS). Refer to the ControlPoint Administration Guide for details.

NOTE: Users specified in this setting will always be excluded from all policies, even if they are
explicitly added to a policy.

How Policies Impact Operations Performed in ControlPoint

Any action on a SharePoint site that is initiated through ControlPoint is actually carried out by the
ControlPoint Service Account rather than the logged in user. Therefore, if the ControlPoint Service
Account is included in a policy, the policy will be enforced for any ControlPoint action that is restricted
by that policy (for example, Delete Site and Copy/Move Site--which involves site creation/deletion),
regardless of the user who initiated it.

When "Include Children" Applies to Your Scope

Most policies created at the site collection level or above will include all child sites by default. If a
policy is created for a site (other than the root site) or subsite, by default the policy will apply to the
selected site and not its child sites. This behavior is consistent with the model for Selecting Objects on
Which to Perform a ControlPoint Operation.

EXCEPTION: Because the action applies specifically to the creation of child sites, Control Subsite
Creation in Certain Depth will always include child sites, regardless of whether "Include Children" is
explicitly checked in the Selection panel.

Including and Excluding Users and Active Directory Groups

You can either include or exclude users and/or Active Directory groups from a policy.

Creating Policies That Control Subsite Quota

Subsite-level quotas do not supersede the quota set for an entire site collection. That is, once a site
collection quota is reached, no more content can be added.

NOTE: Because the contents of Recycle Bins are managed at the site collection level, they are not
considered in a subsite-level quota.

Creating Policies That Affect Users Based on Permissions Level

You can only exclude (not include) a SharePoint permissions level from a policy.
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Creating Policies Involving Site Templates

If you want to control the creation of sites that use one or more specific templates, you can choose
from any template that has been deployed for the entire farm. The creation of a site using a certain
template cannot literally be "prevented," since it is only upon successful creation of the site that
ControlPoint can evaluate the template. The way ControlPoint enforces this type of policy is by
deleting a site that is in violation immediately after it is created.

Creating Content Insertion Policies Using a Custom Web Service

You can create a policy to invoke a custom Web service whenever content in a SharePoint list or library
is inserted or updated. For example, you may want documents and attachments to be scanned for
sensitive content and have a notification sent when the policy is violated.

A content insertion policy can be created if:

e the Web service includes the logic necessary to integrate with ControlPoint and is accessible by
ControlPoint Service account. (Details can be found in the guide Running ControlPoint Actions
Programmatically.)

AND

e the ControlPoint Configuration Setting Content Creation Policy URL (POLICYSERVICEURL) is
populated with the path to the Web Service asmx file. (Details can be found in the ControlPoint
Administration Guide.)

NOTE: The ControlPoint policy cannot prevent content that violates a policy from being added.

Users Subject to Multiple Polices

If a user is restricted by more than one similar policy, all policies, including the most restrictive one, will
be enforced.

EXCEPTION: If a policy is created at the list level, any similar policies at a higher scope will be ignored.

Updating or "Re-Registering" a Policy When a New Site Collection
or Subsite is Added to the Scope

Whenever you add a Web application or site collection to the scope covered by a policy, you must "re-
register" the policy so that the new site collection will be included. This assigns the new object to the
SharePoint event handlers that watch for the actions covered by the policy. When a subsite is created
the event handlers are automatically propagated to the new site.

See Re-Registering a New Site Collection for a Policy.

ControlPoint User Guide
129

Using ControlPoint Policies to Control Your SharePoint Environment



Creating a ControlPoint Policy

Before creating a ControlPoint policy, it is recommended that you review Factors to Consider When
Creating ControlPoint Policies.

To create a ControlPoint policy:

1 Select the object(s) for which you want to create the policy.

2 Choose Automation > Create a ControlPoint Policy.

Create ControlPoint Policy = Select parameter(s) to act on @
Policy
Policy Rulez 2lec =
Policy Mame
clicy Dezcription

User Selection

Select Users for Policy

3 Complete the Policy section as follows:
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a) Select one of the Policy Rules. Use the information in the following table for guidance.

If you want to ...

control the creation
of all new sites

control the creation

ection

Isers for Policy

o
-
.
-
o
-
o
-
.
-
o
-
o

Zcan item for sensitive data when content iz
—daea

Then ...

select Control Subsite Creation.

Select Control Subsite Creation in Selected Template.

of sites based on one | Highlight each of the Site Templates you want to include in the

or more specific
templates

control the creation
of sites beyond a
certain depth

policy.
Site Templates

Business Intelligence Center (BICenterSite#0) |
Central Admin Site (CENTRALADMIN#0)

Charitable Contributions Web Database (ACCSRV#3)
Cnllahnratinn Partal MSPSPORTAL 20

1

Laml

REMINDER: The Site Templates list contains all of the templates
that have been deployed for the entire farm, and ControlPoint can
only "prevent" a policy violation by deleting the site soon after it is

created.

= Select Control Subsite Creation in Certain Depth.

= Enter the maximum Site Depth you want the policy to allow.

Policy Rules [Control Subsite Quota ']
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If you want to ...

control the deletion
of a site

control a subsite-level
qguota*

control the deletion
of documents and list
items*

control the creation
of content based on a
rule defined for your
organization

control the creation
of a list

control the deletion
of a list

Then ...

select Control Subsite Deletion.

= Select Control Subsite Quota.
= Enter the quota (in MB) that you want to set.

Policy Rules [Control Subsite Quota ']

Site Quota Size(MB)  500|

e . -

REMINDER: Subsite-level quotas do not supersede the quota set
for an entire site collection. That is, once a site collection quota is
reached, no more content can be added.

= Select Control Document/Item Deletion.

Policy Rules [Control Document/Ttem Deletion ']

[T Allow Attachments to be Deleted

= |f you want to allow attachments to be deleted from list items,
check the Allow Attachments to be Deleted box.
NOTE: If you leave this box unchecked, users subject to the policy
are prevented from both the item itself and any attachments to
items.

Select Control Content Creation (Custom).

Policy Rules

[Cnntrn\ Content Inserting v] Potential impact on performance

This policy will execute custom validation logic that has been
set up by the administrator.

REMINDER: You can only notify but not prevent content in
violation of the policy from being created for a policy that uses this
rule to be created, the ControlPoint Configuration Setting Content
Creation Policy URL (POLICYSERVICEURL) must contain the service
url for the rule. Details can be found in the ControlPoint
Administration Guide.

e Select Control List Creation.
e |f you want to limit the policy to certain types of lists, highlight
on or more List Templates.

Policy Rules IControI List Creation v] List Templates

Data Connection Library
Discussion Board

ml

Document Library
Events List

Gantt Tasks List -

e Select Control List Deletion.
e |f you want to limit the policy to certain types of lists, highlight
on or more List Templates.
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If you want to ... Then ...

Policy Rules List Templates
Control List Deletion - =ALL> :
Announcements List =

Contacts List
Discussion Board -

control the uploading | ¢ Select Control File Upload Size.

of any file that exceed | ¢  Enter an Upload Size Limit (in megabytes).
a specified size

Policy Rules [Cantrol File Upload Size ']

Upload Size Limit{MB) 10

control the changing | Select the applicable option from the drop-down:
of:

[Control Deleting a Permission Level "]
e Permissions <Selects
OR Control Subsite Creation

Control Subsite Creation in Selected Temnplate(s)

® Permissions Control Subsite Creation in Certain Depth

Levels Control Subsite Deletion
OR Control Subsite Quota .
. Centrol Decument/Item Deleticn
e SharePoint group ' Control Content Creation (Custom)
permissions or Control List Creation

Control List Deletion
group

c . '
membership { Control Adding Permissions % \

OR Control Deleting Permissions

Control Adding a Permission Level
Control Deleting a Permission Level
inheritance Control Updating a Permission Level
Control Adding a New Group

Control Deleting a Group

Control Updating Group Permissions
Control Users being Added to Groups
Control Users being Deleted from Groups
| Centrol Inheritance Breaking

1\C_cm trol Inheritance Resetting j

e Permissions

control the uploading | ¢ Select Control File Upload by Type.
of files of a particular | ¢  Enter one or more file type extension(s). (Enter multiple
type extensions as a semicolon-separated list.)

d List of File Extensions to

If Sensitive Content Manager is installed in your environent, you are a member of the
Compliance Administrators group, and the options are enabled

e submit a new A. Select Scan item for sensitive data when content is added.
document/item

. B. Select a Profile for the scan from the drop-down.
for scanning
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If you want to ...

whenever it is

added to a list or

library
AND

e have ControlPoint

automatically

Then ...

NOTE: Checked out files are not scanned. You can run a Checked
Out Documents analysis to identify these files. (When a file is
uploaded and checked in for the first time, it will be scanned as part
of a Scan item for sensitive data when content is updated or
saved policy.)

See also Using Sensitive Content Manager to Analyze SharePoint

apply a
Compliance
Action based on
the results of the

Content for Compliance.

scan.

e submita A. Select Scan item for sensitive data when content is updated or
document/item saved.
for scanning
whenever it is

B. Select a Profile for the scan from the drop-down.

NOTE: Checked out files are not scanned. You can run a Checked
in a list or library Out Documents analysis to identify these files. (When a file is

AND uploaded and checked in for the first time, it will be scanned as part

of this policy.)

updated or saved

e have ControlPoint
automatically
apply a
Compliance
Action based on
the results of the
scan.

See also Using Sensitive Content Manager to Analyze SharePoint
Content for Compliance.

*|f you are creating a policy to control subsite quota, content creation, or document/item deletion,
ControlPoint must process every event that the policy covers. Therefore, if the scope of the policy is
exceptionally large (for example, it covers an entire farm with hundreds of sites, lists, and libraries) or
the policy includes sites with a high volume of activity, performance of both ControlPoint and
SharePoint may be impacted.

b) Enter a Policy Name and Policy Description.
c) Select either or both of the options described in the following table.

If you want to ... Then ...

prevent users from violating the leave the Prevent box checked.

policy If you uncheck this box, the Notify box must be
checked, which means that users will be able to carry
out the controlled action, but a notification will be
sent to the violator and/or user(s) of your choice.

NOTE: The Prevent option is not available for
Control Content Creation.
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If you want to ... Then ...

have an email notification sent to one | check the Notify box.
or more specified users (and
optionally, the violator of the policy)

Complete the User Selection section as described in the following table.

REMINDER: Any user that the ControlPoint Application Administrator has specified as a "super
user" in the ControlPoint Configuration Setting Users to Exclude from All ControlPoint Policies

(CPPOLICYSUPERUSER) will be excluded from the policy regardless of whether that user is explicitly
included in the policy.

If you want the policy to Then ...

include all SharePoint select Restrict All.

users
User Selection

Select Users for Policy
@ Restrict All

™) Users/AD Groups
=) Permission Levels

= SharePoint Group Picker

include or exclude one or | ¢  Select Users/AD Groups.

more SharePoint usersor | e  Select either Apply policy to selected users or Exclude selected
Active Directory groups users.

e Select the user(s) and/or AD group(s) you want to include in or
exclude from the policy.

User Selection
Select Users for Policy
Restrict All
& Users/AD Groups @ Apply policy to selected users
o Exclude selected users
Permission Levels

SharePoint Group Picker

Users/Groups
AXCELERTEST \salessecure ;

exclude a specific e one of the Permissions Levels from the drop-down.

Permissions Level User Selection

Select Users for Policy
Restrict All
@ Users/AD Groups @ Apply policy to selected users
o Exclude selected users
Permission Levels
SharePoint Group Picker
Users/Groups
AXCELERTEST \salessecure ;

B
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If you want the policy to Then ...

REMINDER:
policy.

You cannot include a permissions level in a ControlPoint

include or exclude one or | @  Select SharePoint Group Picker.
more SharePoint groups | e Select either Apply policy to selected users or Exclude selected

users.
e Fromthe

Group Picker, select the SharePoint group(s) that you

want to include in or exclude from the policy.

Group Picker

Control-click to select multiple items from the left side. Right-click for additional options.

Available Ttems

Selected Items

Group: Show A 20105harePoint
Orphans
@) Clients
Name:
Q] 4] operations
URL: i s Operations - Root Site

2] aperations - 4] Operations Owners [Ful Cantrol,L

4! Operations Members [Contribute Limited Access]

41 Operations Owners [Full Control, Limited Access] (1]

[ <Romoe |
41 Operations Visitors [Read Limited Access]

If you checked the Notify box, select the Enforce Policy tab and complete the Distribution Details

as described in the following table.

If, when the policy is violated ... Then ...

you want an email sentto oneor | e
more specified recipients

you want a notification of the .
policy violation to be posted to a °
document library as a text file

In the Send To field, select the user(s) you want to
notify of a policy violation.

Complete the Subject and Message fields.

Complete the Subject and Message fields

Complete the Add to Library or List field as follows:

= Click [Select] to display the Destination Selection
Page pop-up dialog, and select a document library
from the Destination Farm Tree. (Note that only
lists and libraries within the current farm for which
you have Full Control access display).

= Select a library from the tree. (You can also enter a
full or partial Name or URL to narrow your
selection.)
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If, when the policy is violated ... Then ...

Destination Farm Tree You have selected: shared Documents (78) /A

o | coe |
URL:

A THIIN P
-2 Clients (7)

(O controlPoint (1)
~(7) Customers - 44847 (2)
© extranet (2)
~(T) Tntranet (4)
[&] Help Desk
] HR
[&] operations
~p Operations - Root Site
b Lists (2)
[ 3/Shared Documents (78)
: 1 Style Library
~(T) Portal (1)
(©) sharePoint - 80 (14) M
< >

H100% ~

o Click [OK] to dismiss the dialog and populate the field with
the full url path to the selected library.

NOTE: The title of the text file includes the Policy Name
along with a date and time stamp.
you want any policy violators to check the Send To Violator box.
receive an email notification
you want any policy violator to o Check the Use Custom Message To Violator box.
receive a customized message

e Complete the Subject and Message fields.

NOTE: If you leave this box unchecked, violators will
receive the same email as any other specified recipient(s).

6 Click [Run Now].
After the action has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the action and displays in the Results section.

See also The ControlPoint Task Audit.

Managing ControlPoint Policies

The Manage ControlPoint Policies action lets you view ControlPoint policies for a selected scope. You
can:

e view/edit the details of a ControlPoint policy

e delete a policy, and
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e re-register policies when a new Web application, site collection or subsite is added.

NOTE: If you are a Farm Administrator, you will be able to view all policies within the selected scope;

otherwise, you will only be able to view policies that you have created.

To manage ControlPoint policies:

1 Select the object(s) whose policies you want to manage).

2 Choose Automation > Manage Policies.

"Manage ControlPoint Policies = Select parameter(s) to act on @

Refresh Display | Delete selected policies Show Active palicies only

Re-register Selected Policies | Re-register All Policies i ]

Zelect | Edit | Paolicy Name | Active | Policy Description

| Paolicy Rulz

| Login

; Do Mo

Scan document: posted 10 HR

AR
o

bellum
bellum
bellum
bellum

bellum

All of the policies that apply to the selected scope display, along with the following information:

the Policy Name and Policy Description

= anindication of whether the policy is Active
= the Owner (creator) of the policy

= the policy's Created Date

= the user the policy was last Updated By.

3 If youwant to narrow the list to include only policies that meet specific criteria:

a) Specify one or more of the following filters:
= Policy Name contains
= Policy Rule

= Policy Owner

Using ControlPoint Policies to Control Your SharePoint Environment
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= Show Active policies only

Manage CaontrolPaint Palicies > Select parameter(s) to act on @

Policy Mame Contains Policy Rule:

Re-register All Policies (i ]

| Legin

Select All Refresh Display | Delete selected |

Zelsct | Edit | Policy Mame

bellum
bellum
bellum

psted 10 HR | It

bellum

adadaa

bellum
b) Click [Refresh Display]
Now you can:

e open a policy for viewing/editing

e re-register one or more policies

e delete one or more policies.

Viewing/Editing a ControlPoint Policy

From the Manage ControlPoint Policies interface you can access a ControlPoint policy whose details
you want to view or edit.

To access a ControlPoint policy's details:

From the Manage ControlPoint Policies table, click the policy's Edit icon ( ) ).

The Update ControlPoint Policy page opens in a separate browser window.
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To edit the policy:

1 Modify the appropriate fields as you would for Creating a ControlPoint Policy.

(& D2010f0undation:1818,"_\aycuts;axceIer,-*x:Poqu-'.aspx?SessionIcI:39a6cc97—3453—4(I)S—Sdab—1e980cl??Clzr-’lf&PoIicyIcI28&cm=t‘$f3 =

Update ControlPoint Policy = Select parameter(s) to act on @ [

PARAMETERS

Policy

EMFCRCE POLICY

Policy Rules | Control Subsite Creation h

REZULTZ

licy Name |Prevent creation of new intranet cites

Policy Description

User Selection

Select Users for Policy
R Aall

P Update

& Reset

& 1
2 To save changes click [Update].

Deleting ControlPoint Policies

From the Manage ControlPoint Policies page you can delete one or more ControlPoint policies.

NOTE: If you delete a policy, it will no longer be included in the ControlPoint Policies Report. You
can, alternatively, deactivate a policy—which would also give you the option of reactivating it at a
later time—via the Update ControlPoint Policy page.

To delete one or more selected ControlPoint policies:

1 Inthe ControlPoint Policies table, check the Selected box for each policy you want to delete.

If you want to delete all policies, click Select All. (Note that, if the ControlPoint Policies table
contains more than one page, policies on all pages will be selected).

2 Click [Delete selected policies].

Select All Refresh Display | Delete selected policies Show Active policies only Re-register Selected Policies | Re-register All Policies i ]

Select | Edit ‘ Palicy Mame | Active | Policy Description | Palicy Rule | Login Narri

|| L; Do Mot Let Development Group Create Zubsites in SharePeint 80 Contrel Subsite Creation bellum',ad
=TI
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Re-Registering a New Site Collection for a Policy

Whenever you add a Web application or site collection to the scope covered by a policy, you must "re-
register" the policy so that the new objects will be assigned to the SharePoint event handlers that
watch for the actions covered by the policy.

You can either:

e re-register one or more policies in real time (for example, as soon as a new site collection or
subsite is added)

OR

e schedule the re-registration of all policies to run either one time or on a regular basis (such as
nightly) to ensure that new site collections/subsites will always be added to policies.

‘anage ControlPoint Policies = Select parameter(s) to act on @
Policy Name Cor R ALl = | Policy Owr
[ -] & @

Refrezh Display | Delete selected policies Chow Active pelicies only Re-register Selected Policies | Re-register All Policies o

Celact | Edit | Policy Mame | Active | Policy Description | Policy Rule | Login
= . - harePoint 80 “re bellum
= bellum
=] Secumant: pottad o = bellum
= bellum
= bellum

To Re-register Selected Policies:

Use the information in the following table to determine the appropriate action to take.

If you want to re-register... Then ...

selected policies e Check the Select box each policy you want to re-register.
immediately* e Click [Re-register Selected Policies].
all policies immediately* click [Re-register All Polices].

all policies on a one-time or | e Open the Schedule Re-Register All panel.
recurring schedule e Schedule the re-registration to run at a later time and/oron a
recurring basis.
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Manage ControlPoint Policies @ [

SELECTION
. PARAMETERS
General Jab Information
- - - SCHEDULE RE-REGISTER ALL|
Job Name ‘Re—reglster all ControlPoint Policies
\ RESULTS

*CAUTION: Depending on the number and scope of the policies you are re-registering, the process
may be time- and resource-intensive.
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7

Managing SharePoint User
Permissions

ControlPoint includes a variety of value-added actions that facilitate the management of SharePoint
users, groups, and permissions:

These actions are accessible from various levels of the hierarchy, enabling you to act on a single site
collection or site, multiple site collections, sites, and/or lists within a Web application, or across the
entire farm.

EXCEPTION: You cannot use these actions to manage user permissions for the SharePoint Central
Administration site.

From the ControlPoint left navigation pane, you can also link directly to SharePoint pages for managing
users and permissions.

Accessing SharePoint Pages for Managing User
Permissions

The Users folder displays all of the users with direct or explicit permissions for a selected site collection
or site. You can link directly to the SharePoint pages for managing direct permissions of an existing
user or create a new user.

#[n] Users (5}
o X axcelertestiarthurmiller
- X axcelertest\gertrudestein

""" A axceleriestjzmesjoyce

- L ancelertestilangstonhughes

A axceleriestymargareimead

NOTE: Users do not display for sites whose permissions are inherited (as indicated by a 'D?D site icon).

If a user has permissions to the site collection/site via a group, permissions are managed at the group
level. See Accessing SharePoint Pages for Managing Groups.
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To view user permissions for the site collection/site in SharePoint

Click on the Users folder to access the SharePoint Permissions page for the site collection/site

>~ A\, Groups (3}

SharePoint

BROMSE | PERM
[
.
o o
Grant Create
Permissions  Group
Grant fodify
Home

Documents

Pages

James Joyce -

-

3 SHARE Yy FoLlow [0,

Permission Levels
q Access Reguest Settings

&g
d
3
] &

Site Collection Administrators
Check Manage

-

& There are limited access users on this site. Users may have limited access if an item

Site contents

Recycle Bin

# EDITLINKS

has been shared with them. Show users.
[} MName Type Permission Levels
[l Arthur Miller Use Full Control
[ Gertrude Stein Use Contribute
O James Joyce Use Full Control
[ Langston Hughes Use Contribute
[} Margaret Mead Usel Contribute
[ Sales Members SharePoint  Edit
Group
[} Sales Owners SharePoint  Full Control
Group

To view/edit information about a user in SharePoint:

Select a user name and choose Edit to access the SharePoint Edit Personal Settings page for that user.

SharePoint

BROWSE

Home

Documents

Pages

Site contents

Recycle Bin

# EDITLINKS

rsonal User Settings for User

Custojmers

User Information

Account

OtherMa (I

Trade Shows

[ Attach File | X Delete User from Site Collection

Revenue Projections

Edit

i:0#.wlaxcelertestygertrudastein

James Joyce

# EDIT LINKS

€Y SHARE 'y FOLLOW

QAServiceAcct

QAServiceAcct

)

L

Personal Settin

As an alternative to managing permissions through SharePoint, you can use ControlPoint value-added
features for managing user permissions. These features are especially useful if you want act on
multiple users and/or across multiple sites in a single operation.
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Accessing SharePoint Pages for Managing
Groups

The Groups folder displays all of the SharePoint and Active Directory groups with permissions for a site.
You can link directly to the SharePoint pages for managing an existing group or create a new group.

All groups with permissions for each site within a site collection display beneath the site. In the case of
SharePoint groups, the number of users within a group, as well as the group's permission level, displays
to the right of each group name.

A% Groups (4)
: 38 HR Members [Contribute] (7)
ﬁ HR Moderators [Moderaig]
-$8 HR Owners [Full Control] (3)
ﬁ HR Visitors [Read]

NOTE: Groups do not display for sites whose permissions are inherited (as indicated by the 'D?D icon).

You can view group membership by clicking on the plus sign (+) to the left of the group name.

To view/edit an existing group in SharePoint:

Click on a SharePoint group name to access the SharePoint People and Groups page for that group.

SharePoint HH 3 ! James Joyce

) SHARE Yy FOLLOW [T,
Pec
Groups New -  Actions » Settings ~
HR Members
C a About me Title
HR Visitors o
HR Owners ] Agatha Christie
More. ml Alex Haley
Home 0 Christopher Marlowe
Categories O Joannne Rowling
Members O John Irving
) Langston Hughes

About

To view/edit groups in SharePoint:

Click the Groups folder to access the SharePoint All Groups page, from which you can create a new
group for the site.
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Consult your SharePoint documentation for instructions on creating a group.

EP People and Groups: All Groups - Werk - Microsoft Edge — (] X

A Notsecure | cp-sp19-a-ss:d848/sites/HR/_layouts/15/groups.aspx A

HR (1) SharePoint ’ James Joyce

% HR (1) - Root Site

i o [ P ) SHARE Yy FoLlow [
Groups (4)

H> HR - People and Groups o

Groups .

dew - Settings -
HR Members
s Group Edit  About me
HR Visitors
Everyone L:?
HR Owners ST
= - .
e HR Members 57  Use this group to grant people contribute permissions to the Share
4 HR Moderators 57 Use this group to grant people moderate permissions to the Sharet
ome
Product Management o X HR Cwners 7 usethis group to grant people full control permissions to the Share
ategories
R&D (3) HR Visitors 52 Use this group to grant pecple read permissions to the SharePoint
Members
About

NOTE: If the Groups folder does not display for a root site or a site with unique permissions, no
groups have been granted permissions for it. To set up permissions for the first Group, navigate to
the People and Groups page through the SharePoint site. Once a group has been granted permissions,
the Groups folder will display in the ControlPoint left navigation pane as soon as you refresh the
SharePoint Hierarchy.

Setting User Direct Permissions

Set User Direct Permissions is a ControlPoint action that lets you grant users direct permissions to one
or more SharePoint sites, lists/libraries, and/or items. (The action will not, however, overwrite or
replace any direct permissions a user may already have.)

NOTE: If you want to add users to an existing SharePoint group, use the procedure for Adding Users
to SharePoint Groups.

In a multi-farm environment, direct permissions can be set across multiple farms.
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Setting Permission for Multiple Users Using a Wildcard

If a wildcard is used to select users, at the time you attempt to run, schedule, or save the operation a
pop-up dialog will display, warning that you may be running the operation on a large number of Active
Directory users and groups.

Permission Policy Test F]
Level: e -
Message from webpage @

Options for sites_f

[C] Propagate to al I.-"'_"‘-.I You specified a wildcard or profile property for this cperation. The
W results may include an extremely large number of Active Directory users
1 and groups. We recemmend that you select Backup site permissions

: pricr to running this action. Click Ok to run the action.

Choose User(s):
axcelertest™

| o || canca |

[ | Backup site permissions before operation

If you want to back up all permissions for the selected site(s) before running, saving, or scheduling the
operation and have not already elected to do so, click [Cancel] to cancel the operation and check the
Backup site permissions before operation box. To dismiss the dialog and run, schedule, or save the
operation, click [OK].

Because the action requires an Active Directory lookup, a full domain name must be specified in the
People Picker (that is, a wildcard cannot be used in place of the domain name or any part of it). For
example, axcelertest\* is supported, but *\marktwain is not. It also means that alternate
authentication methods (that is, other than Active Directory) are not supported.

To set user direct permissions:

1 Select the object(s) to which you want to grant user permissions.

2 Choose Users and Security > Set User Direct Permissions.
3 Complete the Parameters section as follows:

a) For Set Permissions for User(s), select the user(s) for whom you want to set direct permissions.
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b) Inthe Permission Level (Direct) drop-down, select a level from the list.

Permission Level:

F'atent Reviewer -
Any

Full Control

Design

Contribute

Read

Approve &
Patent Reviewer

View Only

Lin | = |

NOTE: All custom permissions levels that are currently assigned to at least one user within the
scope of your selection display in the drop-down. (In a multi-farm environment, this list is
populated from the permissions of the home farm.) If you want to assign a custom permissions
level that has been defined for a site collection but either is not currently in use or exists only on a
remote farm, you can type it into the drop-down.

c) If your selection includes one or more sites and you want the permissions to be applied to all
lists within the site(s) that have unique permissions, check the Propagate to All Lists with
Unique Permissions box.

d) If you have checked the Propagate to All Lists with Unique Permissions box and want the
permissions to be applied to all items within the list(s) that have unique permissions, check the
Propagate to List Items box.

NOTE: The "Propagate" options do not apply to lists that you selected explicitly. If you want to

include items within explicitly-selected lists, use the Include Children or Choose option in the
Selection panel. See also Selecting List Items on Which to Perform a ControlPoint Operation.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.
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Deleting User Permissions

Delete User Permissions is a ControlPoint action that lets you delete SharePoint user permissions from
one or more site collections/sites. You can also choose whether to:

e delete the user's entry from the selected site(s) (so that they no longer appear in the site's All People
list)

o delete alerts associated with the user

e delete the user's My Site site collection, and/or

® reassign a user's permissions to one or more target users before performing the deletion
EXCEPTION: You cannot reassign Site Collection Administrator privileges using this action.

NOTE: This action does not remove users from any Web application policies, workflows that may be
in effect, or Active Directory.

If a wildcard is used to select users, at the time you attempt to run, schedule, or save the operation a
pop-up dialog will display, warning that you may be running the operation on a large number of Active
Directory users and groups.

Permission

Policy Test A
Level: e o H

"
Message from webpage L&J

Options for sites _(
[C] Propagate to al I.-"'_"‘-.I You specified a wildcard or profile property for this operation, The
"W results may include an extremely large number of Active Directory users
and groups. We recommend that you select Backup site permissions
prier te running this action. Click Ok to run the action.

Choose User(s):
axcelertesty®

| Backup site permissions before operation

If you want to back up all permissions for the selected site(s) before running, saving, or scheduling the
operation and have not already elected to do so, click [Cancel] to cancel the operation and check the
Backup site permissions before operation box. To dismiss the dialog and run, schedule, or save the
operation, click [OK].

aK ] [ Cancel

CAUTION: Deleting Users from SharePoint Groups

The Delete User Permissions action will remove the selected user(s) from SharePoint groups in which
they are listed as a member. Because groups are defined at the site collection level and may be used
anywhere in the site collection, if you are performing the action on one or more individual sites that
includes groups that are used elsewhere in the site collection, the user(s) will lose permissions on
unselected sites within the collection as well.
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NOTE: This action does not remove users from Active Directory groups. Therefore, if a user is
granted permissions via an Active Directory group, those permissions will not be impacted.

Deleting Permissions from Lists, Folders, or Items with Unique
Permissions

When user permissions are added to a list, folder, or item that has unique permissions, SharePoint
automatically creates an entry for the user on its first non-inherited parent object and assigns a
permissions level of “Limited.” This entry will be deleted only if that parent object is included in the
scope of the action. If the parent object is not included in the scope, the following message will display
in the Task Audit:

User [user_name] permissions cannot be removed from [object _type] [object_name]. Go to the first

non-inheriting parent [object _type] to remove this permission.

To delete the permissions of one or more users:

1 Select the object(s) from which you want to delete permissions.

2 Choose Users and Security > Delete User Permissions.

3 For Delete All Permissions for User(s), select the user whose permissions you want to delete.

NOTE: Delete User Permissions is one of the ControlPoint actions that can be performed on
unvalidated users. (For example, you can delete the SharePoint permissions of a user that you
know has been removed from Active Directory or alternate authentication provider database.)
However, any individual user(s) entered into the Reassign Deleted Permissions to People Picker
must be validated.

4 Specify the remaining parameters as appropriate. Use the information in the table below for
guidance.

If you want to ... Then ...

remove the user(s) from the site check the Delete User Entries from the Site Collection

collection's People and Group list box. (If you leave this box unchecked, permissions will
be deleted but user entries will remain in the People and
Groups list).
NOTES:

e The action will not be carried out for explicitly-
selected objects that have unique permissions, as
removing a user from the People and Group list will,
by extension, also delete any other permissions the
user might have within that site collection.

e |f a user was granted permissions only through an
Active Directory group, that user may have an
"invisible entry" in the site collection's People and
Group list. This action will remove that entry.
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If you want to ...

remove only direct permissions and
retain permissions granted through
SharePoint group membership

reassign the permissions of the user(s)
to be deleted to one or more other
users

delete SharePoint alerts that have been
set for the user(s)

delete the user My Site site
collection(s)

Now you can:

Then ...

o If the Delete direct permissions only is selected, this
option becomes disabled. The removal of a user
from the site collection would remove all of that
user's permissions, including those granted through
membership in SharePoint groups.

check the Delete direct permissions only (Leave group
permissions intact) box.

NOTE: If Delete User Entries from the Site Collection is
selected, this option becomes disabled. Removal of a
user from the site collection would remove all of that
user's permissions, including those granted through
membership in SharePoint groups.

a. Check the Reassign Deleted Permissions to box.
b. Select the user(s) to whom you want to copy the
permissions.

¥| Reassign Deleted Permissions to:

James Joyce ;

NOTE: If you entered the name of more than one user in
the Delete Users field, the permissions of every one of
those users (if different) will be reassigned to the target
user.

check the Delete Alerts box.

check the Delete My Sites box.

e run the operation immediately (by clicking the [Run Now] button)

OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and
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e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

NOTE: If you chose to reassign permissions, the delete action will not be carried out unless the
permissions are successfully reassigned.

Duplicating a User's Permissions

Duplicate User Permissions is a ControlPoint action that lets you copy the permissions of one
SharePoint user to one or more others. Permissions can be copied for multiple site collections in a
farm or Web application, or for individual site collections and sites.

EXCEPTIONS:

e You cannot duplicate Site Collection Administrator privileges using this action. You also cannot
duplicate permissions that were granted via an Active Directory group (as an alternative, you can
simply add the new user(s) to the Active Directory group).

e At a list-level scope, you cannot duplicate user permissions to a member of a SharePoint group.

All of a user's permissions for a site collection, including any unique permissions for sites, lists, and
libraries, and items are copied. Any Web Application policy permissions are not copied, however.

NOTE: If your ultimate goal is to delete a user after copying his or her permissions to another user
(for example, if the user is leaving the department or company and is being replaced by someone
else), you can do so as part of the procedure for Deleting User Permissions.

In a multi-farm environment, a user's permissions can be duplicated across multiple farms.

If a wildcard is used to select users, at the time you attempt to run, schedule, or save the operation a
pop-up dialog will display, warning that you may be running the operation on a large number of Active
Directory users and groups.

Eerrr:ission Policy Test F]
evel: r Y
Message from webpage [&J

Options for sites _(

[ Propagate to al I "_"‘-.I You specified a wildcard or profile property for this operation. The
' results may include an extrernely large number of Active Directory users

and groups. We recommend that you select Backup site permissions
prior to running this action. Click Ok to run the action.

Choose User(s):
axcelertest\*

[ | Backup site permissions before operation

OK l ’ Cancel
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If you want to back up all permissions for the selected site(s) before running, saving, or scheduling the
operation and have not already elected to do so, click [Cancel] to cancel the operation and check the
Backup site permissions before operation box. To dismiss the dialog and run, schedule, or save the
operation, click [OK].

To duplicate a user's permissions:

1 Select the site(s) for which you want to duplicate permissions.

2 Choose Users and Security > Duplicate User Permissions.
3 Complete the Parameters section as follows:

a) For Model User Name, select the user(s) whose permissions you want to duplicate.

NOTE: Make sure that the permissions of the user you want to use as the model are
appropriate for the target user(s). Remember that you can review the permissions of the
model before continuing. If you entered the name of more than model user, the permissions
of every one of those users (if different) will be assigned to the target user(s).

b) For Duplicate Permissions To, select the target user(s).

c) If you want permissions of the model user(s) to replace those of the target user(s), check the
Delete existing permissions from target box.

NOTE: If you leave this box unchecked, model user permissions will be added to any existing
permissions.

M 1 [ 1 H Cala~ - e = = —— = 3
Duplicate User Permissions > Select parameter(s) o act on @

Now you can:

e run the operation immediately (by clicking the [Run Now] button)
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OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Cleaning Up User Permissions

The Clean-up Permissions action lets you analyze the permissions of individual users within site
collections and identify SharePoint Groups and/or Active Directory groups with matching permissions.

If you have chosen to include SharePoint groups in the action, you then have the option of moving
users with direct permissions into SharePoint groups with matching permissions in accordance with
SharePoint best practices. (Because Active Directory groups are managed independent of SharePoint,
you cannot use this action to add users to Active Directory groups.)

Before cleaning up permissions, it is recommended that you run a User to Group Analysis for more
detailed information about a user's direct permissions and the permissions of comparable SharePoint
groups.

NOTE: You can initiate a Clean-Up Permissions action from the site collection level of the SharePoint
Hierarchy only. However, you can include multiple site collections in your selection.

To clean up user permissions:

1 Select the site collection(s) for which you want to clean up permissions.
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2 Choose Automation > Clean-up User Permissions.

Clean-up User Permissions > Select parameter(s) to act on @

Choose User(s):

Hve Lirectary Laroups Get Permissions

Select the user(s) whose permissions you want to clean up.

If different from the default (Include SharePoint Groups only), check/uncheck the appropriate
option(s) to Include Active Directory Groups only or both Include SharePoint and Include Active
Directory Groups.

NOTE: At least one of these options must be checked.
Click [Get Permissions].

NOTE: Retrieving permissions is a resource-intensive process. Depending on the scope and
number of users you have selected, the operation may take a long time to complete. If you want
to cancel the operation, click [Cancel Get Permissions].

The following information is returned for each site collection and user within the scope of your
analysis:

e the user's login name and the number of unique (non-inherited) Direct Permissions they

currently have, and

e alist of SharePoint and/or Active Directory groups that are candidates for adding the user to—

that is, they have the same permissions or fewer

e the number of Matching Permissions between the user and group.

Note that, if the user is already a member of a group with matching permissions, a check mark will
display in the Group Member column.

Jser and Group Permissions

| Add to Group | Group ‘ Direct Permissions™ Matching Permissions™® Selected Permissions | Group Member

-

Site Collection: Alpha Snack Foods

-

User: axcelertest\williamshakespeare; Direct Perms Left : 7%; User Perms with no matching groups : 1
] Alpha Snack Foods Owners 3 3 0 (_)
a Beta Aquatics Owners 5 5 0
] CIA Owners 1 1 0
o Client List Owners 1 1 0
] Marketing Team 4 4 0
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To replace a user's direct permissions with membership in a
SharePoint group with comparable permissions:

Check the Add to Group box to the left of the SharePoint group to which you want to add the user.

NOTES:

o |f the user is already a member of the selected group, the action will delete the direct permissions
and retain his/her membership in that group. Otherwise, the action will add the user to the
selected group and delete his/her direct permissions.

e If you chose to include Active Directory groups, the action identifies—but does not allow you to
add to—matching groups. (If matching Active Directory groups are found, the Add to Group
checkbox will be absent.)

Note that when you check an Add to Group box, the Direct Perms Left count is decreased by the
number of matching permissions, and those permissions are added to the Selected Permissions
column.

NOTE: If the number of direct permissions that a user has is greater than the number of permissions
for the matching group, you may want to create a new SharePoint group for the remaining
permissions after completing the cleanup operation. The ControlPoint User to Group Analysis.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.
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Duplicating a Permissions Level

The Duplicate Permissions Levels action lets you copy a SharePoint permissions level as it is defined for
a selected site collection or site to one or more other site collections and/or sites. For target sites
that inherit permissions levels, you can choose whether to copy the permissions level to the root site,
skip any sites whose permissions level are inherited, or break inheritance and apply the permissions
level from the source site. You can also choose whether or not to override a permissions level of the
same name on a target site.

To duplicate a permissions level:

1 Select the site collection or site whose permissions level you want to duplicate.

NOTE: Unlike many other ControlPoint operations—which are initiated for target objects (that is,
objects that you want to act on)—you initiate the Duplicate List Properties operation by selecting
the source list (that is, the list you want to copy from).

2 Choose Users and Security > Duplicate Permission Levels.

3 From the Selection panel, select the site collection(s) and/or sites to which you want to copy the
permissions level, then click [Apply].

Duplicate Permission Levels = Select scope to act on @ Mext, define parameter(s) to act

-click to select multiple items from the left side. Right-click for additional

E Check check clude zll children of the itam.
Available Items Selected Items Clear A
+-[C] ff 2013SharePoint
Name: b () SharePoint - 80
URL: P [ Alpha Snack Foods
"O SharePoint - 80 (14) = . Alpha Snack Foods - Root Site

Alpha Snack Foods (4) 7 ST
- b Alpha Snack Foods (4) - Root Site
|\_-| Beta Aquatics (17)

el A

[ Client List

i[$] Delia Transporiation

7 halSkunkworks Project (2)
b [7] o7 Stay Fresh Packaging

< Remove

I§
W

m

(%] Epsilon Development

-1
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4 From the Select Permissions Level drop-down, select the permissions level you want to duplicate.

[¥a]
1]

Duplicate Permission Levels >

41}

Ct parameter(s) Io act on '@'

Duplicate Permission Level from Baking Technology

Select Permission _evel:[ Wlerts Assignment

- View Permiss

f target is inheriting permiz Alerts Assignment
Add Permission Level ff Contribute

Design

Patent Reviewer

Read

View Only

de Permission Level Definition (w

Break Inheritance (of

@ Do Not Break Inherital

7 Overr

N

Nen target nas same name as sol

If you want to open the SharePoint Permissions Level Page, where you can view and edit
permissions level for the source site, click the View Permissions Levels link.

5 Use the information in the following table to determine the appropriate If target is inheriting

permissions levels: selection.
If you want to ...
add the permissions level to the root site of each site

collection within the selected scope (and by
extension, to all subsites that inherit from it )

break permissions level inheritance of all sites within
the selected scope that have inherited permissions
and add the permissions level to each of those sites

skip the action for any sites that inherit permissions

Select...

Add Permission Level to Root Site.

Break Inheritance (of permissions and
levels).

Do Not Break Inheritance (Skip Action).

If you want to skip sites for which a permissions level with the same name already exists, uncheck
the Override Permissions Level Definition box.

If you leave this box checked and ControlPoint encounters a permissions level with the same name,
it will be overwritten with the permissions level definition from the source site.

TIP: If you leave the Override Permission Level Definition box checked, you may also want to
schedule the action to run on a recurring basis to ensure that any changes to the permissions level
definition on the source site will be applied to the target site(s).

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.
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If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Adding Users to SharePoint Groups

Add Users to SharePoint Groups is a ControlPoint action that enables you to add one or more users to
existing SharePoint groups.

In a multi-farm environment, users can be added to SharePoint groups on a single farm; either the
home farm or a remote farm.

Adding Multiple Users to SharePoint Groups Using a Wildcard

If a wildcard is used to select users, at the time you attempt to run, schedule, or save the operation a
pop-up dialog will display, warning that you may be running the operation on a large number of Active
Directory users and groups.

Permission Policy Test m
Level: - -
Message from webpage Iﬁ
Options for sites (|
[F] Propagate to al —

| \ You specified a wildcard or profile property for this cperation. The
W' results may include an extremely large number of Active Directory users
g ~ and groups. We recornmend that you select Backup site permissions

1 prior to running this action, Click Ok to run the action,

Choose User(s):
axcelertest\®

[ | Backup site permissions before operation

If you want to back up all permissions for the selected site(s) before running, saving, or scheduling the
operation and have not already elected to do so, click [Cancel] to cancel the operation and check the
Backup site permissions before operation box. To dismiss the dialog and run, schedule, or save the
operation, click [OK].

OK ] ’ Cancel

Because the action requires an Active Directory lookup, a full domain name must be specified in the
People Picker (that is, a wildcard cannot be used in place of the domain name or any part of it). For
example, axcelertest\* is supported, but *\marktwain is not. It also means that alternate
authentication methods (that is, other than Active Directory) are not supported.
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To add users to SharePoint groups:

1 Select the object(s) for which you want to add users to groups.

2 Choose Users and Security > Add User to SharePoint Group.
3 Select the SharePoint group(s) to which you want to add users as follows:

a) From the Available Items list, select the group(s) to which you want users and move them to
the Selected Items list.

Note that all groups defined for the entire site collection display beneath the root site. Groups
with unique permissions also display beneath the site granting those permissions. By default,
groups will display in this list if they have been assigned at least one permissions level.
ControlPoint Application Administrators can, however, configure ControlPoint to display groups
that do not have an associated permissions level. Details can be found in the ControlPoint
Administration Guide.

I I

Add User to SharePoint Group > Select scope to act on @

Control-click to sslect multipls items from the |eft side. Right-click for additional options.
Available Ttems | ?g;;gd Selected Items
< 20105harePoint
Group: [ Show Orphans (D) sharePoint - 50

Name: E 47 Alpha Snack Foods
URL: |y Mlpha Snack Foods - Root Site

Loh .
i Stay Fresh Packagin
0"'DD5 Skunkworks Project - o sty ang

"'D[PD Healthy Foods _El: Sales [Full Control,Contribute] (5)

i DPD Tofu Bars
"'n['an ‘fogurt Covered Pretzels
ﬂ"'D.Dg Stay Fresh Packaging

ﬁ Alpha Snack Foods Members [Contribute, Limited Access] (7
ﬁ Alpha Snack Foods Owners [Full Control Limited Access] (8)
ﬁ Alpha Snack Foods Visitors [Read Limited Access] (4)

- 41 5ales [Full Control Contribute] (5)
ﬁ Stay fresh [Gails PermissionLevel] (1)

LI

b) When you have finished adding groups to the Selected Items list, click [Apply].

4 Inthe Parameters section Choose User(s) field, select the user(s) that you want to add to the

groug(s).

Choose User(s):

[Margaret Meade ; Washington Irving

8, L

5 If you want to remove any user direct permissions from objects for which the selected group has
permissions, check the Remove matching direct permissions box.

V¥ Remove direct permissions (may extend operation time)

NOTE: Direct permissions for any objects within the scope of the action for which the selected
SharePoint group does not have permissions will be retained.
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Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Setting SharePoint Group Permissions

The Set SharePoint Group Permissions action lets you assign a permissions level to one or more
SharePoint groups within a single site collection or site.

By default, only groups that have existing permissions within the site collection can be selected. In
that case, the action adds to the existing permissions (it does not replace them). ControlPoint
Application Administrators can, however, choose to display- and allow the selection of- groups
that exist in the site collection but do not have permissions to the object. See the ControlPoint
Administration Guide for details on changing the ControlPoint Setting "Show SharePoint Groups
with No Permissions in Hierarchy.”

In a multi-farm environment, SharePoint group permissions can be set on a single farm; either the
home farm or a remote farm.

This feature is not available at the farm scope.

To set SharePoint Group Permissions

1 Select the site collection or site whose SharePoint group permissions you want to set.
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2 Choose Users and Security > Set SharePoint Group Permissions.

Select SharePoint Groups:

Control-click to select multiple items from the left side. Right-click for additional options. Check check-boxes to include all children of the item.
Available Ttems Selected Items Clear All
Group: gts;}a . aﬁ 20105harePoint
i)/ SharePaint - 80
Name: E d Beta Aguatics
URL: ' Beta Aquatics - Root Site
(] Beta Aquatics (25) - ‘- £ Alpha Snackfoods Owners [None] (1)
il Beta Aquatics - Root Site ‘E ‘
----- £ Alpha Snackfoods Owners [Mone] (1) i

""" ﬁ Beta Agquatics Owners [Full Control] (2)

I &

< Remove
""" ﬁ Beta Agquatics Visitors [Read] (2)

----- E Marketing Team [Design] (2)

..... ﬁ Policy Test Group [Policy Test] (2)
----- E Sales Team [Contribute] (4)

..... 4 viewers [View Only]

3 Select the group(s) to which you want to add permissions as follows:
a) From the Available Items list, select the group(s) to which you want to set permissions and
move them to the Selected Items list.

Note that all groups defined for the entire site collection that have at least one associated
permissions level display beneath the root site. Groups with unique permissions also display
beneath the site granting those permissions. Any group that does not have at least one
associated permissions level for the site collection or site will not display in the list.

TIP: If your Available Items list is particularly long, you may find it useful to narrow the scope
by searching based on Group name, site Name, and/or site URL) and searching for the group.

For example, if you want to narrow your scope to all group owners, enter "owner" in the Group
field.

b) Click [Apply].
4  From the Permission Level drop-down, select the permissions level you want to add to the group.
REMINDER: This action will add to, but will not replace, an existing permissions level.

Select SharePoint Groups:

Control-click to select multiple items from the left side. Right-click for additional options. Check check-boxes to include all children of the item.
Available Items Selected Ttems Clear all
Group: gtsha . aﬁ 20108harePaint
ir-{7)|SharePaint - 80
Name: m ﬂ Beta Aguatics
URL: .5 Beta Aquatics - Roat Site
& Beta Aquatics (25) = - ﬁ Alpha Snackfoods Owners [Mone] (1)
ir-p Beta Aquatics - Root Site ‘E
----- £ Alpha Snackfoods Owners [Mone] (1) L

""" ﬁ Beta Agquatics Owners [Full Control] (2)
< Remove

I 3

----- ﬁ Beta Aquatics Visitors [Read] (2)
..... 41 Marketing Team [Design] (2)

..... 31 Policy Test Group [Policy Test] (2)
----- 41 sales Team [Contribute] (4)

----- A8 viewers [view Only]
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NOTE: All custom permissions levels that are currently assigned to at least one user within the
scope of your selection display in the drop-down. (In a multi-farm environment, this list is
populated from the permissions of the home farm.) If you want to assign a custom permissions
level that has been defined for a site collection but either is not currently in use or exists only on a
remote farm, you can type it into the drop-down.

5 If your selection includes one or more sites and you want the permissions to be applied to all lists
within the site(s) that have unique permissions, check the Propagate to All Lists with Unique
Permissions box.

6 If you have checked the Propagate to All Lists with Unique Permissions box and want the
permissions to be applied to all items within the list(s) that have unique permissions, check the
Propagate to List Items box.

NOTE: The "Propagate" options do not apply to lists that you selected explicitly. If you want to
include items within explicitly-selected lists, use the Include Children or Choose option in the
Selection panel. See also Selecting List Items on Which to Perform a ControlPoint Operation.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)

OR

e complete the Enforce Policy section and schedule the operation to run at a later time.
OR

e save the operation as XML Instructions that can be run at a later time.

Deleting SharePoint Group Permissions

The Delete SharePoint Group Permissions lets you delete the permissions of one or more SharePoint
groups from a single site collection or site without removing its members or deleting the group itself.

NOTE: This action deletes all permissions currently assigned to a group. Once permissions have been
removed from a SharePoint group, the group will display in the SharePoint Group Analysis. Whether

or not the group continues to display in the SharePoint Hierarchy or any ControlPoint group pickers
depends on the Value of the ControlPoint Configuration Setting Show SharePoint Groups with No
Permissions in Hierarchy.

This feature is not available at the farm scope.

To delete SharePoint Group Permissions:

1 Select the site collection or site whose group permissions you want to delete.
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2 Choose Users and Security > Delete SharePoint Group Permissions.

Delete SharePoint Group Permissions > Select parameter(s) to act on ext, select

Select Shars

Control-click to sslect multipls items from the l=ft side. Right-click for 2dditional options.
Available Itemns Selected Items Clear 4
Group: Show Orphans -4 20135harePaint
Mame: E
URL:

ics - R

§ ~ y Test Group [Policy Test] (1)
- 48 Marksting Team [Design] (2)
ﬁ Policy Test Group [Policy Test] (1)
ﬁ Prometicns [Contribute] (1)
- 48 Sales Team [Contributs] (4) v
< >

Options for sites (and their containers):

O Propagate to all lists with unique permissions

3 Select the group(s) whose permissions you want to delete as follows:

a) From the Available Items list, select the group(s) to which you want to add users and move
them to the Selected Items list.

Note that all groups defined for the entire site collection that have at least one associated
permissions level display beneath the root site. Groups with unique permissions also display
beneath the site granting those permissions. Any group that does not have at least one
associated permissions level for the site collection or site will not display in the list.

TIP: If your Available Items list is particularly long, you may find it useful to narrow the scope
by searching based on Group name, site Name, and/or site URL) and searching for the group.
For example, if you want to narrow your scope to all group owners, enter "owner" in the Group
field.

b) Click [Apply].

4 If your selection includes one or more sites and you want the permissions to be deleted from all
lists within the site(s) that have unique permissions, check the Propagate to All Lists with Unique
Permissions box.

5 If you have checked the Propagate to All Lists with Unique Permissions box and want the
permissions to be deleted from all items within the list(s) that have unique permissions, check the
Propagate to List Items box.
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NOTE: The "Propagate" options do not apply to lists that you selected explicitly. If you want to
include items within explicitly-selected lists, use the Include Children or Choose option in the
Selection panel. See also Selecting List Items on Which to Perform a ControlPoint Operation.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Deleting SharePoint Groups

Use the Delete SharePoint Groups action to delete SharePoint groups from one or more site
collections/sites in the farm.

To delete one or more SharePoint groups:

1 Select the object(s) from which you want to delete SharePoint groups.

2 Choose Users and Security > Delete SharePoint Groups.
3 Select the SharePoint group(s) you want to delete as follows:

a) Select the group(s) from the Available Items list and move them to the Selected Items list.

Note that all groups defined for the entire site collection display beneath the root site. Groups
with unique permissions also display beneath the site granting those permissions.
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TIP: If your Available Items list is particularly long, you may find it useful to narrow the scope
by searching based on Group name, site Name, and/or site URL) and searching for the group.

Delete SharePoint Groups > Select scope to act on @

I
]
Y]
I

Selected Itemns
<-4 20135haraPoint
ﬂ:} sharzPaint - 80 (16)

[%] Gamma Radiation

2~ sharePaint - 80 (16)

| Alpha Snack Foods (4) =’ | Beta Aguatics

Beta Aguatics (16) 2+ %y Beta AQUatics - Root Site

¢ b-d) Beta Aguatics (16) - Root Site 4R Policy Test Group [Policy Test] (1)
Client List

b (%] Content Matrix Text
b [ Delta Transportation
I [Z] Epsilon Davalopment

b 1] £ Systams v

CAUTION: Because SharePoint groups are defined at the site collection level and may be used
anywhere in the site collection, if you are performing the action on one or more individual sites
that includes groups that are used elsewhere in the site collection, the groups will be deleted
from unselected sites within the collection as well.

b) When you have finished adding groups to the Selected Items list, click [Apply].
Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.
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See also The ControlPoint Task Audit.

Managing Permissions Inheritance

The ControlPoint Manage Permissions Inheritance action lets you break or restore permissions
inheritance of sites, subsites, lists, folders, and items across your SharePoint farm.

In a multi-farm environment, permissions inheritance can be managed across multiple farms.

SharePoint Objects Included in the Operation by Default

The following table identifies the SharePoint objects that are included in the Break/Restore Inheritance
operation by default.

Operation Scope Objects Included by Default
Restore e Farm All sites, subsites, lists, folders and items within the selected
Inheritance e Web scope.

Application, NOTE: You can use the Change Selection option if you want to
or exclude individual sites, lists, folders, and items.

e Sjte Collection

Site The site itself and all lists, folders and items within the site.
NOTE: If you have checked the Include Children box in the
Selection pane (that is, you want to include child sites of the
selected site), you can also choose to exclude the selected site
itself (so that child sites will inherit from it).

List The list itself.
NOTE: By default folders and items are not acted upon. You
can, however, use the Change Selection option to explicitly
select any folders, and items you want to include.

Break e Farm All sites and subsites within the selected scope.

Inheritance e Web NOTE: By default, lists, folders, and items are not acted upon.
Application, You can, however, use the Change Selection option to explicitly
or select any lists, folders, and items you want to include.

e Sjte Collection

Site The site itself and all subsites.
NOTES:
e By default, lists, folders, and items are not acted upon.
You can, however, use the Change Selection option to
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Operation Scope Objects Included by Default

explicitly select any lists, folders, and items you want to
include.

e |f you have checked the Include Children box in the
Selection pane (that is, you want to include child sites of
the selected site), you can also choose to exclude the
selected site itself (so that child sites will no longer inherit
fromit).

List The list itself.
NOTE: By default, folders and items are not acted upon. You
can, however, use theChange Selection optionto explicitly
select any folders, and items you want to include.

To manage permissions inheritance:

1 Select the object(s) for which you want to break or restore inheritance.

2 Choose Users and Security > Manage Permissions Inheritance.
3 Use the information in the following table to determine the appropriate action to take.

If you want to ... Then ...

restore permissions inheritance | select the Restore Inheritance radio button.

break permissions inheritance a. Select the Break Inheritance radio button.
b. Select whether you want to:

e Copy Permissions from Parent
OR

e Leave Permissions Empty.

@ Copy Permissions from Parent

Leave Permissions Empty

4 If you initiated the action at the site level and want to act only on child site(s), check the Include
Children only (exclude selected sites) box.

Include children only (excludes selected sites) &
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NOTE: This option is valid only if one or more sites (other than root sites) were explicitly selected.
Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Managing SharePoint Groups

ControlPoint Manage SharePoint Groups is a farm-level action that lets you propagate the permissions
and membership of a SharePoint group on one site with groups on one or more different sites in the
same farm. You can either:

e overwrite the membership and permissions of an existing group (but retain the group's name)

EXCEPTION: Permissions of a group within a list, folder, or item that has unique (non-inherited)
permissions will not be changed.

OR

e create a new group with the same name, membership, and permissions as the model group.

ControlPoint Group Management Terminology

Association - The relationship between the SharePoint group whose permissions and membership you
want to propagate and all of the groups to which you want to propagate them.

Model Group -The SharePoint group whose permissions and membership you want to propagate.

Dependent Group(s) - The SharePoint group(s) to which you are propagating the membership and
permissions of the model group. You "adopt" a new dependent group when you add it to an
association.
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Synchronize - The act of propagating permissions and membership of a model group to its dependent

groups. Whenever you synchronize groups within an association, the existing permissions and/or
membership of dependent groups are overwritten with those of the model group.

to model groups are not automatically propagated to dependent groups, you can schedule a

NOTE: Synchronization is a one-way process (that is, model to dependents only). Although changes

synchronization to run on a regular basis to ensure that model and dependent groups remain in sync.
You can choose to synchronize the permissions of the model group only, the group's membership
only, or both permissions and membership.
In a multi-farm environment, SharePoint groups can be managed for a single farm; either the home
farm or a remote farm.
To access the Manage SharePoint Groups workspace:
From the farm or Web Application level of the SharePoint Hierarchy, choose Automation > Manage
SharePoint Groups.
WManage SharePoint Groups > Select parameter(s) to act on @
Association b{ Name| Group Name | Group Description Site Marmne Site LRL Permissions ‘ # User# Details
Alpha Snack Edit Alpha Snack Use this group to grant people Alpha Snack http://2010foundation:118 Contribute 3 View
Company Blc Edit = Company Blc Use this group to grant people Company Blc http://2010foundation:400 Read 0 View
ControlPoint Edit =~ ControlPoint This group is for ControlPoint ; ControlPoint  http://2010foundation: 181 Full Control 2 View
Operations € Edit =~ Operations € Use this group to grant people Operations = http://2010foundation:400 Full Control 1 View

Create New Association Dissolve Association Delete Association and Groups

Group Name | Site Name ‘ Site URL Sync Memq Sync Perm4 Adoption Dat‘ Details
ALPHA SNACKFOODS MEMBERS = Diogenes Patent Attorneys http://extranet:28732 06/12/2012 View
ALPHA SNACKFOODS MEMBERS =~ Meadowbrook Construction LLC  http://2010foundatior [ 06/12/2012  View

The top grid lists all existing associations with the following information:

the Association Name

a link that enables you to Edit the Association Name.

the model Group Name

the Group Description (as specified in SharePoint Group Settings page)

the Site Name and Site URL where the model group resides

Permissions associated with the group

the # of Users with Permissions for the group

ControlPoint User Guide

Managing SharePoint User Permissions

170



o a Details link that lets you open the SharePoint People and Groups page for the model group.

When you select a group in the top grid, the bottom grid lists all of the dependent groups in the
association, along with the following information:

the dependent Group Name

the Site Name and Site URL where the dependent group resides

the Adoption Date (that is, the date the dependent group was added to the association)

a View Details link that lets you open the SharePoint People and Groups page for the dependent
group.

Now you can:

e Associate a SharePoint Group from One Site with Other Sites

e Maintain SharePoint Group Associations

e Dissolve Group Associations and/or Delete SharePoint Groups.

Associating a SharePoint Group from One Site with Other
Sites

Factors to Consider Before Associating Groups

e Agroup can be a member of only one association; either as a model or a dependent.
e Adependent group cannot be created on a site that inherits permissions from its parent.

e |f the permission level of the model group does not exist in the target site collection, it will be
created there.

o |f the owner of the model group is either a valid "user" or a SharePoint group that exists in the
target site collection, that user or group will become the owner of the dependent group. If the
owner is not a valid user (for example, a SharePoint group or built-in account such as
SharePoint\system or NT AUTHORITY\authenticated users) or is a SharePoint group that does not
exist in the target site collection, the user requesting the action will become the owner of the
dependent group.

EXCEPTION: If the dependent group already exists in the target location (that is, you are not
creating a new group), group ownership will remain unchanged.

To create a new association:

1 From the Group Management workspace, click [Create New Association] to display the model
group picker.

NOTE: By default, the left side of the picker includes Web Applications within the selected scope.
You can, however, check the Expand Scope box to include all Web Applications within the farm.
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Manage SharePoint Groups > Select parameter(s) to act on @

COne naw dependant has been adopted.

Association 4 Name‘ Group Mame | Group Description Site Mame Site URL Permissions ‘ # User% Details
Alpha Snack Edit Alpha Snack Use this group to grant people Alpha Snack http://2010foundation:118 Contribute 3 View
Company Blc Edit ~ Company Blc Use this group to grant people Company Blc http://2010foundation:40C Read 0 View
ControlPoint Edit =~ ControlPoint This group is for ControlPoint | ControlPoint http://2010foundation:181 Full Control = 2 View
Operations ( Edit =~ Operations C Use this group to grant people Operations  http://2010foundation:40C Full Control 1 View

iation and Groups

Control-click to select multiple items from the left side. Right-click for additional Check check-boxes to include zll children of the

options.

Available Itemns

Ceoune

item.

2 Use the information in the table below to determine the appropriate action to take.

Selected Itemns Clear all

If you want to ...

Then ...

use an existing group as the
model

select the group that you want to use as a model from the left
ane and move it to the right pane.
NOTE: You cannot select a group that already belongs to an
association (either as a model or a dependent).

create a new group to use as a
model

a. Select the site within which you want to create the model
group in the left pane.
b. Click [Create New SP Group].

reate New Association Synchronize Nol

Die As

Group: Sh

Name:

b~ Clients- 12142 (7)

- [] customer Portal
H roup.
| Customer Portal - Root Site g

. Shared Documents
- () RS- 44294 (1)

@ Calendar

[+(T7) SharePaint - 80
Tasks

Team Discussion

Site Contents

# EDIT LINKS
¥

Create New SP Group Owner

Control-click to select multiple items from the left 5| ER?'R?“S\S{%‘PHddiUDHm aptions. Check check-boxt

URL: H Home # EDIT LINKS
i QAZ013FOUNDATIO >
. @) People and C

() customers- 14693 (1) Home Name and About Me Description

Site Pages Type a name and description for the
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If you want to ...

3 Click [Create Association].

Then ...

c. Complete the appropriate fields on the SharePoint New

Group page.

d. Click [Create] to close the page.
The group you just created will now be available for selection in

the model group picker.

The model group displays in the grid at the top of the workspace with the following information:

= Association Name (This is, by default, the name of the model group. You can, however click the
Edit Assoc. Name Edit link and specify a different name.)

= Group Name and Group Description (as specified on the SharePoint Group Settings page)

= Site Name and Site URL
=  Permissions level(s)

=  # Usersin the group.

Association Name| Name| Group Mame | Group Description

| Site Name

‘ Site URL

| Permissions | # User4 Details

Alpha Snackfood: Edit

Alpha Snackfoc Use this group to grant people contribu Alpha Snackfoo http://2010foundation:11808/sil Contribute

3 View

To open the SharePoint People and Groups page for the group, click the View link in the Details

column.

New Dependents ’

Adopt

Scroll to the bottom of the workspace.

Disconnect Selection

Available Items
Group:
MName:
URL:

«-4 20135harzPoint

P Clients (7)

& ControlPoint (1)
ustomers - 44847 (2)
& Extranet (2)

B Intranet (4)

D New Content D8

P Portal (1)

Click [Adopt New Dependents] to display the dependent group picker.

Delete Selection

Selected Items

6 Use the information in the following table to determine the appropriate action to take.
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NOTE: By default, the left side of the picker includes Web Applications within the selected scope.
You can, however, check the Expend Scope box to include all Web Applications within the farm. If
you want to associate a dependent group in a newly-created site, it may take several minutes for

the site to appear in the picker.

If you want to ...

associate one or more existing
groups with the model group
NOTE: When you choose this
option, the name and owner of
the dependent group will
remain the same, but the
membership and permissions
will be overwritten with those
of the model group.

create a new group to
associate with the model group
NOTE: When you choose this
option the name, membership,
and permissions of the
dependent group will be the
same as those of the model

group.

7 Click [Apply].

Then ...

select the group(s) from the left pane and move them to the

right pane.

Control-click to select multiple items from the left side. Right-click for additional options.

Expand
Scope

Show
Orphans

Name: o]

URL:

Group:

@) Cients ()
1+ [E] Aipha Snackfoods (3)
(%] company Elog
1[&] ControlPoint Configuration Sit=
1 [E] Help Desk
cEm
B R -Root Site
(5] Operations
47 Operations - Root Site:
Status Check

< Remove

Clear All
% 2010SharePaint
@ dients

P HR
HR -Roat Site
43 R Members [Contribute]

Operations

Operations -Root Site

41! Operations Members [Contribute,Limited Access]

T

select the site within which you want to create the dependent
group and move it to the right pane.

Control-click to select multiple items from the left side. Right-click for additional

options.

Expand
Scape

Show
Orphans

Name: E

URL:

Group:

) dlients 7y
i Alpha Snackfoods (2)

ompany Blog
ontrolPoint Configuration Sitz
ielp Desk

3

perations

oilp Operations - Root Site

[ status Check

< Remove

Clear All
+[7] ffy 20105harePoint
i~ [F1(D) clents
E Help Desk

Apply

By default, both group membership and permissions are synchronized. However, if you want to
synchronize only permissions or membership, uncheck the other option.

) Site Sync Sync )
Group Mame Site Mame URL Membership P aTisSIons Adoption D
MEADCWEROOK MEMBERS Meadowbrook http:/f... 01/19/2012
VIEWERS PshellUser http: f15/2012

Now you can either:

e synchronize model and dependent group(s) immediately, (by clicking [Synchronize])

ControlPoint User Guide
174
Managing SharePoint User Permissions



OR

e complete the Schedule Synchronization section and schedule the synchronization to run at a later

time or on a recurring basis.

TIP: Schedule the synchronization to run on a recurring basis if you want to ensure that groups
remain in sync.

Maintaining SharePoint Group Associations

Synchronizing Associated SharePoint Groups

When you create a new association, the membership and site-level permissions associated with the
model group are copied to the dependent group(s) as part of the operation. To copy future changes to
group membership or permissions, you must synchronize the model group with its dependents.

TIP: You can run a synchronization on a regular schedule, to ensure that groups remain in sync.

Synchronization applies to an entire association (that is, any changes to the model group will be
propagated to all dependents in the association). Keep in mind that that, when you synchronize an
association, any changes that have been made directly to a dependent group will be overwritten.

To synchronize associated groups:

1 Inthe Group Management workspace, highlight the model group (in the top grid) whose
dependents you want to synchronize.

2 Either
= synchronize groups immediately, by clicking the [Synchronize] button

OR

= schedule the synchronization to run at a later time and/or on a regular schedule.

NOTE: You can only synchronize (or schedule a synchronization for) one association at a time, and
you cannot schedule a synchronization for a newly-created site until ControlPoint Discovery has been
run.

Dissolving Group Associations and Deleting SharePoint
Groups

You can:

e dissolve an association, and either:

= retain the model and dependent groups in their respective SharePoint sites
OR

= delete the model group and all of its dependents from their respective SharePoint sites
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e disconnect one or more dependent group(s) from an association, and either:
= retain the group in the SharePoint site

OR

= delete the group from SharePoint.

To dissolve an association and retain model and dependent groups
in SharePoint

1 Inthe Manage SharePoint Groups association (upper) grid, highlight the association that you want
to dissolve.

2 Click [Dissolve Association].

Association Name| Name| Group Mame | Group Description Site Mame Site URL Permissions | # User4 Details
Alpha Snackfood: Edit = Alpha Snackf Use this group to grant peop Alpha Snackf http:/y ol ecandescac1180 Contribute 3 View
Company Blog Vi: Edit  Company Blo Use this group to grant peop Company Blo http://sr S st starc 4004 Read 0 View
ControlPoint Appl Edit = ControlPoint ; This group is for ControlPoint ControlPoint  http://28 1 B et 1818 Full Control | 2 View
Operations Owne Edit = Operations O Use this group to grant peop Operations  http://o 1= @ n:4004 Full Control 1 View
Create New Association Synchronize Mow Delete Association and Groups
Group Mame Site Name Site URL | Sync Memq Sync Permi{ Adoption Dati Details
ADMINISTRATORS ControlPoint Configuration Site It/ B il 1 Filyald  View

Both the association model and dependent groups are:

e removed from the grids

e retained in their respective SharePoint sites.

To dissolve an association and delete model and dependent groups
from SharePoint

1 Inthe Manage SharePoint Groups association (upper) grid, highlight the association that you want
to dissolve.

2 Click [Delete Association and Groups].
Both the association model and dependent groups are

e removed from the grids

e removed from their respective SharePoint sites.
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To disconnect dependent groups from an association and retain
the groups in SharePoint:

1 Inthe Manage SharePoint Groups association (upper) grid, highlight the association from which you
want to disconnect dependent group(s).

2 Inthe dependent (lower) grid, highlight the group(s) that you want to disconnect.

3 Click [Disconnect Selection].

Association Name| Name| Group Name | Group Description | Site MName | Site URL Permissions | # User% Details
Alpha Snackfood: Edit | Alpha Snackf Use this group to grant peop Alpha Snackf http:// T8 e mfsden: 1180 Contribute 3 View
Company Blog Vii Edit  Company Blo Use this group to grant peop Company Blo hitp://30 #mpreferms 14004 Read 0 View
ControlPoint Appl Edit = ControlPoints This group is for ControlPoint ControlPoint | http://2% | Momecis®en: 1818 Full Control | 2 View
Operations Owne Edit =~ Operations O Use this group to grant peop Operations | http:// TR sl aiarc4004 Full Control | 1 View
Create Mew Association Synchronize Noy Dissolve Association Delete Association and Groups

Group Name | Site Mame | Site URL | Sync Memh{ Sync Perm4 Adoption Datl Details
ADMINISTRATORS ControlPoint Configuration Site http:// 28 | Eepeciieren : 1¢ BILETLE  View

Adopt New Dependents

The selected dependent groups are:

e removed from the grid, and

e retained in SharePoint sites.

To disconnect dependent groups from an association and delete
them from SharePoint:

1 Inthe Manage SharePoint Groups association (upper) grid, highlight the association from which you
want to disconnect dependent group(s).
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2 Inthe dependent (lower) grid, highlight the dependent group(s) that you want to disconnect.

Association Name| Name| Group Mame | Group Description | Site Mame | Site URL | Permissions | # User4 Details

Alpha Snackfood: Edit ~ Alpha Snackf Use this group to grant peop Alpha Snackf http://7 8 /s méséen:1180 Contribute | 3 View

Company Blog Vi: Edit Company Blo Use this group to grant peop Company Blo http://3] #mpralsimm 4004 Read 0 View

ControlPoint Appl Edit = ControlPoint. This group is for ControlPoin: ControlPoint = http://5 | Meowscdsem:1818 Full Control | 2 View
1

Operations Owne Edit = Operations O Use this group to grant peop Operations = http://THE0 %l M 4004 Full Control View

Create New Association Dissolve Association Delete Association and Groups

Group Mame | Site Name | Site URL | Sync Memt:{ Sync Permq Adoption Dat| Details

ADMINISTRATORS ControlPoint Configuration Site hittp :// 280 | e - 1¢ BILELE  View

Adopt Mew Dependents Delete Selection

3 Click [Delete Selection].
The selected dependent groups are:

e removed from the Group Management grid, and

e removed from SharePoint sites.

Backing Up and Restoring Site Permissions

The ControlPoint Backup Permissions action lets you back up the permissions of one or more
SharePoint sites, which includes:

e permissions granted to users or groups specified in Active Directory or other authentication
providers

e permissions granted to SharePoint groups

e membership in SharePoint groups.
The following are not backed up:

e Permission level definitions
e SharePoint group definitions

e Active Directory group membership
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A separate backup is created for each site within a site collection. For example, if you choose to back
up a site collection that contains multiple subsites, a separate backup will be made of the root site and
each subsite.

In a multi-farm environment, permissions backups can be created and managed for the home farm
only.

Restoring Permissions from a Backup

You can restore permissions from a backup using the ControlPoint Manage Permissions Backups
feature. You can choose whether or not to restore SharePoint groups that have been deleted,
membership in SharePoint groups, and/or Site Collection Administrators.

Changes that are made between the time when permissions are backed up and restored are handled as
follows:

e |f an object had unique permissions at the time of the backup has since been made inherited, the
unique permissions will be restored.

e |f a site has been deleted since the backup was made, it will be skipped.

e |f it can be determined that a user no longer exists (on the site, Active Directory group, server etc.),
permissions for that user will not be restored.

e Any new list or list item has been added since the backup was created will remain intact.

e The permissions of any user who was given direct permissions since the backup was created will be
deleted (the user(s) will remain in the SharePoint All People list, however). If you choose to
restore group membership, any users added to a SharePoint group since the backup was created
will not be deleted. Because SharePoint groups are defined at the site collection level, deleting a
user would remove the user's permissions to all sites within the collection that use that group.

Backing Up Site Permissions

Use the ControlPoint Backup Permissions action to back up permissions on one or more SharePoint
sites, to maintain the integrity of site security throughout your farm.

For example, you may want to back up permissions:

e forthe entire farm on a regular basis (such as weekly)
e to have a "snapshot" of the original permissions set up for a newly created site

e before performing an administrative action that may compromise site security settings.

Permissions are backed up site by site, with permissions for each individual site saved as a separate line
item in the data table xcPermissionsbackup—in the ControlPoint Service (xcAdmin) database —along
with the date and time of the operation. Definitions of permissions levels are not backed up.

NOTE: Depending on the scope of the operation and the number of objects (sites, lists, and/or list
items) with unique permissions, the permissions backup process can be time-consuming and resource-
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intensive. Therefore, it is recommended that you perform the operation—or schedule the operation
to run—when system usage is low.

To back up site permissions:

1 Select the object(s) containing the sites whose permissions you want to back up.

2 Choose Users and Security > Backup Permissions.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)
OR

e complete the Enforce Policy section and schedule the operation to run at a later time.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Restoring Site Permissions from a Backup

Use the Manage Permissions Backups action to restore user permissions for one or more sites whose
permissions have been backed up. You can choose whether or not to restore from the backup:

e SharePoint groups that may have been deleted
e the membership of SharePoint groups, and/or

e the Site Collection Administrator.

REMINDER: Permissions That are Restored/Not Restored

e Definitions of permissions levels cannot be backed up, and therefore cannot be restored. If a
permissions level was deleted from a site since the Backup Date, an error will be reported.

e Any sites that have been deleted since the Backup Date will not be restored, nor will permissions
for users who are no longer valid on the server or in Active Directory (that is, user accounts that
have been deleted or disabled in Active Directory).
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For any object that currently that has unique permissions but had inherited permissions as of the
Backup Date, inheritance will be restored. Conversely, for any object with unique permissions that
had inherited permissions as of the Backup date, the unique permissions will be restored.

The permissions of any user who was given direct permissions since the Backup Date will be
deleted. If you choose to restore group membership, however, any user added to a SharePoint
group since the Backup Date will not be deleted, as that user may have permissions to other sites in
the collection via membership in the group.

Any lists and list items created after the Backup Date will remain intact.

To restore permissions backups:

1
2

Select the object(s) whose permissions you want to restore.

Choose Users and Security > Manage Permissions Backups.

Manage Permissions Backups > Select parameter(s) to act on @

Show Backups from B © | show Backups until B Q

Select | Backup Date WEB URL Site Collection Web Web Application

[ 7/16/2 12:24:30 PM Client List Client List SharzPoint - 20 .
O 7/16/2 12:25:09 PM ‘site Alpha Snack Foods Alpha Snack Foods SharzPoint - 20

O 7/1B/2 12:25:19 PM /site| Alpha Snack Foods ...Baking Technology SharePoint - 80

[ 7162 12:25:26 Pm ‘it Alpha Snack Foods ....Bkunkwaorks Project SharePoint - 20

O 7/16/2 12:25:29 PM ‘site Alpha Snack Foods 80

O T/16/2 12:25:37 PM ‘site Alpha Snack Foods 80

The Show most recent backups for each site box is checked by default and only the most recent
backup for each site within the scope of your selection will display. You can, however, check or
uncheck this box as needed.

If you want to narrow the list to backups to a specific date range:

a) Select a Show Backups from and Show Backups until date (E) and time (@ ).
b) Click [Refresh Display].

4 Check the appropriate restore option(s):

= Restore groups - Check this box if you want any SharePoint groups (and group membership) that
have been deleted since the Backup Date to be restored. If you leave this box unchecked,
groups will not be restored.

= Restore users to groups - Check this box if you want to restore membership in SharePoint
groups that may have changed since the Backup Date. (That is, any deleted users will be
restored. Users that have been added to group since the Backup Date will not be deleted,
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however.) If you leave this box unchecked, only members that have been added to the group
since the backup date (if any) will be retained.

REMINDER: Users who are no longer valid on the server or in Active Directory will not be
restored.

= Restore Site Administrator - Check this box if you want to restore the Site Administrator(s) that
existed as of the backup date. If you leave this box unchecked, the current Site Administrator(s)
will be retained.

5 Highlight the row(s) containing the backups from which you want to restore permissions. To select
multiple backups, use the [Shift] and [Ctrl] keys in the conventional manner.

Now you can:
e run the action immediately, (by clicking the [Restore from selected backup] button)
OR

e schedule the restore to run at a later time

OR

e generate an xml file with instructions that can be run at a later time (by clicking [Save Instructions
for Restore]).

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Deleting Permissions Backups

From the Manage Permissions Backups interface you can delete one or more permissions backups.
You can also purge all backups created before a specified date.
NOTE: If you want to narrow the list to backups to a specific date range, select a Show Backups from

and Show Backups until date (:) and time (), then click [Refresh Display].
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IManage Permissions Backups » Select parameter(s) to act on @

Show Backups from © | show Backups until

Show most recent backup for e =
Select | Backup Date » WEB URL site Collection Web Web Application
O 7/16/280 12:24:30 PM T v Cliznt List Cliznt List SharePoint - 20 A
O 7/16/2000 12:25:08 PM Alpha Snack Foo 20
O 71642 ...Baking Technolog 80
O 7/16/2700 12:25:26 PM .Skunkw 30
O 7/16/2550 12:25:29 PM <o HeltDY 80
O 7/16/2550 12:25:37 PM Tofu B harePoint - 80

To delete selected backup(s):

1 Inthe Select column, check the box beside each backup you want to delete.*

2 Click [Delete selected backups].

You will be prompted to confirm the deletion before the operation is carried out.

To delete all backups:
1 Click [Select All].*
2 Click [Delete selected backups].

You will be prompted to confirm the deletion before the operation is carried out.

*NOTE: If you want to de-select currently selected backups, click [Reset].

To purge all backups created before a specific date:

1 Scroll to the bottom of the Manage Permissions Backups page.

2 For Purge all Backups in the Farm before this date, select the earliest date for which you want to
retain permissions backups.

3 Click [Purge].

Purge all Backups in the Farm before this date 8/27/2018 ) @
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Duplicating Security from One Site to Others

The Duplicate Site Security action lets you to copy the security settings (users, groups, and
permissions) of a SharePoint site to one or more other sites within the same farm. This may be useful,
for example, if you have created one or more new SharePoint sites and want them to have the same
users, groups, and permissions as an existing site.

You also have the option of backing up destination site permissions before the Duplicate Site Security
action is carried out.

In a multi-farm environment, site security can be duplicated within a single farm; either the home farm
or a remote farm.

Factors to Consider before Duplicating Site Security

e Duplicate Site Security is a one-time action. Any ongoing changes to permissions on the source site
will not be replicated to the destination site(s). You can, however, schedule the actionto runona
recurring basis.

e The action will replace the list of users with direct permissions on a destination site with that of the
source site.

e Any permissions level referenced in the source site that does not exist in the destination site
collection will be created there as a custom permissions level (even if it exists as a SharePoint
default permission level in the source site collection). If custom permissions levels with the same
name but different definitions exist in both locations, you can choose whether or not to overwrite
the definitions in the destination site collection.

e |f you duplicate security to a site that inherits permissions from its parent, that inheritance will be
broken and it will become a site with unique permissions that have been copied from the source.
Conversely, if you duplicate security to a parent site, child objects with inherited permissions will
inherit the new permissions that have been copied from the source.

e You have the option of duplicating permissions (and breaking any existing inheritance) to target
lists with identical names (for example, Calendar to Calendar; Shared Documents to Shared
Documents). You cannot, however, duplicate permissions of list items.

e Any list with unique permissions on the destination site that does not exist in the source site will
remain intact.

How "Matching" Groups Are Handled

SharePoint groups that include the name of the source site (such as Owners, Members, and Visitors)
will be matched to equivalent groups on the destination site, using the destination site name. (For
example, Source Owners will be matched to Target Owners and so on.) Whenever a "matching" group
already exists on the destination site, the action can:

e add members of the source group to the target group, if they are not already there
ControlPoint User Guide

184

Managing SharePoint User Permissions



OR

e replace members of the target group with members of the source group
OR

e |eave the target group membership unchanged.

If a group on the destination site has a matching name but the permissions level is different,
ControlPoint will replace the permissions level of the destination group with that of the source group.

Other group settings, including Group Owner, will not be changed.

If a matching group is not found at the destination:

It will be created—using the name of the destination site—and the membership will be copied from the
source. Additional settings will be handled as described in the following table.

Setting Action That Will be Taken

Group Owner ControlPoint will attempt to use the group owner—which may be either an
individual or another SharePoint group—from the source site (provided that
owner already exists on the destination site). If the owner does not exist at
the definition, the ControlPoint user who is performing the action will become
the group owner.

Other group settings | the SharePoint default values will be used (regardless of whether they match
the settings for the source group).

To duplicate site security:

1 Inthe SharePoint Hierarchy, select the site whose security you want to duplicate.
NOTE: This action is only available at the site level.
2 Right-click and choose Users and Security > Duplicate Site Security.

3 If youwant to back up permissions on the destination site(s) before performing the duplicate
action, check the Backup site permissions before duplicating box.

NOTE: If you check this box and encounter issues with the operation, you can restore permissions
from the backup using the procedure for Restoring Site Permissions from a Backup.

4 If you want custom permissions level definitions from the source to replace any in the destination
site collection that have the same name, leave the Replace custom permission level definition if it
is not the same in the target box checked.

NOTE: If you uncheck this box, existing custom permissions level definitions will not be changed.

5 If you want permissions of source site lists to be carried over to destination site lists of the same
name, leave the Duplicate permissions on lists with matching names checked.

NOTE: If you uncheck this box, permissions for lists with matching names will not be changed.
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6 Specify how you want the action to proceed When a matching group name is encountered:

= Add members from source site if they are not already in target site

OR

= Replace members with members from source site
OR

= Leave existing group membership as is

7 From the Available Items list, select the site(s) to which you want permissions duplicated and move
them to the Selected Items list.

Selected ftems

Source
selection

Target
4~ R&D - Root Site Selection

[ | Products

- JalProducts

8 When you have finished selecting sites, click [Apply]

Now you can:

e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose the Run Now, option, after the operation has been processed:

e a confirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.
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8

Data Analysis and Reporting

ControlPoint offers several advanced tools for analyzing data in the SharePoint environment, including:

e asummary of components and statistics at different levels of the SharePoint Hierarchy

activity throughout the SharePoint farm

e storage used by various SharePoint objects

site content
e information about users, including:
= permissions for Web applications, site collections, sites, and pages, and

= "orphaned" users, which are users who have permissions within SharePoint but are no longer
listed in the Active Directory

trends over a specified time period

the contents of SharePoint audit and change logs.

An additional tool, the ControlPoint Task Audit, enable you to review ControlPoint actions taken by
administrators.

Analysis tools are accessible for various levels of the hierarchy. As with other ControlPoint features,
the scope of the analysis is determined by the hierarchical context.

Most analyses can also be configured so that they can be invoked directly from a url, which can be
bookmarked, emailed, or placed on a SharePoint site.

NOTE: This chapter describes all of the ControlPoint analysis tools. Depending on the configuration of
your ControlPoint menus, however, the analysis tools to which you have access, and their location in
the menus invoked from the left navigation pane, may vary.

You can also create dashboards for monitoring key statistics within your farm.

Specifying Parameters for Your Analysis

When you select a ControlPoint analysis tool from the left navigation pane, you are prompted to
specify the parameters you want to use. The most common parameters used in various ControlPoint
analysis tools are described below.
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Note that, depending on the analysis, some parameters may be located in the Advanced Parameters
section.

Advanced Parameters g3

[ Calculate Total Users with Permissions Show unique permissions only
Include users with AD group membership Include AD Group Members table

[ Include only users with Direct permissions [ Display with results expanded

[ Show Anonymous Access Only ] Open drill-downs in new window

Cached vs. Real-time Data

Some ControlPoint analyses give you the option of using either cached or real-time data for analyses
performed on the farm, one or more Web applications, or site collections.

Use cached data

If the Use cached data box is checked, your analysis will include data that has been collected by
ControlPoint during the last run of Discovery . The advantage of using cached data is that the analysis
will be processed more quickly and will not compete for system resources. Because Discovery is run on
a nightly basis, the use of cached data is often sufficient, especially when the analysis contains data
that is not likely to change significantly over the course of a day.

The advantage of using real-time data (when the Use cached data box is unchecked) is that your
analysis will contain the most current information. However, because the data is being captured in real
time, the analysis will take longer to process and may tie up system resources.

IMPORTANT: For analyses performed on a single site collection or site, real-time data is always used
and the Use cached data option is disabled. Because data collection within a single site collection or
site is less time-consuming, the impact on system resources is minimal.

Specific Date or Time Period

For analyses that cover a specific time period, you select the time period by specifying a Start Date and
End Date.

Start 151802013 =
date:

End "10,18/2013
date:

El

For analyses that involve activity, only cached data is used, since these analyses are based on
accumulated summary data collected nightly by SharePoint usage analysis jobs.

For analyses involving other types of data (such as site collection storage) you are given the option of
using real-time data.
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IMPORTANT: Historical data that predates the ControlPoint cache will not be reflected in analysis
results. For example, if the ControlPoint cache was created two weeks ago, a maximum of two
weeks-worth of data is available for analysis, regardless of the date range you specify. Similarly, any
historical data that postdates the last run of ControlPoint Discovery will not be reflected in results.
For example, if you request data for a time period that covers the last 30 days and the last time
Discovery ran was 10 days ago, analysis results will reflect the time period up to the last Discovery run
date.

The format that ControlPoint uses to display dates is based on browser settings (rather than server
settings). If you want to change the format (from mm/dd/yy to dd/mm/yy for example), go to Internet
Options and change the Language Preference.

It is worth noting that deleted sites will display in activity and storage analysis results if they were
active during the specified time period.

Open drill-down Options

For analyses that allow you to drill down to a more detailed ControlPoint analysis, you can choose to
display it in a separate window by checking the Open drill-downs in new window box.

If you leave this box unchecked, the analysis to which you are drilling down will display in the current
workspace, and parameters from the original analysis will be carried over. You can return to the
original analysis by clicking the Back arrow in the report header.

@) [100% = |

|30 back to the parent report |

Note that, when you link to a SharePoint page from analysis results, it always displays in a separate
window.

Expanded Results Option

For most analyses that contain nested data, you have the option of choosing whether or not you want
to display results expanded.

If you want to display results at the highest level of detail, uncheck the Display with results expanded
box. You can then expand items individually, and view, print, or export additional detail for selected
items only.

[] Display with results expanded
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If your analysis contains a lot of nested data and you want to view, search, print, or export all of the
analysis detail without drilling down, you may choose to have results display fully expanded by checking
the Display with results expanded box .

TIP: If you choose to display expanded results and your analysis contains a large amount of data, you
can use the Document Map to more easily navigate through results. See Analysis Results Display.

Additional Parameters for Permissions Analyses

The following parameters are specific to SharePoint user permissions analyses:

e If you want to limit results to one or more specific users, the Select users field allows you to select
the users you want to include in your analysis. If you leave this field blank, all users will be

included.
Select users (blank for all):

Mark Twain ; James Joyce

NOTE: You must use real-time (not cached) data if you are selecting users based on a SharePoint
User Profile Property.

e |f the scope of your analysis includes sites with multiple child objects, you can choose to display all
objects (including those whose permissions are inherited) by unchecking the Show Unique
Permissions Only box.

Show unique permissions only

NOTE: If this option is checked, only sites with unique (non-inherited) permissions will be included
in the results.

e |f you want results to include only users who have direct permissions (that is, do not have
permissions via a SharePoint group), check the Include only users with Direct permissions box.

Include only users with Direct permissions

TIP: You can use this option to identify "rogue users" who should have permissions through
membership in a SharePoint group, then initiate an Add User to Groups action directly from analysis
results. See Acting on Search or Data Analysis Results.

e |f your selection includes Active Directory groups and you are running the analysis using real-time
data:
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=  You caninclude separate line items for users who have permissions through those groups by
checking the Include users with AD group membership box.

Clark Kent

Alpha Snack Foods

<Summary >

Bellum“Development

nt authorty*authenticated users

If you leave this box unchecked, only the permissions of the AD group itself (not the users
within it) will be included in analysis results.

= Youcan include a summary section at the end of the analysis that lists the Active Directory
groups within the scope of your analysis along with all of their members by checking the Include
AD Group Members table box.

Include AD Group Members table

Active Directory Group Members

Group ¢ User Tatal members in AD group

B bellum*development &

bellum\jamesjoyce
bellum\marktwain
bellum\isaacasimov
bellumiclarkkent

bellum\agathachristie

B bellum*patertattomeys

bellum\jamesjoyce
bellumimarktwain
bellumwashingtonirving
bellum\isaacasimov

bellumiolivertwist

NOTE: You cannot display membership in Active Directory groups if you are running the analysis
on cached data (and the checkbox will be disabled). If the ControlPoint Application
Administrator has configured the application to prevent members of Active Directory groups
from being displayed, this option will not be visible. Built-in groups (such as authenticated users)
are not counted.

e |f you want to limit results to one or more specific permissions levels, select them from the Limit
to Users with permissions level(s) list box. (All built-in and custom permissions levels that are
currently assigned to at least one user on at least one site within the scope of your analysis display
in the this box.)
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Limit to users with permission level(s):
Contribute - add and view only -
QA Members

QA Owners
QA Visitors
View Only

1. |

If the analyses includes lists and/or items, permissions levels that are assigned to a list/item that
are not assigned at the site level will not display in the list box. (The list box is populated by data
collected by the ControlPoint Discovery process, which does not go below the site level.) A list- or
item-level permissions level can, however, be entered in the Limit by Other Levels field.

Limit by Other Levels:
Document Owner -

If you want results to include only sites for which anonymous access is allowed, check the Show
Anonymous Access Only box.

: Show Anonymous Access Only

If you want a cumulative total of unique users who have permissions for objects within the
selected scope, check the Calculate Total Users with Permissions box.

[W]: Calculate Total Users with Permissions

Total Users with Permissions includes:

=  Web application Service Accounts
= Users granted permissions through Web application policies
= Site Collection Administrators

= Users within Active Directory groups to which the ControlPoint Service Account has access (that
is, within the same domain or forest or in a different domain/forest for which with a two-way
trust exists). Disabled Active Directory accounts are included in this total. If an Active Directory
user has been renamed but still has permissions in SharePoint under the old name, each name
will be counted as a separate user.

Excluded from this total are built-in groups and special accounts, such as nt
authority\authenticated users (or any account that begins with "nt authority") and
sharepoint\system, and users granted permissions via augmented Claims or alternate
authentication providers.

NOTE: If you choose to run the analysis using cached data, Total Users with Permissions uses
data recorded in the ControlPoint Administration Database (xcadmin), and is current as of the
last Discovery run. (The actual number of users within Active Directory groups are always
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counted in real-time, however.) If you run the analysis using real-time data, all users are counted
in real time, which may significantly increase the amount of time it takes to run the analysis.

Analysis Results Display

All ControlPoint analysis results displays include a standard header and footer, in addition to analysis-
specific detail.

Analysis Results Toolbar

ControlPoint analysis results pages include a toolbar which contains page navigation, export, and print
capabilities.

Above the toolbar are links that enable you to:

e select all objects in analysis results to include in a ControlPoint operation

e download results as a CSV file

Analysis Results Detail

The analysis results detail sections contains summary information, followed by the analysis-specific
content.

The summary section includes the parameters used, as well as the name of the user who ran the
analysis and the run date and time.

Note that, if the analysis was run using cached data, the date and time that the cache was last
refreshed via ControlPoint Discovery displays. The information in the analysis is current as of that date
and time. If the analysis was run on real-time data, the Cached field will be populated by the value
"False."

You can sort line items in analysis detail for any column that includes an up/down arrow.

Analysis Results Footer Information

The analysis footer, which appears on every page of the results, contains the following information:

e the name of the administrator who generated the analysis (which can be useful if results are
exported or printed and distributed, since the content of the analysis reflects that administrator's
permissions)

e the number of pages in the analysis (you can scroll through multi-page results from the navigation
toolbar in the search results header), and

e the date and time when the results were generated.
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Selection Summary

The Selection table is repeated at the end of the Results section. This information is included in printed
or exported results, as a helpful reminder of the item(s) included in your analysis.

Working with Data Analysis Results

From data analysis results you can perform any of the operations described in the following table.

If you want to ...

print analysis results

export analysis results

download raw analysis
result data to a CSV file
that can be imported into
another program for
further examination

perform a ControlPoint
action or analysis within
the current workspace

return to the results of an
analysis from which you
drilled-down

Then ...

from the results toolbar:

a) Click the print preview icon (lQ_-':J

ik
b) Click the printicon ( e ).

(Printed results will contain only the data that is currently expanded.)

choose an Export to the selected format option from the drop-down,
then
click the Export link.

{Acrobat (PDF) file L3
Ewcel

NOTE: If you export to Excel, all data will be exported, regardless of
whether it is expanded. If you export to an Acrobat (PDF) file, only data
that is currently expanded will be exported.

click the Download as CSV hyperlink in the results toolbar.

Download Report Data as CSV  Inte
)
This option differs from the csv option in the Export... drop-down in that
it provides all of the raw data (including object GUIDs and internal field
names, for example) used to create the report. This may be useful for
troubleshooting or for more in-depth analysis.

use the procedure for Acting on Search or Data Analysis Results.

click the Back button in the results toolbar.
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If you want to ... Then ...

RO KL

Linking to SharePoint Pages and Other ControlPoint Analyses from
Analysis Results

When run interactively*, from the results of most ControlPoint analyses, you can:

e open relevant SharePoint pages

e generate applicable ControlPoint analyses for the same scope and parameters.

Links to SharePoint pages always open in a separate browser window or tab.

hitp:ffep-sp19-a-55:4848/sites/Jperations

Links to ControlPoint analyses may either open in a separate browser window/tab or in the current
workspace, depending on the value of the Open drill-downs in new window .

ﬁ o

8 ShareFoint - B0 (Anonymous Access Enabled)

g = Alpha Snack Foods

AD B axcelertestudevelopment <axcelertest
<Direct=
B bellumtadministrator <bellum\ad

<Direct-
[ Site Permissions by User ]

Alpha Snack

* Generally, these links are not functional in analysis results that have been exported, although in some
cases they may be.

ControlPoint User Guide
195
Data Analysis and Reporting



Acting on Search or Data Analysis Results

From ControlPoint search or data analysis results, you can open a SharePoint page or initiate a
ControlPoint action or another analysis for selected objects.

This feature can facilitate the performance of a variety of administrative tasks. For example, you can
generate a Site Permissions analysis to identify the users who have been granted permissions directly,
then initiate the appropriate action (such as Add User to SharePoint Group).

To select objects on which to perform a ControlPoint action or
analysis:

1

Click the Select link for the object on which you want to act.

User Rights

NOTE: To select all objects in the results list, click the Select All link in the Results header.

Selgﬁt Il Download Report Data as CSW
selected format V| Export @gi—s

The Selection Builder opens in a separate window.

Site Permissions @

00:00:01 - Process Completed

Selection Builder
| W Activity @ Audit and Alerts & Automation #w Change Management & Compliance & Confi
‘ Rerrme| Include Children | Type ‘ URL

441 of 1 b ki 3 ® (] e http://dients/sites/alpha
Quest 3 ® - o http: //diients/sites/Operations

» x - Js  htip://dients/sites/Status
Parameters: .
Cached:  1/32024 1:03:41 AM Hox |8 o http:/fdients/stesfelp
Users: Report does not include Active D » P r & http: //dients/sites/HR
Unigue Permizsions: Show Unigue Per

» X - o http://dients
Limit to users with permissions level(z):

» X - o http://dients/sites/blog
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NOTE: If you want the Selection Builder to remain open in a static location in the browser window,
click the Pin Onicon ( ) in the upper left corner of the Selection Builder window. To disable
this feature, click Pin Off ( ).

2 If youwant to select additional objects, either:

= click the Select All link in the analysis results Select column for each additional item you want to
add to the Selection Builder.

OR

= from within the Selection Builder, use the procedure for Changing Your Selection.

3 Choose the applicable SharePoint page or ControlPoint operation from the Selection Builder menu.

= Note that the rules for selecting objects from the left navigation pane apply here as well. For
example, only options that are appropriate for the selected object(s) are available.

% Selection Builder
o Activity [ & Auditand Alerts | 5 Automation o Change Management &5 Compliance &5 Confi
I.EI Manage Audit Settings
Rermove
IE:I Create SharePoint Alerts
3 Eesfalph
" @ Manage SharePoint Alerts s/falpha
] ; E i
Ly ﬂ Audit Log Analysis *s/Operations
. A | all SharePoint Alerts by Site/List s :s/Status
» F e ﬂ SharePoint Alerts by User »5/Help
» F _ o http: //dients/sites/HR
b X N o http: //dients
» F _ o http: f/dients/sites/blog

NOTE: The Selection Builder will appear minimized until you click Restore (). If you close the
Selection Builder, your current selection(s) will be cleared.

Generating a SharePoint Summary Report

The SharePoint Summary report provides a comprehensive summary of the components (servers,
services, Web applications, site collections, and sites) in the SharePoint farm currently being managed
in ControlPoint, along with size and usage statistics.

You also have the option of including details about servers in your SharePoint farm—such as storage,
performance, and usage statistics—which is collected from Windows Performance Monitor. This
option can, however, significantly increase the time it takes to generate the report.

NOTE: For a server's details be included in report results, the ControlPoint Service account must have
permissions to request status information from the server. Details can be found in the ControlPoint
Administration Guide.
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To generate a SharePoint Summary report:

1 Inthe SharePoint Hierarchy, select the farm node, the choose SharePoint Summary.

2 If different from the default values, specify the following parameters for your analysis:

SharePoint Summary = Select parameter(s) to act on @

View activity for: | Last 30 days ~
¥l how Servers Details (takes mors tims ¥ Dizplay with recults expanded

= Select a View Activity for date or time period from the drop-down.

= |f you want to Show Servers Details, check this box.

= |f you do not want to Display expanded results, uncheck the box.
Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR
e schedule the operation to run at a later time or on a recurring basis.
OR
e save the operation as XML Instructions that can be run at a later time.

Metalogix SharePoint Summary - 2013SharePoint ?Eﬁ#%&d?? ﬁﬁtﬂrz AM

Total # of Servers: 2 Cached: 10/1/2015 11:46:25 AM
Total # of Web Applications:

Total # of Site Collections: 3

Total # of Sites: n

Servers and Services

Disk: Info Drive

Server Up Time :

Pages / Second :

Processor Time % :

Web Request / Second :

Web Emor Everts Raised / Second :

Web Service Connection Attempts / Second :

Web Service Cument Connections :
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The SharePoint Summary consists of the following sections:

e asummary of farm components
e Servers and Services

e Web Applications

Farm Components Summary

The top of the report displays the total number of servers, Web applications, site collections, and sites

in the farm.

Total # of Servers: 2
Total # of Web Applications: B
Total # of Site Collections: 37
Total # of Sites: 213

Note that the Total # of Sites includes root sites (whereas in the SharePoint Hierarchy, the number that
displays in parentheses beside a site collection excludes the root site).

Servers and Services

If you chose to Show Servers Details, the Servers and Services section lists all of the servers in the farm,
as well as all of the services currently installed on each server. Storage, performance, and usage details

also display.

= Disk Info Drive

203
Server Up Time : 22 day(s), 7 hour{s), 33minute(s), 56 second(s)
2

Pages / Second :
Processor Time % : 4376
Web Request / Second : 0
Web Ermor Events Raised / Second : 0
Web Service Connection Attempts / Second : 0

Web Service Cumrent Connections 10

NOTE: Information reported varies, depending on the nature of the server. For example, Web
Requests are not relevant for a SQL server. Depending on how WMI captures the information, if a
statistic is irrelevant for the server, the value will display as either N/A or O.

Web Applications

In addition to the Web application name and url, the Web Applications section displays the following
statistics for each individual Web application, as well as aggregated totals for the entire farm:

e the number of:
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= Site Collections
= Sites - which includes root sites and any subsites that have been created

= Lists - which includes both user-created (visible) lists and internal (hidden) lists, such as galleries,
that are necessary for the functioning of the site, and

= Files - which includes web pages as well as documents
e Size, (in MB) - the total size of the Web application's content, which:
= does not include elements such as metadata, logs, free space, and other overhead
= is not the disk size of the content database
e |f all site collections within a Web application have quotas:
= Free Space
= % Usage

NOTE: If there are site collections within a Web application that do not have quotas set, "N/A" will
display in the Free Space and % Usage columns.

e Number of Requests for the specified date or date range.
When expanded, the following information about each Web application's content database(s) displays:

e the corresponding IS application pool and the source account that runs the application pool
e the name of both the content database and the server on which it resides
e the current number of site collections in the database, and

e the maximum number of site collections allowed in the database.

EWeb Applications (Activity Data is for Last 30 days) “-Cumulative hits value, usage reports not available

Web App. / Databases -Cnllectinns Size (MB) Free Space % Usage

B ControlPoint - http://cp-sp19-a-ss:1818/ [Claims Enabled] 7 9 107 1146 2073 N/A N/A 0
Application Poal: ControlPaint - AXCELERTEST\gaserviceacct
VISS_CONTENT_CONTROLPOINT(CP-SP19-4-55) 7Mzx-15000)

B Extranet - http://cp-sp19-a-ss:5858/ [Claims Enabled] 1 1 14 398 2514 N/A N/A 230
Application Poal: Extranet - AXCELERTESTitestbenchwebapps
DB5858(CP-S5P19-4-55) 1(Maxe-5000)

H Intranet - http:/icp-sp19-a-ss:4848/ [Claims Enabled] 2 4 38 560 741 N/A N/A 2
Application Poal: Intranet - AXCELERTES T\testbenchwebapps
DE4848(CP-SP13-A-55) 2(Max-15000)

= SharePoint - 80 - http://cp-sp19-a-ss/ [Claims Enabled] 2 2 3 pall 351 N/A N/A 0
Application Paal: SharePoint - 80 - A{CELERTEST \spsearch
WSS_Content{CP-SP19-4-55) 2(Maoe-15000)

B WAP1 - 34132 - http://cp-sp19-a-s5:34132/ [Claims Enabled] 4 3 45 511 51.91 M/A N/A 15
Application Pool WAP1 - 34132 - AXCELERTESTitesthenchwebapps
‘WSS_Content_DB34132{CP-5P153-A-55)  A{Meze-5000)

B WAP2 - 39798 - http://cp-sp19-a-s5:39798/ [Claims Enabled] o ] o o o N/A N/B o
Application Poal: WAP2 - 39798 - AXCELERTESTitestbenchwebapps

WS5_Content_DB3! CP-5P18-A-55) ) . O{Mzoe-5000)

Fd ~
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Analyzing Activity

ControlPoint offers the following analysis tools that enable you to examine activity within your
organization's SharePoint farm for a specific date or time period:

e Most/Least Activity analysis lets you examine site collections, sites, users, lists, and list items that
have had the most and/or least activity over a specific time period

e Site Collection Activity Analysis provides detailed activity statistics for one or more site
collections.

e Sijte Activity Analysis provides detailed activity statistics for one or more sites

e Activity by User analysis lets you examine specific pages and documents requested by one or more
users.

e Activity by Document analysis lets you examine request detail for each page and document within
one or more sites.

e Inactive Users analysis lets you find users who have had no activity for one or more site collections
or sites over the past 30 days.

You can also analyze trends in activity over a specified time period. See Analyzing Trends.

IMPORTANT: To generate a fully-functional Activity analysis:

Usage Data Collection must be used by all Web applications in the farm.

Variations in Activity Data

Variations in Site Usage Data

Typically, ControlPoint activity analysis data (including Farm Summary and Top Sites) is based on daily
request data compiled by SharePoint.

At the site level, this data is normally presented various Usage and Search reports.

You can link directly to the applicable page for your SharePoint environment from ControlPoint Activity
Analysis results.

Depending on a number of factors, including the SharePoint variation that you are running and which
features are activated in a particular site collection or site, the SharePoint site usage report data may
be different from either of those shown in the example above.

For analyses that report cumulative monthly activity, data is collected from the SharePoint Search
Service.
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Analyzing Site Collection Activity

The Site Collection Activity Analysis provides activity statistics for selected site collections, including:

e the distribution of activity among Web applications andsite collections selected for analysis, and

e the number of top site collections (that is, site collections within the scope of your analysis with the
most activity).

Site Collection Activity analyses use cached data collected by ControlPoint Discovery. .

1 Choose Activity > Site Collection Activity Analysis.

2 Specify the parameters for your analysis.

Note that, in addition to the "standard" parameters:

= A Number of Top Sites to show in Graph must be specified. The value in this field (which is 10
by default, but may be changed) represents the number of site collections with the most activity
that you want to examine more closely. These sites are listed in a separate section at the
bottom of the analysis Results section.

Number of Top Sit

N — RS
e -

< to show in Granh |10
» LU S AV I\ apt W

NOTE: If you want to perform an analysis that focuses exclusively on top site collections that
meet specific activity or storage criteria, you can generate a Most/Least Activity Analysis.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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axcelertestjamesjoyce

Quest Site Collection Activity For (12/10/2023 to 1/25/2024) 172612024 421:48 FM

Web Appications

Web App. Collections

+ Activity Test - 6656 10
+ Bolivia -2856

+ Bosion - 22668

+ ControlPoint

+ SharePoint -80

+ WAPZ -5074
Totals 60 129 1891

Aclivily Disinibutions (Top 10)

Gerry SC
Gerry_PubPortal
JackySC7_DeveloperSite
ControlPoint Configuration Site
Jacky_DocumentCenter
DCPublishingPortal
DCEnterpriseWiki
Jacky_ProjectSite

Abdul SC

DCTeamSite

Top 10 Site Colleclions By Activily

Select Site Collection Owner

Select DCTeamSite Bolivia - 2856 Testbench Fam Display
(http:/ / bos-sp13-b-55:2856/ sites/ DCTeamSite)

Select Abdul SC Boston - 22668 Testbench Fam Display

Select Jacky ProjectSite Bolivia - 2856 FLSO001 Sullivan
http:// bos-sp13b-55:2856/ sites/ Jacky_ProjectSite

Select DCE nterpnseWiki Bolivia - 2856 Testbench Fam Display
http/ / bos-sp13bss 2856/ sites/ DCE nterpriseWiki

Select DCPublishingPortal Bolivia - 2856 Testbench Fam Display
(http-// bos-spl3-b-ss: 2856/ sites/ DCPublishingPortal

Select Jacky DocumentCenter Bolivia - 2856 Activity Userd
http:/ / bos-sp13-b-ss:2856/ sites/ Jacky_DocumentCenter]

Select ContolPoint Configuration Site ControlPoint Testbench Fam Display
http:// bos-sp13-b-ss 1818

Select JackySC7 DeveloperSite Bolivia - 2856 jacky user5
httpr/ / 13bss 2856/ sites/ Jacl 7_Devel ite)

Select Geny_PubPortal Boston - 22668 Testbench Fam Display

The Activity Report displays the following sections:

= Web Applications
=  Activity Distribution

= Top Site Collections

Web Applications Section

The Web Applications section lists all of the Web applications within the scope of your analysis, along
with the following statistics for individual Web applications, as well as cumulative totals:

= the number of Collections, Sites, and Lists in each Web application

NOTE: The number of Lists includes both user-created (visible) lists and internal (hidden) lists, such
as galleries, that are necessary for the functioning of the site. for the specified day or time period.
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When expanded, statistics for individual site collections within each Web application displays, including:

e the site collection name (with a hyperlink for generating a ControlPoint Site Activity analysis for the
selected site collection/time period.)and ur/

e the number of Sites and Lists within the collection

e the Avg. Unique Users/Day who have visited the site collection for the specified day or time period
(That is, any user who has more than one set of permissions to a site is only counted once.)

o the number of Requests that the site collection has received for the specified day or time period.

o the date when the site collection was Last Accessed (within the date range specified by the analysis).

Web Applications v

Web App.

+ Activity Test - 6656
+ Balivia -2856

80

— Bosion - 22668 ps)

Select Abdul SC 3
http:// bos-sp13-b-ss. 22668/ sites/ AbdulSC

Select Geny_PubPortal 2 41 047
(http:// bos-sp13-b-ss: 22668/ sites/ Gerry_PubPortal)

Select Geny SC & 61 047
http:// bos-sp13b-ss 22668/ sites/ GenySC|

Select Geny Document Center
http:// 13-b-55. 22668/ sites/. Document Centel

N
8
e
5

Some statistics are hyperlinked to relevant SharePoint pages for Usage.

Activity Distribution Section

The Activity Distribution section consists of a pie chart that depicts the distribution of activity among
the Web applications returned by your analysis.

Activity Disinibutions ( Top 10)

Gerry SC

Gerry_PubPortal
JackySC7_DeveloperSite
ControlPoint Configuration Site
Jacky_DocumentCenter
DCPublishingPortal
DCEnterpriseWiki
Jacky_ProjectSite

Abdul SC

DCTeamSite

NOTE: If the analysis was generated for a single Web application, the pie chart will show the
distribution of activity among site collections within that Web application.
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Top Site Collections Section

This section shows statistics for the site collections within the scope of your analysis with the most
activity. The number of site collections that displays in this section is determined by the value you
entered in the Parameters section for Limit Display to.

NOTE: The Last Accessed date shows the last time the site collection was accessed within the date
range covered by the analysis. Any activity that occurred before or after the specified date range will
not be reflected in results.

Top 10 Site Colleciions By Aclivily

@

lect Site Collection Web App. Owner

i
I3
ls3

DCTeamSite Bolivia - 2856 Testbench Fam Display
hitp:// bos-sp13-b-55:2856/ sites/ DCT eamSite)

Abdul SC Boston - 22668 Testbench Fam Display
hitp:// bos-sp13-b-ss.22668/ sites/ AbdulSC)

Jacky ProjectSite Bolivia - 2856 FLS001 Sulivan
http:// bos-sp13-b-5s:2856/ sites/ Jacky_PmjectSite:

DCEnterpriseWiki Bolivia - 2856 Testbench Fam Display
hitp:// bos-sp13-b-ss5.2856/ sites DCE nterpriseWiki)

DCPublishingPortal Bolivia - 2856 Testbench Fam Display

(http:// bossp13-b-55:2856/ sites/ DCPublishingPaortal)

Jacky DocumentCenter Bolivia - 2856 Activity Userd

http// bos-sp13-b-ss 2856/ sites' Jacky DocumentCenter,

e
T
=3

¥
T
a

i
I3
ls3

e
T
=3

&
3
=3

?
T
=1

ControlPoint Configuration Site ControlPoint Testbench Fam Display
hitp:// bos-sp13-b-ss:1818

JackySC7 DeveloperSite Bolivia - 2856 jacky userd

hitp:/ / bos-sp13-b-ss.2556/ sites/ JackySCT_DeveloperSite

Lo Camr DuhDnrks] Prctrn - 2RARA Tacthonch Faem Dicnl=g

Select

®
2

4

Note that any site collections that have been deleted since ControlPoint Discovery began collecting
data will display at the top of results, along with the word "Deleted."

Top 10 Site Collections By Activity

Selact She Collection Web App. Ovwner Sitas. Avg. “"“‘"E Requess  LastAccessed
‘SCGEDsletion - Delered WaP1 - 5373 Testbench Farm Dispizy 0 000 10312018

(hitp:/fbos-sp16n-a-55:537sites/SCGBDeletion)

See also_Analyzing Most/Least Activity.

Analyzing Site Activity

The Site Activity Analysis provides activity statistics for one or more selected sites, including the
distribution of activity among sites within the scope of your analysis. You can report daily activity,
which uses data from the SharePoint Usage database as well as monthly activity from the SharePoint
Search Service.

To generate a Site Activity Analysis:

1 Select the object(s) for which you want to analyze site activity.
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2 Choose Activity > Site Activity Analysis.

3 Select either Show Daily Activity or Show Cumulative Monthly Activity.

I.I.IJ:,.H_ - | iy Tl ¢ -

et 4 4 g

4 Specify additional parameters for your analysis.

Note that, in addition to the "standard" parameters, Number of Top Sites to show in Graph must
be specified. The value in this field (which is 10 by default, but may be changed) represents the
number of pages with the most activity that you want to compare graphically (in the form of a pie
chart).

(]
0
L

The Site Activity Analysis displays the following sections:

e site collections and sites

e  Activity Distribution

Site Collections and Sites Section

The site collections and sites section lists the sites within the scope of your analysis, along with the
following statistics for the specified day or time period:

e each site and subsite within the scope of your selection

e thesite URL

e the Avg. Unique Users/Day

e total Requests (for daily activity) or cumulative Hits (for monthly activity)

e the date or month when the site was Last Accessed.

NOTE: For Daily activity, the Last Accessed date shows the last day the site was accessed within the
date range covered by the analysis. For Monthly activity, the Last Accessed date shows the last
month the site was accessed—as far back as the earliest month in the SharePoint Search Services
database—regardless of the date range covered by the analysis.
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Daily Activity

axceleriestjamesioyce

Quest Site Activity For (12/27/2023 to 1/25/2024) P

Requested Start Date: 1212712023 Requested End Date: 1125/2024

\Web Applications / Site Avg. Unique UsersiDay
= Boston - 22668 7252
Select Abdul SC - Root Site: http//bos-sp13-b-ss-22668/sites/AbdulSC. 133 1631
Select _Abdul SC_Subsitel hittp:/ibos-5p13-b it Abdul SC_Subsite 130 1052
Select Gerry SC - Root Site: hitp/bos-sp13-b-ss 22668/sites/Gern/SC. 070 544
Select ..Abdul Site? hitp//bos-sp13-b- i Abdul Site2 0.96 453
Select Gemry SC1- Root Site hitp//bos-sp13-b-ss:22668/sites/Gerry SC1 0.96 387
Select _SubSite0 hitn //bos-sp13-b it bSited 058 3
Select Germy SC2 - Root Site http-//bos-sp13-b-ss-22668/sites/Gerry SC2 052 373
Select Gemy SC3- Root Site http-/bos-sp13-b-ss- 22668 sitesiGerry SC3 052 era |
Select _SubSite2 hitp://bos-sp13-b it bSite? 052 259
Select _SubSite3 hittp:/ibos-sp13-b it SubSited 052 257
Select ....SubSite1 hitp//bos-sp13-b- i ibSite1 052 276
Select ...SubSitel hitp://bos-sp13-b- it SCUSubSitel 0.56 243
Select Gemry Enterprise Wik - Root Site hitp//bos-sp13-b-ss 22668/sites/Gerry Enterprise Wiki 052 23
Monthly Activity
= T axcelertestjamesjoyce
Quest Site Activity For (12/2023 to 1/2024) Tt anat o
Requested Start Month: 1272023 Reguested End Month: 172024

10102019
10102019

10102019
10102019
10102019
101072019
10102019
10102019
10102019
10102019
10102019
10102019
10102019

Web Applications / Site Avg. Unique UsersDay
= Boston - 22668

Select Abdl SC - Root Site hitoibos-sp13-b-s5:22668/siles/AbdulSC 3
Select . Abdul SC Subsitel hitp:/ibos-sp13-b i [Abdul SC Subsite! 6.67
Select Abdul Site2 hitp /ibos-sp13-brss 22668si Abdul_Site2 267
Select Gemy SC1 - Root Site hitoibos-sp13-b 552066 8sites/Gerry SC1 267
Select Gemy SC2- Roat Site hitp:ibos-p13b-s5:20668/sitesiGerry SC2 067
Select Gerry SC - Root Site hitpibos-sp13-b-se 22668/sites/Gem/SC 33
Select Gemy SC3- Roct Site hitoibos-sp13-b-s5:22668/sites/Gerny SC3 23
Select ...SubSitel hifp:/ibos-sp13-b i SCHSubSite 1

Select Gemy_Publishing Portal - Root Site: hitp /ibos-sp13- i Publishing Portal 067
Select Abdul BlogSC - Root Site hito/ibos-sp13-b-55:22668/sites/Abdul_BlogSite 033
Select _SubSite1 hitp:fibos-sp13-b i [SunSite1 03
Select Gerry Enterprise Wiki - Root Site hitoibos-sp13-b i Enterprise Wiki 033
Select ..SubSited hitoibos-s013-b-s5:22668/sites/GemSC/SubSited 03

Note that the indentation of each site and subsite within a site collection reflect the appropriate

hierarchical level.

Activity Distribution Section

B E R

102019
102018
102013
92019
92019
102019
92019
92019
82019
102013
92019
92019
92019

The Activity Distribution section consists of a pie chart that depicts the distribution of activity among

sites within the scope of your analysis.
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Activity Distributions ( Top 10)

M Abdul SC - Root Site

B . Abdul SC_Subsite1

I __Abdul Site2

B Gerry SC1 - Root Site

[ Gerry SC2 - Root Site
Gerry SC3 - Root Site

....SubSite1
I Gerry SC - Root Site
[ ...SubSited
B .. .SubSite1

NOTE: If the analysis encompasses only one site, the pie chart will appear solid.
Analyzing Most/Least Activity

Use the ControlPoint Most/Least Activity analysis to examine SharePoint objects within a selected
scope and specific date range, ranked according to:

e most or least active site collections and/or sites

e most or least active lists, list items, users, and/or pages.

You can further narrow your result set to include only objects that meet specific criteria and/or
thresholds.

NOTE: The SharePoint Search Service is used to collect monthly data (up to 36 months by default but
may vary depending on how the Search Service is configured).

To generate a Most/Least Activity analysis:

1 Select the object(s) for which you want to analyze most/least activity.

2 Choose Activity > Most/Least Activity.
3 Specify the following parameters for your analysis:
a) Select the object types you want to analyze:

= Sijte Collections and Sites
OR
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Documents, Pages, and Users.

i@ Site Collections and Sites Documents, Pages, and Users

Note that remaining parameters are populated based on the object type selected.

b) If you selected Site Collections and Sites, Select either Show Daily Activity or Show Cumulative
Monthly Activity

v Aty f Ir|-“--. Cumulative b u—~.—~—.—~|. et S
ACUVILY L ) ali — G Ll Y= ¥

LA

(% Show D

(81

o (r AL R AL LVILY ) ftin | &

NOTE: If you selected Documents, Pages, and Users, you can only analyze daily activity and
this option is unavailable.

c) From the Include Report list box, select the type(s) of activity that you want to include in your
analysis.

Include Report:

<Select=

<AL= I
Sites - Most Active

Sites - Least Active

Site Collections - Most Active

L3

m

Site Collections - Least Active

NOTE: If you choose multiple types of activity, each result set will be displayed in a separate
subsection.

d) If you want results to cover a time period different than the default date range (for Daily, the
past 30 days; for Monthly, from the beginning of the past month up to the current day of the

current month), specify a different Start Date and/or End Date.

4 If you want to further refine your results, expand the Advanced Options panel.

Advanced Options 3

Limit Site Reports to Site Definitions:
BLOG#0 (Blog)

MPS#1 (Blank Meeting Workspace)

MPS#3 (Social Meeting Workspace)

SGS#0 (Group Work Site) i

[ | »

Limit results to number of Objects:
10

Limit results to number of Requests per Object:

Limit results to objects whose Url Contains: Use cached data

[] Open drill-downs in new window
a) If you want to limit your result set to objects that meet one or more specific criteria, use the
information in the following table for guidance.
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b)

If you want to limit each results
set...

to objects with one or more specific
site definitions (templates)

to more or less than 10 objects

based on number of requests*

to objects whose url contains a
specified text string

For Documents, Pages, and Users:

to lists of one or more specific list
definitions

to exclude lists that do not display in
the site's View all Site Content page

based on number of items in a list*

Then ...

select from the Limit Site Reports to Site Definitions
list.

change the Limit results to number of Objects default
value.

NOTE: If this field is blank, the default value (10

objects) will be used.

enter a number for Number of Requests per Object.

enter that string in the Limit results to objects whose
URL field.

NOTE: If your analysis includes multiple activity
types, this limit will apply to each individual result
set.

select from the List Definitions list.

check the Omit Hidden Lists box.

NOTE: If you choose to include hidden lists in
analysis results, they are flagged in analysis results
with a plus sign (+).

enter a number for Limit results to number of List
Items per List.

* NOTE: If your analysis includes "most" activity, results will include objects at or above that
limit; for "least" activity, results will include objects at or below that limit.

If your analysis includes site collections, you have chosen to show Daily Activity, and you want
to use usage data collected directly from SharePoint rather than the ControlPoint cache,

uncheck the Use cached data box.

NOTE: Using cached data can significantly reduce the time it takes to generate an analysis on
large site collections. Activity at other levels of the hierarchy is always performed in real-

time.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.
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OR

e save the operation as XML Instructions that can be run at a later time.

The body of the analysis includes a subsection for each usage type.

Daily Activity

Top 10 Sites with Most Activity (9/24/2019 - 10/23/2019)
Parameters:
URL Contains:
Limit Site Reports to Site Definitions: All
Threshold: N/A

Rank Name URL Created By Requests [Eya— st Updated
Select 1 Abdul SC_Subsite’ B 0 wlaxcelertestitestbenchiam 910 6749 10232019 102412019
Selet 2 Gey_SC2 (httpibos-sp13-b-ss 22688/sites/Gemy SC2) i 2 224 4590 102302019 102112019
Seled 3 Gerry SC http bos-sp13-b-ss 22668/si ) i %99 3601 10232019 1072412019
Select 4 SubSite3 [nttp /bos-sp13-b-55 22658/ SupSited) i 03 468 10232019 102112019
Selet 5 SubSite hitp lbos-sp13-b-55 22688/sitesiGemry SCHSubSitel) 02 wiaxcelertestiabond22 135 3327 10232019 102112019
Seet & Abdul_Site2 (httpilbos-sp13b-55:22688/sites/AbcuISC/Abdl Site?) -0 wiaxoelertestitestbenchiam 0275 3209 10222019 102412019
Scect 7 SubSite] (httpilbos-sp13b-55:20668! SupSiteT) i ity userd 781 2940 10222019 10212019
Seed 8 Abdul SC (httplbos-sp13-b-ss 22658/sitesiAbAISCY 04 wiaxcelertestitestbenchiam 5226 2633 102302019 1072412019
Select 9 SubSited it lbos-sp13-b-s5:22658/si ISubSited]  OH 295 24 10232019 102112019
Select 10 Gerry_SC3 [http ibos-sp13-b-s5 22668/sites/Gemry SC3) i 553 1958 10232019 102412019
Top 10 Sites with Least Activity (9/24/2019 - 10/23/2019)
Parameters:
URL Contains:
Limit Site Reports to Site Definitions: All
Threshold: N/A
Select  Rank Name URL Created By Size (MB) Reauests [EEy— Last Updated
Select 1 SubSitel e T 0% wiaxoslertestitestbenchiarm 221 187 10232018 1072412019
Sekct 2 Abdul_DocCenter {httpifbos-s013-bs5:22668sites/Aboul DocCenter] i wiaxcelertesttestbenchform 231 275 102372019 102172019
Selt 3 Abdul_BlogSC (htto/hos-s13-brss22668sites/Aboul BloaSite) 0% wiaxoslertestitestbenchfam 185 299 102312019 102112019
Monthly Activity
Top 10 Sites with Most Activity (9/2019 - 10/2019)
Parameters:
URL Contains:
Limit Site Reports to Site Definitions: All
Threshold: NIA
Select  Rank Name URL Created By Size (MB) Requests Last Month Acoessed  Last Month Updat]
Select 1 Abdul SC (htipilbos-sp13b-55:22668/sitesiAbAUISC) 0 wlacelertestitestbenchfam 5226 490 102019 102019
Select 2 Abdul SC_Subsitel B 08 wiaxcelertestitestbenchfam 3810 21 102019 102018
Selet 3 Abdul_Site2 (httpibos-sp13-b-55.22668/sites/AbdulSC/Abdul Site?) 0275 9 102019 102019
Selet 4 Geny SC (httpibos-sp13-b-s5.22668/si ) i %599 37 102019 102019
Seled 5 Gemy_SC1 it lbos-sp13-b-s5 22668/sites/Gerry SC1) i an 3% 92013 102019
Select 6 Geny_SC2 [http bos-sp13-b-55.22668/sites/Gemry SC2) i 2 22 u 92013 102019
Selet 7 Geny_SC3 [http 1bos-sp13-b-5522668/sites/Gemry SC3) i 553 19 102019 102019
Scect 8 SubSite] hitplbos-sp13-b-55:22668sitesiGerry SCHSubSitel) 0 wiancelertestiabond?22 135 12 92019 102019
Sdect ¢ SubSitel (hiipibos sp13-b-ss 20688 SubSiteT) i ity user3 781 1 102019 102019
Select 10 SubSited it lbos-sp13-b-s5:22668/si SubSited] 0K 295 9 102019 102019
Top 10 Sites with Least Activity (972019~ 10/2019)
Parameters:
URL Contains:
Limit Site Reports to Site Definitions: All
Threshold: N/A
Selct  Rank Name URL Created By Size (MB) Requests Last Month Accessed Last Month Upda
Sekest 1 Abdul_DocCenter {htipilbos-s13-b-ss:20668isites/Abdul DocCenter] (0. 23 0 1072019
Sckt 2 Gerv Document Center {terlos ool -bres 226 ment 798 0 1072019

NOTE: For Daily activity, the Last Accessed date shows the last day the site was accessed within the
date range covered by the analysis. For Monthly activity, the Last Accessed date shows the last
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month the site was accessed—as far back as the earliest month in the SharePoint Search Services
database—regardless of the date range covered by the analysis.

Site Collections, Sites, or Users with No Activity

Note that if the number of site collections, sites, or users with no activity exceeds the value you
specified for Limit Display to, a single line item with the total number with no activity will be returned
rather than individual line items.

EXCEPTION: If your analysis includes Site Collections -Least Active and is run using cached (not
realtime) data, results will show only site collections with the least amount of actual activity (site
collections with no activity will not be included).

Top 10 Sites with Least Activity (9/24/2019 - 10/23/2019)
he number of inactive sites (13) exceeds your threshold - increase the threshold to see the entire list of inactive sites
Parameters:

URL Contains:

Limit Site Reports to Site Definitions: All

Threshold: N/A

Select Rank Name URL Created By Size (MB) Requesis Last Accessed Last Updated

Engineering Depariment il axcelertest local: 45650) 452 1072472019

1 0
2 Host Named SC1 (http/ost1.sc1:45650) 0% wizvpelenestitesthenchfsrm 34 ] 1072412019
3 Host Named SC2 (httn//host? sc2-45650] 04 wisxcelentestitesthenchfarm 314 a 1072422019
4 JR-SubSite1 (http://gax-s01 e 11JR-SubSite1) AXCELERTESTX 032 0 102172019
o 5 Mazrketing Deparment axcelertest local-45650) 182 0 1072412019
lect 6 Path Based SC1 (http-//gax-5013 a-wie 45650/sites/Path Based SC1) i 318 0 1072472019 ~

<

TIP: If you want to see all of the site collections, sites or users with no activity, generate another
analysis with Limit Display to set to the number shown as the Inactive Count.

Analyzing Activity by User

The Activity by User analysis lets you examine SharePoint pages and documents requested by one or
more users.

You can analyze activity over the past 30 days.

You can also use this analysis to identify only files that are currently checked out.

Note About "Common" File Names

Lists of "common file names" and "common file extensions" are maintained in XML file
ActivityByUserOrDoc_ExcludedFileNames_2010.xml located on the Web front-end server where
ControlPoint is installed, in the following SharePoint hive subdirectory:
\TEMPLATE\LAYOUTS\Axceler\App_Data.

The purpose of this list is to give you the option of either including or excluding frequently used files
from analysis results. You can customize the XML files to include file names specific to your
environment. For example, you may want to filter out image files used on many pages that do not
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reflect actual patterns of user activity. You can also remove any of the default file names provided.

NOTE: Names in this file will populate the Exclude File Names parameter. By default, this file
includes SharePoint internal files. When you specify the parameters for your analysis, you can
exclude some or all of the file names in this list.

IMPORTANT: Changes that you make to these files must be copied to any additional Web front-end
servers in your farm. Also, whenever you install a ControlPoint update or patch, these files are
overwritten with files containing the default lists. Therefore, if you choose to make modifications, it
is recommended that you keep a backup of the file in a different location so that you can replace the
default version after an update or patch.

To generate an Activity by User analysis:

1 Select the object(s) on which you want to perform the analysis.

2 Choose Activity > Activity by User.

3 Specify the parameters for your analysis.

In addition to "standard" parameters (and the ability to exclude files, as described above), you can
choose to have analysis results display information about Checked-out documents only. Results
will include documents that were checked out between the specified start and end date, but have
not been checked back in as of the analysis run date. If you select this option and also check
Include Documents with no checked-in version, only documents that have never been checked in
(which may happen, for example, if a document was uploaded but a value was not provided for a
required property).

NOTE: If you accept the default (All Activity), the Include Documents with no checked-in
version checkbox will always be ignored.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you choseto Then...
analyze...

All Activity The top level of the analysis displays the following information for each user:
e username (login name) and Display Name
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If you chose to
analyze...

Checked-out
documents only

Then ...

o for each Web application: the cumulative number of Page Views for all
selected site collections within the Web application (as determined by the
scope of your selection)

e foreach site collection: the cumulative number of user Requests/Page
Views for all of the sites within the site collection

e for each site: the total number of user Requests/page views for pages and
documents within the site, and

e the total number of requests/page views made by the user.

When a site is expanded, a list of all of the documents and pages that the user

requested/viewed displays, along with the following information:

e the relative url for each page or document, and

e the number of requests by the user for each page or document.

Usemame Reguests
axcelertest deuserl deuser] User Total : 734
Web Application : Bolivia - 2856 734
Site Collection: Daniel SC 6
/sitepages’ home aspx 6
Site Collection: DCEnterpriseWiki 716
L 31
{_api/lists/ getbtitle(list1) 6
{_api/lists/ getbyttie(list1'Y items 12

1| _api/lists/ getbytitle(list1") items/ getbyid(18 attac hmentfies/ add(fiename="flsa classification table 063020 11-revised xisx" 1
[ _apillists/ getbytitle(list] "y items/ getbyid(19)/ attac hmentfies/ add(filename="test - c St 1
[_apillists/ getbytitle(list] ') items/ getbvid(19)/ attac hmentfies/ add(fiename=" & (4).xisx 1
1_api/lists/ getbytitle(list1"Y items/ gethyid(19V attac hmentfies/ add(fiename=xcrauditt 1 i 1
{_api/lists/ getbtitle(list1' items/ getbyid(18V attac hmentfies/ add(flename=xcusagereportactsite (12) pdf’ 1

Analysis results display the following information for each checked out

document:

e the Document Name (with a link to the_ControlPoint Audit Log analysis for
the specified date range)
NOTE: If SharePoint auditing is not enabled for the check in/check out
event, the Audit Log analysis will show No Results to Display.

e the URL to the document within the library
e the date and time that the document has been Checked Out Since
e the Last Modified Time
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If you choseto Then ...
analyze...

Quest Checked Out Document by User For (12/27/2023 to 1/26/2024)

Parameters:

Report On: Checked Out Documents
Users: Al

Exclude File Names: AllCommon

[web Application
SharePoint - 80
Site Collection - Alpha Snack Foods
Site : Alpha Snack Foods

List : Alpha Documents

SHAREPOINT\system
Document Name URL Checked Out Since Last Modified Time

Site - Baking Technology
5] List : Shared Documents

B BELLUM|jamesjoyce
Document Neme URL Checked Out Since Last Modified Time
D 352345/Customer

ttp: /e el o -
billboard_bottom 2lbilboard_botiom jpg JPM PM

itp: /751 Béms-wdnsmrisites/alpha/baking/baking/Shared . .
seemore_head Documents/4352345(TAAZ/seemore_head jpg 4 S HIPM ™

If you chose to Include Documents with no checked-in version, documents
that meet that criteria (if any) will also be included in analysis results, identified
by the symbols ##.

Analyzing Activity by Document

The Activity by Document analysis lets you examine request detail for each document or page within a
selected scope.

You can analyze activity for all SharePoint farms over the past 30 days.

You can also use this analysis to identify only files that are currently checked out. (If you want to
identify all currently-checked out documents, regardless of date range, use the Checked Out
Documents analysis.)

Note About "Common" File Names

Lists of "common file names" and "common file extensions" are maintained in XML file
ActivityByUserOrDoc_ExcludedFileNames_2010.xml located on the Web front-end server where
ControlPoint is installed, in the following SharePoint hive subdirectory:
\TEMPLATE\LAYOUTS\Axceler\App_Data.

The purpose of this list is to give you the option of either including or excluding frequently used files
from analysis results. You can customize the XML files to include file names specific to your
environment. For example, you may want to filter out image files used on many pages that do not
reflect actual patterns of user activity. You can also remove any of the default file names provided.

NOTE: Names in this file will populate the Exclude File Names parameter. By default, this file
includes SharePoint internal files. When you specify the parameters for your analysis, you can
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exclude some or all of the file names in this list.

IMPORTANT: Changes that you make to these files must be copied to any additional Web front-end
servers in your farm. Also, whenever you install a ControlPoint update or patch, these files are
overwritten with files containing the default lists. Therefore, if you choose to make modifications, it
is recommended that you keep a backup of the file in a different location so that you can replace the
default version after an update or patch.

To generate an Activity by Document analysis:

1 Select the object(s) on which you want to perform the analysis.

2 Choose Activity > Activity by Document.

3 Specify the parameters for your analysis.

In addition to "standard" parameters (and the ability to exclude files, as described above), you can
choose to have analysis results display information about Checked-out documents only. Results
will include documents that were checked out between the specified start and end date, but have
not been checked back in as of the analysis run date. If you select this option and also check
Include Documents with no checked-in version, documents for which no checked version exists
(which may happen, for example, if a document was uploaded but a value was not provided for a
required property) will also be included and will be flagged.

Report On: @& all @ Checked-out documents
Activity only

Include Documents with no checked-in
ion (takes more time)

NOTE: If you accept the default (All Activity), the Include Documents with no checked-in version
checkbox will always be ignored.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose to Then ...
analyze...
All Activity The top level of the analysis displays the following information:
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If you chose to
analyze...

Checked-out documents
only

Then ...

for each Web application: the cumulative number of Page Views
within the Web application (as determined by the scope of your
selection)

for each site collection: the cumulative number of document or
page Requests/Page Views for all of the sites within the site
collection, and

for each site: the total number of document or page
Requests/Page Views within the site.

for each document or page which has had activity: the total
Requests/Page Views for that document or page.

When a site is expanded, the following information displays for each
document/page:

e the relative url for the page or Document

the Username (login name) and Display Name of each user who
requested/viewed the document or page, and

e the number of Requests/Page Views for each document or page.

Web Application : Boston - 22668 6022

Site Collection: Abdul SC

] [_layouts/ 15/ stan aspx 2
axceledest abduliester? AbduTester? 1
axcelertest abdultesterd Abdul Tester3 1

] Isitepages’ home aspx
axcelettest sbdutester AbduTester2 6
axcelertest abdultesterd Abdul Testerd

= Abdul_Site2 (hitp://bos=p13-bss:22663/ sites/ abduisc/abdul_site? )

-] [ vii_bir/ client.sve/ processquery
acelertest abdultesterd Abdul Testerd 6

‘axcelertest abdultester§ Abdul Testeré

= Abdul Site2 ( htlp://bos-sp13-b-ss:22668/ sites/ abd ulsc/ abdul_site2

Analysis results display the following information for each checked out

document:

e the Document Name (with a link to the ControlPoint Audit Log
analysis for the specified date range)

NOTE: If SharePoint auditing is not enabled for the check
in/check out event, the Audit Log analysis will show No Results
to Display.

the URL to the document within the library
the date and time that the document has been Checked Out Since
the Last Modified Time
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If you chose to Then ...
analyze...

Quest Checked Out Document by Site For (12/27/2023 to 1/26/2024) axcelerestiamesioyee

1/26/2024 5:32:48 FM
Parameters:
Report On: Checked-out documents only
Users: All

Include Documents with no checked-in version: True
Exclude File Names: AllCommaen

###- Documents which have no checked-in
version

SharePoint - 80
Site : Alpha Snack Foods
B List : Alpha Documents
Document Name URL Checked Out Since Last Modified Time

| | tpus

L] oject O el PM T B P
Doci RiskAsssessment.doc

= i:0#.w| axcelertest\ fscottfitzgerald

Document Name URL Checked Out Since Last Modified Time
SharePointPlanning hitp:/¥ 11 siect o] oM —- AT AN
Documents/SharePointPlanning.doc
CSt Report2010- | hitp:/izee 0% siect Ma ey TA1P0
12-0212.00.48 Documents/xc Report2010-12-02 12.00.48.pdf

If you chose to Include documents that have never been checked
out, documents that meet that criteria (if any) will also be included in
analysis results, flagged by the symbols ###.

Identifying Checked Out Documents

The Checked Out Documents analysis lets you identify all files that are currently checked out of
SharePoint for a selected scope.

NOTE: If you want to identify only those files that have been checked out over a given date range,
use the Activity by Document analysis.

Note About "Common" File Names

Lists of "common file names" and "common file extensions" are maintained in XML file
ActivityByUserOrDoc_ExcludedFileNames_2010.xml located on the Web front-end server where
ControlPoint is installed, in the following SharePoint hive subdirectory:
\TEMPLATE\LAYOUTS\Axceler\App_Data.

The purpose of this list is to give you the option of either including or excluding frequently used files
from analysis results. You can customize the XML files to include file names specific to your
environment. For example, you may want to filter out image files used on many pages that do not
reflect actual patterns of user activity. You can also remove any of the default file names provided.

NOTE: Names in this file will populate the Exclude File Names parameter. By default, this file
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includes SharePoint internal files. When you specify the parameters for your analysis, you can
exclude some or all of the file names in this list.

IMPORTANT: Changes that you make to these files must be copied to any additional Web front-end
servers in your farm. Also, whenever you install a ControlPoint update or patch, these files are
overwritten with files containing the default lists. Therefore, if you choose to make modifications, it
is recommended that you keep a backup of the file in a different location so that you can replace the
default version after an update or patch.

To generate a Checked Out Documents analysis:

1 Select the object(s) on which you want to perform the analysis.

2 Choose Activity > Checked Out Documents.

3 Specify the parameters for your analysis.

In addition to "standard" parameters (and the ability to exclude files, as described above), you can
choose to Include Documents with no checked-in version. When this box is checked, documents
for which a checked-in version does not exist (which may happen, for example, if a document was
uploaded but a value was not provided for a required property) will also be included in results and

will be flagged.

JiInclude Documents with no checked-in

ion (takes more time)

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

For each user who has checked out documents, analysis results display the following information for
each:

e the Document Name (with a link to the ControlPoint Audit Log analysis for the specified date)

NOTE: If SharePoint auditing is not enabled for the check in/check out event, the Audit Log analysis
will show No Results to Display.

e the URL to the document within the library
e the date and time that the document has been Checked Out Since

e the Last Modified Time
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O uest Checked Out Documents axcelentestiamesjoyos
1/26/2024 5:42:39 PM
Parameters:

Report On: Checked Out Documents
Users: All
Include Documents with no checked-in version: False

Exclude File Names: AllCommon

'Web Application :
SharePoint -
Site Collection : Alpha Snack Foods
Site : Alpha Snack Foods
List : Alpha Documents
SHAREPOINT\system

o
=)

Document Name URL Checked Qut Since Last Modified Time

Site : Baking Technology
[E] List : Shared Documents

= BELLUM|jamesjoyce

TPM

TPM

Document Name URL Checked Out Since Last Modified Time
billboard_batiom http:{). il [sites/alpha/baking/baking/Shared Documents/4352345/Customer LN § 4B PV

2/billboard_bottom.jpg

http://78 1 o sites/alpha/baking/baking/Sharad . .
seemore_head Dm:lilmemSH352345HAA2!sestreiheﬁd jpg ' 152 PM

If you chose to Include Documents with no checked-in version, documents that meet that criteria (if

any) will also be included in analysis results, flagged by the symbols ###.

Identifying Inactive Users

The Inactive User analysis identifies users who have had no SharePoint activity for a selected scope

and date range.

ControlPoint compiles this list by finding all unique users with permissions then eliminating those with

activity within the time period covered by the analysis:

Total Users with Permissions includes:

Web application Service Accounts

Users granted permissions through Web application policies

Site Collection Administrators

Users within Active Directory groups to which the ControlPoint Service Account has access (that
is, within the same domain or forest or in a different domain/forest for which with a two-way
trust exists). Disabled Active Directory accounts are included in this total. If an Active Directory
user has been renamed but still has permissions in SharePoint under the old name, each name
will be counted as a separate user.

Excluded from this total are built-in groups and special accounts, such as nt

authority\authenticated users (or any account that begins with "nt authority") and

sharepoint\system, and users granted permissions via augmented Claims or alternate
authentication providers.

To generate an Inactive Users analysis:

1 Select the object(s) for which you want to find inactive users.

ControlPoint User Guide

Data Analysis and Reporting

220



2 Choose Activity > Inactive Users.

3 Specify the parameters for your analysis.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Analysis results include:
e alisting of inactive users.

AND

e the total number of:
= jnactive users
= active users, and

= users with permissions.

Quest Inactive Users (12/27/2023 to 1/25/2024) xcslrtostjomesioyee
o /262024 5:50:11 PM
Among users who currently have permissions
Parameters:

Selection:
Include

kel Type  Name URL Path
@ Intranet (3) http:/lcp-2p13-2-55-4348/ CP-5P13-4-55 = Intranet
- Inactive Users Display Name

axcelertestialicenalker Alice Walker

axcelertestigertndestsin Gertrude Stein

axcelertestisaacasimoy |saac Asimov

axcslertestmargaretmesd Margaret Mead
axeclertestioscarvilde Oscar Wilde
axoslertssfistephenking Stephen King
Inactive Users count: 6

Analyzing Blog Post Activity

The Blog Post Activity analysis provides activity statistics about blog posts created by SharePoint users
over a specified period of time, including the post's author, date published, and the number of unique
visitors.

To generate a Blog Post Activity analysis:

1 Select the object(s) containing the blog(s) whose posts you want to analyze.

2 Choose Activity > Blog Post Activity.
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3 Specify the parameters for your analysis

NOTE: In addition to the "standard" parameters you have the option of grouping results for each
blog post By Post or By Author.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The top level of the analysis shows all of the blog sites within the selected scope. As you drill-down,
the following information displays for each post or author (depending on the Group By parameter you
chose) within the specified date range:

e H#Comments
e Creation Date
e Publish Date

e #Unique Visitors

e  # Hits (that is, the total number of visits to that page).

[E] \welcome to your Blog! http:/f2010foundation/sites/betallists/posts/post aspi D=1

1 6/5/2015 2:38:09 PM 6/5/2015 2:38:06 PM 1 6
[E] Computer Skills http:/f2010foundation/sites/betallists/posts/post. aspx?ID=2

2 6/5/2015 2:40:40 PM 6/5/2015 2:38:00 PM 2 3

bellumlisaacasimov

= SHAREPOINT\system

[ Welcome to your Blog! http:/i201 0foundation/sites/beta/lists/posts/post aspx D=1

0 6272015 1:10:15 PM 6/2/2015 1:10:14 PM 0 0
[E] Poer Richard says.... http:/f2010foundation/sites/betallists/posts/post. aspx D=2

2 6272075 1:59:04 PM 6/2/2015 1:57:00 PM 2 g
[E] Wwink at small faults http:/f2010foundation/sites/betallists/posts/post. aspx?ID=3

0 6/5/2015 3:56:43 PM B/5/2015 5:54:00 PM 0 0

Note that SharePoint considers the date and time when the post was initiated (even before the
[Publish] button was clicked) to be the original Publish Date. Therefore, if the post is published
immediately, the Publish Date/time may actually be earlier than the Creation Date.

# Comments Creation Date

hitp-//201 oundation/sites/beta/delta/deep

B bellum‘jamesjoyce
[ Computer Skills http://2071 fFoundation/sites /betadists /postspost aspxFID=2
2 6/5/2015 2:40:40 PM 6/5/2015 2:38:00 FM
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Blog post that was created and published immediately

If the post was not published immediately (for example, the post was scheduled to be published at a
later time or Saved as a Draft), the Publish Date/time will be /ater than the Creation Date/time. If itis
saved as a draft, the Publish Date reflects the date and time when the draft was saved. The Publish
Date will be updated when the draft is re-saved, published, or scheduled to be published.

# Comments Creation Date
A Stitch in Time hitp-//201 N oundation/sites/beta/echo/stitch

B The Science of Bectricity hitp://201 Foundation./stes /betadistsposts/post asp?ID=4
bellum‘jamesjoyce 0 6/5/2015 3:59:34 PM 6/5/2015 5:53.00 FM

Blog post that was created and Saved as a Draft

In the case a post for which was scheduled to be published, the Publish Date will reflect the scheduled
Date/time, even if it is in the future.

. bellumjamesjoyce
Quest Blog Post Activity

Requested Start Date: 5/9/2015 Requested End Date: 6/8/2015

Parameters:

Users: <ALL>

Resume Blog Post Activity

# Comments Creation Date
A Stitch in Time hitp-//201foundation/sites/beta/echo/stitch

B Schedule to un 6/8/2015 at 6:00 PM hitp://201 Ofoundation/sites/beta/lists/posts/post aspx?ID=6

bellum*jamesiovce 1 6/8/2015 3:37:44 PM 6/8/2015 6:00:00 PM 0

Blog post that was scheduled to be published in the future.

Analyzing Activity by Profile Property

If you are running ControlPoint in a SharePoint Server environment and are using the SharePoint User
Profile Service application, you can analyze user activity statistics within Web applications and site
collections associated with a specific a Profile Property.

To generate an Activity by Profile Property analysis:

1 Select the Web application(s) and/or site collection(s) on which you want to perform the analysis.

2 Choose Activity > Activity by Profile Property.

3 Specify the parameters for your analysis.

In addition to the "standard" parameters, you must Select Profile Property for which you want
results.
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Select Profile Property:

=5Select= -

<5elect=
Account name
Ask Me About
Assistant

Claim Provider
Identifier

Claim Provider Type
Claim User Identifier
Department
Distinguished Name
Dotted-line Manager
Fax

Feed service provider

NOTE: The Select Profile Property drop-down contains all of the default properties used by the
User Profile Service Application(s) within the scope of your analysis. Also included are custom
properties that are public (that is, identified in the profile definition as "Everyone.") Excluded are
custom properties that are private (identified in the profile definition as "Just Me").

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Analysis results display all of the sites accessed by users associated with the selected Profile
Property/specified date range (grouped by month), along with:

e the Site name and URL
e the # of Unique Visitors associated with the Profile Property
o the % of Visitors out of total Users associated with the Profile Property

e the # of Days the site was accessed for the month (or the portion of the month represented by the
specified the date range).
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Quest Activity by Profile Property For (3/2/2015 to 5/31/2015) ancelertest testbenchfam
£/1/2015 4:34:49 PM

Parameters:

Property Name: Department
Detailed information taken from SharePoint Logging

Month 1 of Unique Visitors

% of Visitors out of  # of Days the site
total Users was accessed

= May. 2015

=1 OC - Department

ControlPoint Configuration Site  http://qa2013farm4:1818 1 9
scl http://qa2013farm4:47028 1 100% 2
SC2 http://qa2013farmd-47028/sites/SC2 1 100% 1
GB2013TeamSite http://qa2013farm4:43338/sites/GB2013TeamSite 1 100% 1
Testbench Farm Display http://qa2013farmd:33778/tIg/testbenchfarm 1 100% 1
Root http://qa2013farm4:3581 1 100% 2
DocCenter http://qa2013farm4:3591/sites/DocCenter 1 100% 1
MaidaSC http://qa2013farmd:3591/sites/msc 1 100% 3
Site1 DC http://qa2013farmd:3591/sites/Site1 DC 1 100% 2
My Site http://qa2013farmd/my 1 100% 1

Analyzing Object Properties

ControlPoint lets you view properties for objects at different levels of the SharePoint hierarchy via the

following reports:

Site Collection Property Report provides information about one or more site collections in your
farm, including the Site Collection Administrator(s), quota details, site collection workflows audit
setting that are/are not enabled, and a list of activated/deactivated features

Site Property Report provides information about one or more sites in your farm, including the date
and time when the site was created and last updated, the size of the site, users with Full Control
permissions, audit settings that are/are not enabled, and a list of activated/deactivated site
features

List Property Report provides information about one or more lists in your farm, including the
properties of the list, including versioning and advanced settings and audit settings that are/are not
enabled for the list.

Analyzing Site Collection Properties

The Site Collection Properties analysis provides information about one or more site collections in your
farm, for which you are a Site Collection Administrator, including:

the Site Collection Administrator(s)
guota details

site collection workflows
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e audit settings that are/are not enabled (with the option of including only site collections for which
auditing is enabled)

e settings for both SharePoint Designer and audit trimming, and

e alist of site collection features (with the option of including activated features only and/or hidden
features).

You can further limit your results to include only site collections for which specific features are
activated or deactivated.

To generate a Site Collection Properties analysis:

1 Select the object(s) on which you want to perform the analysis.

2 Choose Configuration > Site Collection Properties.

3 Specify the following parameters for your analysis:

Site Collection Properties > Select parameter(s) to act on @ ext, select Run

Include only collections administared by (blank for all):

m

Include only collections with guota (M

[is)

Limit report to site collections with the following features: | Any v| [0 show activated features anly

a) If youwant results to Include only collections administered by one or more specific users,
select the applicable user(s).

b) If you want to limit results to site collections whose quota exceeds a specific size (in MB), enter
that value in the Include Only Collections with quota > field.

NOTE: If you accept the default value of 0, all site collections within the scope—including
those for which a quota has not been set—will be included

c) If youwant to Show activated features only, check this box.

NOTE: If you leave this box unchecked, all installed features will be listed beneath each site
collection, and those that are currently activated will be flagged. If you check this box, all
installed features will be listed once, at the top of the result set, and only activated features will
be listed beneath each site collection.

d) If you want to limit results to site collections for which one or more features are
activated/deactivated:
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= Select the appropriate option from the Limit Report to Site Collections with the
following features: drop-down.

Limit report to site collections with the following features: ”"m‘f *]
Selected Featurefs): | Any L\\s
Activated
Deactivated

= From the Selected Feature(s): list, select the feature(s) you want to
include/exclude (you can select multiple features using the [CTRL] or [SHIFT] key
in the conventional manner).

NOTE: If you select multiple features, results will include site collections for which any one or
more of those features is activated/deactivated.

e) If youwant to Include only collections with auditing enabled, check this box.

f) If you want to Show hidden features, check this box.

NOTE: Hidden features are those that are not visible in the SharePoint Site Features list.
(Hidden features are activated from a command line, using custom code, or through the
dependency of another feature.)

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Analysis results list each of the site collections within the scope of your analysis, along with the content

database that the site collection uses.

Quest Site Collection Properties Buslerestjamesioyes

12672024 62801 PM

Parameters:
Include only collections administered by (blank for o)
Include cnly collections with quots (ME) greater than (D for all

Acthvated Featuras Show activated features only.

features

ctions with auditing enabled

= Clients ( http://clients/ )

Alpha Snackfoods ( http:/ [ dients/ sites/alpha ) Content 991ca6b7060e4a81b07ff55fdca6e164

Company Blog ( http:/ / clients/ sites/blog ) Content 991ca6b7060e4a81b07ff55fdca6e164

ControlPoint Configuration Site ( http://clients ) Content 991ca6b7060e4a81b07ff55fdca6e164

Help Desk ( http:/ / clients/ sites/Help ) Content 991ca6b7060e4a81b07ff55fdca6e164

HR ( http:/ [ clients/ sites/HR ) Content 991ca6b7060e4a81b07ff55fdc46e164

Operations ( http:/ / cients/ sites/ Operations ) Content 991cabb7060e4a81b07ff55fdc46e164

Status Check ( http:/ / clients/ sites/Status ) Content 991ca6b7060e4a81b07{f55fdc46e164

Extranet ( http://extranet:28733/ )
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REMINDER: If you chose to show activated features only, an expandable list of all Installed Site
Collection Features displays at the top of the result set, with only activated features displaying
beneath each site collection. (Otherwise, the full set of installed site collection features will display
beneath each site collection).

= Installed Site Collection Features

Hidden? Feature Name

+ Basic Web Parts - Makes the following Web Parts available in the site collection Web Part catalog: Page Viewer, Content Editor, Image, Form, XML and Site Users list.
Custom Site Collection Help - Creates a Help library that can be used to store custom help for this site collection.

+ Help - Creates the Help library that can be used to store product Help.
Open Documents in Client Applications by Default - Configures links to documents so they open in client applications instead of Web applications, by default.
Report Server Integration Feature - Enables rich reporting using Microsoft SQL Server Reporting Services.

+ Standard Column Definitions - Provides standard column definitions for a site collection.

- Standard Content Type Definitions - Provides standard content type definitions for a site collection.

Three-state workflow - Use this workflow to track items in a list.

When expanded, the following information displays for each site collection:

e Site Collection Administrators

B Administrators

Primary: i:0# wlaxcelertestjamesjoyce Secondary; i:0# wlaxcelertestitestbenchinstal Others: i.0# wiaxcelertest\fscottfitzgerald; i:0#. wlaxcelertestiwashingtonirving;

e Site Collection Quota (including the current storage used, % of quota, and the threshold at which a
warning email is sent)

Bl Site Collection Quota
Site Collection Storage Maximum : 100 (MB) ‘Warning email 2ent when site collection storage reaches : 90 (MB)

Current storage used | 22.78 (MB) % of Queta : 22.78%

e All of the available Audit Settings (settings that are currently enabled are flagged)

B Audit Settings
Lists, Libraries and Sites - Events to audit Enabled? Documents and Ttems - Events to audit
+ Editing content types and columns + Opening or downloading documents, viewing items in lists, or viewing item properties
Searching site content Editing items
+ Editing users and permissions + Checking out or checking in tems.
Deleting child objects Moving or copying items to another location in the site
+ Deleting or restoring tems

o Site collection Workflows, including each workflow's current status, associations (that is, the
number of lists, document libraries, and/or content types associated with the workflow), and the
number of instances of the workflow that are in progress.

B Workflows

Workflow Status Associations In Progress
Approval Active 14 1
Collect Feedback Active 14 4
Collect Signatures Active 14 0
Dizposition Approval Active o 0
Three-state Active 0 0
Tranzlatien Management Active 0 0
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e Site collection Features. Hidden features (if included) and Activated features are flagged.

Site Collection Features

Hidden?

+

Activated?

+

Feature Name - Description

Bagic VWeb Parts - Makes the following Web Partz available in the zite collection VWeb Part catalog: Page Wiewer, Content Editer, Image, Ferm, XML and
Site Users list.

BizApps Site Templates - SharePoint Portal site templates and web parts
Collect Signatures Workflow - Gathers signatures needed to complete a Microsoft Office document.

Dizpesition Approval Workflow - Manages document expiration and retention by allewing participants to decide whether to retain or delete expired
documents.

Excel Services Site Feature - Adds site-level Excel Services Features to the Windows SharePoint Services framework
InfoPath Forms Services support - InfoPath Forms Services lists and related pages to enable server side rendering of Forms.
Microsoft Office Server workflows - This feature provides support for Micresoft Office Server workflows.

Office SharePoint Server Enterprize Site Collection featuresz - Features such as the business data cataleg, formsz services, and Excel Services,
included in the Office SharePoint Server Enterprize License

Office SharePoint Server Standard Site Collection features - Features such ag uszer profilez and =2earch, included in the Office SharePeint Server
Standard Licenze

Portal Layouts Feature - Portal feature that uploads all the layouts to the master page gallery

Reporting - Creates reports about information in Windows SharePoint Services.

Routing Workflows - Workflow s that send a document fer feedback or approval

SharePoint Portal Server Business Appications Content Type Definition - SharePoint Pertal Server Business Appication content type definitions
SharePoint Portal Server Local Site Directory Capture Contrel - SharePoint Pertal Server Local Site Directory Capture Centrol

Site Settings Link to Local Site Directory Settings page. - Site Settings Link to Local Site Directory Settings page.

5PS Biz Apps Field Definition - O0B field definttions for Biz Apps

Standard Column Defintions - Provides standard column definitions for a site collection.

e for SharePoint Server farms, SharePoint Designer Settings and Audit Log Trimming Settings.

E SharePoint Designer Settings

Enabled? Settings

+ Enable SharePoint Designer

+ Enable Detaching Pages from the Site Definition

+ Enable Customizing Master Pages and Page Layouts
+ Enable Managing of the Web Site URL Structure

= Audit Log Trimming Settings

Value Settings
+ Trim Audit Log
30 Number of days of Audit Log data to retain

Location of Audit Log Reports

Analyzing Site Properties

The Site Properties analysis provides information about one or more sites in your farm, including:

e the account that created the site as well as the date and time when the site was created and last
updated

e the size of the site

e whether the site has unique permissions

e users with Full Control permissions for the site.

e audit settings that are/are not enabled for the site (with the option of including only sites for which
auditing has been enabled at the site collection level)

e alist of site features (with the option of including activated features only and/or hidden features)
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To generate a Site Properties analysis:

1 Select the object(s) you want to include in your analysis.
2 Choose Configuration > Site Properties.
3 Specify the following parameters for your analysis:
Site Properties > Select parameter(s) 10 act on @
m - .
[J Show activated features only
Limit report to sites with the following features: [Any N ]

SEEE NG SResources core blogContentFeatureTitle: Limit Site Reports to Site Definitiol
~

SResources core, GhwFeatureWhereaboutsTitle:

SResources obacore tenantadminbdcFeatureTitle:
SResources:UpgradeOnlyFile_Feature_Title;

Academic Library Site V)
Academic Library Site Sample Data

[ Include only sites with auditing enabled at the site or site collection Level
[ Include only sites with auditing enabled at the site level

Display with results expanded

a) If youwant to Show activated features only, check this box.
NOTE: If you leave this box unchecked, all installed features will be listed beneath each site,

and those that are currently activated will be flagged. If you check this box, all installed
features will be listed once, at the top of the result set, and only activated features will be

listed beneath each site.

b) If you want to limit results to sites for which one or more features are activated/deactivated:

= Select the appropriate option from the Limit Report to Sites with the following
features: drop-down.

Limit report to sites with the following features: [Any ']

selected Feature(s): | AY
Activated %

Deactivated

= From the Selected Feature(s): list, select the feature(s) you want to
include/exclude (you can select multiple features using the [CTRL] or [SHIFT] key

in the conventional manner).
NOTE: If you select multiple features, results will include sites for which any one or more of
those features has been activated/deactivated.

c) If youwant to Include hidden features, check this box.

NOTE: Hidden features are those that are not visible in the SharePoint Site Features list.
(Hidden features are activated from a command line, using custom code, or through the

dependency of another feature.)

d) If youwant to Include only sites with auditing enabled at the site collection level, check this

box.
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NOTE: If you check this box, results will include sites that inherit audit settings from the parent
site collection. See also Managing Audit Settings.

e) If you want to Include only sites with auditing enabled at the site level, check this box.

NOTE: The only audit setting that can be enabled directly for a site is Opening or
downloading documents, viewing items in lists, or viewing item properties via the
ControlPoint action Manage Audit Settings.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Site Properties analysis results list each site within the scope of your analysis, along with the content
database it uses (from which you can link directly to a Content Database Storage analysis.

= SharePoint - 80 (http://2010foundation/)

2 Alpha Snack Foods (http://2010foundation/sites/alpha)

Select @ Alpha Snack Foods (http:/ / 2010foundation/ sites/ alpha) wss content clients
Select @ ....Baking Technology (http:/ / 2010foundation/ sites/ alpha/baking) wss content clients
Select 3....Herbs and Spices (http://2010foundation/ sites/ alpha/ spices) wss content clients

REMINDER: If you chose to show activated features only, an expandable list of all Installed Site
Features displays at the top of the result set, with only activated features displaying beneath each
site. (Otherwise, the full set of installed site features will display beneath each site.)

2 Installed Site Features

Hidden? Feature Name

+ SResources:core, GbwFeatureWhereaboutsTitle; - SResources:core, GbwFeatureWhereaboutsDescription;

+ Announcements Lists - Provides support for announcements lists for a site.

+ Central Administration Links - Links for the Operations and Application Management pages in the Central Administration site.

+ Circulation List - This feature provides support for Circulation list types.

+ Contacts Lists - Provides support for contacts lists for a site.

+ ControlPoint for Site Admins, customizable - This feature adds a link to a customizable ControlPeint screen for Site Administrators onto the Site Settings page and
the Site Actions menu

+ ControlPoint Menus for Site Settings - This feature installs a number of ControlPoint menus onto the Site Settings page

+ ControlPoint Permissions Management for Site Admins - This feature adds a link to a customizable ControlPoint Permizsions Management screen for Site
Administrators onto the Site Settings page and the Site Actions menu

+ Custom Lists - Provides support for custom lists for a site.

+ Data Source Libraries - Provides support for data source libraries for a site.

+ Discussion Lists - Provides support for discussion boards for a site.

+ Document Libraries - Provides support for document libraries for a site.

+ Events Lists - Provides support for events lists for a site.

When expanded, the following information displays for each site:

e the account that the site was Created By
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e the site's Size (in KB)
e the date and time when the site was Created and Last Updated
e whether the site has Unique Permissions
e whether the site has been configured to Allow RSS Feeds
e the Language used by the site
e alist of users with Full Control permissions (that is, users considered to be site Owners).
Select B Alpha Snack Foods (http:/ / 2010foundation/ sites/ alpha) wss content clients
= Created By Size (KB) Created Last Updated Unique  Allow RSS Feeds Language
Perm.
BELLUM\administrator 284570.9% T 2:23:10 PM T 3:01:13 PM True True Engligh (United States)
Site Template:  STS#0 (Team Site) Description: The best chips around - they go faster than any others
e All of the available Audit Settings, with settings that are currently enabled for the site identified
with a plus sign (+). Audit settings that are inherited from the parent site collection are also
flagged with >.
= Audit .‘;eﬂings ' { Note: *+" indicates that the audit item is inherited from the parent site collection. )
Lists, Libraries and Sites - Enabled? Documents and Items - Events to audit
Events to audit
Editing content types and columns Opening or downloading documents, viewing items in lists, or viewing item properties
Searching site content Editing items
Editing users and permissions = Checking out or checking in tems.
Deleting child cbjects Moving or copying items to another location in the site
= Deleting or restoring tems.
e For SharePoint farms running the Managed Metadata Service Application, any Custom Properties
that have been applied to the site.
El Custom Properties
CustomPropertyLocation:; Industry Col;RelCol;;Jan:;
e Site collection Features. Hidden features (if included) and Activated features are flagged.

[ Site Features

Hidden? Activated? Feature Name Feature Description

+ + Anncuncements Lists Provides support for announcements lists for a site.

+ + Contacts Lists Provides support for contacts lists for a site.

+ + ControlPoint for Site Thiz feature adds a link to a customizable ControlPoint screen for Site Administrators onto the Site Settings
Adming, customizable page and the Site Actions menu

+ + ControlPeint Menus for This feature installs a number of ControlPoint menus onto the Site Settings page
Site Settings

+ + ControlPeint Permiszions  This feature adds a link to a customizable ControlPoint Permissions Management screen for Site
Management for Site Administrators onto the Site Settings page and the Site Actions menu
Admins

+ + Custom Lists Provides support for custom lists for a site.

+ + Data Source Libraries Provides support for data source libraries for a site.

+ + Discussion Lists Provides support for discussion boards for a site.

+ + Document Libraries Provides support for document libraries for a site.

+ + Events Lists Provides support for events lists for a site.

+ + External Listz Provides support for external lists for a site.

+ + ‘Gantt Chart Tasks Lists Provides support for Gantt-chart tasks lists for a site.

+ + Grid Lists Provides support for editing custom lists in a grid for a site.

+ + lssues Lists Provides suoport for issues lists for a site.

ControlPoint User Guide
232
Data Analysis and Reporting



Analyzing List Properties

The List Properties analysis provides information about one or more lists in your farm, including:

e the properties of the list, including versioning and advanced settings

e audit settings that are/are not enabled for the list.

To generate a List Properties analysis:

1 Select the object(s) you want to include in your analysis.

2 Choose Configuration > List Properties.

3 If you want results to include only lists that meet one or more specific criteria, specify one or more
of the parameters described in the following table.

If you want results to include only Then ...

lists...

whose name contains a specific text | enter the text string in the List Name contains field.
string

List Mame Contains: Iclient

that have a particular version setting | select from the Versions Setting drop-down.

Version Settings: [AII ']
All
Mo Versioning

List Type:

Major Versions Only

Major and Minor
Versions

Any Versioning

of one or more specific types select from the List Types drop-down.

Contacts List
List Type: ﬂ
Data Connection Library

Discussion Board

Document Library
Evente List j

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR
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e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The top level of the analysis lists each Web application, site collection, site, and list within the scope of
your analysis, along with the list's Base Type.

axcelertestjamesjoyce
Quest List Properties
1/26/2024 6:51:20 PM

Parameters:
List Name Contains:
‘Versioning All

List Type: Al

Web Application: SharePoint - 80

Site Collection: Alpha Snack Foods

=2 Web Site: Alpha Snack Foods

Select Activity Reports Base Type: DocumentLibrary
Alpha Documents Base Type: Documentlibrary
Calendar Base Type: Events

Select CP Statistics on remote site Base Type: 10004

Select Form Templates Base Type: DocumentLibrary

Select Issue Tracking List Base Type: IssueTracking

Select Links Base Type: Links
Mow Hear This! Base Type: Announcements
Shared Documents Base Type: Documentlibrary
Site Collection Help Base Type: 151

Select Style Library Base Type: DocumentLibrary

Select Survey Says! Base Type: Survey

When expanded, the following information is displayed for each list:

e list Properties, including versioning and advanced settings detail

E Properties
Versioning
Require Content Approval: Falee Winer Version Limit: 0
‘ferzion Higtory Type: Major'Verzions Draft Visibility Type: Reader
Iajer Version Limit: 3 Reguire Checkout: Falze

Advanced Setfings

Enakle Attachments: Falee Alow Management of Content Types: True
Read Permizzions: ModifyAll Dizplay on Quick Launch: True
Write Permizsions: ModifyYourOwn Enable Audience Targeting: False

iew Names: Threaded, Flat, Subject, ResView

o all of the available Audit Settings, with settings that are currently enabled for the list identified by
a plus sign (+).
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NOTE: Audit settings that are inherited from the site collection are flagged with >.

B Audit (Mote: '>'indicates that the audit item is inherited from the parent site
Settings collection.)
Enabled? Lists, Libraries and Sites - Events to Enabled? Documents and Items - Events to audit
audit
Editing content types and columns + Opening or downloading documents, viewing items in

lists, or viewing item properties
Searching site content Editing items
Editing users and permissions = Checking out or checking in items
Deleting child objects Maoving or copying items to another location in the site

> Deleting or restoring items

e list Columns settings

E Columns

NHame Column Type Column Description Content Types

Approval Status Moderation Status IMederation Status MNi&

Approver Ceammentz Multiple linez of text Multiple linez of text Mi&

Aftachments Attachments Aftachments MiA,

Body Multiple lines of text Multiple lineg of text Dizcussion, Meszage
Body VWas Expanded Computed Computed Dizcuzszion, lMezzags
Cantent Type Single line of text Single line of text Dizcuzzien, Mezzags
Content Type ID Content Type i Content Type d NiA

Copy Source Single line of text Single line of text NiA

Correct Bedy To Show Computed Computed Dizcuzszion, lMezzags
Created Date and Time Date and Time Mi&

Created By Perzon or Group Perzon or Group MNiA

Dizcussion Subject Computed Computed Dizcussien, Messags
Dizcusszion Titke Lookup Lookup (information already on thiz site) Dizcuzszion, lMezzags

Analyzing Storage

ControlPoint offers the following analyses that enable you to examine storage usage for a specific date
or time period:

e Most/Least Storage analysis lets you examine site collections, sites, lists, and list items that are
using the most and/or least amount of storage space.

e Site Collection Storage Analysis shows storage usage for one or more site collections.
e Sijte Storage Analysis shows storage usage for sites within one or more site collections.

e Content Database Storage shows current information about content databases used by site
collections in your SharePoint farm.

e Site Lists and Libraries Storage shows storage usage for each individual page and document within
a site.
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e Storage by File Type shows the amount of storage used by file extension.

You can also analyze trends in storage use over a specified time period. See Analyzing Trends.

In addition, the Duplicate Files Report lets you locate files across lists and libraries in your farm that

have the same file name, extension, and relative size. You can use this information to help you free up

storage space in content databases.

Analyzing Most/Least Storage

Use the ControlPoint Most/Least Storage analysis to examine SharePoint objects (site collections, sites,
lists, and/or list items) within a selected scope ranked according to those using the most or least

amount of storage.

You can further narrow your result set to include only objects that meet specific criteria and/or
thresholds.

To generate a Most/Least Storage analysis:

1 Select the object(s) for which you want to analyze most/least storage.

2 Choose Storage > Most/Least Storage.

3 Specify the parameters for your analysis:

a)

b)

c)

Select the object types you want to analyze:

= Sijte Collections and Sites
OR

= Lists and Files

Note that remaining parameters are populated based on the object type selected.

From the Include Report list box, select the type(s) of storage that you want to include in your
analysis.

Include Report:

<Select=

<ALL=

Sites - Largest Storage

Sites - Smallest Storage

Site Collections - Largest Storage
Site Collections - Smallest Storage

NOTE: If you choose multiple storage types, each result set will be displayed in a separate
subsection.

If you want to limit each result set to more or less that 10 objects, change the default value for
Limit Results to number of Objects field.
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NOTE: This field cannot be left blank.

d) If you want to limit each result set based on the amount of storage used, complete the Limit
results to the amount of Storage used (in MB) field.

NOTE: If your analysis includes "most" storage, results will include objects at or above that
limit; for "least" storage, results will include objects at or below that limit. If you leave the field
blank, no storage size limit will be applied.

e) If you are reporting on Lists and Files and you want to limit each result set based on number of
items within a list, complete the Limit results to number of List Iltems per List field.

NOTE: If your analysis includes "most" storage, results will include lists with the specified
number of items or more; for "least" storage, results will include lists with the specified number
of items or fewer. If you leave the field blank, no limit will be applied.

4 If you want to further refine your results, expand the Advanced Options tab.

a) If you want to limit your result set to objects that meet one or more specific criteria, use the
information in the following table for guidance.

If you want to limit each results set... Then ...
to objects with one or more specific site select from the Limit Site Reports to Site
definitions (templates) Definitions list.

to objects whose url contains a specified enter that string in the Limit results to objects
text string whose URL field.

NOTE: If your analysis includes multiple types,
this limit will apply to each individual result set.

For Documents, Pages, and Users:

to lists of one or more specific list select from the List Definitions list.
definitions

to exclude lists that do not display in the check the Omit Hidden Lists box.

site's View all Site Content page
pag NOTE: If you choose to include hidden lists in

analysis results, they are flagged in analysis
results with a plus sign (+).

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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The body of the analysis includes a subsection for each usage type, as shown in the following

examples:
Largest and Smallest Storage Used (Sites)
Top 5 Sites with Largest Storage
Parameters:
URL Contains:

Limit Site Reports to Site Definitions: All
Threshold: N/A

Created By = Last B Last
Accessed Updated
Select 1 Alpha Snack Foods http://2010foundation/sites/alpha) BELLUM‘\administrator 278.45 233 3/4/2014 3/5/2014
Select 2 CA (http://2010foundation/sites/CIA) BELLUM\administrator 13.62 i 1/1/0001 2/11/2014
Select 3 Client List http://2010foundation} BELLUM‘\administrator 13.26 1] 1/1/0001 2/11/2014
Select 4 bravo (http://2010foundation/sites/beta/bravo) SHAREPOINT\system 9.34 1] 1/1/o001 10/29/2012
Select 5 Delta Transportation http://2010foundation/sites/delta) BELLUM‘\administrator 6.09 a1 3/3/2014 3/3/2014
Top 5 Sites with Smallest Storage
Parameters:

URL Contains:
Limit Site Reports to Site Definitions: All
Threshold: N/A

Created By =

Last
Updated

2 page 2
Views

Select 1 bravolevelthree (bttp://201 0foundation/sites/beta/bravo/reg/leveltwo/bravolevelthree) SHAREPOINT \system 0.12 i} 2/21/2012
Select 2 bravoleveltwo http://201 0foundation/sites/beta/bravo/reg/leveltvo) SHAREPOQ! stem 0.12 1] 2/21/2012
Select 3 charlie (http://2010foundation/sites/beta/charlie} SHAREPO! stem 0.22 1} 2/21/2012
Select 4 delta (http://2010foundation/sites/beta/delta) SHAREPO] stem 0.22 1 3/3/2014
Select 5 echo http://201 0foundation/sites/beta/echo) SHAREPOQ! stem 0.22 1] 2/21/2012
Largest Number of Items (Lists)
Top 5 Lists with Largest Number of Items
Parameters:
URL Contains:

Limit Site Reports to Site Definitions: All
Limit List Reports to List Templates: All
Omit Hidden Lists: True

Threshold: N/A

Parent Site =

Select 1 '—'-\uj Alpha Documents http://2010foundation/sites/alpha
Select 2 '—'-\u_"1 Shared Documents http://2010foundation/sites/alpha
Select 3 m xcMostl eastReport Storage Dates http://2010foundation/sites/alpha
Select 4 3 Shared Documents http://2010foundation/sites/alpha/bakin
Select 5 53 Shared Documents http://201 0foundation/sites/CIA

145.01 220 3/4/2014
119.35 150 3/4/2014
0.05 48 2/13/2014
3.60 26 7/14/2011
11.91 26 1/10/2013

Analyzing Site Collection Storage

The Site Collection Storage Analysis provides storage statistics for selected site collections, including:

e the distribution of storage among Web applications selected for analysis, and

e the number of top site collections (that is, site collections with the scope of your analysis using the

most storage).
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To generate a Site Collection Storage Analysis:

1 Select the object(s) on which you want to perform the analysis.

2 Choose Storage > Site Collection Storage Analysis.

3 Specify the parameters for your analysis.

Note that, in addition to the "standard" parameters, a Limit display to must be specified. The
value in this field (which is 10 by default, but may be changed), represents the number of sites using
the most storage space that you want to examine more closely. These sites are listed in a separate
section at the bottom of the analysis results.

Limit display to: |2

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

belum\adniristrator A
Metalogix Site Collection Storage For 3/13/2015 3/13/2015 11:12.58 AM

Wieh Appiications

g&sla:linnscurla'l Sites - Size (MB) glﬁﬁa %

333
3279
Totals 15 49 493 6.570 33124 3.100

Size Distributions { Top 5 Storage Usage ( Top 5}

Cla

ContralPaint Configurstion Ste(*)

Defta Transportation

Blata ML watine.

< >
The Site Collection Storage analysis consists of the following sections:

e Web Applications
e Size Distributions
e Storage Usage

e Top Site Collections
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Web Applications Section
The Web Applications section lists the Web application(s) within the scope of your analysis, along with
the following statistics for individual Web applications and cumulative totals:
e the number of site Collections, Sites, Lists, and Files.
e the Size, in megabytes (MB) of storage used.
NOTE: Size includes content but excludes logs, metadata and other storage overhead. It is not

meant to reflect the size of the content database.

When expanded, these statistics display for individual site collections, along with:

e the Content DB used by the site collection
e Quota in megabytes (MB)

e  %Usage relative to the quota.

¥VeD Appicatons

Select Web App. Collections Content g0 Lists Files Size (MB) (O % Usage
= ControlPoint 1 1 15 400 453

Select  Control Point Corfiguration Site 1 15 400 453 ] MNAA

(http://201 foundation:1818) WS5_CONTENT_AXCELER
= SharePoint - 80 14 48 478 6.158 3279

Select  Alpha Snack Foods 8 89 1529 28423 ] MNAA
{http://201 foundation/sites/alpha) wss_content_clients

Select  Beta Aguatics 27 157 1623 19.42 100 19.42
{http://201 Foundation/sites/beta) wss_content_clients

Select  Delta Transportation 1 15 260 595 100 555
{http://201 foundation./sites/delta) wss_content_clients

Select CIA 2 25 310 1.87 100 187
{hittp://201 foundation./sites./CIA) wss_content_clients

Select  Client List 1 21 348 1.81 100 181
{http://201 0foundation) wss_content_clients

Select  Model Site Collection 1 15 134 171 1,000 017
{http://201 foundation/sites/model) WS5_Content

Select  Gamma Radiation 1 19 291 17 100 17
{http://201foundation./sites./gamma) wss_content_clients

Select  lota Nanotechnology 1 15 238 161 100 161
{http://201 foundation./sites/iota) wss_content_clients

Select Ha Systems 1 15 237 161 100 161
{http://201 foundation/sites/Eta) wss_content_clients

Size Distributions and Storage Usage Sections

The Size Distributions section consists of a pie chart that depicts the size distribution among the Web
applications within the scope of your analysis. (If you generated the report for a single Web
application, the chart will appear solid.)

The Storage Usage section consists of a bar chart that shows the amount of storage space used by
each Web application relative to the Web application's quota.

NOTE: If a quota has not been set for the Web application, Used Space will not be captured.
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Size Distributions  Top 5) Storage Usage ( Top 5)

- Alphs Snack Foods

B Beta Aquatics

| Delts Transportation

B controlFaint Configurstion
Site

o oan

cla

CortrolPaint Configuration Site(%)

Detta Transportation

Beta Squatics

Alpha Snack Foods*)

o 20 40 B0 80 100

B UsedSpace W Free Space

Top Site Collections by Size

This section shows statistics for the site collections using the most storage space. The number of site
collections that display in this section is determined by the value you specified for Limit display to.

Top 5 Site Collections By Size {*) Web Application has no Quota
Site Collection Web Application / Content DB Owner

Select  Alpha Snack Foods SharePoint - 80 AXCELERTES T'development 1.525 28423 0 N/A
{http://201 ifoundation/sites. alpha) wss_content_clients

Select  Beta Aguatics SharePoint - 80 BELLUM"Administrator 1.623 1942 100 15.42
{http://201 foundation, sites/beta) wss_content_clients

Select  Delta Transportation SharePoirt - 80 BELLUM"Administrator 260 555 100 555
{http://201foundation/sites./delta) wss_content _clients

Select  ControlPoint Configuration Site Coritrol Paoint administrator 3az2 333 0 N/A
{hitp://201foundation: 1818) WSS5_CONTENT_AXCELER

Select CIA SharePoirt - 80 BELLUM"\Administrator 310 1.87 100 187
{http://201 0foundation/sites/CIA) wss_content_clients
Totals 4104 3148 300

Analyzing Site Storage

The Site Storage Analysis provides storage statistics for one or more selected sites, including the
distribution of storage usage among sites within the scope of your analysis.

To generate a real-time Site Storage analysis:

1 Select the object(s) for which you want to analyze site storage.

2 Choose Storage > Site Storage Analysis.
Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR
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e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The Site Storage analysis consists of following sections:

e Sites

e Size Distributions

Site Section

The site section lists the sites within the site collection, along with statistics for

e the number of Sites, Lists and Files
e Sizein KB

e % of Quota set for the site collection that is being used by the site

Quest Site Storage Analysis :g:&; ;?E?éox
Select Site Sites Lists Fles Size (KB) % of Quota
= SharePoint - 80

Select  Alpha Snack Foods - Root Site 4 M 5937 286,167 56 27946
(http:/# 0 Fhmgmagan /sites /alpha)

Select  ....Baking Technology o H 123 423671 420
{http:/ /0 el 'sites /alphabaking)

Select  ....Skunkworks Project 2 9 56 5.454.00 537
{http:// 20 W 2wt /sites /alpha./skunloworks)

Select ... Healthy Foods 1 7 43 23428 0.23
{hitp:/s: Fmebma. sites /alpha/skunkworks healthy)

Select ... Tofu Bars 0 7 43 23428 0.23
(http:/ /20 i/ sites /alpha.skunkworks healthy Aofu)

Select ... ‘Yogurt Covered Pretzels 0 7 43 23428 0.23
{http:/# Bk /sites /alpha./skunkoworks Arogurt)

Select  ....Herbs and Spices 0 8 109 3.096.07 302
(http:// 8 W immagam /sites /alpha./spices)

Select  ....Stay Fresh Packaging 0 5 120 211337 206

{http:/s 08 s o sites /alpha./stayfresh)

7 89 1529 301.870.55

The bottom of this section shows the total number of sites and lists and the combined size of the sites
within the scope of your analysis.

r Fresh Packaging 0 5 120 211337 206

#2071 Foundation/sites/alpha/stayfresh)
Q 89 1529 301.87055
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Analyzing Storage Used by a Site's Lists, Libraries, and Files

The Site Lists and Libraries Storage analysis lets you view the storage usage of each list, library, and file
on a selected site, including all hidden lists (such as Master Page Gallery, Reporting Metadata, and User
Information).

You can also open a list, library, or file directly from analysis results.

To generate a Site Lists and Libraries Storage analysis:

1 Select the site for which you want to analyze storage used by lists, libraries, and files.

NOTE: This analysis can only be performed on a single site. If you multi-select, only the site on
which you right-clicked will apply.

2 Choose Storage > Site Lists and Libraries Storage.
3 If different than the default (1000), enter Number of files by size (that is, files that use the most
storage) to display.

The Site Lists and Libraries Storage Analysis consists of the following sections:

e Lists and Libraries

e Files

Lists and Libraries section

The Lists and Libraries section lists all of the lists and libraries within the selected site, along with

e aSharePoint icon identifying the list or library type
o the Title of the list or library

e the list or library Type

e the number of Items in the list or library

e the URL (path) to the list or library

e the date and time when the list or library was Last Updated
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e the Size of the list or library in kilobytes (KB)

Quest

Site Lists and Libraries Storage

Customer Support - http:/icp-sp13-a-ss:4848/sites/support

Content Database: DBE4343

ancelertestijamesioyce
112612024 7-08:53 PM

Lists and Libraries
Title

Shared Documents
wipub

Theme Gallery
Style Library
\nleb Part Gallery
Site Pages
Discussions List
Site Assets

Composed Looks
Categories

Issue Tracking
Solution Gallery

Badges

HEHES A JAES & ®556 555

Reports List
m appfiles
m appdata
Total: 22

Master Page Gallery

Community Members

List Template Gallery

TaxonomyHiddenList
Content type publishing error log

[TH8  UserInformation List
i

Type ltems
Document Library 4183
122 21
Master Pages Gallery 125
123 &
Document Library 5
nieb Part Gallery a7
wiki Page Library 3
Discussion Board 0
Document Library 2
880 0
124 18
500 1

Issue Tracking
121

List Template Gallery

Generic List 2
Generic List

Generic List

User Information List n
925

126

125

cumentsForms/Allitems.aspx

catalogs/masterpage/Forms/Allitems aspx

e/Forms/Allltems aspx

Library/Forms/Allltems asmx

fwp/Forms/Allitems aspx

ges/Forms/Byluthor aspx

ists/Community D I 5. 35X

[Farms/Allltems aspx

mbers/MembersAllltems aspx

Allliems aspx

ists/Ca /Categon,Tiles aspx

ists/lssue Tracking/Allltems aspx

FermsiAlitems aspx

logs/itForms/Allitems aspx

ists/Badges/tilitems sspx

ists/TaxonomyHiddenList/Allitems. aspx

jsts/Co yncLog/Allitems.asmx

asx

s asm

Versioning Size (KB)

Yes 105978.78
Yes 1007.07
Yes 98764
No 30378
Yes 8848
No 8155
Yes 924
No 5366
Yes 4913
Ne 3483
Ne 3176
No 2483
Yes 222
No 203
No 831
No 183
Ne 754
Ne 1739
No 655
No 16.16
No 05
No 024 11:50:16 PM 045

108,868.58

The Total number of lists and libraries in the site, as well as the total size of all lists and libraries
(excluding Recycling Bin contents) displays at the end of the section.

Note that, as long as a list is visible in SharePoint, you can link to a List Properties analysis for that list
by clicking the Title hyperlink. If a list is hidden, however the hyperlink will not be available.

=}

=
)

)

LT AT | ISR

Maste@age Gallery sff———— Hidden list

Files section

Now H}ar This! fp—on— Visible list

The Files section lists up to the number of top files that you specified (which may include posted
content, templates, aspx files and web parts if applicable), along with the following information:

e aTitle hyperlink that links directly to the file

e the file Type

the Directory in which the file is contained

the current Version number

the date and time when the file was Last Updated

if more than one version exists, the #0ld Versions and the total Old Version Size (KB)
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e the Total Size of all versions of the file, in kilobytes (KB).

Files

Title Type Directory Last Upd. Version #0Md Versions

JTT Distixdsx adsic sites/support/Shared Documents/File Uploads/FY 2022 17252024 3:28:01 PM
JTT Disfixdex s sites/support/Shared Documents/File Uploads/FY 2024 1/25/2024 3:27.46 PM
emmrist CMdsoc adsic sites/support/Shared Documents/File Uploads/FY 2022 17252024 3:27:56 PM
cmevnrist CM s s sites/support/Shared Documents/File Uploads/FY 2024 1/25/2024 3:27.42 PM

Book xsx s sites/support/Shared Documents/File Uploads/FY 2022 112572024 3:27.56 PM

1
1
1
1
1
024 3:27:41 PM 10
1
1
1
1
1

Bookadsx s sites/support/Shared Documents/File Uploads/FY 2024 1725/

‘wieb Config MAXADMEMBERS html pdf pdf sites/support/Shared Documents/File Uploads/Graphics 17252024 3:25:04 PM
SFDCF = v ¥ U 2 | odex s sites/support/Shared Documents/File Uploads/FY 2022 1/25/2024 3:28:08 PM
SFDCF = v 7 U2 Fdsx adsic sites/support/Shared Documents/File Uploads/FY 2024 17252024 3:27:50 PM
CFP Cloud Overview SANDBOX vsd vsd sites/support/Shared Documents/File Uploads/Graphics 1/25/2024 2:42:43 PM
blank selection page.jpg ing sites/support/Shared Documents/File Uploads/Graphics 1125020

OnDemandManage - Workflows UserGuide pdf B e erklows. UserGuide 1725720 1
CP Cloud Overview ved ved sites/support/Shared Documents/File Uploade/Graphics 11252024 2:42:44 PM 1
DISCOVERYRESUMELEVEL Example.vsd wsd sites/support/Shared Documents/File Uploads/Graphics 024 2:44:42 PM 1
SCM Process Flow pptx ppbx  sites/support/Shared Documents/File Uploads/Graphics 024 30155 FM 1
CP Interface - deshboard xps xps sites/support/Shared Documents/File Uploads/Graphics 024 2:42:47 PM 1.0
IS Named Pipe gif gif sites/support/Shared Documents/File Uploads/Graphics 2502024 2:43:34 PM 1
Online Dedicsted DIAGRAM vsd vsd sites/support/Shared Documents/File Uploads/Graphics 1/25/2024 2:54:33 PM 1
SCM Process Flow 0385 ppix ppbx  sites/support/Shared Documents/File Uploads/Graphics 112502024 3.01:53 PM 1
All ODM KBs.dsx s sites/support/Shared Documents/File Uploads/FY 2024 1/25/2024 3:27.40 PM 1
All ODM KBs xdsx s sites/support/Shared Documents/File Uploads/FY 2022 1/25(2024 3:27:54 PM 1

The Total number of files (up to the limit specified in the Number of files by size parameter), as well as

the total size of all files, displays at the end of the section.

Ddiscovery Senvice TRACE SWITCHES qif aif sitesisupport/Shared Documents/File Uploads/Graphics 1/25/2024 2:44:37 PM 10 2565

ist Copy DESTINATION SETTINGS htrl. GIF GIF sitesisupport/Shared Documents/File UploadsiGraphics 112512024 2-50:55 PM 10 2565

@ 67,369.7

Analyzing Storage Used by Content Databases

The Content Databases Storage analysis provides current information about content databases used in

your SharePoint farm, including:

e the Web application with which the database is associated
e the database's size, status, and the maximum number of sites allowed
e storage used by the database, the log file, and the audit log

e each of the site collections, sites, lists, and files that use the database.

To generate a Content Databases storage analysis:

1 Select the object(s) for which you want to analyze content database storage.

2 Choose Storage > Content Database Storage.

3 Specify the parameters for your analysis.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR
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e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Content Database Storage Analysis Results

Analysis results list the Web application(s) within the selected scope, the associated content
database(s) along with the following information:

e Data File Size

e Data File Space Used

e the database's Log File Size
e the Log File Space Used

e the Audit Log Size (in MB)

e the database's Status, which may be:

=  Online
= Disabled
= Offline

=  Unprovisioning
= Provisioning
= Upgrading
(Consult your SharePoint documentation for status definitions)
e the Current # of Sites using the database
e the number of sites that can use the database before a Site Level Warning is generated

e the Max # of Sites that can use the database

NOTE: All sizes are in megabytes (MB). The Data File Size includes content, metadata and other
storage overhead.

e each of the site collections within the scope of your analysis that uses the database, along with:

= the number of Sites, Lists, and Files within the site collection

NOTE: The number of Lists includes all hidden lists (such as Master Page Gallery and User
Information).

= the total Size of the site collection in MB (and only if a quota has been set, hyperlinked to the
SharePoint site Usage Summary page)

NOTE: The Site Collection Size includes content only (no metadata or overhead).
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Quest Content Database Storage

Web App.- Content Database Site Collections Sites Lists Files Size: (MB)

SharePoint - 30

+ CP-SP13-A-SS: WSS_Content

Intranet

+ CP-SP19-A-55; DB4848

WAP2 - 39798

— CP-SP1$-A-SS: WSS_Content_DB39798

Data File Size: 26400 MB Data File Space Used 155.94 M8 Log File Size 26400MB Log File Space Used 8.22M8 Audit Log Size: 0.50M8
Stats Online Site Collections: 3 Max # Sites 5000 Site Level Vaming: 2000 Audit Log # Records: 375
Totals 3 1 18 293 5371

Select  SC1 1 18 293 5371

Data File Size: 13500 MB Data File Space Used: 9150 MB Log File Size: 20000 MB Log File Space Used 1654 MB Audit Log Size: 0.00MB
Status: Online Site Collections: 1 Max # Sites: 5000 Site Level Waming 2000 Audit Log # Records: 0
Totals: 1 1 23 434
Select 1 23 44

Exdranet

— CP-SP13-A-55 DB5858
Data File Size: 136.00 MB Data File Space Used: 8381MB Log File Size: 200.00MB Log File Space Used 19.66 MB Audit Log Size: 0.00 Mg
Status: Online Site Collections: 1 Max # Sites: 5000 Site Level Warming: 2000 Audit Log # Records: o

Analyzing Storage by File Type

The Storage by File Type analysis provides both a graphical and tabular representation of the amount
of storage used by various file types in the content database(s), both by file size and count. You have
the option of including all file types, or including/excluding those with specified file extensions.

You can also drill down to a Most/Least Storage Analysis for a selected file type, to view files using the
largest amount of storage.

NOTE: This analysis encompasses files within SharePoint content databases. Files stored within the
file system, such as SharePoint Features, are not included.

To generate a Storage by File Type analysis:

1 Select the object(s) you want to include in your analysis.

2 Choose Storage > Storage by File Type.
3 Specify the following parameters for your analysis:

If you want include or exclude specific file types:

= Specify whether you want to Include Extensions or Exclude Extensions.
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= Enter the file extension(s) you want to include or exclude in the File Extensions
field. Enter multiple extensions as a comma-separated list.

Storage by File Type > Select parameter(s) to acton @

® Include Extensions () Exclude Extensions Filz extenzions (' separatad lis: doc,docx,pdﬁ I x

Number of files to show in drill-down: |10

NOTE: If you want include all file types, leave the File Extensions field blank. If you chose Exclude
Extensions, you must enter at least one file extension.

For Number of files to show in drill-down, enter the number of files that use the most amount of
storage upon drilling down to an analysis for a selected file type.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Analysis results include:

e two pie charts that depict the Storage by File Size and Storage by Type for the selected scope and
file types.

Parameters:

File types included: doc,docx, pdf

Storage by File Size Storage by File Count
B pdi(171.133) B pdf (254
B doc (46.182) B doc 21)

I docx (10.111) [ docx (47)

e alisting that includes the Extension(s), Total Files and Total Size (MB) for each file type.
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Click an Extension(s) hyperlink to generate a Most/Least Storage analysis that shows the files with
that extension that use the most storage (the number of which was specified in the Number of
Files to Show in Drill-down).

BExdension(z) Total Fles Total Size (Mb)
254 171.133

% 21 46182

docx 47 10.1M

Analyzing Content of Recycle Bins

The Recycle Bin Report lets you examine the contents of Recycle Bins for one or more site collections
in your SharePoint farm.

To generate a Recycle Bin Report:

1 Select the object(s) on which you want to perform the analysis.

2 Choose Storage > Recycle Bins.

3 Specify whether or not you want to Display with results expanded.
Now you can:

e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The top level of analysis results lists:

e the Web application(s) within the scope of your analysis that contain Recycle Bin items
e the site collection containing the recycle bin items

e the total size of the items in all recycle bins.
When expanded, the following additional information displays:

e the Recycle Bin for each site collection within the scope of your analysis, along with the size (in KB)
of all of the items contained within it

e foreachitemina Recycle Bin:
= anicon that represents the file Type

= the Title of the item
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= the Directory from which the item was deleted
= the user account that the item was Created by
= the user account that the item was Deleted By
= the date the item was Deleted On

= the Size of the item in kilobytes (KB):

OUeSt Recyde Bins axcelertestjamesjoyee

1/26/2024 75455 FM

=

Scope FARM

B End User Recycle Bin ltems for .. Open Cases (hiip icp-sp13-3-s5:4848/sites/support/OpenCases) - Intranet | CP-SP13~
B sites/support/Shared Documents/File
Tocloon.png Uploads/ODP/OnDemandManage Workflows UserGuide/Co James Joyee James Joyce
ommon/Resources/images/Common

B End User Recycle Bin ltems for Customer Support (hitp://cp-sp15-a-ss-4848isites/support) - Intranet / CP-SP13-A-55

Graphics sites/supportiShared DocumentsiFile Uploads James Joyce James Joyce
]
Indexlcon_png orkflows UserGuide/Co James Joyee James Joyce
esourcesimages/Common
B ed Documents/File
Searchlcon.png DemandManage Workflows UserGuide/Co James Joyee James Joyce

ntent/Commen/ResourcesTmages/Commeon

Finding Duplicate Files

The Duplicate Files Report lets you to locate files across lists and libraries in your farm that have the
same file name, extension, and relative size. You may want to use the information in this report to
help you free up storage space in content databases.

Note About "Common" File Names and Extensions

Lists of "common file names" and "common file extensions" are maintained in XML files located on the
Web front-end server where ControlPoint is installed, in the following SharePoint hive subdirectory:
\TEMPLATE\LAYOUTS\Axceler\App_Data.

The purpose of these lists is to give you the option of either including or excluding frequently used files
from analysis results. You can customize the XML files to include file names and extensions specific to
your environment. For example, you may want to filter out company-specific files that are in multiple
document libraries by design. You can also remove any of the default names and extensions.

Files containing common file names and extensions are described in the following table.

File Description

DuplicateFiles_CommonFileNames_Wildcar | Names in this file will be added to the Include File
ds.xml Extensions only parameter.
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File Description

By default, this file includes the entry *.000, which gives
you the option of excluding SharePoint temporary files
from results.

You can specify additional wildcards that you can
exclude from analysis results. Enter wildcards in one of
the following formats:

e  *name

e name*

e  *name*’

Examples:

o *aspx

e template.*

e *page*

DuplicateFiles_Extensions.xml By default, this file includes both file extensions
associated with SharePoint templates and many
common file formats, allowing you to filter results to
include files with specific extensions.

NOTE: This file is shared with the Storage by File type.

Changes that you make to these files must be copied to any additional Web front-end servers in your
farm. Also, whenever you install a ControlPoint update or patch, these files are overwritten with files
containing the default lists. Therefore, if you choose to make modifications, it is recommended that
you keep a backup of the file in a different location so that you can replace the default version after an
update or patch.

To generate a Duplicate Files Report:

1 Select the object(s) for which you want to find duplicate files.

2 Choose Storage > Duplicate Files.

3 Specify one or more parameters for your analysis. Use the information in the following table for
guidance.

If you want to ... Then ...
include only files that are either Files | select the appropriate option from the Include drop-

in Document Libraries or down
Attachments to List Items

Include: | <ALL= -

ins only;

Files in Document Libraries
Attachrments ta List Trems
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If you want to ... Then ...

include only files with specific file select from the Include File Extensions only list box.
extensions (You can select multiple items using the [Shift] and [Ctrl]
keys in the conventional manner.)

TE— _

css
dhtml

R
— |

A

REMINDER: This list is populated by
DuplicateFiles_Extensions.xml, located in the SharePoint
hive subdirectory: \TEMPLATE\LAYOUTS\
Axceler\App_Data.

include only files whose name include | enter the text string in the File Name Contains field.
a particular text string

File Mame Contains: IShEFEF'DiI'It'

include only duplicate files of which change the default value for Minimum Number of
there are more than two (2) instance | Duplicates.
For example, if you enter 3, results will include only files
for which three or more instances exist.

Minimum Mumber of Duplicates: |3|

consider files whose size varies within | specify a File Size Matching Threshold (%)
a specified percentage to be
"duplicates" File Size Matching Threshald (%G |5-':'

NOTE: The default value of 5% is intended to take into
account variations in metadata and version histories that
may be found in files that otherwise have exactly the
same content (this often occurs with Microsoft Office
files, for instance). Changes in file size can occur when
they are uploaded to SharePoint. If you want all files
with the same file name and type to be included,
regardless of size, enter 0.

sort results by Number of Duplicates | select the appropriate option from the Sort By drop-
or File Size down.

Sort by: |File Mame - |

s File Mame

Mumber of Duplicates

Mames: File Size
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If you want to ... Then ...

By default, results are sorted by File Size..

Now you can:
e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Analysis results include all duplicate files that meet the criteria of your analysis, along with the
following information:

e File Name
e Average Size (MB)
e Number of Duplicates

When expanded, the following additional information displays for each group of duplicate files:

e The URL for the list or library where each file is located
e The Size (MB) of each file

e The File Version Number

NOTE: If versioning is not enabled for a document library or if the file is an attachment to a list, the

version number will always display as 1.0.
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e The user the file was last Modified By.

Quest Duplicate Files
Parameters:
Include: Files in Document Libraries Sort by: File Name
Minimum Number of Duplicates: 2 File Size Matching Threshold (%) 5
File Name Contains:
Include File Extensions only- All Exclude File Names: AllCommaon
Aversge Size (MB) Number of Duplicates | URL Sizs (MB) T
2023 - GLOBAL CALENDAR o Pl
= Update xdsx 0.029 <
Shisred Documents/FY 2024 10 /2024 £:03:33 PM Arthur Miller (i:08 wlax
Shared Documents/FY 2022 10 11272024 5:52:05 PM Arthur Miller (i:08 wizax
B 32kb_calexisx oome 2
ue/Shared Documents/FY 2022 10 112/2024 5:52:05 PM Arthur Miller (i:08 wlzx
/Shared Documents/FY 2024 10 112/2024 6:03:40 PM
= ‘-}c‘we Partner list and 0028 2

Agresment number listxlsx

Shared Documents/FY 2022 4 5:52:05 FM

Shared Documents/FY 2024 1.0 101272024 6:03:40 PM

&= All ODM KBs.xdsx 0.167 2
Shared Documents/FY 2024 1.0 112/2024 6:03:40 PM
/Shared Documents/FY 2022 10 112/2024 5:52:.05 PM
B AxcelerTest VM IPs xdsx 0.013 2
ue/Shared Documents/FY 2024 1.0 1/12/2024 6:03:40 PM Arthur Miller (.02 wlzx

:ilep-sp19-2-95:4848/revenue/Shared Documents/FY 2022 oo 1.0 111272024 5:52:05 PM Arthur Miller (i:08 wlax

NOTE: The Number of Duplicates represents the total number of files found. The URL column lists
those for which you have permissions.

Analyzing Content

ControlPoint provides the following tools for analyzing site content:

e The Metadata Usage analysis shows where and how Managed Metadata is used in SharePoint
Server farms

e The Content Types analysis shows properties and usage details of SharePoint content types.

e The Recycle Bin Report lets you examine the contents of recycle bins for one or more site
collections.

e The Web Parts analysis include detailed statistics about Web Parts used in selected sites.

You can also analyze trends in site count over a specified time period.

Analyzing Managed Metadata Usage

The Metadata Usage analysis lets you analyze the use of managed metadata as list/library columns in
your SharePointServer environment. You can group results by site or by term set and you have the
option to Include usage count and the individual items in lists or libraries that use the metadata.

NOTE: Because it relies on data from the Managed Metadata Service that is only available in the
Server version of SharePoint this analysis is not available for SharePoint Foundation.
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To generate a Managed Metadata Usage analysis:

1
2

Select the object(s) whose managed metadata usage you want to analyze.

Choose Content > Managed Metadata Usage.

3 Specify the parameters for your analysis. Use the information in the following table for guidance.

Show

No

OR

OR

anzged Metadata Usage > Select parameter(s) 1o act on @

only Metadata of TermSets/Terms centaining (', separas

If you ...

want results to include only metadata with
term sets OR terms that contain a specific text
string

want results to include the number of list items
that have a value in the column that uses the
metadata

want results to include the actual list items that
have a value in the column that uses the
metadata

want to group results by term set rather than
by site

W you can:

Then ...

o enter the string in Show only Metadata of
TermSets/Terms containing field.

NOTE: You can enter multiple text strings
as a comma-separated list.

e choose the applicable Select by option (to
indicate whether you want ControlPoint to
search for TermSet or Term)

check the Show item usage count box.

check the Show items in list or library box.

NOTE: If you check this box, ControlPoint
must iterate through all list items. Depending
on the scope of your analysis and the number
of items within that scope, processing time
may increase noticeably.

uncheck the Group by Site box.

run the operation immediately (by clicking the [Run Now] button)

schedule the operation to run at a later time or on a recurring basis.

ControlPoint User Guide
255
Data Analysis and Reporting



e save the operation as XML Instructions that can be run at a later time.

If you chose to group results by site:

e The top level of the analysis shows each of the Web applications and sites within the scope of your
analysis that use managed metadata

e When expanded, the following information displays each list that uses managed metadata, along
with the following information:

= the name of the Column referencing the Metadata
= the Term Store, Term Group, and Term Set

= the Term specified for the list column (if applicable)

NOTE: The Term column will also show item-level terms only if the Show items in list or library
box.

= if the Item Usage count parameter was checked, the number of items for which the column has
been populated with metadata.

Quest Managed Metadata Usage ——

Show item usage count : True Show items in list or library :
False

Group by Site : True

Select Column referencing the Metadata Term Group Term Set

= Abdul WAP 2 - 15250

H TeamSite ("85 4 =1 1510/ sites/TeamSite)
Select JEREENELG http://qa2010farmvm?2:15250/sites/TeamSite
) 2_Announcements
B List Metadata Columns
Managed Metadata Managed Metadata Document Types Legal 5
Service 1
=5 2_Shared Documents

[l List Metadata Columns

Location Managed Metadata Site Collection - Location 0
Service qa2010farmvm2-
15250-sites-
TeamSite

= GB WAP1 - 22909

B DocumentWorkspace
(ol g 0 im0 site s/DocumentWorkspace)

B ... TeamSite

http://qa2010farmvm?2:22909/sites/DocumentWorkspace/testgh

=2_Announcements

Bl List Metadata Columns

Managed Metadata Managed Metadata Document Types Legal 5
Service 1

B Lists/ControlPoint v. 4.1 is the best yet!

Managed Metadata Managed Metadata Document Types Legal HR
Service 1

B Lists/Get Started with Windows SharePoint Services!

If you chose to group results by TermSet:

e The top level of the analysis shows each Term Store providing the metadata, followed by each
Term Group and Term Set.

e When expanded, the following information displays for each term set:
= the site that uses the metadata
= foreach list that uses the metadata:

= the name of the Column Referencing the Metadata
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= if the Item Usage count parameter was checked, the number of items for which
the column has been populated with metadata.
= the Term specified for the column (if applicable)

NOTE: The Term column will also show item-level terms only if the Show items in list or library
box.

Managed Metadata Managed Metadata Document Types Legal
Service 1

4 = Shared Documents

Bl List Metadata Columns

Location Managed Metadata Site Collection - Location
Service :
- sites-
Teamsite

Note that if you have customized a term set for the site collection, SharePoint assigns the name of the
Term Group.

Managed Metadata Managed Metadata Document Types Legal
Service 1

3 B2 Shared Documents

[ List Metadata Columns

Location Managed Metadata Location

Site Collection -
Service .

I-sites-
Teamsite

To open the SharePoint site that uses the metadata, click on the site url.

To open SharePoint list settings page for a list, click on the list name.

Analyzing Content Types

The Content Type Analysis provides information about SharePoint content types within a selected
scope, including

e the content type's parent object

e the ssite or list where the content type was defined.

You can specify additional parameters to include more detail (such as a count of items that use the
content type and/or a list of the items themselves), and you can choose to group results by either
content type or site.

Note About "Common" Content Types

Alist of "common content types" is maintained in the file CommonContentTypes.xml, which is located
on the Web front-end server where ControlPoint is installed, in the following SharePoint hive
subdirectory: \TEMPLATE\LAYOUTS\Axceler\App_Data.
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By default, this list includes default content types associated with SharePoint built-in templates. The
purpose of this list is to give you the option to "filter out" commonly used content types from analysis
results.

You can customize this file to include "common" content types specific to your environment that you
would like to have the option of excluding. For example, you may want to filter out a company-
specific content type that is used in every site in your farm. You may also want to remove a default
content type from the list.

Changes that you make to this file must be copied to any additional Web front-end servers in your
farm. Also, whenever you install a ControlPoint update or patch, this file is overwritten with a file
containing the default list. Therefore, if you choose to make modifications, it is recommended that
you keep a backup of the file in a different location so that you can replace the default version after an
update or patch.

To generate a Content Type Analysis:

1 Select the object(s) whose content types you want to analyze.

2 Choose Change Management > Content Types.
3 Specify the parameters for your analysis:

a) For Include sites where content types are, select one of the values described in the following
table.

Include sites where content types [!mrailahle Tv\\l
are:

Available

Limit report to content types
containing ( ',' separated list) Defined
In Use

Available, Not In Use
Defined, Mot In Use

If you want results to include sites ...  Select....

for which the content types are Available.
available, regardless of whether they
have been "adopted" by a list/library

where the content types are defined, Defined.
regardless of whether they have been
"adopted" by a list/library

containing lists/libraries that have In Use.

"adopted" the content types NOTE: A content type that has been adopted by a
list or library is considered "in use" regardless of
whether it has actually been associated with any
items.
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If you want results to include sites ...  Select....

for which the content types:
e are available, and

Available, Not In Use.

e have not been adopted by a
list/library

where the content types: Defined, Not in Use.
e are defined, and
e have not been adopted by a

list/library.

If you want to limit results to content types that contain a specific text string, enter that string in
the Limit report to content types containing field. (You can enter multiple text strings as a
comma-separated list).

Limit report to content types containing : :
Special,Baking
(', separated list)

b) Specify the remaining checkbox criteria using the guidelines in the following table.

If you ...

want to group results by content type rather
than by site

want results to include the names of content
type columns

want results to include a count of the number
of items with which the content type is
associated

want to exclude common content types from
results (see "About Common Content Types,"
above)

want results to include the lists and libraries
that use the content type

Now you can:

Then ...

uncheck the Group results by site box.

check the Show content type column
names box.

check the Show item usage count box.
NOTE: If you check this box, ControlPoint
must iterate through all list items.
Depending on the scope of your analysis
and the number of items within that scope,
processing time may increase noticeably.

check the Exclude common content types
box.

check the Show items in list or library box.
NOTE: If you check this box, ControlPoint
must iterate through all list items.
Depending on the scope of your analysis
and the number of items within that scope,
processing time may increase noticeably.
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e runthe operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The analysis results header includes all of the parameters that you specified.

The top levels of the analysis shows either:

o all of the sites within the scope or your analysis, followed by the content types that are used within
each site (if you chose to group results by site)

OR

e each of the content types within the scope of your analysis, followed by the sites that use it (if you
chose to group results by content type).

When results are expanded, the following information displays for each content type:

e the name of the Content Type

e the content types Parent object (that is, the content type from which the content type was
created)

e the content type's Source (that is, the site or list where the content type was defined)

e each of the Lists/libraries

e if selected in the Parameters section:
= the item Count (that is, the number of items within each list or library using that content type )
= the content type's Column Names

= 3 list of the Items that use the content type.

Quest ]

Content Types by Site 1/26/2024 8:25:54 PM

Parameters:

Include sites where content types are- Available

Limit report to content types containing ("’ separated list)
Show content type column names

Show item usage count

Show items in list or library

Exclude common content types

Select Content Type/SitefLists/ltems Parent Source / ltem Count Columns
Community Content Types

g Last Post Date; Last Post By; Replies; Discussions:
Catecory — L3 Category Ficture: Description: Tife: Content Type

Select B HR (hitp/icp-sp13-2-s5:4848sites’HR) Iniranet
"Categonies 2
Lists/Geners|
Select B .. Bensfits (hitpicp-sp19-2-ss:4848/sitesHR/Benefits) Iniranet
Categories 2
Lists/Geners|
Hide Reputation; Reputation Scors: Replies to react
Community Member Site Membership HR level: Replies: Discussions. Best Replies: Last Activ
Title: Member Status: Status: Member. Content Typ
Select B HR (hitp/icp-sp13-2-s5:4848sites’HR) Intranet -
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NOTE: If you chose Show item usage count and/or Show items in list or library, an Item
Count will be included. If you chose neither of these parameters, the Iltem Count column
header will not be visible.

Analyzing SharePoint Workflows

The Workflow Analysis provides the following information about workflows in your SharePoint farm:

e asummary of all workflows defined for a site collection
e each list and library with which a workflow is associated

e optionally, detail about each workflow instance, including item name, workflow state, time started,
last modified date, and last modified by.

NOTE: This analysis only includes workflows that have been defined within SharePoint or SharePoint
Designer. Workflows created by other methods (for example, using Visual Studio Designer or third-
party tools) will not be included in the analysis.

To generate a Workflow Analysis:

1 Select the object(s) whose workflows you want to analyze.

2 Choose Change Management > Workflow Analysis.

Workflow Analysis > Select parameter(s) to act on @

List Name Contains:

Limit by state: Limit by users with tasks:

8L

Limit by duration > (days):

=1
I}
@

Display with rasults expan
3 If youwant to limit results to specific lists, specify the appropriate parameters. Use the
information in the following table for guidance.
If you want to limit results to ... Then ...

workflows in specific types of lists select one or more List Types.
By default, analysis results include all list types.
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If you want to limit results to ... Then ...

lists whose name contains a specific complete the List Name Contains field.
text string

List Mame Contains: | dient

4 If you want analysis results to include each instance of a workflow that has been associated with a
document or list item:

a) Check the Show instances box.

NOTE: If you check this box, ControlPoint must iterate through all list items. Depending on the
scope of your analysis and the number of items within that scope, processing time may
increase noticeably.

b) If you want to further filter your results, specify the appropriate parameters. Use the
information in the following table for guidance.

List Type:
Announcements List
Contacts List List Name Contains:
Data Connection Library
Discussion Board 2

i »

Show instances (takes more time)

Limit by users with tasks:

m| »

Cancelled James Joyce ;
Completed
Expired & w
Expiring X
Start date after: = End date before: =
Limit by duration >[5 Limit by inactivity for >[5
(days): (days):
[ Display with results expanded
If you want to show only instances ... Then ...
that are currently in a specific state select one or more values from the Limit by State list

box.

containing tasks assigned to one or more | for Limit by users with tasks, select the user(s) whose
specific users workflow instances you want to analyze.

that were started after a particular date specify a Start date after.
that ended before a particular date specify an End date before.

that have been running for—or were enter a value for Limit by duration > (days).
completed within—more than a specified
number of days
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If you want to show only instances ... Then ...

that have been inactive for a specified enter a value for Limit by inactivity for > (days).
number of days

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The top level of results show all of the site collections within the scope of your analysis where

workflows have been defined, followed by a list of all sites for which workflows have been enabled.

When a site collection is expanded, a summary of workflows that are defined for each site collection

displays.

NOTE: This information will be reported only if workflows are enabled on at least one site within the

collection.

Web Application: SharePoint - 80
2 Site Collection: Alpha Snack Foods

Workflow Status Associations In Progress
Approval Active 101 0
Collect Feedback Active 101 0
Collect Signatures Active a9 0
Disposition Approval Active 1 1
Schedule Web Analytics Alerts Active 1 0
Schedule Web Analytics Reports Active 0 0
Three-state Active 0 0
Translation Management Active 0 0
Collect Signatures - SharePoint 2010 Active 2 ]
Approval - SharePoint 2010 Active 2 1
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When a site is expanded, all of the lists with which workflows have been associated display.

Web Application: SharePoint - 80
= Site Collection: Alpha Snack Foods

Workflow Status Associations In Progress

Three-state Active 4 8

=_Alpha Documents
Waorkflow Last Modified History List Task List In Progress

Waorkflow 9/5/2013 1:06:15 FM Workflow History Tasks 2

Workflow Last Modified History List Task List
Three State Workflow 5/6/2013 10:40:05 AM Workflows History Tasks 2

If you chose to Show Instances, the following additional detail displays for each workflow instance:

e the Item with which the instance is associated

e the name of the Workflow instance and the workflow Template on which it is based
e the user the workflow instance was Created By

e alink to the Workflow History and Task List for the workflow instance (if applicable)
e the date when the workflow instance was Started and Last Run

e the workflow instance's current State as well as the instance's duration (in days) and number of
days it has been inactive.

Analyzing Broken Links in SharePoint Lists

The Broken Links Analysis enables you to identify broken links in SharePoint linked lists. Included in the
analysis is the reason why the link is considered "broken," as well as a link to the SharePoint Links Edit
form, providing you with the opportunity to "fix" the link.

To generate a Broken Links Analysis:
1 Select the object(s) for which you want to analyze broken links.

2 Choose Content > Broken Links Analysis.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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The top level of the analysis lists all of the Web applications within the scope of your analysis.
When expanded, the following information displays for each broken link:

o the name of the Site and List where the broken link is located

e the Web Address of the broken link

o the Reason for reported failure.

o Ue St Broken Links ancelertestjamesjoyee

1/26/2024 8:42:52 FM

Web Application / Site / List / Link

= Claims WAP - 11306
B . Blogl hitp: fbos-sp10-a-fel-11906/sites/SC 1/blog
Links

Photos httpefbos-sp1l-a-fe1:11906/1es/SC 1/blog/Lists Photos The operation has timed out

Some Reasons Why Links May Be Considered "Broken"

The following table describes some of the common reasons why a link on a SharePoint Linked List may
be considered "broken."

Reason Description

The operation has timed out The request timed out before the page could
be accessed.

The remote name could not be resolved The url may be invalid.

The remote server returned an error: (401). The ControlPoint Service Account does not
Unauthorized have permissions to access the page.

The remote server returned an error: (404) Not The page may not exist (or may no longer
Found exist).

To view/edit the broken link:

Click the Link hyperlink to open the SharePoint Links Edit page
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Metalogix Broken Links axcelertest\testbencha *
3/5/2014 4:56:18

Site Actions ~ Browse

HWHE 05 X

S Copy

Select Web Application /
Site / List / Link

Cl 5 Save Cancel Paste Delete
2 Clients tem
Select B Company Blog http://clients/sites/blog Commit Clipboard Adtions
Links ; - 5
Documents URL * Type the Web address: (Click here to test)
Photos http://clients/sites/blog/Lists/Photos Shared Documents

= Customer 847

Select E Alpha Snack Foods  http://2010foundation:44847 | Lists

Notes
Links Calendar
- Umpdc:1818/_layouts/axceler/] Tasks

REPORT =xcrSummaryReport&TITLE=Su

Alpha { http://2010foundation/Lists/FunctionLinks/ kfaxceler/ T
Foods | EditFerm.aspx?ID=3 &TopType

Storage Analysis 6leSDecdee498 1 ITLE=Alpha Snack Food{ 1=3m Discussion Created at 11/2/2008 7:23 PM by Margaret Meads E
Example of Site  http://bellumpdc:1818/ layouts/Axceler/ itrogesroremormreyrs T e

Admin's view of

Generating a Solution Summary Analysis

The ControlPoint Solution Summary analysis lets you view details about solutions deployed within or
across SharePoint farms:

e if you are a Farm Administrator, all deployed Farm Solutions
AND/OR

¢ sandboxed solutions deployed to site collections within your selected scope.

To generate a Solution Summary analysis:
1 Select the object(s) you want to include in your analysis.

2 Choose Content > Solution Summary.

3 Specify the parameters of your analysis:

= |f you want your results to include only solutions whose name matches a specific text string,
enter the string in the Solution name contains: field.

= |f you want results to include ONLY Farm solutions OR Sandboxed solutions, select the
appropriate option from the drop-down.

Show solutions of type: I'CJ"U-?" "rl
<ALL> “
Farm sodutions anly
Sandbexed selutions anly

REMINDER: Farm solutions will be included only if you are a Farm Administrator.
Now you can:
e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.
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OR

e save the operation as XML Instructions that can be run at a later time.

For each solution type you chose to include, the farm(s) within the selected scope display.

Farm Solutions section

If you are a Farm Administrator, the Farm Solutions section lists all of the solutions deployed to the
entire farm (regardless of the selected scope), along with the following information:

the Solution Name

its current deployment Status

where the solution is Deployed To

the Last Operation Time that an action was taken

whether the solution contains a Web Application Resource, Global Assembly, and/or Code Access
Security (CAS) Policy:

e the Solution ID, and

o upon further drill-down, the Last Operation Detail.

Farm Solutions

Deployed To Last Operation Web Global CAS
Time App. Assembly Policy

Resource
= 20105harePoint

B axcelerfeatures.wsp Deployed Globally deployed 3/14/2014 6:46:08 Mo Yes Mo c0096412-9324-4bc5-a411-652d319efe59
FM
Last Operation #:04 : The solution was successfully deployed.
Details:
B controlpointhelpfeature.wsp Deployed Globally deployed 3/14/2014 6:47:45 Mo Mo Ho d4aac4e-oeas-4fbf-bsde-cha2349a0d63
FM
Last Operation - : The solution was successfully deployed.
Details:
B metalogixproducts.wsp Deployed Globally deployed 3/14/2014 6:48:08 Mo Yes Mo €569440f-90b8-4258-8610-38eb61b63663
FM
Last Operation #% : The solution was successfully deployed.
Details:

Sandboxed Solutions section

If any sandboxed solutions have been installed in site collections within your selected scope, the
Sandbox Solutions section lists each of these site collections, along with the following information
about the installed solution(s):

e the Solution Name
e the solution's deployment Status

NOTE: A blank Status indicates that the solution is installed but has never been activated.
o the installed Version of the solution

e the solution's Last Modified date and time
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e the solution's Resource Usage.
NOTE: For information on the concept of Resource Usage, consult your SharePoint documentation.

¢ the Solution ID

Sandboxed Solutions

Solution Name Version Last Modified

= ContralPoint
B ControlPoint Configuration Site

xcSandboxSolution.wsp 1.0 3/17/2014 12:23:06 PM  0.00 {47BA2B56-A7EN-47E4-8099-
SED9BB1F3974}

Analyzing Web Parts

The Web Parts analysis provide detailed statistics about Web Parts used in your SharePoint
environment.

To generate a Web Parts analysis:

1 Select the object(s) on which you want to perform the analysis.
2 Choose Change Management > Web Parts.

3 Select the option you want to Group By: Parts or Sites.

4 Specify additional parameters for your analysis.

In addition to the "standard" parameters, you can limit results to Web Parts that meet one or more
specific criteria, as described in the following table.

If you want results to include ... Then ...

one or more specific Web Parts select from the Web Parts list box.

NOTE: If you do not select specific Web Parts, all
Web Parts will be returned.

Web Parts: | <pll> -
Microsoft. SharePoint.WebPartPages. XsltListVi ewWehPar‘t‘:‘
MSContentEditor.dwp 1
MSImage.dwp

MSMembers.dwp
MSPageViewer.dwp

EXCEPTION: If the ControlPoint Application
Administrator has chosen to exclude Web Parts from
the ControlPoint Discovery process, the message No
Values Available will display in the list box.

Web Parts whose name contains a enter the text string in the Web Part Name contains
specific text string field.
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If you want results to include ... Then ...

NOTE: You can enter multiple text strings as a
comma-separated list.

Web Parts Mame contains: |EE'|'ItEI'IT-U5EF

only Web Parts that are currently in use | check the Show only parts used in pages box.

NOTE: If you leave this box unchecked and you do
not select a specific Web Part, analysis results will
also include Web Parts that are not currently in use.

only Web Parts that are closed and check the Show only Closed and Hidden box.
hidden

Note that the option to Use cached data will be disabled if Web Parts have been excluded from

the ControlPoint Discovery job. The inclusion or exclusion of Web Parts can be managed by the

ControlPoint Application Administrators. Details can be found in the ControlPoint Administration
Guide.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

If you chose to group Then ....
results ...

By part the top level of the analysis lists the Web Part(s) within the scope of your
analysis, as well as the total number of pages in which each is

When expanded, a list of sites that use each Web Part displays.
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If you chose to group Then ....
results ...

Select \wieh Part f Site Title
— BlogAdmin.dwp
Select ControlPoint Configuration Site (http:/'cp-sp19-a-wiel:1818)
SResources:core adminlinks schema bl
g_title;

Select SC1 (http:icp-sp19-a-wiel:32651/sites/SC1)

SResources:core adminlinks schema bl

g_title:
Select ControlPoint Configuration Site (hitp-#cp-sp19-a-wiel:1818)

SResources core BlogArchives\PTitle:

Select 5C1 (htipi/lcp-sp1S-s-wiel 32651/sites/SC1)

SResources:core BlogArchives\WPTitle:

By site the top level of the analysis lists the Web applications/site collections
within the scope of your analysis.

When expanded, a list of Web Parts used by each site displays.

Select Site / Web Part Title Page
— Web Application : ControlPont

Select ConirolPoint Configuration Site (http://cp-sp19-a-wie0:1818)
Blog/dmin.dwp i‘;ﬂe&ouroas core adminlinks schema blg tit
Blog&rchives.dwp $Resources:core, BlogArchives\WTitle
BlogMotifications webpart SResources core BlogNotifications\WPTitle
DocumentSetContents dwp SResources dlccore DocSetContent!
DonmantSelPropsrties dwp ﬁSesouroes dlcoore, DocSetPrope
GettingStarted webpart iBesouroes core. GettingStarted\WebPartTitl
Media webpart $Resources cmscore, Media\WebPart Title

M AntantFditar dam &Raamirmaa rara CantantFAirarialahPar Titla

Within the context of the site, the following information displays for each Web Part:

o the Title of the Web Part—that is, the name assigned to that instance of the Web Part

NOTE: If the same Web Part is used more than once on a page, the title of each instance is listed in
a comma-separated list. Web Parts that are hidden or closed are annotated.

]
adOnly-Locked
neadowbrookconstruct)

Image Viewer(Hidden)

adOnly-Locked
neadowbrookconstruct)

o the Page on which the Web Part is used
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o the following values, which are the same as those reported in the SharePoint Web Gallery:

= the user account that the Web Part was Created by, well as the user account it
was Last Modified by

= the dates when the Web Part was both Created and Last Updated

NOTE: The Created by, Last Modified by, Created, and Last Updated values refers to the Web
Part itself, not its instance on a specific page. Often, the Created date is the date that the Web
Part was installed on the system.

o the Size of the Web Part in kilobytes (KB).

Note that some commonly-built Web Parts that display in analysis results (such as the List View Web
Part) are not listed in the Web Parts Gallery and are not associated with a specific creator or created
by/modified by dates. Often, such Web Parts have names that begin with "Microsoft SharePoint."

Microsoft. SharePoint.WebPartPages. XsltListView\WebPart Announcements,Links  defau I@HA N/A NfA N/A

Cikn Tenonn Anfanlt cmmne Cuiabon Aeasind Trmthenck Toct=ll 444 /AAA0 T/Mcinadn noaa

Generating a SharePoint Hierarchy Report

The SharePoint Hierarchy Report lets you view and print the hierarchy of Web applications,site
collections, sites—and optionally, lists—within a SharePoint farm. You can generate this report for the
entire farm or for selected objects within the Hierarchy.

Information in this report is current as of the last ControlPoint Discovery.

EXCEPTION: If you ran the report at the site level and Include Children is checked, the report will be
run on real-time data.

In a multi-farm environment, this analysis can only be run on the home farm.

To generate a SharePoint Hierarchy Report:

1 Select the object(s) that you want to include in the report.

2 Choose Configuration > SharePoint Hierarchy.

3 Specify one or more parameters for your analysis:

If you want results to ... Then ...
include lists and libraries heck the Include Lists box.
within sites NOTE: If you check this box, ControlPoint must iterate through all

lists. Depending on the scope of your analysis and the number of
lists within that scope, processing time may increase noticeably.
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If you want results to ... Then ...

include folders and items check the Include Folders and Items box.

within sites NOTE: If you check this box, ControlPoint must iterate through all
list items. Depending on the scope of your analysis and the number
of items within that scope, processing time may increase
noticeably.

display the url for each site | check the Display URLs box.

collection and site to the NOTE: If you leave this box unchecked, only the names of the site

right of each site name collections and sites will display.

include objects whose check the Unique permissions only box.

permissions are unique (not | NOTE: If you check this box, objects will be shown within the

inherited) context of the hierarchy, even if the parent object has inherited
permissions.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The top level displays all Web applications within the scope of your analysis.

When expanded:

e the name of the object and its Type (site collection, site, list, item, and so on) displays

NOTE: If you chose to Display URLs, the url for each site collection and site displays in parentheses
to the right of its name.
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e aplus sign (+) identifies each object whose permissions are unique (that is, not inherited from the
parent objects).

-E| ***Baking Technology : (http://2010foundation/sites/alpha/baking) Site +
= _Announcements( 1 )
Lists/Announcements Relative path
Get Started with Windows ShareFoint Services! tem

Calendar{ 0 )
Links( 0 )

Shared Documents{ 26

***Skunkworks Project : (http://2010foundation/sites/alpha/skunkworks Site
***Healthy Foods : (http://2010foundation/sites/alpha/skunkworks/healthy) Site
B Tofu Bars : (http://2010foundation/sites/alpha/skunkworks/healthy/tofu) Site

M ¥anurt Coverad Pratzals « (httn: /1201 ifanndatinn/citac/alnha/sknnlasnrkeunane) Sita

Analyzing Trends

For a single farm, Web application, or site collection, you can analyze trends over a specified time
period in:

e activity
e sijte count, and/or

e storage.

To generate a Trends analysis:

1 Select the object for which you want to analyze trends.

NOTE: You can only analyze trends for one at a time. If you multi-select, only the object on which
you right-clicked will apply.

2 Use the information in the following table to determine the appropriate action to take.

If you want to analyze trends in ... Choose ...

activity Activity > Trend Analysis for Activity.
site count Content > Trend Analysis for Site Count.
storage Storage > Trend Analysis for Storage.

3 Specify the following parameters for your analysis:

a) Enter or select a Start Date and End Date for your analysis.

The date range you select determines the time intervals captured in the analysis, as described in
the following table.
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If the time period you specified is ... Then the Trend Analysis will be reported ...

up to 60 days by Day
between 61 and 364 days by Week
365 days or greater by Month.

b) If you want to change the Statistics to Graph, select a different value from the drop-down.

Statistics I:D [ Storage (MB) ']
raph:
grap Storage (MB)
Activity
Site Count L}
All

c) If youwant your graph to include a line that smooths out short-term fluctuations, check the
Include moving Average box.

The default value for Moving average period (days) is 7, which represents the number of days
within a given week. This value is useful for many business users who can expect less activity,
for example, on the weekend. You can, however, change this value to measure moving average
for a different time period. For example, if you generally experience week-to-week
fluctuations over the course of a month, you may choose to set the Moving average period to
31.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Trend Analysis results consist of two graphs:

e The Trend Analysis bar graph includes the statistics for the selected criterion. (Note that if you
selected ALL from the Statistics to graph drop-down, a separate graph will be included for each).
Below are examples of Trend Analyses by Day reports (including a 7-day moving average) for
Activity, Storage, and Site Count over the same 28-day time period.
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Activity Trend Analysis

Activity Trend Anal

I Activity (Hits) —=— Moving Average

SO W¥
S10&/BTE
SI0E/ 1E/E
S10Z/L/E
S0/ LE
S10E/8e/C
S0 LT
SIOG0E! |
SIOTPE |
SLO0Z/ 2L
S10Z/0L L
S1O0T/ESL
FLOZ LEATL
FILOGTECL
FLOZ/0Z/TL
FLOZ/ELTL
FlOZ/ATL
FLOZ/GE/ L L
FLOZ/ZE L L
FLOZSH L
FLOZEL L
FLOZ/ 1AL L
¥1OZ/S7/0L
Floz/alal
FlOZ/Z /8
FIOCEE
FIOZ/Z8
Fl0z/9es2
FLOT/EL, L
FLOTZL/ L
FLOZ/5 L
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e The second graph is a line graph that shows statistics for all three options (activity, storage, and
site count) in terms of a percentage over the course of the selected time period. Note that the
maximum value (100%) represents the most storage used, greatest level of activity, and largest
site count over the selected time period.
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Auditing Activities and Changes in Your
SharePoint Environment

SharePoint captures activities and changes to the environment via the following mechanisms:

e the Audit Log, which focuses on activities performed by SharePoint users.

e the Change Log, which focuses on changes made to the SharePoint environment.

ControlPoint provides functionality that enables you to view contents of audit logs and change logs,
which is not currently available in SharePoint.

Events Captured in SharePoint Logs

The following tables identify the log(s) where different types of events are recorded and the event
codes used to identify them.

NOTE: Be aware that some events may not appear immediately in analysis results, as it can take
several minutes for them to be recorded in the SharePoint log.

Add/Delete Site Collections, Sites, Libraries and Lists

Event Where Recorded (ControlPoint Event Type)

e Site collection added | Change Log (Add)
e Sjte added
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Event Where Recorded (ControlPoint Event Type)

e Library or list added NOTE: It may take several minutes for an added site to appear in the
Change Log.
e Site deleted e Audit Log (Delete/Delete Child)

Lib list deleted
* forary orfist defete NOTE: A Delete event is reported from the perspective of the object

itself. A Delete Child event is reported from the perspective of the
object's parent.

e Change Log (Delete)

Add/Delete Document and List Items

Event Where Recorded (ControlPoint Event Type)

Document or list item added

Audit Log (Update)
Change Log (Add)

Document or list item deleted | e Audit Log (Delete/Delete Child)

NOTE: A Delete event is reported from the perspective of the
object itself. A Delete Child event is reported within the scope of
the object's parent.

e Change Log (Delete)

Document or list item restored

Audit Log (Undelete)
e Change Log (Restore)

Other Actions on Document and List Items

Event Where Recorded (ControlPoint Event Type)

e Document Audit Log (View)
opened/downloaded

e List item viewed

e List item properties

viewed
e Document or list item e Audit Log (Update)
edited e Change Log (Update)

e Document or list item
properties edited

Item checked in/checked out | e  Audit Log (Check In/Check Out)
e Change Log (Update)
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Event

Items moved to another
location in the site

Items copied to another
location in the site (using the
Send To menu entry)

Item accessed as part of a
workflow

Where Recorded (ControlPoint Event Type)

Audit Log (Move)
Change Log (Move Away/Move Into)

Audit Log (Update)

Audit Log (Workflow)

Add/Delete/Change Users and Permissions

Event

Site security inheritance
broken

Site security inheritance
restored

Permission level inheritance

restored

Site permission level created

Site permission level deleted

Site Permission level changed

User or SharePoint group
permission changed

SharePoint group created

SharePoint group deleted

Member added to SharePoint
group

Where Recorded (ControlPoint Event Type) (SharePoint Event Code)

e Audit Log (Turn Off Inheritance from Parent)
(SecRoleBindBreaklnherit)
e Change Log (Add Assignment) (AssignmentAdd)

e Audit Log (Turn On Inheritance from Parent)
(SecRoleBindInherit)
e Change Log (Delete Assignment) (Assignment)

Change Log (Delete Assignment) (Assignment)

e Audit Log (Create Permissions) (SecRoleDefCreate)
e Change Log (Add Role)(RoleUpdate)

e Audit Log (Remove Permissions) (SecRoleDefDelete)
e Change Log (Delete Role) (RoleUpdate)

e Audit Log (Modify Permissions) (SecGroupCreate)
e Change Log (Update Role) (RoleUpdate)

e Audit Log (Change Permissions) (SecRoleBindUpdate)
e Change Log (Add Assignment and/or Delete Assignment)
(AssignmentAdd and/or Assignment)

e Audit Log (Create Group) (SecGroupCreate)
e Change Log (Add)

e Audit Log (Delete Group) (SecGroupDelete)
e Change Log (Delete)

e Audit Log (Add Member to Group) (SecGroupMemberAdd)
e Change Log (Add Member) (MemberAdd)
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Where Recorded (ControlPoint Event Type) (SharePoint Event Code)

Event
Member deleted from e Audit Log (Delete Member from Group) (SecGroupemberDelete)
SharePoint group e Change Log ( Delete Member) (MemberDelete)

Add Content Types and Columns

Action Where Recorded (ControlPoint Event Type) (SharePoint Event Code)

Content Type added Audit Log (Change Profile) (ProfileChange)

Column added Audit Log (Change Schema) (SchemaChange)

SharePoint Search Activity

Event Where Recorded (ControlPoint Event Type)

SharePoint search performed Audit Log (Search)

Audit Settings

Event Where Recorded (ControlPoint Event Type) (SharePoint Event Code)

Audit settings changed Audit Log (Change Mask) (AuditMaskChange)

Analyzing Audit Log Contents

The ControlPoint Audit Log analysis extends SharePoint's built-in audit logging by letting you easily view
entries written to the audit log. You can focus your analysis on specific event types, and even limit the
scope to include only certain objects (sites, lists, documents, etc.).

Audit logging must be enabled for each site collection whose events you want to log. You can enable
audit logging for multiple site collections at a time via the ControlPoint Manage Audit Settings action or
Set Site Collection Properties action.

To generate an Audit Log analysis:

1 Select the object(s) for which you want to view audited events.
NOTES:
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= |f the scope of your analysis includes site collections that have been deleted, audit events
associated with that site collection will no longer exist.

= As with all ControlPoint analyses, if you initiated the analysis from the farm, Web application, or
site collection level, all child items will be included by default. If you initiated the analysis at the
site level, only information for that site (not its subsites) will be included. You can, however, use
the Change Selection option to further refine your scope.

2 Choose Audit and Alerts > Audit Log Analysis.

3 Specify one or more of the following parameters for your analysis:

= select both a Start and End date (: ) and time ( =) for which you want to report

NOTE: The time period for which you can generate an audit log analysis depends on how many
days audit data is retained. The ControlPoint default is 0 (meaning that audit data is never
deleted), but the ControlPoint Application Administrator can specify a different value via
ControlPoint Configuration Settings.

= select the User(s) whose actions you want to audit (or leave blank for all users)

= enter a relative URL (note that you can enter a url down to the item level; you can also use an
asterisk (*) at the beginning and end of a url as wildcards)

EXAMPLES
= sjites/al*

= sites/alpha/shared documents/xcrSummaryReport.pdf

= select one or more Event types from the list box. Refer to the topic Events Captured in
SharePoint Log.
: Although you have the option of viewing ALL events, if you select this option your
result set may be extremely large. One reason is that SharePoint records some events (such as
a View) as a series of several events. Also, some event types (such as Update) may encompass
a wide variety of events.

= |f you use ControlPoint to archive SharePoint audit log data and want to Read from Archive,
check this box.

NOTE: If a ControlPoint audit log archive has not been set up for your farm, this option will be
disabled.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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Information in the Audit Log analysis

The Audit Log analysis contains the following information:

e the Date and time that the event occurred
e the User responsible for the event

e the Event type

e the Scope of the event, which may be:

= site collection (Site)
= site (Web)
= List
=  Folder, Document, or List Item
e the name of the Site Collection and Site on/within which the event occurred.

e the relative URL for the list or document/item.
NOTE: If auditing has been enabled at the site collection level, the URL for the document or item
will display. If auditing has been enabled at the site level or below, the URL for the list itself (but
not the document or item within the list) will display.allow ControlPoint users to authenticate
with Microsoft

Quest

Audit Log (1/26/2024 12:00 AM to 1/27/2024 12:00 AM)

Parameters:

User List
URL:

Event —ALL-

Scope: -ALL-

Read From Archive: Ne

Total : 33

Date

|_catzlogsiwipublApproval - SharePoint
ReviewApproval_1083 xomL wiconfig xml

VAP Intranet

sites’HR/_catalogsiwipub/Collect Feedback - SharePoint
2010/ReviewFeedback_1033.xoml.wfconfig.xaml

VIAP: Intranet

sites/HR/_catalogs/wipublCollect Signatures - SharePoint
2010/Signtures_1033 xoml wioonfig xml

WAP- Intranet

sites/HR/_catalogs/users

Depending on the event type, additional detail may display beneath each line item.
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Analyzing Change Log Contents

The ControlPoint Change Log lets you view the contents of SharePoint change logs for one or more
selected event types.

To generate a Change Log analysis:

1 Select the object(s) for which you want to view change log entries.

2 Choose Audit & Alerts > Change Log Analysis.

3 Specify one or more of the following parameters for your analysis:

select both a Start and End date (E ) and time ( =) for which you want to report

The time period for which you can generate a change log analysis depends on how many days
change log data is retained. ControlPoint relies on the history maintained by SharePoint.
SharePoint for Microsoft 365 retains Change Log data for 60 days.

enter a relative URL (note that you can enter a url down to the item level; you can also use an
asterisk (*) at the beginning and end of a url as wildcards)

EXAMPLES

= sjtes/al*

= sites/alpha/shared documents/SharePointPlanning.docx

select one or more Event types from the list box. Refer to the topic Events Captured in
SharePoint Logs for guidance in selecting the appropriate event type(s).

Now you can:

OR

run the operation immediately (by clicking the [Run Now] button)

schedule the operation to run at a later time or on a recurring basis.

OR

save the operation as XML Instructions that can be run at a later time.
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Information in the Change Log Analysis

Quest Change log (1/8/2024 12:00 AM to 1/27/2024 12:00 AM) I
Parameters:
Event 248 Member, Scopelidd, Update
URL:
Total : 250

Date it tic it URL

T hitp:/cp-sp19--
1/B/2024 4-44:44 PM 55:4848/stes/Operations/Faciliies/Anaheim

Site: Anaheim WAP: Intranet

— hitp//cp-sp13-a-
1/B/2024 4:44:48 PM el 55:4848/sttes/Operations/Faciliies/Anaheim

Site- Anaheim VAP Intranet
82024 4 — : http:/icp-sp19-2-

1B2024 4:44.46 PM Operations so:4B4RlsitesiOperations/Faciibes/Anaheim

Site: Ansheim IBP: Intranst

e hitp/cp-sp 18-
/82024 4:44:46 PM 55:4848/sttes/Operations/Faciliies/Anaheim

Site: Anaheim WAP" Intranet

" - . hitp://cp-sp19.a-
1B/2024 4:44:45 PM ss:4B4RsitesiOperations/Faciities/Anaheim

Site: Anaheim WAP- Intranet

1/8/2024 4:44:46 PM hitp://cp-sp 19-a-55:4848/sites/Operations/Fadilities]
Site: Facilities WAP: Intranet

182024 4:44:43 PM Jsites/Operations/Fadiliies/Anaheim

WAP" Intranet

/82024 4:44:43 PM hitp/fcp-sp19-a-

55:4848/sitesiOperations/Facilities/Anaheim

Site: Ansheim WAP: Intranet -

The ControlPoint Change Log Analysis contains the following information:

e the Date and time that the event occurred
e the Scope of the event

e the Event type

e theindividual the event was Performed By

NOTE: For many event types, SharePoint change logging does not record the user who performed
the event. In such cases, the value "None" will appear in the Performed By column.

e the name of the Site Collection and Site on/within which the event occurred.

e the URL for the item (if applicable).

Analyzing SharePoint Alerts

The following analysis tools provides information about SharePoint alerts that have been created for
users in your SharePoint environment:

e SharePoint Alerts by Site lets you review alerts that have been created within one or more
selected sites.

o SharePoint Alerts by User lets you review alerts that have been created for one or more specific
users.
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Analyzing SharePoint Alerts by Site

The SharePoint Alerts by Site analysis provides the following information about SharePoint alerts that
have been set within one or more selected sites:

e the user for whom the alert was set
e the list or item on which the alert was set
e alert properties (including event type and frequency), and

e the date and time of the next alert.

To generate a SharePoint Alerts by Site analysis:

1 Select the object(s) you want to include in your analysis.

2 Choose Audits and Alerts > SharePoint Alerts by Site.

3 Specify the parameters for your analysis.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The top level of analysis results lists all of the Web applications within the scope of your analysis.

When expanded, a list of sites on which alerts have been set displays, along with the following detail
about each alert:

e the Site for which the alert was created
e the Titles of the list, and if applicable, item, for which the alert was set
e each of the Users for whom the alert was set, along with:

= the title of the Alert

= the alert Type (List or Item)

= the Event that triggers the alert and, if the alert was created for an item, the Filter (that is, the
option selected for "Send Alerts for These Changes")
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= the Next Alert date and time

Quest SharePoint Alerts by Site axcelertestjamesioyoe .
1/26/2024 9:37:37 PM
Parameters: 1
Users:

Select Web Application / Site / List [ Users Type Event/ Frequency
Filter
2 SharePoint - 80
Select B Alpha Snack Foods http:// TR Sl il /sites/alpha
B Activity Reports
bellum\\fscottfitzgerald Motify of deletions List Delete Immediate

Someone else changes an item
bellum\jamesjoyce TestFLS List All Immediate
Anything changes
E Alpha Documents
bellum\fscottfitzgerald Motify of deletions List Delete Immediate
Someone else changes an item
bellum\jamesjoyce TestFLS List All Immediate
Anything changes
B Calendar
bellumfscottfitzgerald Motify of deletions List Delete Immediate

Analyzing SharePoint Alerts by User

The SharePoint Alerts by User analysis provides the following information about SharePoint alerts that

have been set for one or more users:

e the site within which the alert was set
e the list or item on which the alert was set
e alert properties (including event type and frequency), and

e the date and time of the next alert.

To generate an Alerts by User analysis:

1 Select the object(s) you want to include in your analysis.

2 Choose Audits and Alerts > SharePoint Alerts by User.

3 Specify the parameters for your analysis .

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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When expanded, each Site for which alerts have been created displays, along with the following detail

about each alert:

e the title of the Alert

e the List and (if applicable) Item on which the alert was created

e the alert Type (List or Item)

e the Event Type that triggers the alert

e the Frequency of the alert as well as the Next Alert date and time

e if the alert was set for an item, the Filter used (that is, the option selected for "Send Alerts for
These Changes")

Quest SharePoint Alerts by User axcelertestjamesjoyce
1/26/2024 9:40:31 PM
Users: AXCELERTEST \fscottfitzgerald
Select User / Site [ Alert Web Application / List / Ttem Type Event Frequency [ Filter
Type  HNext Alert
=
bellumifscolthitzgerald
Select B Alpha Snack Foods SharePoint - 80 http:// PEE sl sites/alpha
Notify of deletions xcMostl eastReport Dropdown DS List Delete  Immediate  Someone else changes an item
Notify of deletions Form Templates List Delete  Immediate  Someone else changes an item
Notify of deletions xcMostl eastReport dsSiteColll eastActive List Delete  Immediate = Someone else changes an item
Notify of deletions Issue Tracking List List Delete  Immediate  Someone else changes an item
Notify of deletions Tasks List Delete  Immediate  Someone else changes an item

Analyzing ControlPoint Policies

The ControlPoint Policies analysis lets you analyze the following information about ControlPoint
polices that have been created for your farm:

e the name of the policy and its owner (that is, the person who created the policy)
e the date and time when the policy was created

e the scope of the policy

e the policy rule

e when and by whom the policy was last updated.

To generate a ControlPoint Policies Report:

1 Select the object(s) for which you want to analyze policies.

2 Chose Automation > ControlPoint Policies.

ControlPoint User Guide

Data Analysis and Reporting

286



3 Specify one or more of the following parameters for your analysis.

If you want results to include ... Then ...

policies created by one or more select each Policy Owner you want to include in your
specific users (and you are a farm analysis.

administrator) NOTE: If you are not a farm administrator, you can only

include policies that you created.

policies whose name contains a enter that string in the Policy Name Contains field.
specific text string

policies that contain one or more select from the Policy Rules list (you can select multiple
specific rules rules using the [CTRL] and [SHIFT] key in the conventional
manner).
both active and inactive policies uncheck the Display only Active Rules box.
ControlPoint Policies > Select parameter(s) to act on @
00:00:01 - Process Completed
Policy OWNST [ae| | nnadministrator ;
& m@

Policy Mame Contains:

M o only Active Rule

&l
[w]
]

C

]
&1
]
[s1

Now you can:

run the operation immediately (by clicking the [Run Now] button)

OR

schedule the operation to run at a later time or on a recurring basis.

OR

save the operation as XML Instructions that can be run at a later time.

The top level of analysis results list all of the policies within the selected scope

When expanded, the following information displays for each policy:

the policy Owner

an indication of whether or not the policy is Active

the policy Rule

the date and time when the policy was Created and Last Updated

the user that the policy was last Updated By
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e the policy Description

e the scope of the policy, including url and the number of immediate children covered by the policy.

Quest SharePoint Alerts by User
Parameters:

Selected Owners: BELLUM"administrator

Display only Active Rules: True

Updated By

bellum'\administrator + Control Subsite Creation 5:32:27 AM 1 5:56:34 AM  bellum'administrator

SharePoint - 80 (14 { hitp:// M V)

= Prevent creation of new intranet stes
bellum'\administrator + Control Subsite Creation 4:44:20 FM SR 602:00 PM bellum'administrator
Intranet (4) { http:// 708 i rvigmsen 40042/ )

Analyzing Users and Permissions

ControlPoint provides the following tools that allow you to examine permissions of SharePoint users
throughout your farm:

e Site Permissions shows the permissions of users for selected sites

e Sijte List Permissions shows user permissions for individual lists and list items within a site.

An additional analysis, Comprehensive Permissions, show permissions for all sites, lists, and optionally
list items within a single result set.

NOTE: In addition to showing user permissions at the individual site level, all Site Permissions
analyses include any Web application policy permissions users may have.

You can also:

e find Orphaned Domain Users (that is, users who are no longer listed in the Active Directory but still
have permissions in SharePoint).

e analyze Comprehensive User Information about a single user, which in addition to the user's
permissions, includes

= workflows created by the user

= documents created by, last modified by, and checked out to the user
= SharePoint alerts that have been created for the user

= open tasks assigned to the user, including workflow tasks

* membership in both SharePoint and Active Directory groups.

e analyze the membership and permissions of SharePoint Groups.
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IMPORTANT: Permissions Reporting for Claims-Based Users

If your SharePoint farm includes claims-based authentication, permissions granted through a
claim may not be reliably reported because SharePoint only retains permissions information for a
claims-based user for a limited time after the user logs in.

Finding Orphaned Domain Users

If you are using Active Directory as the authentication method for your SharePoint environment, the
Orphaned Domain Users analysis lists users who currently have permissions in SharePoint but are no
longer valid in the Active Directory.

NOTE: The results of an Orphaned Domain User analysis are security-trimmed. An orphaned user's
individual permissions for sites to which the administrator running the analysis does not have access
will not be reflected in results. If all of the sites in which a SharePoint user has permissions are not
accessible to the administrator running the analysis, that user will not be included in analysis results.
Therefore, the analysis will be most complete when run by an administrator with full permissions to
the entire farm.

Users Evaluated as Potential Orphans

ControlPoint evaluates users as potential orphans if they are disabled in and/or deleted from Active
Directory but are found in:

e aSharePoint permission entry at any level (site, subsite, list, library, folder, or item)

e asite collection's All People list, and/or

e 3 Site Collection Administrator's list.

ControlPoint does not evaluate names in Web application policies, the Farm Administrator list, or any
custom SharePoint list that may contain user names.

Users That Are Not Reported as Orphans

ControlPoint does not report a user as being orphaned if it is considered valid by SharePoint (that is, if a
user who is not in the All People list can still be validated by the SharePoint People Picker). Active
Directory entries that are considered valid by SharePoint (and therefore are not reported as orphaned
by ControlPoint) include:

e expired accounts, and

e |ocked accounts (i.e., accounts for which the allowable threshold for failed login attempts has
been exceeded).
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To generate an Orphaned Domain Users analysis:

1 Select the object(s) you want to include in your analysis.

2 Choose Users and Security > Orphaned Domain Users.

3 Specify the parameters for your analysis.

Note that you have the option of limiting your results only to users who are either disabled in or
have been deleted from Active Directory. If you accept the default option, Show all orphans, both
types of users will be included.

Limit Report to: |Show all orphans hd

Show all orphans

Users disabled in Active Directory
Users deleted from Active Directory

4 If you want ControlPoint to automatically delete all users returned by the analysis on the home
farm, check the Automatically delete users after analysis has run (in home farm only). Note that,
in a multi-farm environment, this action cannot be carried out on a remote farm.

Limit Report to: | Show all orphans -

Automatically delete users after analysis has run {in home farm only). %

If you check this box, ControlPoint will automatically submit one or more Delete User jobs
to the ControlPoint scheduler. The number of jobs submitted depends on the number of users to be
deleted, and the number of users processed in a job is determined by the ControlPoint Setting
OrphanDeleteBatchSize. The first job will be scheduled to run 30 minutes after the analysis has
finished processing. Because this action cannot be undone, you may want to back up user permissions
before running the operation. (You also have the option of deleting jobs before they have run via the
Schedule Monitor.)

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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Quest

Parameters:

Show all orphaned users

Orphaned Domain Users axcelertest\testbenchaxceler

3/4/2024 3:38:38 PM

Delete all orphans (in home farm only)

User Rights

User

axcelertest\bettygroup2
axcelertest\sales
xcelertest\sneumann

(DISABLED)

bellum\administrator

bellum\fscottfitzgerald

bellum\haroldpotter
bellum\isaacasimaov
bellum\jamesjoyce
bellum\margaretmeade
bellum\marktwain
bellum\olivertwist

*** - site security not inherited

Display Name/Group Admin Full Design Contribute Read Limited
Control

<axcelertest\bettygroup2>
<axcelertest\sales>

Stan Neumann

<bellum\administrator=
EScott Fitzgerald

Harold Potter

Isaac Asimov

James Joyce

Margaret Meade

Mark Twain

Oliver Twist

When expanded, a list of rights for each orphaned user displays the same information as the User
Rights section of the Site Permissions analysis.

Quest

Parameters:
Shovr all orphaned users

Orphaned Domain Users axcelertest\testbenchaxceler

3/4/2024 3:28:47 PM

Delete all orphans (in home farm only)

=== - site security not inherited
Display Name/Group Admin Full Control Design  Contribute Read Limited
<axcelertest\bettygroup2>

SharePoin

<Summary=

<Direct>

<Direct> +

=_axcelertest\sales <axcelertest\sales=

<Summary=

<Direct>

Alpha Snack Foods Members

+ o+ o+ e

Alpha Snack Foods Visitors

= axcelertest\sneumann

Stan Neumann

Disabled Accounts as Orphans

Users whose accounts have been disabled (or disabled and renamed) in the Active Directory are
normally considered orphans by both SharePoint and ControlPoint and are annotated as such in
analysis results. This annotation is intended to help you in evaluating whether or not such users really
should be considered orphans in accordance with you organization's policies.

& axcelertestsneumann Stan Neumann

(DISABLED)
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If an account has been both disabled and renamed, the annotation will include the original name,
followed by the string DISABLED, RENAMED; and the new name. (ControlPoint will not consider a
renamed account orphaned if it is also active, expired, or locked.)

NOTE: Although it is not a common practice, it is possible for restricted reads and other permissions to
be placed on entries in the Active Directory. This can affect ControlPoint's ability to detect disabled
accounts. Specifically, if an account has been disabled AND cannot be read by the ControlPoint Service
Account, then both SharePoint and ControlPoint will treat that account as valid (not an orphan).

To delete orphaned user permissions from analysis results:

Use the information in the following table to determine the appropriate action to take.

CAUTION: If you have any doubt as whether a user is truly orphaned, it is recommended that before
you delete permissions, you verify his/her existence and status in the Active Directory.

If you want to Then ...
delete permissions
for...

a specific orphaned | click a User hyperlink to initiate a ControlPoint Delete User Permissions
user action.

Harold Potter

Sh
Delete User Permissions > Select parameter(s)

bellum’alivertwist (DISABLED)

The Delete User Permissions page opens in a separate browser window, with
the Delete Users field pre-filled with the selected user(s). Note that you need
to run the action without validating the user, as the account now longer exists
in Active Directory.

all orphaned users | click the Delete All hyperlink at the top of the analysis results section.
as an interactive
tasks
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If you want to Then ...
delete permissions
for...

bellpmharoldpatter Harold Potter

Delete User Permissions > Select param

lete All Permission for User(s):

bellumi\harcldpotter ;

Oliver Twist

Analyzing Site Permissions

The Site Permissions analysis lets you examine the permissions that one or more users have for
selected sites.

To generate a Site Permission analysis:

1 Select the object(s) you want to include in your analysis.

2 Choose Users and Security > Site Permissions.

3 Specify the parameters for your analysis.

Note that, In addition to the "standard" parameters, you have the option to Group by Sites (the
default) or Users.

Group by: @ sjies ) users

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Site Permissions analysis results contain the following sections:

e Web Application Policies
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e User Rights

e Active Directory group members (if you chose to Include AD Group Members table.)

Web Application Policies Section

Depending on how you chose to group results, the top level of the Web Application Policies section lists
either the Web application(s) or the users within the scope of your analysis. If grouped by sites, a plus
sign (+) in any of the permission columns at the Web application level indicates that at least one user
has that permission. If grouped by user, the plus sign indicates that the user has that permission for at
least one Web application.

B Web Application Policies

Web App. / User/ Zone Admin Auditor Syslem Ful Control  FulRead  DenyWrite DenyAl  Other
B axcelertest gaserviceacct (Al Zones) + + +
B axcelertest spsearch (All Zones) + +
B Boston- 22668 B axcelertest spt sevices (Al Zones) + +
B AXCELERTEST\WAP Idertity 1 (System Account) +
B nt authority\ local service (Al Zones) + +
B axcelertest gaserviceacct (Al Zones) + + +
B axcelertest spsearch (All Zones) + +
B ShamPoint-80 B axcelertest spt sevices (Al Zones) + + +
B AXCELERTEST\SPT Services (System Account) +
B nt authority\local service (Al Zones) + +

B Web Application Policies
User/ Web App. / Zone Admin Auditor System Full Contol  Full Read  DenyWite DenyAl  Other

Boston - 22668 (All Zones) + + +
B axcelertest qasewviceacct

SharePoint - 80 (All Zones) + + +

Boston - 22668 11 Z¢ + +
= axcelertest spsearch ==l G

SharePoint - 80 (All Zones) + +

Boston - 22668 (All Zones) + +
B axcelertest spt services

SharePoint - 80 (Al Zones) + + + +
B AXCELERTEST\SPT Sewvices SharePoint - 80 (System Account) +
B AXCELERTEST\WAP Identity1 Boston - 22668 (System Account) +

Boston - 22668 {All Zones) + +
B rt authority\ local service

SharePoint - 80 {All Zones) + +

The policy permissions within individual Web applications/for individual users (depending on how
results are grouped) or for users within the Web application (including any that are zone-specific)
displays. A plus sign (+) displays in the applicable column(s), which may include:

e the following policy-level site collection permissions (which indicates that one of the specified
policy permission levels has enabled the site collection permissions):
= Administrator
= Auditor

= System settings (for accounts that operates as a system account)

NOTE: Administrator and Auditor are site collection level permissions that a policy level can
have. They are set for the Web application via the SharePoint Manage Permission Policy
Levels > Edit Permission Policy Level page.
e the four built-in SharePoint policy permission levels:

=  Full Control

=  Full Read

= Deny Write

= Deny All
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NOTE: If a user has a custom policy permission level, it is recorded in the Other column.

Note that the account in which the Web application's application pool runs is listed with the zone
identified as (System Account).

User Rights Section

Depending on how you chose to group results, the top level of the User Rights section lists the Web
application(s) or users within the scope of your analysis.

NOTE: If Anonymous Access has been enabled for the Web application, it will be indicated in
parentheses following the Web application name.

For each Web application, a list of sites within the Web application displays.

When expanded, a list of users and/or Active Directory groups with permissions for the site collection
or site displays, along with the following information:

e the login name of the SharePoint User

NOTE: If Anonymous Access has been enabled for the site, <Anonymous Access> appears as the
first user name

e the user's permission level(s), as indicated by a plus sign (+) in the applicable column(s), which may
include:

= the site collection's Admin group
= the five default SharePoint permission levels:
= Full Control
= Design
= Contribute
= Read

= Limited.
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NOTE: If a user has a template-specific or custom permission level, it is recorded in the Other
column. If Anonymous Access has been enabled for the site, the level of access (Entire
Website, Lists and Libraries, or None) is recorded in the Other column.

User Rights **= - gite security not inherited

User Display Name/ Group

= EBxtranet (Anonymous Ac abled)

= _Customer Portal

B axcelertest\jamesjoyce James Joyce + +
<Direct> +
Customer Portal Owners +

B axcelertest\tester3 Tester3 +
<Direct> +

= _Diogenes Patent Attorneys

B axcelertest\isaacasimov Isaac Asimov +
Diogenes Patent Attorneys Owners +
B axcelertest\jamesjoyce James Joyce + +
<Direct= +
Diogenes Patent Attorneys Owners +
B axcelertest\marktwain Mark Twain + +
User Rights *== - site security not inherited

Display Name/Group Admin Full Design Contribute Read Limited Other
Control

elertest\bettygroup2>

SharePoint - 80 (Anonymous  http://2010foundation/sites/alpha/stayfresh
Access Enabled)

<Summary>

<Direct>

<axcelertest) ymaingroup=
= Client List SharePoint - 80 (Anonymous  http://2010foundation
Select Access Enabled)
<Summary> +
<Direct= +
relopment:
Intranet 2010foundation:40042/s
<Summary> +
Help Desk Owners +
= Alpha Snack Foods SharePoint - 80 (Anonymous  http://2010foundation/sites/alpha
Access Enabled)
<Summary> +
<Direct= +

By default, the report lists:

e users with direct permissions
e users with membership through SharePoint groups, and

e Active Directory groups that either have direct permissions or have been placed into SharePoint
groups.

The Display Name/Group column shows the display name of each user whose permissions are direct
or through membership in a SharePoint group. This name is taken from the Preferred Name field of the
SharePoint User Profile, which is typically populated with the Active Directory Display Name. If a
display name does not exist for the user, the user's login name will display in brackets < >.
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If you chose to Include Users with AD Group Membership, users who have permissions through Active
Directory groups are listed as separate line items, with name of the Active Directory group displayed in
the Display Name/Group column.

Display Name/Group

Help Desk Members
Help Desk Owners

B axcelertest\itroupansky Irene Troupans|
axcelertest\development

F axcelertest\iamesiovee Tames Invre

If you chose to group by Sites, you can click the AD hyperlink to the left of an AD group in the User
Rights section to view Active Directory group members.

<Direct> +
Model Site Collection Owners +
El axcelertest\george george
Group:  axcelertest\gatestgroup
an __ El axcelertest\qatestgroup Potential SharePoint users
Mame Account Name Member Of
george AxcelerTest\george AxcelerTest\QATestGroup
B axcelertest\testeris Testerls AxcelarTest\ Testerls AxcelerTest\QATestGroup
Testerd AxcelerTest\Testerd AxcelerTest\QATestGroup
Bl axcelertest\testerd Testers AxcelerTest\Testers AxcelerTest\QATestGroup

If you chose to Include AD Group Members table, an Active Directory members section, which lists
each Active Directory group with permissions and all of its members, displays at the end of analysis

results.

Active Directory Group Members

Group / User Total members in AD group
B axcelertest\bettygroup2 1
B axcelertest\crossdomaingroup 1
B axcelertest\development 6

axcelertestlitroupansky
axcelertest\jamesjoyce
axcelertest\lrosenfeld
axcelertest\sneumann
axcelertestiwashingtonirving
axcelertest\williamshakespeare
B axcelertest\gatestgroup 4

axcelertest\george
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Analyzing Site Lists Permissions

The Site Lists Permissions analysis lets you examine user permissions for individual lists within a
selected site.

NOTE: List permissions are also included as part of the Comprehensive Permissions analysis. You can
also view permissions for items within a selected list by running a Permissions by List I[tem analysis.

To generate a Site Lists Permissions analysis:

1 Select the site whose list permissions you want to analyze.

NOTE: You can only analyze list permissions for one site at a time. If you multi-select, only the site
on which you right-clicked will apply.

2 Choose Users and Security > Site Lists Permissions. Use the information in the following table to
determine the appropriate action to take.

3 Specify the parameters for your analysis.

Now you can:
e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The top level of the Site Lists Permissions analysis shows all of the lists used on the site, along with the
following information:

e the Security type (Inherited or Unique)
e the number of Items in the list

e the number of Items with Unique Permissions.
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NOTE: If you chose to Show unique permissions only, results will include any list that contains
items with unique permissions (even if the list itself has inherited permissions).

I Quest Site Lists Permissions axcelertestjame:
11172024 10:34+
Alpha Snack Foods - http://m e i/ sites/alpha
Parameters:
Users: Report does not include Active Directory group members
Unigue Permissions: Shows All Permissions
Limit to users with permissions level(s): Any

Display
Name/Group

Alpha Documents
Calendar

Shared Documents

When expanded, the following information displays for each list:

e each User or Active Directory group with permissions to the List item(s)

o if applicable, the SharePoint Group via which the user has permissions (users who have direct
access are appropriately identified)

e the number of Accessible Items for that user, and

e the user's permission level(s). A plus sign (+) displays in the applicable column(s), which may include
any of the five default SharePoint permission levels:

=  Full Control
= Design

= Contribute
* Read

= Limited.

NOTE: If a user has a template-specific or custom permission level, it is recorded in the Other
column.
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Accessible
Items

Admin Full

Control

Display
Name/Group

Design Contribute Read

I5§] =_Shared Documents

Edit Limited

m

axcelertest\development <axcelertest\development> 150 +

axcelertest\fscottfitzgerald <axcelertest\fscottfitzgerald= 150 + + + +
axcelertest\jamesjoyce <axcelertest\jamesjoyce> 150 + +
axcelertest\margaretmeade <axcelertest\margaretmeade> 150 + +
axcelertest\renamedtester <axcelertest\renamedtester= 150 + +
axcelertest\sammuelclemens <axcelertest\sammuelclemens= 150 + + +
axcelertest\testbenchinstall <axcelertest\testbenchinstall> 150 + + +
axcelertest\washingtonirving <axcelertest\washingtonirving= 150 + + +
axcelertest\williamshakespeare <axcelertest\williamshakespeare> 150 + + + +
bellum\administrator <bellum\administrator 150 + +
bellum\fscottfitzgerald FScott Fitzgerald 2 +
bellum\isaacasimov <bellum\isaacasimov= 150 + View Only
bellum\jamesjoyce <bellum\jamesjoyce= 150 + + +
bellum\margaretmeade <bellum\margaretmeade> 150 + View Only
bellum\marktwain <bellum\marktwain> 150 + View Only
bellum\olivertwist Oliver Twist 2 +
bellum\robertheinlein Robert Heinlein 150 + +
bellum\washingtonirving <bellum\washingtonirving: 150 + + View Only

By default, the report lists:

e users with direct permissions
e users placed into SharePoint groups, and
[ )

groups.

Active Directory groups that either have direct permissions or have been placed into SharePoint

The Display Name/Group column shows the display name of each user whose permissions are direct
or through membership in a SharePoint group. This name is taken from the Preferred Name field of the
SharePoint User Profile, which is typically populated with the Active Directory Display Name. If a
display name does not exist for the user, the user's login name will display in brackets < >.

User

Display Name/Group

Farmaccount FarmAccount

b Collection

If you chose to Expand Active Directory Groups:

e users who have permissions through Active Directory groups are listed as separate line items, with
name of the Active Directory group displayed in the Display Name/Group column.
Select User Display Name/Group Adm
Help Desk Members
Help Desk Owners
BE_axcelertest\itroupansky Irene Troupans
axcelertest\development
M axcelertest\iamesiovee Tames Jnvee
AND
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e an Active Directory members section, which lists each Active Directory group with permissions and
all of its members, displays at the end of analysis results.

Active Directory Group Members

Group [ User Total members in AD group
B axcelertest\bettygroup2 1
B axcelertest\crossdomaingroup 1
B axcelertest\development 6

axcelettestitroupansky
axcelertest\jamesjoyce
axcelertestirosenfeld
axcelertesti\sneumann
axcelertestiwashingtonirving
axcelettestwilliamshakespeare
B axcelertest\gatestgroup 4

axcelertest\george
Analyzing Permissions by List Item

The Permissions by List Item analysis lets you examine user permissions for folders and items within
selected lists.

NOTE: List item permissions are also included as part of Comprehensive Permissions analysis.

To generate a Permissions by List Item analysis:

1 Select the list(s) whose item permissions you want to analyze.

2 Choose Users and Security > Permissions by List Item.

3 If you want to analyze only specific items within the selected scope, select the items you want to
analyze.

4 Specify the parameters for your analysis.

Now you can:

e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The first row of the result set includes the following information about the list itself:

e anicon that identifies the list type (document library, calendar, task list, etc.).
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e the name of the list

o the List Security type (Inherited or Unique)

e the number of Items in the list

e the number of Items with Unique Permissions.

User Display Name/Group Accessible Admin Full Design Contribute Read Limited
Items Control

SharePoint - 80 (Anonymous Access Enabled)

Alpha Snack Foods http://2010foundation/sites/alpha
Shared Documents List Security : Unique; Total Items : 150; Ttems with Unigue Permissions : 5

When the first row is expanded, each user with permissions for the list is displayed, along with the
following information:

e the name of the SharePoint User

e the number of Accessible Items (that is, the number of items within the list for which the user has
permissions)

e the user's permission level(s) for the list itself, as indicated by a plus sign (+) in the applicable
column(s), which may include:

= the site collection's Admin group

= the five default SharePoint permission levels:

Full Control
Design
Contribute
Read

Limited.
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NOTE: If a user has a template-specific or custom permission level, it is recorded in the Other

column.

pocossible pjmin £l | Design Contibute Road  Edt  Limited  Other

hitp-//Eril s sldss/sites/alpha

List Security - Unique; Total kems - 151; lkems with Unique Permissions : -5

bellum'administrator

bellum‘agathachristie

bellum'fscottfitzgerald

bellum'hmiller

bellum'isazcasimov

bellum'jamesjoyce

bellummargarstmeade

bellum'maridwain

<bellum'administrator:>
<Direct>

Agatha Christie

Alpha Snack Foods Members
FScott Fitzgerald

Viewers

Henry Miller

Alpha Snack Foods Members
lsaac Asimov

<Direct

James Joyce

<Direct»

Margaret Meade

<Direct>

Mark Twain

<Direct»

+ + View Only

+ + View Only

The remaining rows contain detailed permissions information for each folder and item within the list.

Click a list, folder, or item name to open the SharePoint Permissions page.

Analyzing Comprehensive Permissions

The Comprehensive Permissions analysis shows the permissions that users have to selected sites as
well as lists (and optionally, list items) within those sites.

If you want to analyze site-level permissions only (with the option of drilling down to list permissions
for each user individually), you can run a Site Permissions analysis instead.

NOTE: The Comprehensive Permissions analysis always uses real-time (not cached) data.

To generate a Comprehensive Permissions analysis:

1 Select the object(s) on which you want to perform the analysis).

2 Choose Users and Security > Comprehensive Permissions.

3 Specify the parameters for your analysis.

Note that, In addition to the "standard" parameters, you have the option to Group by Sites (the

default) or Users.

Group by: @ sjtes ) Users

NOTE: By default, permissions for list items are excluded from the analysis. You can, however,
chose to Include List Items. Be aware however, that processing time may increase significantly.
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Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Comprehensive Permissions analysis results consist of the following sections:

e Web Application Policies
e User Rights.

Web Application Policies Section

The information in the Web Application Polices section is the same as that found in the Site
Permissions analysis.

User Rights Section

In addition to the same site-level permissions (Site Security) shown in the Site Permissions analysis, the

User Rights section also shows the same list-level and optionally, item-level permissions (List Security)
shown in the Site Lists Permissions analysis.

Analyzing Comprehensive Information About SharePoint
Users

The Comprehensive User Report contains the following information about one or more SharePoint
users:

e permissions that the user has for sites, lists, and list items

o workflows created by the user

e documents created by, last modified by, and checked out to the user
e SharePoint alerts that have been created for the user

e open tasks assigned to the user, including workflow tasks

e membership in both SharePoint and Active Directory groups.

To generate a Comprehensive User Report:

1 Select the object(s) for which you want to view comprehensive user information

2 Choose Users and Security > Comprehensive User Report.
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3 Select the user(s) whose comprehensive information you want to analyze.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Comprehensive User Information Report results consist of the following sections:

e Web Application Policies

e User Rights

e Documents Created By, Last Modified By, and Checked Out to User
e SharePoint Alerts by Site

e Workflows Created

e Open Tasks

e User Groups

Web Application Polices and User Rights Sections

The information in the Web Application Polices and User Rights sections is the same as that found in
the Comprehensive Permissions analysis.
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Documents Created By, Last Modified By, and Checked Out to User
Section

This section lists each of the documents created by, last modified by, and checked out to the user and
includes the name of the Web Application, Site, and List where the document is located.

Marketing +
E Documents Created By, Last Modified By, and [{lme R0 To ###- Documents which have no checked-in

version

Document Name Web Applications

Documents Created

B axcelertest\jamesjoyce

default Clients ....jamejoyce Master Page Gallery

wh Clients ....jamejoyce Master Page Gallery

minimal Clients ....jamejoyce Master Page Gallery

Home Clients ....jamejoyce Site Pages

How To Use This Library Clients ....jamejoyce Site Pages

default Clients ....James Joyce creates Master Page Gallery
subsite

w4 Clients ....James Joyce creates Master Page Gallery
subsite

minimal Clients ....James Joyce creates Master Page Gallery
subsite

Documents Last Modified

B axcelertest\jamesjoyce

default Clients ....jamejoyce Master Page Gallery

v4 Clients ....jamejoyce Master Page Gallery
minimal Clients ....jamejoyce Master Page Gallery

Home Clients ....jamejoyce Site Pages

How To Use This Library Clients ....jamejoyce Site Pages

default Clients ....Sames Joyce creates Master Page Gallery

Documents Checked Out

B axcelertest\jamesjoyce
ProfitabilityAnalysis SharePoint - 80 Alpha Snack Foods Alpha Documents
Questions for The Chief SharePoint - 80 ....5tay Fresh Packaging  Shared Documents

SharePoint Alerts by Site Section

This section lists SharePoint alerts that have been created for the user for each site within the scope of
your analysis, including the Web Application, Site. and url for which the alert is set.

When expanded, the following additional information displays:

e alert Type (List or Item)
e Event Filter that triggers the alert
e Frequency of the alert

o if the frequency is other than immediate, the date and time of the Next Alert
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e the alert Filter

B SharePoint Alerts by User
Select

= i:0#.waxcelertest\jamesjoyce
B Help Desk

New Document Added

New Document Added

New Document Added

New Document Added

New Document Added

User [ Site | Alert

Web Application / List / Ttem  Type

Clients

Circulations

Tasks

Team Discussion

Group Calendar

Shared Documents

Event Frequency / Filter
Type  Next Alert

http:/{clients/sites/Help

List

List

List

List

List

Running Workflows Created Section

Add Daily Anything changes
3/19/2024 7:00:00 AM

Add Daily
3/19/2024 7:00:00 AM

Add Daily Anything changes
3/19/2024 7:00:00 AM

Add Daily Anything changes
3/19/2024 7:00:00 AM

Add Daily Anything changes

3/19/2024 7:00:00 AM

The Running Workflows Created section lists all of the workflows created by the user that have at least
one instance currently running. Information about the workflow includes:

e Workflow name

e the number of Running Instances

e A Description of the workflow.

When expanded, the following additional information about the workflow displays:

e the workflow's Associated Item

e alink to a Summary of all workflows associated with the Document

e the List for which the workflow was created

e the Site and Web Application where the list is located.

B Running Workflows Created

Workflow / Associated Ttem

\Jjamesjoyce

Description [ Site

Web Applications

H Workflow
RiskAsssessment.doc
Content Matrix Release Motes.pdf
Compliance Review
SharePointPFlanning.doc

Alpha Documents Worlkflow

Content Matrix Release Motes.pdf

Document Running Instantces /
List
2
Summary Alpha Documents
Summary Alpha Documents
3
Summary Alpha Documents
1
Summary Alpha Documents

Use this workflow to track items in a list.

SharePoint - 80
SharePoint - 80

Alpha Snack Foods
Alpha Snack Foods

Use this workflow to track items in a list.

Alpha Snack Foods SharePoint - 80

Use this workflow to track items in a list.

Alpha Snack Foods SharePoint - 80
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Open Tasks Section

The Open Tasks section lists all of the workflow-associated open tasks that have been assigned to the
user, including:

the Task Name and Status

e the Task Created Date and time

e the Task Type

e the Associated Workflow for the task

e the Task Description

User Groups Section

The User Groups section lists the Active Directory Groups and SharePoint Groups of which the user is
a member.

B SharePoint Groups and Active Directory Groups

SharePoint Groups
2 AXCELERTEST'\jamesjoyce
Alpha Snack Foods Members Alpha Snack Foods
Alpha Snack Foods Owners Alpha Snack Foods
Compliance Alpha Snack Foods
Sales Alpha Snack Foods
Stay fresh Alpha Snack Foods
Viewers Alpha Snack Foods
Customer Portal Owners Customer Portal
Diogenes Patent Attorneys Owners Diogenes Patent Attorneys
Help Desk Members Help Desk
Operations Owners Operations

Analyzing SharePoint Groups

The SharePoint Groups Analysis provides details about membership and permissions of SharePoint
groups within one or more site collections and/or sites.

To generate a SharePoint Groups analysis:

1 Select the object(s) for which you want to analyze SharePoint groups.

2 Choose Users and Security > SharePoint Group Analysis.
3 Specify the parameters for your analysis.

In addition to the "standard" parameters for permissions analyses, you can limit results to:

= SharePoint groups whose name include a specific text string
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= groups with no members and/or with no permissions or only groups with both members and
permissions

NOTE: Currently, you can only report on groups with no permissions if the ControlPoint
Configuration Setting "Show SharePoint Groups with No Permissions in Hierarchy" is set to true.
(See the ControlPoint Administration Guide for details.)

You can also choose whether to Include lists and list items in results.

: If you chose to include lists and list items, the analysis may take significantly longer to
run and may generate a much larger set of results.

SharePoint Group Analysis > Select parameter(s) to act on @

-_——

. 93EEd <2

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The SharePoint Group Analysis consists of the following sections:

e  Membership

e Permissions

Membership Section
The Membership section lists each site collection within the scope or your analysis.

When expanded the following information displays:

e each SharePoint Group within the site collection

e the No of users in the group.
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e a plus sign (+) identifying each group that Has Permissions.

Membership
SharePoint Group = Member = Display Name =

= SharePoint - 80 (Anonymous Access Enabled)
E Alpha Snack Foods

BE_Alpha Snack Foods Members 5 +

Alpha Snack Foods Owners 6 +

Hl Alpha Snack Foods Visitors 4 +
bellum\isaacasimov <bellum\isaacasimov:=

bellum\margaretmeade <bellum\margaretmeade>
bellum\marktwain <hellum\marktwain>

bellumiwashingtonirving Washington Irving

Baking Technology - Full Control 2
B _Compliance 2

BELLUM\isaacasimowv Isaac Asimov
BELLUM\robertheinlein  Robert Heinlein

When expanded, each Member login name and Display Name is listed.

Membership
SharePoint Group = Member = Display Name =

= SharePoint - 80 (Anonymous Access Enabled)
E Alpha Snack Foods

BE_Alpha Snack Foods Members 5 +

Alpha Snack Foods Owners 6 +

Hl Alpha Snack Foods Visitors 4 +
bellum\isaacasimov <bellum\isaacasimov:=

bellum\margaretmeade <bellum\margaretmeade>
bellum\marktwain <hellum\marktwain>

bellumiwashingtonirving Washington Irving

Baking Technology - Full Control 2
B _Compliance 2

BELLUM\isaacasimowv Isaac Asimov
BELLUM\robertheinlein  Robert Heinlein

Note that an Active Directory group is counted as a single user.

Permissions
SharePoint Group Full Control Design Contribute Read
& SharePoint - 80 (Anonymous Access Enabled)
Select @ Alpha Snack Foods hitp://2010foundation/sites/alpha
Select ....5tay Fresh Packaging http://2010foundation/sites/alpha/stayfresh
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Permissions Section
The Permissions section lists each site within the scope of your analysis.

Permissions

SharePoint Group Full Control Design Contribute Read

SharePoint - 80 (Anonymous Access Enabled)

Select Alpha Snack Foods http://2010foundation/sites/alpha

Select ....5Stay Fresh Packaging http://2010foundation/sites/alpha/stayfresh

When expanded, a Site Security summary row indicates whether site security is Inherited or Unique.
Each SharePoint Group within the site is listed, along with a plus sign (+) identifying each of its
permissions. Any custom permissions levels are recorded in the Other column.

Permissions

SharePoint Group Full Control Design Contribute Read i Limited Other

B SharePoint - 80 (Anonymous Access Enabled)

Select B Alpha Snack Foods http.// ¥ Sraiarae /sites/alpha
B Alpha Snack Foods
B Site Security Site Security : Inherited
Marketing +
Viewers

Alpha Snack Foods Members +

Alpha Snack Foods Owners +

IR RS

Alpha Snack Foods Visitors View Only

Select  E....Stay Fresh Packaging http:/ R LI &/sites/alpha/stayfresh
B.....5tay Fresh Packaging
= Site Security Site Security : Unigue

Sales + +

Stay fresh Gails
PermissionLevel

View Only

Viewers

Alpha Snack Foods Members +

+l+ ]+

Alpha Snack Foods Owners +

Almha Cracl Crande Vieibaee . .

Note that in the following example, the external user is identified by his external email address.

-..BUGT013™
= fcl:.J:dDerﬁr.;user'lE*metaIc:qixsaf'h-;areEZE.{:nmicrﬂea CP Dev Usar] .
<Direct> +
@daﬁo luis 9@hctm@ Luis Salvatierra +
BUGT013 Visitors +
— lestadmin®@metalogixsoftware62? onmicrosoft. +__, 440
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Analyzing Permissions Changes

If you use ControlPoint to back up site permissions, you can compare permission changes within a
single site, either between current permissions and a backup created at a specific date and time or
from two backups created at different dates and times.

The analysis shows changes to:

e individual user permissions that have been granted directly

e permissions granted to SharePoint and Active Directory groups.

NOTE: Currently, this analysis does not identify changes to “effective permissions” (which, in
SharePoint, refers to permissions granted as a side-effect of a granted permission). That is, changes to
an individual’s permissions based solely on addition to or deletion from a SharePoint or Active
Directory group will not be reflected in analysis results.

To analyze permissions changes:

1 Select the site whose permissions changes you want to analyze.

2 Choose one of the following options (depending on how you want results to be grouped):
= Users and Security > Permissions Changes by Site.
OR
= Users and Security > Permissions Changes by User.

3 Specify the parameters for your analysis.

In addition to "standard" parameters:

= You must select a Compare permissions from and Compare permissions to date and time.

= |f you want to view only users whose permissions have changed, check the Show only users
with permissions changes box.

NOTE: If you leave this box unchecked, all users will be included in the analysis, regardless of
whether their permissions have changed.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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Analysis results contain the same information as the User Rights section of the Comprehensive
Permissions analysis, except that, for the time period covered by the analysis:

e permissions that have been deleted are identified by a red D, and

e permissions that have been added are identified by a green A.

Permissions Changes by Site axcelertest\testbenchaxceler
QUESt 3/5/2024 5:39:06 PM
Parameters:
Users: Report does not include Active Directory group members

Limit to users with permissions level(s): Any

User Rights A - added
D - deleted

Display Name/Group Admin Full Design Contribute Read Limited Other

= SharePoint - 80

Select B ....Skunkworks Project http://
B....Skunkworks Project
= _Site Security Site Security : Unique
AXCELERTEST\bettygroup2 <Direct> D
axcelertest\development <Direct> A
axcelertest\fscottfitzgerald (FScott <Direct> A
Fitzgerald}
axcelertest\jamesjoyce (James Joyce) Sales D D
Viewers D View Only-[D
axcelertest\margaretmeade (Margaret Alpha Snack Foods Members D D
Meade)
axcelertest\renamedtester (Rename  Alpha Snack Foods Members D D

Generating a User To Group Analysis

The ControlPoint User to Group Analysis lets you compare user direct permissions within one or more

site collections with comparable SharePoint and/or Active Directory groups. You can use this analysis

to identify users who should be moved into groups—as well as potential groups into which they can be
moved (that is, groups that have the same permissions or fewer)—in accordance with SharePoint best

practices via the Clean-up User Permissions action.

NOTE: This analysis is only available at the site collection level of the hierarchy. However, your
selection may include more than one site collection.

To generate a User to Group Analysis:

1 Select the site collection(s) you want to include in your analysis.

2 Choose Automation > User to Group Analysis.

3 Select the user(s) whose permissions you want to analyze.
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4 If different from the default (Include SharePoint Groups only), check/uncheck the appropriate
option(s) to Include Active Directory Groups only or both Include SharePoint and Include Active
Directory Groups.

NOTE: At least one of these options must be checked.

0]
b
©
¢

User to Group Analysis > Select parameter(s) to act on @

Select users(author) (blank for all):
&
include Sharepoint Groups

O Include Active Directory Groups

Display with results expanded

Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

The User to Group Analysis consists of the following sections:

e User Rights

e Group Permissions

User Rights Section

The User Rights section lists each Web application, site collection and user within the scope of your
analysis, along with

e SharePoint groups that have permissions that correspond to the user's direct permissions, and

e the number of unique (non-inherited) direct permissions that the user has for objects within the
site collection.
User Rights

Select Display Name/Group il Full Control Design
= HPWAPO1 - 10403

\gbondadbagroup1
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When expanded, each of the individual objects for which the user has unique direct permissions display,
along with the corresponding Permissions Level(s).

Select play Name/Group Admin Full Control Design

2 HFWAPOL - 10403

ndgroup2, Teamsite

Solect B....Teamsite

El...Teamsite

m

Select B... Teamsite hurps ] *10403/sites/SC01/testcopy nocontentl
E...Teamsite
Contribute -
add and view
only
Solect B....Teamsite bt/ b0 | B e o 10403 /sites/SCO] /testcopy nocontent3s3
El...Teamsite

Site Security Contribute -
add and view

only

Group Permissions Section

The Group Permissions sections lists all of the SharePoint and/or Active Directory groups within each
site collection.

Group Permissions

Select Display Name/Group Full Design Contribute Read Limited Other
Control

= HPWAPO1 - 10403
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When expanded, each of the objects (sites, lists, folders, and items) for which the user has unique direct
permissions, along with the corresponding permissions level(s).

Group Permissions

Select Display Name/Group Full Design Contribute Read Limited Other
Control

= HFWAFO1 - 10403

Select @ SC01

B.5C01

Site Security

=_SC01 Members

Select @ 5C01
BESC01
Site Security +
[y B Shared Documents List Security : Unique; Total Items : 3; Items with Unique Permissions : 0

List Security

You can use the information in this analysis to help you with cleaning up user permissions.

The ControlPoint Task Audit

The ControlPoint Task Audit is an analysis tool that summarizes one or more of the ControlPoint
actions that have been performed by administrators over a specified time period.

By default, the Task Audit report is accessible from the Manage ControlPoint panel. An action-specific
Task Audit Report is also displayed automatically after a ControlPoint action is carried out.

NOTE: Ina multi-farm installation, the Task Audit includes actions performed on both home and
remote farms.

To generate a Task Audit:

1 From the Manage panel, choose Schedule Management and Logging > ControlPoint Task Audit.
2 Specify the following parameters for your analysis:
= Either
= Enter the StartDate and EndDate, or
= click the Calendaricon (E)a nd select the date(s).

= (Optional) If you want to search for a specific text string, complete the Search for field. You
can enter a full or partial:

= site name or url
= action name, or

= action description
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For example, by entering the words "Site Theme" in the Search for field, your results will be
limited to tasks that involved modifying a site theme.

Select an Administrator from the drop-down. (If you want report results to include all
administrators in the list, select <ALL>).

Note that the drop-down list includes only administrators who have performed a ControlPoint
action within that farm.

= Select a Task Type from the drop-down.

Task Type: ["-’»ALL:’
<ALL>
Add a Workflow
Add User to SharePoint Group

Auto Add Users to ControlPoint £
Groups

Backup Permissions

Change SharePoint Alerts

Control Document Upload Size
Limnit

Control List Creation

Control List Deletion
ControlDocumentUploadSizeLimitVic
Copy Site

Create SharePoint Alerts

Delete List

Delete SharePoint Group
Permissions

371

Nelete SharePoint Grouns
4 T P

NOTE: The Task Type list is populated with the types of actions that have actually been
performed by administrators. For example, if a Delete User Permissions action has never been
performed, it will not appear in the list. If you want to include all available options in the report
results, select <ALL>.

If you chose the Run Now, option, after the operation has been processed:

e aconfirmation message displays at the top of the page, and

e a ControlPoint Task Audit is generated for the operation and displays in the Results section.

If you schedule the operation, a link to the Task Audit is included in the scheduled action notification
email.

See also The ControlPoint Task Audit.

Information in the Task Audit Report

The Task Audit Report contains the following information for each task:

e the Task Type

e the username of the administrator that the task was Performed by
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e the Date and time when the task was performed, and

e asummary of the parameters chosen for the action.

! Task Audit axcelertestjamesjoyee
O Ue St 1/26/2024 10:16:47 PM

Parameters:

Start Date: 1/1/2024 12:00:00 &AM End Date: 1/26/2024 12:00:00 AM Task Type: —-ALL-
Ferformed By: i02 wlaxcelertestjameasjoyce

Search Criteria:

Total Tasks: 12

Task Type Performed By

Manage Audit Settings axcelertesfifamesjoyce
AUDITSETTINGS: CheckOut, Checkln, View, Delete, Update, ProfileChange, ChildDelete, SchemaChange, SecuntyChange, Undelete, Copy, Move, Ssarch

Set User Direct Permissions axcelertesfifamesjoyce
UUSERS: axcelertest'margarstmead TYPE: SITE -No changes have been made.

Set Site Collection Properties axcelertesfifamesjoyce
ADMINISTRATORS: 08 wiaxcelertestjamesjoyce

Set Site Collection Properties axcelertesfifamesjoyce
ADMINISTRATORS: 08 wiaxcelertestjamesjoyce

Manage Site Features axcelertesfifamesjoyce
COPERATION: Activate \WEB Features FEATURES: Getting Started -Mo changes have been made

Set Site Collection Properties axcelertesfifamesjoyce
ADMINISTRATORS: i:08 wlaxcelertestijamesjoyce

Manage Pemmissions Inhentance axcelertesfifamesjoyce

When expanded, a more detailed description of a task displays, which lists:

e site collections or sites on which the action was carried out, and

e any special notes or errors (such as "Security is inherited - no processing is done").

Task Type Performed By

Delete User Permissions axcelertest\testbenchaxceler
E USERS: AXCELERTEST\development; AXCELERTEST\patentattorneys; AXCELERTEST \salessecure TYPE: SITE
Performed On URL

Alpha Snack Foods htt, 010foundation/sites/alpha 2010SharePaoint
Snack Foo

User AXCELERTEST\Development permissions have been removed from the Root Site Alpha Snack Foods

User AXCELERTEST \patentattorneys permissions have been removed from the Root Site Alpha Snack Foods
User AXCELERTEST\SalesSecure permissions have been removed from the Root Site Alpha Snack Foods
Manage Permissions Inheritance axcelertest\testbenchaxceler 014 5:19 PM
= OPERATION: Break Inheritance - Copy Permissions from Parent

Performed On URL Path

e Tracking List htt 010foundation/'si Ipha 010SharePoint > SharePoint
Snack Foo Alpha Snack Food

Permissions inheritance has been broken and the parent's permissions have been copied for the list

*=*=Sharad Documents http:/f2010foundation; /alpha 20105harePoin harePoint
Snack Foods Alpha Snack Foods

Permissions inheritance has been broken and the parent's permissions have been copied for the list

Manage Permissions Inheritance axcelertest\testbenchaxceler 2014 5:22 PM

E OPERATION: Restore Inheritance
Performed On URL Path

20105harePoint
Snack Foo

D10foundation/ SharePoint - 80 > Alpha

..... > Alpha Snack Foods

ssue Tracking List http

Parmiccinne inharitanra hac haan ractnrad for tha lick
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Note that:

e As with other ControlPoint analyses, only actions taken on sites you have permissions to manage
within ControlPoint display in audit report results.

e Sites for which the administrator who performed the action does not have permissions to manage
are not acted upon, and therefore are not captured in the audit report.

Viewing Logged Errors

The Logged Errors Report lets you view the contents of the ControlPoint Services (xcAdmin) database
error log for a specified date range. You can use this detail with guidance from Quest Support to
diagnose potential issues in your environment.

To view logged errors:

1 From the Manage ControlPoint panel, choose Schedule Management and Logging > Logged
Errors Report.

2 Select a Start date and End date representing the time period for which you want to view logged
errors.

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Logged Error Report results contain a time-stamped entry for each error logged within the specified
date range, followed by detailed error text.
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https://support.quest.com/metalogix-controlpoint

axceleriesfjamesjoyoe
Quest Logged Errors (1/8/2024 to 1/26/2024) 1/26/2024 10:20:55 PM

Source

User

120 wianccelertest\amesjoyce: ASP xcmain_aspxdy

= 1D & 1: Value cannot be null.
Parameter name: Your Session has expired

Stack: at xgﬁdmm xcMain F'age Load| ijed a-ender Eventirgs g)

172002024 1:22:07 AM
B 1D & 2 The file ¥_layouts/fxcelerxmain aspx’ doss not exist
Stack:  at Sy em.Web. UL Uil CheckVi rtualFiIeExists(‘»"irtualjam wirtualPath)

at System.\ athE.uiIdRasuItIrrtemaI:_‘.ﬁrtuaIF‘ath virtualPath, Boclean noBuild. Boolean allowCrossfpp, Boolean allowBuildinPrecompile, B
at System i ser{HttpContext contexd. VirtualPath virtualPath, Boolean noBuild. Boolean allowCrossfpp. Boolear
at System.\ ViriualPath virtualPath, HitpContext context, Boolean allowCrosaipp, Boolean throwlfietFound)

at Systen sl Compllatlon BulIdManager L..fEEth'IS‘fEI‘ICEFIDI‘ﬂuII’hJEP th{\irtualPath wirtualPath. Type requiredBaseType, HitpContext context. Boolean allowCrossApp)
at System.\web Ul PaueHandIer actory. GetHandlerHelper(H ttpCcntext mntext Stnng reque:.tTfpe VirtualPath ﬂrtuaIF'ath String physicalPath)
at Systen pli E

Staclkc  at Axceler SPAccessCore CPWorldlowSernaceManager..chor(String sitelrl)

t Lxceler Core Logic Operations WorldlowfnalyzisOperation. Process'WebReporis{ DataRowé workRow, SPiw'eb spweb. Boolean include, Boolean binContinue)
at Axceler Core Logic Operations OperationBase: Process\webReports(DataRowd workRow, bicCPiweb ivleb, Boolean include. Boolean& binContinue)
at xcCore. Logic Traverze FillReportz4 Site(DataRows workRow, ecCPWeb ivweb, Boolean include, Booleané binContinue)
at xcCore. Logic Traverse FilllWeb(DataRows workPow. beeCPWWeb b, SPLevel LevelDown, Int32 level, Boolean& binlncludeC hanged. Booleané binContinue)
at xcCore. Logic Traverse TlaverseSiteCclIection[:JataRcw& workRow, Boclean& renewRow, kcCPSite iSite, SPLevel level)

1/26/2024 1:16:55 FM axcelertestigazeniceacct
B 1D & 4: Method Microsoft SharePaint Client. ChientRuntmeContext Load: type argument ‘Microsoft. SharePoint. Client \Web' viclates the constraint of type parameter T

Stacle  at Axceler SPAccessCore CPWorldlowSeniceManager..chor(String siteUrl)
at Axceler Core. Logic Operations WorlflowénalysisOperation. Process'WebReports{DataRows workFow, SPiweb spweb, Boolean indude, Booleand binContinue)
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9

Scheduling a ControlPoint
Operation

The ControlPoint scheduler lets you set up ControlPoint operations to run in the background at a
specified date and time, such as when system resource usage is low. Depending on your ControlPoint
permissions, you can schedule:

e anAdvanced Search
e any ControlPoint analysis

e most ControlPoint actions.
This feature is especially useful for:

e operations that might take a significant amount of time to complete (such as a an analysis runon a
large farm)

e operations that you want to run during off-peak hours (such as moving an active site)

e enforcing corporate or regulatory policies (for example, by ensuring that user permissions are
always set at the proper levels)

e analyses that you want to run and distribute on a regular basis (such as weekly site activity or
storage usage).

Results of scheduled ControlPoint analyses can be sent to email distribution lists and/or posted to a
SharePoint document library as a .pdf, an Excel formatted spreadsheet, or a csv file. Individual data
sets within analyses can also be saved as SharePoint lists for use in creating dashboards.

ControlPoint uses a different (typically larger) limit on the number of line items that can be returned
when an analysis is run on a scheduled basis than when run interactively. ControlPoint Application
Administrators can, however, modify this limit.

‘ NOTE: Ina multi-farm installation, operations can only be scheduled for the home farm.

How Scheduled Jobs are Handled

The ControlPoint scheduler is driven by a SharePoint timer task, called the ControlPoint Scheduled Job
Review. This task both checks for and initiates the scheduled jobs. By default, the timer task performs
these activities every time it runs (by default, every 10 minutes). ControlPoint Application
Administrators can, however, override this default so that the running of scheduled jobs is performed
at less frequent intervals. See "Number of Minutes Scheduler Will Wait Before Next Group of Jobs
(OVERIDESCHEDULETIMERMINUTES)" in the ControlPoint Administration Guide.
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By default, up to five scheduled jobs can be running at any given time. ControlPoint Application
administrators can, however, change this default value to allow more—or fewer—jobs to run
concurrently See "Maximum Number of Scheduled Jobs to Submit at One Time (MAXSUBMIT)" in the
ControlPoint Administration Guide.

Scheduling a Recurring Analysis for Which a
Specific Date Range or Time Period was Selected

If a ControlPoint analysis is scheduled to run on a recurring basis and includes a date range or time
period, the ControlPoint scheduler will interpret it as a relative date range or time period (that is,
relative to the date when the scheduled job is run). The first time the scheduled job runs, the analysis
will cover the date range specified in the Parameters section. For subsequent job runs, the date range
will be updated accordingly.

EXAMPLES:

e |f youinitiate an Audit Log analysis on a Monday for a date range that covers the the previous
week, then schedule it to run on a recurring basis:

General Job Information

Job Name |Weekly Audit Log Active

Schedule Details
recurring @ aun Every |1 2] [ weeks - Uil | V8024 g3 P [ ©

= the first time the scheduled job runs, the analysis will include data for the the week you
specified it the analysis parameters

Quest Audit Log(7/22/2024 12:00 AM to 1/21/2024 12:00 AM)

Parameters:
User: List:
URL

Event Check In,Check Out
Scope: Diocument

Read From Archive No
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= the second time the scheduled job runs (at the end of the following week), the analysis will
include data for the following week

Quest Audit Log1/22/2024 12:00 AM to 1/28/2024 12:00 AM)

Parameters:

User: List:
URL

Event Check In,Check Out

Scope Document

Read From Archive: Ne

= andsoon.

e |f you schedule a SharePoint Summary Report to run every 30 days, the analysis will include activity

that occurred 30 days ending on the date the scheduled job runs, regardless of the date on which
the report was initiated.
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Creating a Scheduled Job

To schedule a ControlPoint operation:

1 Afterinitiating and specifying the parameters for a ControlPoint operation, open the Schedule
section.

prehensive Permissions @

General Job Information

<06 hame Activs m

Description

Cutput File Name |xcrCompRights8ySitaOrls Qutput Type | POF

O Include Date Time stamp in file name 0

Schedule Details

Run Eve = - U 202
Distribution Details
end To .
8 B2
“ » Run Now
Destination Farm | ce-spig-4-55 v
Add 1o Liorary List
© Reset
Send to Admins 0 I} 5end to Site Collection Admins Create Reporis by Selection Hierarchy 0

W Save As

Note that, for some ControlPoint operations that are likely to be scheduled for purposes of
compliance with corporate or regulatory policy, this section is labeled Enforce Policy.

elete User Permissions @ [

General Job Information

Job Mame W Active m

2 Enter a Job Name and Description.

TIP: Choose a brief but descriptive name that uniquely identifies the job. This will make it easier
for you to identify it in the Schedule Monitor and Scheduled Jobs Report. If you choose to have
the output posted to a SharePoint document library, the Job Name will also be used as the
document Title.
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If you want the job to be active, make sure the Active box is checked.

NOTE: Once a scheduled job has been added, it can be activated or deactivated as needed.

If you want to change the Output File Name, overwrite the default name.

The same default Output File Name is used for every action or analysis of a particular
type. For example, whenever you schedule a Site Storage analysis, the default output file name is
xcrSiteStorageReport, regardless of its scope, or who requested it. It is possible to have
more than one job with the same output file name. Keep in mind, however, if more than one job
with exactly the same output file name is posted to the same document library, an existing
document will be overwritten with a more recent document with the same name.

For ControlPoint analyses only:

a) If youwant the date and time that the job is run to be appended to the file name, click the
Include Date Time stamp in the file name box. (This will enable you to retain a historical
record of analysis results that may be used as a record of compliance with policies or
regulations.)

b) If different than the default, select an Output Type from the drop-down.

Output
Excel -
Type

Excel

Ccsv
SharePoint List

NOTES:

= |f youchoose CSV, output will be in the form of raw analysis data that can be imported into
another program for further examination.

= |If you choose SharePoint List, each individual data set within the analysis will be saved as a
separate list. (The number of data sets depends on the complexity of the analysis.) You can also
choose to Keep Previous Version as an alternative to Include Date Time stamp. If you check
the Keep Previous Version box, ControlPoint will append a date and time stamp to all but the
current version of the file name.

Complete the Schedule Details as follows:

If you want to ... Then ...

run an operation one time | Enter or select a Start date (/) and time ().
only

run an operationatregular | 3 For Start, enter the first date (&) and time (2 ) that you
intervals want the job to run.
b. Click the Recurring box.
c. ForRun every:
e enter the interval (as a positive integer) at which you want
the job to run
e select aninterval type (Hour, Day, or Month)
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If you want to ... Then ...

d. For Until, enter or select the /ast date (/=) and time () ) that
you want the job to run.

NOTE: Dates and times correspond to those of the server on which the ControlPoint scheduler is
running.

7 Complete the Distribution Details as follows:

If you want to ... Then ...

have a notification email sent | complete the Send to:, Subject, and Message fields. (The From
to one or more recipients when | field will automatically be populated with the email address

the job completes* stored as that of the primary Site Collection Administrator for
(and, in the case of an analysis, | the ControlPoint Configuration site.)

have output included in the

] NOTE: You can either use the SharePoint People Picker as you
email as an attachment)

would when selecting users on which to perform a
ControlPoint action or analysis, or enter one or more email
addresses (separated by semicolons), in the Send to field.

have analysis results posted to | Complete the Add to Library or List field as follows:

a SharePoint document library | ¢  click [Select] to display the Destination Selection Page pop-
up dialog, and select a document library from the
Destination Farm Tree. (Note that only lists and libraries
within the current farm for which you have Full Control
access display).

e Select a library from the tree (You can also enter a full or
partial Name or URL to narrow your selection).

Destination Farm Tree You have selected: Shored Documents (78]  #

Nerme: S o ] cnce |
URL:
-y TR N
() Clients (7)

(D) ControlPoint (1)
@ customers - 44847 (2)
@ Bxtranet (2)
@ Intranet (4)
Help Desk
| HR

; . Operations
~p Operations - Root Site
== Lists (2)
'3 Shared Documents (78)
13 Style Library
~(3) Portal (1)
~(0) SharePoint - 80 (14)
< >

H100% -

e Click [OK] to dismiss the dialog and populate the field with
the full url path to the selected library.

ControlPoint User Guide
326

Scheduling a ControlPoint Operation



If you want to ...

have data sets within analysis
results saved as SharePoint lists

have analysis results emailed to
administrators responsible for
sites within the selected scope

have a separate result set
generated at each level of the
hierarchy and email only the
relevant result set(s) to the
responsible administrator

8 To save the job, click [Schedule].

Then ...

NOTE: When a document is placed into a SharePoint
document library, the Output Filename becomes the document
Name, and the Job Name becomes the document Title.

Complete the Distribution Site field as follows:

e Click [Select] to display the Destination Selection Page pop-
up dialog, and select a site from the Destination Farm Tree.
(You can also enter a full or partial Name or URL to narrow
your selection).

e Click [OK] to dismiss the dialog and populate the field with
the full url path to the selected site.

If you are scheduling an analysis to runon a
recurring basis and choose to save previous versions, be aware
that a large number of lists may accumulate on the selected
site (especially if analyses with multiple data sets are run
frequently).

check either or both of the following boxes:

e Send to Admins - Results will be emailed to recipients who
meet the criteria for admins that the ControlPoint
Application Administrator has defined for the ControlPoint
Configuration Setting SiteAdminCriteria

e Send to Site Collection Admins - Results will be emailed to

members of the Site Collection Administrators group.

NOTE: Currently, ControlPoint does not evaluate membership

in Active Directory groups. Therefore, emails will not be sent

out to users whose permissions have been granted solely
through membership in one or more Active Directory groups.

e check the Create Reports by Selection Hierarchy box.
NOTES:

e This option is available only if Send to Admins has been
checked

e This option is not available for all analysis types.

e Result sets will be generated at the lowest level of the
hierarchy at which the report can normally be run.

e When this option is checked and an analysis is scheduled to
run on a recurring basis, ControlPoint will re-evaluate the list
of recipients every time the job is run.

Once a scheduled job has been created, it can be accessed via the Schedule Monitor.
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Generating a Scheduled Jobs Report

The Scheduled Jobs Report provides the same information as the Schedule Monitor.

To generate a Scheduled Jobs Report:

1 From the Manage ControlPoint panel, choose Schedule Management and Logging > Scheduled
Jobs Report.

Schedule Jobs > Select parameter(s) to act on @

m
1
1

If you want to change the default date range, enter or select a From "Next Run Date" and To
"Next Run Date"

NOTE: Next Run Date identifies:

= the next date/time a Pending job is scheduled to run
= the last date/time a Retired or Inactive job ran
= the start date/time that an in-process job started running.

2 Select one or more Status values from the list box. Use the information in the table below for
guidance.

NOTE: You can select multiple status values using the [CTRL] or [SHIFT] in the conventional
manner. If you want to view all scheduled jobs for the specified date range, select All.

Status Description

Pending All jobs that are scheduled to run within the specified date range.
Pending jobs include:
e one-time jobs that have not yet run
AND

e recurring jobs that have not yet reached their End Date.
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Status Description

Running All scheduled jobs that are currently running (as long as the
specified date range includes the current date).

Cancelling All running jobs for which the current instance is in the process of
being cancelled.

Cancelled All jobs for which the last running instance was cancelled.

Inactive Jobs that are not currently active but were created or last ran
during the specified date range.

Retired Jobs that finished running within the specified date range.
Retired jobs include:
e one-time jobs that have already run
AND
e recurring jobs that have reached their End Date.

3 If youwant to further filter your results, use the information in the table below for guidance.

If you want to ... Then ...
exclude site admin-specific "sub-jobs" that are created when a check the Exclude Child Jobs
scheduled job is created with the Create Reports by Selection box..

Hierarchy box checked

7] 5end to Admins ¥ Send to Site Collection Admins
&8

| Create Reports by Selection Hierarchy 'S 4

include only jobs of one or more specific types (Actions, Alerts, highlight the job type(s) you

and/or Reports) want to include in the
(all job types are included by default) Include Job Type(s) list box.
display only jobs whose name includes a specified text string complete the Job Name

Includes: field with a full or
partial job name.

Job Mame Indudes:

Permissions

Now you can:
e runthe operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.
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From Scheduled Jobs Report results you can_view a job's run history.

Monitoring Scheduled Jobs

The Schedule Monitor lets you view the status of scheduled jobs over a specified date range. From the
Schedule Monitor you can link to pages that let you:

o view/edit the details of a scheduled job
e delete scheduled jobs
o link to detailed run history of a job

NOTE: If you are a Farm Administrator, you will be able to view all scheduled jobs; otherwise, you will
only be able to view jobs that you submitted.

To access the Schedule Monitor:

1 From the Manage ControlPoint panel, choose Scheduled Management and Logging > Schedule
Monitor.
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By default, the Schedule Monitor grid displays jobs that are scheduled to run within the next seven
days.

Schedule Monitor = Select parameter(s) to act on @

Schedule Maonitor Filter Settings Auto Refrash Settings

— = __ == — Set range to show all dates

L

~ =
L

— E

[ — N

N O

[

Refresh Display

Pmoy oy omom
I T

2 If youwant to change the default date range, do one of the following:
= To include jobs within a specified date range:
a) Enter orselect a From "Next Run Date" and To "Next Run Date"
b) Click [Refresh Display].
= Toinclude all jobs regardless of the run date, click [Set range to show all dates].
NOTE: Next Run Date identifies:
= the next date/time a Pending job is scheduled to run
= the last date/time a Retired or Inactive job ran
= the start date/time that an in-process job started running.

3 Select one or more Status values from the list box. Use the information in the table below for
guidance.

NOTE: You can select multiple status values using the [CTRL] or [SHIFT] in the conventional
manner. If you want to view all scheduled jobs for the specified date range, select All.

Status Description

Pending All jobs that are scheduled to run within the specified date range.
Pending jobs include:
e one-time jobs that have not yet run
AND

e recurring jobs that have not yet reached their End Date.

Running All scheduled jobs that are currently running (as long as the
specified date range includes the current date).

Cancelling All running jobs for which the current instance is in the process of
being cancelled.
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Status Description

Cancelled All jobs for which the last running instance was cancelled.

Inactive Jobs that are not currently active but were created or last ran
during the specified date range.

Retired Jobs that finished running within the specified date range.
Retired jobs include:
e one-time jobs that have already run
AND
e recurring jobs that have reached their End Date.

IMPORTANT: Any Discovery job that was scheduled prior to
version 8.7 will display in Retired status and can be deleted but
not edited.

4 If you want to further filter your results, use the information in the following below for guidance.

If you want to ... Then ...

exclude site admin-specific "sub-jobs" that are created when a | check the Exclude Child Jobs
scheduled job is created with the Create Reports by Selection | box.
Hierarchy box checked

¥ 5end to Admins Send to Site Collection Admins 7| Create Reports by Selection Hierarchy &
M

include only jobs of one or more specific types (Actions, Alerts, | highlight the job type(s) you
and/or Reports) want to include in the list box.
(all job types are included by default)

display only jobs whose name includes a specified text string complete the Job Name
Includes: field with a full or
partial job name.

Job Mame Indudes:

Permissions
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Schedule Monitor Filter Settings Auto Refresh Settings
" [ auto Refrash Monitor
— Set range to show all dates

b Types: Job Nzme Incluges

From 'Next Run Date

[0 excluds Child Jobs Auto refresh mode i

Comgliance s I
Refresh Dis|
> D?')'

Running
ancelling

select All
Edit Select| Job Mame » | Type ‘ Action/Alert/Report ‘ Active | Status Schaduls St% Schedule Er{ Recurrm{ Interval| Interval Typ4 Last Run Dat| Last Run 5] Ne:
—j O Weekly Audit Lo Report xcrauditReport Pending 10/12/2015 1/1/2016 12 1 WEEKLY 11/9/2015 1) Complete| 11,

The Schedule Monitor displays the following information:

¢ Job Name

e Job Type

e anindication of whether the job is Active (checked) or inactive (unchecked)
o Schedule Status (Pending, Running, Retired, or Inactive)

e Scheduled Start date and time

o the Schedule End date and time which, for recurring jobs, displays the last date and time that the job
is scheduled to run.

NOTE: For one-time jobs, the Schedule End date and time (which displays as an hour later than the
Schedule Start) has no significance.

e a checkbox indicating whether the job is one-time (unchecked) or Recurring (checked)
o for recurring jobs, the Interval and Interval Type (Hour, Day, Week or Month)
e Last Run Date and time
o Last Run Status (Complete, Failed, Started, Cancelling, or Cancelled)
e Next Run Date, which identifies:
= the next date/time a Pending job is scheduled to run
= the last date/time a Retired or Inactive job ran
= the start date/time that an in-process job started running.
o the User who scheduled the job.
e anindication of whether or not the scheduled job was created with the Run by hierarchy option

e if the job is an instance of a ControlPoint Governance Policy, the name of the Policy Instance.
You can:

e sort by clicking on a column header
e change the order of columns by dragging and dropping.
From the Schedule Monitor you can:

o set the Schedule Monitor grid to Auto Refresh
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e open a job for viewing/editing

e view a job's run history

e cancel or delete one or more jobs

Viewing/Editing a Scheduled Job

From the Schedule Monitor, you can access a scheduled job whose details you want to view or edit.

To access a scheduled job's details:
From the Schedule Monitor, click the job's Edit link.

The job opens in a separate browser window.

To edit the job:

1 Modify the appropriate fields within the Schedule or Enforce Policy section.

2 To save changes, click [Update].

Viewing a Scheduled Job's History

From the Schedule Monitor, you can view the run history of a scheduled job. In the case of scheduled
actions (including alerts), you can generate a ControlPoint Task Audit to view more detail about the
job.

To view the history of a scheduled job:

e  From the Schedule Monitor or Scheduled Jobs Report, click the job's Last Run link.

Recurring Interval Interval Last Run =

Type
0 HOURLY 3/10/2014 Complete 3/1C

1 :42 FM FM
Ftor |

e From a scheduled job's detail page, click the [View History] button.

The Schedule History includes the following information:

e Run Start date and time

e Run End date and time
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e process Status (Started, Completed, or Failed)

e inthe case of a Failed job, a Message citing the reason for the failure.

As shown in the example below, a separate entry exists for each run of a recurring job. You can sort by
either Run Start or Run End date by clicking the up/down arrows in the column header.

OU@St axcelertest\testbenchaxceler
History: Recurring Farm Summary Report 3/6/2014 1:06:16 PM
Parameters:
Start Date: 2/1/2024 End Date:  2/1/2024

2/1/2024 4:40:37 PM  2/1/2024 4:41:07 PM Cancelling Job Cancelled via Schedule Monitor by: axcelertest\testbenchaxceler
2/1/2024 5:40:37 PM 2/1/2024 5:41:03 PM Complete
Total: 2

axcelertest\testbenchaxceler Page 1 of: 1 3/6/2014 1:06:16 PM

To view a ControlPoint Task Audit for a completed action:

Click the link (Completed or Failed) in the Status column.

3/10/2014 12:20:42 PM 3/10/2014 12:22:05 PM Complete
Total: 1 ‘b

Task Audit |

See also The ControlPoint Task Audit.

NOTE: This link is valid for actions only (not analysis jobs)

Canceling or Deleting a Scheduled Job

From the Schedule Monitor you can:
e cancel a running instance of a scheduled job
OR

e completely delete one or more scheduled jobs.

NOTE: If you delete a job that has already run, any history associated with the job will also be
deleted.

REMINDER: Delete and Cancel options are disabled if Auto Refresh is enabled.
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To stop a running instance of a scheduled job:

NOTE: You can only stop instances of jobs that are currently running, and this action does not delete
either the job itself or any future instances of a recurring job.

1 Inthe In the Select column, check the box beside each running job instance you want to stop.*

2 Click [Stop Selected].

To delete one or more scheduled jobs:

1 Inthe Select column, check the box beside each job you want to delete.*

2 Click [Delete Selected].

You will be prompted to confirm the deletion before the operation is carried out.

To delete all scheduled jobs:

1 Click [Select All].

2 Click [Delete Selected].

You will be prompted to confirm the deletion before the operation is carried out.

NOTE: If you want to de-select currently selected jobs, click [Reset].
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Saving, Modifying and Running
Instructions for a ControlPoint
Operation

All schedulable ControlPoint operations can be saved in an XML file as "instructions" and run at a later
time. If an operation has parameters that are modifiable, you can modify them in the XML file before
running the job.

NOTE: Currently you cannot run instructions for multi-farm operations.

Saving Instructions

To save Instructions for a ControlPoint operation:

1 After specifying the parameters for the operation, click [Save As].

P Run Now

[ Save Operation as XML file, so you could change it and then run from 'Execute XML’ ]
T

2 Click [Download] to display the File Download dialog.

3 Click [Save] then save the file to the local machine— that is, the machine where the browser is
running—or network location of your choice.

TIP: You may want to change the default file name to one that is more unique and descriptive.

4  When the file has finished saving, click [Close] to dismiss the open dialogs.
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Modifying Instructions

Depending on the operation, you may be able to modify some or all of the parameters of XML
Instructions with valid values. For example, while the Migrate User action only permits one user to be
migrated via the ControlPoint application interface, you can run the operation on multiple users by
adding them to the XML instructions.

You should not attempt to change any part of the instructions apart from modifiable parameters. Itis
strongly recommended that you make a copy of the XML file before editing it, as it is possible that
unintended changes can be made to tags or unmodifiable portions of the file.

- <Operation Type="Action" Code="MigrateUser">
- «<selectionz
<Item name="2007SHAREPOINT (Home Farm)" type="FARM" guid="efcecfa6-42d7-4f44-b503-7e83ff6b9b29" id="0" parentid="-1" AllChildren="True"
action="nonsense" URL="http://2008sharepoint:1919/" image="images/Farm.gif' aux="FARMGUID@efcecfa6-42d7-4f44-b503-
7e83ffebob29, FARMNAME @SharePoint_Config, FARMTOOLTIP®@" />
</selection=
- <xcMigrateUserData xmins:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance" xmins:xsd="http://www.w3.0rg/ 2001 /XMLSchema">
<sWarnings />
=blnPropagatezlists =false</blnPropagatezlists =
«blnPropagate2Items=>false </blnPropagate2ltems=
«sScheduledCurrentUser />
«migrateUsers>
- <item:
- <key=
«string=AXCELERTEST\sammuelclemens </string>
</key=
- wvaluex
<5tring=AXCELERTEST\ marktwain</string=
</value:
<fitem>
- <item:
=Y
<5tring =AXCELERTEST\stephendedalus</string>
<fkey=
- «value>
<5tring=AXCELERTEST\jamesjoyce</string=
</value:
<fitem:=
- <item:=
- <keyx»
<5tring =AXCELERTEST\marysmith </string=
<fkey=
- zvaluex»
<string>AXCELERTEST\maryjones</string=
«/valles
<fitem:=
</migrateUsers:>
«<blnVerifySid>false </blnVerifySid >
<blnProcessADGrps >false</binProcessADGrps >

covelidal leare f-

Running Instructions

To run instructions for a ControlPoint operation:

1 Use one of the following options:

=  From the SharePoint Hierarchy select the farm node, then choose Run Saved Instructions.
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ShareFoint Hierarchy
a- | CP-SP1G

niral Administration
Advanced Search
int Summary

SharePoint Hierarchy

aved Instructions

~ &l H Farm Summary Dashboard
-] H| €M GDPR Dashboard
o

=  From the Manage ControlPoint panel, choose Run Saved ControlPoint Instructions.

Manage ControlPoint 2

mance Policy Manager and Provisioning

ompliance

i ControlPeint Configurati

~§8¥ Disco

3 Audit Log Archive

33 Run Saved Instructions

3% Caleul

| Choose File | 1o flz chosen

View ControlPoint Log

ule Monitor

2 Click [Browse...] and locate the XML File with the instructions you want to run.
3 Click [Upload].

Now you can either:

e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time.

Configuring a URL for Running Saved Instructions from
Outside ControlPoint

You can create a url from which you can invoke the running of saved ControlPoint instructions from
outside the ControlPoint application. This technique makes it possible for ControlPoint users to run a
ControlPoint operation from anywhere a URL can be placed, including:

e an electronic document

e alinks Web Part on a SharePoint site

e within an email to another ControlPoint user.

The instructions can be saved to a file share or posted to a document library that has been created
within the ControlPoint Configuration site.
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When the URL is launched, the Run Saved ControlPoint Instructions page opens in a standalone
window and the instructions begin running automatically.

User Account Requirements

In order to run saved instructions from a URL:

e the ControlPoint user must have permissions to perform a ControlPoint operation on the
SharePoint object(s) within the scope of the saved instructions, and

e the ControlPoint Service Account must have access to the file share or document library to which
the instructions have been saved.

NOTE: One of the advantages of posting to the ControlPoint Configuration site is that the
appropriate permissions to the document library are automatically granted (through inheritance
from the parent site) by default.

Parts of the URL

e http://<server name>:<port number>/ layouts/axceler/xcexecutexml.aspx

The path to the ControlPoint application Run Saved ControlPoint Instructions page

e Either
* XMLFILEURL=[directory]\[file name.xml]
The path to the saved instructions on the file share.

NOTE: If you specify a local drive, ControlPoint assumes that the drive is local to the server on
which ControlPoint is installed (not the current user's machine).

OR

* XMLLISTNAME=[library name] &XMLFILENAME=[file name]

The path to the saved instructions in the document library on the ControlPoint Configuration
site.
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Example: Instructions saved to a file share

—— e

fee " TTTW e = Te= ol

. \\Operations\SharePoint Reports\,

GU

v| | | Search SharePoint Permissions Reports £

Organize « Share with + Mew folder EE= S @
-
U* Name Date medified Type Size
= |£| Site Permissions for Publishing Portal xml 3/13/2013 1:08 PM XML Document 2KB
i |
i
k
k
I i
[ |
| =
=
| =
I —
=
|
| SN
-
| LRI it
R 1 item
1

URL=http://shartepoint2019:1818/ layouts/axceler/xcexecutexml.aspx?
XMLFILEURL=\\Operations\SharePoint Reports\Site Permissions for Publishing

Portal.xml

Example: Instructions Saved to a ControlPoint Configuration Site

Document Library

Note that the document library to which you post the saved instructions must have been created

within the ControlPoint Configuration site.

ControlPoint Configuration Site

ControlPoint Configuration Site

-+ New $ Upload ~ ‘:.;." Sync @ Export to Excel

Customized Reports

Madified

O

2y
B " Set Intranet Site Collection Prop...

Mame

#* 6 minutes ago

Madified By + Add column

James Joyce

ol
@issions for Publishing ...

* A few seconds ago
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URL=http://sharepoint2019/ layouts/axceler/xcexecutexml.aspx?

XMLLISTNAME=Customized Reports&MLFILENAME=Site Permissions for Publishing
Portal.xml
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Using the ControlPoint Governance
Policy Manager

The ControlPoint Governance Policy Manager allows you to define standard governance polices or best
practices consisting of one or more ControlPoint operations, each scheduled to run at a specified time
or interval, and applied to a selected scope.

NOTE: Governance Policies cannot be applied to the scope of an entire farm.

For example, you may want to both monitor and enforce security for some of your most mission-
critical SharePoint sites. You could create a Governance Policy that will enable you to:

e generate a weekly Site Permissions report and have it sent to each of the site owners.
e back up site permissions on a regular basis

e create ControlPoint Policies to control the types of permissions changes that can be made to sites
within the selected scope

To manage the size of site collections within your environment, you could create a Governance Policy
that will enable you to:

e create ControlPoint Policies to control:
= the size of files uploaded to lists and libraries within the selected scope
= the creation of subsites at a specified depth

e use the Set Site Collection Properties action to set and enforce the same quota across all site
collections within the scope

e run a weekly Most/Least Storage analysis to identify and monitor the site collections and sites
within the scope using the most storage

You can also apply Governance Policies to Site Provisioning templates.

Launching the ControlPoint Governance Policy
Manager

To launch the ControlPoint Governance Policy Manager:
e From the SharePoint Hierarchy Farm node, choose Automation > Governance Policy Manager.

OR
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e From the Manage ControlPoint panel choose Governance Policy Manager and Provisioning >

Governance Policy Manager.

& Govemance Policy Manager - Work - Microsoft Edge
Janage ControlPoint
% Tools
~ il Governance Policy Manager and Provisioning
{}|Govemance Policy Manager Quest
: ControlPoint
3 Provisioning Profile Manager

¥ Provisioning Requests Manager

> Compliance

@ Schedule Management and Logging
ﬂ Schedule Jobs Report
-l ControlPoint Task Audit
il Logged Errors Report
{3 visw ControlPoint Log

~ ¥ Schedule Monitor

b-m ControlPoint Sentinel

A\ Notsecure | cp-sp19-a-ss:1818/_layouts/axceler/xcGovernancePolicy.aspx?Sessionld = 5d8ad048-6e21-4480-8d62-9e06440634 17 &Policyld=-1

Provisioning Custom Template Manager
@ : ¢ ? GOVERNANCE PCOLICIES [ERCREATE NEW | p ACTIVATE | S EDIT | 4QEDIT SCOPE | ffj DELETE i‘qDELI:TE SCOPE]|

bl ControlPoint Configuration
—~ POLICY NAME STATUS LAST CHANGED ON LAST CHANGED BY
> ControlPoint Management

» [ Enforce Site Security Mo Scope Defined 1/26/2024 11:34:40 PM axcelertestyjamesjoyce

X

A

Governance Policy Manager Current User: i0# wiaxcelertestjamesjoyce @

NOTE: All Governance Policies can be viewed/edited by all ControlPoint users (for example, other

ControlPoint users can add sites that they manage to the scope of an existing policy).

Creating a Governance Policy

To create a governance policy:

From the Governance Policy Manager main page, click [Create New].

1 Enter a Governance Policy Name.

2 Select the Policy Rule Type (Actions, Reports, or ControlPoint Policies and Alerts).

POLICY NAME

Report Site Securityl ]

SELECT POLICY RULE TYPE

ControlPoint Policies

and Alerts
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3 Select a Governance Policy Category.

POLICY NAME

Please enter policy name.

RULE TYPE: Actions

SELECT CATEGORY

Audit and Alerts Configuration Users and Security

Back 1o Ruls Types

Note that the categories correspond to the folders in the SharePoint Hierarchy right click menus.

4  Select the operation that you want to add to your Governance Policy.

Build Governance Policy

SCHEDULE POLICY RULE

PCLICY NAME

Report Site Security

RULE TYPE: Reports -94EET <

CATEGORY: Users and Security

Limited Access -

Use cached data

- - Advanced Parameters
Site Permissions

Backfo Rule Types  Back fo Categories -
X Cancel

Save & Close

../XCReport.aspx?REPORT=xcrRightsBySiteCrisar&Sessionld=72574162-b77d-4274-b932-85772833499e&isCachad =true BWEBING=true&TITLE=Site+ Per... .

5 Specify the Parameters for the rule.

NOTE: To access instructions for completing the applicable ControlPoint operation, click the Help
icon (@) at the top right corner of the window or refer to the relevant section of the ControlPoint
User Guide.

6 Click the Schedule Policy Rule tab, and follow the instructions for Scheduling a ControlPoint
Operation.

7 To return to the Build Governance Policy window, click [Save and Close].
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Note that the name of the rule (which is the Schedule Job Name) displays under Configured Rules.

COMNFIGURED POLICY RULES

Site Permistions Report

8 If you want to define another rule for the Governance Policy, use the information in the following
table to determine the appropriate action to take.

If you want to configurea Then ...

rule ..

in the same category select the next operation for which you want to create a rule, then
repeat Steps 6-8.

of the same type ina click the Back to Categories link, then repeat Steps 4-8.

different category

of a different type click the Back to Rule Types link, then repeat Steps 3-8.

9 When you are finished configuring rules, click [Save].

10 Click [Close] to return to the Governance Policy Manager main page.

Note that, if you chose to save the policy before it was completed or have not yet created a scope, it
will display in the grid on the Governance Policy Manager main page with the applicable status.

GOVERNANCE POLICIES

m POLICY NAME STATUS LAST CHANGED ON
v [ Change Management No Scope Defined 10/12/2015 2:40:13 PM

A policy scope can be created for incomplete policies, but they cannot be activated until the policy has
been completed.

CrEE O

m POLICY NAME LAST CHANGED ON
» [ Change Management Mo Scope Defined

v

=hl'lpc.|f.F-.H-\|lr (SharePoint - 80 (16])
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Creating a Governance Policy Scope and
Activating the Governance Policy

Once a Governance Policy has been created, it must be applied to a specific scope (that is, one or more
selected site collections or sites).

NOTE: If a Governance Policy is applied to a Site Provisioning Template, the scope will automatically
be updated to include any newly created sites based on that template.

To create a Governance Policy Scope:

1 From the Governance Policy Manager main page, click the Create Scope icon for the applicable
policy.

GOVERNANCE POLICIES 3 CREATE NEW ,&;E:h

LAST CHANGED
_ Bl | | |

LAST CHANGED ON

2 From the Create scope for [Governance_Policy_Name] dialog

a) Select the objects that you want to include in the scope.

Manage scope for Change Management

Control-click to szlect multiple itams from the left side. Right-click for additional Check check-boxes to include 2l children of the
options. item.

Available Items ¥ Expand Selected Items Clzzr all

-] {4 20135haraPoint

URL:

-4 20135haraPoint
~@ Clients (7)
@ ControlPaint (1)
@ Customers - 44847 (2)
@ Extranat (2)

| ineaner @)

b [E] Help Dask

Select & Drag

Select & Drag

b [£] Operations
@& New Content DB
~@ Portal (1)
- SharePoint - 20 (18)

Add Scope

b) Click [Add Scope].

To activate a Governance Policy:

1 Click the arrow in the left-most column to expand the policy and display the scope.
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2 Click [Activate].

GOVERNANCE POLICIES GHEATE MELY m

m POLICY NAME LAST CHANGED ON

» [ Change Management Mo Scope Defined FLATEA2:40:13 PM

v

=hl'l|:c.|f._.“-\|lr (SharePoint - 80 (16])

Once a Governance Policy has been activated, you can view its status via the ControlPoint Schedule
Monitor. Once a policy rule that performs an action has run, you can view a ControlPoint Task Audit for
the action.

IMPORTANT: If you add a subsite or list to an existing scope, the policy must be activated again in
order for the object to be included in the scope.

Editing and Deleting Governance Policies and
Policy Scopes

To edit a Governance Policy:

1 From the Governance Policy Manager main page, check the box to the left of the Governance
Policy you want to edit.

2 Click [Edit].

3 Follow the instructions for Creating a Governance Policy.

To edit a Governance Policy Scope:

1 From the Governance Policy Manager main page, check the box to the left of the Governance
Policy whose Scope you want to edit

2 Click [Edit Scope].

3 Select the new scope and activate.

To delete a Governance Policy:
1 From the Governance Policy Manager main page, check the box to the left of the Governance
Policy(ies) you want to delete.

2 Click [Delete].
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To delete a Governance Policy Scope:
1 From the Governance Policy Manager main page, check the box to the left of the Governance
Policy(ies) whose scope you want to delete.

2 Click [Delete Scope].
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Using Sensitive Content Manager to
Analyze SharePoint Content for
Compliance

If you have Sensitive Content Manager (SCM) installed, you can scan content for sensitive content, then
specify an action to take based on the type/severity of the information found.

Manage Compliance Scan Results

e Bewh Coames

Pamd 138t 4304 % ¢ el saeres

Unatte 10 clins

Sensitive Content o
Manager
Aeeody scanend im0 Sen 100 2 e e

Stan Information

St Vo, Eamgiiee 2 4302588 STER B

antrignen

Total surmioes processed 354 1

Submit Content for Compliance Scan scmdun: 4538 1118

. Sean dhrmn 3 ussns
AwetagnTiove

San Bewits Summary

(Optionally)
Create custom profiles and search terms

ControlPoint
Compliance
\dministrators ||

Compliance Functionality Process Overview

The process for using Sensitive Content Manager to implement ControlPoint Compliance functionality
is described below.

A. ControlPoint Compliance Administrators define Compliance Action Rules.

B. ControlPoint Compliance Administrators submit content to Sensitive Content Manager for analysis.

C. ControlPoint Compliance Administrators manage Compliance Actions.
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IMPORTANT: Before Using ControlPoint with
Sensitive Content Manager

Before you can use ControlPoint to analyze content for compliance:

e Sensitive Content Manager version 2.0 or later must be installed on a server in your environment.
Refer to the Sensitive Content Manager Server Installation Guide, which is available on the Quest
Support Technical Documentation page.

e The latest version of ControlPoint Sensitive Content Manager Service must be installed. (As of
version 8.4, the Sensitive Content Manger Schedule Job option is no longer available as an
alternative.)

IMPORTANT: If you have upgraded from an earlier version of Sensitive Content Manager, Any
Custom Profiles, pending content submissions and/or ControlPoint Policies that use older Profiles may
need to be re-created. Contact Quest Support for assistance.

Details can be found in the ControlPoint Administration Guide.

Compliance Administrators Group

Only individuals who have been added to the ControlPoint Compliance Administrators group in the
ControlPoint Configuration Site will be permitted to perform Compliance actions.

Sensitive Content Manager functionality is not available to users who are also members of the
Business Administrators group.

Creating and Managing Sensitive Content
Manager Profiles

A Sensitive Content Manager Profile is a named collection of content search and analysis guidelines.
SCM includes a number of Standard (BuiltIn) Profiles for detecting Sensitive Content, which include:

e Personally Identifiable Information (PII)

e Protected Health Information (PHI)

e Payment Card Information (PCl)

e General Data Protection Regulation (GDPR) compliance.

NOTE: Quest continually adds new Standard (Builtin) Profiles, which cannot be modified or deleted.

Members of the ControlPoint Compliance Administrators group can also create and manage custom
Profiles by defining content search and analysis guidelines to use, as an organization's file analysis
criteria may differ from those used in Builln Profiles. For example, you may want to create a custom
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Profile to group and weight a different subset of the predefined Search Terms, add custom Search
Terms for sensitive data types, or analyze data that falls outside BuiltIn Profile definitions.

IMPORTANT: If you have upgraded from Sensitive Content Manager 1.9, you may have to re-create
(or try to restore) any existing custom Profiles, as the range of possible severity levels. Contact Quest
Support for assistance.

Sensitive Content Manager Profile Components

Sensitive Content Manager Profiles consist of the components described in the following table.

Profile Description
Component
Search Term A word or any simple or complex alphanumeric pattern that represents sensitive

information in a document.

For example, in the PII Profile, these Search Terms are the personal identifiable
information like a person's name, date of birth, financial account numbers,
address, email address, etc.

Each content search uses a set of Search Terms in a Profile.

Regular The search syntax for a Search Term.
Expression
(Regex) The analysis engine matches the file contents with a Search Term based on the

regex syntax specified in the Profile. You can define new Profiles that use the
Standard Search Terms, or create Search Terms based on custom expressions.

NOTE: Regular expressions for the predefined search terms are internally
defined in the Search Term, and cannot be modified because they are not
standalone regular expressions.

Weight The degree of severity of a possible content match for a specific Profile.

File Score That weight factor combined with the number of content matches encountered
during an analysis job.

File scores are calculated during a file analysis to determine the overall severity
level of a document
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Creating, Editing, and Deleting Sensitive Content Manager
Profiles

IMPORTANT: As of Sensitive Content Manager version 2.0:

e The concept of Public vs. Private Profiles has been eliminated. All Profiles can be viewed by all
members of the Compliance Administrators group.

e The range of possible Severity Thresholds has been reduced to between 1 and 10. If you have
upgraded from an earlier version, Standard (BuiltIn) Profiles will reflect this change. Any Custom
Profiles, as well as pending content submissions and/or ControlPoint Policies that use older Profiles,
may need to be re-created.

To create a Sensitive Content Manager Custom Profile:

1. From the Manage panel, choose Compliance > Profile Maintenance.

Compliance Profile Manager @

Create

u e o o
m ] 1 4 9

Default Pl Builtin
O Payment Card Information Payment Card Information Builtin 1 - 9
] Protected Health Information Protected Health Information Builtin 1 4 9
[0 GDPR General Data Protection Regulation Builtin 1 e 9
RS

2 Click [Create].

3 Enter a unique title for the Profile, as well as a description that will be visible to end users.

Enter a Profile Title
Sensitive IT Information

Enter an End User Description

Sensitive information for use by IT only

4 If different than the defaults, using a range from 1-10, adjust the relative weights (that is, the
degree of severity of a possible content match) for each threat level (Mild, Moderate, and Severe).

"
w

Moderate Weight Severe Weight

- - - -
8

- = - = -

5 From the Search Term List, select the Search Term(s) that you want to add to the Profile, then click
[Add] to move the term(s) to the Profile Search Terms list.
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Search Term List Create Custom Search Term Add Profile Search Terms

e o] S

Australian ~ O IP Address 1
O Medicare ID Checksum for Australian Medicare ID
| Australian Tax ID Checksum for Australian Tax ID

‘ ‘

O Czech Birth

Niimmhar

Czech Birth Number

NOTE: If you want to include a Search Term that does not display in the list, you can create a
custom Search Term.

6 Click [Create].

To edit a Custom Profile:

1 Inthe Compliance Search Terms Manager page, select the Custom Profile you want to edit, then
click [Edit].

2 Update fields as needed, then click [Update].
Note that BuiltIn Profiles are provided by Quest and cannot be edited or deleted.

Deleting a Custom Profile

You can delete a Custom Profile only if:
e a content analysis job that uses the profile has not yet been run
AND/OR

e it is not being used by any ControlPoint Policies.

Managing Compliance Search Terms

Sensitive Content Manager includes a number of out-of-the-box BuiltIn Search Terms for use in
creating Profiles. These include terms related to:

e Personal Identification Information (PIl)

e Payment Card Information (PCl)

e Protected Health Information (PHI)

e General Data Protection Regulation (GDPR) compliance.

NOTE: Note that Quest continually adds Standard (Builtin) Search Terms, which cannot be edited or
deleted.
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Members of the Compliance Administrators can also create and maintain custom Search Terms to

meet the organization's unique compliance needs.

To launch the Compliance Search Terms Manager page:

From the Manage panel, choose Compliance > Search Terms Maintenance.

NOTE: You can also access this page from the Compliance Profile Manager page by clicking [Create

Custom Search Term].

Compliance Search Terms Manager

Create

I T [ [

()] Name The first name (or initial) and last name of an individual

(] Address A geographical address of an individual's residence rather than place of work

(8] Email An email address which is primarily used for personal, rather than business purposes

(] Telephone Number A phone number intended to contact an individual at their residence or on a mobile phone

A Social Security Number, Passport Number, Drivers License Number, or other number connected with a

) Government Identification Number ) . e
government issued identification system

(] Financial Account Numbers A Credit Card, Bank Account, or other account number with a financial instituion

(] Date of Birth birth is represented

To create custom Search Terms:

1 Click [Create].

2 Enter a Search Term Title and Search Term Description.

Enter a Search Term Title:

IP Addresses
Enter Search Term Description:

Identify IP Addresses in documents

4. Enter a valid regex expression.
NOTE: Do not enter any leading or ending slashes (/)

Enter Expression:

M(([0-9]|[1-91[0-911110-9)2}|2[0-41[0-9]|25[0-5\. )3}
([0-91|[1-9110-91[1[0-91{2}|12[0-41[0-9]]25[0-5])%

5. To test the validity of the expression:
a) enter representative text in the Sample Text Goes Here: field.

Sample Text Goss Here:

192.168.1.1

The date of birth for an individual if enough information is present in context so as to make clear whose date of

Standard

Standard

Standard

Public

Standard

Standard

Standard
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b) Click the [Test Expression] at the bottom of the dialog.
A pop-up will display informing you that either:

= a match can be found for the text using the given regex

(=] controlPoint (3

Following Matches are found in

i text using given regex :
\\/ 192.168.1.1

OR

= a match cannot be found for the text using the given regex.

[Z] controlPoint (3

. Unable to find any match using
1 given regex

To edit a custom Search Term:

1 Inthe Compliance Search Terms Manager page, select the term that you want to edit, then click
[Edit].

B Create | £ Edit W Delete

O Government Identification Number

A Social Security Number, Passport Number, Drivers License Number, or other number connected with a government issued identification system

] International Bank Accourt Number Checksum for International Bank Account Number

| \

2 Update fields as needed, then click [Update].

NOTE: Any Search Term for which the regex is not visible is a Builtin Term provided by Quest that
cannot be edited.
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Edit Search Term

Enter Expression;

Cancel

Update

Defining Compliance Action Rules

Members of the ControlPoint Compliance Administrators group can define Compliance Action rules to

determine how non-compliant content should be handled, based on the severity level detected. You
can also specify that one or more users be alerted via email when a Compliance Action is taken.

REMINDER: Sensitive Content Manager version 2.0 or later must be installed in your environment
and you must be a member of the ControlPoint Compliance Administrators group to use this

functionality.

To access the Compliance Actions page:

Use the information in the following table to determine the appropriate action to take.

If you are creating ...
a global set of rules independent of a particular
scan job

a set of rules for a specific scan job that has
been returned from Sensitive Content Manager

a ControlPoint Policy to scan for sensitive
content

Then ...

from the Manage panel, choose Compliance >
ControlPoint Compliance Actions.

e From the Compliance Summary page, select the
scan job to which you want to apply the rule.
e Click [Apply Compliance Actions].

from the Create ControlPoint Policy page, select

one of the policies to scan for sensitive content:

e Scanitems for sensitive data when content is
updated

OR

e Scanitems for sensitive data when content is
updated or saved.

ControlPoint User Guide
357

Using Sensitive Content Manager to Analyze SharePoint Content for Compliance



To define Compliance Action rules:

1 Enter a unique name to create a new Compliance Action, or choose an existing action from the
drop-down.
CONTROLPOINT COMPLIANCE ACTIONS

Create downstream Security Actions that occur upon scanning of sensitive content.

Enter 2 unique name o create 2 new comoliance action ou may zlso edit an existing comeliance action
ClIiLzl o U (N b i o L Lol o TSy ud lalhve ol . (] oy cla) TUll o oAU il wal hos ooy .
MEEr 3 Unigue na 3te 2 i3nce 3cton 2y & it 3N existing iance action

WARNING: If you choose to Update Existing Compliance Actions, the changes will be applied to all
scan jobs that use it going forward. This is especially noteworthy in the case of ControlPoint policies,
because once the policy is created the most current definition of the Compliance Actions is applied
automatically based on scan results.

2 For each of the Severity levels (Mild, Moderate, and Severe), specify the action that should be
applied when a threat is detected. You can choose to have ControlPoint:

e Take No Action on non-compliant content
e Quarantine non-compliant content

e Use an Approval Workflow to address non-compliant content

e Remove non-compliant content

Note that an action must be defined for all three severity levels. You can navigate from one rule to
the next via the Select actions for threat level: button.

Select actions for threat level m

3 If you want ControlPoint to send an email alert when a specified action is taken:

a) Check the Alert Users box.
b) Click [Create New User].

c) Complete the Select Users for the user to which you want to send the alert.

NOTE: Currently, you can only select one user at a time. Repeat substeps b) and c) for each
user you want to alert.

If you have chosen to have ControlPoint Quarantine an item with non-compliant content, you can
also choose to have an alert sent to all members of the ControlPoint Compliance Administrators

group.
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(®) Quarantine

Alert ControlPoint Quarantine Administrators

If you have chosen to use an Approval Workflow, follow the instructions for "Using an Approval
Workflow," following.

4 When you have finished defining Compliance Rules for each Severity Level, click [Save].

Using An Approval Workflow

If you have chosen to use an Approval Workflow to address non-compliant content, after clicking the
[Create New User] button:

1 First, select the user who will be notified by ControlPoint to start the workflow when non-
compliant content is found

2 Select additional users who will be designated as approvers.

User who will be notified
to start a workflow when Users designated as
non-compliant content is found. workflow approvers.

/
Select Users /

James Joyce X Mark Twain ; Margaret Meade ;

] 8,

Select users to be either assigned a task or only to be notified about the workflow

|| Approvers
Choose the order in which workflow should assign tasks to the users selected for this stage

) One at a time (Serial)
% () All At Once (Parallel)

CcC
(O Notify these people when the warkflow starts and ends without assigning tasks to them.

ApprovalPeoplePickerPopUp.aspxfIndex=-18Parentld=Mild_Approval_PeopleEditor

NOTE: The user you select to start the workflow must have permissions to Edit Items and
approvers must have permissions to Approve Items for lists within the scope of the Compliance
Action.

You can also choose to have SharePoint notify approvers

= One at a Time (Serial)
OR
o All At Once (Parallel)
3 Click [Add User].
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4 If you want SharePoint to notify additional users when an approval workflow starts and ends:
a) Click [Create New User].

b) Select the users you want to notify.

c) Choose Notify these people when the workflow starts and ends without assigning tasks to

them.
d) Click [Add User].

5 For Request, enter the message that you want to be sent to users with assigned tasks.

| () Take No Action
(O) Quarantine

® Approval Workflow

Create New User # EditSelected | g Delete

James Joyce will be notified to
start the workflow.

| User Narmes ‘ Association Type

[ James Joyce, Mark Twain, Margaret Meade  Serial

| | washington Irving cC

Request Please approve this Compliance A ¢

() Remove Content

Select actions for threat level :

Compliance Action Alert Email

When a Compliance Action rule includes an alert, an email, which identifies the Severity Level and
action taken, is automatically sent to selected recipients.

ControlPoint Application Administrators can change the default text for the email by updating the
applicable ControlPoint Configuration Setting:

e ComplianceMildLevelThreatsEmailBody
e ComplianceModeratelLevelThreatsEmailBody

e ComplianceSeverLevelThreatsEmailBody

Refer to the ControlPoint Administrators Guide for details.

Deleting a Compliance Action Rule

You can delete a Compliance Action rule only if it is not being used by any ControlPoint Policies.
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Setting Sensitive Content Manager EndPoints
and Managing Scanning Preferences

ControlPoint Application Administrators use the ControlPoint Sensitive Content Manager Configuration
dialog to set EndPoints to point to the server(s) on which Sensitive Content Manager is configured.
Members of the Compliance Administrators group can also test the availability of each EndPoint and
change default preferences for scanning content.

NOTE: ControlPoint Application Administrators can also configure EndPoints individually and update
other configuration settings via ControlPoint Configuration Settings - Compliance settings.

To launch the ControlPoint Sensitive Content Manager
Configuration dialog:

From the left navigation Manage tab, choose Compliance > Sensitive Content Configuration
Maintenance.

Setting EndPoints

The Value of each Sensitive Content Manager EndPoint must be set to point to the server(s) on which
Sensitive Content Manager is configured your environment. Use the information in the following table
for guidance.

| configution settings EndPoint Testing

ControlPoint Sensitive Content Manager Configuration settings

Sensitive Content Manager Upload EndPoint: hitpsi//bos-csem.axcelertestlosa 44303
Senstive Content Manager Results EndPoint:
Senstive Content Manager Profile EndPoint: https//bos-c-sem.aucelertest local 44304
Senstive Content Manager Search Terms EndPaint https//bos-c-scm.ancelertest.local : 44305
Autematically add Scan Results column and update with severity level in SharePaint Lists
Automatically add Terms detected column and update viith severity level in SharePaint Lists
Include text in it items in adgiton to fles when performing Content Analysis Fas= -
Allow use of ControlPaint Policies to automatically scan items added or updsted in SharePoint lists Tue 7]

[ Configuration settings EndPoint Testing

ControlPoint Sensitive Content Manager Configuration settings

Sensitive Content Manager Upload EndPgint: https://bos-c-scm.axcelertest.Jocal: 44303

Sensitive Content Manager Results EndPgint: /bos-c-scm. axcelertest local:44302

Sensitive Content Manager Profile EndPoint. -sem.acelertestocal: 44304

Senstive Content Manager Search Terms EndPaint: https://bos-c-scm.acelertest local: 44305

Automatically 5dd Scan Results column and update with severity level in SharePaint Lists

Autematically add Terms detected column and update with severity level in SharePaint Lists

Include test in fistitems in addition to files when performing Content Analysis Fase  ~
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Endpoint

Sensitive Content Manager
Upload EndPoint

Sensitive Content Manager
Results EndPoint

Sensitive Content Manager
Profile EndPoint

Sensitive Content Manager
Search Terms

Description

The URL for the Sensitive Content Manager for sending files.

This corresponds to the File Upload URL specified at the time
Sensitive Content Manager was installed.

The URL for the Sensitive Content Manager service for
retrieving files job results.

This corresponds to the Results Service URL specified at the
time Sensitive Content Manager was installed.

The URL for the Sensitive Manager service for retrieving
profiles.

This corresponds to the Profile Service URL specified at the
time Sensitive Content Manager was installed.

The URL for the Sensitive Content Manager service for
retrieving rules used to identify a specific kind of sensitive
content.

This corresponds to the Subquestion Service URL specified at
the time Sensitive Content Manager was installed.

Value*

http://<server.dom
ain>

(orif installed on
multiple servers:
http://<server.dom
ain>:port)

http://<server.dom
ain>

(orif installed on
multiple servers:
http://<server.dom
ain>:port)

http://<server.dom
ain>

(orif installed on
multiple servers:
http://<server.dom
ain>:port)

http://<server.dom
ain>

(orif installed on
multiple servers:
http://<server.dom
ain>:port)

* If you have upgraded from a pre-8.0 version of ControlPoint, default values that end with the text
"onmetalogix.com" must be overwritten.

When you have finished setting EndPoints, click [Update].

Testing Availability of EndPoints, File Upload, and Results

From the EndPoint Testing tab, you can test the availability of each endpoint that you set, as well as
whether files can be uploaded to/received from Sensitive Content Manager.

If you click a [Test EndPoint] button and the status returns as Unavailable, make sure that the URL is
correct and that the service is available on the Sensitive Content Manager server side.

If you click [Test File Upload], ControlPoint will send a sample file to Sensitive Content Manager, and
will display a log of the action. If you then click [Test File Results], ControlPoint will log the progress of

the file's return.

ControlPoint User Guide

362

Using Sensitive Content Manager to Analyze SharePoint Content for Compliance



| Configuration Settings EndPoint Testing

ControlPoint Sensitive Content Manager EndPoint Testing

Sensitive Content Manager Upload EndFaint: hitps//bos-c-scm acelertestloca:44303

Sensitive Content Manager Results EndPeint: https//bos-c-scm.axcelertest locd 44302

Sensitive Content Manager Profile EndPoint: https://bos-c-scm.axcelertest locd 44304

Senstive Content Manager Search Terms EndPaint: https//bos-c-scm axcelertestlocal 44305
Test File Upoad Sending File

Test file Results

us Completed

ity Status: Ava

ity Status:

ity Status:

ability Status: Ava

able Test EndPaint
Test EndPaint

Test EndPaint
able Test EndPaint

Managing Scanning Preferences

ControlPoint can create columns called Scan Results and/or Terms Detected. Each time a scan is
performed, the Severity Level is populated for the scanned item.

0
ial

ControlPoint Application Administrators can allow this column to be created/populated by changing

Mame

IT-2104 NYS Tax Form-signed.pdf

Cover Compliance.ppt

Copomplete Equity - Prof Liabili...

Modified Modified By

September 11

September 11

September 11

Testbench Farm Di

Testbench Farm Dis

Testbench Farm Dis

splay

play

play

Terms Detected

Severe

Passed

Moderate

Address Contextual

nformation, Government

den

ame, Telephon

ame, Telephon

the value(s) of Automatically add Scan File Results column and update with severity level in
SharePoint Lists and/or Automatically Add Terms Detected column and update with severity level in
SharePoint Lists from false to true.

By default, ControlPoint Compliance Administrators have the options to Scan item for sensitive data

when content is added and Scan item for sensitive data when content is updated or saved when

creating ControlPoint Policies. ControlPoint Application Administrators can, however, hide these
options by changing the value of the ControlPoint Setting Allow use of ControlPoint Policies to

automatically scan items added or updated in SharePoint lists from True to False.

Submitting Content to Sensitive Content
Manager

Members of the ControlPoint Compliance Administrators group can use the ControlPoint Analyze

Content action to submit content to the Sensitive Content Manager where it will be scanned for
potentially sensitive content. ControlPoint submits the following types of content for scanning:

o files within Document Libraries with the following extensions:

NOTE: Checked out files are not scanned. You can run a Checked Out Documents analysis to
identify these files.
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= 7z = log = rar

= arj " msg = tar
= bz2 = .odt = .tbz2
= bzip = .pdf = tgz
= .doc = .pps = txt
= .docx = .ppt = xls
= .eml = .pptx = xlsx
= gz = rtf = .Zip

e items within most types of lists (with or without attachments that have any of the file extensions
listed above).

NOTE: If a ControlPoint Policy has been created to "Scan item for sensitive data..." content will
automatically be submitted when the policy is triggered.

To submit content to Sensitive Content Manager for analysis:

IMPORTANT: If you have upgraded to Sensitive Content Manager 2.0 or later from an earlier version,
pending content submissions that use the older Profiles may need to be re-created.

1 Select the object(s) containing the items that you want to submit for analysis.

2 Choose Compliance > Analyze Content.

REMINDER: Sensitive Content Manager must be installed and in your environment and you must
be a member of the ControlPoint Compliance Administrators group to use this functionality.

3 Enter a name and description for the scan.

4 |f different from the default (PII - Personal Identification Information), select a Profile for this scan
from the drop-down.

See also Managing SCM Profiles.

5 If you want to Resubmit files that have not changed since they were previously scanned, check
this box.

NOTE: If you leave this box unchecked, previously-scanned files that have not changed will be
excluded. You cannot resubmit scan if it is uploading, an action is taken or if profile no longer
exists.

6 Include one or more list types from the list box. (If you also want to Include attachments, check
this box.)

7 Now you can:
= run the operation immediately (by clicking [Analyze])

OR

= schedule the operation to run at a later time or on a recurring schedule
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OR

= save the operation as XML Instructions that can be run at a later time.

A ControlPoint Task Audit is generated for the submission. You can monitor the progress of the
submission via the Sensitive Content Manager Submission Maintenance page.

Compliance Action Severity Levels

When content is analyzed by the Sensitive Content Manager, it is evaluated against the following three
severity levels, as defined in the Sensitive Content Manager Profile used for the content analysis.

e Severe
e Moderate
e Mild

Compliance Administrators specify the appropriate action to take for each severity level via the
ControlPoint Compliance Actions page.

How Embedded Files are Handled After a Compliance Scan

Embedded files include:

o files within containers such as zip and rar files.

(5] 12x6000:100_red bridle.pdf

1 13 3-8 inch and 9 5-8 inch Casing Hanger Pro.

%2 13 Home users Addressds

B 18 inch Datum Space Out - Stena Carron.doc -
= Attched....msg

FilesFromFord.zip

| &)
—==

e files within documents in document libraries or within attachments to list items such as Tasks,
Calendars, and Announcements.
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After a SharePoint document or list item is scanned for compliance, Sensitive Content Manager will
scan embedded files within the item or document.

How Classifications are applied

If a list item or document contains embedded files, the highest severity level found will be applied to

the parent.

For example, if a list item includes a zip file containing both Passed and Severe files, the zip file will be
classified as Severe and the parent item will also be classified as Severe, even if the item itself did not

contain severe content.
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Embedded files within embedded files

Sensitive Content Manager will scan and classify embedded files within embedded files (for example,
files within a zip file that is attached to an email) However, while the [FINISH]

Actions that can be taken
The following limitations apply to the actions that can be taken:
Remove from SharePoint:

e |f you remove a list item from SharePoint, all embedded files and their contents will also be
removed.

e You can remove embedded files without also removing the parent item.
Quarantine/Remove from Quarantine
e |f you quarantine a list item, all embedded files must also be quarantined.

e You cannot remove embedded files from quarantine without removing the list item.

Managing Sensitive Content Manager
Submissions

From the Sensitive Content Submission Maintenance page, ControlPoint Compliance Administrators
can:

e monitor the progress of jobs that have been submitted to Sensitive Content Manager for
compliance scanning

e view a detailed analysis of compliance scan results

e manage compliance actions

e resubmit previously scanned jobs

e delete jobs

To launch the Sensitive Content Submission Maintenance page:

From the Manage pane, choose Compliance > Sensitive Content Submission Maintenance.
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Sensitive Content Submission Maintenance > Select parameter(s) to act on @

Auto Refresh Settings

Off Find scan jobs O Auto Refresh Monitor

Refresh Rate: | g Seconds

Auto refresh mode is off

@ Bulk Scans O ContrdPaint Folicy Scans

” py— : Detaied
__m Sisweatd mm- E
. . . o o 0 0 0 view v view

Com pliance Scan 9/16/2020
40027

o

O  snvewosmsem

9/16/2020 4:09:28 PM Completed

Com pliance Scan9/11/2020

s Compietes 5 * ® : i o o o v view view
O snvamossmen SNBenesansizm oy Conpietes ; ! 1 0 : 0 o o e v e

Select the type of scan jobs you want to view/edit. Use the information in the following table for

guidance.
If you want to view ... Select ...
all jobs submitted to Sensitive Bulk scans.

Content Manager via the
ControlPoint Analyze Content
action, regardless of whether
Compliance Actions were applied

all items submitted to Sensitive ControlPoint Policy scans.
Content Manager as a result of the
enforcement of a ControlPoint

Policy

In addition the current Status of each job (e.g., Uploading, Waiting for Results, Completed),
ControlPoint displays the number of items within each job that are:

e Submitted by ControlPoint to the Sensitive Content Manger service for scanning

Uploaded to Sensitive Content Manager

Reviewed (scanned)

Skipped (omitted from the scan; for example, if Sensitive Content Manager was unable to read an
item's contents)

Unsupported by Sensitive Content Manager

NOTE: For a list of supported file types, see Submitting Content to Sensitive Content Manager.

¢ In Queue (waiting to be scanned).
You canalso link to:

= 3 Detailed Analysis of compliance scan results

= the Compliance Summary page, where you can manage compliance scan results

= the ControlPoint Task Audit for the job.
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Resubmitting Scanned Jobs

When you resubmit a job from this page, it will be submitted exactly as originally defined. (For
example, it will not include any files that have been added to a SharePoint list or library since the last
scan.) However, any items that have been quarantined since the last scan or have already been flagged
"Unsupported" will not be included in the submission.

Jobs that are uploading, have a status of "Compliance Actions Taken," or use a Profile that no longer
exists cannot be resubmitted. If you want a set of files for which actions have been taken to be
rescanned, create and submit a new job for the same scope.

Deletintg Scanned Jobs

If you attempt to delete one or more scanned jobs, you will be prompted to confirm your selection.

= Verify delete submissions e

Selected submission(s) for deletion:
MName Meszage | Confirm

te? 7

Compliance Scan 10/26/2020 N

U sure you want to del

i

d having Approval Workflow. Are you sure you want ¥

te the Scan?

Note that:

e you cannot delete a job that has files in quarantine, and the option will be disabled (you can,
however, use the Manage Scanned Files action to remove quarantined files from SharePoint).

AND

e you will have the opportunity to deselect any file that has had an Approval Workflow compliance
action applied.

Managing Compliance Action Scan Results

Members of the ControlPoint Compliance Administrators group can view and take action on Content
Analysis scan job results returned by the Sensitive Content Manager via the Compliance Summary page.
You can:

e view the details of a Compliance Action job
e apply Compliance Actions

e view detailed information about scan results for individual items (and reclassify items that returned
from Sensitive Content Manager with a status of "Unable to Classify")

e manage scanned files (including those that have been quarantined)
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e save items of a particular severity level as a selection that can be used to perform ControlPoint
operations.

To manage Compliance Action scan results:

1 Select the object(s) containing the scan jobs you want to view/edit.

2 Choose Compliance > Compliance Summary.

NOTE: You can also access this page for a specific job from the Analyze Content page, via the
Page View link.

3 If you want to view jobs for a different date range, change the Start and/or End dates and click
[Find Scan Jobs].

4  Select the type of scan jobs you want to view/edit. Use the information in the following table for

guidance.
If you want to view ... Select ...
all jobs submitted to Sensitive Bulk scans.

Content Manager via the
ControlPoint Analyze Content
action, regardless of whether
Compliance Actions were applied

all items submitted to Sensitive ControlPoint Policy scans.
Content Manager as a result of the
enforcement of a ControlPoint

Policy

all jobs for which Compliance Compliance Action jobs.
Actions have been applied.

5 Click [Find scan jobs].

6 Select the job whose details you want to view.
The following details about the selected job display beneath the grid:

e Classification Result Counts - The number of items that fall into each classification
e Scan information - Description of and metrics associated with the job itself

e Scan Results Summary - A pie chart that shows the distribution of items among classifications.
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Classification Result Counts What would you like to do next?
Passed:  4file(s), 22.22 % of total scanned .

Unable to Classify: 00 % of totzl scanned

severe: 6 file(s), 33.33 % of total scanned

Moderate: % of total scanned

= View ftems Affected by Compliance Actions
§

Mild: % of total scanned

Already scanned: 0 file(s), 0.00 % of total scanned

Unsupported: 0 file(s), 0.00 % of total scanned

= View Detailed Security Classification Analysis
scan Information 3

Scan Name: Compliance Scan 8/27/2020 41712 PM
Description:  GDPR first test
Tt o rocessd 15 0
Scan date: 8/27/2020 41712 PM

Scan duration:  1.00 seconds

By (o ] ce e |

scan Results summary

Next Scheduled Compliance Scan: None scheduled

= Severe: 6 flle(s)

— Moderate: 4 file(s)
Wild: 4 file(s)

= Passed: 4 file(s)

To save items of a selected severity as a ControlPoint selection:

1. Select a classification from the & drop-down then click [Get Selection].

& o i
< Cl atio

ation>
Sevare
Icdarate
Mild

2 Follow the procedure for Saving and Re-Using a SharePoint Object Selection.

Acting on Compliance Analysis Results

From the Compliance Summary page, you can take a number of compliance actions on returned SCM

scans. Use the information in the following table to determine the appropriate action to take.

NOTE: Any option that is not valid for the result set is not available for selection. For example, if you

are viewing Compliance Action jobs, the option to Apply Compliance Actions will be disabled.

If you want to ... Then ...
view more detailed e from the Sensitive Content Submission Maintenance page,select the
information about scan applicable Detailed Analysis View link.

results for individual
items (and, optionally,
export results for closer | e  from the Compliance Summary page, click [View Detailed
analysis) Classification Analysis].

OR
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If you want to ...

re-classify an item that
returned "Unable to
Classify"

manage scanned files

apply Compliance Actions
to the selected job

Then ...

(3] e |

Passed (129) |\ Severe(19) '\ Moderate (37) '\ Mild(19) ' Unable to Classify (0) '

hitp://2010foundation/sites/alpha/Project Documents/xcS 2010-12-23

rageR 12231 » '
xcStorageReport2010-12-23 165013 pef  LBLLZLTES System Account System Account
p://201 Ofoun sites/slpha/Project Documents)s 2010-12.23
xcStorageReport2010-12-23 14.50.13.pdf 'I“ “ilooestessreslhata ze Ll System Account System Account
ion/sites/alpha/Project Documents/xcs:
“cStorageReport2010-12-23 13.50.12.pdf Cites elgha bro 2 = System Account System Account
stes/alpha/Project Documentss 2010-12-23
“eStorageReport2010-12-23 12.50.14,pdf 105 glpha b s2i das, v i System Account System Account
p n sites/alpha/Project Documents/xes 2010-12-23
scStorageReport2010-12-23 10.50.12.paf | 1201 0fundation fites/alpha/Project Documer S System Account System Account
1050120df Y Y
n sites/alpha/Project Documentsss 2010-12-23
xcStorageReport2010-12-23 09.50.12.pa  1i20//2010foundation/sites/alphalProject e System Account System Account
09.50.12.clf
I 1 0foundation sites/slpha/Project Documents/xcS 2010-12.23
xcStorageReport2010-12-23 08.50.12.pdf ouncation/sites/2pha rojes System Account System Account
ndation/sites/alpha/Project Documents/s 2010-12.23
“cStorageReport2010-12-23 05.01.00.pdf ﬂ”“ 2eton Gites Elpha o sz dlenledd System Account System Account
ndation/sites/alpha/Project Documents/xcS 2010-12-23
“eStorageReport2010-12-23 02.50.59,pdf Lonat e gl b e doc, ey e System Account System Account
n sites/alpha/Project Documentsss 20101222
xcStorageReport2010-12-22 2351 00.paf  Li//2010fundation/sites/alpha/Project  — System Account System Account
2351.005df
W «f[1]234567 80920 . » » Pagesizm 10 + 129 items in 13 pages

Note that there is a separate tab for each classification, with detail about

each item for which scan results were returned.

If you want to download a tabs-worth of results:

a) Choose one of the following export formats:
= XLS format (for opening in a pre-2007 version of Excel)
= Excel XML format (for opening in Excel 2007 or later)
=  PDFformat

b) Click [Export].

see Reclassifying ltems Returned as Unable to Classify.

If you want an action to be taken on any items that were returned by
Sensitive Content Manager as 'Unable to Classify,' you must reclassify
them before applying Compliance Actions to the scan job.

see Managing Scanned Files.

a) From the Compliance Summary page, click [Apply Compliance
Actions].

NOTE: This option is not available if you filtered results by
Compliance Action Jobs.

b) Either:

= select a previously-defined Compliance Action from the drop-
down

OR

= define a new Compliance Action.
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If you want to ...

view items for which

Compliance Actions have

been taken

download items of a
particular severity level

Then ...

WARNING: If you choose to Update Existing Compliance
Actions, the changes will be applied to all scan jobs that use it
going forward. This is especially noteworthy in the case of
ControlPoint Policies, because once the policy is created the
most current definition of the Compliance Actions is applied
automatically based on scan results.

¢) When finished, click [Apply actions to current scan].

from the Compliance Summary page, click [View Items Affected by
Compliance Actions].

File Name conzain: EI
Mo Action Taken(183) ' Alert(41) ] Removed (97) '\ Warkflow Approval (0) , Quarantined (128]

File Name URL Severity | Action Status

BBanner W2.pdf httpi//2010foundation/sites/alpha/Shared Documents/BBanner W2.pef Severe  RemoveContent
MTwain Compensation Planaxsx httpy//2010foundation/sites/alpha/Shared Documents/MTwain Compensation Planxisx Severe  RemoveContent
Management forecasts 201Lalsx httpi//2010foundation/sites/alpha/Shared Documents/Management forecasts 201Laxlsx Severe  RemoveContent
MTwain Employment Application.docx httpy//2010foundation/sites/alpha/Shared Documents/MTwain Employment Application.docx Severe  RemoveContent
RHeinlein Employment Application.docx httpi//2010foundation/sites/alpha/Shared Documents| n Employment Application.docx Severe  RemoveContent
SRogers Employee Review.docx httpy//2010foundation/sites/alpha/Shared Documents/SRogers Employee Review.docx Severe  RemoveContent
FHardy Employee Reviewdacx httpy//2010foundation/sites/alpha/Shared Documents/| Employee Review.dock Severe  RemoveContent
Lioyes Compensation Planlss hitpy//2010foundation/sites/alpha/Shared Documents/JJoyce Compensation Plan.xisx Severe  RemoveContent
BGordon Compensation Planxisx hitp//2010foundation/sites/alpha/Shared Documents/BGarden Comp Planadsx Severe  RemoveContent
CP Install Skip Validation.docx httpy//2010foundation/sites/alpha/Shared Documents/CP Install Skip Validation.docx Severe  RemoveContent

Note that there is a separate tab for each action taken, with a list of
items and the associated classifications returned by Sensitive Content
Manager.
If you want to download a tabs-worth of results:
a) Choose one of the following export formats:

= XLS format (for opening in a pre-2007 version of Excel)

= Excel XML format (for opening in Excel 2007 or later)

= PDFformal
b) Click [Export].

a) from the Compliance Summary page drop-down to the right of the

& icon, select a Classification (Severity Level).
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If you want to ... Then ...

(Mild, Moderate. or
Severe) as a reusable

E Eevere -

<Select Classification>

selection on which you Severe

Moderate
can perform ControlPoint Mild
operations

b) Click [Get Selection].

<
.
(& Download File - Intem... =

Next Scheduled Compliance Scan:

[ hitp://qa2010farmvm2:1818/ _layouts/axc... |

You can now download and save the file, then upload it as a selection
when performing a ControlPoint operation that involves list items. See
Saving and Re-Using a SharePoint Object Selection.

NOTE: If you want to review compliance actions for a selected scope and date range, you can
generate a Compliance Actions Audit.

Reclassifying Items Returned as Unable to Classify

If an item is returned from Sensitive Content Manager with a Classification of 'Unable to Classify," it
means that the service detected "probable" sensitive content but was unable to classify it definitively
as sensitive content. You can, however, review the file and apply a classification manually before
applying a Compliance Action to the scan job.

If you want an action to be taken on any items that were returned by Sensitive Content Manager as
'Unable to Classify,' you must reclassify them before applying Compliance Actions to the scan job.

To reclassify items returned as 'Unable to Classify':

1 From the Detailed Security Classification Analysis page, select the Unable to Classify tab.

2 Select the item(s) to which you want to apply a particular classification.

Detailed Security Classification Analysis > Select parameter(s) to act on

Zcan date 6/16/2015 5:48: A File Mame containz: m

[ Passed (2) \ Severe(0) \ Moderate (0) \ Mild {0) T Unable te Classify (3)

| Passed #" Reclassify | XLS Format 2 ‘

MName URL Created By Last Modified By

skfisssessment.doc hitp://2010foundation/sites/alpha/baking/Shared Doecuments/RickAsssessment.doc System Account James Joyce

ProfitabilityAnalysis.doc hitp://2010foundation/sites/alpha/baking/Shared Documents/ProfitabilityAnalysis.doc System Account System Account

PrivateCellPhoneNumbers.doc hitp://2010foundation/sites/alpha/baking/Shared Documents/PrivateCellPhoneNumbers.doc System Account System Account
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NOTE: If you want to review the contents of an item before assigning a classification, click the

URL link to open the item.

3 Select a classification from the drop-down, then click [Reclassify].

-

Unable to Classify (3)

o £

Passed

Created B
Severs :

Moderate

You will be prompted to confirm the action before continuing.

CAUTION: Once you reclassify an item, the drop-down becomes disabled and the item cannot

be reclassified again. If Compliance Actions have already been applied to the scan job
containing the item(s), the Reclassify option will no longer appear on the page.

Once an item has been reclassified:

e it will be moved to the appropriate tab for the classification

AND

e the classification change(s) will be reflected on the Compliance Summary page.
Managing Scanned Files

Use the Manage Scanned Files operation to review and act on files that have been scanned for
compliance. You can:

o apply filters to further refine the results that display in the grid

choose to "ignore" (that is, hide from the grid) files that do not require review or action

EXCEPTION: Quarantined files cannot be ignored.

link to individual files to review their content

remove files from quarantine

remove files from SharePoint.
To manage scanned files:

1 Use the information in the following table to determine the appropriate action to take.
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If you are starting from ... Then ...

the SharePoint Hierarchy | 3) select the object(s) containing the scanned
files you want to manage.

b) Choose Compliance > Manage Scanned
Files.

NOTE: This option is not available at the farm
or Web application level.

the Compliance Summary | 3) |Make sure the Compliance Action jobs radio
page button is selected.

b) Select the Scan job containing the files you
want to manage.

c) Click [Manage Scanned Files].

Manage Scanned Files > Select parameter(s) to act on @

File/ltem Name contains : Selected Search Terms
Search Terms : [AH items checked '] All
O include ignored Files O show only Quarantined Files

Apply Filters | Clear Filters
Remove from Quarantine Remove from SharePoint

O File/ltem Name File Path Terms Detected Created By Last Modified By Status
Datenbank http://bos-5p13-a-55:41700/ ContentAddedLib/Datenbank
[l 2wolf Mild.txt 2wolf Mild. et LUHN10 axcelertest\testbenchfarm axcelertest\testbenchfarm
données http://bos-sp13-a-ss:41700/ContentAddedLib/données y y
| e A e (e s (s e Name Testbench Farm Display Testbench Farm Display
O Mild - Copy.txt Ezgﬁu“m}ar s5:41700/ ContentAddedLib/Mild - LUHN10 Testbench Farm Display Testbench Farm Display Quarantined
1 Mild’s Copy.ixt ?:t‘;s;f,‘f)t:‘os-spﬁ-a- SR RS LUHN10 axcelertest\testbenchfarm axcelertest\testbenchfarm
Osterreich hitp://bos-sp13-a-s5:41700/ ContentAddedLib/Osterreich
O Prasentation_mode  Présentation_moderate.ppbx Name axcelertest\testbenchfarm axcelertest\testbenchfarm
[ Severe's file.pptx s epib s e i e Rl NS Name Testbench Farm Display Testbench Farm Display Quarantined

file.pptx

3. To filter items that display in the grid:

e Enter a full or partial file name in the File Name Contains field, and/or select specific Search
Terms from the drop-down.
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e/ltem Name Selected Search Terms:

ntains :
Government Identification

arch Terms : [b items checked '] Number, Financial Account
[ Check Al Numbers
1 Include Ignored | [JName ~
res [ Address
O Emai

[ Telephone Number

Gaovernment Identification
um

Financial Account Numbers e
Created By Last Modified Sttt

File/ltem g
File By

Name A [ Date of %‘[h
¢ If you want to Include Ignored Files (which are hidden by default), check the applicable box(es).

REMINDER: "Ignore" is a status that you can apply to files that you do not want to display in
the grid by default (because, for example, they do not require further review or action).

NOTE: Because quarantined files cannot be ignored, if you select Show Only Quarantined
Files, the Include Ignored Files option becomes disabled. If you upgraded from version 8.5, all
guarantined files will always display, even those that show a status of Ignored.

o Click [Apply Filters].

Note that if you chose to include Ignored or Quarantined files, they will be labeled as such in the Status
field.

TIP: If you want to review quarantined or Ignored files specifically, sort on the Status column to
group these files together.

Now you can:

e open a file whose contents you want to review (by clicking the File Path link)

File Path

http://bos-sp19-a-
wfe1:17504/sites/SC 1/Shared

Documents/Copomplete Equity - Prof
Liability Renewal 0201200_)2012009.xls

AND/OR

o select files on which you want to perform an action, then click the appropriate action button:
[Remove from Quarantine], [Remove from SharePoint], [Ignore], or [Unignore].

Note that when a file is removed from SharePoint it no longer displays in the grid.

NOTE: When you remove a file from quarantine, it is restored in its original location with the same
permissions it had before it was quarantined, and you cannot remove an attachment from quarantine
without also removing its parent item.
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Removing Scanned Files from SharePoint

If you attempt to remove one or more files from SharePoint, you will be prompted to confirm your
selection. Unlike the Sensitive Content Submission Maintenance feature, you can remove individual
files which has been quarantined.

If you delete an item that has attachments, the attachments will automatically be deleted along with
the item.

Analyzing Scanned Files

The Scanned Files by Search Term and Scanned Files by Scope analyses let you view all of the files
that have been scanned for sensitive content, along with the search term(s) found. By default, results
display the most recent scan performed on each file within the selected scope, but you can also enter a
date range.

To generate a Scanned Files analysis:

1 Select the object(s) you want to include in your analysis.

2 RightChoose the appropriate option, based on how you would like to have results grouped:

= Compliance > Scanned Files by Scope

OR

= Compliance > Scanned Files by Search Terms.

3 Specify the parameters for your analysis.

IMPORTANT:

= Currently, you can only Filter by Search Terms if you enter one complete search term (that is,
you cannot filter by multiple or partial search terms).

lter By Search Terms: |Address

If you leave the Filter by Search Terms field blank, all search terms within the scope of your
analysis will be included.

4 Under Advanced Parameters:

o If you leave the Start Date and End Date blank (the default), the most recent scan performed on
each scanned file will be included in analysis results. If you enter a Start Date and End Date,
results will include all scans performed within the date range.
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e If you want to run the analysis on scans for which the permissions of users who performed the
scans were collected since the last run of ControlPoint Discovery, check the Security trimming
using cached permissions box. If you leave this box unchecked, the analysis will be run using
real-time permissions, but processing time my increase significantly.

Now you can:

e run the operation immediately (by clicking the [Run Now] button)

OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Results are grouped either by scope or search term (depending on the analysis selected).

Quest

Parameters:

‘Search Term Name:

Permissions cached as on:

Show only scanned file(s) where search terms detected:

Scanned files b

Name Address Telephone Number

True
False

axcelertestiestbenchfarm

Web Site: SC1

earch Terms

ch Terms

liem 1: Checked Qui To Me. Name
Item 5 A1 Diaft Documents Name
liem & Going Live Withio Next Seven Days Name
liem 6 Moderate - Copy (3)pptx. Name
liem 8 Severe - Copy (3).0pwx Name
llem 9: Severs - Copy (5).pptx Name
tem 10: Severs - Copy (7). potx Name

am4 rsion 1 item 2 (2).0ptx Name
Lem5: *(2)1ar | Moderate (2) - Copy - Copy - Copy potx Name
Lem s *(1)1ar | Moderate (2) - Copy - Copy - Copy potx Name
liem 5: Attachmenis/5/Moderate " (2) tar Name
liem 5; Anachmenis/S/Moderate ' (1)1ar Name

Detecied On

Created By

i LSEC 7:07:03 PM ‘System Account
LS00 7:07:04 PM System Account
i LSKC 7:07:04 PM System Account

Detscied On

Detected On

Created By

7:07:05 PM

Testbench Farm Display

70705 PM Testbench Farm Display

TOT0SPM  Testbench Farm Display

TOT0SPM  Testbench Farm Display

Created By

524:51PM Testbench Farm Display
528:01 PM Testbench Farm Display
5:28:32 PM Testbench Farm Display
524:51PM Testbench Farm Display
5:24:51 PM Testbench Farm Display

Modified By
QaserviceAcct
QAServiceAcet
QAServiceAcct
Modified By

Testbench Famm Display
Testbench Famm Display
Testbench Famm Display

Testbench Famm Display

Modified By
QAServiceAcct
Testbench Famm Display
Testbench Famm Display
Testbench Famm Display

Testbench Farm Display

Last Updated

#13:09:36 PM

#13:09:32 PM

i 3:00:34 PM

Last Updated
B 3:02:33 PM
= 3:02:33 PM
B 3:02:34 PM
= 3:02:34 PM

Last Updated
10:51:39 AM
1:23:05 PM
1:23:05 PM
1:23:05 PM
1:23:05 PM

Quest

Parameters:

Search Term Name:

Scanned files by

Name, Address. Telephone Number

Show only scanned file(s) where search terms detected:

Permissions cached as on:

True

False

axcelertestitesthenchiarm

-

Site Collection: SC1
Web Site: SC1

hitp://bos-sp16n-b-55: 26080/sites/SC1

Detected On Created By

Modified By

Last Updated

table 063020111-revised x|

= 11:49:09 PM Testbench Farm Display
a111:49:09 PM Testbench Farm Display
= 11:49:09 PM Testbench Farm Display
a11:49:09 PM Testbench Farm Display
= 11:50:28 PM Testbench Farm Display

Detected On

Created By

ltem 39; Email with Attachments and Zip.msg
ni0365

MetalogixCe i

ltem 39: Email with Attachments and Zip.msg | Quest vacation plan (September
2020).msg

Item 39: Email with Atachments and Zip.msq
MetalogixConirolPoint0365 UserGuide.pdf

ltem 39: Email with Attachments and Zip.msg
121000C 036 s

lt

Item 39: Email with Attachments and Zip.msg.

2:33:52 PM Testbench Farm Display
2:33:52 PM Testbench Farm Display
123352 PM Testbench Farm Display
i 12:3352PM Testbench Farm Display

»irieih 12:0230 PM Testbench Farm Display

Detacted On

Created By

Testbench Farm Display 10 6:46:43 AM
Testbench Farm Display Ch 6:46:43 AM
QAServiceAcet 8 64644 AM
QAServicemcct O 6:47:32 AM
QAServiceAcet O 6:47:32 AM
Modified By Last Updated
Testbench Farm Display 7:53:53 AM
Testbench Farm Display 7:53:53 AM
Testbench Fam Display i 7.53:53 AM
Testhench Farm Display  #iriiilel 7:53:53 AM
Testbench Farm Display 5 7:53:53 AM

Modified By

Last Updated

ltem 5: Attachments/S/Rydfin_Letter Notepad txt

ltem 5 chmments (1) msg

1t nmment

1.msg 10

uthem clai value anal

lem 5
221209.xs (1

5:01:07 PM Testbench Farm Display

5:01:07 PM Testbench Farm Display

5:02:13 PM Testbench Farm Display

Testbench Farm Display
Testbench Farm Display

Testbench Farm Display

5 1:00:42 PM
5 1:00:42 PM

5 1:00:42 PM
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Auditing Compliance Actions

The lists actions taken on files scanned by Sensitive Content Manager over a specified date range.

To generate a Compliance Actions Audit:

1 Select the object(s) you want to include in the audit.

2 Choose Compliance > Compliance Actions Audit.

3 Specify the parameters for your analysis.

Compliance Actions Audit > Select parameter(s) to act on @

Start date: ! = End date: |

Include Compliance Action(s): | <ALL>
Quarantine
Remove from Quarantine
Remove from SharePoint
Approval Workflow

Display with results expanded
Now you can:
e run the operation immediately (by clicking the [Run Now] button)
OR

e schedule the operation to run at a later time or on a recurring basis.

OR

e save the operation as XML Instructions that can be run at a later time.

Results include each file within the scope of your analysis, grouped by site collection, along with the
date the scan was performed, the action taken, and the account the action was taken by.

NOTE: For any scans performed prior to version 8.6, the "by" displays NA, as this information was not
captured for Compliance reporting purposes in earlier versions of ControlPoint.
O 1 e G AL A AppIUYal Uy v
B iemiz changes.pptx

3/9/2021 9:34:10 AM: Action - **Approval** by|NA]
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axcelertesttestbenchfam

Quest Compliance Actions Audit (2/14/2024 to 3/16/2024) soencrt

Parameters:

Compliance Actions : <ALL>

— Web Application: WAP2 - 9394
= Site Collection: SC1 http://bos-sp13-a-s5:9394/sites/SC1
B Web Stte: 5C1 http://bos-sp13-a-53:9394/5ites/SC1

— List: GBDoclib1| /GBDoclib1/Forms/Allltems aspx

B tem 6: Mild - Copy - Copy {3) ¢t

M5 6:20:45 PM: Action - ~“RemoveContent ™ by i:0# wiaxcelertest \testbenchfam.

— List: Shared Documents | /Shared Documents//Forms./Allkems.aspx

B tem 3: 1 Mar 09 delivery corfimation pdf
0T 1:45:57 PM: Action - **RemoveFromQuarantine™* by i:0# wiaxcelertest testbenchfam.

B item 4: 0.5outhem claim value analysis 221209xs

©0110:07:47 AM: Action - “~“Remove FromGuaranting™ by i:0# wiz«celenest \testbenchfam.

= Site Collection: SC2 http://boz-ep13-3-82:939d /sites/SC2
B Web Site: 5C2 http://bos-sp13-a-ss:9394/sites/SC2
— List: Shared Documents | /Shared Documents./Forms/Allltems aspx
L 4 >

Note that for files with embedded items, only the parent item is included in the audit.

Reporting on Sensitive Files Activity

If you are a member of the ControlPoint Compliance Administrators group, you can use the
ControlPoint Sensitive Files Activity report to view detailed information about files analyzed by
Sensitive Content Manager that:

e have been identified as "sensitive content” (that is, have been assigned a Severity Level)
AND

e have been accessed by at least one SharePoint user.

NOTE: This report includes sensitive content identified both from _bulk scans and as a result of the
enforcement of ControlPoint Policies.

Before you can report sensitive files activity:

e Auditing must be enabled for each list or library for which you want to report sensitive activity.
You can enable these settings for individual site collections from within SharePoint or, for a larger
scope, using the ControlPoint Manage Audit Settings action.

e At least one Compliance scan must have been returned by Sensitive Content Manager with items
that have been assigned a Severity Level.

To report sensitive files activity:

1 Select the object(s) for which you want to report sensitive files activity.

2 Choose Compliance > Sensitive Files Activity.
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59 3

From Date :| 11/8/2022 ToDaw: 12/8/2022

Activity Count by Sensitivity

ty

Activ

lov/08  MowlQ MNowll HNowl4 Mowlf Nowl8 MNow20 MNow?22 Mow24 Mow26 Nowl2B8 Mow30 Decil2 Dec/04 Dec/06 Dec/08

The tiles at the top of the report highlight the following statistics for the selected time period (by
default, the past month):

e Total Number of SCM (Sensitive Content Manager) Classified Files

e Sensitive Files Accessed (that is, the number of times a file identified as having sensitive content
has been accessed by a SharePoint user)

NOTE: The number of times the System Account has modified the Scan Results field for the item
on the SharePoint list will be included in this value unless the Sensitive Content Manager
Configuration Setting Add Scan Results Column to Scanned SharePoint List is set to false. Details
can be found in the ControlPoint Administration Guide.

e Users Accessing Sensitive Files (that is, the number of unique SharePoint users who have accessed
files identified as containing sensitive content)

e Realtime Scanning (that is, the number of days since the last bulk scan was performed)

To filter results that display in the body of the report:

1. Choose a different severity level from the Filter drop-down and/or modify the default date range.
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hild or Greater
Moderate cayera
Grapl JOderate or wevers

L ty

evars Only

2. Click [Refresh].

Graph Tab

The Sensitive Files Activity report Graph tab illustrates the Activity Count by Sensitivity for the selected
Severity Level(s) and date range.

Note that you can click a Severity Level in the legend at the right side of the page to hide/display it.

Files Tab

The Sensitive Filest Activity report Files tab lists all of the files the Content Sensitive Manager identified
as "sensitive content" for the selected Severity Level(s), grouped by list or library.

Note that this tab displays all content sensitive classified files for the selected Severity Level(s),
regardless of whether they have been accessed, and the date range filter does not apply.

Graph  Files Users  Activity
—

Name URL Profile Sean Date Severity Level

v List: http://qa2010farmvm1/sites/bettysc/Shared Documents/

) < eiteet
ControlPoint Known Issues.doc i sresibe nared Default Profile 12/4/2022 4:50:25 PM Severe
Documents/ControlPoint Knawn Issuesdoc
v List: http//qa2010farmvm1 i ffi 2/testghy/Li:
Get Started with Windows SharePoint Services!  hitpi//qa2010farmvm/sites/Sowjanya/fromvm2/te Default Profile 10/13/2022 1,05:57 PM Severe
Set Started with Windows ices! )
\C;' Started with Windows SharsPoint Services! ) 1/sites/Sowjanya/fromym3/te Default Profile 10/13/2022 419:44 PM Severs
PinPaint is Available now! hitpi//qa2010farmymY/sites/Sowjanya/fromym2/te Default Profile 10/13/2022 4:42:18 PM Severe
ControlPoint v. 4.1 is the best yet! http:// 1/sites/! It \2/te Default Profile 10/13/2022 5:00:55 PM Severe
v List: hitpy//qa2010farmvm1/sites/Sowjanya/fromvm2/Lists/Calendar/
Christmas Day hetp 1sites/Sowjanya/fromvma/Li Default Profile 10/13/2022 1221:46 PM Severe
Board meeting hetpi/ 1sites/Sowj: 2/Li Default Profile 10/13/2022 6:09:09 PM Severe
v List: http//qa2010farmvm1, janya/f 2/
ESnE el e hetps 1/sites/Sowjanya/fromvm3/Li Default Profile 10/13/2022 5:18:22 PM Severs
Foundationt
v List: hitpy//qa2010farmvm1/sites/Sowjanya/fromym2/testgb/Lists/Tasks/
Fun with Attachments hitpi//qa2010farmym /sites/Sonjanya/fromym2/te Default Profile 10/13/2015 5111557 PM Severe
v List: hitpy//qa2010farmvm1/sites/bettysc/Lists/Announcements/
RS i e TR hitp: 1/sites/bettysc/Lists/) Default Profile 10/13/2015 4:56:14 PM Severe
Faundation!
w «[1]2 345678010 . b % Pagesize: 10 v 67828 items in 6783 pages
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Users Tab

The Users tab lists the SharePoint users who have accessed files with sensitive content within the
specified time period, along with the Number of Files Accessed.

Activity Tab

The Activity tab lists each individual instance of sensitive content activity, including the User Name.
Activity Type, file Severity Level and Activity Date.
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Using ControlPoint Sentinel to
Detect Anomalous Activity

ControlPoint Sentinel functionality enables you to detect deviations in document views and downloads
' "typical" daily usage patterns. ControlPoint Sentinel uses the following
components in its anomalous activity determinations:

from individual users

e Business Hours: Daily start and end time for each day of the work week.

e The following Anomalous Activity Limits:

= Default daily activity limits: The limits for each (measured in terms of document views and
downloads) to apply to any user whose personal activity limits have not yet been characterized.

= Personal daily activity limits: The deviation from "typical" daily usage patterns characterized
for each individual user on a given day of the week.

ControlPoint Sentinel relies on SharePoint Audit Log events. Therefore, for this functionality to be
effective, the auditing of Delete, Edit, and View/Download must be enabled for every site collection for
which you want to collect activity data.

NOTE: Before ControlPoint Sentilel can be used, the ControlPoint Application Administrator must
prepare the envronment. Refer to the ControlPoint Administration Guide for details.

How Personal Daily Activity is Determined

Anomalous activity limits are set based on the statistical analysis of how often each user views and
downloads documents. The personal daily activity limits used by ControlPoint Sentinel are defined in
terms of standard deviations above the mean or average observed over a period of time (currently, 12
days worth of observations for each day of the week).

Standard deviation is a statistical measure of the variation within a set of data values. Two users may
have the same average of document views and downloads per day, but their standard deviation or the
variation in the number of documents they view and download in any given day can be very different. If
a user consistently views and downloads roughly the same number of documents every day, then their
standard deviation will be low. If a user is more erratic in the number of documents they view or
download in a day (for example, sometimes viewing or downloading no documents, sometimes one or
two, sometimes 30 or 40) then their standard deviation will be high. By using an individual user’s
standard deviation to define the limits for anomalous activity the limits are tailored to each user’s
usage pattern.

ControlPoint User Guide
385
Using ControlPoint Sentinel to Detect Anomalous Activity



Using the user’s standard deviation we can determine how likely it is that a user would view or
download a particular number of documents in a day. When looking for anomalous activity we are
looking at activity that is not very likely, that should happen much less than 1% of the time. For highly
anomalous activity we are looking for activity that should happen a very small fraction of a percentage
of the time.

Defining Business Hours for Anomalous Activity
Detection

The first step in Sentinel Setup is to define Business Hours, so that Anomalous Activity Limits can be
defined differently for both business and non-business hours. For example, you may want to specify a
lower limit for non-business hours, when typical activity is expected to be lower.

Note that Business Hours reflect the local time of the server on which SharePoint is installed.

To define business and non-business hours for anomalous activity
detection:

1 From the Manage ControlPoint tree choose ControlPoint Sentinel > Sentinel Setup.

2 Onthe Sentinel Setup page, make sure the Business Hours tab is selected.

Anomalous ACtvity setup
Business Hou
Business Hours
Monday 8:00 Al G 1o |sooe B @ workpa
Baze Line Rule Tuezday B 1w G @ workpa
ednecda G B @ workDay
Anomalous Activity Rule Thur=da © 1 T @ workDa
Friday G 1 G @ workpa
Saturday G - B @ workpa
unda G - B @ workpa

ControlPoint User Guide
386
Using ControlPoint Sentinel to Detect Anomalous Activity



3 Foreach day that you want activity data to be collected, select the start and end time that
represent the standard work hours for that particular day, and make sure the Work Day box is
checked.

londa sooand [ To |sooem || ™ work oay
o 12:00 AM | 12:30 AM 1:00 AM 1:30 AM
Tuszda 800 Al © To
2:00 AM 2:30 AM 3:00 AM 3:30 AM
adnecdz gooaM | To

4:00 AM 4:30 AM 5:00 AM 5:30 AM

5:00 AM 5:30 AM 7:00 AM T7:30 AM

=)
C
=
Ll
[s]
i
]
[=1
[
I
@
1
(]

8:00 AM 8:30 AM 9:00 AM 9:30 AM

al
[+ 8
i
]
[
c
I
@
1
(8]

10:00 AM | 10:30AM | 11:00 AM | 11:30 AM

Sawrda seoam | To | 100pm | 1230 | L00PM | 1:30PM
Sunday zo0an |{ To | 200PM | 230PM | 3:00PM | 3:30PM
400PM | 430PM | S:00PM | 5:30PM
6:00 P G30PM | T:00PM | T:30PM
8:00 P% B30PM | S00PM | %:30PM

10:00 PM | 10:30PM | 1L:00PM | 11:30 PM

4 For each non-work day, uncheck the Work Day box.

NOTE: When the Work Day box is unchecked, activity data will not be collected for that day. Start
and end times are irrelevant and will be cleared when you save the setup.

5 When you have finished defining business and non-business hours, click [Save Setup].

Defining Anomalous Activity Limits

You can define two types of anomalous activity limits:

e Default daily activities, which are used for all users until personal user limits have been
characterized.

e Personal daily activities, which are used as soon as a user's personal activity limits have been
characterized.

NOTE: For each day of the week, personal user limits replace default daily limits after 12 days worth
of observations by the Anomalous Activity Detection Job.

To access the Anomalous Activity Limits page:

From the Sentinel Setup page, select the Anomalous Activity Limits tab.
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Defining Default Daily Activity Limits

Default Daily Activity Limits are expressed in terms of the number of "typical" views and downloads.
Because they apply to all users until personal user limits have been characterized, it is recommended
that you enter limits that would be considered typical and anomalous for any SharePoint user in your
organization. For example, 100 document views and downloads per day may take into account
"typical" daily activity for your most active users without being an alarmingly high number for less
active users. Double that number may be considered moderately anomalous, while triple that number
may be considered highly anomalous.

o
i

i)

i

]
L

T
i)

i
(=]

NOTE: If you do not want ControlPoint Sentinel to track Default Daily Activity Limits, leave the limit
fields set to 0.

Defining Personal Daily Activity Limits

The following table shows the percentage of values that fall around or above the mean in terms of the
standard deviation.

Standard Deviations (o) Above the Percentage (%) of Values Above the Standard Deviations
Mean from the Mean

1o 15.86553%

20 2.275013%

30 0.13499%

40 0.003167%

50 0.000028665%

60 0.00000009865%

70 0.000000000128%

It is recommended that you:

e Set the Typical daily activity limit to 3 standard deviations above the mean.

A user could exceed this limit once every two years. This is not cause for concern but if it happens
more frequently than that it may warrant investigation.
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e Set the Moderately anomalous activity limit to 5 standard deviations above the mean.

A user could exceed this limit once in about 10,000 years. This is an indication of anomalous
activity that should be investigated immediately.

e Set the Highly anomalous activity limit to 7 standard deviations above the mean.

This level of activity is very very unlikely and should be acted upon immediately.

See also How Personal Daily Activity is Determined.

Defining Anomalous Activity Rules

After you have defined Business Hours and Activity Limits, the next step is to define Anomalous Activity
Rules, or the action (if any) to take when a defined activity limit is exceeded, during both business hours
and non-business hours.

To define Anomalous Activity Rules:

1. From the Sentinel Setup page, select the Anomalous Activity Rules tab.
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2 If youwant to have an alert generated whenever a limit is exceeded for a particular combination
of criteria (Business Hours/Non-Business Hours; Default Daily Activity/Personal Activity; Activity
Limit):
= Select Alert from the Action drop-down.

= |f youwant to have an email generated when the limit is exceeded, enter an Email address.
(You can enter multiple email addresses, separated by commas (,).

NOTE: Only limits to which an Alert is applied will be subject to Sentinel reporting. Limits with No
Action Required will not be reported.

Reporting Anomalous Activity

The ControlPoint Sentinel Report lets you view anomalous activity events for which an Alert has been
specified on the Sentinel Setup - Anomalous Activity Rules page. You can also filter results by user
and/or date range.

To report anomalous activity:

1 From the Manage ControlPoint tree choose ControlPoint Sentinel > Sentinel Report.
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2 If you want to narrow your results, enter one or more user(s) in the People Picker and/or enter a
date range.

NOTE: If you leave the From and To Dates blank, all available results will be returned.

Sentinel Report @
TOTALNUNBER OF ANOMALDUS EVENTS DETECTED FIGH RISCEVENTS TNUNBER OF LSERS SECURITY RISK SCORE

& @

10/5/2015 12:00:00 AM gbaaduserl Exceeds typical daily activity default limit 2 10 12

10/5/2015 12:00:00 AM gbaaduserl Exceeds typical daily activity default imit 14 10 4

10/7/2015 12:00:00 AM gboaduserl Exceeds typical daily activity defoult imit 18 4 1

10/6/2015 12:00:00 AM gbaaduser2 Exceeds typical daily activity default limit 20 10 10

10/6/2015 12:00:00 AM gbeeduser Exceeds typical daily activity defoult imit 14 10 4

10/8/2015 12:00:00 AM gbaaduserf Exceeds typical daily activity default limit 25 4 2

10/13/2015 12:00:00 AM AXCELERTEST\TestbenchFarm Exceeds typical daily activity default limit 13 10 3

The tiles at the top of the report highlight the following statistics:

e The Total Number of Anomalous Activities Detected
e The number of High Risk Events as characterized by ControlPoint Sentinel
o The Number of Users with anomalous activity

e The Security Risk Score (which is derived by the Severity of each activity within the date range
covered by the report)

For each anomalous event detected, report detail displays:

e the Event Time (that is, the date and the time when the ControlPoint Anomalous Activity Detection
Job captured the event)

e the User whose activity triggered the anomalous activity detection alert
e the Event Severity (as defined on the Sentinel Setup - Anomalous Activity Limits page)
e the Triggering Activity Level that resulted in the anomalous activity detection alert:
= for Default daily activity, activity above the specified limit for the Event Severity
= for Personal daily activity, the amount of activity for the Event Severity to which the specified
deviations above from the user's "typical" usage pattern have been applied.
e the Expected Activity Level:
= for Default daily activity, the specified limit for the Event Severity
= for Personal daily activity, "typical" usage pattern as calculated by ControlPoint Sentinel
e the Delta Activity Level (that is, the difference between Triggering Activity Level and the Expected

Activity Level).

To view detailed audit log data for a user:

Click the User link to generate a ControlPoint Audit Log analysis.
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Provisioning SharePoint Site
Collections and Sites

ControlPoint Site Provisioning functionality automates the management of end user requests for new
site collections and sites, which are based on "Provisioning Profiles" that you define. You can use
ControlPoint's built-in functionality to associate specific site collection-, site-, and list-level properties
with a particular Profile, and enforce their usage within the site collections or sites that use it. You can
even attach one or more_ControlPoint Governance Policies to a Profile.

NOTE: This feature is not available for Non-Standard installations.

Managing Site Provisioning Profiles and
Requests

Before an end user can request a new site collection or site, at least one Provisioning Profile must have
been created. Once created, the Provisioning Profile becomes available to end users when a request
for a new site collection or site is initiated.

[ ControlPaint Pravisioning - Wark - Microsoft Edge = a *

A Not secure | cp-sp19-a-s5:4848/sites/Operations/_layouts/15/ControlPointCustom/CPProvisioningHome.... 3§ A

Quest

ControlPoint  REQUEST SITE OR SITE COLLECTION

CHOOSE ONE PRE-APPROVED PROFILE TO CREATE YOUR SITE OR SITE COLLECTION FROM

SELECT SITE PROFILE

Blog Site

SELECT SITE COLLECTION PROFILE

Company-branded
team site collection

Site collectin for

product ma nagement
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To launch the ControlPoint Provisioning Profile Manager:

From the Manager ControlPoint panel, choose Governance Policy Manager and Provisioning >
Provisioning Profile Manager.

ControlPoint

Quest i

ﬁ HOME

[+ CREAIE

E HIERARCHY

r ing it
in le Manager|
"
ger
C PROFILE NAME PROFILE DESCRIPTION END USER DESCRIPTION PROFILE TYPE
0 MANAGE enance

Blog Site Sub Site

K FAVORITES c Co ion Comp:
= nagement Site Collectio

o sllection e collection for product management « o
p SEARCH
Gt - W [1] s v Pagesize: 25~ 3itemsin 1 pages

Site Collectior

To create a Provisioning Profile:

1 From the Provisioning Profile Manager main page, choose [Create].
2 Complete the fields on the Build New Provision Profile page as follows:
= Enter the Profile Name as you want it to display in the Provisioning Profile Manager list.

= Enter the End User Description as you want it to display in the Request a Site or Site Collection
page.
= Enter the Profile Description as you want it to display in the Provisioning Profile Manager list.

= Select a Profile Type (Site Collection or Sub Site)

= Select a Base SharePoint Template.

PROFILE END USER DESCRIFTION

Company Team site [LC” pany-oranded eami site coliection ]

SELECT A PROFILE TYPE

site collection Site Collection A

SELECT A BASE SHAREPQINT TEMPLATE

Collaboration | Enterprise %;i:\‘w:l-;.:‘,:"'l

NOTE: If you want to be able to select a template based on a site definition (such as a Publishing site
or a custom site definition that has been deployed to the farm), the feature for that site definition
must be activated on the ControlPoint Configuration Site collection.

3 If youwant to Attach Additional Profile Settings:, you can

= Click the appropriate link—Set Site Collection Properties (if available), Set Site Properties, or Set
List Properties—and complete the applicable window.
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Jning Profilatdanasa o =~
Set Site Properties

Set Site Properties > Select parameter(s) to act on @

(J) Add a Site Description
Site Description

Add a Site lcon

=c./ gif) = file tothatlo
Nate: This logo will replace the existing site logo for all selected sites.

site lcon URL

hitp://cp-sp19-a-55:18

CT—— P——— o

NOTE: If you select Enforce Policy and schedule the operation to run on a recurring basis, it
will be enforced for any site collection or site created using that Profile.

= |f you want to attach one or more existing ControlPoint Governance Policies to the Provisioning
Profile, select from the available Governance Polices

Attach Additional Profile Settings

GD\le‘mElnCE‘ GOVERNANCE POLICY MANAGER )»
Polices

Sat Site Properties Enforce Security \II Site Permissions for
A | T e T

|I| Provisioning

[ set List Properties \EI
[«]

NOTE: If the Governance Policy that you want to attach to the Profile does not appear in the list,
click [Governance Policy Manager], and create a new Governance Policy. When you return to the
Build New Provision Profile page, click [Create], then edit the Profile see the new Governance Policy
in the list.

NOTE: To access instructions for completing the applicable ControlPoint operation, click the Help
icon (©) at the top right corner of the window or refer to the relevant section of the ControlPoint
User Guide.

4  Click [Create].
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To edit a Provisioning Profile:

1 From the Provisioning Profile Manager main page, check the box to the left of the Profile that you

want to edit.
2 Click [Edit].
3 Edit the fields on the Edit Provision Profile page as appropriate.

4 Click [Update].

To delete one or more Provisioning Profiles:

1 From the Provisioning Profile Manager main page, check the box to the left of the Profile(s) that
you want to delete.

2 Click [Delete]

You will be prompted to confirm your action before continuing.

Using Custom Templates for Site Provisioning Profiles

You can create custom templates by selecting an existing site collection or site, saving it as a template

(.wsp file) and attaching the wsp to the ControlPoint Custom Site Templates list.

If you want to create a template from a site that uses a site definition (such as a custom site definition
that has been deployed to the farm), that site definition feature must be activated on the ControlPoint

Configuration Site collection.
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To create a custom template for site provisioning profiles:

1 Navigate to the Site Settings page of the site you want to save as a custom template, then click
Save site as Template.

SharePoint

D

Home

Documents

Subsites
SubSitel
SubsSite2
Blogl

Recent
CustomList_1
Doc2

Site Contents

# EDIT LINKS

DaocCenter SubSitel SubSite2 Blogl # EDIT LINKS

Site Settings

Users and Permissions Look and Feel

People and groups Title, description, and logo
Site permissions Quick launch

Site collection administrators Top link bar

Site app permissions Tree view

Change the look

Web Designer Galleries

Site columns Site Actions

Site content types Manage site features

Web parts Save site aEtemQIate

List templates Enable se configuration export
Master pages Reset to site definition

Themes Delete this site

Solutions Launch ControlPoint for Site Admins
Composed looks ControlPaint Permissions Management
Site Administration Site Collection Administration
Regional settings Recycle bin

Site libraries and lists Search Result Sources

2 Complete the Save as Template form, including whether you want to Include Content, then click

[OK].
8

ments

dar

ontents

T LINKS

Products # EDIT LINKS

Site Settings - Save as Template

File Name

File name:
Enter the name for this template file.

Product site

Name and Description
Template name:

The name and description of this template will be displayed on the Web site template picker
page when users create new Web sites, [PFOdLId_SﬂE ]

ers

Template description:
Prototype for all product sites.

Include Content

Include content in your template if you want new Web sites created from this template to Uinclude Content

include the contents of all lists and document libraries in this Web site. Some
customizations, such as

custom workflows, are present in the template only if you choose to
include content. Including content can increase the size of your template.

Caution: ltem security is not maintained in a template. If you have private content in this
‘Web site, enabling this option is not recommended.

3 Openthe site's Solution Gallery.

ControlPoint User Guide
396
Provisioning SharePoint Site Collections and Sites



4 Select the template you just created and save it to the location of your choice.

5 From the Manage ControlPoint tree, choose Governance Policy Manager and Provisioning >

Provisioning Custom Template Manager.

Manzage ControlPoint

2~ Took

# Governance Policy Manager and Provisioning
< @ Governance Policy Manager

{8 Provisioning Profile Manager Add site

e Provisioning Requests Manager

el

Pravisioning Custom Template Manager

{8} Provisioning Custom Tempiate Manager|

- Compliance
@ Sensitive Content Configuration Maintenance

{8 Profile Maintznance WA Ll Page size: | 25~
Fo N . B

6 Click [Add Site].

' e
[m]

Titemsin 1 pages

7 From the Destination Farm Tree, select the site collection or site from which you created the .wsp

file.

o Destination Selecticn Page - Work - Microseft Edge — O *

A Mot secure cp-sp19-a-s5:1818/_layouts/axceler/xcBrowse.aspx?Action=pickte... AD
p-&p i = P

Destination Farm Tree You have selected: Froducts

a | EEE

»

~@) Intranet (8)

B~ El Customer Support (1)

8 Click [OK] to return to the Provisioning Custom Template Manager grid.
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9 Check the box to the left of the site collection/site, then click [Attach].

u u

Add Site | [ Delete

AﬂaChn1ent FilE
[u]

LI LI Page size: 25 ¥ 1 items in 1 pages

B L -
Pravisioning Custom Template Manager

u

10 Click [Browse] and select the .wsp file associated with the site.
11 Click [Upload].
The custom template will now be available for provisioning requests.

Provisioning Custom Template Manager

.Ajd Site
- L
Help Desk http://cp-sp19-a-55:4848/sites/HelpDesk 2013
O Products hitp://cp-sp9-a-ss:4848/sites/RED/Products 2013
M |T| } M Pagesize: 25 ¥ _ 2 items in 1 pages

Making Provisioning Profiles Available to End
Users

After at least one Provisioning Profile has been created, the next step is to activate the ControlPoint
Site Provisioning feature so that end users can submit requests for new site collections and sites. This
feature adds a new item—Request a New Site Collection or Site—to the SharePoint Site Actions menu.

The ControlPoint Site Provisioning feature can be activated for some or all sites in the farm via the
ControlPoint Manage Site Features action.

NOTE: Because it is a hidden feature, it cannot be activated via the SharePoint user interface.

To activate the ControlPoint Site Provisioning Feature:

1 From the SharePoint Hierarchy, select the objects(s) for which you want to make the ControlPoint
Site Provisioning Feature available.

NOTE: Include in the scope of your selection the sites from which you want Request Forms to be
accessible, not necessarily where the new site collection/site will actually be created.
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2 Choose Configuration > Manage Site Features.

SharePoint Hierarchy va
<~ i SharePoint 2018
: Wanage Site Features > Select parametar(s)
b~ @ SharePoint Cantral Administration v4 (2) = P -
(@3 ControlEaint 1)
& Exiranet
&/ Intrangp==ss=—= O Activa O Deactiv
ﬁﬁl Advanced Search
&b sharep
@ @ Add To Selection Name
WAP1
@ Properties Gefting Started Provides a 1z
& war2 e
' WY Activity 3 Workflows can use app Allow workflon
CP-5P1 ermissions e =
W cese W Audit and Alerts r P
C ject Web dpp C ectivity Frovides the i
B axpcs a8l Atomation N Froject App Connectivig rovides the |
B Servic] @l Change Management ’ Enables the us
) Compliance 4 Minimal Download Strategy o Edﬂ,r_clﬁ !
|i Configuration & | G set Site Collaction Properties
® Content v | @ set Site Properties
r
W Site Management v | 8 ser List Properties
W storage v [ @3 Manage Site Collection Features
W Users and Security v [ §X Manage Site Features
B3 altzrnate Access Mappings
5 13 Configure Documsant Conversions
@Y D=fine Managed Paths
B D2lete Wb Application
B> Exiend Web Application to Another IIS Web Site
PR
3 Select Activate Selected and click the Show Hidden box.
4 Click the Name header to sort the list of features alphabetically.
IManage Site Features > Select parameter(s) to act on @
@ Activate Selacted o Deactivats Selectad Show Hidden I:‘ Force activation/deactivation
me Diescription Hidden
7L Form Libraries Provides support for XML form libraries for a site. A
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5 Select ControlPoint Site Provisioning.

IManage Site Features > Select parameter(s) to acton @

Hidden

Announcements Li

Central Administration

Links

Circulation List or Circulation list typss.
Contacts Lists Provides support for contacts lists for a site.

or Site Administr

ControlPoint Site
Provisioning

6 Click [Run Now].

How New Sites and Site Collections Are
Requested

An end user can request a new site or site collection from the SharePoint Site Actions menu as long as

the ControlPoint Site Provisioning feature has been activated for that site.

I ¢ |

SharePoint settings

Add a page

Add an app

Site contents

Launch ControlPeint for Site Admins

ControlPoint Permissions Management

Launch ContralPoint
your Request a New Site or a Site Collection
able Site information

Site permissions

Change the look
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When the user chooses Request a New Site Collection or Site, the Request Site or Site Collection page
is launched, and the user can select from the available Profiles that were created via the ControlPoint

Provisioning Profile Manager.

[ ControlPaint Provisioning - Wark - Microsoft Edge = o pd

A Not secure | cp-sp19-a-s5:4848/sites/Operations/_layouts/15/ControlPointCustom/CPProvisioningHome.... 3§ A

Quest

ControlPoint  REQUEST SITE OR SITE COLLECTION

CHOOSE ONE PRE-APPROVED PROFILE TO CREATE YOUR SITE OR SITE COLLECTION FROM

SELECT SITE PROFILE

Blog Site

SELECT SITE COLLECTION PROFILE

Site collectin for

Company-branded

team site collection product management

Upon selecting a Profile, the Create Site (or Site Collection) page displays, prompting the requester for
the following information:

a Title and Description for the new site
the Web Site Address that the requester wants to use for the new site

NOTE: The requester must enter a full URL, including the name of the new site. For example, if the
requester wants to create a subsite called Employee Contact Information under myportal/sites/hr,
a valid URL might be http://myportal/sites/hr/employeecontacts

The Requester Name and Requester Email address pre-populate with the login name and email
address of the current user. The Requester Email Address can, however be changed. If the request
is for a Site Collection, Primary Site Collection Administrator and Primary Site Collection Email
Address fields are pre-populated with the current user's information, but they can also be
changed.
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[ ControlPaint Provisioning - Wark - Microsoft Edge = a s

AR

ControlPeintCustom/SiteProvisioningInterface.asp... A

A Not secure cp-sp19-a-55:45 s/Operations/_layouts/15/
p-sp P ¥

Quest

ControlPoint,|  Create Site Request Form

TITLE

Type a title for your new site. The title will be displayed on each Operations Blog

page in the site

DESCRIPTION Blog for Operations group
Type a description for your new site.
i
WEB SITE ADDRESS http://cp-spl9-a-ss:4848/sites/ Operations,
Specify the URL you want to use, including the new site name GenraOpsBlog

REQUESTER NAME

REQUESTER EMAIL ADDRESS

Type a Email address to where Provision request will be sent :I]
CLEAR FIELDS | CLOSE WINDOW PLACE REQUEST

e When the requester places the request, ControlPoint validates the information provided by the
requester, including that the URL is valid and available. If the validation fails, an error messages

display at the top of the form.

If the validation is successful, a confirmation number is generated and displays at the top of the form,

and a confirmation email is automatically sent to the requester.

uest

ControlPoint  Create Site Request Form

use the key dd1:

ur inbox for t

Your prov Plea:

liNg req
for further corre

NOTE: Once a request is submitted, it is registered in the Site Creation Requests list on the
ControlPoint Configuration Site.

Managing Site Provisioning Requests

From the Manage Site Provisioning Requests page, you can:

e monitorincoming requests for site collections and sites
e approve or reject the requests, and

o edit request details, such as title, description or url.
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As an alternative to manually approving or rejecting requests, you can use a SharePoint workflow to
handle the approval process. For details, refer to the topic "Configuring the Site Provisioning Workflow
Settings" in the ControlPoint Administration Guide.

To launch the Provisioning Requests Manager:

From the Manage ControlPoint tree, choose Governance Policy Manager and Provisioning >
Provisioning Requests Manager.

Manage ConirolPoint

€ Provisioning Profils Manager

@ Provisioning Requests Manager

{88 Provisioning Custom Template Manager

-

Manage Provision Requests
Filter your view based on request status ncomplete v
MANAGE PROVISIONING REQUESTS
REQUESTOR | REQUEST PROFILE CREATED
Compan 3896daB0-
Jiep- - ¥ 721-
— hitpi//ep Developmen® branded . Site 171172024 ¢ 21
[ Develpment Team sp10-a- T e | @elertesta Requested ™0 iz Asdos
ssdgagsites, oMt Team : e ollection STAM oo
elscten dlebc27c643
26730-
hupijcp-  Products o 110/2024 55?5264;
() SharePoint Preducts sp19-a- for S't; - axcelertestiis Reguestsd  Site 10:11:28 -5‘%- -
55:4848/sites, SharcPoint PM 42006513752
W4 [ Pagesize: 25 ~ 2items in 1 pages

Note that you can filter your view based on the state of the request:

Filter your view based on request status [hncump[ete T\,\\!

MANAGE PROVISIONING REQ!

Incomplete
Completed
Rejected

e The Incomplete view, includes requests with a status of:

= Requested
=  Approved
= InProcess

= Error

e The Completed view shows all requests which have been processed and for which site
collections/sites have been created and all of the Additional Profile Settings (properties and
Governance Policies) been applied.

e The Rejected view shows all Rejected requests.

If the approval process uses a workflow:

The grid displays an additional column, Workflow Status, so that you can monitor the progress of
workflow instances. You can also view/update a workflow in SharePoint. (For example, if the
Workflow Status is Failed on Start, you may want to start in manually.
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To view/update a workflow instance, check the box to the left of the applicable request, then click
[Workflow].

To edit/view details of a Provisioning Profile:

1 Inthe Manage Provision Requests grid, check the box to the left of the request that you want to
view/edit.

2 Click [Edit].

Note that you can edit the Title, Description, and URL of the request. You can also approve or
reject the request by changing the Request Status.

If a request is Rejected, an email is automatically sent to the requester. If a request is Approved,
it automatically starts Processing and is Completed when the site collection or site is created.
Once the site or site collection is created, an email is automatically sent to the requester.

Note that you can edit the Title, Description, and URL of the request. You can also approve or
reject the request by changing the Request Status.

If a request is Rejected, an email is automatically sent to the requester. If a request is Approved, it
automatically starts Processing and is Completed when the site collection or site is created and all
of the Additional Profile Settings (properties and Governance Policies) been applied per the new
site collection or site. Once the site or site collection is created, an email is automatically sent to
the requester.

NOTE: Additional Profile Settings are applied the next time the scheduled job that has been defined
for the operation has run.

Edit Request: SharePoint Products
TITLE

SharePeint Products
DESCRIPTION

Products for SharePoint

9-3-33:4848/sites/RAD,Products/SharePoint

Requested x
MNons

Reguasted

UNIQUE KEY

UPDATE || CANCEL

3 Click [Update].
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To approve one or more requests without viewing or editing

details:

1 From the Provisioning Request Manager main page, check the box to the left of each request you
want to approve.

2 Click [Approvel].

To delete one or more requests:
1 From the Provisioning Requests Manager main page, check the box to the left of the request(s) that
you want to delete.

2 Click [Delete]

You will be prompted to confirm your action before continuing.
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Default Menu Options for
ControlPoint Users

The following tables identify ControlPoint default menu items at all levels of the SharePoint Hierarchy
as well as the Manage ControlPoint panel.

The following terms are used to describe menu item behavior in a Multi-farm installation:

o Home Only - The operation can be performed on the home farm only.
e Home or Remote - The operation can be performed on a single farm; either home or remote
e Multiple - The operation can be performed on multiple farms.

e Farm-Independent - The operation is not farm-specific.

Farm-Level Default Menu Items

Farm-Level Item Type Multi-Farm

Central Administration SharePoi | Home or Remote
nt

Not available to members of the Business Administrators

group.

Advanced Search Search Home or Remote

SharePoint Summary Analysis | Home only

Not available to members of the Business Administrators

group.

Refresh SharePoint Hierarchy Action Home or Remote
Properties Action Home or Remote
Run Saved Instructions Action Home only

Not available to members of the Business Administrators
group.

Farm Summary Dashboard Action Home only
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Available for Standard installations.

GDPR Dashboard Action Home only

Activity folder:
Most/Least Activity Analysis Home only
Site Collection Activity Analysis Analysis Multiple
Site Activity Analysis Analysis Multiple
Trend Analysis for Activity Analysis Home only
Activity by Profile Property Analysis Home only

Available for SharePoint Server farms.
Activity by User Analysis Multiple
Activity by Document Analysis Multiple
Checked Out Documents Analysis Multiple
Blog Post Activity Analysis Home only
Inactive Users Analysis Home only

Audit and Alerts folder:
Manage Audit Settings Action Multiple
ControlPoint Alerts Action Home only
Create SharePoint Alerts Action Home only
Manage SharePoint Alerts Action Home only
Audit Log Analysis Analysis Multiple
Change Log Analysis Analysis Multiple
SharePoint Alerts by Site Analysis Multiple

Default Menu Options for ControlPoint Users
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SharePoint Alerts by User Analysis Multiple
Automation folder:

Create ControlPoint Policy Action Home only

Manage ControlPoint Policies Action Home only

Governance Policy Manager Action Home only

Not available to members of the Business Administrators
group.

Set Metadata Value Action Home only

Not available for Foundation farms.

Create Managed Metadata Action Home only

Not available for Foundation farms.

Manage SharePoint Groups Action Home or Remote

ControlPoint Policies Analysis Home only

Change Management folder:

Content Types Analysis Multiple

Web Parts by Part Analysis Multiple

Web Parts by Site Analysis Multiple

Workflow Analysis Analysis Multiple
Compliance folder:

Available to members of the Compliance Administrators group.

Analyze Content Action Home only
Compliance Summary Analysis Home only
Compliance Actions Audit Analysis Home only
Sensitive Content Activity Analysis Home only
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Scanned files by Scope Analysis Home only
Scanned files by Search terms Analysis Home only
Configuration folder:
Set Site Collection Properties Action Multiple
Set Site Properties Action Multiple
Set List Properties Action Multiple
Manage Site Collection Features Action Multiple
Manage Site Features Action Multiple
SharePoint Hierarchy Analysis Multiple
Site Collection Properties Analysis Home Only
Site Properties Analysis Home Only
List Properties Analysis Multiple
Content folder:
Managed Metadata Usage Analysis Multiple
Not available for Foundation farms.
Trend Analysis for Site Count Analysis Home only
Broken Links Analysis Multiple
Solution Summary Analysis Multiple
Not available to members of the Business Administrators
group.
Storage folder:
Most/Least Storage Analysis Home Only
Site Collection Storage Analysis Analysis Multiple

Default Menu Options for ControlPoint Users
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Site Storage Analysis Analysis Multiple
Content Database Storage Analysis Multiple
Trend Analysis for Storage Analysis Home only
Duplicate Files Analysis Home only
Storage by File Type Analysis Home only
Recycle Bins Analysis Multiple
Users and Security folder:

Set User Direct Permissions Action Multiple
Delete User Permissions Action Multiple
Duplicate User Permissions Action Multiple
Add User to SharePoint Group Action Home or Remote
Delete SharePoint Groups Action Home only
Backup Permissions Action Home only
Manage Permissions Backups Action Home only
Manage Permissions Inheritance Action Multiple
Orphaned Domain Users Analysis Multiple
Site Permission Analysis Multiple
Comprehensive Permissions Analysis Multiple
Comprehensive User Analysis Analysis Home only
SharePoint Group Analysis Analysis Multiple
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Web Application-Level Default Menu Items

Advanced Search Search Home or Remote
Add to Selection Action (Depends on operation)
Properties Action Home or Remote
Activity folder:

Most/Least Activity Analysis Home Only

Site Collection Activity Analysis Analysis Multiple

Site Activity Analysis Analysis Multiple

Trend Analysis for Activity Analysis Home Only

Activity by Profile Property Analysis Home Only

Not available for Foundation farms.

Activity by User Analysis Multiple
Activity by Document Analysis Multiple
Checked Out Documents Analysis Multiple
Inactive Users Analysis Multiple
Blog Post Activity Analysis Home Only
Social Activity Analysis Analysis Home Only

Audit and Alerts folder:

Manage Audit Settings Action Multiple

ControlPoint Alerts Action Home Only
Create SharePoint Alerts Action Home Only
Manage SharePoint Alerts Action Home Only
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Audit Log Analysis Analysis Multiple
Change Log Analysis Analysis Multiple
SharePoint Alerts by Site Analysis Multiple
SharePoint Alerts by User Analysis Multiple
Automation folder:
Create ControlPoint Policy Action Home Only
Manage ControlPoint Policies Action Home Only
Set Metadata Value Action Home Only

Not available for Foundation farms.

Create Managed Metadata Action Home Only

Not available for Foundation farms.

Manage SharePoint Groups Action Home or Remote

ControlPoint Policies Analysis Home Only

Change Management folder:

Content Types Analysis Multiple
Web Parts by Part Analysis Multiple
Web Parts by Site Analysis Multiple
Workflow Analysis Analysis Multiple

Not available to members of the Business Administrators
group.

Compliance folder:
Available to members of the Compliance Administrators group.

Analyze Content Action Home Only

Compliance Summary Analysis Home Only
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Web Application-Level Item

Compliance Actions Audit

Sensitive Content Activity

Scanned files by Scope

Scanned files by Search terms

Configuration folder:

Set Site Properties

Set List Properties

Manage Site Collection Features

Manage Site Features

Alternate Access Mappings
Not available to members of the Business Administrators
group.

Configure Document Conversions
Not available to members of the Business Administrators
group.

Define Managed Paths
Not available to members of the Business Administrators
group.

Delete Web Application
Not available to members of the Business Administrators
group.

Extend Web Application to Another |IS Website
Not available to members of the Business Administrators
group.

Information Management Policy Usage Reports

Not available to members of the Business Administrators
group.

Type

Analysis

Analysis

Analysis

Action

Action

Action

Action

Action

SharePoint

SharePoint

SharePoint

SharePoint

SharePoint

SharePoint

Multi-Farm

Home Only

Home Only

Home Only

Multiple

Multiple

Multiple

Multiple

Multiple

Home or Remote

Home or Remote

Home or Remote

Home or Remote

Home or Remote

Home or Remote

User Guide



Web Application-Level Item

Manage Content Databases

Not available to members of the Business Administrators
group.

Manage Web Application Features

Not available to members of the Business Administrators
group.

Remove SharePoint from [IS Web Site

Not available to members of the Business Administrators
group.

Web Application General Settings

Not available to members of the Business Administrators
group.

Web Application Outgoing E-Mail Settings

Not available to members of the Business Administrators
group.

SharePoint Hierarchy

Site Collection Properties

Site Properties

List Properties

Content folder:

Managed Metadata Usage

Available for SharePoint Server farms.

Trend Analysis for Site Count

Broken Links

Solution Summary

Not available to members of the Business Administrators
group.

Type

SharePoint

SharePoint

SharePoint

SharePoint

SharePoint

Analysis

Analysis

Analysis

Analysis

Analysis

Analysis

Analysis

Analysis

Multi-Farm

Home or Remote

Home or Remote

Home or Remote

Home or Remote

Home or Remote

Home Only

Home Only

Multiple

Multiple

Multiple

Multiple

Multiple

Multiple
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Site Management folder:

Create Site Collection SharePoint | Home or Remote
Not available to members of the Business Administrators
group.
Site Use Confirmation and Deletion SharePoint | Home or Remote
Not available to members of the Business Administrators
group.
Storage folder:
Most/Least Storage Analysis Analysis Home Only
Site Collection Storage Analysis Analysis Multiple
Site Storage Analysis Analysis Multiple
Content Database Storage Analysis Multiple
Trend Analysis for Storage Analysis Home Only
Duplicate Files Analysis Home Only
Storage by File Type Analysis Home Only
Recycle Bins Analysis Multiple

Users and Security folder:

Set User Direct Permissions Action Multiple

Delete User Permissions Action Multiple
Duplicate User Permissions Action Multiple

Add User to SharePoint Group Action Home or Remote
Delete SharePoint Groups Action Home Only
Backup Permissions Action Home Only
Manage Permissions Backups Action Home Only
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Web Application-Level Item

Manage Permissions Inheritance

Authentication Providers

Not available to members of the Business Administrators
group.

Policy for Web Application

Not available to members of the Business Administrators
group.

Self-Service Site Management

Not available to members of the Business Administrators
group.

Security for Web Part Pages

Not available to members of the Business Administrators
group.

User Permissions for Web Applications

Not available to members of the Business Administrators
group.

Orphaned Domain Users

Site Permissions

Comprehensive Permissions

Comprehensive User Analysis

SharePoint Group Analysis

Type
Action

SharePoint

SharePoint

SharePoint

SharePoint

SharePoint

Analysis

Analysis

Analysis

Analysis

Analysis

Multi-Farm

Multiple

Home or Remote

Home or Remote

Home or Remote

Home or Remote

Home or Remote

Multiple

Multiple

Multiple

Home Only

Multiple

Site Collection-Level Default Menu Items

Site Collection-Level Menu Item

Settings

Type

SharePoint
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Multi Farm

Home or Remote
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Advanced Search Search Home or Remote
Add to Selection Action (Depends on operation)
Properties Action Home or Remote
Activity folder:
Most/Least Activity Analysis Analysis Home Only
Site Collection Activity Analysis Analysis Multiple
Site Activity Analysis Analysis Multiple
Trend Analysis for Activity Analysis Home Only
Activity by User Analysis Multiple
Activity by Profile Property Analysis Home Only
Not available for Foundation farms.
Activity by Document Analysis Multiple
Checked Out Documents Analysis Multiple
Blog Post Activity Analysis Home Only
Not available for Foundation farms..
Inactive Users. Analysis Multiple
Audit and Alerts folder:
Manage Audit Settings Action Multiple
ControlPoint Alerts Action Home Only
Create SharePoint Alerts Action Home Only
Manage SharePoint Alerts Action Home Only
Audit Log Analysis Analysis Home Only

Default Menu Options for ControlPoint Users
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Change Log Analysis Analysis Home Only

SharePoint Alerts by Site Analysis Home Only

SharePoint Alerts by User Analysis Home Only
Automation folder:

Create ControlPoint Policy Action Home Only

Manage ControlPoint Policies Action Home Only

Set Metadata Value Action Home Only
Not available for Foundation farms.

Create Managed Metadata Action Home Only
Not available for Foundation farms.

Clean-Up User Permissions Action Home Only

ControlPoint Policies Report Analysis Home Only

User to Group Analysis Analysis Home Only
Change Management folder:

Content Types Analysis Multiple

Web Parts by Part Analysis Multiple

Web Parts by Site Analysis Multiple

Workflow Analysis Analysis Multiple
Compliance folder:
Available to members of the Compliance Administrators group.

Analyze Content Action Home Only

Manage Scanned Files Action Home Only

Compliance Summary Analysis Home Only
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Compliance Actions Audit Analysis Home Only
Sensitive Content Activity Analysis Home Only
Scanned files by Scope Analysis Home Only

Configuration folder:

Set Site Collection Properties Action Home Only

Set Site Properties Action Multiple

Set List Properties Action Multiple

Manage Site Collection Features Action Multiple

Manage Site Features Action Multiple
Navigation Settings SharePoint Home or Remote

Not available for Foundation farms.

Search Settings SharePoint Home or Remote

Not available for Foundation farms.

Search Scopes SharePoint Home or Remote

Not available for Foundation farms.

Site Collection Administrators SharePoint Home or Remote
Site Collection Quotas and Locks SharePoint Home or Remote
SharePoint Hierarchy Analysis Home Only

Site Collection Properties Analysis Home Only

Site Properties Analysis Multiple

List Properties Analysis Multiple

Content folder:
Copy Site Action Home Only
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Move Site Action Home Only
Move to Another Content DB Action Home Only
Create New Site SharePoint Home or Remote
Delete Site Collection SharePoint Home or Remote
Content and Structure SharePoint Home or Remote
Not available for Foundation farms.
Managed Metadata Usage Analysis Multiple
Trend Analysis for Site Count Analysis Home Only
Broken Links Analysis Multiple
Solution Summary Analysis Multiple
Storage folder
Most/Least Storage Analysis Analysis Home Only
Site Collection Storage Analysis Analysis Multiple
Site Storage Analysis Analysis Multiple
Content Database Storage Analysis Multiple
Trend Analysis for Storage Analysis Home Only
Duplicate Files Analysis Home Only
Storage by File Type Analysis Home Only
Recycle Bins Analysis Multiple
Users and Security Folder
Set User Direct Permissions Action Multiple
Delete User Permissions Action Multiple
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Duplicate User Permissions Action Multiple

Set SharePoint Group Permissions Action Home or Remote
Delete SharePoint Group Permissions Action Home or Remote
Add User to SharePoint Group Action Home Only
Delete SharePoint Groups Action Home Only
Duplicate Permission Levels Action Home Only
Backup Permissions Action Home Only
Manage Permissions Backups Action Home Only
Manage Permissions Inheritance Action Multiple
Orphaned Domain Users Analysis Multiple

Site Permissions Analysis Multiple
Comprehensive Permissions Analysis Multiple
Comprehensive User Analysis Analysis Home Only
SharePoint Group Analysis Analysis Multiple

Site-Level Default Menu Items

Settings SharePoint | Home or
Remote

Open Site SharePoint | Home or
Remote

Add to Selection Action (Depends on
operation)
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Properties Action Home or
Remote
Activity folder:
Most/Least Activity Analysis Analysis Home Only
Site Activity Analysis Analysis Multiple
Inactive Users Analysis Multiple
Activity by User Analysis Multiple
Activity by Document Analysis Multiple
Checked Out Documents Analysis Multiple
Blog Post Activity Analysis Home Only
Not available for Foundation farms.
Social Activity Analysis Analysis Home Only
Not available for Foundation farms.
Audit and Alerts folder:
Manage Audit Settings Action Home Only
Create SharePoint Alerts Action Home Only
Manage SharePoint Alerts Action Home Only
Audit Log Analysis Analysis Multiple
Change Log Analysis Analysis Multiple
SharePoint Alerts by Site Analysis Multiple
SharePoint Alerts by User Analysis Multiple
Automation folder:
Create ControlPoint Policy Action Home Only
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Manage ControlPoint Policies Action Home Only

Set Metadata Value Action Home Only

Not available for Foundation farms.

Create Managed Metadata Action Home Only

Not available for Foundation farms.

ControlPoint Policies Analysis Multiple

Change Management folder:

Duplicate a Workflow Definition Action Multiple

Content Types Analysis Multiple

Web Parts by Part Analysis Multiple

Web Parts by Site Analysis Multiple

Workflow Analysis Analysis Multiple
Compliance folder:

Available to members of the Compliance Administrators group.

Analyze Content Action Home Only
Manage Scanned Files Action Home Only
Compliance Summary Analysis Home Only
Compliance Actions Audit Analysis Home Only
Sensitive Content Activity Analysis Home Only
Scanned files by Scope Analysis Home Only
Configuration folder:
Set Site Properties Action Multiple
Duplicate Site Properties Action Home Only
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Set List Properties Action Multiple
Manage Site Features Action Multiple
Navigation Settings SharePoint | Home Only
Not available for Foundation farms.
SharePoint Hierarchy Analysis Home Only
Site Properties Analysis Multiple
List Properties Analysis Multiple
Content folder:
Copy Site Action Home Only
Move Site Action Home Only
Delete Site Action Home Only
Create SharePoint | Home or
Remote
Create SubSite SharePoint | Home or
Remote
Content and Structure SharePoint | Home or
Remote
Not available for Foundation farms.
Libraries and Lists SharePoint | Home or
Remote
Sites and Workspaces SharePoint | Home or
Remote
View All Site Content SharePoint | Home or
Remote
Managed Metadata Usage Analysis Multiple
Not available for Foundation farms.
Content Types Analysis Multiple
Web Parts by Part Analysis Multiple
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Web Parts by Site Analysis Multiple
Workflow Analysis Analysis Multiple
Broken Links Analysis Multiple
Storage folder
Most/Least Storage Analysis Home Only
Site Storage Analysis Analysis Multiple
Site Lists and Libraries Storage Analysis Home Only
Duplicate Files Analysis Home Only
Storage by File Type Analysis Home Only

Users and Security Folder

Set User Direct Permissions Action Multiple
Delete User Permissions Action Multiple
Duplicate User Permissions Action Multiple
Set SharePoint Group Permissions Action Home or
Remote
Delete SharePoint Group Permissions Action Home or
Remote
Add User to SharePoint Group Action Home Only
Delete SharePoint Groups Action Home Only
Duplicate Permission Levels Action Home Only
Duplicate Site Security Action Home or
Remote
Backup Permissions Action Home Only
Manage Permissions Backups Action Home Only
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Manage Permissions Inheritance Action Multiple
All People SharePoint | Home or
Remote
New Group SharePoint | Home or
Remote
Site Permissions SharePoint | Home or
Remote
Orphan Domain Users Analysis Multiple
Site Permissions Analysis Multiple
Site List Permissions Analysis Home Only
Comprehensive Permissions Analysis Multiple
Permissions Changes by Site Analysis Home Only
Permissions Changes by User Analysis Home Only
Comprehensive User Analysis Analysis Home Only
SharePoint Group Analysis Analysis Multiple

List-Level Default Menu Items

Open SharePoint Home or Remote
Settings SharePoint Home or Remote
Add to Selection Action (Depends on operation)
Activity folder:

Activity by User Analysis Multiple

Activity by Document Analysis Multiple
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Not available for Foundation farms.

Checked Out Documents Analysis Multiple
Audit and Alerts folder:
Manage Audit Settings Action Multiple
Create SharePoint Alerts Action Multiple
Manage SharePoint Alerts Action Multiple
Audit Log Analysis Analysis Multiple
SharePoint Alerts by Site/List Analysis Multiple
SharePoint Alerts by User Analysis Multiple
Automation folder:
Create ControlPoint Policy Action Home Only
Manage ControlPoint Policies Action Home Only
Set Metadata Value Action Home Only
Not available for Foundation farms.
Create Managed Metadata Action Home Only
Not available for Foundation farms.
Change Management folder:
Duplicate a Workflow Definition Action Multiple
Workflow Analysis Analysis Multiple
Compliance folder:
Available to members of the Compliance Administrators group.
Analyze Content Action Home Only
Manage Scanned Files Action Home Only
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Compliance Summary Analysis Home Only

Compliance Actions Audit Analysis Home Only

Sensitive Content Activity Analysis Home Only

Scanned Files by Scope Analysis Home Only

Scanned Files by Search Term Analysis Home Only
Configuration folder:

Set List Properties Action Multiple

Duplicate List Properties Action Home Only

List Properties Analysis Home Only
Content folder:

Copy List Action Home Only

Move List Action Home Only

Delete List Action Multiple

Copy List Item(s) Action Home Only

Move List Item(s) Action Home Only

Set Column Metadata Action Home Only
Not available for Foundation farms.

Managed Metadata Usage Analysis Multiple
Not available for Foundation farms.

Workflow Analysis Analysis Multiple
Users and Security folder:

Set User Direct Permissions Action Multiple

Delete User Permissions Action Multiple
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Duplicate User Permissions Action Multiple

Set SharePoint Group Permissions Action Home or Remote
Delete SharePoint Group Permissions Action Home or Remote
Manage Permissions Inheritance Action Multiple
Permissions by List Item Analysis Home Only
SharePoint Group Analysis Analysis Multiple

User-Level Default Menu Items

Set User Direct Permissions Action Multiple
Delete User Permissions Action Multiple
Duplicate User Permissions Action Multiple
Add User to SharePoint Group Action Home Only

Edit User SharePoint | Home Only
Site Permissions Analysis Multiple
Site List Permissions Analysis Analysis
Comprehensive Permissions Analysis Multiple
Comprehensive User Analysis Analysis Home Only
SharePoint Group Analysis Analysis Multiple

* For a user from a remote farm to be included in a multi-farm operation, they must also be a valid

user on the home farm.

Default Menu Options for ControlPoint Users

ControlPoint User Guide

429



Site Admin Menu Items

By default, the Site Admin menu has most of the same ControlPoint actions and analyses as the site-
level menu.

Manage ControlPoint Default Menu Items

Menu items that are available to members of the Business Administrators group are identified by a
checkmark (V) in the Business Admin? column.

Manage ControlPoint Menu Item Type Business Admin?

Governance Policy Manager and Provisioning

Provisioning is available for Standard installations only.

Governance Policy Manager Action
Provisioning Profile Manager Action
Provisioning Requests Manager Action
Provisioning Custom Templates Action
Manager

Compliance

Available to members of the Compliance Administrators group

Sensitive Content Configuration Action
Maintenance*

Profile Maintenance Action
Search Term Maintenance Action
Sensitive Content Submission Action

Maintenance

ControlPoint Compliance Actions Action

ControlPoint Configuration

ControlPoint User Guide
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ControlPoint Configuration Site*

SharePoint Site

ControlPoint Configuration Settings*

SharePoint List

Auto Add Users to ControlPoint
Groups

Action

ControlPoint Menu List

SharePoint List

Menu Maintenance Action
Favorites Maintenance Action
Manage Farm List Action
ControlPoint Management
Discovery Action
Run Saved Instructions Action
Calculate Farm User Account Action
NOTE: This item is only accessible by
ControlPoint Application Administrators
Reload Servier-side Cache Action
Purge Historical Data Action
Schedule Management and Logging
Scheduled Jobs Report Analysis \
ControlPoint Task Audit Analysis
Logged Errors Report Analysis
View ControlPoint Log Analysis
Schedule Monitor Action V

ControlPoint Sentinel

ControlPoint User Guide
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Semtinel Setup Action

Sentinel Report Analysis

* Administrators must have write access to the ControlPoint Configuration Site (as a member of the
ControlPoint Application Administrators group, for example) to use this functionality.
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About Us

Quest creates software solutions that make the benefits of new technology real in an increasingly
complex IT landscape. From database and systems management, to Active Directory and Microsoft 365
management, and cyber security resilience, Quest helps customers solve their next IT challenge now.
Around the globe, more than 130,000 companies and 95% of the Fortune 500 count on Quest to deliver
proactive management and monitoring for the next enterprise initiative, find the next solution for
complex Microsoft challenges and stay ahead of the next threat. Quest Software. Where next meets
now. For more information, visit www.quest.com.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and customers
who have trial versions. You can access the Quest Support Portal at https://support.quest.com

The Support Portal provides self-help tools you can use to solve problems quickly and independently,
24 hours a day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request

o View Knowledge Base articles

Sign up for product notifications

Download software and technical documentation

View how-to-videos

Engage in community discussions

Chat with support engineers online

View services to assist you with your product
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