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About the KACE Systems
Management Appliance

Quest® KACE® Systems Management Appliance is a virtual appliance designed to automate device

management, application deployment, patching, asset management, reporting, and Service Desk ticket
management.

For more information about KACE series appliances, go to the Quest website, https://www.quest.com/products/
kace-systems-management-appliance/.

About the appliance components

Appliance components include software, hardware, web-based interfaces, and a mobile app interface.

Table 1. Appliance components

Component Description

Virtual appliance The appliance runs in a virtual environment that uses a VMware® or
Microsoft® Hyper-V® infrastructure. For the latest information about
requirements for managed devices, and browser requirements for
accessing the Administrator Console, see the Technical Specifications
available on the product documentation page: https://support.quest.com/
kace-systems-management-appliance/technical-documents.

Command Line Console The Command Line Console is a terminal window interface to the
appliance. The interface is designed primarily to configure the appliance
and enforce policies. See Power-on the appliance and log in to the
Administrator Console.

Administrator Console The Administrator Console is the web-based interface used to
control the appliance. To access the Administrator Console, go to
http://appliance_hostname/admin where appliance_hostname is
the hostname of your appliance. If the Organization component is enabled,
you can access the System-level settings of the Administrator Console
at http://appliance_hostname/system. To view the full path of URLs
in the Administrator Console, which can be useful when searching
the database or sharing links, add ui to the URL you use to log in. For
example: http://appliance_hosthame/admin.

User Console The User Console is the web-based interface that makes applications
available to users on a self-service basis. It also enables users to file
Service Desk support tickets to request help or report issues. To access
the User Console, go to http: //appliance_hostname/user where
appliance_hostname is the hosthame of your appliance.
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Component

Description

KACE Agent

KACE GO

The User Console provides:
» Avrepository of applications that users can download as needed.
» A way for users to submit and track tickets requesting help.

» Assistance for routine tasks, such as software installation,
and access to the Quest Support Knowledge Base, htips:/
support.quest.com/kace-systems-management-appliance/kb.

To customize the User Console, see:

»  Configure appliance General Settings with the Organization
component enabled.

»  Configure appliance General Settings without the Organization
component.

The KACE Agent is an application that can be installed on devices to
enable device management through the appliance. Agents that are
installed on managed devices communicate with the appliance through
the agent messaging protocol. Agents perform scheduled tasks, such
as collecting inventory information from, and distributing software to,
managed devices. Agentless management is available for devices that
cannot have Agent software installed, such as printers and devices with
operating systems that are not supported by the Agent.

See Provisioning the KACE Agent.

KACE GO is an app that enables administrators to access Service Desk
tickets, inventory information, and application deployment features from
their smart phones or tablets. The app also allows non-admin users to
submit Service Desk tickets, view the status of submitted tickets, and read
Knowledge Base articles from their mobile devices. You can download

KACE GO from the Apple® App StoreSNI for iOS devices, or from the
Google Play™ store for Android™ devices.

See Configuring Mobile Device Access.

About the Administrator Console

The components available in the Administrator Console might differ, depending on the license key, organization
settings, appliance settings, and user role.

In addition, if the Organization component is enabled, the Administrator Console has two levels: The Admin level,
which shows organization-related features, and the System level, which shows appliance-related features.

If the Organization component is not enabled, Admin- and System-level features are available at the Admin level.

NOTE: Your license key determines whether the Organization component is enabled or disabled. See
View product licensing information and About organizations.

There are three login modes:

Admin mode without the Organization component enabled: If the Organization component is not
enabled on your appliance, go to http: //appliance_hostname/admin, where appliance_hostname
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is the host name of your appliance, to log in to this mode. For components available in this mode, see
Components available in Admin mode without the Organization component.

+  Admin mode with the Organization component enabled: If the Organization component is enabled
on your appliance, go to http: //appliance_hostname/admin to log in to the Default organization.
appliance_hostname is the host name of your appliance. Admin mode enables you to manage
the components available to the selected organization. For components available in this mode, see
Components available in Admin mode with the Organization component enabled.

If the Login Organization option is enabled in the appliance settings, the Organization box appears. You can
type the name of an organization in the Organization box to log in to that organization directly.

If you have multiple organizations and the fast switching option is enabled, you can switch between
organizations and the System level using the drop-down list in the top-right corner of the page next to the
login information. See Enable fast switching for organizations and linked appliances.

+  System mode with the Organization component enabled: If the Organization component is
enabled on your appliance, go to http://appliance_hostname/system, to log in to System mode.
appliance_hostname is the hostname of your appliance. In this mode you can manage the components
available at the System level. For components available in this mode, see Components available in System
mode with the Organization component enabled.

In addition, if the fast switching option is enabled, and the passwords for the default admin accounts of the
organizations are the same, you can switch between organizations using the drop-down list in the top-right
corner of the page. See Enable fast switching for organizations and linked appliances.

Each mode has the following types of pages:

+ Dashboards. These pages show status information for the appliance. If the Organization component is
enabled, Dashboards are available at the organization and appliance level.
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K KACE Systems Management Appliance

@ admin (Default)y «

Session Timeout: 00:39:05 « 07/27/2017 14:00:58

¢ I Home > Dashboard

# Home
Dashboard
Dashboard

Label Management .
Top Knowledge Base Articles

Search
s
3 Inventory » o Information Regarding New Petya (PecyaWrap) Ransomware Outbreak
o (230836)
&8 Monitoring »
= KACE K1000 (SMA) and K2000 (SD/ on SambaCry
anag
Ml Asset Management » (OVE201707494)
K Distribution »
o Information regarding WannaCry virus and patch M517-010 (229420)
& Scripting »
«  Reports with Large Datasets May Cause Disk to Fill and Database Corruption
& Security H (213259) h
©Q Service Desk s
& Reporting > Connections File Synchronizations
$# Settings »

el

Managed Operating Systems

60%

Windows

0

‘

License Compliance

FaceTime 1m0
MAC OS X 10
NetLimiter )
Office "
OneDrive 20

~
-4
\E’l Customize J | View Details |
1
&
=z
Latest News Articles
-
«  KACE Systems Management Appliance (K1000) 7.2 is now available!
*  KACE Systems Deployment Appliance (K2000) 4.1 (SP1) is now available!
«  KACE Systems Management Appliance 7.1 Self-Help Feature Highlight
(228374)
»  K1000 7.0 Support Notifications
= K1000 Licensing Update - End of Asset Pack "grandfathering” v

Managed Installations

0

Current Scripts

0

“

List pages. These pages enable you to view items available on the appliance or, if the Organization
component is enabled, in the selected organization.

KACE Systems Management Appliance

> Devices

Devices

Choose Action »

Software Catalog o1 status (2] Name
Processes
Startp Programs o =2 abhubs12x64
Services
Discovery Schedules @ =2 abhaymac1011
Discovery R .
SNMP Invemtory Configurations = arwin10x64Ani
E@ Monitoring »
Ml Asset Management , @ =] abhaywin10x86
H Distribution N
B scripting , 8 = abhayw7x86
& Security »
©Q Service Desk 3 1toSofs
8 Reporting s
£ Serngs >

@admngefau\t) .
Session Timeout: 00:59:39 » 07/27/2017 13:35:49
List Refreshed: 07/27/2017 13:35:45  Auto Refresh: Every 15 Seconds ~
ViewBy: Al ltems = a
Advanced Search  SmartLabel  Notification g =
IP Address Description  Last User LastInventory Last Reboot AgentVersion Assignee Name
07/27/2017 07/25/2017
10.159.21.69 admin 12:43:41 11:57:19 8.0.127 admin
07/27/2017 07/25/2017
10.159.19.187 admin 124954 12:06:38 8.0.127 admin
N 0772772017 06/26/2017
10.159.19.27 Administrator 130111 08:25:29 7.1.62
Windows 10
: 0712772017 06/26/2017
10.159.19.124 ZT Enterprise  Admin 120136 08:24:19 7.1.62 admin
07/27/2017 07/13/2017
10.159.19.20 Administrator 12:01:58 03:22:13 7.1.62
First Previous 1 Next Last Show 250 ~

Detail pages. These pages enable you to view and edit details of the selected item.
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# Home
Q3 Inventory

Devices

Software
Soi

are Catalog

cesses
Startup Programs
Services
Discovery Schedules
Discovery Results
SNMP Inventory Configurations
=] V-C'H[D'-ﬂg
Bl Asset Management
H Distriution
& Scripting
& Security
€ Service Desk
8 Reporting
£ Settings

Device Detail: arwin10x64Ani

[Expand All}
w Summary

System Name:
Asset Subtype:
Asset Location:
Assigned To:
System Model:
Chassis Type:
IP Address:
Metmask:

MAC Address:
RAM Total:

Processors:

Operating System Name:
Uptime Since Last Reboot:
Agent Version:

Device Timezone:

User Name:

Source:

Agent Connection:

Last Inventory:

Device Created:

Device Modified:

Volume 1:

Back to Devices List =~ Show All History

Need Help?

anvin1Ox64Ani

None [Edit]

Unassigned [Edit]

Unassigned [Edit]

VMware Virtual Platform

other

10.159.19.27

255.255.248.0

00:50:56:86:71:80

2GB

CPU Chip Count: 1

CPU Core Count: 1

CPUO: InteKR) Xeon(R) CPU X5680 @ 3.33GHz (1 core)
Microsoft Windows 10 Enterprise x64

31 days 4 hours 35 minutes

7.1.62

America/Los_Angeles

Administrator

Agent

07/26/2017 10:44:43 &2

32 minutes, 22 seconds ago on 07/27/2017 at 13:01:11
07/25/2017 12:02:50

07/27/2017 13:01:15

Drive C: (Physical Disk) FileSystem: NTFS Used: 22.50GB Total: 99.50GB [ 22.60%
Full] [show Usage History)

Force Inventory | ‘ Wake-On-LAN (Direct) ” Wake-On-LAN (Choose Relay)

Inventory Information

Hardware

Printers (3)

Network Interfaces (1)
Agent

User

Operating System
Drive Encryption

>
>
>
>
>
>
>
> Notes

Configuration pages. These pages enable you to configure settings.

KACE Systems Management Appliance

Session Timeout: 00:59:43 + 07/27/2017 13:58:15

(@ admin (pefaulty -

¢ % semings > History > Asset History Configuration

# Home R . .
Asset History Configuration

3 Inventory

B Monitoring » History Retention &

B Asset Management » Retain Asset History:

Back to History

Need Help?

Bt Distribution N 3Months ~
& Scripting »
*] Security > Asset Type and Field Selection @
O Service Dask »
¥ Contract-Hardware ¥ Contract-Other ¥ Contract-Software ¥l Cost Center
B Reporting > All{19) fieldl(s) retained # AL (15) fiekdls) retained # All(18) field(s) recained # A (0)
£ Settings @ pevice & License —

¥ Department
PR All(O)field(s) retained #
Users ¥ software

P All{1)field(s) retained #
Roles

Provisioning

Resources

History

Support

Al1(62) fiekdls) retained #

¥ vendor
A1 (0) field(s) recained #

Al (27) field(s) retained #

dls) retained &

Al (0) fiekd(s) retained #

Panels. These pages provide access to related components and settings.
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@ admin (System) «

Session Timeout: 00:59:31 + 07/27/2017 13:56:20

 Home

Settings
1 Seuing

Enzer company name and email information
Configure task throughput
Customize User Console

Agent Settings

Configure file transfer SSL settings

Netwark Sarting
I network Settings
#% Organizations  » Set appliance IP address
Contigure proxy semtings
Enable SMTP

Access Control List

Limit appliance access to acceptable networks

&

Determine download schedule

Configure retention policy

Delete patch content

C‘O Link S

Enable appliance linking

ttings

Settimeout paramerers
Configure link key

)

Need Help?

Backup Settings

Determine backup schedule
Configure retention policy
Restore sppliance 1o prior backup

Date and Time Settings

Se: appliance timezane
Enable Network Time Protocol
Manually set appliance clock

Determine network accessibility
Erable Single Sign On
Configure SSL

Local Routing Table

Configure static network routes

Dell Updal

Determine download schedule
Configure retention policy
Delete update content
Linked Appliances

Linking is currently disabled

Localization

Configure “User Conscle” localization

Components available in Admin mode without

the Organization component

When the Organization component is not enabled, Admin mode shows all of the Admin-level components and the

System-level (appliance-level) settings.

Components available in Admin mode without the Organization component
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KACE Systems Management Appliance @ zdmin
Session Timeout: 00:59:50 + 07/27/2017 13:51:30
¢ ™ Home > Dasl d [ o]
Dashboard ‘ o ‘ Customize View Details |
Top Knowledge Base Articles Latest News Articles
y » n Regarding New Petys (PetyaWrap) Ransomware Outbreak - ¢ KACE Systems Manag -
&8 Monitoring > ms Deployment Appliance s now available!
H Distribution »
& Scripting » 0 Suppor: Notification
> A Licensing Update - End of Asset Pack "grandfathering v
>
» Connections File Synchronizations Managed Installations Current Scripts
’ 5 0 0 0
Managed Operating Systems License Compliance
FaceTime "
MAC 08 X "0
6 0 (5/0 NetLimiter 10
Office "0
QneDrive o
Windows
Table 2. Components available in Admin mode without the Organization component
Component Ul page Used to...
Home «  Dashboard Review appliance statistics, manage labels,
view historical information, and search for
+  Label Management data. See Using the Home component.
« Search
Inventory «  Devices Manage the devices, software, processes,
services, scans, and other items on your
+  Software network. See:
+  Software Catalog «  Managing device inventory
+  Processes «  Managing applications on the

«  Startup Programs Software page

«  Services *  Managing Software Catalog inventory

*  Managing process, startup program,

» Discovery Schedules I
and service inventory

« Discovery Results ) . )
*  Using Device Discovery

*  SNMP Inventory Configurations )
*  Using SNMP Inventory

Configurations to identify specific
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Component

Ul page

Used to...

Monitoring

Assets

Distribution

Scripting

Security

Devices
Alerts
Profiles

Maintenance Windows

Log Enablement Packages

Assets

Asset Types
Contracts

Licences

License Compliance
Locations

Import Assets

Managed Installations
File Synchronizations
Wake-on-LAN
Replication

Alerts

Scripts

Run Now

Run Now Status
Search Scripting Logs
Configuration Policies
Security Policies

Mac Profiles

Patch Management
OVAL Scan

SCAP Scan

Dell Updates

SNMP objects and non-computer
devices to add to inventory

Manage basic event monitoring for 5
servers with your standard license,
gathering event data from core Windows®
event logs, syslogs, and application logs.

With the Monitoring Module license,
manage event monitoring for up to 200
servers.

See Monitoring servers

Track physical assets, such as devices,
software, printers, and so on, and view the
history of assets and their configuration.
See:

*  Managing inventory

*  Managing License Compliance

Distribute and manage software, including
updates from Quest, remotely.

See Deploying packages to managed
devices.

Automate tasks performed on managed
devices.

See Running scripts on managed devices.

Reduce the risks from malware, spyware,
and viruses. OVAL (Open Vulnerability
Assessment Language) is a battery of
tests that can be run to identify security
vulnerabilities on managed devices.
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Component

Ul page

Used to...

Service Desk (also
known as Help Desk
on appliances that
have been upgraded
from early versions)

Reporting

Settings

Tickets
User Downloads
Knowledge Base

Announcements

Archive (available only if ticket

archival is enabled)

Configuration

Reports
Report Schedules

Notifications

Control Panel
Users

Credentials

Roles

Logs

Appliance Updates
Provisioning
Resources

History

Support

See Patching devices and maintaining
security.

Provide a repository of software and
documentation for users to access and
download. Includes a full-featured service
desk for creating and tracking tickets.

See Using the Service Desk.

Run pre-packaged reports and report-
creating tools to monitor your appliance
implementation.

See Using reports and scheduling
notifications.

Administer your appliance and Agent
provisioning. See:

»  Configuring the appliance

»  Configuring user accounts, LDAP
authentication, and SSO

*  Managing credentials
*  Maintaining the appliance
*  Provisioning the KACE Agent

* Importing and exporting appliance
resources

*  Managing settings history

*  Using Troubleshooting Tools

Components available in Admin mode with the
Organization component enabled

When the Organization component is enabled, the Admin mode shows components and settings for the current
organization only. Appliance-level components are available in System mode.

If the Organization component is enabled on your appliance, and you log in to http://appliance_hostname/
admin, the Settings component shows features available to the selected organization only.
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dmin (Default) +
KACE Systems Management Appliance @ admin ©efault

Session Timeout: 00:59:40 + 07/27/2017 13:48:56

¢ i Settings > Control Panel o
# Home 3
Control Panel S
O Inventory 3
=
& Monitoring > [§ ceneral Settings g User Authentication
Bl Asset Management » Customize default configurations Configure trus with LDAP
¥ Distribution N Canfigure device actions
Sexlocale andloge
& Scripting >
& security » B Monitoring Settings
) Service Desk ¥ Adjust sextings for Monitoring
& Reporting »
£ Settings hd

Users

Credentizls
Roles
Provisioning
Resources
History

Suppart

All other components are the same, regardless of whether the Organization component is enabled. See
Components available in Admin mode without the Organization component for components, and see the following
illustration.

fault)
KACE Systems Management Appliance @ samin ety

Session Timeour: 00:59:05 = 07/27/2017 14:00:58

¢« % Home > Dashboard

# Home 5
Dashboard E’l Customize H View Details [E3
3
Dashiboard ;{
Label Management )
Top Knowledge Base Articles Latest News Articles
Search
- -
3 Inventory » « Information Regarding New Petya (PetyaWrap) Ransomware Qutbreak «  KACE Systems Management Appliance (K1000) 7.2 is now available!
o (230836)
@ Monitoring > = KACE Systems Deployment Appliance (K2000) 4.1 (SP1) is now available!
= KACE K1000 (SMA) and K2000 (SDA) information on SambaCry vulnerability
Ml Asset Management » (CVE-201707494) «  KACE Systems Management Appliance 7.1 Seif-Help Feature Highlight
K Distribution 3 (228374)
o Information regarding WannaCry virus and patch MS17-010 (229420)
& Scripting > « K1000 7.0 Support Notifications
*  Reports with Large Datasets May Cause Disk to Fill and Database Corruption
rity hd K100 Licensing Update - End of Asset Pack "grandfathering” v
Security » (213259) g g E
© Service Desk »
B Reporting » Connections File Synchronizations Managed Installations Current Scripts
£ Settings »

5 0 0 0

o S, ™M™

Managed Operating Systems License Compliance
FaceTime w
MACOS X "
60% NetLimiter 100
Office 1
OneDrive 20
Windows

KACE Systems Management Appliance 13.2 Administrator Guide

Components available in Admin mode with the Organization component enabled



Table 3. Components available in Admin mode with the Organization component enabled

Component Ul page Used to...
Settings «  Control Panel Manage general settings for the
organization, such as user authentication
*  Users and Agent provisioning. See:
+  Credentials «  Configuring the appliance
* Roles «  Configuring user accounts, LDAP
+  Provisioning authentication, and SSO
. Resources *  Managing credentials
. History *  Provisioning the KACE Agent
. Support * Importing and exporting appliance

resources
Managing settings history

Using Troubleshooting Tools

Components available in System mode with the
Organization component enabled

When the Organization component is enabled,

System mode shows components related to appliance settings.

Organization-level components are available in Admin mode.

When you log in to the appliance System Administration Console, http://appliance_hostname/system,
or select System in the drop-down list in the top-right corner of the Administrator Console, the following

components are available.

@ admin (System) ~

Session Timeout: 00:59:49 + 07/27/2017 13:48:20

. System Dashboard

Warning: 5 of 10 managed computer licenses are being used.

Latest News Articles

K1000 Licensing Update - End of Asset Pack “grandfathering

sks in Progres
Tasks in Progress

Idle

Device Check-In Rate

& Customize View Details Ei

n Regarding New Petya (PetyaWrap) Ransomware Outbresk

Top Knowledge Base Articles

. KACE
(CVE-2017

M#) and K2000 (SDA) information on SambaCry vulnerability
94)

* Information regarding WannaCry

. R

Disk Capacity
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Table 4. Components available in System mode with the Organization component enabled

Component Sub-tabs Used to...
Home «  Dashboard Review summary statistics for the
appliance.

See Using the Home component.

Settings «  Control Panel Manage the appliance and access

resources such as Quest Support. See:
*  Administrators
»  Configuring the appliance
* Logs
*  Maintaining the appliance
*  Appliance Updates
* Importing and exporting appliance

* Resources resources
*  History «  Managing settings history
*  Support «  Using Troubleshooting Tools
Reporting «  Reports Run pre-packaged reports and report-
creating tools to monitor your appliance
*  Report Schedules implementation.
See Using reports and scheduling
notifications.
Organizations +  Organizations Add and manage organizations (requires
the Organization component).
* Roles . . L
See Creating and managing organizations.
*  Filters
*  Devices

Using the Home component

The Home component includes the Dashboard, Label Management, and Search features.

About Dashboards

Dashboards provide overviews of organization or appliance activity. They also provide alerts and links to news
and Knowledge Base articles.

If the Organization component is enabled on the appliance, and you are logged in to the Administrator Console
(http://appliance_hostname/admin), the Dashboard shows information for the selected organization.
When you are logged in to the System Administration Console (http://appliance_hostname/system), the
Dashboard shows information for the appliance, including all organizations.

. TIP: The appliance updates the summary widgets periodically. To update all of the widgets any time, click

the Refresh button in the upper right of the page: c To update individual widgets, hover over the widget,
then click the Refresh button above the widget.
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View the Dashboard in Admin mode

View the Admin mode Dashboard to find summary information for the appliance or, if the Organization component
is enabled, for the selected organization.

* Log in to the Administrator Console , http://appliance_hostname/admin. Or, if Show organization menu
in admin header is enabled, select an organization in the drop-down list in the top-right corner of the page
next to the login information.

The Dashboard page appears.

P

® admin (Default) ~

L
X Session Timeout: 00:59:05 » 07/27/2017 14:00:58
< % Home > Dashboard o
i Home v 5
Dashboar’d Customize H View Details [
- Top Knowledge Base Articles Latest News Articles
- -
» n Regarding New Petya (PetyaWrap) Ransomware Outbreak

* KACE K1000 (SMA) and K2000 (SDA) information on SambaCry vulnerability
(CVE-201707494)

Management »
B Distribution >
& Scripting >

0 Support Notifications

isk to Fill and Database Corruption

3 v K1000 Licensing Update - End of Asset Pack "grandfathering v
»
» Connections File Synchronizations Managed Installations Current Scripts
H
5 0 0 0

o - -

Managed Operating Systems License Compliance
FaceTime "
MAC 08 X "
60% NetLimiter 100
Office "
OneDrive 20
Windows

View the Dashboard in System mode

If the Organization component is enabled on your appliance, view the System Dashboard to find summary
information for the appliance.

* Login to the appliance System Administration Console, https://appliance_hostname/system, or select
System from the drop-down list in the top-right corner of the page.

The System Dashboard page appears.
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mant Arrlianes @ admin (System) «

¢« % Home > Dashboard > System Dashboard

’ System Dashboard C || customize || View Details

Warning: 5 of 10 managed computer licenses are being used.

st News Articles op Knowledge Base Article:

Tasks in Progress Device Check-In Rate Disk Capacity

Q ~ O

Idle

Customize Dashboard pages

You can customize Dashboard pages to show or hide widgets as needed.
1. Do one of the following:
¢ Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if
Show organization menu in admin header is enabled in the appliance General Settings, select

an organization in the drop-down list in the top-right corner of the page next to the login
information.

* Login to the appliance System Administration Console, https://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

The Dashboard or System Dashboard page appears.
2. Hover over the widget, then use any of the following buttons:

o

C."; Refresh the information in the widget.

'ﬂ': Display information about the widget.

° ———

I Hide the widget.
”
E_I: Resize the widget.

+: Drag the widget to a different position on the page.
3. Some widgets are editable, allowing you to filter the information that they display. To edit an editable

widget, click # andin the dialog box that appears, provide the required information. In some cases, you
can also switch between bar chart and donut views, as applicable.

4. Click the Customize button in the top-right corner of the page to view available widgets.
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View By: Al ltems - X

Widget Library

Installed "" “ Installed Installed Installed

To view all installed widgets, click View By > All Items

To view only the Service Desk widgets, click View By > Service Desk

To view only the Device widgets, click View By > Devices

To view only the Asset Management widgets, click View By > Asset Management
To view only the Security widgets, click View By > Security

= © e No O

0. To show a widget that is currently hidden, click Install.

About Dashboard widgets

Dashboard widgets provide overviews of organization or appliance activity.

This section describes the widgets available on the Dashboard. If the Organization component is enabled on your
appliance, widgets show the information for the selected organization at the Admin level and for the appliance at
the System level.

Widget

Description

General widgets

Latest News
Articles and Top
Knowledge Base
Articles

Connections

File
Synchronizations

Managed
Installations

Current Scripts

License
Compliance

This section provides a high-level overview of your appliance activity. The information
appearing in these widgets allows you to focus on specific indicators that can help
you understand any potential issues.

These widgets provide links to news and information from Quest. News articles are
displayed according to date or importance. Knowledge Base articles are displayed
according to their priority in the Technical Support system.

This widget shows the number of connections to the appliance web server. A high
number indicates a high load on the server, which might reduce appliance response
time. If the Organization component is enabled on your appliance, the widget shows
the information for the selected organization.

This widget shows the number of File Synchronizations that are in progress on Agent-
managed devices. If the Organization component is enabled on your appliance, the
widget shows the information for the selected organization.

This widget shows the number of Managed Installations that are in progress
on Agent-managed devices. If the Organization component is enabled on your
appliance, the widget shows the information for the selected organization.

This widget shows the number of scripts that are enabled to run on Agent-managed
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

If you have created License assets for software, this widget shows the number of
Agent-managed devices that have a particular licensed software installed, and the
number of licenses available. If the Organization component is enabled on your
appliance, the widget shows the information for the selected organization.
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Widget

Description

Provisioning

Provision Platforms

Tasks in Progress

Device Check-In
Rate

Software License

Configuration

Disk Capacity

Software
Publishers

License assets can be created for applications listed on the Software page and the
Software Catalog page, and the license mode for applications must be Unit License
or Enterprise for license information to appear on this widget. Applications with other
license modes, such as Shareware, Freeware, or Not Specified, are not displayed on
this widget.

This widget is for information only, and the appliance does not enforce license
compliance. For example, the appliance does not prevent software from being
installed on Agent-managed devices if a license is expired or otherwise out of
compliance.

The following colors indicate threshold levels:
* Red: Usage is at or above the critical threshold setting.

* Orange: Usage is at or above the warning threshold setting but below the
critical threshold setting.

*  Green: Usage is below the warning threshold setting.

To change the threshold levels, see Configure appliance General Settings without the
Organization component.

For information about managing License assets, see Managing inventory.

This widget shows the status of KACE Agent provisioning or installation tasks. If
the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget shows the percentage of operating systems installed on Agent-managed
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

This widget displays the number of tasks in progress on the appliance. This number
includes tasks related to scripting, inventory, metering, replication, patching,
bootstrapping, and cache queries. You can view the load average on the appliance,
and change the task throughput, as needed. See Configure Agent communication
and log settings.

If the Organization component is enabled on your appliance, the widget is available
on the System Dashboard page.

This widget displays the number of devices that have connected to the appliance in
the past 60 minutes. If the Organization component is enabled on your appliance, this
widget is available at the System level.

If you set up License assets for software, and specify the license type, such as site,
subscription, or unit, that information is displayed in this widget. If the Organization
component is enabled on your appliance, the widget shows the information for the

selected organization.

This widget displays the amount of disk space that is free or in use on the appliance.
If the Organization component is enabled on your appliance, this widget is available
at the System level.

This widget displays the publishers defined in the Software Catalog, with the
highest number of software titles installed on managed devices. If the Organization
component is enabled on your appliance, the widget shows the information for the
selected organization.
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Widget

Description

Software Titles

Expiring Dell
Warranties

Monitoring Alert
Summary

Monitored Devices

Monitoring Alerts

Service Desk
widgets

This widget displays the software titles defined in the Software Catalog, with the
highest number of installations on managed devices. If the Organization component
is enabled on your appliance, the widget shows the information for the selected
organization.

This widget displays information on any Dell Warranties, and links to the Reports list
page for Dell Warranty reports.

If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget displays the number of unacknowledged alerts, grouped by alert level.
The following icons indicate alert level:

*  o: Critical

* o Error

* 4 Warning

* o: Information
*+ o Recovered

If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

Low-resource alerts.\When the appliance resources are low, Critical alerts appear
on the Dashboard, providing the recommended course of action such as contacting
Support. These alerts are generated when the appliance is detected to use a high
amount of disk, CPU, and memory resources, or when a high number of emails is
received.

Critical low-resource alerts are displayed when the related condition is detected within
the last ten minutes, and it persisted for one hour before being displayed.

The settings for these alerts are tracked in the history settings. You can disable
that by clearing any of the Low Resource Alerts options on the Settings History
Configuration page. For more information, see Configure System-level settings
history subscriptions with the Organization component enabled.

This widget displays the status of the devices for which monitoring has been enabled.
If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget displays the alert messages for the devices being monitored. If the
Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This section provides a high-level overview of your Service Desk ticket performance.
Use it to quickly review the state of your tickets and look for any indicators that can
improve your customer experience. For example, you can review the numbers of
overdue tickets and focus on specific issues, as needed.

NOTE: Service Desk widgets display data for the default queue associated
with the logged-in user. If there is no default set for the user, or if Al Queues is
set as the default, the widgets display data from all the queues owned by the
user.

NOTE: If the user does not own any queues, or if their default queue is no
longer valid, the widgets do not display any data.
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Widget

Description

Shortcuts

Views

Reports

Tickets Opened
Today

Active Tickets By
Owner

Active Tickets By
Category

Active Tickets By
Priority

Active Tickets
Closed Tickets

Overdue Tickets

Overdue Tickets By

Owner

Overdue Tickets
Today

Tickets Due Today

Reopened Tickets

This widget contains links to common Service Desk actions. Use them to quickly
initiate specific tasks, such as creating a new KB (Knowledge Base) article,
scheduling a report, and so on.

This widget contains links to common Service Desk pages and wizards, including
any custom views that you created. Use them to quickly navigate to specific pages,
such as My Recent Tickets, All Unassigned Tickets, and Tickets Due Today. It
also displays link to custom views, as applicable. The list of custom views is sorted
alphabetically. If you want the custom views to appear in a specific order, you can
prefix their names with numbers, as needed.

This widget contains links to common Service Desk reports. Use them to quickly
generate a specific report, such as Open Tickets last 7 days by Owner, Stalled/Open
Tickets by Owner, and others.

This widget contains the number of Service Desk tickets that were opened today.

These widgets display the numbers of active, closed, overdue, overdue today, due,
due today, or reopened Service Desk tickets, grouped into any of the following
categories:

+  Category
*  Priority
«  Owner
*  Queue
* Range

The resulting data can appear in a Bar Chart or a Donut Chart.
To change the widget title, choose how you want to group the tickets, or select the

chart type, click # inthe widget. In the dialog box that appears, make your edits and
click Save.
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Widget

Description

Average Ticket
Resolution Time

Tickets Overdue

Device widgets

Devices By
Memory

Devices By
Processor

Devices by Disk
Capacity

Managed Operating
Systems

Devices By
Manufacturer

Devices By Model

Devices By
Subtype

This widget displays the average number of days the ticket resolution takes over that
last 30 days, grouped into any of the following categories:

+  Category
*  Priority

«  Owner

*  Queue

*  Month

The resulting data can appear in a Bar Chart or a Donut Chart.
To change the widget title, choose how you want to group the tickets, or select the

chart type, click # inthe widget. In the dialog box that appears, make your edits and
click Save.

This widget displays the number of Service Desk tickets that are currently overdue.

This section provides a high-level overview of your managed devices. Use it to
quickly review the state of your devices and look for any indicators that can improve
their performance. For example, you can review the percentages of available disk
space, and focus on specific issues, as needed.

This widget shows a bar chart, where each bar represents a number of devices that
have an indicated amount of RAM installed on them.

This widget shows a bar chart, where each bar represents a number of devices that
have a specific processor configuration.

This widget shows a donut chart, where each section of the chart indicates the
percentage of free disk space on the managed devices. Clicking the widget title
displays a report with links to the associated devices. Hovering over each section
of the chart displays the percentage of managed devices that have the selected
percentage of free disk space. For example, if you hover over the red part of the
chart, the widget displays the percentage of devices whose free disk space is lower
than 25%.

This widget shows the percentage of managed devices that are running each
operating system. If the Organization component is enabled on your appliance, this
widget shows the percentage of devices in the selected organization.

This widget shows the top device manufacturers represented in device inventory.
If the Organization component is enabled on your appliance, this widget shows the
percentage of devices in the selected organization.

This widget shows the top device models represented in the device inventory. If
the Organization component is enabled on your appliance, this widget shows the
percentage of devices in the selected organization.

This widget shows a donut chart, where each section of the chart indicates the
percentage of the managed devices by device subtype.
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Widget

Description

VMware Device
Counts

VMware Device
Reports

VMware ESXi
Device By Status

VMware ESXi
Version Counts

Asset
Management
widgets

Assets By Type

Assets By Status

Cost ($) of Unused
Licenses By
Product

License
Compliance

This widget shows the counts of each VMware device type, such as vCenters, ESXi
hosts, virtual machines, and provisioned virtual machines. Clicking the widget title
displays the Devices list page.

This widget contains links to five popular VMware inventory reports. Clicking the
widget title displays the Reports list page with the Virtual Infrastructure filter applied.

This widget displays a donut chart showing the current status of ESXi devices. There
are four possible values: OK, Warning, Error and Unknown. Clicking the widget title
displays a new VMware inventory report that lists all ESXi devices by current status.

This widget shows the counts of the top five ESXi versions. Clicking the widget title
displays a new VMware inventory report that shows all ESXi devices by version.

This section provides a high-level overview of your asset usage. Use it to quickly
review the state of your assets and look for any indicators that can improve your
asset configuration. For example, you can focus on how your software licenses are
used and identify which software titles need to have their license renewed.

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their asset type, such as device, software, location,
license, and others. Hovering over each section of the chart displays the percentage
of the assets of the selected type.

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their status, such as Active, Disposed, Missing, or
other. Hovering over each section of the chart displays the percentage of the assets
in the selected status.

This widget shows a bar chart, where each bar represents the cost of unused
licenses for each product. You can use this information to reassign or cancel unused
licenses, and to redirect your resource where they are most needed.

If you have created License assets for software, this widget shows the number of
Agent-managed devices that have a particular licensed software installed, and the
number of licenses available. If the Organization component is enabled on your
appliance, the widget shows the information for the selected organization.

License assets can be created for applications listed on the Software page and the
Software Catalog page, and the license mode for applications must be Unit License
or Enterprise for license information to appear on this widget. Applications with other
license modes, such as Shareware, Freeware, or Not Specified, are not displayed on
this widget.

This widget is for information only, and the appliance does not enforce license
compliance. For example, the appliance does not prevent software from being
installed on Agent-managed devices if a license is expired or otherwise out of
compliance.

The following colors indicate threshold levels:
* Red: Usage is at or above the critical threshold setting.

* Orange: Usage is at or above the warning threshold setting but below the
critical threshold setting.

*  Green: Usage is below the warning threshold setting.
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Widget

Description

Software Titles

Software
Publishers

Assets by Location

Software Installed
But Not Used in 60
Days

Expiring
Software License
Maintenance

Expired Software
License
Maintenance

Expiring Contracts

Expired Contracts

Software License
Configuration

Security widgets

Critical Patch
Compliance

To change the threshold levels, see Configure appliance General Settings without the
Organization component.

For information about managing License assets, see Managing inventory.

This widget displays the software titles defined in the Software Catalog, with the
highest number of installations on managed devices. If the Organization component
is enabled on your appliance, the widget shows the information for the selected
organization.

This widget displays the publishers defined in the Software Catalog, with the
highest number of software titles installed on managed devices. If the Organization
component is enabled on your appliance, the widget shows the information for the
selected organization.

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their location. Hovering over each section of the chart
displays the percentage of the assets in the selected location.

This widget shows a bar chart, where each bar represents a software title and the
corresponding number of instances of that product that have not been in use in the
last 60 days. You can use this information to further investigate whether these titles
are needed, to reassign or uninstall unused software, and to redirect your resource
where they are most needed.

This widget shows a vertical bar chart, where each bar represents the number of
software licenses that are about expire in the given time period.

This widget shows a donut chart representing the ration of expired and current
licenses. Hovering over each section of the chart displays the percentage of the
software licenses that are either expired or current, as selected.

This widget shows a vertical bar chart, where each bar represents the number of
contracts that are about expire in the given time period.

This widget shows a donut chart representing the ration of expired and current
contracts. Hovering over each section of the chart displays the percentage of the
contracts that are either expired or current, as selected.

If you set up License assets for software, and specify the license type, such as site,
subscription, or unit, that information is displayed in this widget. If the Organization

component is enabled on your appliance, the widget shows the information for the

selected organization.

This section provides an overview of patch compliance in your environment, and the
information about patching processes. Use it to quickly review the level of system
patches installed on managed devices and look for any indicators that can improve
your system security.

This widget shows the deployment progress of patches that are marked as critical.
If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.
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Widget

Description

Dell Updates

Compliance By
Machine

Compliance By
Patch

Patch Installation
Progress

Patches Deployed

Patches Failed

Patches Released

This widget displays the number of Dell applications, BIOSs, and firmware updates
that can be applied to managed devices. The updates are categorized as Moderate,
Important, or Critical, depending on the urgency of the update. After a Dell Update
schedule is created, data appears in the widget. See Configure Dell Update
schedules.

If the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget displays a donut chart, where each section of the chart indicates the
percentage of patch compliance for each managed device. Hovering over each
section of the chart displays the percentage of the patch compliance for the selected
device.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget provides a donut chart, where each section of the chart indicates the
percentage of compliance for each applicable patch. Hovering over each section of
the chart displays the percentage of the compliance for the selected patch.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget shows the progress of patching tasks that are running on managed
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

This widget displays the number of patches that are currently deployed.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget displays the number of patches that failed to deploy.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

This widget displays the number of patches that are released and available for
deployment.

You can change the information that appears in the widget by choosing the patch
publisher, operating system, label, classification, severity, KB number, and availability
date. You can also switch between bar chart and donut views, as applicable. You

can also install multiple instances of this widget on the Security Dashboard using a
different set of parameters in each instance.

KACE Systems Management Appliance 13.2 Administrator Guide
About Dashboard widgets



Widget

Description

Patching Tasks

Completed

Reports

SCAP Summary

Views

Windows 10
Releases

This widget shows the progress of patching tasks, such as detect, deploy, and
rollback tasks, on managed devices. If the Organization component is enabled on
your appliance, the widget shows the information for the selected organization.

This widget contains links to common patching reports. Use them to quickly generate
a specific report, such as Critical and Recent Bulletin List , Devices not compliant by
patch, and others.

This widget provides information about SCAP scans that have been performed on
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

This widget contains links to common patching pages and wizards, including any
custom views that you created. Use them to quickly navigate to specific pages, such
as the Patch Catalog. If you have any custom views, they are sorted alphabetically. If
you want the custom views to appear in a specific order, you can prefix their names
with numbers, as needed.

This widget shows a bar chart, with each item in the chart representing a particular
Windows 10 release and the number of managed devices running that version. This
can give you an idea of how many devices are candidates for published Windows 10
updates.

View Dashboard details

Dashboard details show statistics for the appliance or the selected organization.

If the Organization component is enabled on your appliance, and you are logged in to the Administrator Console
(http://appliance_hostname/admin), the statistics are shown for the selected organization. When you are
logged in to the System Administration Console (http://appliance_hostname/system), the statistics are
shown for the appliance, including all organizations.

On new appliances that have no managed devices, the Dashboard Detail page shows zero or no records.

1. Do one of the following:

¢ Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if
Show organization menu in admin header is enabled in the appliance General Settings, select
an organization in the drop-down list in the top-right corner of the page next to the login
information.

* Login to the appliance System Administration Console, https://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

2. Click Home > Dashboard.

The Dashboard or System Dashboard page appears.

3. In the top-right corner of the page, click View Details.

The Dashboard Detail page appears. It shows the following information:

Summary Section

Description

Devices

Information about managed devices, including a breakdown of the operating systems
in use.

In addition, if the number of managed devices exceeds the number allowed by your
license key, you are notified of it here.
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Summary Section

Description

Software

Distributions

Monitoring Alerts
Summary

Alert Summary

Patches

OVAL

Discovery
(Network Scan)

A summary of the applications that are available in inventory on the appliance. This
includes applications listed on the Software page and the Software Catalog page.

The applications that have been distributed to managed devices, separated by
distribution method. This section also indicates the number of packages that are
enabled and disabled.

The number of unacknowledged alerts for monitored devices, grouped by alert level.

The following icons indicate alert level:
»  o: Critical
* o Error
* 4> Warning
* o Information

*« o. Recovered

The alerts that have been distributed to managed devices, separated by the alert
type. This summary also indicates the number of alerts that are active and expired.

The IT Advisory refers to the number of Knowledge Base articles in User Console.

The patches received from software vendors such as Microsoft® and Apple. The
summary includes the date and time of the last patch (successful and attempted),
total patches, and total packages downloaded.

Information about the Open Vulnerability Assessment Language (OVAL), a battery
of tests that can be run to identify security vulnerabilities on managed devices. OVAL
information includes:

*  The definitions received

*  The date and time of the last OVAL download (attempted and successful)
*  The number of OVAL tests in the appliance

*  The number of devices scanned

«  The number of vulnerabilities detected on managed devices

The results of Discovery scans that have run on the network, including the number of
IP addresses scanned, the number of services discovered, and the number of scans
that have been performed.

NOTE: When this page is refreshed, the record count is updated. New appliance installations contain
zero records.

For more information about OVAL, see Maintaining device and appliance security.

View task schedules

The Task Schedule page displays a list of tasks scheduled for the current hour, day, or the week, as selected,
using their start times and an estimated duration based on machine counts and task types. Any tasks that have
detail pages associated with them, such as scripts, can be accessed by clicking the task name in the table.
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The Administrator Console displays the tasks associated with the selected organization and any System tasks,
like the Backup Window. When you view this page in the System Administration Console, it displays all tasks
from all organizations (separated by the organization), along with any available System tasks.

Any task chains that appear in the page are represented with connecting lines. For more information about task
chains, see Using Task Chains.

Tasks associated with multiple agents and devices appear in gradient color line, where the length of the line does
not reflect the task duration or any historical data. Solid color lines appears indicates tasks with a fixed duration. A
blue vertical bar in the graph represents the current date and time.

1.

Do one of the following:

¢ Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if
Show organization menu in admin header is enabled in the appliance General Settings, select
an organization in the drop-down list in the top-right corner of the page next to the login
information.

* Login to the appliance System Administration Console, https://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

The Dashboard or System Dashboard page appears.
On the left navigation bar, in the Home section, click Task Schedule.

The Task Schedule page appears.
To switch between different levels of detail, click Hour, Day, or Week, as required.

View the appliance version, model, and license information

The About appliance link in the Help panel displays the appliance version, model, and license information.

1.
2.

Log in to the User Console, Administrator Console, or System Console.
In the upper right of the Administrator Console, click Need Help.

A help pane appears on the right containing high-level information about the related Administrator
Console page. The bottom of the help pane includes the following buttons:

Appliance Administrator Guide(™): Provides access to the KACE System Management Appliance
help contents.

Knowledge Base (=): Allows you to browse the Knowledge Base articles associated with the related
Administrator Console page.

: NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Video Knowledge Base (H): Allows you to browse one or more training videos associated with the
related Administrator Console page. You can play a video on the help pane, in a smaller window
outside of the selected page, or on the target Knowledge Base page that hosts the video.

NOTE: This option is only available if related videos exist on the Support Portal. Also, it only
appears in the Administrator Console and the System Console. It does not appear in the User
Console.

Live Chat (®): Starts a chat with a KACE System Management Appliance product specialist.

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Open Ticket (#): Links to the Support page (https://support.quest.com/create-service-request) that
allows you to create a service request.
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3.

o

o

o

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Support (&): Links to the Settings > Support page. This page provides resources for troubleshooting
system management issues and contacting Quest Support.

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

KACE GO Mobile App (C): Displays a dialog containing links for downloading the KACE GO Mobile
App. The app is available for iOS and Android platforms.

NOTE: This option is available if the appliance is configured to interact with the K1 GO Mobile
App. It only appears in the Administrator Console and the System Console. It does not appear
in the User Console For more information on enabling mobile access, see Configuring Mobile
Device Access.

About (©): Displays information about your KACE System Management Appliance installation.

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Click the About link located at the bottom-right corner of the panel.

The appliance license information is displayed.

o

o

o

o

o

The appliance version, model, and serial numbers.

The license expiration date, in month/day/year format.

The number of Managed Computers, Monitored Servers, and Assets that your license entitles you to
manage.

Managed Computers: The number of Managed Computers your license entitles you to manage.
Managed Computers are devices in the inventory that 1) have Windows, Mac, Linux, or UNIX
operating systems, 2) are categorized as PCs or servers, and 3) were not added to inventory
manually, through the WSAPI, or through mobile device management.

Monitored Servers: The number of Monitored Servers your license entitles you to manage.
Monitored Servers are servers that 1) meet the requirements for Managed Computers and 2)
have Monitoring enabled.

Assets: Assets that count toward your license limit include devices that 1) have been added to
the inventory but do not meet the definition of Managed Computers or Monitored Servers and
2) were not added to inventory manually, through the WSAPI, or through mobile management.
Examples of Assets include printers, projectors, network gear, and storage devices. The assets
you create and manage using the Asset Management component do not count toward the license
limit.

Your product license agreement entitles you to manage a specified number of devices. Be

aware that devices count toward these limits even if devices are MIA (missing in action) or

no longer in use. However, devices that are added to inventory manually, or through the

API, do not count toward license limits. For more information, see http://quest.com/docs/

Product_Guide.pdf. To increase your license capacity, go to the Quest website: https://

quest.com/buy.

If the license count is within the threshold of 25 units from limit, a warning alert appears in the
user notification list. When the server license count reaches the limit, an error alert is displayed.
Also, when the license limit is reached and an agent attempts to add a new device, an error
alert appears. For more details about user notifications, see Managing user notifications.

License terms and conditions.

Third-party code attributions.
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Optional: View appliance license information with enabled components. See View product licensing information.

View product licensing information

The appliance license information appears in the Appliance Updates section of the Administrator Console.
1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Appliance Updates.
3. Inthe License Information section, click the Help button: .

The following information appears:

- Managed Computers: The number of Managed Computers your license entitles you to manage.
Managed Computers are devices in the inventory that 1) have Windows, Mac, Linux, or UNIX
operating systems, 2) are categorized as PCs or servers, and 3) were not added to inventory
manually, through the WSAPI, or through mobile device management.

> Monitored Servers: The number of Monitored Servers your license entitles you to manage.
Monitored Servers are servers that 1) meet the requirements for Managed Computers and 2) have
Monitoring enabled.

> Assets: Assets that count toward your license limit include devices that 1) have been added to the
inventory but do not meet the definition of Managed Computers or Monitored Servers and 2) were
not added to inventory manually, through the WSAPI, or through mobile management. Examples of
Assets include printers, projectors, network gear, and storage devices. The assets you create and
manage using the Asset Management component do not count toward the license limit.

= Your product license agreement entitles you to manage a specified number of devices. Be aware
that devices count toward these limits even if devices are MIA (missing in action) or no longer in
use. However, devices that are added to inventory manually, or through the API, do not count
toward license limits. For more information, see http:/quest.com/docs/Product_Guide.pdf. To
increase your license capacity, go to the Quest website: https://quest.com/buy.

= If the license count is within the threshold of 25 units from limit, a warning alert appears in the
user notification list. When the server license count reaches the limit, an error alert is displayed.
Also, when the license limit is reached and an agent attempts to add a new device, an error alert
appears. For more details about user notifications, see Managing user notifications.

> Expires: The license expiration date, in month/day/year format.

NOTE: When the appliance maintenance expires, some features such as patching support
become unavailable. This causes an error alert to appear on the Home Dashboard. To renew
your license, visit https://support.quest.com/contact-us/renewals. For more information about the
Dashboard, see Using the Home component.

> Components: The components enabled under your license.

Optional: View the product serial number, model number, license terms and conditions, and third-party code
attributions. See View the appliance version, model, and license information.
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About appliance software updates

The appliance checks with the servers at Quest daily for software updates. These updates are referred to as
advertised updates.

If updates are available, an alert appears on the Home page of the Administrator Console the next time you log
in with Administrator account privileges.

Related topics

Upload an update file to the appliance manually.

About labels

Labels are containers that enable you to organize and categorize items, such as devices, so that you can manage
them as a group.

For example, you can use labels to identify devices that have the same operating system or that are in the same
geographic location. You can then initiate actions, such as distributing software or deploying patches, on all of
the devices with that label. Labels can either be manually assigned to specific items or automatically assigned to
items when they are associated with criteria, such as SQL or LDAP queries.

You can add labels from the Labels section as well as from other sections of the Administrator Console where
labels are used, such as the Devices page.

The following labels are available:

+ Labels: Labels that are applied manually and used to organize users, devices, software, Managed
Installations, and more. See Managing manual labels.

+ Smart Labels: Labels that are applied and removed automatically based on criteria you specify. For
example, to track laptops in a specific office, you could use a label called “San Francisco Office,” and add
a Smart Label based on the IP address range or subnet for devices located in the San Francisco office.
Whenever a device that falls within the IP address range is inventoried, the Smart Label “San Francisco” is
automatically applied. When the device leaves the IP address range, and is inventoried again, the label is
automatically removed. See Managing Smart Labels.

* LDAP Labels: Labels that are applied to and removed from users and devices automatically based on
LDAP or Active Directory® queries. See Managing LDAP Labels.

Related topics
Managing Smart Labels
Managing LDAP Labels

Searching for information and filtering lists

You can search the appliance databases, and filter list pages, to find information on the appliance.

If the Organization component is enabled on your appliance, you can search the database of each organization
separately. You cannot search the databases of all organizations at once, and you cannot search at the System
level.

Search at the Admin level

You can search the Admin-level databases to find information on the appliance.
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If the Organization component is enabled on your appliance, you can search the database of each
organization separately. You cannot search the databases of all organizations at once, and you cannot
search at the System level.
1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Do one of the following:
¢  Click the Search button in the top-right corner of the page to display the Search field. Then

type at least four characters in the Global Search field and press Enter or Return. The following
illustration shows this Search field:

@ KACE Systemns Management Appliance @ edmin efault
- ’ Session Timeout: 00:59:11 + 07/27/2017 13:05:31

e
< n Dashboard T (o)

¢ Click Home > Search. Then type at least four characters in the Search field that appears above
the list on the right, and press Enter or Return. The following illustration shows this Search

field:
— .
[/ ) KACE Systems Management Appliance @ oaminoetauty -
A" 4 i \ Session Timeout 00:59:51 - 07/27/2017 13.00:4;
<t Home Searct a
M Home v - ist : 07/27/2017 13:00:34
Search Results st Refreshed E

* TIP: Use the percent sign (%) as a wildcard. For example, you can use the percent sign in a search string
to find all items that match the criteria before and after the percent sign.

Search at the page level

Page-level Search enables you to search for information on the current page.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Goto alist page. For example, on the left navigation bar, click Inventory. The Devices page appears.
3. On the list page, Devices in this example, enter the search text into the Search field in the top-right corner
of the page. Press Enter or Return to begin the page level search.

The following illustration shows the Page-level Search field:
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« OO t Devices
 Home ' je\vﬂ‘ces List Refreshed: 07/27/2017 13:03:04  Auto Refresh: Ev nds
I Devices
* TIP: Use the percent sign (%) as a wildcard. For example, you can use the percent sign in a search string

to find all items that match the criteria before and after the percent sign.
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Searching at the page level with advanced options

Advanced page-level Search enables you to search for information on the current page using various
combinations of criteria. Advanced page-level Search is available on most list pages, such as the Devices page
and the Software page.

Example: Search for managed devices using Advanced Search criteria

This example shows how to use Advanced page-level Search to find Windows devices that are running low on
disk space.

When a scoped user performs an advanced search on devices, and their user role is associated with a Smart
Label, the results only include the devices that are associated with the Smart Label. To see additional devices,
you can change the scope of Smart Label, as needed. For more information on how to configure a device scope
for a user role, see Add or edit User Roles. For details about Smart Labels, see Managing Smart Labels.

1. Go to the Devices list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Dashboard.
2. Click the Advanced Search tab above the Devices list on the right.

The Advanced Search panel appears.

LUIELTGC Rl Smart Label  Notification £ -

Smart Label: select... + Load

Add Group

Name ~ contains ~ Windows AND | Add Line

3. Specify the criteria required to find Windows devices:
Operating System: Name | contains | Windows

4. With AND selected in the operator drop-down list, click Add Line to add a new line, then specify the criteria
required to find devices that are low on disk space:

Drive Information: Disk % Capacity | > | 95
5. Click Search.

The list is refreshed to show devices that match the specified criteria.

Add Smart Labels and Notifications using Advanced Search criteria
You can add Smart Labels and notifications using criteria in the Advanced Search panel.

When a scoped user performs an advanced search on devices, and their user role is associated with a Smart
Label, the results only include the devices that are associated with the Smart Label. To see additional devices,
you can change the scope of Smart Label, as needed. For more information on how to configure a device scope
for a user role, see Add or edit User Roles. For details about Smart Labels, see Managing Smart Labels.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Go to a list page. For example, on the left navigation bar, click Inventory to display the Devices page.
3. Click the Advanced Search tab above the list on the right and enter the search criteria.
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8.

See Example: Search for managed devices using Advanced Search criteria.
Click the Smart Label tab above the list on the right.

The Smart Label panel appears, and the selected search criteria remain available.

Smart Label

Name v = v Windows AND -| Add Line Add Group

Disk % Capacity + = =+ 95 AND -| Add Line
Choose Label: v m Metering Enabled

In the Choose label drop-down list, do one of the following:

* Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

¢ Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.

NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.

Click Create.

Smart Labels are applied as follows:

> Smart Labels are automatically applied to or removed from devices when devices check in to the
appliance, based on whether the devices meet the specified criteria.

> If a specific application Smart Label is edited using Home > Labels > Smart Labels, it is applied to or
removed from all applications immediately.

> Smart Labels are automatically applied to or removed from applications when the items are updated
on the Inventory > Software page, based on whether the items meet the specified criteria.

Click the Notification tab above the list on the right.

The Notification panel appears, and the selected search criteria remain available.

Notification

Name ¥ contains +  Windows AND | r‘"\d:: Line

Add Group

Disk % Capacity » = v 95 AND -| Add Line

Frequency: 15Minutes « Title: Recipient:

Provide the following information:

Field Description

Title The information that you want to appear in the Subject line of the email.

Recipient The email address or addresses of intended recipients. Email addresses must be fully

qualified email addresses. To send email to multiple addresses, use commas to separate
each address, or use email distribution lists.

Frequency The interval at which the appliance runs the query to compare the selected criteria with

9.

items in inventory. If criteria are met, the notification is sent.

Optional: To verify the criteria, click Test Notification.

KACE Systems Management Appliance 13.2 Administrator Guide 58
Searching at the page level with advanced options



The list is refreshed to show items that match the specified criteria. No email notifications are sent
during the test.

10. Click Create Notification.
The notification is added and it appears on the Email Alerts page.

For information about scheduling the frequency of the notification, see Edit notification schedules.

Related topics

Example: Search for managed devices using Advanced Search criteria

Load Smart Labels from the Advanced Search tab
You can load Smart Labels from list pages on which the Advanced Search tab is available.

When a scoped user performs an advanced search on devices, and their user role is associated with a Smart
Label, the results only include the devices that are associated with the Smart Label. To see additional devices,
you can change the scope of Smart Label, as needed. For more information on how to configure a device scope
for a user role, see Add or edit User Roles. For details about Smart Labels, see Managing Smart Labels.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Go to a list page. For example, click Inventory to display the Devices list.

3. Click the Advanced Search tab above the list on the right to display the Advanced Search panel.

4. Atthe top of the Advanced Search panel, in the Smart Label drop-down list, select the Smart Label you
want to load.

The drop-down list shows Smart Labels that match the list page you are viewing. For example, on the
Devices page, the drop-down list shows Device Smart Labels. In addition, labels are displayed only if
the underlying SQL has not been edited outside of the Smart Label wizard. This is because the wizard
cannot be used to display custom SQL.

5. Click Load.

The criteria of the selected Smart Label appears in the Advanced Search panel.

Create Custom Views using Advanced Search criteria

You can create Custom Views using Advanced Search criteria. Custom Views display list items using predefined
Advanced Search criteria. Custom Views are available on list pages such as the Software Catalog page, the
Assets page, and the Service Desk Tickets page.

Custom Views are user-specific. Users cannot access the Custom Views that are created by other users.

1. Log in to the appliance Administrator Console, https://appliance_hosthname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

Go to a page that has the Custom View option, such as the Software Catalog page or the Assets page.
Click the Advanced Search tab on the top-right corner of the page and enter the search criteria.
Click the Custom View tab on the top-right corner of the page to display the Custom View panel.

Select Custom View criteria. For example, to create a view on the Software Catalog page that displays
all Windows devices that have metered applications in the category of Infrastructure Applications, do the
following:

a. Specify the criteria required to find applications categorized as Infrastructure Applications:

o~ wbh

Category | = | Infrastructure Applications

b. With AND selected in the operator drop-down list, click Add Line to add a new line.
c. Specify the criteria required to find applications that are metered:
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Metered | is | True

d. With AND selected in the operator drop-down list, click Add Line to add a new line.
e. Specify the criteria required to find Windows devices:

Platform | = | Windows
Choose Action + Not Discovered ~ Uncataloged Advanced Search foRd
Custom View
Category v = *  Custom Applications v AND -~ | Add Line roup ‘
Metered v s v True v AND ~ | Add Line up ‘Eu'
App-V v s v False +~ AND -~ | Add Line up ‘iﬂ
Platform v = *  Windows AND ~ Add Line up ‘E

View Name: Create

6. Optional: Click Test to refresh the list to show items that match the specified criteria.
7. Inthe View Name field, type a name for the Custom View, then click Create.

The Custom View appears in the View By drop-down list.

Related topics

Example: Search for managed devices using Advanced Search criteria

Access product documentation

The Administrator Console provides access to help contents and documentation search. It also allows you to
browse related Knowledge Base articles, and to chat with product specialists, when needed.

1. Login to the User Console, Administrator Console, or System Console.
2. Inthe upper right of the Administrator Console, click Need Help.

A help pane appears on the right containing high-level information about the related Administrator
Console page. The bottom of the help pane includes the following buttons:

°  Appliance Administrator Guide(*®): Provides access to the KACE System Management Appliance
help contents.

° Knowledge Base (*): Allows you to browse the Knowledge Base articles associated with the related
Administrator Console page.

: NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

°  Video Knowledge Base (H): Allows you to browse one or more training videos associated with the
related Administrator Console page. You can play a video on the help pane, in a smaller window
outside of the selected page, or on the target Knowledge Base page that hosts the video.

NOTE: This option is only available if related videos exist on the Support Portal. Also, it only
appears in the Administrator Console and the System Console. It does not appear in the User
Console.

°  Live Chat (®): Starts a chat with a KACE System Management Appliance product specialist.

: NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

°  Open Ticket (#): Links to the Support page (https://support.quest.com/create-service-request) that
allows you to create a service request.
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NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

Support (&): Links to the Settings > Support page. This page provides resources for troubleshooting
system management issues and contacting Quest Support.

NOTE: This option is only available in the Administrator Console and the System Console. It
does not appear in the User Console.

KACE GO Mobile App (C): Displays a dialog containing links for downloading the KACE GO Mobile
App. The app is available for iOS and Android platforms.

NOTE: This option is available if the appliance is configured to interact with the K1 GO Mobile
App. It only appears in the Administrator Console and the System Console. It does not appear
in the User Console For more information on enabling mobile access, see Configuring Mobile
Device Access.

About (©): Displays information about your KACE System Management Appliance installation.

NOTE: This option is only available in the Administrator Console and the System Console. It

L]
1 does not appear in the User Console.

3. Click alink in the page-level Help topic.

The main Help system appears, displaying the selected topic.
4. Click the Search tab in the left pane of the Help system.

All search terms use an implicit Boolean AND statement. For example, if you search for Windows
provisioning, Search displays results that contain both words.

i TIP: For a PDF version of the Help system, click the Acrobat button on the right side of the main
Help system navigation bar (}*).

5. Administrator or System Console only. Search for Knowledge Base articles associated with the related
Administrator Console or the System Console page.

a. At the bottom of the help pane, click =.

The help pane displays a list of related Knowledge Base articles.

i ‘ NOTE: Knowledge Base articles are currently only available in English.

b. Use the navigation buttons to look for a specific article.
c. Search the listed articles for a specific keyword, as needed.
d. When you find a desired article, click the link in the help pane.

The selected Knowledge Base article appears on a new tab in your browser.

IMPORTANT: To see the article contents, you must log in to the Quest Support site using
your Quest user name and password.

6. Administrator or System Console only. Search for Knowledge Base articles associated with the related
Administrator Console or the System Console page.

a. At the bottom of the help pane, click HE.

The help pane displays a list of related training videos.

NOTE: To access the videos, you must log in to the Quest Support site using your Quest user
name and password. Training videos are currently only available in English.

b. Use the navigation buttons to look for a specific video, as applicable.
c. To play a video, click the Play Video button.
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The selected video starts playing on the help pane.
d. Continue to play a video on the help pane, or use a different display option, such as Picture-In-
Picture, Fullscreen, or Popout player, to display it outside of the selected page. These controls
are located at the bottom of the video.
Administrator or System Console only. Chat with a product specialist.

a. Click ®.

The Chat with Support dialog box appears.

Type your Full Name, Email Address, and Purpose of your Chat, as applicable, and click Start
Chat.

The Chat with Support dialog box refreshes, showing a list of existing Knowledge Base
(KB) articles that may contain information about the specified topic. The list of topics may

appear on multiple pages, depending on the type of the requested information.

7.

b.

Review the list of KB articles. Use the page navigation controls at the bottom of the list, if
applicable. To read a KB article, click the title in the list.

If none of the listed KB articles provide the information you need, click None of the solutions
above solved my issue, continue with chat.

NOTE: You can only use this feature when product specialists are available to respond to your
questions. If Live Chat is not available, this is indicated in the dialog box.

The LIVE CHAT dialog box appears. The Full Name, Email Address, Product and Purpose
of your Chat boxes are populated using the information specified in the Chat with Support

dialog box.
e. Click Start Chat.

The LIVE CHAT dialog box refreshes.

f.  Inthe LIVE CHAT dialog box, type your question, and click SEND to start chatting with a product

specialist.
8. Administrator or System Console only. Open a Support ticket.
a. Click #.

Your browser displays the Submit a Service Request page (https://support.quest.com/
create-service-request) in a new tab or window.
b. Use this page to open a service ticket, as required.
9. Administrator or System Console only. Click 4.

The Settings > Support page appears. This page provides resources for troubleshooting system

management issues and contacting Quest Support.
10. Administrator or System Console only, when mobile access is enabled on the appliance.
NOTE: For more information on enabling mobile access, see Configuring Mobile Device Access.

a. Click €.
A dialog box appears, allowing you to download KACE GO. The app is available for iOS

and Android platforms from their respective app stores.
Click the link for your mobile device OS, as needed, to download the app.
For more information about downloading and configuring KACE GO, seeDownload and

use KACE GO.
11. Administrator or System Console only. Review information about your KACE System Management

b.

Appliance installation.
a. Click @,
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A dialog box displaying product information appears.

b. Toclose it, click Close.
12. To close the help pane, click Need Help.

Log in to the Administrator Console: First login
following initial network configuration

After the network settings are configured and the appliance restarts, you can log in to the appliance
Administrator Console from any computer on the LAN (local area network).

During the first login following initial network configuration, you must provide your appliance license key and set
the password for the admin account.

i NOTE: Your browser setting determines the language displayed in the Administrator Console the first
time you log in. To change this setting after you log in, see Configuring locale settings.

1. Open a web browser and enter the Administrator Console URL:
http://appliance_hostname/admin. For example, http://kace_sma/admin.
2. Provide the following information:

Option Description

License Key Enter the license key you received in the Welcome email from Quest. Include the dashes.
If you do not have a license key, contact Quest Support at https://support.quest.com/
contact-support.

Password Enter a password for the default admin account, which is the account you use to log in to
the appliance Administrator Console. The default admin account is the only account on
the appliance at this time. If you forget the password for this account, the system might
have to be reset to factory defaults which can result in loss of data.

i NOTE: If you have multiple types of KACE appliances, Quest recommends that you
use the same password for the admin account on all appliances. Using a common
password enables you to link the appliances later.

Company Enter the name of your company or group.
Name
Timezone Select the timezone where the appliance is located.

3. Click Apply Settings and Reboot.

The appliance restarts.

4.  When the appliance has restarted, refresh the browser page.

5. Accept the End User License Agreement (EULA), then log in using the login ID admin and the password
you chose on the initial setup page.

6. Select or clear the check boxes next to the notification fields to enable or disable email notifications
for the administrator account. You can change these settings later as needed. See Manage appliance
administrator email notifications.

KACE Systems Management Appliance 13.2 Administrator Guide

Log in to the Administrator Console: First login following initial network configuration


https://support.quest.com/contact-support
https://support.quest.com/contact-support

Option Description

Enable Quest Enable Quest to send security notifications to the email address of this administrator.
Security This feature is available only to System-level administrator accounts. It is not available to
Notifications Admin-level administrator accounts, or non-administrator user accounts.

Enable Quest Enable Quest to send sales and marketing notifications to the email address of this

Sales and administrator. This feature is available only to System-level administrator accounts; it is not
Marketing available to Admin-level administrator accounts, or non-administrator user accounts.
Notifications

The Administrator Console appears and the appliance is ready for use.
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Getting started

To use the appliance, you need to configure appliance settings to match your network configuration.

In addition, you can set up Labels, User Authentication, Replication Shares, Credentials Management, Assets,
License Compliance, and Service Desk features to meet the needs of your environment. If the Organization
component is enabled on your appliance, you can add or edit organizations and organization settings as needed.

Configuring the appliance

Appliance configuration consists of setting up network, security, locale, and other settings on the appliance.

Requirements and specifications

appliance technical specifications describe appliance capacity and requirements for managing devices.

For the latest information about appliance hardware, requirements for managed devices, and browser
requirements for accessing the Administrator Console, see the Technical Specifications available on the product
documentation page: https://support.quest.com/kace-systems-management-appliance/technical-documents.

Power-on the appliance and log in to the
Administrator Console

When the appliance is powered on for the first time, you can log in to the appliance Administrator Console from
any computer on your LAN, provided that a DHCP server is available to assign an IP address to the appliance.
This enables you to use the setup wizard to configure initial network settings.

+ If you have the virtual version of the virtual appliance, download the appliance software and set up the
virtualization infrastructure. For more information, see the setup guide for the virtual appliance. Go to
https://support.quest.com/kace-systems-management-appliance/release-notes-guides.

» If you are installing the physical version of the appliance, review and follow the safety instructions in the
Dell PowerEdge R430 Getting Started With Your System document and any other safety instructions
shipped with the appliance. The Quest appliance is a specially configured platform and does not require
you to install or remove internal components, update firmware, or modify BIOS settings. To set up the
appliance, follow the instructions in this document only.

* Inthe Arecord of your internal DNS (domain name system) server, enter the appliance’s hostname. The A
record defines the hostname for the MX record, and this enables users to send email tickets to the Service
Desk. By default, the appliance’s host name is k1000, but you can change it during initial setup.

+  Decide whether to use a split DNS. Using a split DNS is useful if the appliance connects to the internet
using a reverse proxy, or if you place the appliance in a perimeter network or screened subnet. A DMZ
adds an additional layer of security to a LAN (local area network).

+  (Optional) Obtain a static IP address for the appliance.

If a DHCP server is not available, you can configure network settings using the Command Line Console. See
Access the Command Line Console.
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1. If you are configuring the physical version of the appliance:

a. Install the appliance in its rack and connect a monitor directly to the appliance.
b. Connect a network cable to the port indicated:

c. Power on the appliance.

The Command Line Console login screen appears on the monitor connected to the
appliance. The login screen shows the appliance's DHCP network settings.

2. If you are configuring the virtual version of the appliance, power on the virtual machine to boot the

appliance.

This first-time startup takes 5 to 10 minutes.

NOTE: For information about logging in to KACE as a Service, see the KACE as a Service Setup Guide.
Go to https://support.quest.com/kace-systems-management-appliance/release-notes-guides.

The Command Line Console login screen appears showing the appliance's DHCP network settings.

3.  On any computer connected to your LAN, open a browser and go to the URL shown on the Command Line
Console login screen. For example, http://kace sma.local/admin.

The Software Transaction Agreement page appears.

4. Accept the agreement.

The Initial Setup wizard appears.

5. Verify that you have the information required to configure the appliance, then click Next.

6. Review the information on the Diagnostic Support Console page that appears, and record the secret key

and offline tokens in a secure place, as instructed.

7. On the Licensing and Administrator Settings page,

Option

provide the following information:

Description

License Key

Company Name

Administrator Email

Password

The license key you received in the Welcome email
from Quest. Include the dashes. If you do not have
a license key, contact Quest Support at https://
support.quest.com/contact-support.

The name of your company or group.

The email address where you want to receive
communications from Quest.

The password for the default admin account, which
is the account you use to log in to the appliance
Administrator Console. The default admin account
is the only account on the appliance at this time. If
you forget the password for this account, the system
might have to be reset to factory defaults, which can
result in loss of data.

NOTE: If you have multiple types of KACE
appliances, Quest recommends that you use
the same password for the admin account
on all appliances. Using the same admin
account password enables you to link the
appliances later. See Linking Quest KACE
appliances.
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Option Description

Two-Factor Authentication If you want to provide stronger security for users
logging into the appliance, set this to Enabled. This
feature adds an extra step to the login process. It
relies on the Google Authenticator app to generate
verification codes. The app generates a new six-digit
code at regular intervals. When enabled, end users
will be prompted for the current verification code
each time they log in.

NOTE: If you enable this feature, ensure
that appliance server's clock is accurate,

as well as the device running Google
Authenticator. Google Authenticator relies on
current time to create the token. If server's
clock is not synchronized with those of

the devices running Google Authenticator,
token validation may fail, which may result in
account lockouts.

8. Follow the onscreen instructions to complete the initial setup.

When the initial setup is complete, the appliance restarts and the Administrator Console login page
appears.

i NOTE: If you changed the appliance IP address, go to the new address to display the login page.

9. Log in to the Administrator Console using the login ID admin and the password you chose during initial
setup.

If Two-Factor Authentication was enabled on the Licensing and Administrator Settings page, the
Configure Two-Factor Authentication page appears.

10. Two-Factor Authentication only. Follow the instructions on the Configure Two-Factor Authentication page
to generate a Google Authenticator verification code using your smart phone. In the Verification Code field,
type the Google Authenticator code, and click Finish Configuration. A new verification code is required on
each subsequent login.

To skip this step, click Skip Configuration. You can only bypass this step during a configured
transition window. For more information, see Configure security settings for the appliance.

The Administrator Console appears and the appliance is ready for use. Your browser setting determines locale
formats used for date and time information displayed in the Administrator Console the first time you log in. For
information about changing the language settings, see Configuring locale settings.

Access the Command Line Console

The Command Line Console is a terminal window interface to the appliance. You can use this interface to
configure appliance settings, just as you would in the appliance Administrator Console. This is useful if a DHCP
server is not available and you cannot log in to the Administrator Console.

The Command Line Console is not used with K1 as a Service.

1. If you have a physical version of the appliance:
a. Connect a monitor and keyboard directly to the appliance.
b. Connect a network cable to the port indicated:
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c. Power on the appliance.

The Command Line Console login screen appears on the monitor connected to the
appliance.

2. If you have a virtual version of the appliance, power on the virtual machine to boot the appliance.

The Command Line Console login screen appears.
3. Atthe prompts, enter:

Login: konfig
Password: konfig

4. Choose the language to use for the Command Line Console. Use the up- and down-arrow keys to move
between fields.

5. Configure network settings. See Change appliance network settings.

* TIP: Use the right- and left-arrow keys to select options in a field; use the up- and down-arrow
keys to move between fields.

6. Use the down-arrow key to move the cursor to Save, then press Enter or Return.

The appliance restarts.

Tracking configuration changes

If History subscriptions are configured to retain information, you can view the details of the changes made to
settings, assets, and objects.

This information includes the date the change was made and the user who made the change, which can be useful
during troubleshooting.

Related topics
About history settings

Configuring System-level and Admin-level
General Settings

If the Organization component is enabled on your appliance, General Settings are available at the System level
and at the Admin level. If the Organization component is not enabled on your appliance, all General Settings are
available at the Admin level.

If the Organization component is enabled on your appliance, see:
+  Configure appliance General Settings with the Organization component enabled.
»  Configure Admin-level or organization-specific General Settings.

If the Organization component is not enabled, see:

»  Configure appliance General Settings without the Organization component.
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Configure appliance General Settings with the Organization
component enabled

If the Organization component is enabled on your appliance, configure appliance General Settings at the System

level.

If the Organization component is not enabled on your appliance, see Configure appliance General Settings
without the Organization component.

1. Go to the System-level General Settings page:

a. Login to the appliance System Administration Console, http://appliance_hosthame/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Settings, then click Control Panel.

c. Onthe Control Panel, click General Settings.

2. In the top section, provide the following information:

Option

Description

Company Name

Default Locale

Company Email
Suffix

Appliance
Administrator
Email

Session Timeout

Enable mobile
device access

Require
organization
selection at login

Enter the name of your company.

Select the language to use in the Command Line Console, which uses the konfig
user account.

Enter the domain from which your users send email. For example: quest.com.

Enter the email address of the appliance administrator. System-related messages,
including critical alerts, are sent to this address.

Set the number of inactive hours to allow before closing user sessions and requiring
users to log in again. The default is 1. The User Console and Administrator
Console have Timeout Session counters to alert users of this time limit. Only periods
of inactivity are counted. The counter restarts when the user performs any action

that causes the console to interact with the appliance server, such as refreshing a
window, saving changes, and changing windows. When the counter reaches the limit,
the user is logged out, unsaved changes are lost, and the login screen appears. The
Timeout Session counter appears in the upper right of each console.

Enable or disable Mobile Device Access to the appliance. Mobile device access
enables you to interact with the appliance using the KACE GO app on iOS and
Android smart phones and tablets. Administrators can use the app to access Service
Desk, inventory, and application deployment features. See Configuring Mobile Device
Access.

Display the Organization drop-down list on the Administrator Console login

page, http://appliance_hostname/admin, where appliance_hosthame

is the hostname of your appliance. This enables you to choose an organization
when you log in. If this option is disabled, the Organization drop-down list is not
displayed on the login page, and you can only log in to the Default organization from
http://appliance_hostname/admin. If organization fast switching is enabled,
however, you can switch between organizations after you log in to the Default
organization.
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Option Description

Show Display the fast-switching drop-down list in the top-right corner of the Administrator
organization Console next to the login information. This drop-down list makes it possible to
menu in admin bypass the login page when you switch from one organization to another. To appear
header in the drop-down list, organizations must have the same admin account password;

only those organizations whose admin account passwords match appear in the list.
Changes to the drop-down list are displayed only after you log out and then log in
again.

3. Optional. In the Beta Notifications section, indicate if you want to participate in the Beta program.

Beta program participants receive notifications when a Beta version of the appliance becomes
available. These notifications appear as alerts on the on the Home dashboard.

These notifications may target specific configurations. Enabling them does not trigger automated
upgrades to Beta versions, or automatically register this appliance for the Beta program. Beta
enrollment is still required to participate, and details are provided in the notifications.

For more information about the Home dashboard, see Using the Home component.

a. Select Enable beta notifications from KACE.

b. If you want these notifications to appear only in the System Administration Console, select
Restrict beta notifications to System Ul.

Leaving this option cleared causes the Beta notifications to appear in both the
Administrator Console and System Administration Console.

4. Inthe Agent Tasks section, view or configure KACE Agent task throughput:

Option Description

Last Task This value indicates the date and time when the appliance task throughput was last
Throughput updated.

Update

Current Load The value in this field depicts the load on an appliance at any given point of time. For
Average the appliance to run normally, the value in this field must be between 0.0 and 10.0.

Task Throughput The value that controls how scheduled tasks, such as inventory collection, scripting,
and patching updates, are balanced by the appliance.

. NOTE: This value can be increased only if the value in the Current Load
Average is not more than 10.0, and the Last Task Throughput Update time is
more than 15 minutes.

5. Inthe Duplicate Machine Detection Settings (Advanced) section, configure the following options to prevent
duplicate device records

When the appliance receives inventory from a device without an existing inventory record (which

is determined by the use of a new/unknown KUID), it scans the device's properties that you select

in this section to determine whether this is a new device or an existing one. If it determines that the
device belongs to an existing inventory record, it merges the new device record with the existing one.
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Option Description

Required to Select one or more of the following check boxes to indicate which device properties
match an existing you want the appliance to use to identify potentially duplicated devices.
machine record .
Machine Name
+  BIOS Serial Number
*  Manufacturer

*  Operating System Family

MAC Addresses Specify the number of MAC addresses that are associated with the machine record
that you to match with the existing device records.

6. Inthe User Console section, modify the text as needed:

Option Description

Title The heading that appears on the User Console login page.

Welcome Message A welcome note or description of the User Console. This text appears below the title
on the User Console login page.

7. Inthe Acceptable Use Policy section, select policy settings:

Option Description

Enabled Enable the appliance to display your policy, and require users to accept the terms
of your policy, when they access the Administrator Console, User Console, or
Command Line Console, or log in using SSH or FTP.

Title The heading of the policy to be displayed on the login page of the User Console.

Message Details of the policy, which are displayed below the Title on the login page. Users
must agree to the terms of the policy before they can log in to the User Console.

8. Inthe Reporting section, specify the password for the reporting system:

Option Description

Username (Read-only) The username used to generate reports. The report username provides
access to the database (for additional reporting tools), but does not give write access
to anyone.

User Password The report user password. This password is used only by the reporting system and
MySQL™.

9. Inthe Log Retention section, select the number of days to retain log information. Log entries that are older
than the selected number of days are automatically deleted from the log. See View appliance logs.

10. In the User Notification Retention section, select the number of days to retain user notification. Any user
notifications that are older than the selected number of days are automatically deleted from the Notifications
pane. See Configure user notifications.

11. In the Share with Us section, select data sharing options:

To validate the your product license, Quest collects minimal license-related information, such as the
MAC Address of the appliance, the version of the appliance software, the license key, and the number of
managed devices, regardless of the data sharing options selected in this section.
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Option

Description

Share summary
usage data...

Share detailed
usage data...

Share extended
patch diagnostics

(Recommended) Share summary information with Quest. This information includes
appliance status, uptime, and load averages, as well as the number of devices,
Managed Installations, and applications being managed by the appliance. This option
is recommended because it provides additional information to Quest Support if you
need assistance. In addition, data shared with Quest is used when planning product
enhancements.

(Recommended) Share detailed information with Quest and share anonymous
information with ITNinja.com. This information includes Agent and appliance crash
reports, user interface usage statistics, and inventory information, such as application
titles. Quest uses this information to help improve the Software Catalog, and ITNinja
uses anonymous data to identify relevant content on http://www.itninja.com for
dynamic feeds to the appliance Administrator Console.

ITNinja.com is a community website where IT professionals can share information
and research on a wide variety of systems management and deployment topics. The
ITNinja feed is a feature that dynamically displays software deployment tips and other
contextual information on relevant pages in the appliance Administrator Console.
To enable the ITNinja feed, you need to select Share detailed Usage data.... This
setting shares information anonymously with ITNinja. The ITNinja feed is available
only if Share Summary Usage Data... is selected, and it is available only on pages
related to software or deployment, such as the software, Managed Installation, and
File Synchronization detail pages. The feed is not available on the Software Catalog
detail page.

Clear this option to prevent the appliance from sharing inventory data with the ITNinja
community. However, clearing this option does not remove any information that has
already been shared. For more information, contact Quest Support.

(Recommended) Share detailed patch diagnostics with Quest.

12. To use custom Administrator Console, User Console, or report logos and background colors, in the Login
Screen Options sections, provide the following information.

Option

Description

System Console
Login Background
Color

Admin Console
Login Background
Color

User Console
Login Background
Color

You can access the appliance from the following levels:
Administrator Console shows organization-related features.

+ System Administration Console provides access to appliance-related
features.

+ User Console makes applications available to users on a self-service
basis. It also enables users to file Service Desk support tickets to request
help or report issues. To access the User Console, go to http://
<appliance hostname>/user where <appliance hostname> is the
host name of your appliance.

For each of these web-based interfaces you can specify a different background color
of the login screen. Any colors specified on the organization level override system-
level settings.

Click and use the color chooser to specify the color that you want to appear in the
background of the login screen. You can select the color using the mouse, or specify
the RGB values, as needed. When you close the color chooser, the HTML Color
Code field on the right displays the HTML code of the selected color. To undo your
selection, click Reset and start over.
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Option Description

* NOTE: The color chooser is not supported in Internet Explorer 11.

System Console In each applicable section, click Choose File, and specify the graphic file that

Logo you want to use as the custom logo in the available web interfaces and in system-
Admin Console generated reports.

Logo The supported graphic file formats are .bmp, .gif, .jpg, and .png. Any logos
User Console configured on the organization level override system-level settings.

Logo To see default logos and sample customized versions, refer to the following
Report Logo illustrations.

Figure 1. Default User Console logo

Have a problem?
Report it

R=0o08086 3

=

N tickets available for display.

No Knowledge Base articles have been created.

C Want software?
Goto the Downloads

page

No links have been created.

Figure 2. Custom User Console logo

MY 1P Address: 1
COMPANY

Have a problem?
Report it

No tickets available for display.

No Knowledge Base articles have been crested.

No announcements available.

C Want software? Helpful Links
Goto the Downloads ) .
page No links have been created.

Figure 3. Default report logo

Installations
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Description: List of devices which have an unapproved software product installed
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Device Name Last Started Last User

Figure 4. Custom report logo
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Server Hostr
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13. If you manage Hewlett-Packard (HP) or Lenovo devices, you can retrieve their warranty information. To do
that, in the Manufacturer Warranty APl Keys section, provide the HP and/or Lenovo API keys to obtain the
warranty data. Lenovo requires only a key whereas HP requires both a key and a secret. These values are
stored encrypted in the database.

. IMPORTANT: To obtain warranty information, you must configure the manufacturer's warranty
API keys. For complete instructions, visit https://go.kace.com/to/k1000-help-warranty.

When configured, the device warranty information appears on the Device Details page in the Inventory
Information group when you select an HP or Lenovo device. For more information, see Groups and
sections of items in device details.

Option Description

Hewlett-Packard Select this option if you want to obtain warranty information for your managed HP
devices. If this option is selected and you clear it, the HP API key and secret are
removed from the database.

Key The API key for obtaining warranty information for managed HP devices.

Secret The secret for obtaining warranty information for managed HP devices.

Lenovo Select this option if you want to obtain warranty information for your managed Lenovo
devices. If this option is selected and you clear it, the Lenovo key is removed from the
database.

Key The API key for obtaining warranty information for managed Lenovo devices.

14. Click Save and Restart Services.
Related topics
Configuring locale settings
Configuring Mobile Device Access

Creating and managing organizations

Configure Admin-level or organization-specific General
Settings

If the Organization component is enabled on your appliance, configure organization-specific General Settings at
the Admin level. You configure the General Settings for each organization separately.

See Adding, editing, and deleting organizations.

If the Organization component is not enabled on your appliance, see Configure appliance General Settings
without the Organization component.

1. Go to the Admin-level General Settings page:
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a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click General Settings.

2. Inthe General Options section, view or enter the following information.

Option

Description

Last Updated
and Organization
Name

Company Name

Administrator
Email

Company Email
Suffix

(Read-only) The date the information was changed and the name of the organization.
Organization Name can be edited at the System level. See Add or edit organizations.

Enter the name of your company.

Enter the email address of the appliance administrator. System-related messages,
including critical alerts, are sent to this address.

Enter the domain from which your users send email. For example: example.com.

3. Optional: In the Locale Settings section, specify locale settings. See Configuring locale settings.

Option

Description

Organization
Locale

Select the locale to use for the selected organization’s Administrator Console and
User Console. If you have multiple organizations, you can select different locales for
each one. See:

* Adding, editing, and deleting organizations

«  Configuring locale settings

4. Optional: In the Samba Share Settings section, select file sharing options then click Save Samba Settings.
If File Shares are disabled, you need to enable them at the System level before you can enable them for
the organization. See Configure security settings for the appliance.

Option Description
Enable File Use the appliance's client share to store files, such as files used to install applications
Sharing on managed devices.

File Share User
‘admin’ Password

The appliance’s client share is a built-in Windows file server that can be used by

the provisioning service to assist in distributing the Samba client on your network.
Quest recommends that this file server only be enabled when you perform application
installations on managed devices.

Enter the password to use for admin account access to the file share directory.

5. Inthe Ignore Client IP Address Settings section, enter the IP address or addresses to ignore. Separate
each address with a comma. Ignoring IP addresses is useful when multiple devices could report
themselves with the same IP address, such as a proxy address.

6. Inthe License Usage Warning Configurations section, select the percentage to use for the warning

threshold and critical threshold for software license usage. If you have configured software License assets,
threshold information is displayed on the license-related widgets on the Dashboard

7. In the Data Retention section, select the options for retaining data in the appliance database.
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Option Description

Retain Device The number of months that device uptime information is retained in the appliance
Uptime Data database.

Device uptime refers to the number of hours of each day that managed devices are
running. You can retain this data for a specified number of months, Forever, or never
save it (Disabled).

Retain Metering The number of months that metering data is retained in the appliance database.

Data Metering data is information about how applications are installed and used on the

Windows and Mac devices that you manage. Metering data that is older than the
selected number of months is deleted on the first day of every month. See About
metering information.

Retain Whether to retain information about Uncataloged applications in the appliance
Uncataloged data database.
in the Software

Catalog Uncataloged applications are executables that are in the appliance inventory but that

do not appear in the Software Catalog, and the appliance retains information about
those applications by default. For organizations with a large number of managed
devices, however, retaining this data might greatly increase the size of the database.
This size increase could increase the time it takes to load pages in the Administrator
Console and the time it takes to perform database backups.

Select this check box to retain data for Uncataloged software in the appliance
database. Clear the check box to disable data retention.

If data retention for Uncataloged software is disabled:

*  Agents on managed devices continue to upload full inventory information, and
raw data related to applications is fingerprinted. If data sharing is enabled, data
is also uploaded to the Quest KACE Software Catalog. See Configure data
sharing preferences.

»  The appliance continues to store information related to Cataloged applications
and Locally Cataloged applications in the organization database.

+ Information related to Uncataloged applications is not stored in the organization
database, and the Uncataloged applications list in the Administrator Console
is empty.

* Reports for Cataloged applications continue to work as expected. However,
reports related to Uncataloged applications show only those applications that
are part of Cataloged software titles.

Retain Microsoft The number of months that Microsoft Defender threat data is retained in the
Defender Threat appliance database.
Data

8. Inthe Asset Archive section, type the number of days that you want to keep the assets marked for
archiving, before actually archiving them. The default value is 3 days.

9. Inthe User Archive section, indicate if you want to enable user archival, as needed.
a. To have the ability to archive user accounts, select the Enable User Archival check box.

NOTE: When user archival is enabled, user accounts can only be deleted only if they are marked
as archived.

b. Inthe Archive Tag field, type a label that you want to associate with the state of archived users.
For example, Archived or Inactive.
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11.

12.

13.

c. Indicate if you want to maintain Service Desk ticket and asset associations with archived users.
Set each of the Ticket Associations and Asset Associations fields to one of the following options:

= Maintain Users: Select this option if you want to continue to associate tickets or assets with
archived users. If you select this option, the configured Archive Tag appears next to the archived
user name, to indicate that the user is no longer active.

= Remove Users: Select this option if you want to remove all ticket or asset associations with
archived users.

For more information on how to archive user accounts, see Archive user accounts.

10.

In the Device Assignment section, indicate how you want to match users with devices: One-time sync,
Continuous sync, or Disabled.

In the Device Actions section, click Add New Action, the select the scripted actions to enable.

Device Actions are scripted actions that can be performed on managed devices. There are several pre-
programmed actions available. To add your own action, select Custom Action in the Action menu, then
enter the command in the Command Line text box.

The following variables are available for device actions:

KACE_HOST_IP

KACE_HOST_NAME

KACE_CUSTOM_INVENTORY_*

When device actions run, the appliance replaces variables with their appropriate values.

For KACE_CUSTOM_INVENTORY_ * replace the asterisk (*) with the name of a software application
associated with a custom inventory rule. When the device action runs, the name is replaced with the
custom inventory rule value for the device. Enter the software application name in uppercase characters.
The allowed characters are: [A-Z0-9.-]."

NOTE: Most actions in the Action drop-down list require you to install additional applications for them
to function. For example, using DameWare requires you to install TightVNC on your device as well as
on the device you want to access.

This feature is only supported on Windows devices. The Windows device you are running the device action
from must have the KACE Agent version 9.0 or later agent installed and connected.

When you initiate device through the agent, the action executable must be placed in your $PATHS. The
agent is 32-bit, so on 64-bit Windows devices, use $windir%/System32 as an alias to the $windir
%/Wow64 directory. If you need to run a program that's located in the $windir%/System32 directory
on a 64-bit Windows system, you must use the $windir%/SysNative virtual directory. You can either
add swindir%/SysNative to your $PATHS environment variable or provide a fully-qualified path by
prepending $windir%/SysNative to your executable when defining your machine action.

In the Patch Schedule section, if you want disable administrators to apply patches to all devices, select the
Hide All Devices check box.

i NOTE: You can only apply this setting if you do not have any patch schedules set up to run against all
devices. Otherwise, a warning appears.

In the Allowed Bulk Actions section, indicate if you want to enable bulk actions against KACE Cloud
Mobile Device Manager (MDM) and VMware virtual machine devices. When bulk actions are enabled, the
associated KACE Cloud MDM and VMware virtual machine commands become available from the Choose
Action menu on the Devices list page.

Option Description

Enable Bulk Select this check box to enable commands against multiple KACE Cloud MDM
KACE Cloud MDM devices on the Devices list page.
Actions
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Option Description

Enable Bulk Select this check box to enable commands against multiple VMware or Hyper-V
Virtual Machine virtual machine devices on the Devices list page.

Actions

Enable Bulk Select this check box to enable commands against multiple Chrome OS devices on
Chrome OS the Devices list page.

Actions

Enable Bulk Select this check box to enable the restart command against multiple devices on the
Restart Device Devices list page.

Command

Enable Bulk Select this check box to enable Microsoft Defender commands against multiple
Microsoft devices on the Devices list page.

Defender Actions

14. To use custom Administrator Console, User Console, report, and KACE Agent alert logos and background
colors, in the Login Screen Options sections, provide the following information.

Option Description

Admin Console You can access the appliance from the following levels:

Login Back d N

CZ?(I)? ackgroun Administrator Console shows organization-related features.

User Console + System Administration Console provides access to appliance-related
Login Background features.

Color

* User Console makes applications available to users on a self-service
basis. It also enables users to file Service Desk support tickets to request
help or report issues. To access the User Console, goto http://
<appliance hostname>/user where <appliance hostname> is the
host name of your appliance.

When you select an organization in the Administrator Console, you can specify a
different background color of the Administrator Console and User Console login
screens. Any colors specified on the organization level override system-level settings.
For information on how to configure system-level settings, see Configure appliance
General Settings with the Organization component enabled.

Click and use the color chooser to specify the color that you want to appear in the
background of the login screen. You can select the color using the mouse, or specify
the RGB values, as needed. When you close the color chooser, the HTML Color
Code field on the right displays the HTML code of the selected color. To undo your
selection, click Reset and start over.

i NOTE: The color chooser is not supported in Internet Explorer 11.
Admin Console In each applicable section, click Choose File, and specify the graphic file that you
Logo want to use as the custom logo in the Administrator Console, User Console,

User Console system-generated reports, and in KACE Agent alert that appear on managed devices.

Logo The supported graphic file formats are .bmp, .gif, .jpg, and .png with the
exception of KACE Agent alerts that only support . bmp files. Any logos configured on

Report Logo o . .
the organization level override system-level settings.

Agent Alert Logo . .
To see default KACE Agent alerts and sample customized versions, refer to the

following illustrations. For examples of default and custom logos in the Administrator
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Option Description

Console, User Console, and system-level reports, see Configure appliance General
Settings with the Organization component enabled.

Figure 5. Default Alert logo

KACE 5/20/2017 | 6:33:48 PM

*Server maintenance wil begin at 8pm Central
(COT). Please save all changes in the SMA by 7:45pm
and logout.

Figure 6. Custom Alert logo

@ 5/20/2017 | 6:33:48 PM

*Server maintenance wil begin at 8pm Central
(COT). Please save all changes in the SMA by 7:45pm
and logout.

15. Click Save and Restart Services.
16. If you have multiple organizations, repeat the preceding steps for each organization.

Configure appliance General Settings without the
Organization component

If the Organization component is not enabled on your appliance, all appliance General Settings are available at
the Admin level.

If the Organization component is enabled on your appliance, see Configure Admin-level or organization-specific
General Settings.
1. Go to the Admin-level General Settings page:
a. Login to the appliance Administrator Console, https: //appliance_hostname/admin.
b. On the left navigation bar, click Settings, then click General Settings.
2. Inthe General Options section, provide the following information:

Option Description

Last updated Read-only: The date the information was changed and the name of the organization.
Company Name Enter the name of your company.

Administrator Enter the email address of the appliance administrator. System-related messages,
Email including critical alerts, are sent to this address.
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Option

Description

Company Email
Suffix

Enable mobile
device access

Session Timeout

Enter the domain from which your users send email. For example: example.com.

Enable or disable Mobile Device Access to the appliance. Mobile device access
enables you to interact with the appliance using the KACE GO app on iOS and
Android smart phones and tablets. Administrators can use the app to access Service
Desk, inventory, and application deployment features.

See Configuring Mobile Device Access.

Set the number of inactive hours to allow before closing user sessions and requiring
users to log in again. The default is 1. The User Console and Administrator
Console have Timeout Session counters to alert users of this time limit. Only periods
of inactivity are counted. The counter restarts when the user performs any action

that causes the console to interact with the appliance server, such as refreshing a
window, saving changes, and changing windows. When the counter reaches the limit,
the user is logged out, unsaved changes are lost, and the login screen appears. The
Timeout Session counter appears in the upper right of each console.

3. Inthe Client Drop File Size Filter section, specify a file size.

Options

Description

Client Drop File
Size Filter

A file-size filter for the organization's Client Drop location.

The Client Drop location is a storage area (Samba share) for the organization on

the appliance. This storage area is used to upload large files, such as application
installers and appliance backup files, to the appliance. Uploading files to the Client
Drop location is an alternative to uploading files through the Administrator Console
using the default HTTP mechanism, which can result in browser timeouts for large
files.

The Client Drop Size filter determines whether files uploaded to the organization's
Client Drop location are displayed on the Upload and Associate Client Drop File list
on the Software Detail page. For example, if the Client Drop Size filter is set to 1 GB,
the Upload and Associate Client Drop File list shows files that are 1 GB in size or
larger. Files that are less than 1 GB in size are not displayed on the list.

Application files are moved from the organization's Client Drop location to the
appropriate area when the file is selected on the Software Detail page and saved.

Appliance backup files that are placed in the Client Drop location are automatically
identified as appliance backup files, and they become available for selection on the
Backup Settings page within five minutes. See Copy files to the appliance Client Drop
location.

4. Inthe User Console section, specify customizations for the User Console text:

Option

Description

Title

The heading that appears on the User Console login page. The User Console

is the web-based interface that makes applications available to users on a
self-service basis. It also enables users to file Service Desk support tickets to
request help or report issues. To access the User Console, goto http://
<appliance hostname>/user where <appliance hostname> is the hostname
of your appliance.
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Option

Description

Welcome Message A welcome note or description of the User Console. This text appears below the title

on the User Console login page.

5. Inthe Acceptable Use Policy section, select policy settings:

Option Description

Enabled Enable the appliance to display your policy, and require users to accept the terms
of your policy, when they access the Administrator Console, User Console, or
Command Line Console, or log in using SSH or FTP.

Title The heading of the policy to be displayed on the login page of the User Console.

Message Details of the policy, which are displayed below the Title on the login page. Users

must agree to the terms of the policy before they can log in to the User Console.

6. Inthe Log Retention section, select the number of days to retain log information. Log entries that are older
than the selected number of days are automatically deleted from the log. See Access appliance logs to
view Microsoft Exchange Server errors.

7. In the User Notification Retention section, select the number of days to retain user notification. Any user
notifications that are older than the selected number of days are automatically deleted from the Notifications
pane. See Configure user notifications.

8. In the Share With Us section, specify data sharing options.

NOTE: To validate your product license, Quest collects minimal license-related information, such as
the MAC Address of the appliance, the version of the appliance software, the license key, and the

number of managed devices, regardless of the data sharing options selected in this section.

Option

Description

Share summary
usage data...

Share detailed
usage data...

(Recommended) Share summary information with Quest. This information includes
appliance status, uptime, and load averages, as well as the number of devices,
Managed Installations, and applications being managed by the appliance. This option
is recommended because it provides additional information to Quest Support if you
need assistance. In addition, data shared with Quest is used when planning product
enhancements.

(Recommended) Share detailed information with Quest and share anonymous
information with ITNinja.com. This information includes Agent and appliance crash
reports, user interface usage statistics, and inventory information, such as application
titles. Quest uses this information to help improve the Software Catalog, and ITNinja
uses anonymous data to identify relevant content on http://www.itninja.com for
dynamic feeds to the appliance Administrator Console.

ITNinja.com is a community website where IT professionals can share information
and research on a wide variety of systems management and deployment topics. The
ITNinja feed is a feature that dynamically displays software deployment tips and other
contextual information on relevant pages in the appliance Administrator Console.
To enable the ITNinja feed, you need to select Share detailed Usage data.... This
setting shares information anonymously with ITNinja. The ITNinja feed is available
only if Share Summary Usage Data... is selected, and it is available only on pages
related to software deployment, such as the software, Managed Installation, and File
Synchronization detail pages. The feed is not available on the Software Catalog detail
page.

Clear this option to prevent the appliance from sharing inventory data with the ITNinja
community. However, clearing this option does not remove any information that has
already been shared. For more information, contact Quest Support.
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Option Description

Share extended (Recommended) Share detailed patch diagnostics with Quest.
patch diagnostics

9. Inthe Locale Settings section, specify locale preferences. These preferences determine the formats used
for date and time information displayed in the Administrator Console.

Option Description

Organization The locale to use for the organization’s Administrator Console and User Console.
Locale

Command Line The locale to use in the Command Line Console, which uses the konfig user
Console Locale account.

10. In the Ignore Client IP Address Settings section, enter the IP address or addresses to ignore. Separate
each address with a comma. Ignoring IP addresses is useful when multiple devices could report
themselves with the same IP address, such as a proxy address.

11. In the License Usage Warning Configurations section, select the percentage to use for the warning
threshold and critical threshold for software license usage. If you have configured software License assets,
threshold information is displayed on the license-related widgets on the Dashboard.

12. In the Update Reporting User Password section, provide the password of the account required to run
reports on the organization. You cannot change the Database Name or the Report Username.

13. In the Data Retention section, select the options for retaining data on the appliance. You can retain this
data for a specified number of months, Forever, or never save it (Disabled).

Option Description
Retain Device The amount of uptime data to save for devices. Device uptime data refers to the
Uptime Data number of hours of each day that your managed devices are running. You can retain

this data for a specified number of months, Forever, or never save it (Disabled).

Retain Metering The number of months that metering data is retained in the appliance database.

Data Metering data is information about how applications are installed and used on the

Windows and Mac devices that you manage. Metering data that is older than the
selected number of months is deleted on the first day of every month. See About
metering information.

Retain Whether or not to retain information about Uncataloged applications in the appliance
Uncataloged data database.
in the Software

Catalog Uncataloged applications are executables that are in the appliance inventory but that

do not appear in the Software Catalog, and the appliance retains information about
those applications by default. For organizations with a large number of managed
devices, however, retaining this data might greatly increase the size of the database.
This could increase the time it takes to load pages in the Administrator Console and
the time it takes to perform database backups.

Select this check box to retain data for Uncataloged software in the appliance
database. Clear the check box to disable data retention.

If data retention for Uncataloged software is disabled:

+ Agents on managed devices continue to upload full inventory information, and
raw data related to applications is fingerprinted. If data sharing is enabled, data
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Option Description

14.

15.

is also uploaded to the Quest KACE Software Catalog. See Configure data
sharing preferences.

»  The appliance continues to store information related to Cataloged applications
and Locally Cataloged applications in the organization database.

* Information related to Uncataloged applications is not stored in the organization
database, and the Uncataloged applications list in the Administrator Console
is empty.

* Reports for Cataloged applications continue to work as expected. However,
reports related to Uncataloged applications show only those applications that
are part of Cataloged software titles.

In the Device Actions section, click Add New Action, the select the scripted actions to enable.

Device Actions are scripted actions that can be performed on managed devices. There are several pre-
programmed actions available. To add your own action, select Custom Action in the Action menu, then
enter the command in the Command Line text box.

The following variables are available for device actions:

KACE_HOST_IP

KACE_HOST_NAME

KACE_CUSTOM_INVENTORY_*

When device actions run, the appliance replaces variables with their appropriate values.

For KACE_CUSTOM_INVENTORY_ * replace the asterisk (*) with the name of a software application
associated with a custom inventory rule. When the device action runs, the name is replaced with the
custom inventory rule value for the device. Enter the software application name in uppercase characters.
The allowed characters are: [A-Z0-9.-]."

NOTE: Most actions in the Action drop-down list require you to install additional applications for them
to function. For example, using DameWare requires you to install TightVNC on your device as well as
on the device you want to access.

This feature is only supported on Windows devices. The Windows device you are running the device action
from must have the KACE Agent version 9.0 or later agent installed and connected.

When you initiate device through the agent, the action executable must be placed in your $PATH%. The
agent is 32-bit, so on 64-bit Windows devices, use $windir%/System32 as an alias to the $windir

% /Wow64 directory. If you need to run a program that's located in the $windir%/System32 directory
on a 64-bit Windows system, you must use the $windir%/SysNative virtual directory. You can either
add swindir%/SysNative to your $PATHS environment variable or provide a fully-qualified path by
prepending $windir%/SysNative to your executable when defining your machine action.

To use custom Administrator Console, User Console, report, and KACE Agent alert logos and background
colors, in the Login Screen Options sections, provide the following information.

Option Description

Admin Console You can access the appliance from the following levels:

Login Background

Administrator Console shows organization-related features.

Color

User Console + System Administration Console provides access to appliance-related
Login Background features.

Color

+ User Console makes applications available to users on a self-service
basis. It also enables users to file Service Desk support tickets to request
help or report issues. To access the User Console, go to http://
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Option

Description

Admin Console

Logo

User Console

Logo

Report Logo
Agent Alert Logo

<appliance hostname>/user where <appliance hostname> is the
host name of your appliance.

When you select an organization in the Administrator Console, you can specify a
different background color of the Administrator Console and User Console login
screens. Any colors specified on the organization level override system-level settings.
For information on how to configure system-level settings, see Configure appliance
General Settings with the Organization component enabled.

Click and use the color chooser to specify the color that you want to appear in the
background of the login screen. You can select the color using the mouse, or specify
the RGB values, as needed. When you close the color chooser, the HTML Color
Code field on the right displays the HTML code of the selected color. To undo your
selection, click Reset and start over.

i NOTE: The color chooser is not supported in Internet Explorer 11.

In each applicable section, click Choose File, and specify the graphic file that you
want to use as the custom logo in the Administrator Console, User Console,
system-generated reports, and in KACE Agent alert that appear on managed devices.

The supported graphic file formats are .bmp, .gif, . jpg, and .png with the
exception of KACE Agent alerts that only support . bmp files. Any logos configured on
the organization level override system-level settings.

To see default KACE Agent alerts and sample customized versions, refer to the
following illustrations. For examples of default and custom logos in the Administrator
Console, User Console, and system-level reports, see Configure appliance General
Settings with the Organization component enabled.

Figure 7. Default Alert logo
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and logout.

*=Server maintenance wil begin at 8pm Central
(COT). Please save all changes in the SMA by 7:45pm

Figure 8. Custom Alert logo

©
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and logout.

= Server maintenance will begin at 8pm Central
(CDT). Please save all changes in the SMA by 7:45pm

16. If you manage Hewlett-Packard (HP) or Lenovo devices, you can retrieve their warranty information. To do
that, in the Manufacturer Warranty API Keys section, provide the HP and/or Lenovo API keys to obtain the
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warranty data. Lenovo requires only a key whereas HP requires both a key and a secret. These values are
stored encrypted in the database.

* IMPORTANT: To obtain warranty information, you must configure the manufacturer's warranty
API keys. For complete instructions, visit https://go.kace.com/to/k1000-help-warranty.

When configured, the device warranty information appears on the Device Details page in the Inventory
Information group when you select an HP or Lenovo device. For more information, see Groups and
sections of items in device details.

Option Description

Hewlett-Packard Select this option if you want to obtain warranty information for your managed HP
devices. If this option is selected and you clear it, the HP API key and secret are
removed from the database.

Key The API key for obtaining warranty information for managed HP devices.

Secret The secret for obtaining warranty information for managed HP devices.

Lenovo Select this option if you want to obtain warranty information for your managed Lenovo
devices. If this option is selected and you clear it, the Lenovo key is removed from the
database.

Key The API key for obtaining warranty information for managed Lenovo devices.

17. Click Save and Restart Services.

The appliance restarts.

Configure appliance date and time settings

Configure appliance date and time settings in the Settings section of the Administrator Console. If the
Organization component is enabled on your appliance, date and time settings are available at the System level.

It is important to keep the appliance date and time settings accurate, because many calculations are based on
these settings.

1. Go to the appliance Control Panel:

¢ If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Date and Time Settings.

The Date and Time Settings page appears.
3. Specify the following settings:

Option Description

Timezone Select a timezone in the drop-down list.
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Option Description

Time Setting Select an option:

+ Configure Network Time Protocol. Use an Internet time server. If you select
this option, provide the server web address in the Server field.

* Manually configure date and time. Set the appliance clock manually. Specify
the time and date in the drop-down lists. The Hour drop-down list uses a 24-
hour clock format.

Server Use an Internet time server to set the appliance time. Enter the web address of the
time server in the text box. For example: time.example.com.

4. Click Save and Reboot.
The web server restarts and the settings are applied.

i NOTE: During the restart, active connections might be dropped. When changes are saved, the page
automatically refreshes after 15 seconds. After the appliance web server restarts, the updated date
and time appear in the bottom right of the Administrator Console.

Managing user notifications

User notifications on the appliance alert you about specific events that require your attention.

These alerts appear on the Notification pane, accessible by clicking the bell icon in the top-right corner of the
screen. Administrators can review or edit notification configurations, as needed.

Review user notification alerts

The appliance displays user notification alerts in the Administrator Console when it encounters certain predefined
conditions.

The list of triggered user notifications can be accessed using the bell icon, located in the top-right corner
of the screen. Use this icon to show or hide the Notification pane, as needed. An orange indicator appears
on the bell icon when new notifications are reported. After reviewing all new notifications, the indicator
disappears.

Each notification alert that appears in the list is triggered by the related notification configuration. For more details,
see Configure user notifications.

The background color of an alert indicates the alert severity: info (blue), warning (yellow), warning (red). This is
also determined in the notification configuration.

Notification items always include a time stamp, indicating when the alert occurred. They remain on the list for
a configured amount of time, even if the appliance re-boots. You can edit the notification retention period on
the General Settings page, as applicable. For more details, see Configure appliance General Settings with the
Organization component enabled.

Some notifications include links that you can use to drill down to the object associated with the notification. For
example, if you see a license expiration notice, the link in the notification takes you directly to the license instance
that is about to expire.

If a notification applies to more than one item, such devices or licenses, in most cases multiple notification alerts
appear, one for each applicable item. When the appliance runs a patch schedule against one or more devices,
patch completion messages appear in the notification panel when ten percent of each target device is completed,
for the first ten devices. For more information about patch schedules, see Configure patch schedules.

Also, when a notification configuration is associated with one or more users, the resulting notification alerts are
displayed only to those users in the Administrator Console. When notification configurations are not linked to
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any users this way, all users with administrative permissions logged into the Administrator Console can see
the related notifications. This mechanism does not apply to the System Administration Console which always
shows all notifications to all users.

You can delete individual notifications by clicking the Delete icon in the top-right corner of each entry in the list. To
clear the list of notifications, click Delete All.

1. Do one of the following:

¢ Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if
Show organization menu in admin header is enabled in the appliance General Settings, select
an organization in the drop-down list in the top-right corner of the page next to the login
information.

* Login to the appliance System Administration Console, https://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.
The Dashboard or System Dashboard page appears.
2. In the top-right corner of the screen, click the bell icon to display the Notification pane.
3. Review the list of notifications.
4. Optional. You can delete individual notifications, or all of them, as applicable.

> To delete a notification, click the Delete icon in the top-right corner of the natification alert.

> To delete all notifications, and clear the entire list, in the top-right corner of the Notification pane, click
Delete All.

Configure user notifications

A wide range of predefined natification configurations come included with the appliance.

Administrators can review these configurations on the User Notifications page. Additional details about each
configuration are displayed on the User Notification Detail page after selecting it in the list. Some configurations
allow you to enable or disable them, while other settings are read-only.

You can use one or more labels to associate a notification configuration with specific users. This causes the
resulting naotification alerts to be displayed in the Administrator Console only to the users specified by those
labels . If a naotification configuration is not linked to any users this way, all users with administrative-level
permissions can see the related notification alerts in the Administrator Console, when they are triggered. These
settings do not apply to the System Administration Console, that always shows all notifications to all users.

1. Go to the User Notifications list page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click User Notifications.
2. On the User Notifications page, review the list of notifications.
For each item, the list displays its name, description, whether the notification is enabled, category,
and any labels associated with it. There are several available categories, each focusing on a
specific aspect of your environment. You can, for example, sort the list by category, and review all
notifications in a specific segment, such as Security or Patching.
3. To review or edit a specific notification configuration:
a. Click the name of a user notification.
b. Observe the contents of the User Notification Detail page.
The Name, Description, and Category settings are read-only. Some notification

configurations allow you to enable or disable them using the Enabled check box. If this
box appears greyed out, the notification configuration is always enabled.

c. Review the User Notifications Label area, and edit the collection of labels, as needed.
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When you add labels to a notification configuration, only the users specified by those
labels can see the resulting notification alerts as they are being triggered. If a notificatio

n

configuration does not point to any specific users using this method, its notifications can

be displayed to all users with the administrative-level permissions in the Administrator
Console. The System Administration Console, however, shows all notifications to all
logged-in users regardless of these settings.

To view, add or edit labels associated with the notification configuration:

Click Manage Associated Labels.

2. Inthe Select Labels dialog box that appears, review or edit the list of labels that you want to
associate with the user notification. You can add multiple labels to each notification configuration.

3. When done, click OK to return to the User Notification Detail page.
d. On the User Notification Detail page, click Save.

Enable Two-Factor Authentication for all users

Two-Factor Authentication (2FA) provides stronger security for users logging into the appliance by adding an
extra step to the login process. It relies on the Google Authenticator app to generate verification codes. The app
generates a new six-digit code at regular intervals. When enabled, end users will be prompted for the current
verification code each time they log in.

To download the Google Authenticator app, visit one of the following sites, as applicable:
+ Android devices: https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
» 10S devices: https://itunes.apple.com/ca/app/google-authenticator/id388497605?mt=8

You can enable 2FA access to the Administrator Console and User Console for all users in the selected
organization using the Two-Factor Authentication page in the Administrator Console, as described below.
Alternatively, you can enable or disable 2FA access to the Administrator Console and User Console using
the System Administration Console. For more information, see Configure Two-Factor Authentication for
organizations.

1. Go to the Admin-level Two-Factor Authentication page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General

Settings, select an organization in the drop-down list in the top-right corner of the page next to the

login information.
b. On the left navigation bar, click Settings, then click Two-Factor Authentication.

2. To enable 2FA for all users in the Administrator Console, under Two-Factor Authentication for Admin Portal,

select Required for all Users.

This option overwrites 2FA settings in the User Details page. When 2FA is enabled for all users on
this page, it cannot be disabled for individual users on the User Details page for any users that are
associated with the selected organization (if applicable).

3. To enable 2FA for all users in the User Console, under Two-Factor Authentication for User Portal, select
Required for all Users.

Verifying port settings, NTP service, and
website access

Port settings, NTP service, and website access must be configured correctly to enable features such as Agent
communications, Software Catalog updates, and patch downloads.
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Verify port settings

Appliance ports must be configured correctly to enable device management and database or file access.

»  Ensure that the appropriate appliance ports are not blocked by firewall settings:

Port

Use Direction

20 and 21

22

25

80

110

161

199

443

587

(Optional and not recommended) Used Inbound to the appliance
to access backup files on the appliance
through FTP from outside the firewall.

(Recommended) Used to create an SSH  Outbound from the appliance
tunnel to quest.com.

(Optional) Used by the appliance SMTP Outbound from the appliance
server for email (non-SSL). This is

required only if you configure SMTP

email. See Configuring SMTP email

servers.

(Required unless SSL is enabled) Used Inbound to the appliance
for standard HTTP (web) access to

the Administrator Console and User

Console.

(Optional) Used for POP3 email (non- Inbound to the appliance
SSL)

(Optional) Used for SNMP monitoring. Outbound from the appliance
See Discovering devices on your
network.

(Optional) Used for unidirectional (read-  Outbound from the appliance
only) SNMP access to managed devices

on the network through SMUX, an SNMP

multiplexing protocol. See Configure

security settings for the appliance

(Required) Used for SSL access Inbound to the appliance
and agent messaging protocol
communications.

Devices use this port when they check in
to the appliance using HTTPS.

The appliance listens on this port for
communications from devices on which
the KACE Agent is installed.

(Optional) Used by the appliance SMTP ~ Outbound from the appliance
server for secure email (SSL enabled).

This is required only if you configure

secure SMTP email. See Configuring

SMTP email servers.
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Port Use Direction

995 (Optional) Used for POP3 email (SSL Inbound to the appliance
enabled).
3306 (Optional) Used to access the appliance  Inbound to the appliance

database with external tools. For
example, this port is used to run reports
on the appliance database using
Microsoft Access® or Excel®.

+  Ensure that the appropriate device ports are accessible to the appliance:

Port Use

7 (Optional) Used by the appliance for UDP traffic on the network, which is used for Wake-
on-LAN. See Using Wake-on-LAN.

139 (Optional) Used during KACE Agent provisioning on Windows devices.

161 (Optional) Used for SNMP monitoring. This port should be open and bound to SNMP. See
Discovering devices on your network.

445 (Optional) Used during KACE Agent provisioning. See Provisioning the KACE Agent.

+ To use an LDAP server for authentication, ensure that the appropriate ports are accessible from the

appliance:
Port Use
389 (Optional) Used for LDAP access.
636 (Optional) Used for secure LDAP access.

Verifying the status of the NTP service

When downloading patches using HTTPS, the NTP (Network Time Protocol) service must be running on the
appliance. The NTP service is required because the secure protocol uses the current date stamps from the
appliance to ensure certificate validity.

If the NTP service is not running, patch download failures, suggesting invalid certificates, might result.

Make necessary websites accessible to the appliance

To complete patch downloads, access product information, and interact with Quest Support, firewall, DNS
server, and proxy server settings must allow the appliance to access domains on both port 80 and port 443.

»  Ensure that the appliance Administrator Console has links to the following websites:

Website Description
https://twitter.com/quest Twitter®
https://www.facebook.com/questsoftware Facebook®
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Website Description

http://linkedin.com/ LinkedIn®
http://my.kace.com/inKpadsubscriptioncenter Quest KACE Inkpad
https://www.quest.com/community/b/en/p/endpoint-management Quest KACE blog
https://kace.uservoice.com/forums/82699-k1000 Quest KACE Uservoice

Configuring network and security settings

Appliance network settings include the hostname, web server name, IP address, and other information required to
access the appliance over the network.

Change appliance network settings

You can change the appliance network settings to meet the needs of your environment any time after the initial
configuration.

For virtual and physical versions of the appliance, network settings are initially configured during the
first login to the Administrator Console or the Command Line Console. See Change appliance network
settings.

For K1 as a Service, the appliance is preconfigured with a static IP address, subnet mask, and default gateway.
For configuration information, see the KACE as a Service Setup Guide. Go to https://support.quest.com/k1000-
as-a-service/release-notes-guides.

Changing the majority of appliance network settings requires that you reboot the appliance. Total reboot downtime
is one to two minutes, provided that the changes result in a valid configuration.

* TIP: Testing an external SMTP server does not require the appliance reboot. You can test the SMTP
configuration before saving your changes.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

« If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Network Settings to display the Network Settings page.
3. On the Network Settings page, in the Appliance Network Configuration section, provide the following
information:

Option Description

DNS Hostname Enter the hostname of the appliance. The default is k1000.

Web Server Name Enter the fully-qualified domain name of the appliance. This is the Hosthame
concatenated with Domain. For example: k1000.example.com. Devices connect
to the appliance using this name. Quest recommends that you add a static IP
address entry for the appliance to your DNS server. If you use an SSL certificate, the
hostname must be fully qualified and it must match the name on the certificate.
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Option Description

Automatically Select this check box to enable the system to generate the appliance web server
generate server name using this format: Hostname . Domain. For example: k1000 .example.com.
name Clear this check box to enter a custom web server name.

4. Inthe IPv4 Configuration section, provide the following information:

Option Description

Configure Select this option if you want to use DHCP (Dynamic Host Configuration Protocol) to
Network Using automatically obtain the IPv4 address and other network configuration information for
DHCP the appliance.

Configure Select this option if you want to manually specify the IPv4 address, domain, subnet

Network Manually mask, default gateway, and DNS settings for the appliance:

« IP Address: Enter the static IP address of the appliance.

If the IP address is incorrect, you cannot access the
appliance through the web interfaces (Administrator Console and
User Console). If this happens, open the appliance Command Line
Console, and use the konfig login to enter the correct IP address.

*  Domain: Enter the domain that the appliance is on. For example,
example.com.

+  Subnet Mask: Enter the subnet (network segment) that the appliance is on.
The defaultis 255.255.255.0.

+ Default Gateway: Enter the network gateway for the appliance.

*  Primary DNS: Enter the IP address of the primary DNS server the appliance
uses to resolve host names.

» Secondary DNS: (Optional) Enter the IP address of the secondary DNS server
the appliance uses to resolve host names.

5. Inthe IPv6 Configuration section, provide the following information:

Option Description

Configure Select this option if you want to use the SLAAC (stateless address auto-

Network Using configuration), offered by IPv6, to configure the appliance's network settings.
SLAAC SLAAC allows devices to select their own IPv6 addresses based on the prefix that is

advertised from their connected interface.

Configure Select this option if you want to manually specify the IPv6 address, prefix length, and
Network Manually default gateway for the appliance:

+ IPv6 Address: Enter the static IPv6 address of the appliance.

If the IP address is incorrect, you cannot access the
appliance through the web interfaces (Administrator Console and
User Console). If this happens, open the appliance Command Line
Console, and use the konfig login to enter the correct IP address.

«  Prefix Length: Enter the number of bits in the IPv6 address prefix. An IPv6
prefix typically consists of 64 bits.

+ Default Gateway: Enter the network gateway for the appliance.
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Option Description

Disable IPv6 Select this option if you want to disable an IPv6 address for the appliance. This is the
default setting.

6. Optional: To set a proxy server, select the Enable Proxy Server in the Proxy Configuration section, then
specify proxy server settings:

Option Description

Type Enter the proxy type, either HTTP or SOCKSS5.

Server Enter the name of the proxy server.

Port Enter the port for the proxy server. The default port is 8080.

Enable Select the check box to use the local credentials for accessing the proxy server.

Basic Proxy
Authentication

Login Enter the username for accessing the proxy server.

Password and Enter the password for accessing the proxy server.
Confirm Password

* NOTE: The appliance supports proxy servers that use basic, realm-based authentication, requiring
usernames and passwords. If your proxy server uses a different kind of authentication, add the
appliance’s IP address to the proxy server’s exception list.

7. To use an external SMTP server, select Enable SMTP Server in the Email Configuration section, then
specify SMTP server options:

Option Description

Server Specify the hostname or IP address of an external SMTP server, such as
smtp.gmail.com. External SMTP servers must allow anonymous (non-authenticated)
outbound email transport. Ensure that your network policies allow the appliance to
contact the SMTP server directly. In addition, the mail server must be configured to
allow the relaying of email from the appliance without authentication. If you specify an
IP address, enclose the address in brackets. For example [10.10.10.10].

Port Enter the port number to use for the external SMTP server. For standard SMTP, use
port 25. For secure SMTP, use port 587.

Login Enter the username of an account that has access to the external SMTP server, such
as your_account_name@gmail.com.

Password and Enter the password of the specified server account.
Confirm Password

8. Testthe SMTP configuration.
a. Click Test Connection.

b. Inthe Connection Test SMTP dialog box that appears, type the email address to which you want
to send a test email using the newly configured SMTP server, and click Send Test Email.
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The Connection Test SMTP dialog box refreshes, showing the test results. status of the
email operation. If the test fails, verify your configuration, and try again.

9. Click Save.
The appliance reboots. Total reboot downtime is one to two minutes, provided that the changes
result in a valid configuration.

10. If you changed the appliance IP address, go to the new address to display the Administrator Console login
page.

Configure local routing tables

Configure local routing tables to enable the appliance to route traffic through multiple gateways on a network.

Local routing tables are useful when the physical appliance is located in one office, and managed devices are
located in a different location. For example, if the appliance is located in Texas, and managed devices are
located in California, the appliance would serve devices on the Texas subnet. Using the a local routing table, the
appliance could be pointed to the network in California, so that it could host the California devices as well as the
Texas devices.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Local Routing Table to display the Local Routing Table Settings page.

3. Click the Add button to add an entry: +

4. Specify the following settings:

Option Description
Name Enter a name for the route.
Destination Enter the IP address or network for the destination with which you want your

appliance to communicate.

Subnet Mask or Enter the subnet mask of the specified network. For example: 24,
CIDR 255.255.240.0. This is applied to the host.

Gateway Enter the IP address of the router that routes traffic between the appliance and the
destination network.

5. Click Save at the end of the row to save the entry.
6. Click Save and Reboot at the bottom of the page to save all changes.

A warning appears indicating that the Apache™ service needs to be restarted.
7. Click OK to continue.
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Configure local web server settings and allow access to
hosts

You can configure local web server settings to specify an allow list of hosts that are allowed to access the
Administrator Console, System Administration Console, and the User Console. After you create the allow
list, access is restricted to the hosts on the allow list.

i NOTE: After an IP address or domain name is added to the Allow List, only that IP address or domain has
access. All others are blocked.

1. Go to the appliance Control Panel:

¢ If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Access Control List to display the Access Control List Details page.
3. Specify the following options:

Option Description

No access Select this option to allow access from any web address.
restrictions

Restrict access as Select this option to restrict access to web addresses on the Allow List. To enable
specified below access to IP addresses on the appliance’s subnet in addition to the specified
destinations, select Allow all IP addresses in the same subnet as the appliance.

4. In the Allow List section, click the Add button to add an entry: +

5. Specify the following options.

Option Description

Destination Specify the destination:

. adminui: This is the Administrator Console, Admin level. An
allow list of IP addresses and/or host names who can log in to
http://appliance_hostname/admin.

« userui: This is the User Console. An allow list of IP addresses and/or host
names who can log in to http: //appliance_hostname/user.

+ systemui: This is the System Administration Console (available
only if the Organization component is enabled on the appliance).
An allow list of IP addresses and/or host names who can log in to
http://appliance_hostname/system.

« api: This is the appliance API. An allow list of IP addresses and/or host names
who can access the appliance using its API, including the KACE GO app.

IP Address/ Provide the address to be allowed. This can be either:
D inN
omain Name * A domain or sub-domain name (full or partial)

* An IP address (full or partial)
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Option Description
Subnet Mask/ Provide a subnet mask/CIDR (Classless Inter-Domain Routing) to be allowed. This
CIDR enables a finer-grained subnet control.
6. Click Save at the end of the row to save the entry.
7. Click Save at the bottom of the page to save all changes.
A warning appears indicating that the Apache service needs to be restarted.
8. Click OK to continue.

NOTE: After an IP address or domain name is added to the Allow List, only that IP address or domain
can access that page. All others are blocked.

Configure security settings for the appliance

You must configure appliance security settings to enable certain capabilities such as Samba share, SSL, SNMP,
SSH, database access, and FTP access.

To enable SSL, you need to have the correct SSL private key file and a signed SSL certificate. If your private
key has a password, the appliance cannot restart automatically. If you have this issue, contact Quest Support at
https://support.quest.com/contact-support.

+  Saving changes to security settings reboots the appliance.

* In some cases, the Firefox® browser does not display the Administrator Console login page
correctly after you enable access to port 443 and restart the appliance. If that happens, clear the
Firefox browser cache and cookies, then try again.

1. Go to the appliance Control Panel:

e If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control

Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Security Settings to display the Security Settings page.
3. Inthe top section, specify the following settings:

Option

Description

Enable SSH
Enable webserver
compression
Enable SNMP
READ access
SNMP Community

String

Enable SNMP Trap
monitoring

Permit SSH logins to the appliance. When SSH is enabled, SSH encrypted
communications are permitted over port 22.

Enable the appliance to compress web pages. This compression reduces the time it
takes to load Administrator Console and User Console pages in the browser.

Enable unidirectional (read-only) SNMP access to managed devices on the network
through port 199 using SMUX, an SNMP multiplexing protocol. See Verify port
settings.

The SNMP community string that enables read-only SNMP access. The default value
is public.

Enable SNMP (Simple Network Management Protocol), a protocol for monitoring
managed devices on a network. SNMP is supported by Dell Open Manage and many

KACE Systems Management Appliance 13.2 Administrator Guide

Configure security settings for the appliance


https://support.quest.com/contact-support

Option

Description

third-party products. If you do not want to receive SNMP traps from network devices,
clear this option.

When you enable this feature on the appliance, and the related devices are also
enabled for monitoring, the appliance can receive SNMP traps from the monitored
network devices such as printers, projectors, and routers. This feature only applies to
network devices managed through the SNMP-managed devices, such as agentless
devices using SNMP connections.

For information on how to enable device monitoring, see Enable monitoring for one or
more devices.

SNMP traps are messages initiated by network devices and sent to the trap receiver
on the appliance. For example, a router can send a message when its power supply
fails. Or, a printer initiates a message when it runs out of paper. The appliance
receives these traps and generates alerts when certain pre-defined thresholds are
reached.

+  SNMP version 1 or 2: This version only requires a valid community string.
A community string is required to allow the appliance to receive SNMP trap
messages from monitored network devices. The appliance supports multiple

security strings. To add a community string, open the v1/v2 tab, click + type
the community string, and click Save.

+  SNMP version 3: This version implements enhanced security and remote
configuration features and requires a valid user name and encryption

information. To add a security name, open the v3 tab, click + and provide the
following information:

> Security Name: The name of the User-based Security Model (USM)
account that sends the SNMP trap.

> Engine ID: The ID of the SNMP application engine that sends the SNMP
trap.

> Authentication Password: The password associated with the Security
Name.

> Authentication Protocol: The protocol used for authenticating the user:
MD5 or SHA.

> Privacy Password: The encryption key for the data packet.
> Privacy Protocol: The encryption protocol: AES or DES.
> Security Level: Indicates the level of security:

= authPriv: The identity of the sender is verified and the information is
encrypted.

= authNoPriv: The identity of the sender is verified, but the information
is not.

= noAuthNoPriv: The identity of the sender is not verified and the
information is not encrypted.
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Option

Description

MIB Files

Enable Secure
backup files

Enable backup via

FTP

Make FTP writable

New FTP user
password

Enable mDNS

Enable Munin
access

Enable database
access

Enable secure
database access
(SSL)

Enable remote
syslog

Upload vendor-specific MIB (management information base) files. A MIB file allows
the trap receiver on the appliance to translate SNMP traps into human-readable
messages. These files are optional.

» To upload a MIB file, on the Security Settings page, under MIB Files, in the
Upload MIB area, click Browse, and select a MIB file.

A MIB file must meet certain standards. The appliance validates every MIB file
that you upload. If you upload an invalid MIB file, an error message appears
along the top of the Security Settings page. If you do not want to validate the
contents of the MIB file, select the Skip MIB validation check box.

Require username and password authentication for access to appliance backup files,
which are available by entering a URL in a browser.

Clear this option to enable access to backup files through a URL without username or
password authentication. This is useful for external process that require access. See
About appliance backups.

Enable access to the database backup files through a read-only FTP server. This
enables you to create a process on another server to access the backup files.

If you do not need this access, clear this option.

Enable the upload of backup files using FTP. FTP is useful for backup files that are
too large for the default HTTP mechanism and cause browser timeouts.

Require a password for FTP access to the backup files.

Enable the appliance to respond to multicast Domain Name System (mDNS) and
DNS Service Discovery (DNS-SD) requests. This option makes it easier for users and
administrators to locate the Administrator Console and User Console. If you do not
need the appliance to respond to these requests, clear this option.

Enable the appliance to view server usage and metrics over time.

* NOTE: This allows unrestricted, unauthenticated access to /munin.

Enable users to run reports on the appliance database using an external tool, such as
Microsoft Access or Excel, over port 3306. If you do not need to expose the database
in this way, clear this option.

. NOTE: The appliance database can be accessed from any ODBC-compliant

1 third-party tool if you have installed the (32bit) MySQL ODBC driver. You must
select this check box if you want to use this feature. In addition, you will need
to configure a data source for your MySQL ODBC driver, and provide the
appliance connection information. For more information, refer to your MySQL
ODBC driver documentation.

Enable SSL access to the database and access additional SSL options.

Enable the appliance to send limited server log data to a remote Syslog server.
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Option

Description

. NOTE: Log data sent this way is unencrypted and uses UDP (User Datagram
Protocol). Before selecting this option, review your organization's guidelines
about security and network saturation.

Remote Syslog Specify the fully qualified domain name (FQDN) or IP address and the port number

Server

of the remote Syslog server. IPv4 and IPv6 addresses are supported. If you do not
provide a port number, the appliance uses 514 (UDP), the default port number for
Syslog traffic.

4. Inthe Two-Factor Authentication section, configure the Two-Factor Authentication (2FA) feature. 2FA
provides stronger security for users logging into the appliance by adding an extra step to the login process.
It relies on the Google Authenticator app to generate verification codes. The app generates a new six-digit
code at regular intervals. When enabled, end users will be prompted for the current verification code each

time they log in.

NOTE: If you enable this feature, ensure that appliance server's clock is accurate, as well as the
device running Google Authenticator. Google Authenticator relies on current time to create the token.
If server's clock is not synchronized with those of the devices running Google Authenticator, token
validation may fail, which may result in account lockouts.

a. Specify the following options. They appear listed in the order of precedence, as you enable
them from top to bottom. For example you can only enable 2FA for the User Console if you have
previously configured 2FA for the Administrator Console.

= Enable Two-Factor Authentication for the System Portal: Select this check box if you want to
use 2FA for the System Administration Console. To enable 2FA for all users, select Required
for all Users.

NOTE: This option is only available on appliances with multiple organizations.

= Enable Two-Factor Authentication for the Admin Portal: This option only appears if you
enabled 2FA for the System Administration Console, or if your appliance has only one
organization. Select this check box if you want to use 2FA for the Administrator Console. Next,
specify the users that will require 2FA during login by selecting one of the following options:

* Required for all Users: Appliances with one organization only. To enable 2FA for all users,
select this option.

= Defined by Organization: Appliances with multiple organizations only. Apply the same
2FA configuration to all users in each Organization in the Administrator Console, as

applicable.

* Required for all Users: Appliances with multiple organizations only. Enable 2FA for all
users in the Administrator Console.

* Not required: Appliances with multiple organizations only. Disable 2FA for all users in the
Administrator Console.

= Enable Two-Factor Authentication for the User Portal: This option only appears if you enabled
2FA for the Administrator Console. Select this check box if you want to use 2FA for the User
Console. Next, specify the users that will require 2FA during login by selecting one of the
following options:

= Defined by Organization: Apply the same 2FA configuration to all users in each Organization
in the User Console, as applicable.

= Required for all Users: Enable 2FA for all users in the User Console.
* Not required: Disable 2FA for all users in the User Console.

b. Under Transition Window, specify the amount of time during which users who require 2FA will
be able to bypass the 2FA configuration step.
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For example, if a user forgets their phone at home and is therefore unable to generate
new code, they can still access the portal during the period of time specified here.

a

5. Use the settings in the Brute Force Prevention area to prevent multiple consecutive attacks from obtaining

access to the appliance using false credentials. You can configure the number of failed authentication
attempts within a specified time frame, after which the appliance prevents any logins for that user.

The default setting is three attempts during a five-minute period. You can change these values, as
needed.

When the appliance disables a user account from logging in, other users are not affected and can
in to the appliance with valid credentials.

log

6. Optional: In the Appliance Encryption Key section, click Generate Key to generate a new encryption key.

This key is used to enable Quest Support to access your appliance for troubleshooting using a tether. It

is

not necessary to generate a new key unless you believe that the current key has been compromised. See

Enable a tether to Quest KACE Support.

The time stamp shows the time the key was generated.
7. Inthe Single Sign On section, specify authentication settings:

Option Description

Disabled Prevent the appliance from using single sign on. Single sign on enables users who
are logged on to the domain to access the appliance Administrator Console and
User Console without having to re-enter their credentials on the appliance login
page.

Active Directory Use Active Directory for authentication. Active Directory uses the domain to
authenticate users on the network. See Using Active Directory for single sign on.

8. In the Samba section, specify the following settings:

Option Description

For appliances with  Use the appliance's client share to store files, such as files used to install applications
the Organization on managed devices.

component The appliance’s client share is a built-in Windows file server that can be used by
enabled: the provisioning service to assist in distributing the Samba client on your network.
Enable Quest recommends that this file server only be enabled when you perform application
Organization File installations on managed devices.

Shares ] * NOTE: If the Organization component is enabled on your appliance, you can
Fgr appliances select additional file sharing options for each organization. See Enable file
without the sharing at the System level.

Organization

component:

Enable File

Sharing
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Option

Description

Samba minimum
protocol, Samba
maximum
protocol

Require signing

Disable Guest
Access

Require NTLMv2
to appliance file
shares

Require NTLMv2
to off-board file
shares

Select the minimum and maximum Samba protocol, as required. The following
options are available in each setting:

+  SMB2: Re-implementation of the SMB protocol. Used by Windows Vista and
later versions of Windows. SMB2 has sub protocols available. By default SMB2
selects the SMB2_10 variant.

« SMB2_02: The earliest SMB2 version.
+  SMB2_10: Windows 7 SMB2 version.
+  SMB2_22: Early Windows 8 SMB2 version.
SMB2_24: Windows 8 beta SMB2 version.

+  SMB3: Re-implementation of the SMB2 protocol. Used by Windows 8. SMB3
has sub protocols available. By default SMB3 uses the SMB3_11 variant.

+ SMB3_00: Windows 8 SMB3 version (similar to SMB2_24).
« SMB3_02: Windows 8.1 SMB3 version.
«  SMB3_10: Early Windows 10 technical preview version.

+  SMB3_11: Windows 10 technical preview version.

Enables signing in for the Samba protocol.

Disables Samba guest access.

Enable NTLMv2 authentication for the appliance files shares. When this is enabled,
managed devices connecting to the appliance File Shares require support for
NTLMv2 and they authenticate to the appliance using NTLMv2. Although NTLMv2
is more secure than NTLM and LANMAN, non-NTLMv2 configurations are more
common and this option is usually turned off. Enabling this option disables lanman
auth and ntlm auth on the Samba server. NTLMv2 Levels 1-4 are supported. If
you need NTLM v2 Level 5, consider manually provisioning the KACE Agent. See
Manually deploying the KACE Agent.

Force certain appliance functions that are supported through the Samba client, such
as Agent Provisioning, to authenticate to off-board network file shares using NTLMv2.
Even though NTLMv2 is more secure than NTLM and LANMAN, non-NTLMv2
configurations are more common and this option is usually disabled. Enabling this
option enables the client ntimv2 auth option for Samba client functions.

9. Optional: In the SSL section, specify SSL settings:

. IMPORTANT: Enabling SSL is a one-way automatic shift for managed devices. Devices must
be reconfigured manually if you disable SSL.

Option

Description

Enable Port 80
access

Enable Forward

port 80 to port 443

Enable access to the appliance over port 80.

If you disable port 80 access, contact Quest Support to adjust the Agent deployment
scripts to handle SSL.

When you verify that SSL is working as expected, you can enable the forwarding of
all communication from port 80 to port 443. To do that, select this check box.
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Option

Description

Enable SSL Enable managed devices to connect to the appliance using SSL (HTTPS).

Enable this setting only after you have properly deployed the appliance on your LAN
in non-SSL mode.

To enable SSL, you need to load an SSL certificate as described in step 10.

10. To load an SSL certificate, do one of the following:

—_

2.
3.

1.
2.

If your SSL certificate and private key are in Privacy Enhance Mail (PEM) format, similar to those used
by Apache-based web servers:

Select Upload PEM SSL Certificate.

In the SSL Private Key File and SSL Cettificate File fields, select the private key and certificate files.

If you want to enable and upload intermediate SSL certificates (also in PEM format), select Enable
Intermediate SSL Certificate. Intermediate SSL certificates are signed certificates provided by
certificate issuers as proxies for root certificates.

If your certificate is in PKCS-12 format:

Select Upload PKCS-12 SSL Certificate.
In the PKCS-12 File field, select the file.
In the Password for PKCS-12 file field, type the password for the PKCS-12 file.

To use the Let's Encrypt service for SSL certificates:

Click Apply Let's Encrypt SSL Certificate. Let's Encrypt is a free, automated, and open certificate
authority (CA). When you get a certificate from Let’'s Encrypt, their servers validate that you control
the domain names in that certificate using a challenge.

* NOTE: The HTTP-01 challenge can only be done on port 80. Specify arbitrary ports

1 makes the challenge less secure, and it is therefore not allowed by the Automatic
Certificate Management Environment (ACME) standard. For that reason, the appliance
must run on a public-facing box with port 80 open for inbound communication, and a
publicly-resolvable DNS. For more details, visit https://letsencrypt.org/docs/challenge-
types/.

In the Email Address field, provide an email address. While Let's Encrypt certificates periodically
expire, the appliance uses an automated process to update the certificate before its expiration. The
address is used for communication with Let's Encrypt in an unlikely event the certificate expires. You
must have a Let's Encrypt account registered using this email address.

Select the check box to agree with the terms of service.
To generate certificate requests or load self-signed certificates:

Click Generate CSR (Certificate Signing Request) or Self-Signed SSL Certificate.

In the area that appears, click SSL Certificate Form. Follow the instructions in Generate an SSL
certificate.

11. In the Secure Attachments in Service Desk section, choose whether to add security for files that are
attached to Service Desk tickets:

Select the check box to enable security for files attached to tickets. If you choose this option, users
can access files attached to tickets only from within the appliance Administrator Console or User
Console.

Clear the check box to enable users to access files by clicking ticket links from outside the
Administrator Console or User Console.

12. Click Save and Restart Services to save changes and restart the appliance.

NOTE: In some cases, the Firefox browser does not display the Administrator Console login page
correctly after you enable access to port 443 and restart the appliance. If that happens, clear the
Firefox browser cache and cookies, then try again.
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Configure Active Directory as the single sign on method

Active Directory single sign on enables users who are logged on to the domain to access the appliance
Administrator Console and User Console without having to re-enter their logon credentials each time.

Before you connect the appliance to an Active Directory server, verify that:

*  Network and DNS settings are configured to enable the appliance to access the Active Directory server.

See Change appliance network settings.

»  The time settings on the Active Directory server match the time settings on the appliance. For information
on setting the time on the appliance, see Configure appliance date and time settings.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hosthame/admin, then select Settings > Control

Panel.

¢ If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Inthe Single Sign On section of the Security Settings page, select Active Directory, then provide the
following information:

Option Description

Domain The host name of the domain of your Active Directory® server, such as example.com.

Username The user name of the administrator account on the Active Directory server. For
example, username@example.com.

Password The password of the administrator account on the Active Directory server.

Computer Object The name of the computer object container of the administrator account on the Active

Container Directory server.

Computer Object The name of the computer object container of the administrator account on the Active

Name Directory server.

Service Account
Container

3. Click Join.

The name of the service account container of the administrator account on the Active
Directory server.
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The appliance performs the following tests, which require read-only permission, to determine
whether the domain is configured correctly to allow the appliance to join the domain:

o

o

Check
Check
Check
Check

Check

for supported operating system and correct operating system patches
for sufficient disk space to install QAS

that the hostname of the system is not 'localhost'

if the name service is configured to use DNS

resolv.conf for proper formatting of name service entries and that

the host can be resolved

Check

for a name server that has the appropriate DNS SRV records for Active

Directory

Detect a writable domain controller with UDP port 389 open

Detect Active Directory site if available

Check
Check
Check

Check

if TCP port 464 is open for Kerberos kpasswd
if UDP port 88 and TCP port 88 are open for Kerberos traffic
if TCP port 389 is open for LDAP

for a global catalog server and if TCP port 3268 1is open for

communication with global catalog servers

Check
Check

Check

for a valid time skew against Active Directory
for the QAS application configuration in Active Directory

if TCP port 445 is open for Microsoft CIFS traffic

These tests do not need write access and they do not check for permission to write to any directory. In
addition, these tests do not verify username and password credentials. If the credentials are incorrect, the
appliance might not be able to join the domain even if the tests are successful.

A message appears stating the results of the test. To view errors, if any, click Logs, then in the Log drop-
down list, select Server Errors.

4. Optional: Select Force Join to join the server to ignore errors and join the domain.

5. Click Save and Restart Services.

When users are logged in to devices that are joined to the Active Directory domain, they can access the appliance
User Console without having to re-enter their credentials. If users are on devices that are not joined to the Active
Directory domain, the login window appears and they can log in using a local appliance user account. See Add or
edit System-level user accounts.

. NOTE: To use single sign on with Microsoft Edge and Firefox browsers, users must configure their
browser settings to use the appropriate authentication. See Configuring browser settings for single sign on.
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Generate an SSL certificate

You can generate a self-signed SSL certificate, or generate a certificate signing request for third-party certificates,
using the Administrator Console.

1. Go to the appliance Control Panel:

If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hosthame/admin, then select Settings > Control
Panel.

If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Security Settings to display the Security Settings page.
3. Inthe SSL section, click Enable SSL.

Additional SSL options are displayed.

4. Click Generate CSR (Certificate Signing Request) or Self-Signed SSL Certificate, then click SSL
Certificate Form to display the SSL Certificate Form page.

NOTE: If a certificate signing request has previously been generated, it appears on the page. To
generate a new request, you need to update the information in the Configure section, then click Save
before you click Generate Self-Signed Certificate.

5. In the Configure section, provide the following information:

Option Description

Company Name The name of your company.

Organization Name The name of your organizational unit or business group.

Common Name The common name of the appliance you are creating the SSL certificate for.
Email Your email address.

City Name The name of your locality.

State or Province Name The name of your state or province.

Country Name The name of your country.

6. Click Save.

If this is the first time the SSL Certificate Form has been saved, the Certificate Signing Request section
appears. If the form has previously been saved, the Certificate Signing Request section is updated.

7. Do one of the following:

To generate a certificate using a third-party certificate issuer:

Copy all of the text in the Certificate Signing Request section, including the lines "----- BEGIN
CERTIFICATE REQUEST-----— "and "----- END CERTIFICATE REQUEST----- " and
everything in between, then send it to the certificate issuer or the person who provides your
company with web server certificates.

When you receive a certificate from the third party, return to the Security Settings page and upload
the certificate. See Configure security settings for the appliance.

To generate a self-signed certificate:
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1. Click Generate Self-Signed Certificate to generate and display the certificate below the Certificate
Signing Request section.

2. Click Deploy Self-Signed Certificate, then click Yes.
3. On the Security Settings page, click Save and Restart Services.

Self-signed certificates are converted to PEM files, named kbox . pem, and the files are placed in
KACE Agent data folders.

i NOTE: Your private key appears in the Private Key field. It is deployed to the appliance when you
deploy a valid certificate. Do not send the private key to anyone. It is displayed here in case you want
to deploy this certificate to another web server.

NOTE: The certificate and private key for SSL are not included in the appliance’s daily backups for
security reasons. Retain these two files for your own records.

Configuring Agent settings
Agent settings determine the port and security settings used by the KACE Agent. These settings are specific to

the Agent infrastructure and do not affect other appliance configuration settings or runtime operations.

* NOTE: Changing Agent settings temporarily interrupts communications between the appliance and the
Agents installed on managed devices, so use caution. For more information, contact Quest Support at
https://support.quest.com/contact-support.

About Konea

Konea is a component that enables the communication between the KACE Agent, which is installed on Agent-
managed devices, and the appliance.

Konea provides optimized real-time communications for systems-management operations.

Configure Agent settings

You can configure KACE Agent settings on the appliance. These settings are System-level settings. If the
Organization component is enabled on the appliance, Agent settings apply to all organizations.

1.  Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance

Administrator Console, https://appliance_hosthame/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Agent Settings to display the Agent Settings page.
3. Specify the following settings:

Option Description

Allow legacy This option only appears if upgrading an existing appliance to version 11.0. Leave
agents (pre-11.0)  this option enabled only if you want to continue using legacy agents without a secure
connection which reduces the overall security of the appliance. Quest recommends
upgrading all legacy agents to the latest version. Disabling this option deactivates
all of your pre-11.0 agents, permanently preventing them from connecting to the
appliance until a secure connection is configured. When this option is disabled, it can
no longer be enabled.
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Option

Description

Require SSL For
File Transfers

Verify SSL
Certificates

CA Certificate
Bundle File

For more information about configuring agents to use a secure connection, see
Registering KACE Agent with the appliance.

NOTE: The following settings are not required for KACE Agents version 11.0 pr later, as all
communication is carried over through the Konea tunnel. For more information about Konea, see
About Konea.

Configure the KACE Agent to use secure connections. SSL (Secure Sockets Layer)
connections allow the Agent to establish encrypted link to ensure that all data passed
from and to the Agent remains private and integral.

* IMPORTANT: After changing this setting, you must restart the Agent
manually using the AMPTools restart command, to ensure these
changes are reflected on the Client machine.

Verify SSL certificates prior to establishing a connection. An SSL certificate contains
a public key used to encrypt and information about its owner identity.

* IMPORTANT: After changing this setting, you must restart the Agent
manually using the AMPTools restart command, to ensure these
changes are reflected on the Client machine.

Some environments use custom cURL (Client URL) CA (certificate authority)
certificates during agent-server communication. This can be used to verify SSL
certificates that are signed by an authority that is not referenced in the default agent
bundle.

*  To upload your custom cURL CA bundle, click Choose File. The certificate
bundle file must be in . PEM format. The appliance verifies the file contents. If
the file is valid, it replaces the existing or the default bundle (cacert.pem), as
applicable. In case the file is invalid, an error message appears.

*  Torevert to the default certificate, click Reset to Default.

: NOTE: This option is only available after uploading a valid custom CA
1 bundle.

4. Click Save and Restart Services to save the settings and restart the messaging protocol processor.

Related topics

Configure security settings for the appliance

Troubleshooting appliance issues

Optional: Configure Agent communication settings, which determine the frequency at which Agents communicate
with the appliance. See Managing Agent communications.

Configuring session timeout and auto-refresh

settings

Session timeout is a System-level setting that specifies the amount of inactive time that can pass before users are
automatically logged out of the Administrator Console or User Console. Auto-refresh settings are user-level
settings that determine the frequency with which console pages are refreshed.
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Set session timeout

You can configure session timeout to meet your security requirements.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hosthame/admin, then select Settings > Control

Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click General Settings to display the General Settings page.
3. In the top section, configure the session timeout:

Options

Description

Session Timeout

Set the number of inactive hours to allow before closing user sessions and requiring
users to log in again. The default is 1. The User Console and Administrator
Console have Timeout Session counters to alert users of this time limit. Only periods
of inactivity are counted. The counter restarts when the user performs any action
that causes the console to interact with the appliance server, such as refreshing

a window, saving changes, and changing windows. When a session reaches 60
seconds before the timeout, a message box appears, allowing you to extend the
session, or to log off. Once the counter reaches the limit, the user is logged out,
unsaved changes are lost, and the login screen appears. The Timeout Session
counter appears in the upper right of each console.

4. Click Save and Restart Services.

Set auto-refresh properties

You can set auto-refresh to show the latest results on list pages, or you can turn auto-refresh off so that pages are
refreshed only when they are reloaded in the browser.

Setting the refresh frequency to 30 seconds or less is useful for pages that display status, such as the
Provisioning Results page and the Devices page. On other pages, such as the Software Catalog page, a longer
refresh rate, or turning auto refresh off, might be more appropriate, because these pages can take longer to

refresh.

Auto-refresh settings are page-specific and user-specific. The settings for each page and each user account are

separate.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Go to a page that has information to be refreshed, such as Inventory > Devices.

The Devices page appears.
3. Inthe Auto Refresh drop-down list, above the list to the right, select a frequency.

The list is updated according to the selected frequency.
4. Click the Refresh button in the top-right corner of the page to refresh the page immediately.
5. Optional: In the Auto Refresh drop-down list, above the list to the right, select OFF to turn off auto-refresh.

Auto-refresh is disabled. Information on the page is no longer updated automatically.
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Configuring locale settings

Locale settings determine the language used for text in the Command Line Console, Administrator
Console, and User Console.Locale settings determine the formats used for date and time information displayed
in the Administrator Console and User Console. All text in the interfaces is displayed in English regardless of
locale settings.

The locale options available through your license agreement. See View the appliance version, model, and license
information.

How locale settings are applied

Locale settings are applied in a particular order.

When choosing the locale for text in the Command Line Console, Administrator Console, and User Console,
the appliance uses the following priority:
1. User: If the user locale is set, use it.

2. Organization: If the user locale is not set, use the organization setting (available only if the Organization
component is enabled on the appliance).

3. Browser: If neither the user nor organization locales are set, use the browser setting.

4. System (Command Line Console): If the user, organization, and browser locales are not set, use the
System setting.

5. Default: If none of the preceding options are set, use the default locale (English).

Configure locale settings for the Administrator Console
and the Command Line Console

You can configure the locale setting for the Administrator Console at the System-level. This also controls the
locale of the Command Line Console, which is accessed through the konfig user account.

Locale settings determine the formats used for date and time information displayed in the Administrator
Console. All text in the interface is displayed in English regardless of locale settings. Locale settings also
determine the date and time formats used in email sent from the Service Desk.

1.  Go to the appliance Control Panel:
* If the Organization component is not enabled on the appliance, log in to the appliance

Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click General Settings to display the General Settings page.
3. If the Organization component is enabled on your appliance, do the following:
a. Select a locale in the Default Locale drop-down list in the top section.
b. Click Save and Restart Services at the bottom of the page.
4. If the Organization component is not enabled on your appliance, do the following:
a. Inthe Locale Settings section, select a locale from the Organization Locale drop-down list.
b. Inthe Locale Settings section, select a locale from the Command Line Console drop-down list.
c. Click Save and Restart Services.

The locale you selected is used for the Administrator Console and the Command Line Console.
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Configure locale settings for the User Console

The appliance supports several locales. The Administrator Console, System Administration Console, and
online help can be displayed in English, French, German, Japanese, Portuguese (Brazil), and Spanish.

In addition to these languages, you can translate the User Console into other non-supported locales, such as
Afrikaans (South Africa), as needed. When you translate the User Console to a non-supported language, its help
contents appear in English, while other elements of the appliance, such as the Administrator Console, System
Administration Console, and the associated online help, are displayed in the selected language.

By default, the browser locale determines the language in which the User Console is displayed. When the User
Console is translated to another languages and properly configured (as described below), any users whose
browsers use that locale display the User Console in the translated language.

1. Go to the appliance Control Panel:

If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Localization to display the User Console Localization Settings page.

3. Export the text strings associated with the locale from which you want to translate to a Gettext portable
object (PO) file, along with a portable object template (POT) for translation. For more information about
Gettext PO files, see https://www.gnu.org/software/gettext/manual/html_node/PO-Files.html.

a. On the User Console Localization Settings page, under Export Gettext PO (portable object) File,
click Export Locale, and select the locale from which you want to translate. The list that appears
includes all of the supported languages, as well as any languages to which you previously
translated the User Console.

b. Click Export.

After a few moments, a ZIP file with the following contents is available for download:

o

A PO (portable object) file contains all of the User Console text strings that exist in your selected
locale.

A POT (portable object template) file contains a template file, used to generate the empty PO file
using the GetText utilities (optional).

4. Translate the User Console text strings, as required, and create a PO file.
5. Import the translated User Console strings.

You can use a PO file editor to translate the strings in the PO file. For more information, see:

GNU gettext utilities documentation: https://www.gnu.org/software/gettext/manual/html_node/
index.html

GNU Web Translators Manual: https://www.gnu.org/software/trans-coord/manual/web-trans/
html_node/index.htmI#SEC_Contents https://www.gnu.org/software/gettext/manual/html_node/PO-
Files.html

PO File Format: https://www.gnu.org/software/trans-coord/manual/web-trans/htm|_node/PO-
Editors.html

Additional information about editing PO (portable object) files with editor suggestions: https://
www.gnu.org/software/trans-coord/manual/web-trans/html_node/PO-Editors.html

a. Under Import Gettext PO (portable object) File, click Import Locale, and select the locale you
want to associate with the PO file you are importing. This is the locale to which the User Console
is translated using the translations from the imported PO file when the browser locale matches.
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b. Under Translated PO (portable object) File, click Choose File, and navigate to the translated PO
file.

c. Click Import.

6. If you want to delete any locales that you previously imported, under Delete an Uploaded Locale, click
Delete Locale, and select the locale that you want to delete. Click Delete.

Configure locale settings for organizations

If the Organization component is enabled on your appliance, you configure locale settings for each organization
separately.

Locale settings determine the formats used for date and time information displayed in the Administrator
Console and User Console. All text in the interfaces is displayed in English regardless of locale settings.
Locale settings also determine the date and time formats used in email sent from the Service Desk.

1. Go to the General Settings page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click General Settings.

2. If the Organization component is enabled on your appliance, do the following:
a. Inthe Locale Settings section, select a locale in the Organization Locale drop-down list.
b. Click Save and Restart Services at the bottom of the page.
c. If you have multiple organizations, repeat the preceding steps for each organization.

3. If the Organization component is not enabled on your appliance, do the following:
a. Inthe Locale Settings section, select a locale from the Organization Locale drop-down list.
b. Inthe Locale Settings section, select a locale from the Command Line Console drop-down list.
c. Click Save and Restart Services.

The selected locale is applied. Organization users who log in to the Administrator Console and User Console

see the formats for this locale, provided that the browser settings are also set to display the locale. However, user
locale settings take precedence over organization locale settings.

Configure locale settings for users

You can configure locale settings for each user. User locale settings take precedence over organization and
System-level locale settings.

Locale settings determine the formats used for date and time information displayed in the Administrator Console
and User Console. All text in the interfaces is displayed in English regardless of locale settings.

1. Go to the User Detail page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
On the left navigation bar, click Settings, then click Users.
. Click the name of a user.
2. Inthe Locale drop-down list, select a locale.

3. Click Save.

The locale you selected is used when the user logs in to the Administrator Console or User Console, provided
that the browser settings are also set to display the locale. User locale settings take precedence over the locale
settings of the user’s organization.
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Configuring the default theme

In a default installation, the Administration Console appears in a default Light theme for every new user.
Two additional themes are available: the Dark and Hybrid themes. You can change the default theme for the
appliance. If the appliance theme is not suitable for your use, simply choose a different theme for your profile.

For example, if the Light theme is set by default for the appliance on the System level, and you associate the Dark
theme with your user profile, the Dark theme is applied each time you log in.

Configure the default theme for the appliance

In a default installation, the appliance is configured to use the Light theme. You can choose a different theme as
the default appliance theme, as needed.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

« If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click General Settings to display the General Settings page.

3. Onthe General Settings page that appears, under Themes, click Default appliance theme, and choose
one of the following options: Light, Hybrid, or Dark.

When you choose the Light or Hybrid theme as the default appliance theme, the login page appears
with a white background. A dark background is applied when the Dark theme is applied as the default
appliance theme. The color of the login screen always reflects the configured appliance theme, not
the theme associated with your user account. For example, if you choose the Dark theme in the
Administrator Console, this theme becomes associated with your user account and is applied each
time you log in. However if the appliance uses the Light theme by default, your login screen always
appears with a white background. After a successful login, the Dark theme is applied.

i NOTE: Reports always appear with a white background, regardless of which theme is selected.
i NOTE: For newly created users, the Administrator Console uses the default theme. This can be
changed on the next login. For more information, see Configure the default theme for a user.

Configure the default theme for a user

In a default installation, the Light theme is applied to each user profile. You can choose a different theme for your
user profile, as needed. For example, if the Light theme is set by default for the appliance on the System level,
and you associate the Dark theme with your user profile, the Dark theme is applied each time you log in.

1. Do one of the following:

¢ Login to the appliance Administrator Console, https://appliance_hostname/admin, where
appliance_hostname is the host name of your appliance. Or, if Show organization menu in admin
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header is enabled in the appliance General Settings, select an organization in the drop-down
list in the top-right corner of the page next to the login information.

Log in to the appliance System Administration Console, https://appliance_hostname/
system, where appliance_hostname is the host name of your appliance, or select System from
the drop-down list in the top-right corner of the page.

Log in to the applianceUser Console, https: //appliance_hostname/user, where
appliance_hostname is the host name of your appliance, or select User Console from the drop-
down list in the top-right corner of the page.

2. From the drop-down list in the top-right corner of the page, select My Profile.

The User Profile dialog box appears.

3. Inthe User Profile dialog box, on the Profile tab, click Theme, and select a theme that you want to
associate with your user account: Light, Dark, or Hybrid.

The theme you select this way becomes associated with your user account and is applied each time
you log in. You can also configure the default theme for the appliance. For more information, see
Configure the default theme for the appliance.

Configure data sharing preferences

Configure data sharing preferences at the System level. Data sharing preferences determine how much of your
appliance information is shared with Quest. In addition, data sharing preferences determine whether information
from ITNinja is displayed in the Administrator Console.

To validate your product license, Quest collects minimal license-related information, such as the MAC Address
of the appliance, the version of the appliance software, the license key, and the number of managed devices,
regardless of the data sharing options selected in this section.

1.  Go to the appliance Control Panel:

If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click General Settings to display the General Settings page.
3. Inthe Share With Quest section, select from the following options:

Option

Description

Share summary (Recommended) Share summary information with Quest. This information includes
usage data... appliance status, uptime, and load averages, as well as the number of devices,

Managed Installations, and applications being managed by the appliance. This option
is recommended because it provides additional information to Quest Support if you
need assistance. In addition, data shared with Quest is used when planning product

enhancements.
Share detailed (Recommended) Share detailed information with Quest and share anonymous
usage data... information with ITNinja.com. This information includes Agent and appliance crash

reports, user interface usage statistics, and inventory information, such as application
titles. Quest uses this information to help improve the Software Catalog, and ITNinja
uses anonymous data to identify relevant content on http://www.itninja.com for
dynamic feeds to the appliance Administrator Console.

ITNinja.com is a community website where IT professionals can share information
and research on a wide variety of systems management and deployment topics. The
ITNinja feed is a feature that dynamically displays software deployment tips and other
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Option Description

contextual information on relevant pages in the appliance Administrator Console.
To enable the ITNinja feed, you need to select Share detailed Usage data.... This
setting shares information anonymously with ITNinja. The ITNinja feed is available
only if Share Summary Usage Data... is selected, and it is available only on pages
related to software or deployment, such as the software, Managed Installation, and
File Synchronization detail pages. The feed is not available on Software Catalog
detail page.

Clear this option to prevent the appliance from sharing inventory data with the ITNinja
community. However, clearing this option does not remove any information that has
already been shared. For more information, contact Quest Support.

4. Click Save and Restart Services.

About DIACAP compliance requirements

You can configure the appliance to support regulations, such as DIACAP (Department of Defense Information
Assurance Certification and Accreditation Process).

To comply with DIACAP, administrators perform the following tasks:
+  Enable the Acceptable Use Policy. See Enable or disable the Acceptable Use Policy.
+ Disable SSH and database access. See Configure security settings for the appliance.

+ Disable Samba file sharing. See Configure security settings for the appliance.

Enable or disable the Acceptable Use Policy

To comply with policies and regulations, such as DIACAP (Department of Defense Information Assurance
Certification and Accreditation Process), you can display an Acceptable Use Policy to users when they access the
Administrator Console, User Console, or Command Line Console, or log in using SSH or FTP.

The Acceptable Use Policy is a System-level setting. If the Organization component is enabled on your appliance,
you enable or disable the Acceptable Use Policy at the System level for all organizations. You cannot enable or
disable the policy for individual organizations.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

¢ If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click General Settings to display the General Settings page.
3. Inthe Acceptable Use Policy section, select policy settings:

Option Description

Enabled Enable the appliance to display your policy, and require users to accept the terms
of your policy, when they access the Administrator Console, User Console, or
Command Line Console, or log in using SSH or FTP.

Title The heading of the policy to be displayed on the login page of the User Console.
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Option Description

Message Details of the policy, which are displayed below the Title on the login page. Users
must agree to the terms of the policy before they can log in to the User Console.

4. Click Save and Restart Services.

When users go to the Administrator Console, User Console, or Command Line Console, or log in
using SSH or FTP, they must first agree to the Acceptable Use Policy before they can log in.

i NOTE: If single sign on is enabled, the login page is not displayed, so users do not see the
Acceptable Use Policy before being logged in automatically. See About single sign on (SSO).

Configuring Mobile Device Access

Mobile Device Access enables you to interact with the appliance using the KACE GO app.

KACE GO is an app that enables administrators to access Service Desk tickets, inventory information, and
application deployment features from their smart phones or tablets. The app also allows non-admin users to
submit Service Desk tickets, view the status of submitted tickets, and read Knowledge Base articles from their
mobile devices. You can download KACE GO from the Apple App Store for iOS devices, or from the Google Play
store for Android devices.

i NOTE: KACE GO is only available in English.

To use Mobile Device Access, you must enable mobile device access for the appliance and for the users, and
download and install KACE GO on a mobile device.

Enable Mobile Device Access for the appliance

By default, Mobile Device Access is disabled. To enable users to access the appliance using the KACE GO app,
you must first enable Mobile Device Access for the appliance.

Mobile Device Access is enabled at the System level. If the Organization component is enabled on your
appliance, and you enable Mobile Device Access, the feature is enabled for all organizations.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.
2. Click General Settings to display the General Settings page.
3. Inthe top section, select the Enable mobile device access check box.
4. Download the KACE GO app.

a. Click Get Mobile App.

A dialog box appears, allowing you to download KACE GO. The app is available for iOS
and Android platforms from their respective app stores.

* TIP: You can also access this dialog box from the help pane. For more information, see
Access product documentation.

b. Click the link for your mobile device OS, as needed, to download the app.
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For more information about downloading and configuring KACE GO, seeDownload and
use KACE GO.

5. Click Save and Restart Services.

Mobile Device Access is enabled on the appliance. Before users can access the appliance using
the KACE GO app, however, you must enable Mobile Device Access for their accounts. See Enable
Mobile Device Access for users.

If the Organization component is enabled on your appliance, enable Mobile Device Access for user
accounts at the Organization or Admin level. Mobile Device Access cannot be enabled or disabled for user
accounts at the System level.

Enable Mobile Device Access for users

After you enable Mobile Device Access for the appliance, you must enable access for users. If the Organization
component is enabled on your appliance, you enable access for users in each organization separately.

1.  Go to the User Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Users.
c. Click the name of a user.
2. Select the Mobile Device Access check box.

. TIP: If the Mobile Device Access check box is not displayed, verify that Mobile Device Access is
1 enabled for the appliance.

3. Click Save.
4. To enable Mobile Device Access for multiple users:
a. Select the check boxes for the users on the Users page.
b. Select Choose Action > Mobile Device Access > Enable.

Mobile Device Access is enabled.
Related topics
Enable Mobile Device Access for the appliance

The selected users can download the KACE GO app from the Apple App Store or from Google Play.

Download and use KACE GO

You can download KACE GO to your smart phone or tablet from the Apple App Store for iOS devices, or from the
Google Play store for Android devices.

1. On your mobile device, go to the Apple App Store or Google Play, and search for KACEGO.
2. Download and start the app.
3. If prompted, choose whether to enable Push Notifications.

When Push Notifications are enabled, the app sends notifications for Service Desk tickets to the
mobile device. These notifications are based on the Service Desk Email on Events configuration.

4. Provide the following information and choose initial settings:

Option Description

Appliance URL The IP address or fully qualified domain name of the appliance.
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Option Description

User name and Password The username and password of an account that has Mobile Device
Access enabled.

Save Password Enable the app to remember your password on the device. If you choose
this option, Quest requires that you create a PIN (personal identification
number) for security. KACE GO does not cache or save user data unless
you select Save Password.

Use SSL Enable SSL communications between the device and the appliance. To
use this setting, SSL must be enabled on the appliance. If SSL is not
enabled on the appliance, and you select Use SSL, the login fails.

For more information, see the Help Center in the KACE GO app or go to https://quest.com/products/kace-
systems-management-appliance/.

Related topics

Configure email triggers

Configure security settings for the appliance

Disable Mobile Device Access on the appliance

To prevent all users from accessing the appliance using KACE GO, you can disable Mobile Device Access at the
appliance or System level.

1. Go to the appliance Control Panel:
* If the Organization component is not enabled on the appliance, log in to the appliance

Administrator Console, https://appliance_hosthame/admin, then select Settings > Control
Panel.

¢ If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click General Settings to display the General Settings page.

w

In the top section, clear the Enable mobile device access check box.
4. Click Save and Restart Services.

KACE GO access is disabled for all users. Users who are currently logged in to the appliance using KACE
GO are disconnected.

However, individual user settings are retained and reinstated if the feature is subsequently re-enabled on the
appliance. For example, if Mobile Device Access was enabled for an account, and you re-enable Mobile Device
Access on the appliance, Mobile Device Access is also re-enabled on the account.

Disable Mobile Device Access for users

To prevent selected users from accessing the appliance using KACE GO, you can disable Mobile Device Access
at the user level.

1. Go to the Users list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
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b. On the left navigation bar, click Settings, then click Users.
2. Select the check boxes next to one or more users.
3. Select Choose Action > Mobile Device Access > Disable.

Mobile Device Access is disabled for the selected users. If the selected users are currently logged in to the
appliance using KACE GO, they are disconnected.

Enable fast switching for organizations and
linked appliances

Fast switching makes it possible to switch between interfaces without logging in to each item separately. On
appliances with the Organization component enabled, these interfaces include the Admin and System levels of
the Administrator Console the User Console, and linked K-Series appliances,

Fast switching is enabled by default on appliances without the Organization component enabled. In addition, the
link to the User Console appears by default, provided that the logged-in user has permission to access both the
Administrator Console and the User Console.

To appear in the drop-down list for fast switching, organizations must have the same admin account password;
only those organizations whose admin account passwords match appear in the list. Linked appliances have
similar requirements.

1. Go to the General Settings page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click General Settings.
2. Select the Show organization menu in admin header check box.
i NOTE: This setting is available only if the Organization component is enabled on your appliance.
3. Optional: Select the Require organization selection at login check box to require users to select an
organization when they log in.

» NOTE: This setting is available only if the Organization component is enabled on your appliance.

4. Click Save and Restart Services.

Changes are displayed on the login page and in the top section of the Administrator Console after
you log out and then log in again. The drop-down list shows the available options.

Related topics
Linking Quest KACE appliances

Linking Quest KACE appliances

Appliance linking enables you to log in to one Quest KACE appliance and access all linked appliances from the
Administrator Console.

Appliance linking enables you to log in to one appliance and access all linked appliances from the drop-down list
in the top-right corner of the Administrator Console, without having to log in to each appliance separately. You
can link all of the Quest KACE K-Series appliances you manage.
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To link appliances you need to:

+  Enable fast switching on each appliance that has the Organization component enabled. See Enable fast
switching for organizations and linked appliances.

+ Enable linking on each K-Series appliance. See Enable appliance linking.

When you enable linking, Names and Keys are created for each appliance. You then copy and paste the Names
and Keys into the Linked Appliance Detail page for each appliance.

You can access multiple Quest KACE appliances from the same Administrator Console, but you cannot transfer
resources or information among them through linking. See Importing and exporting appliance resources.

NOTE: If you have different types of Quest KACE appliances, and you plan to link them, the admin user

L]
1 account for each appliance must have the same password.

Enable appliance linking

You can enable appliance linking in the appliance or System-level General Settings. For KACE SDA instructions,
see the Help for that appliance.

1. Go to the appliance Control Panel:
* If the Organization component is not enabled on the appliance, log in to the appliance

Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Link Settings to display the Linked Appliance Enablement page.
3. Select the Enable Appliance Linking check box.
4. Provide the following information:

Option Description

Name A unique, logical name for this appliance. This name appears in the drop-down list
in the top-right corner of the page next to the login information when appliances are
linked.

Login Expiration The number of minutes to keep the link open. When this time period expires, you
need to provide login credentials when switching to a linked appliance. The default is
120 minutes.

Timeout The number of minutes the appliance waits for a remote appliance to respond to a
linking request. The default is ten seconds.

5. Select the Enable Federation API access settings check box.

* NOTE: Enabling this option allows you to configure Federation API settings for linked appliances. For
more information, see Enable access to Federation API settings.
6. Click Save to display appliance linking information.

7. Copy the text in the Name field and the text in the Key field and paste it in a central location, such as a
Notepad file.

8. Repeat the preceding steps on each appliance you want to link.

When linking is enabled on all appliances, configure the links. See Add Names and Keys to appliances.
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Add Names and Keys to appliances

To link Quest KACE appliances, add the appliance names and keys in the Administrator Console.
These instructions describe how to link KACE SMAs. For KACE SDA instructions, see the Help for that appliance.

Before you can link appliances, you need to enable linking on each appliance and copy the Name and Key of
each appliance to a central location. See Enable appliance linking.

1. Go to the appliance Control Panel:

¢ If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Linked Appliances to display the Linked Appliances page.

NOTE: If appliance linking is not enabled, you are redirected to the Linked Appliance Enablement
page.

Select Choose Action > New to display the Linked Appliance Details page.

4. Inthe Hostname field, paste the name of the appliance that you want to link.

w

This is the name that you copied following the instructions in Enable appliance linking.

5. Select Disable port 80 access to use port 443 for secure communications. Communication over both port
80 and 443 are encrypted.

o

In the Key field, paste the key of the appliance that you want to link.
This is the key that you copied following the instructions in Enable appliance linking.

7. Click Save to display the Test Connection button.
8. Click Test Connection to verify the connection between the two linked appliances.

If the settings are configured correctly, the Connection Successful message appears.

9. Log in to the second appliance and repeat the preceding steps to add the first appliance’s Name and Key to
the second appliance.

10. Click Save to display the Test Connection button.
11. Click Test Connection to verify the connection between the two linked appliances.

If the settings are configured correctly, the Connection Successful message appears.

When you re-log in to the appliance, the other linked appliances appear on the drop-down list in the top-right
corner of the page next to the login information. To switch to an appliance, select its name in the drop-down list.

Enable access to Federation API settings

If your Environment uses Federated KACE SMAs, the Federation API Settings page allows you to enable API
access for linked appliances.

The following options must be selected on the Linked Appliance Enablement page:
+ Enable Appliance Linking

+ Enable Federation APl access settings
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For more information, see Enable appliance linking.

1.

5.

Log in to the appliance Administrator Console , http://appliance_hostname/admin, then click
Settings.

On the appliance Control Panel, click Federation API Settings to display the Federation API Settings
page.
On the Federation API Settings page, select the Enable access check box.

In the Remote Systems area that appears, specify the level of access for each linked appliance, as
required.

In the row containing the appliance whose role you want to configure, click the Role column, and select
one of the following options: Administrator, Read Only Administrator, or User Console.

Click Save.
Click Save to display appliance linking information.

Disable appliance linking

If Quest KACE appliances have been linked, you can disable linking as needed. After appliance linking is
disabled, you can continue to switch to, and control, other appliances until you log off.

1.

w N

NOTE: This section explains how to disable linking on the appliance. For KACE SDA instructions, see the
Help for that appliance.

Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hosthame/admin, then select Settings > Control
Panel.

¢ If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

Click Link Settings to display the Linked Appliance Enablement page.

Clear the Enable Appliance Linking check box.

Click Save.

Configuring history settings

You can configure (subscribe to) and view the history of changes made to settings, assets, and objects on the
appliance.

About history settings

The appliance enables you to configure (subscribe to) and view the history of changes to settings, assets, and
objects.

Settings: Tracked items include general settings as well as settings for MIA devices, patch subscriptions,
and user authentication, among others. See Managing settings history.

Assets: Tracked items include devices, cost centers, departments, licenses, locations, applications,
vendors, and user-created Asset Types. See Managing asset history.

Objects: Tracked items include alerts, labels, patch schedules, Replication Shares, reports, scripts, and
applications among others. See Managing object history.

KACE Systems Management Appliance 13.2 Administrator Guide 121
About history settings



This history includes the date the change was made, the user who was logged in when the change was made,
and the nature of the change. This information can help in troubleshooting system management issues, and you
can export this information in CSV (comma-separated value) or custom report format.

History lists are informational only. You cannot use history lists to revert to previous states or undo changes.

Managing settings history

You can configure (subscribe to) and view the history of changes made to settings. Configuration options differ,
depending on whether the Organization component is enabled on your appliance.

»  If the Organization component is not enabled: View all history lists and configuration settings under
Settings > History. For instructions, see Configure settings history subscriptions for organizations.

» If the Organization component is enabled: View history lists and configuration settings for each
organization, and for the System level, separately. For instructions, see Configure System-level settings
history subscriptions with the Organization component enabled.

Configure settings history subscriptions for organizations

You can configure settings history subscriptions for the appliance or, if the Organization component is enabled, for
the selected organization.

1. Go to the Settings History Configuration page:
a. Login to the appliance System Administration Console, http: //appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.
b. On the left navigation bar, click Settings, then click History.
c. Inthe Subscriptions section, click Settings.
The options on this page differ, depending on whether the Organization component is enabled on your
appliance. For appliances with the Organization component enabled, additional options are available
at the System level.
In the drop-down list for history retention, select the length of time for changes to be retained by the
appliance and to appear in the history list. Select Forever to keep all changes. Select Disabled to erase
the existing history list and prevent the appliance from adding changes to the list.

N

. IMPORTANT: Setting history retention to very long periods, such as several months or Forever,
might result in slower page loading for items in the /nventory section.

3. Inthe Category and Field Selection section, select the check boxes next to the settings you want to track;
clear the check boxes next to the settings you do not want to track.
4. To select fields within a setting:

3 With the check box for a setting selected, click the Edit button next to the setting: rd \.
The field selection dialog appears.

b. Choose the fields whose history you want to track, then click OK.
5. Click Save.
6. Optional: If you have multiple organizations, repeat the preceding steps for each organization.
Related topics

Configure System-level settings history subscriptions with the Organization component enabled

Configure System-level settings history subscriptions with the Organization
component enabled

If the Organization component is enabled on your appliance, you can configure settings history subscriptions at
the System level.
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For information about organization-level history settings, see Managing settings history.

1. Go to the Settings History Configuration page:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

On the left navigation bar, click Settings, then click History.
On the History Panel in the Subscriptions section, click Settings.

2. Inthe Category and Field Selection section, select the check boxes next to the settings you want to track;
clear the check boxes next to the settings you do not want to track.

3. To select fields within a setting:
a.

5

With the check box for a setting selected, click the Edit button next to the setting: e
The field selection dialog appears.

b. Choose the fields whose history you want to track, then click OK.
4. Click Save.

View settings history

If history subscriptions are configured to retain information, you can view the history of changes made to settings.

1. Go to the appliance Control Panel:
* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.
* If the Organization component is enabled on the appliance, log in to the appliance System

Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click History.

3. Inthe Reporting section, click Settings to display the Settings History page.

4. To filter the list, select Type or User in the View By drop-down list, which appears above the table on the
right.

The list is redisplayed and shows only those items that match the Type or User you selected.

Managing asset history

You can configure (subscribe to) and view the history of changes made to asset information such as devices, cost
centers, departments, licenses, locations, applications, vendors and user-created Asset Types.

Configure asset history subscriptions

You can configure asset history subscriptions for the appliance or, if the Organization component is enabled, for
the selected organization.
1. Go to the Asset History Configuration page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
On the left navigation bar, click Settings, then click History.
. On the History Panel in the Subscriptions section, click Assets.
2. In the drop-down list for history retention, select the length of time for changes to be retained by the
appliance and to appear in the history list. Select Forever to keep all changes. Select Disabled to erase
the existing history list and prevent the appliance from adding changes to the list.
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. IMPORTANT: Setting history retention to very long periods, such as several months or Forever,
might result in slower page loading for items in the /nventory section.

3. Inthe Asset Type and Field Selection section, select the check boxes next to the Asset Types you want to
track; clear the check boxes next to the Asset Types you do not want to track.

4. To select fields within an Asset Type:

3 With the check box for an Asset Type selected, click the Edit button next to an Asset Type: &

The field selection dialog appears.

b. Choose the fields whose history you want to track, then click OK.
5. Click Save.
6. Optional: If you have multiple organizations, repeat the preceding steps for each organization.

View asset history

If history subscriptions are configured to retain information, you can view the history of changes made to assets.
1. Go to the Asset History list:

a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click History.
c. On the History Panel in the Reporting section, click Assets.
2. Tofilter the list, select Type or User in the View By drop-down list, which appears above the table on the
right.

The list is redisplayed and shows only those items that match the Type or User you selected.

Managing object history

You can configure (subscribe to) and view the history of changes made to objects such as labels, patch
schedules, Replication Shares, users, and other objects.

Configure object history

You can configure object history subscriptions for the appliance or, if the Organization component is enabled, for
the selected organization.
1. Go to the Object History Configuration page:
a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
On the left navigation bar, click Settings, then click History.
. On the History Panel in the Subscriptions section, click Objects.
2. In the drop-down list for history retention, select the length of time for changes to be retained by the
appliance and to appear in the history list. Select Forever to keep all changes. Select Disabled to erase
the existing history list and prevent the appliance from adding changes to the list.

* IMPORTANT: Setting history retention to very long periods, such as several months or Forever,
might result in slower page loading for items in the /nventory section.

3. Inthe Object Type and Field Selection section, select the check boxes next to the object types you want to
track; clear the check boxes next to the object types you do not want to track.

4. To select fields within an object type:
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a. With the check box for an object type selected, click the Edit button next to the object type: re

The field selection dialog appears.
b. Choose the fields whose history you want to track, then click OK.
5. Click Save.
6. Optional: If you have multiple organizations, repeat the preceding steps for each organization.

View object history

If history subscriptions are configured to retain information, you can view the history of changes made to objects.
1.  Go to the Objects page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click History.
c. On the History Panel in the Reporting section, click Objects.

2. Tofilter the list, select Type or User in the View By drop-down list, which appears above the table on the
right.

The list is redisplayed and shows only those items that match the Type or User you selected.

Using change history information

You can view an item’s change history, search for items in change history lists, delete history records, export
history records, and create reports from history records.

View the change history of items

You can view an item’s change history when you are viewing details about the item.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Go to the Detail page for an item. For example, click Scripting, then click the name of a script.
3. Click the Show All History link at the top of the page.

Changes are listed. The page is empty if no changes have been made, or if change history is not
enabled.

Search for items in change history lists

You can search for items in change history lists.
1. Go to the history listing for settings, assets, or objects:

View settings history
View asset history
View object history

2. Click the Advanced Search tab above the list on the right to display the Advanced Search panel.
3. Select search properties, then click Search.

The search results are displayed.

KACE Systems Management Appliance 13.2 Administrator Guide 125
Using change history information



Delete history records

You can delete history records from history lists.
1. Go to the history list for settings, assets, or objects:

> View settings history
> View asset history
> View object history

2. Select the check box next to one or more entries.
3. Select Choose Action > Delete, then click Yes to confirm.

Export history records

You can export history records to CSV, Excel, and TSV format.
1.  Go to the history list for settings, assets, or objects:

> View settings history
> View asset history
> View object history

2. Optional: To export items of a specific type, such as Addition, select the item type in the View-By drop-
down list.

If you do not filter the list, all list items are exported. Selecting an item’s check box does not select
the item for export.

3. Select Choose Action > Export > format.

Setting up and using labels to manage
groups of items

You can set up manual labels, Smart Labels, LDAP Labels, and label groups to manage groups of items, such as
devices.

About labels

Labels are containers that enable you to organize and categorize items, such as devices, so that you can manage
them as a group.

For example, you can use labels to identify devices that have the same operating system or that are in the same
geographic location. You can then initiate actions, such as distributing software or deploying patches, on all of the
devices that in that label. Labels can either be manually assigned to specific items or automatically assigned to
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items when they are associated with criteria, such as SQL or LDAP queries. You can apply labels to these types
of items:

. Inventory items, such as devices, applications, processes, startup items, and services
* Asset items, such as location, license, and vendor

+ Discovery results

+ Patches

« Dell Update Packages

* Users

Manual labels are applied and removed manually, whereas Smart Labels and LDAP Labels are applied and
removed automatically. See:

*  About Smart Labels
*  About LDAP Labels

About Smart Labels

Smart Labels are labels that are applied and removed automatically based on specified criteria.

For example, to track or manage laptops in a specific location, such as the San Francisco office, you could create
Smart Label named San Francisco Office based on the IP address range or subnet of devices in that location.
When devices are inventoried, the Smart Label, San Francisco Office is automatically applied to devices in the
IP address range. When devices leave the IP address range and are inventoried again, the label is automatically
removed.

Smart Labels are applied to and removed from managed devices when the appliance processes device inventory.
So if you create a Smart Label that enables metering on devices, it might take time for the Smart Label to be
applied to devices and for devices to report metering information. Metering is enabled for devices that match the
Smart Label criteria only after the appliance processes device inventory and the Smart Label is applied.

Related topics
Managing Smart Labels

About LDAP Labels

LDAP Labels are labels that interact with LDAP servers. These labels are automatically assigned to device and
user records using LDAP queries or search filters.

There are two types of LDAP Labels:

» Device: Labels applied to device records. This is useful if you want to automatically group devices by
name, description, and other LDAP criteria. Each time a device is inventoried, this query runs against the
LDAP server. the admin value in the Search Filter field is replaced with the name of the user that is logged
in to the device. If a result is returned, the device is assigned the label specified in the Associated Label
Name field.

« User: Labels applied to user records. This is useful if you want to automatically group users by domain,
location, budget code, or other LDAP criteria. LDAP Labels are applied to or removed from user records
when users are imported to the appliance manually or according to a schedule.

Related topics
Managing LDAP Labels
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About label groups

You can organize labels by assigning them to label groups. Label groups share their types with the labels they
contain.

Not only can a label group include multiple labels, but a label can be associated with more than one label group.
Labels inherit any restrictions of the groups to which they belong.

Related topics

Add, view, or edit label groups

About organization filters

Organization filters are similar to labels, but they serve a specific purpose: Organization filters automatically
assign devices to organizations when devices are inventoried.

There are two types of organization filters:

« Data Filters: Assigns devices to organizations automatically based on search criteria. When devices are
inventoried, they are assigned to the organization if they meet the criteria. This filter is similar to Smart
Labels in that it assigns devices to organizations automatically if they match specified criteria.

* LDARP Filters: Assigns devices to organizations automatically based on LDAP or Active Directory
interaction. When devices are inventoried, the query runs against the LDAP server. If devices meet the
criteria, they are automatically assigned to the organization.

Related topics

Managing organization filters

Tracking changes to label settings

If History subscriptions are configured to retain information, you can view the details of the changes made to
settings, assets, and objects.

This information includes the date the change was made and the user who made the change, which can be useful
during troubleshooting.

Related topics

About history settings

Managing manual labels

You can manage labels from the Label section of the Administrator Console. Labels can also be added and
applied from list pages in other sections, such as Inventory and Security by selecting Choose Action > Add
Label.

Add or edit manual labels

You can add or edit manual labels as needed.
1. Go to the Label Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
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Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

o oo

On the left navigation bar, in the Home section, click Label Management.
On the Label Management panel, click Labels.
Display the Label Detail page by doing one of the following:

= Click the name of a label.

= Select Choose Action > New > Manual Label.

* TIP: Avoid using backslashes (\) in label names. If you need to use a backslash in a label
1 name, add a second backslash (\\) to escape it.

2. Provide the following information:

Option Description
Name The name of the label. This name appears on the Labels list.
Description Any additional information you want to provide.

Alternate Location

Path

Login
Password

Restrict Label
Usage To

Meter Software
Usage

Allow Application
Control

Label Group

Scoped to User
Role

(Optional) The alternate download location for Managed Installations, File
Synchronizations, and other deployments that are performed on items assigned to
this label. The location you specify replaces the string KACE_ALT_LOCATION.

You should not have a device in two labels that both specify a
value in this field.

If you specify an alternate download location, specify the path to the location.

If you specify an alternate download location, specify the username and password for
the location.

(Optional) The categories of items to which the label or label group can be applied.
If you do not restrict label usage, the label or label group can be applied to any item.
However, if you restrict the label or label group to categories such as Applications
and Patches, that label or label group can be applied only to Applications and
Patches; it cannot be applied to other items, such as Devices.

Enable metering on devices that have the label assigned. This enables metering on
the devices only. To meter software, you need to also enable metering for individual
applications.

Enable Application Control on devices. Software marked as Not Allowed is prevented
from running on devices to which the label is applied.

(Optional) The label group to which the label is assigned. To assign the label to a
label group, click Edit next to the Label Group field, then select a label group. This is
useful if you have a large number of labels and you want to organize them into sub-
labels. For example, you could include the labels of your licensed applications in a
group label named Licenses. In addition, labels inherit any restrictions of the groups
to which they belong.

The user role associated with this label. When a label is associated with a user role,
the user actions are limited to only those devices, scripts, and schedules that are
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Option Description

3.

associated with that label. For more information about user roles, see Add or edit
User Roles.

Click Save.

Related topics

Apply the Application Control label to devices

View manual label details

You can view manual label details, such as the members of a label, label usage restrictions, and alternate location
information.

1.

Go to the Label Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, in the Home section, click Label Management.
c. On the Label Management panel, click Labels.

To show or hide label groups, select Show Label Groups or Hide Label Groups in the Choose Action
menu.

To view the members of a label, click a number in a column, such as Devices, Users, Software, and so on.
To view label details, click the linked name of a label.

The Label Detail page appears.
In the Labeled Items section, click the Add button next to the section headers to expand or collapse the

view: +

Delete manual labels

Before you can delete a manual label, you must remove the label from any items to which it is applied. You
cannot delete manual labels that are applied to any items.

In addition, if a manual label contains a Smart Label or an LDAP Label, you must delete the Smart Label or LDAP
Label before you can delete the manual label. Manual labels cannot be deleted if they contain Smart Labels or
LDAP Labels.

1.

3.

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

Remove the label from any items to which it has been applied. For example, to remove the label from
devices:

a. Click Inventory.
The Devices page appears.
b. Inthe View By drop-down list, select Label > Label Name.
The Devices page shows the items to which the label is applied.

c. Select all of the items in the list.
d. Select Choose Action > Remove Label > Label Name.
After the label has been removed from all items, click Home > Labels > Label Management.
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The Labels page appears.
4. Select the check boxes next to one or more labels.
5. Select Choose Action > Delete, then click Yes to confirm.

Managing Smart Labels

You can add Smart Labels for devices, applications on the Software page, patches, Discovery Results, and Dell
Update packages.

Smart Labels cannot be created for applications on the Software Catalog page.

Add Smart Labels

You can add Smart Labels from the Labels section and from list pages where Smart Labels are used, such as the
Devices list.
1. Go to the Label Detail page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the

login information.
On the left navigation bar, in the Home section, click Label Management.

. On the Label Management panel, click Smart Labels.
d. Select Choose Action > New > Smart Label type.

The appliance displays the Smart Label criteria for the type of label that you selected. For
example, if you select New > Software Smart Label, the software criteria are displayed. If
you select New > Device Smart Label, the Devices criteria are displayed.

2. Specify the search criteria using the available fields.

> To add a row, click Add line.

> To add a subset of rules, select AND or OR from the operator drop-down list at the right of the Smart
Label criteria, then click Add Group.

Smart Label
Name * =+ Windows AND v | Add Line Add Group |
Disk % Capacity + = + 95 AND + | Add Line Add Group |E

Choose Label: v m Metering Enabled

3. Click Test to display items that match the specified criteria.
4. Adjust the criteria as needed until the results are what you expect.
5. Inthe Choose label drop-down list, do one of the following:
¢ Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

* Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.

i NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.
6. Click Save.
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Related topics
Labeling devices to group them

Using Smart Labels with Discovery Results

Example: Combine Smart Labels to identify devices

This example demonstrates how to combine three Smart Labels to identify devices running Windows 7 or
Windows 8 that do not have the McAfee® VirusScan® application installed.

The following are the three Smart Labels created in this example:

»  The first Smart Label, Win78, is applied to devices that have Windows 7 or Windows 8 operating systems.
This label has a run order of 1.

*  The second Smart Label, MissingVirusScan, is applied to devices that do not have the VirusScan
application installed. This label also has a run order of 1.

*  The third Smart Label, Win78MissingVirusScan, is applied to devices that have both the Win78 and
MissingVirusScan Smart Labels applied. This label has a run order of 2, so that it runs after the first two
labels.

1. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Create a device Smart Label to identify the operating system:
a. On the left navigation bar, click Inventory, then click Dashboard.
b. Click the Smart Label tab above the list on the right.

The Smart Label panel appears.

Smart Label
Name v = + Windows AND + | Add Line ‘ Add Group ‘
Disk % Capacity + = =+ 95 AND - | Add Line ‘ Add Group ‘EU'

Choose Label: v m Metering Enabled

c. Specify the criteria required for the Windows 7 operating system:
Operating System: Name | contains | Windows 7

d. With OR selected in the operator drop-down list, click Add Line, then specify the criteria required
for the Windows 8 operating system:

Operating System: Name | contains | Windows 8

e. Inthe Choose label drop-down list, type a name for the label, such as Win78, then click Smart
Label.
3. Create a device Smart Label to find devices that are missing the VirusScan application:
a. Inthe Smart Label panel on the Devices page, specify the criteria required to find devices that do
not have the VirusScan application installed:
Software: Software Titles | does not contain | VirusScan
b. Inthe Choose label drop-down list, type a name for the label, such as MissingVirusScan, then
click Smart Label.
4. Create a device Smart Label that uses the Smart Labels created in the preceding steps.
5. Create a Smart Label for the application:
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In the Smart Label panel on the Devices page, specify the criteria to identify devices with the
Win78 Smart Label applied:

Device Identity Information: Label Names | = | Win78

With AND selected in the operator drop-down list, click Add Line, then specify the criteria to
identify devices with the MissingVirusScan Smart Label applied:

Device Identity Information: Label Names | = | MissingVirusScan

In the Choose label drop-down list, type a name for the label, such as Win78MissingVirusScan,
then click Smart Label.

6. Set the order in which to run the Smart Labels:

a.
b.
c.

On the left navigation bar, in the Home section, click Label Management.
On the Label Management panel, click Smart Labels.
Select Choose Action > Order Labels > Device Smart Labels.

The Order Device Smart Labels page appears.

Click the Edit button at the far right in the Win78 label row: .f\.
In the Order column, type 1, then click Save.

Click the Edit button at the far right in the MissingVirusScan label: # \.
In the Order column, type 1, then click Save.

Click the Edit button at the far right in the Win78MissingVirusScan label row: _,f_
In the Order column, type 2, then click Save.

Click Save at the bottom of the list.

The Win78 label and the MissingVirusScan label are set to run before the

Win78MissingVirusScan label. This ensures that Windows 7 and 8 devices that are missing
the VirusScan application are labeled before the Win78MissingVirusScan label runs.

Edit Smart Labels

You can change the SQL queries used in Smart Labels as needed.

When you change the SQL query used for a software Smart Label, the Smart Label is applied to or removed
from items immediately, based on whether the items meet the new criteria. Device Smart Labels are applied to or
removed from devices when the device’s inventory information is updated.

If you manually edit the SQL of a Smart Label, you can no longer edit the label using the Smart Label template.
This is because the template cannot be used to edit custom SQL.

1. Go to the Label Detail page:

a.

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, in the Home section, click Label Management.
On the Label Management panel, click Smart Labels.
Click the name of a Smart Label, or click the Edit button to the left of the Smart Label name.

KACE Systems Management Appliance 13.2 Administrator Guide
Edit Smart Labels

133



i NOTE: If the SQL of the Smart Label has been edited manually, the Edit button is not displayed.

2. Do any of the following:

*  Select or clear the Enable Metering check box to enable or disable metering for device Smart
Labels.

* In the Assigned Label field, select the label you want to associate with the Smart Label.
* Click Details to go to the detail page for the assigned label.

¢ If the Smart Label was created using the Smart Label template, and the SQL has not been
edited manually, click the link next to using the original editor.

* To edit the Smart Label SQL manually, click the link next to using this editor.

If you manually edit the SQL of a Smart Label, you can no longer edit the
label using the Smart Label template. This is because the wizard cannot be used to
edit custom SQL.

3. Optional: Click Duplicate to create a new Smart Label that uses the same SQL query.
4. Click Save.

» NOTE: When you click Duplicate to create a label, you can assign it to a new label only.

Setting up labels for user accounts

You can use labels to group user accounts the same way you use labels to group devices and software in the
Inventory section. In addition, you can use Smart Labels to grant levels of access to users. For example, you
could use labels to designate who can submit, accept, reject, work on, and resolve Service Desk tickets.

Additionally, any labels you create in the Inventory section can work as user labels in Service Desk, provided that
you created those labels without restrictions. If the labels were created with restrictions, you can modify them, or
create labels in the Inventory sections without restrictions.

Add an All Ticket Owners label

To give users permission to own Service Desk tickets, you can create an All Ticket Owners label that you can
apply to user accounts.

1.  Go to the Label Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, in the Home section, click Label Management.
On the Label Management panel, click Labels.
d. Select Choose Action > New Manual Label.

. TIP: Avoid using backslashes (\) in label names. If you need to use a backslash in a label
1 name, add a second backslash (\\) to escape it.

2. Provide the following information:

Option Description

Name The name of the label. This name appears on the Labels list.
Type a name such as All Ticket Owners.
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Option Description

Description Any additional information you want to provide.

3. Click Save.

The new label is available in the Choose Action > Apply Label menu on the Users page. To assign the label to
Service Desk staff when you import user data, see Importing users from an LDAP server.

Using Smart Labels for patching

You can use Smart Labels to automatically group patches and devices. You can also label patches and devices
manually, but Smart Labels are usually more efficient because they are applied and removed automatically.

For example, you can create a Smart Label that matches all Windows 7 patches. Each time one of these
patches becomes available to the appliance, the label is applied to the patch. If you set up a patching schedule
to automatically detect and deploy devices with this label, the patch is automatically deployed to Windows 7
machines in inventory.

You can create a labeling scheme that organizes patches by operating system and importance, such as P (Patch)
Operating System Importance. For example:

« PWin7
* P Win7 Critical
* P Win7 Important
+ P MS Office
« P Leopard
+ P Mac10.8 Critical Test
Similarly, you create device Smart Labels to specify the devices (D), on which you want to install patches:
+ D All Desktops
+ DAIl Servers
+ D All Laptops

The appliance evaluates the information provided by the Agents when they check in, and it applies device Smart
Labels if the data matches the label criteria.

Patch Smart Labels are immediately applied to existing patches that meet the criteria. The label is added to new
patches that meet the criteria when they are downloaded.

Add a Smart Label for critical OS patches

You can create a Smart Label to identify critical OS (operating system) patches.
1. Go to the Patch Catalog list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Security, then click Patch Management.
c. On the Patch Management panel, click Catalog.
2. Click the Smart Label tab above the list on the right.

The Smart Label panel appears.
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Smart Label

Name * = ~ Windows AND ~ Add Line

Disk % Capacity + = =~ 95 AND ~ | Add Line

Choose Label: v m Metering Enabled

3. Specify Smart Label criteria:
a. Specify criteria that identify active patches:

|
Add Group |EIJ'

Patch Listing Information: Status | is | Active
b. Click Add Line, then specify criteria that identify critical patches:

AND | Patch Listing Information: Severity | is | Critical
c. Click Add Line, then specify criteria that identify Windows patches:

AND | Patch Listing Information: Operating System | is | Windows
d. Click Add Line, then specify criteria that identify operating system patches:

AND | Patch Listing Information: Category | is | OS

4. Click Test to display items that match the search criteria.
5. Adjust the criteria as needed until the results are what you expect.
6. Inthe Choose label drop-down list, do one of the following:

* Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

¢ Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.
NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.

7. Click Save.

The Smart Label is applied to existing patches that meet the criteria. The label is added to new patches that meet
the criteria when they are downloaded.

Subscribe to patches. See Subscribing to and downloading patches.

Add a Smart Label for new patches

You can create a Smart Label to quickly identify new patches that must be deployed.

1. Go to the Patch Catalog list:
a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
b. On the left navigation bar, click Security, then click Patch Management.
c. Onthe Patch Management panel, click Catalog.

2. Click the Smart Label tab above the list on the right.
The Smart Label panel appears.
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Smart Label

Name * = + Windows AND ~ | AddLine

Disk % Capacity + = =~ 95 AND ~ | Add Line Add Group

Choose Label: v m Metering Enabled

3. Specify Smart Label criteria:
a. Specify criteria that identify patches added after a specific date:

Patch Listing Information: Release Date | > <date yyyy-mm-dd>
b. Click Add Line, then specify criteria that identify non-critical patches:
AND | Patch Listing Information: Impact | is not | Critical
c. Click Add Line, then specify criteria that identify active patches:
AND | Patch Listing Information: Status | is | Active
4. Click Test.

All non-critical patches added after the specified date are displayed.
5. Inthe Choose label drop-down list, do one of the following:
¢ Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

* Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.

i NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.
6. Click Save.

The Smart Label is applied to existing patches that meet the criteria. The label is added to new patches that
meet the criteria when they are downloaded.

Subscribe to patches. See Subscribing to and downloading patches.

Using Smart Labels with Discovery Results

Smart Labels can be used to automatically assign labels to Discovery Results that meet specified criteria. This
includes DNS, Socket, and SNMP results across a single subnet or multiple subnets.

Add Discovery Results Smart Labels

You can add Smart Labels for Discovery Results to group and manage results.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Select Inventory > Discovery Results to display the Discovery Results page.
3. Click the Smart Label tab above the list on the right to display the Smart Label panel.
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Smart Label

Name * = + Windows AND ~ | AddLine Add Group

Group |
Add Group |EIJ'

Add Line
Choose Label: v m Metering Enabled

4. Select Smart Label criteria:

Disk % Capacity + = =+ 95 AND -

* Select an attribute in the left-most drop-down list. For example: Device Info: Ping Test.
* Select a condition in the middle drop-down list. For example: has.
e Select the status attribute in the next drop-down list. For example: Failed.

5. Click Test to display items that match the search criteria.
6. Adjust the criteria as needed until the results are what you expect.
7. In the Choose label drop-down list, do one of the following:

* Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

¢ Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.

i NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.
8. Click Save.

The Smart Label is automatically applied to or removed from Discovery Results that meet the specified criteria.
The next time the Discovery Schedule runs, the Smart Label is applied to discovered devices.

Changing the run order of Discovery Results Smart Labels
You can specify the order in which Smart Labels run by changing their order values.

Smart Labels have a default order value of 100, and Smart Labels with lower values run before those with higher
values. See Assign the Smart Label run order.

Adding Smart Labels for devices

You can create Smart Labels to organize devices by type, such as desktop, server, and laptop. After you create
Smart Labels for devices, you can schedule patches to be deployed to devices based on their labels.

Add a Smart Label for desktops

You can create a Smart Label to identify devices that require desktop patches.
1. Go to the Devices list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Dashboard.

2. Click the Smart Label tab above the list on the right.
The Smart Label panel appears.
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Smart Label

Name *+ = + Windows AND -~

AQC

Add Line

Disk % Capacity + = =+ 95 AND -

El

Add Line Add

oup

Choose Label: v m Metering Enabled

3. Specify Smart Label criteria:

a. Specify the criteria required to eliminate servers:
Operating System: Name | does not contain | Server
b. Click Add Line, then specify the criteria required to eliminate laptops:

AND | Manufacturer and BIOS info: Chassis Type | does not contain |
Laptop

Other useful criteria for identifying desktops include:

= System Names, if you give all of your desktops a similar name.

= System Models, such as all systems with XPS in the model name.
= |P addresses, or partial IP addresses using the contains criteria.

= BIOS Serial Numbers, or use the Includes partial serial number criteria. This is useful if you
have purchased desktops with sequential numbers. For more information, contact your vendor.

= Software Title, if desktops have a title in common.

4. Click Test to display items that match the search criteria.
5. In the Choose label drop-down list, do one of the following:

¢ Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

* Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.

NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the

1 search field to the label field.

6. Click Save to create the Smart Label.
7. Optional: To confirm that the new label appears on the Labels list, select Home > Labels > Smart Labels
or Label Management.
The new label appears empty at first. When devices are inventoried, the label is applied to them if
they match the Smart Label criteria.
8. Test the Smart Label:
a. Click Inventory > Devices to display the Devices page.

b. Click the name of a device that matches the criteria, but to which the label has not yet been
applied.

c. On the Device Detail page, click Force Inventory.
If the Smart Label is working correctly, the device checks in, and the label is applied to it.

Force Inventory is available only if the agent messaging protocol connection to an Agent-managed
device is active, or for Agentless devices, if the device is reachable.
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Add a Smart Label for servers

You can create a Smart Label to identify devices that require server patches.
1. Go to the Devices list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Dashboard.
2. Click the Smart Label tab above the list on the right.

The Smart Label panel appears.

Smart Label
Name v = » Windows AND ~ | Add Line |
Disk % Capacity + > =+ 95 AND ~ | AddLine Add |E

Choose Label: v m Metering Enabled

3. Specify search criteria:
a. Specify the criteria required to identify servers:

Operating System: Name | contains | Server
b. Click Add Line, then specify the criteria required to eliminate laptops:

AND | Manufacturer and BIOS info: Chassis Type | does not contain |
Laptop

Other useful criteria for identifying servers include:
= System Names, if you give all of your servers a similar name.
= |P addresses, or partial IP addresses using the contains criteria.

= BIOS Serial Numbers, or use the Includes partial serial number criteria. This is useful if you
have purchased servers with sequential numbers. For more information, contact your vendor.

= Software Title, if servers have a title in common.

4. Click Test to display items that match the search criteria.
5. In the Choose label drop-down list, do one of the following:

* Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

e Enter a new name for the Smart Label in the Choose /label field, then press Enter or Return.
NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.

6. Click Save.

7. Optional: To confirm that the new label appears on the Labels list, select Home > Labels > Smart Labels
or Label Management.

The new label appears empty at first. When devices are inventoried, the label is applied to them if
they match the Smart Label criteria.

8. Test the Smart Label:
a. Click Inventory > Devices to display the Devices page.
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b. Click the name of a device that matches the criteria, but to which the label has not yet been
applied.

c. On the Device Detail page, click Force Inventory.
If the Smart Label is working correctly, the device checks in, and the label is applied to it.

Force Inventory is available only if the agent messaging protocol connection to an Agent-managed
device is active, or for Agentless devices, if the device is reachable.

Add a Smart Label for laptops

You can create a Smart Label to identify devices that require laptop patches.
1. Go to the Devices list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Dashboard.
2. Click the Smart Label tab above the list on the right.

The Smart Label panel appears.

Smart Label
Name * = » Windows AND ~ | Add Line
Disk % Capacity + = =~ 95 AND ~ | Add Line

Choose Label: v m Metering Enabled

3. Specify search criteria:
a. Specify the criteria required to eliminate servers:

Operating System: Name | does not contain | Server
b. Click Add Line, then specify the criteria required to identify laptops:
AND | Manufacturer and BIOS Info: Chassis Type | contains | Laptop
Other useful criteria for identifying laptops include:
= System Names, if you give all of your laptops a similar name.
= IP addresses, or partial IP addresses using the contains criteria.

= BIOS Serial Numbers, or use the Includes partial serial number criteria. This is useful if you
have purchased laptops with sequential numbers. For more information, contact your vendor.

= Software Title, if laptops have a title in common.

4. Click Test to display items that match the search criteria.
5. In the Choose label drop-down list, do one of the following:

* Select an existing label to associate with the Smart Label. Type in the Choose label field to
search for existing labels.

NOTE: If you select a label group instead of a label, you will not be able to apply the Smart Label
to a patching schedule. Patching schedules can only use Smart Labels based on a single item.

e Enter a new name for the Smart Label in the Choose label field, then press Enter or Return.
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i NOTE: Press Enter or Return after you enter a new Smart Label name to move the text from the
search field to the label field.
6. Click Save to create the Smart Label.
7. Optional: To confirm that the new label appears on the Labels list, select Home > Labels > Smart Labels
or Label Management.
The new label appears empty at first. When devices are inventoried, the label is applied to them if
they match the Smart Label criteria.
8. Test the Smart Label:
a. Click Inventory > Devices to display the Devices page.
b. Click the name of a device that matches the criteria, but to which the label has not yet been
applied.
c. On the Device Detail page, click Force Inventory.

If the Smart Label is working correctly, the device checks in, and the label is applied to it.

Force Inventory is available only if the agent messaging protocol connection to an Agent-managed
device is active, or for Agentless devices, if the device is reachable.

Assign the Smart Label run order

You can run Smart Labels sequentially by assigning the run order in the Smart Label properties.

Assigning the Smart Label run order can be useful when you want to run a specific Smart Label before other
Smart Labels. For example, you might have a Smart Label that identifies a set of devices. If you want to use a
second Smart Label to further refine the set of devices based on the first label being applied, you could set the run
order so that the first Smart Label runs before the second one. Smart Labels have a default order value of 100,
and Smart Labels with lower values run before those with higher values.

1. Go to the Smart Label list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, in the Home section, click Label Management.
c. On the Label Management panel, click Smart Labels.
2. Inthe Choose Action menu, in the Order section, select the type of label whose run order you want to
change.
The Order page appears, showing all Smart Labels of the selected type.
3. Tochange a Smart Label’s order value:

8 Click the Edit button to the right of the Order column: .-f.

b. Enter an order value, then click Save.
4. Click Save.

Delete Smart Labels

Deleting Smart Label is useful if you need to make extensive changes to Smart Label criteria while preserving
labels used in tasks such as Managed Installations.

For example, you could delete all the criteria from a Smart Label, then re-apply new criteria to the container
label. In effect, this would create a new Smart Label using the existing container label required for Managed
Installations.

KACE Systems Management Appliance 13.2 Administrator Guide 142
Delete Smart Labels



Deleting a Smart Label removes the criteria associated with the Smart Label, but it does not delete any other
labels associated with the Smart Label.

1. Go to the Smart Label list:

a.

b.
c.

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, in the Home section, click Label Management.

On the Label Management panel, click Smart Labels.

2. Select the check box next to one or more Smart Labels.
3. Select Choose Action > Delete, then click Yes to confirm.

Managing label groups

You manage label groups in the Labels section.

Add, view, or edit label groups

You can add, view, and edit label groups as needed.
1. Go to the Label Group Detail page:

a.

e oo

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, in the Home section, click Label Management.
On the Label Management panel, click Labels.
Display the Label Group Detail page by doing one of the following:

Click the name of a label group

Select Choose Action > New Label Group

2. Provide the following information:

Option Description

Name The name of the label group.

Description Any additional information you want to provide.

Restrict Label (Optional) The categories of items to which the label or label group can be applied.

Group Usage To If you do not restrict label usage, the label or label group can be applied to any item.

However, if you restrict the label or label group to categories such as Applications
and Patches, that label or label group can be applied only to Applications and
Patches; it cannot be applied to other items, such as Devices.

Meter Software Select or clear this check box to enable or disable metering for Device labels.

Usage

Allow Application Enable Application Control on devices. Software marked as Not Allowed is prevented

Control

from running on devices to which the label is applied.
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Option Description

Label Group (Optional) The label group to which the label is assigned. To assign the label to a
label group, click Edit next to the Label Group field, then select a label group. This is
useful if you have a large number of labels and you want to organize them into sub-
labels. For example, you could include the labels of your licensed applications in a
group label named Licenses. In addition, labels inherit any restrictions of the groups
to which they belong.

3. Click Save.
Related topics
Apply the Application Control label to devices

Assign labels to or remove labels from label groups

Labels can be assigned to groups, and they can be associated with more than one label group. Labels inherit the
restrictions of the groups to which they belong.

1. Go to the Labels list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, in the Home section, click Label Management.
c. On the Label Management panel, click Labels.
2. Select the check boxes next to the labels you want to assign to a group.
3. Select Choose Action > Apply Label Groups, then select the label group to which you want to assign the
label.
Apply Label Groups appears only if you have label groups on your appliance.

The name of the label group appears next to the name of the label or labels you selected.
4. Select the check box next to the labels you want to remove from a group.
5. Select Choose Action > Remove Label Groups, then select the label group from which you want to
remove the labels.
Remove Label Groups appears only if you have label groups on your appliance.

The name of the label group no longer appears next to the name of the label or labels you selected.

Delete label groups

You can delete label groups only if they do not contain any labels or subgroups.

If a label group contains labels or subgroups, you must remove them from the label group before you can delete
the group.
1. Go to the Labels list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, in the Home section, click Label Management.
c. On the Label Management panel, click Labels.

2. If the label group does not contain any labels or subgroups:
a. Select the check box next to the group’s name
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b.

Select Choose Action > Delete, then click Yes to confirm.

The label group is removed.

3. If the group contains labels or subgroups:

a.
b.

Click the name of the label group to display the Label Group Detail page.
In the Labeled Items section toward the bottom of the page, click the Add button to expand the

Labels section: +

Click the name of a label or label group to display the detail page for that label or label group.
In the Label Group field, click Edit.

In the Assign to Label Group window, click the Delete button next to the label you want to

remove: -ll.ﬂ
Click OK, then click Save.

When you have removed all labels and subgroups from the label group, select the check box next
to the label group’s name on the Labels page.

Select Choose Action > Delete, then click Yes to confirm.

Managing LDAP Labels

You manage LDAP Labels in the Labels section.

Add or edit LDAP Labels

You can add and edit LDAP Labels as needed. Be sure to test LDAP Labels before you enable them.
1. Go to the LDAP Label Detail page:

a.

Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, in the Home section, click Label Management.
On the Label Management panel, click LDAP Labels.

Display the LDAP Label Detail page by doing one of the following:

Click the name of an LDAP label.

Select Choose Action > New.

2. Provide the following information:

Option Description
Enabled Enable the appliance to run the LDAP Label.
i NOTE: Select the Enabled check box only after you have tested the LDAP
Label to verify that the LDAP criteria is correct and labels are applied as
expected.
Type The LDAP Label type. There are two types of LDAP Labels:

+ Device: Labels applied to device records. This is useful if you want to
automatically group devices by name, description, and other LDAP criteria.
When devices are inventoried, this query runs against the LDAP server to
determine whether any devices contain LDAP attributes with values that
correspond to the LDAP search filter criteria. If a result is returned, the device
is assigned the label specified in the Associated Label Name field.
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Option

Description

Associated Label

Associated Label
Description

Server

Port

Base DN

Advanced Search

Credentials

You must include at least one appliance variable, such as
KBOX_COMPUTER_NAME, in device labels for the LDAP label to be applied to

a device. During LDAP label processing, the variable is used to compare an
attribute's value in the LDAP directory to determine whether relationships exists
between the LDAP object and an appliance object. See LDAP variables.

+ User: Labels applied to user records. This is useful if you want to automatically
group users by domain, location, budget code, or other LDAP criteria. LDAP
Labels are applied to or removed from user records when users are imported
to the appliance manually or according to a schedule. You can use user
variables, such as KBOX USER_NAME, in user labels. During LDAP label
processing, the variable is used to compare an attribute's value in the LDAP
directory to determine whether relationships exists between the LDAP object
and an appliance object. See LDAP variables.

. TIP: To test a label, replace the KBOX _variables with the appropriate
values for your environment, then select Test.

The manual label, or container label, to associate with this LDAP Label. Each LDAP
Label must have an associated label.

Notes from the label selected in the Associated Label Name field.

The IP address or the hostname of the LDAP server. If the IP address is not valid, the
appliance waits to timeout, resulting in login delays during LDAP authentication.

i NOTE: To connect through SSL, use an IP address or hostname. For
example: Idaps://hostname.
The LDAP port number, which is usually 389 (LDAP) or 636 (secure LDAP).

The criteria used to search for accounts.

This criteria specifies a location or container in the LDAP or Active Directory
structure, and the criteria should include all the users that you want to authenticate.
Enter the most specific combination of OUs, DCs, or CNs that match your criteria,
ranging from left (most specific) to right (most general). For example, this path leads
to the container with users that you need to authenticate:

OU=end users,

DC=company, DC=com.

The search filter. For example:

(& (sAMAccountName=KBOX USER NAME)
(memberOf=CN=financial, DC=example, DC=com) )

An LDAP credential of the account the appliance uses to log in to the LDAP server
to read accounts. Select from the list or create a new LDAP credential. For more
information about LDAP credentials, see Add and edit LDAP User/Password
credentials.

If you are unsure of the Base DN and Advanced Search information, use the LDAP Browser. See Use the

LDAP Browser.
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i NOTE: Negative search filters are formatted as follows: (! (sAMAccountName=David) ). Any other
format using negatives will result in an error.
3. Click the Test button to test the new label. Change the label parameters and test again as needed.
4. If the LDAP Label is ready to use, select the Enabled check box. Otherwise, save the label without enabling
it.
5. Click Save.
Related topics

Use the LDAP Browser

Enable LDAP Labels

After you have added and tested an LDAP Label, you can enable it. Device LDAP Labels that are enabled run
against the LDAP server when devices check in to the appliance. User LDAP Labels that are enabled run against
the LDAP server when users are imported manually or imported according to a schedule.

Add and test an LDAP Label. See Add or edit LDAP Labels.

1. Go to the LDAP Label Detail page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
b. On the left navigation bar, in the Home section, click Label Management.
c. On the Label Management panel, click LDAP Labels.
d. Click the name of an LDAP label.
2. Select the Enabled check box.

3. Click Save.

Delete LDAP Labels

Deleting an LDAP Label removes the criteria associated with the LDAP Label, but it does not delete any other
labels associated with the LDAP Label.

1. Go to the LDAP Label Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, in the Home section, click Label Management.
c. On the Label Management panel, click LDAP Labels.

2. Select the check box next to one or more LDAP Labels.

3. Select Choose Action > Delete, then click Yes to confirm.

Use the LDAP Browser

The LDAP Browser enables you to browse and search data located on an LDAP server, such as an Active
Directory server.

To use the LDAP Browser, you must have the Bind DN and the LDAP password to log on to the LDAP server.

The LDAP Browser can be useful when you need to enter information in the Search Base DN and the Search
Filter fields for LDAP queries.

1. Go to the LDAP Browser:
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a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, in the Home section, click Label Management.
c. On the Label Management panel, click LDAP Browser.
2. Specify LDAP Server settings:

Option Description
IP Address or The IP address or the hostname of the LDAP server. If the IP address is not valid, the
Hostname appliance waits to timeout, resulting in login delays during LDAP authentication.
i NOTE: To connect through SSL, use an IP address or hostname. For
example: Idaps://hostname.
Port The LDAP port number, which is usually 389 (LDAP) or 636 (secure LDAP).
Login The credentials of the account the appliance uses to log in to the LDAP server to read

accounts. For example:
LDAP Login:CN=service account,CN=Users,
DC=company, DC=com.

If user name and password are not provided, the tree lookup is not performed. Each
LDAP Label can connect to a different LDAP or Active Directory server.

Password The password of the account the appliance uses to log in to the LDAP server.

3. Click Test.
Upon successful connection to the LDAP server, the Next button becomes active.
If the operation fails, verify the following:
> The IP address or hostname is correct.
> The LDAP server is running.
> The login credentials are correct.
4. Click Next.

The Narrow the Search window appears.
5. Enter a search filter to limit the number of results displayed at the bottom of the screen.

Option Description
LDAP EasySearch Type a string that you want to search for.
Search on Indicate if you want to search for indexed or non-indexed fields by

selecting the appropriate option, as required.

Other attributes Type a comma-separated list of Active Directory fields that you want to
search for.

* NOTE: The search does not check if the specified fields actually
exist in the Active Directory.

6. Click Go.
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The search results appear at the bottom of the screen, on the left panel.
7. Click a child node to view its attributes.

The attributes appear in the right panel.

Configuring user accounts, LDAP
authentication, and SSO

You can configure and manage user accounts, authenticate users with LDAP information, and enable single sign
on (SSO) for users.

About user accounts and user authentication

User accounts can be created and managed on the appliance. Users who access the Administrator Console
and User Console using these accounts are referred to as locally authenticated.

As an alternative to local authentication, you can set up external authentication through an external LDAP server.
See Using an LDAP server for user authentication.

Types of locally authenticated user accounts include:

+ System-level user accounts. Accounts that enable users to log in to the System Administration
Console to manage appliance settings, such as the appliance host name and network settings. System-
level user accounts include the default admin account for the appliance. These accounts also enable
access to organization-level components (admiui) and the User Console. See Managing System-level user
accounts.

» Organization user accounts. Accounts that enable users to log in to the Administrator Console
Organization level (Administrator Console ) to manage organization-specific components. These
components may include Inventory, Assets, Distribution, Scripting, Security, Service Desk, and User
Console depending on the user's role. See Managing organization user accounts.

About locale settings

Locale settings determine the language used for text in the interfaces. You can select locale settings for the
Command Line Console, Administrator Console, and User Console.

See Configuring locale settings.

Managing System-level user accounts

System-level user accounts enable users to log in to the System Administration Console to manage appliance
settings, such as the appliance host name and network settings. System-level user accounts authenticate users
locally on the appliance.

To use an LDAP server for user authentication, see Using an LDAP server for user authentication.
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NOTE: You cannot delete the default admin account. You can change the user name of the admin
account or disable it on the appliance (LDAP or SAML configuration required). You can also change the
admin account password. See Add or edit System-level user accounts. Additionally, if the Organization
component is enabled on your appliance, or if you want to link multiple K-Series appliances, use caution
when changing the login and password of the admin account. The admin account login names and
passwords on all linked appliances and organizations must be the same if you want to switch among them
using the drop-down list in the top-right corner of the System Administration Console. The drop-down list
shows only those appliances and organizations whose admin account login names and passwords are the

same.

NOTE: See Enable fast switching for organizations and linked appliances.

Add or edit System-level user accounts

You can add or edit System-level user accounts as needed. These accounts enable users to log in to the System
Administration Console to manage appliance settings.

If the Organization component is enabled on your appliance, you can also add or edit organization-specific user
accounts. See Managing organization user accounts.

NOTE: You cannot delete the default admin account. You can change the user name of the admin
account or disable it on the appliance (LDAP or SAML configuration required). You can also change the
admin account password. Additionally, if the Organization component is enabled on your appliance,

or if you want to link multiple K-Series appliances, use caution when changing the login and password

of the admin account. The admin account login names and passwords on all linked appliances and
organizations must be the same if you want to switch among them using the drop-down list in the top-
right corner of the System Administration Console. The drop-down list shows only those appliances and
organizations whose admin account login names and passwords are the same.

NOTE: See Enable fast switching for organizations and linked appliances.

1. Go to the Administrator Detail page:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

On the left navigation bar, click Settings, then click Administrators.

Display the Administrator Detail page by doing one of the following:

= Click the name of an administrator

= Select Choose Action > New.

2. Enter or change the user information.

Option

Description

Login

Name

Primary Email

Additional Emails

(Required) The name the user types in the Login ID field on the login page. If you
are editing the default admin account, you can change the login name, however use
caution when changing the login and password of the admin account. The admin
account login names and passwords on all linked appliances and organizations must
be the same if you want to switch between them using the drop-down list in the top-
right corner of the System Administration Console. The drop-down list shows

only those appliances and organizations whose admin account login names and
passwords are the same.

The user’s full name.
The user’s primary email address.

Any additional email addresses associated with the user.
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Option Description

Domain The Active Directory domain associated with the user.

Budget Code The code of the financial department associated with the user.
Location The name of the work site or building where the user is located.
Work Phone, The user’s telephone numbers.

Home Phone,
Mobile Phone, and
Pager Number

Custom 1-4 Any additional information about the user or the user’s account.

Password and (Required) The password the user types when logging in.

Confirm Password ¢y, Organization component is enabled on your appliance, or if you want to link

multiple K-Series appliances, use caution when changing the password of the admin
account. Admin account passwords for the System-level, for organizations, and for
linked appliances must be the same if you want to switch among them using the drop-
down list in the top-right corner of the Administrator Console. The drop-down list
shows only those organizations and appliances whose admin account passwords are
the same.

Role (Required) Roles are assigned to user accounts to control access to the
Administrator Console and User Console. Default administrator roles include:

« Administrator: This user can log in to and access all features in the
Administrator Console.

* Read Only Administrator: This user can log in but cannot modify any settings
in the Administrator Console.

You cannot change the role of the default admin account.

Make default Select this option if you want the selected role to become the default role for new
users.
Locale The locale to use for the Administrator Console and User Console for the user.

You cannot change the locale of the default admin account.

3. Click Save.

Manage appliance administrator email notifications

Quest notifies appliance administrators of security issues and sales and marketing opportunities using email. You
can enable or disable the email notifications for System-level (appliance) administrator accounts.

Email notifications are available only to appliance administrator accounts. Notifications are not available
to non-administrator users. If the Organization component is enabled on your appliance, notifications are
not available to Admin-level administrator accounts in organizations.

1. Go to the User Detail page or the Administrator Detail page:
To go the User Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General

KACE Systems Management Appliance 13.2 Administrator Guide 151
Manage appliance administrator email notifications



Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Settings, then click Users.
Display the User Detail page by doing one of the following:

= Click the name of a user.
= Select Choose Action > New.
To go the Administrator Detail page:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

On the left navigation bar, click Settings, then click Administrators.
Display the Administrator Detail page by doing one of the following:

= Click the name of an administrator
= Select Choose Action > New.
2. Verify the user information, email address, and role.

NOTE: To enable natifications, the user must have an appliance administrator role.

3. Click Save.

Delete System-level user accounts

If the Organization component is enabled on your appliance, you can delete user accounts at the System level.
This option is available only if the Organization component is enabled on the appliance.

If the Organization component is not enabled on your appliance, follow the instructions in Managing organization
user accounts.

i NOTE: You cannot delete the default admin account.

1. Go to the Administrators list:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Settings, then click Administrators.
2. Select the check box next to one or more accounts.
3. Select Choose Action > Delete, then click Yes to confirm.

Managing organization user accounts

Organization user accounts provide the credentials that enable users to log in to the Administrator Console or
User Console and access components based on the user role assigned to their account. You can add or edit
user roles and user accounts as needed.

Organization user accounts authenticate users locally on the appliance. To use an LDAP server for user
authentication, see Using an LDAP server for user authentication.

Add or edit User Roles

User Roles are assigned to user accounts to control access to the Administrator Console and User Console.
You can add or edit User Roles as needed.

However, you cannot edit the predefined roles: Administrator, No Access, Read Only Administrator, and User.
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If the Organization component is enabled on your appliance, the permissions available to User Roles depends on
the Organization Role assigned to the organization. See Managing Organization Roles and User Roles.

1.

w

8.

Go to the Role Detail page:

a.

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Settings, then click Roles.
Display the Role Detail page by doing one of the following:

Click the name of a role.

Select Choose Action > New.

In the Name field, provide a name, such as Service Desk Staff.

You cannot change the name of the predefined roles.

If you want this role to be a default role for new roles, select the Default role for new users check box.

In the Description field, provide a brief description of the role, such as Used for Service Desk
Administrators.

This description appears on the Roles list. You cannot change the description of predefined roles.

Set the Administrator Console permissions.

a.
b.

Under Administrator Console Permissions, click the Expand All.
Set the permissions for each component, as applicable.

Set the User Console permissions.

a.
b.
Under Device Scope, specify the devices to which you want to grant full access with this role.

Under End User Console Permissions, click User Console to expand the list of permissions.
Set the permissions for each component, as applicable.

Role-based user access allows administrators to restrict actions to users based on the devices
associated with their user role. You can grant access to all devices with a user with a specific role (a
scoped user), or only to selected devices that are associated with a label.

TIP: Labels are containers that enable you to organize and categorize items, such as devices, so
that you can manage them as a group. For more information about labels, see About labels.

TIP: When a Smart Label is associated with a role, this is indicated on the Smart Labels list, in
the Name column.

To grant access to all devices in the appliance or organization (as applicable), select All Devices.

To grant access only to devices associated with a specific label, click Manage Associated Labels,
and select a label, as required.

Click Save.

The Roles page appears. When a user who is assigned to the role logs in, the appliance component bar shows
the available features.

Delete User Roles

You can delete User Roles provided that they are not assigned to any users and that they are not predefined User
Roles. If the Organization component is enabled on your appliance, you delete User Roles for each organization

separately.
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i NOTE: You cannot delete User Roles that are associated with one or more labels.

1. Go to the Roles list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Roles.
2. Select the check box next to one or more roles.
3. Select Choose Action > Delete, then click Yes to confirm.

Add or edit organization user accounts

You can add or edit user accounts at the organization level. If the Organization component is enabled on your
appliance, you add and edit users accounts for each organization separately.

1. Go to the User Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Settings, then click Users.
Display the User Detail page by doing one of the following:

= Click the name of a user.

= Select Choose Action > New.

i NOTE: There can be a maximum of 50 organization in your system. Any attempts to create more
organizations result in an error message.

2. Add or edit the following information:

Option Description

Login (Required) The name the user types in the Login ID field on the login page. If you
are editing the default admin account, you can change the login name, however use
caution when changing the login and password of the admin account. The admin
account login names and passwords on all linked appliances and organizations must
be the same if you want to switch between them using the drop-down list in the top-
right corner of the Administrator Console. The drop-down list shows only those
appliances and organizations whose admin account login names and passwords are

the same.
Name The user’s full name.
Email The user’s primary email address.

Additional Emails One or more additional emails the user has access to. Separate multiple entries with

commas.
Domain The Active Directory domain associated with the user.
Budget Code The code of the financial department associated with the user.
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Option

Description

Location

Work Phone,
Home Phone,
Mobile Phone, and
Pager Number

Custom 1-4

Password and
Confirm Password

Role

Locale

Assign To Label

Default Queue

Mobile Device
Access

Service Desk
Tickets

Associated
Assets

Assigned Devices

The name of the work site or building where the user is located. Click and select a
location from the drop-down list that appears.

The user’s telephone numbers.

Any additional information about the user or the user’s account.

(Required) The password the user types when logging in.

(Required) The role associated with the user. Roles are assigned to user accounts
to control access to the Administrator Console and User Console. Default system
roles include:

»  Administrator: This user can log in to and access all features in the
Administrator Console.

* Read Only Administrator: This user can log in but cannot modify any settings
in the Administrator Console.

* Administrator Console only: This user can log in to the Administrator
Console only.

*  No Access: The user cannot log in to the Administrator Console or the User
Console.

You cannot change the role of the default admin account.

The locale that is displayed when the user logs in to the Administrator Console or
the User Console.

The label associated with the user.
The queue used as the default for Service Desk tickets submitted by the user.

Enable or disable Mobile Device Access for the user. Mobile device access enables
you to interact with the appliance using the KACE GO app on iOS and Android
smart phones and tablets. Administrators can use the app to access Service Desk,
inventory, and application deployment features.

i NOTE: This field is available when mobile device access is enabled on the
appliance. See Configuring Mobile Device Access.

(Read only) Links to tickets created by the user.

(Read only) Assets assigned to the user. For each user, the list shows the asset
name, its type (for example, Software or Device), and the asset subtype (if
applicable). You can sort the list by any column heading, as needed.

Devices assigned to the user. For each user, the list shows the device name, its
subtype (if applicable), and an indication of whether a device is a primary user's
device. You can sort the list by any column heading, as needed.
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Option Description

To assign a device to a user, click + and select an asset. If you choose a device
that is already assigned to another user, the ownership of that device shifts to this
user.

The first device assigned to the user becomes the primary device by default. When
multiple devices are assigned to a user, any device can be set as a primary device.

3. Click Save.
Related topics
Add or edit User Roles
Configuring locale settings
About labels

Configuring Mobile Device Access

Customize user details

You can modify the custom fields available in user accounts as needed.
Every user account comes with a set of custom fields. You can edit these fields so that they can contain
meaningful user-specific information, such as their badge number.

1.  Go to the User Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Users.
c. Select Choose Action > New to display the User Detail page.
2. Onthe User Detail page, click Customize Additional Fields.

The User Custom Fields page appears.
3. For each custom field, you can specify the following information:

Option Description

Field Name The name of the custom field.

Required An indicator of whether the field is required.
Default Value The default value.

4. Manage the collection of custom fields, as needed, using the available controls.
5. Click Save.

Archive user accounts

When users are removed from your system, you have an option to archive their accounts prior to deleting them.

In order to archive user accounts, user archival must be enabled on the General Settings page. For more
information, see Configure Admin-level or organization-specific General Settings.

Archived user accounts are maintained on the appliance in read-only mode. You can delete them, as needed.
If you archive a user account, and add it to appliance again, a new user account is created, while the archived
account is maintained until being removed. For example, if an employee leaves the organization and its user
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account becomes archived, if they join the organization again, a new user account is created without any
association with the archived account. Similarly, if you archive a user account on the appliance without updating
your organization's Active Directory, an LDAP import results in a new user account, that is not associated with the
previously archived user.

NOTE: When user archival is enabled, user accounts can only be deleted only if they are marked as

L]
1 archived.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. On the left navigation bar, click Control Panel > Users.
3. Complete one of the following steps:

¢ On the Users list, select one or more user accounts that you want to archive and select Choose
Action > Archive.

e On the Users list, click the name of the user that you want to archive. On the User Detail page
that appears, click Archive.

4. Inthe dialog box that appears, click Confirm.

The dialog box closes, and the Users list refreshes, indicating that the user is in the Archived state
(E).

5. If you want to review the details for an archived user, on the Users list, in the Name column, click the user
name.

The User Details page appears, showing the user details in read-only mode.

Next, you can delete archived user accounts, if needed.

View or edit user profiles

You can view general information about your user profile, and edit some settings, when needed.

The User Profile dialog box allows every user to quickly change their password, review the devices and assets
assigned to them, and any Service Desk Tickets that they created. Users with administrative-level permissions
can also edit some additional parameters, such as their name, email, manager, and locale. They can also quickly
go to the User Detail page to review additional information about their account, and to make any changes, as
needed.

For more information about editing user accounts using the User Detail page, see the following topics:
*  Add or edit organization user accounts
* Add or edit System-level user accounts
1. Do one of the following:

* Login to the appliance Administrator Console, https://appliance_hostname/admin, where
appliance_hostname is the host name of your appliance. Or, if Show organization menu in admin
header is enabled in the appliance General Settings, select an organization in the drop-down
list in the top-right corner of the page next to the login information.

¢ Login to the appliance System Administration Console, https://appliance_hostname/
system, where appliance_hostname is the host name of your appliance, or select System from
the drop-down list in the top-right corner of the page.

* Login to the applianceUser Console, https://appliance_hostname/user, where
appliance_hostname is the host name of your appliance, or select User Console from the drop-
down list in the top-right corner of the page.

2. From the drop-down list in the top-right corner of the page, select My Profile.
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The User Profile dialog box appears.

3. Review and edit the information on the User Profile dialog box, as needed.

i NOTE: Users without administrative privileges can only update their passwords and view a limited set
of information in this dialog box without making any additional changes or accessing the User Detail
page.

Tab Option Description
Profile Login The name the user types in the Login ID field on
the login page.
i NOTE: You cannot change the login of the
default admin account.
Name The user’s full name.
Primary Email The user’s email address.
Manager The user’'s manager.
Locale The locale to use for the Administrator Console
and User Console for the user.
Update Password The password the user types when logging in.
If the Organization component is enabled on
your appliance, or if you want to link multiple K-
Series appliances, use caution when changing
the password of the admin account. Admin
account passwords for the System-level, for
organizations, and for linked appliances must be
the same if you want to switch among them using
the drop-down list in the top-right corner. The
drop-down list shows only those organizations
and appliances whose admin account passwords
are the same.
Devices Name The device name.
Subtype The Asset Subtype for this device, if one is
assigned.
Primary Device Indicates if the device is the primary device for
the selected user.
Assets Name The asset name.
Type The asset type.
Subtype The Asset Subtype for this device, if one is
assigned.
Service Desk Number The number of the Service Desk ticket the user

Tickets

logged.
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Tab Option Description

Title The title of the Service Desk ticket the user
logged.

Status The status of the Service Desk ticket the user
logged.

4. Optional. To access the User Detail page, in the top-left corner, click View Full Profile, and continue
reviewing and editing the user profile on that page.

i NOTE: This link only appears if your account has administrative privileges.

5. To save your changes, click Update.

Using an LDAP server for user authentication

User authentication can be done locally, using accounts created on the appliance, or externally, using an LDAP
server.

If you use external LDAP server authentication, the appliance accesses a directory service to authenticate users.
This allows users to log in to the appliance Administrator Console, User Console, or System Administration
Console using their domain username and password.

For information about adding user accounts to the appliance for local user authentication, see:
*  About user accounts and user authentication

+  Managing user accounts for organizations

About the login account on your LDAP server

To set up LDAP user authentication, you need to create a login account for the appliance on your LDAP server.
The appliance uses this account to read and import user information from the LDAP server.

The account needs read-only access to the Search Base DN field on the LDAP server. The account does not
need write access, because the appliance does not write to the LDAP server.

In addition, the account must have a password that never expires. Because the password never expires,

make sure it is very secure. The user can change the password (that complies with the appropriate security
requirements), however, the password must be updated on the appliance. You can give the account a username,
such as KACE_Login, or you can attempt to connect to the LDAP server using an anonymous bind.

Configure and test LDAP user authentication

You can configure and test connections from the appliance to an external LDAP server.
1. Do one of the following:
¢ Login to the appliance Administrator Console, https://appliance_hostname/admin. Or, if
Show organization menu in admin header is enabled in the appliance General Settings, select

an organization in the drop-down list in the top-right corner of the page next to the login
information.

* Login to the appliance System Administration Console, https://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.
The Dashboard or System Dashboard page appears.
2. Go to the Admin-level or System-Level Authentication Settings page:
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a. On the left navigation bar, click Settings, then click Control Panel.

b. On the Control Panel, click User Authentication (Administrator Console only), or System User
Authentication (System Administration Console only).

3. If you want to disable the local admin account, and you are logged in as an administrative-level user
through LDAP or SAML, select Disable Local Built-In Administrator (LDAP or SAML configuration
required).

Disabling the built-in admin account does not affect a tether used by KACE Support, when required.
For more information about this feature, see Enable a tether to Quest KACE Support.

4. Select the LDAP Authentication option:

Option Description
Local Enable local authentication (the default). If local authentication is enabled, the
Authentication password is authenticated against the existing entries in the local database at

Settings > Users.

LDAP Enable external user authentication using an LDAP server or Active Directory server.

Authentication If LDAP Authentication is enabled, the password is authenticated against the

external LDAP server.

For assistance with authentication, contact Quest Support at https://
support.quest.com/contact-support.

5. Click the buttons next to the server names to perform the following actions:

Button Action

o) Schedule a user import for the server.

& Modify the server definition. For information about the fields in this section, see Table
) 5.

II..I.I- Remove the server.

£t Change the order of the server in the list of servers.

6. Optional: Click New to add an LDAP server. You can have more than one LDAP server configured.

NOTE: All servers must have a valid IP address or hostname. Otherwise, the operation times out,

1 which results in login delays when using LDAP authentication.

7. To add a server, provide the following information:

Table 5. Server information

Option Description

Name The name you want to use to identify the server.

Host Name or IP The IP address or the hostname of the LDAP server. If the IP address is not valid, the
Address appliance waits to timeout, resulting in login delays during LDAP authentication.

i NOTE: To connect through SSL, use an IP address or hostname. For
example: Idaps://hostname.
Port The LDAP port number, which is usually 389 (LDAP) or 636 (secure LDAP).
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Option

Description

Base DN

Advanced Search

Login

Password

Role

8. Click Save.

The criteria used to search for accounts.

This criteria specifies a location or container in the LDAP or Active Directory
structure, and the criteria should include all the users that you want to authenticate.
Enter the most specific combination of OUs, DCs, or CNs that match your criteria,
ranging from left (most specific) to right (most general). For example, this path leads
to the container with users that you need to authenticate:

OU=end users, DC=company, DC=com.
* NOTE: Domain Users is a special group that is not added to the

memberof attribute values. For Domain Users members, use this format:
(primaryGroupld=513).

The search filter. For example:

(& (sAMAccountName=KBOX USERNAME)
(memberOf=CN=financial, DC=example, DC=com) )

The credentials of the account the appliance uses to log in to the LDAP server to read
accounts. For example:

LDAP Login:CN=service account,CN=Users,

DC=company, DC=com.

If user name and password are not provided, the tree lookup is not performed.
Each LDAP Label can connect to a different LDAP or Active Directory server.

The password of the account the appliance uses to log in to the LDAP server.

(Required) The user’s role:

*  Global Administrator: The user can access the System Administration
Console, and each organization’s Administrator Console as an administrator
with full read/write permissions. They must first log in to the System
Administration Console, and then log in to the applicable organization
account using the drop-down list in the top-right corner.

+ Administrator: The user can log in to and access all features of the
Administrator Console, User Console, or System Administration Console.

* Read Only Administrator: The user can log in, but cannot modify any settings
in the Administrator Console, User Console, or System Administration
Console.

* User Console Only: The user can log in only to the User Console . This role
is only available in the Administrator Console.

* No Access: The user cannot log in to the Administrator Console, System
Administration Console or User Console. No Access is the default role.

NOTE: These roles are predefined and you cannot edit them. However, you
can create and edit custom roles as needed.

NOTE: Record the search and filtering criteria you use for filling out this form. You use this same
information to import user data, and later to schedule user import on a regular basis.

9. Test authentication on an external LDAP server as follows:
a. Select the LDAP Authentication.
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Click the Edit button next to the server on which the user account you are testing is located e

c. Inthe Advanced Search: box, replace KBOX_USER with the username to test. The syntax is
sAMAccountName=username.

d. Enter the user’s password in the Password for test field.
e. Click Test.

If the test is successful, the authentication setup is complete for this user, and other users in the same
LDAP container.

Importing users from an LDAP server

You can import user information from LDAP servers to create user accounts on the appliance. This provides
administrators, such as Service Desk staff, with a richer set of data to use when working with users.

There are two ways to import user information:
*  Manually: See Import user information manually

+ According to a schedule: See Import user information according to a schedule

NOTE: User information is overwritten each time users are imported to the appliance. Password
information, however, is not imported. Users must enter their passwords each time they log in to the
Administrator Console or User Console.

Import user information manually

You can import user information manually by specifying criteria to identify the users you want to import.
1. Go to the Users page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Users.
c. Select Choose Action > Import Users.
2. Provide the following information:

i NOTE: Use the LDAP Browser to specify the Search Base DN and Search Filter. See Use the LDAP
Browser.
Option Description
Server The IP address or the hostname of the LDAP server. If the IP address is not valid, the
appliance waits to timeout, resulting in login delays during LDAP authentication.
* NOTE: To connect through SSL, use an IP address or hostname. For
example: Idaps://hostname.

Port The LDAP port number, which is usually 389 (LDAP) or 636 (secure LDAP).
Base DN The criteria used to search for accounts.

This criteria specifies a location or container in the LDAP or Active Directory
structure, and the criteria should include all the users that you want to authenticate.
Enter the most specific combination of OUs, DCs, or CNs that match your criteria,
ranging from left (most specific) to right (most general). For example, this path leads
to the container with users that you need to authenticate:
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Option Description

OU=end users, DC=company, DC=com.

NOTE: Use the LDAP Browser to specify the Search Base DN and Search
Filter. Use the LDAP Browser.

L]
1
Advanced Search The search filter. For example:

(& (sAMAccountName=KBOX USERNAME)
(memberOf=CN=financial, DC=example, DC=com) )

Login The credentials of the account the appliance uses to log in to the LDAP server to read
accounts. For example:

LDAP Login:CN=service7account,CN=Users,
DC=company, DC=com.

If user name and password are not provided, the tree lookup is not performed. Each
LDAP Label can connect to a different LDAP or Active Directory server.

Password The password of the account the appliance uses to log in to the LDAP server.

3. Specify the LDAP attributes to import.

Option Description
Attributes to Specify the LDAP attributes to retrieve. For example:
retrieve

sAMAccountName, objectguid, mail, memberof, displayname, sn,
cn, userPrincipalName, name, description, manager

The LDAP attributes specified in this field can be mapped to appliance User attributes
on the next page. If this field is blank, the appliance retrieves all LDAP attributes.
Leaving this field blank increases the time required to import attributes and is not
recommended.

* IMPORTANT: To retrieve the manager object associated with the user,
you must add the manager attribute to the list, and to specify this
mapping in a later step.

Label Attribute Enter a label attribute. For example: memberof.

This setting returns a list of groups this user is a member of. The union of all the label
attributes forms the list of labels you can import. If the search filter contains both the
label names and user names, the label attribute is not required.

Label Prefix Enter the label prefix. For example: 1dap
The label prefix is a string that is added to the beginning of all the labels.

Binary Attributes  Enter the binary attributes. For example: objectsid.

Binary attributes indicates which attributes should be treated as binary for purposes
of storage.

Maximum Number Enter the maximum number of rows to retrieve. This limits the result set that is
of Rows returned in the next step.

Debug Output Select the check box to view the debug output.

4. Click Next.
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The Define mapping between User attributes and LDAP attributes page appears.

5. In the drop-down list next each attribute, select the value to use for appliance User attributes during import.
Values in the drop-down list are the values specified in the Aftributes to retrieve field on the previous page.

The following attribute mappings are required:

Option Description

Ldap Uid The identifier for the user. Recommended value: objectguid.

User Name The name of the user. Recommended value: name.

Email The email address for the user. Recommended value: mail.

Manager The manager of the user. This mapping is mandatory only if you want to retrieve the

manager information. Recommended value: manager.

. IMPORTANT: To retrieve the manager object associated with the user,
you must also add the manager attribute to the Attributes to retrieve box.

The following attribute mappings are not required, but they are recommended:

Option Description

Api Enabled Whether users are enabled to access the appliance using the KACE GO app. Access
is enabled if the field contains a numerical value. Access is disabled if the field
contains no value. Therefore, to enable access, select an attribute that returns a
numerical value. To disable access, select No Value.

Ams Id Not used. Recommended value: No Value.

6. Optional: In the Role drop-down list, select the role for the imported users. See Add or edit User Roles.
7. Optional: In the Labels drop-down list, select the label to apply to imported users. See About labels.

8. Inthe Search Results section below the attribute mapping drop-down lists, verify that the list of users to
import is correct, and the information listed for each user is what you expect. To refine your search, click the
Back button and revise the search parameters and attributes.

For example, to change the number of Search Results, change the Maximum Number of Rows on the
Choose attributes to import page.
9. Click Next to display the Import Data into the appliance page.
10. Review the tables of users to ensure that the data is valid and includes the data that you expect.
Only users with values for the required attributes, Ldap Uid, User Name, Email, and Manager are
imported. Records that do not have these values are listed in the Users with invalid data section.
11. Click Import Now to start the import.

The Users page appears, and the imported users appear on the list. The imported users can access the features
of the Administrator Console, User Console based on the role to which they are assigned.

Import user information according to a schedule

To keep user data current, schedule regular user data imports from your LDAP server.
1. Go to the Admin-level Authentication Settings page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
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Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Settings, then click Control Panel.

On the Control Panel, click User Authentication (Administrator Console only), or System User
Authentication (System Administration Console only).

2. Select LDAP Authentication, then click the Schedule button @ next to the server name in the list of
servers to schedule a user import:

The User Import: Schedule — Choose attributes to import page appears.

The following Read Only Administrator Server Details are displayed:

Option Description
Server The IP address or the hostname of the LDAP server. If the IP address is not valid, the
appliance waits to timeout, resulting in login delays during LDAP authentication.
i NOTE: To connect through SSL, use an IP address or hostname. For
example: Idaps://hostname.
Port The LDAP port number, which is usually 389 (LDAP) or 636 (secure LDAP).
Base DN The criteria used to search for accounts.

Advanced Search

Login

Password

This criteria specifies a location or container in the LDAP or Active Directory
structure, and the criteria should include all the users that you want to authenticate.
Enter the most specific combination of OUs, DCs, or CNs that match your criteria,
ranging from left (most specific) to right (most general). For example, this path leads
to the container with users that you need to authenticate:

OU=end users, DC=company, DC=com.

i NOTE: Use the LDAP Browser to specify the Search Base DN and Search
Filter. Use the LDAP Browser.

The search filter. For example:

(& (sAMAccountName=KBOX USERNAME)
(memberOf=CN=financial, DC=example, DC=com) )

The credentials of the account the appliance uses to log in to the LDAP server to read
accounts. For example:

LDAP Login:CN=service account,CN=Users,
DC=company, DC=com.

If user name and password are not provided, the tree lookup is not performed. Each
LDAP Label can connect to a different LDAP or Active Directory server.

The password of the account the appliance uses to log in to the LDAP server.

3. Specify the LDAP attributes to import.

Option

Description

Attributes to
retrieve

Specify the LDAP attributes to retrieve. For example:

sAMAccountName, objectguid, mail, memberof, displayname, sn,
cn, userPrincipalName, name, description, manager

The LDAP attributes specified in this field can be mapped to appliance User attributes
on the next page. If this field is blank, the appliance retrieves all LDAP attributes.
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Option

Description

Label Attribute

Label Prefix

Binary Attributes

Maximum Number
of Rows

Debug Output

4.

Leaving this field blank increases the time required to import attributes and is not
recommended.

* IMPORTANT: To retrieve the manager object associated with the user,
you must add the manager attribute to the list, and to specify this
mapping in a later step.

Enter a label attribute. For example: memberof.

This setting returns a list of groups this user is a member of. The union of all the label
attributes forms the list of labels you can import. If the search filter contains both the
label names and user names, the label attribute is not required.

Enter the label prefix. For example: 1dap
The label prefix is a string that is added to the beginning of all the labels.

Enter the binary attributes. For example: objectsid.
Binary attributes indicates which attributes should be treated as binary for purposes

of storage.

Enter the maximum number of rows to retrieve. This limits the result set that is
returned in the next step.

Select the check box to view the debug output.

In the Email Recipients section, click the Edit button to enter the recipient’s email address e

5. Select users in the Recipients drop-down list.

6. Inthe Schedule section, specify schedule options:

Option

Description

None

Every _ hours

Every day/specific
day at HH:MM

Run on the nth
of every month/
specific month at
HH:MM

Run on the nth
weekday of every
month/specific
month at HH:MM

Custom

Run in combination with an event rather than on a specific date or at a specific time.
This option is useful if you want to patch servers manually, or perform patch actions
that you do not want to run on a schedule.

Run at a specified interval.

Run daily at a specified time, or run on a designated day of the week at a specified
time.

Run on the nth day every month, (for example, the first or the second) day of every
month, or a specific month, at the specified time.

Run on the specific weekday of every month, or a specific month, at the specified
time.

Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* x *x K* x
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Option Description
| | | | +————day of week (0-6) (Sun=0)
| | | +———month (1-12)
| | +——day of month (1-31)
| +———hour (0-23)
+————minute (0-59)

View Task
Schedule

Use the following when specifying values:
* Spaces (): Separate each field with a space.

»  Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

+ Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

* Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalentto 1, 2, 3, 4, 5, which indicates
Monday through Friday.

» Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.

Examples:
. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day
. 0011,6 * Run at 00:00 on January 1 and June 1
. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30

. 0 2 */2 * * Run every other day at 02:00

Click to view the task schedule. The Task Schedule dialog box displays a list of
scheduled. Click a task to review the task details. For more information, see View
task schedules.

Click Next to display the User Import: Schedule - Define mapping between User attributes and LDAP
Attributes page.

In the drop-down list next each attribute, select the value to use for appliance User attributes during import.

Values in the drop-down list are the values specified in the Attributes to retrieve field on the previous page.

The following attribute mappings are required:

Option Description

Ldap Uid The identifier for the user. Recommended value: objectguid.

User Name The name of the user. Recommended value: name.

Email The email address for the user. Recommended value: mail.

Manager The manager of the user. This mapping is mandatory only if you want to retrieve the

manager information. Recommended value: manager.

* IMPORTANT: To retrieve the manager object associated with the user,
you must also add the manager attribute to the Attributes to retrieve box.

The following attribute mappings are not required, but they are recommended:
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Option Description

Api Enabled Whether users are enabled to access the appliance using the KACE GO app. Access

is enabled if the field contains a numerical value. Access is disabled if the field
contains no value. Therefore, to enable access, select an attribute that returns a
numerical value. To disable access, select No Value.

Ams Id Not used. Recommended value: No Value.

9.

10.
1.
12.

Optional: In the Role drop-down list, select the role for the imported users. See Add or edit User Roles.
If you want the selected role to be a default role for new roles, select the Make default check box.
Optional: In the Labels drop-down list, select the label to apply to imported users. See About labels.

In the Search Results section below the attribute mapping drop-down lists, verify that the list of users to
import is correct, and the information listed for each user is what you expect. To refine your search, click the
Back button and revise the search parameters and attributes.

For example, to change the number of Search Results, change the Maximum Number of Rows on the
Choose attributes to import page.

13.
14.

15.

Click Next to display the Import Data into the appliance page.
Review the tables of users to ensure that the data is valid and includes the data that you expect.

Only users with values for the required attributes, Ldap Uid, User Name, Email, and Manager, are
imported. Records that do not have these values are listed in the Users with invalid data section.

Do one of the following:
* Click Back to change settings.

e Click Import to save the schedule and import user information immediately. The import begins,
and the schedule is set to run according to the options selected in Scheduling section.

* Click Finish to save the schedule without importing user information. The schedule is set to
run according to the options selected in the Scheduling section.

User information is imported according to the specified schedule.

About single sign on (SSO)

Single sign on enables users who are logged on to the domain, or authenticated through a third-party, to access
the appliance Administrator Console and User Console without having to re-enter their credentials on the
appliance login page.

You can use Active Directory for single sign on.

Single sign on is available for:

One domain only: If you have multiple domains, only one can be enabled for single sign on. This is true
even if the Organization component is enabled on the appliance, and you have multiple organizations
that are on different domains. Single sign on is a System-level configuration, and organizations cannot be
configured independently for single sign on.

Microsoft Active Directory servers: You can enable single sign on using Microsoft Active Directory
servers with 2003 R2 or higher schema versions. Earlier schema versions cannot be used. If the
Organization component is enabled on your appliance, the Active Directory single sign on method can be
used with multiple organizations.
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Using external LDAP or Active Directory servers for single
sign on

When using Active Directory for authentication for single sign on, the external LDAP or Active Directory server
must have the same entries as the Active Directory server specified for single sign on. The appliance matches
user credentials on the joined domain, and then it uses the external LDAP configuration to determine user roles
and privileges.

To authenticate users by using local accounts on the appliance, you need to either import accounts from an LDAP
or Active Directory server to the appliance, or manually create accounts on the appliance. See:

« Importing users from an LDAP server
*  Managing System-level user accounts

+ Managing organization user accounts

Enabling and disabling single sign on

You can enable or disable single sign on in the appliance security settings.

Enable single sign on

To enable single sign on, you need to configure the appliance Security Settings to establish a connection between
an Active Directory server and the appliance.

+ To configure single sign on for Active Directory, see Configure Active Directory as the single sign on
method

1.  Go to the appliance Control Panel:

¢ If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Security Settings to display the Security Settings page.
3. Inthe Single Sign On section, select a single sign on method.

+  Configure Active Directory as the single sign on method

KACE Systems Management Appliance 13.2 Administrator Guide 169
Enable single sign on



Disable single sign on

You can disable single sign on without removing the appliance from the domain.
1. Go to the appliance Control Panel:
* If the Organization component is not enabled on the appliance, log in to the appliance

Administrator Console, https://appliance_hosthame/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Security Settings to display the Security Settings page.
3. Inthe Single Sign On section, select Disable.

Single sign on is disabled. Users who are currently logged in to the Administrator Console or
User Console remain logged in until their sessions end. The next time they attempt to access the
Administrator Console or User Console, however, they are required to enter their credentials.

Using Active Directory for single sign on

When single sign on is configured to use Active Directory, authenticated users can access the Administrator
Console or the User Console without having to enter login credentials.

To do so, users must type the hostname of the appliance in the browser address field. If users enter an IP
address, they are directed to the appliance login page, instead of being signed on automatically, and they must
enter their credentials to log in.

If you use Active Directory for single sign on, you must configure Microsoft Edge and Mozilla Firefox browsers to
use the appropriate security settings.

Configure Active Directory as the single sign on method

Active Directory single sign on enables users who are logged on to the domain to access the appliance
Administrator Console and User Console without having to re-enter their logon credentials each time.

Before you connect the appliance to an Active Directory server, verify that:

+  Network and DNS settings are configured to enable the appliance to access the Active Directory server.
See Change appliance network settings.

»  The time settings on the Active Directory server match the time settings on the appliance. For information
on setting the time on the appliance, see Configure appliance date and time settings.

1. Go to the appliance Control Panel:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

¢ If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Inthe Single Sign On section of the Security Settings page, select Active Directory, then provide the
following information:
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Option Description

Domain The host name of the domain of your Active Directory® server, such as example.com.

Username The user name of the administrator account on the Active Directory server. For
example, username@example.com.

Password The password of the administrator account on the Active Directory server.

Computer Object The name of the computer object container of the administrator account on the Active
Container Directory server.

Computer Object The name of the computer object container of the administrator account on the Active
Name Directory server.

Service Account The name of the service account container of the administrator account on the Active
Container Directory server.

3. Click Join.

The appliance performs the following tests, which require read-only permission, to determine
whether the domain is configured correctly to allow the appliance to join the domain:

° Check for supported operating system and correct operating system patches
° Check for sufficient disk space to install QAS

° Check that the hostname of the system is not 'localhost'

° Check if the name service is configured to use DNS

° Check resolv.conf for proper formatting of name service entries and that
the host can be resolved

° Check for a name server that has the appropriate DNS SRV records for Active
Directory

° Detect a writable domain controller with UDP port 389 open

° Detect Active Directory site if available

° Check if TCP port 464 is open for Kerberos kpasswd

° Check if UDP port 88 and TCP port 88 are open for Kerberos traffic
° Check if TCP port 389 is open for LDAP

° Check for a global catalog server and if TCP port 3268 is open for
communication with global catalog servers

° Check for a valid time skew against Active Directory
° Check for the QAS application configuration in Active Directory
° Check if TCP port 445 is open for Microsoft CIFS traffic

These tests do not need write access and they do not check for permission to write to any directory. In
addition, these tests do not verify username and password credentials. If the credentials are incorrect, the
appliance might not be able to join the domain even if the tests are successful.

A message appears stating the results of the test. To view errors, if any, click Logs, then in the Log drop-
down list, select Server Errors.

4. Optional: Select Force Join to join the server to ignore errors and join the domain.

5. Click Save and Restart Services.

KACE Systems Management Appliance 13.2 Administrator Guide 171
Configure Active Directory as the single sign on method



When users are logged in to devices that are joined to the Active Directory domain, they can access the appliance
User Console without having to re-enter their credentials. If users are on devices that are not joined to the Active
Directory domain, the login window appears and they can log in using a local appliance user account. See Add or
edit System-level user accounts.

i NOTE: To use single sign on with Microsoft Edge and Firefox browsers, users must configure their
browser settings to use the appropriate authentication. See Configuring browser settings for single sign on.

Configuring browser settings for single sign on

To use Active Directory single sign on with Microsoft Edge™ and Firefox® browsers, users must configure their
browser settings to use the appropriate authentication. The Chrome™ browser does not require any special
configuration.

Configure Microsoft Edge browser settings

To use Active Directory single sign on with the Microsoft Edge, you must configure the Windows security settings.
1. In the Windows Control Panel, click Internet OptionsTools > Internet Options > Security.
2. Inthe Internet Properties dialog box that appears, on the Security tab, select the appropriate security policy:

* If the appliance is available on the Internet select Trusted Sites.
* If the appliance is not available on the Internet, select local intranet.

3. Click Custom level, then scroll to the bottom of the list.

4. Select Automatic logon with current username and password. If this option is not selected, Microsoft
Edge cannot automatically log in to the Administrator Console or User Console even if single sign on is
enabled on the appliance.

Configure Firefox browser settings

To use Active Directory single sign on with Firefox, you must configure the browser's authentication settings.
1. In the Firefox browser, type about:config in the address bar.
2. Inthe Search field type the following network.negotiate-auth.trusted-uris.
3. Inthe search results, double-click the name of the preference.
4

In the string value box, enter the URL of the appliance. For example, http://kace_sma.example.com, then
click OK.

Use Active Directory single sign on to access the Administrator Console or
User Console

When Active Directory single sign on is enabled on the appliance, users who are logged in to the domain can
access the Administrator Console or User Console without entering their credentials on the appliance login

page.
Single sign on must be enabled through Active Directory. See Enable single sign on.

1. Log in to the domain.
2. In a web browser, type the hostname of the appliance in the browser address field. To identify the host
name, see Change appliance network settings.

* TIP: If you enter the appliance IP address, you are directed to the appliance login page instead of
being signed on automatically.

The Administrator Console or User Console appears, depending on user account privileges.
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Unjoin the domain and disable Active Directory single sign
on

You can remove the appliance from the Active Directory domain. Removing the appliance from the domain
automatically disables single sign on as well.

1. Go to the appliance Control Panel:
* If the Organization component is not enabled on the appliance, log in to the appliance

Administrator Console, https://appliance_hosthame/admin, then select Settings > Control
Panel.

* If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

2. Click Security Settings to display the Security Settings page.
3. Inthe Single Sign On section, click Unjoin Domain.
NOTE: Users who are currently logged in to the User Console or Administrator Console remain

logged in until their session ends. The next time they attempt to access the User Console or
Administrator Console, however, they are required to enter their credentials.

Configure SAML for single sign on

You can configure the appliance to authenticate users without providing their credentials on the Welcome page
using a third-party authentication tool.

Security Assertion Markup Language (SAML) is an XML-based protocol that uses security tokens between
identity and service providers. The security tokens contain assertion elements that provide information about the
user's identity.

When SAML is enabled and configured on the appliance, and the user logs in using this single sign-on method,
the appliance sends an authorization request to your Identity Provider (IdP). The identity provider then confirms
the user's identity and sends an authentication response to the appliance. Next, the appliance logs the user in

to the Administrator Console (or User Console) and establishes the user session. When a SAML user logs
out of the appliance, they are logged out of their IdP account. If you want to continue to be logged into your IdP
account after using the appliance, simply close the Administrator Console browser window without signing out.
If a SAML user's session times out, and they are still logged into their IdP account, the appliance automatically
starts a new session for that user.

If you have multiple organizations, you can configure SAML in each organization that uses this method of
authentication, and keep the local login method for other organizations.
1. Ensure that your IdP has valid identity information for logging you in to the appliance.

2. Login to the appliance Administrator Console, https: //appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

3. Go the SAML Settings page:
a. On the left navigation bar, click Settings, then click SAML Configuration.

b. On the SAML Settings page, under Security Assertion Markup Language (SAML), select the
Enable SAML Service Provider check box.

4. If you want to allow users to only use SAML to access this appliance, select Require SAML login.
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This option causes all local logins to the appliance to be disabled, with the exception of the local
admin user and the KACE Support account (available only with an active Support tether).

5. In the Remote Identity Provider (IdP) Settings section, specify your IdP metadata to authenticate users by
completing one of the following steps.

¢ Recommended. If your IdP provides an URL to the XML page containing the IdP metadata
(suggested option), click Get Metadata From IdP. In the /dP Metadata URL field that appears,
type that URL, and click Import IdP Metadata.

e To use your IdP metadata XML file, click Enter XML Metadata, and in the /dP Metadata XML field
that appears, copy and paste the contents of the XML file. Then click Import IdP Metadata. The
appliance parses the provided XML content and populates the settings required to establish a
connection with the IdP.

The Remote Identity Provider (IdP) Settings section refreshes, showing the details of your

IdP configuration. The listed options specify the appliance page redirects during SAML
authentication. For more information, visit https://www.oasis-open.org/committees/tc_home.php?
wg_abbrev=security.

: NOTE: To review this information anytime during your SAML configuration, click View Metadata in
this section.

6. Inthe IdP Attribute Mappings section, select the option that you want to use to grant the SAML user access
to the appliance.

* Use Local User Table: Relies on the user list stored locally on the appliance.

e Use LDAP Lookup: Imports user information from an external LDAP server. For more
information, see Using an LDAP server for user authentication.

¢ Use SAML: Uses the values specified on this page to map to the fields used by your IdP to the
appliance user records, such as name, email address, and so on. For example, if the IdP uses
LDAP to authenticate users, you can set U/D and Login to objectGUID and cn, respectively.
For more information, see your IdP documentation.

7. If you selected Use SAML, indicate if you want to create a new user on the appliance for authenticated
SAML users that do not have accounts on the appliance. To do that, select Create new SMA user if
authenticated SAML user does not exist on SMA.

8. If you selected Use SAML, specify the roles that you want to grant to the SAML-authenticated user. Under
Role Mapping, specify the conditions that you want to check when granting the roles.

For example, you can grant the Administrator role to the members of an LDAP group whose name
contains a specific text string (such as admin), set the Administrator role as follows:

Administrator memberOf Contains admin

The roles are listed in the order of priority. You can change the role priority by dragging and dropping
them, as needed. If there are multiple matches, the appliance grants the role with the highest priority
to the SAML user.

Role mapping is optional. If no matches are found, the appliance assigns the default role. To specify
the default role, click Default Role for Unmatched Users, and choose a role from the available
options, as applicable: Administrator, No Access, Read Only Administrator, or User Console Only.

9. Optional. To view the appliance-specific SAML settings on the appliance, in the Local Service Provider
(SP) Settings section, click View Metadata, and review the options that appear.

These fields contain default values and in most cases you do not need to make any changes.

10. Click Save.
11. Test your SAML configuration.
a. Log out of the appliance.
b. Ensure you are logged in to your |dP account.
c. Open the Administrator Console or User Console Welcome page.
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d. Without specifying your user credentials, click Login.

. TIP: When SAML is enabled on the appliance, click Local Sign On, and specify your user
1 credentials.

The Administrator Console or User Console page appears.

Example: Using Microsoft Active Directory in Azure as a
SAML Identity Provider

When you use Active Directory in Azure as a SAML Identity Provider (IdP), some additional steps are required.
This topic describes the process of configuring SAML with Active Directory as an IdP.

1. Ensure that your IdP has valid identity information for logging you in to the appliance.

2. Complete the following steps:

a. Enable SSL for the appliance. This step is required because Microsoft Azure can successfully
communicate only with SSL clients. For instructions, see Configure security settings for the
appliance.

Log in to https://portal.azure.com and select Azure Active Directory.
Under App Registrations, create a new registration, leaving the Redirect URI settings cleared.

d. Inthe newly created App Registration, on the Endpoints page, copy the contents of the
Federation metadata document field.

3. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

4. Go the SAML Settings page:

a. On the left navigation bar, click Settings, then click SAML Configuration.

b. Onthe SAML Settings page, under Security Assertion Markup Language (SAML), select the
Enable SAML Service Provider check box.

5. In the Remote Identity Provider (IdP) Settings section, specify your [dP metadata to authenticate users by
completing the following steps.

a. Click Get Metadata From IdP.

b. Inthe IdP Metadata URL field that appears, enter the contents from the Federation metadata
document field that you recorded in 2.d, and click Import IdP Metadata.

The Remote Identity Provider (IdP) Settings section refreshes, showing the details of your

IdP configuration. The listed options specify the appliance page redirects during SAML
authentication. For more information, visit https://www.oasis-open.org/committees/tc_home.php?
wg_abbrev=security.
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NOTE: To review this information anytime during your SAML configuration, click View Metadata in

1 this section.

6. Inthe Security Assertion Markup Language (SAML) section, ensure the IdP Does Not Support Passive
Authentication check box is selected.

7. Inthe IdP Attribute Mappings section, select the option that you want to use to grant the SAML user access
to the appliance.

* Use Local User Table: Relies on the user list stored locally on the appliance.

¢ Use LDAP Lookup: Imports user information from an external LDAP server. For more
information, see Using an LDAP server for user authentication.

¢ Select Use SAML, and set the following options:
> UID: http://schemas.microsoft.com/identity/claims/objectidentifier
Login: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
Name: http://schemas.microsoft.com/identity/claims/displayname
Primary Email: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

8. If you selected the Use SAML option, under Role Mapping, specify the following condition for the role that
you want to grant to SAML-authenticated users (for example, the Administrator role):

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups equals <Object ID>
Where <Object ID> is the object ID of the group.

9. Optional. To view the appliance-specific SAML settings on the appliance, in the Local Service Provider
(SP) Settings section, click View Metadata, and review the options that appear.

These fields contain default values and in most cases you do not need to make any changes.

10. Complete the following steps:
a. Inthe Local Service Provider (SP) Settings section, click View Metadata
b. In the Microsoft Azure Portal, locate the newly created App Registration.
c. Onthe App Registration page, click Add a Redirect URI.
d

In the Redirect URIs section, select Web and set it to the SP Assertion Consumer Service (url)
value from the SAML Settings page, under Local Service Provider (SP) Settings.

e. Inthe Advanced settings, set the Logout URL field to the SP SLO Endpoint (url) value from the
Local Service Provider (SP) Settings section.

f.  In Azure, click Expose an API, and click Set next to Application ID URI. Set this field to the SP
Entity Identifier (uri) value from the Local Service Provider (SP) Settings section.

g. In Azure, click Manifest, and in the editor that appears on the right, add or update the
"groupMembershipClaims" attribute and set its value to "SecurityGroup™ or "A11".
For example: "groupMembershipClaims": "SecurityGroup",

11. Click Save.
12. Test your SAML configuration.
a. Log out of the appliance.
b. Ensure you are logged in to your IdP account.
c. Open the Administrator Console or User Console Welcome page.
d. Without specifying your user credentials, click Login.

* TIP: When SAML is enabled on the appliance, click Local Sign On, and specify your user
1 credentials.

The Administrator Console or User Console page appears.
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Reviewing user sessions

The appliance keeps track of user sessions. You can review a list of the most recent sessions, or see all sessions
for the appliance.

To allow the appliance to display the location associated with the logged-in user's public IP address, you must
install a location database. See Install and configure the location database.

You can see all sessions on the Recent Sessions page. For a quick list of the latest sessions associated with your
user account, use the My Recent Sessions pane. See View a list of user sessions.

Install and configure the location database

User session details include the IP address of the currently logged-in user. This information is displayed on the
Recent Sessions page. For public IP addresses you can also display the geographical location associated with a
specific IP address, however this requires a location database to be installed on the appliance. You can install the
MaxMind Geolocation database free of charge and display user locations for any public IP address.

MaxMind offers country and city databases. A city database is typically larger in size and takes longer to install.
A country database provides only the name of the country associated with each public IP address, while a city
database allows the appliance to display the city, state (if applicable), and the country.

You can periodically refresh the location database by installing an updated version. While it is possible to install
multiple databases over time, the most recently installed database overwrites the contents of the previous version.
For example, if a country database is already installed, and you install a city database on the appliance, the
Location column on the Recent Sessions page reflects the information from the newly installed city database.

For complete information about MaxMind Geolocation databases, visit https://www.maxmind.com/.

NOTE: Locations cannot be displayed when a private IP address is used to access the appliance.

1. Download a location database from https://www.maxmind.com/.

NOTE: To download a database file from MaxMind, start by creating a user profile. You must

L]
1 download a file that uses the MMDB format, not a csv file.

2. Do one of the following:

* If the Organization component is not enabled on the appliance, log in to the appliance
Administrator Console, https://appliance_hostname/admin, then select Settings > Control
Panel.

« If the Organization component is enabled on the appliance, log in to the appliance System
Administration Console, https://appliance_hostname/system, or select System in the drop-
down list in the top-right corner of the page, then select Settings > Control Panel.

3. On the General Settings page that appears, in the Geolocation Lookup Database section, point to the
downloaded ZIP file.

To do that, under MaxMind Geolocation Database, click Choose file and navigate to the newly
downloaded file.

4. Click Save.

It may take a few minutes for the database installation to complete, depending on the type of
database being installed. When the installation is complete, the Database Type and Database Version
fields provide the relevant details.

NOTE: A city database typically takes longer to install and update than a country database due to its

L]
1 file size.
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Next, you can go to the Recent Sessions page and review the location data for the current user. See View a list of
user sessions.

View a list of user sessions

You can review user sessions on the appliance. Use the My Recent Sessions pane to see the latest sessions
associated with your account. You can also review all sessions that are currently active on the appliance on the
Recent Sessions page.

In case the appliance detects multiple sessions for the current user, the icon displays a red exclamation
point.
1. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or, if the

Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Inthe top-right corner, click the Recent Sessions icon.

NOTE: If there are multiple active sessions associated with your user account, an exclamation mark

L]
1 appears on the Recent Sessions icon.

3. Inthe My Recent Sessions pane that appears, review the list of your latest user sessions.

Each entry identifies your browser, IP address, session duration, the date and time of the most recent
activity, and any applicable actions.

NOTE: You can delete duplicated sessions by clicking the Delete icon in the Actions column, as

L]
1 needed.

4. To see all sessions that are currently active on the appliance, in the My Recent Sessions pane, click View
All Recent Sessions.

On the Recent Sessions page that appears, each entry displays the user name, the browser used, the
operating system, IP address, the session duration, the date and time of the last activity, and any
applicable actions. For users with a public IP address, if you have a location database installed, it
also shows their location. See Install and configure the location database.

Deploying the KACE Agent to managed
devices

The KACE Agent is an application that can be installed on devices to enable inventory reporting and other device
management features. KACE Agents installed on managed devices communicate with the appliance through an
agent messaging protocol. Agents perform scheduled tasks, such as collecting inventory information from, and
distributing software to, managed devices.

You can deploy the KACE Agent to managed devices using one of the following methods.

TIP: Only authenticated KACE Agents can establish a successful connection with the appliance. For more
information, see Registering KACE Agent with the appliance.

*  Provisioning the KACE Agent: You can use the Agent Provisioning Assistant to perform provisioning
for devices with Windows, Mac OS X, and Linux operating systems. Within the Assistant, you can choose
between using the appliance GPO Provisioning Tool for deploying the Agent to Windows devices, or using
Onboard Provisioning for deploying the Agent to Windows, Mac OS X, or Linux devices. See Provisioning
the KACE Agent.

+ Manually deploying the KACE Agent: Use manual deployment is useful when automated Agent
provisioning is not practical or when you want to deploy the KACE Agent using email, logon scripts, GPO
(Group Policy Objects), or Active Directory. The appliance includes KACE Agent installers for different
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OS platforms. Each platforms offers one or more ways to deploy the KACE agent. To get started, visit the
following sections and their sub-topics:

> Manually deploying the KACE Agent on Windows devices
> Manually deploying and upgrading the KACE Agent on Linux devices
e Manually deploying and upgrading the KACE Agent on Mac devices

Using Replication Shares

Replication Shares are devices that keep copies of files for distribution, and they are especially useful if your
managed devices are deployed across multiple geographic locations.

For example, using a Replication Share, a device in New York could download files from another device at the
same office, rather than downloading those files from a appliance in Los Angeles. A Replication Share is a full
replication of all digital assets and is managed automatically by the appliance. Whenever a Replication Share is
specified for a label, devices in that label go to the Replication Share to get files.

In addition, you can use Replication Shares to deploy of Managed Installations, patches, or Dell Updates where
network bandwidth and speed are issues. Replication Shares are good alternatives to downloading directly from
an appliance.

Replication Shares enable an appliance to replicate application installers, patches, upgrades, and script
dependencies to a shared folder on a device. If any replication item is deleted from the appliance, it is marked for
deletion in the Replication Share and deleted in the replication task cycle. The figure shows a Replication Share
configuration and task flow.

Figure 9. Replication Share configuration

Appliance
Copy replicated files =)
Restarts are supported
g Bandwidth can be limited

Repl{’c\:l?:ldoor:N?Sgent Place files on share

Max 0S X either local drive

Linux smb network drive

Replication

Share Failover to the appliance
and copy the needed files
OR
stop and report
SHARE configurable

Replication clients

(defined by labels)
download files E
from replication

Share as needed

Script dependencies
Managed Installs

File syncs
Patches
Agent upgrades

Defined Replication Share Label

To create a Replication Share, identify one device at each remote location to act as a Replication Device.
The appliance copies all the replication items to the Replication Device at the specified destination path. The
replication process automatically restarts if it is stopped due to a network failure or replication schedule. If
stopped, the replication process restarts at the point it was stopped.
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Sneaker net share: You can create a folder and copy the contents of an existing replication folder to it. You can
then specify this folder as the new replication folder in the appliance. The appliance determines whether the new
folder has all the replication items present and replicates only the new ones, which conserves bandwidth. You can
manually copy the contents of replication folder to a new folder. The replication folder created in a device follows
following hierarchy:

\\machinename\foldername\repl2\replicationitems folder

The device name and folder name is user defined while rep12 is automatically created by appliance. The
replication items folder includes the folder for patches, kbots, upgrade files, and applications.

All the replication items are first listed in the replication queue and then copied one at a time to the destination
path. Any new replication item is first listed in the replication queue and then copied after an interval of 10
minutes.

Replication items are copied in this order:

1. Script dependencies
2. Applications

3. Agent upgrades

4. Patches

Create Replication Shares

You can create Replication Shares on managed devices.

To create a Replication Share you must:
*  Have write permission on the destination path to write the software files.
» Install the KACE Agent on the Replication Share.
»  Create a label for your devices before starting the process.

Replication Shares can be created only on devices that appear on the Devices list in Inventory. If the device you
want to use is not on the Devices list, you need to create an inventory record for the device before you can use it
as a Replication Share.

See Managing inventory information.

1. Go to the Replication Schedule Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Distribution, then click Replication.
. Select Choose Action > New.
2. Inthe Configure section, select the Enabled check box.
3. Optional: Select Failover To Appliance to use the appliance when the Replication Share is not available.

i NOTE: Enable Failover To Appliance only after testing the Replication Share.

4. In the Device drop-down list, select the device to use as a Replication Share.
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The Replication Share can be created by two methods:

* Locally

o On a shared network drive

5. Select the Operating System and Locales of the patches to replicate. The lists are populated based on
the operating systems and locales selected in the patch subscription.

6. Select the Include Application Patches, Include Windows Feature Updatesand Include Dell Updates
check boxes to copy the patch and update files to the Replication Share.

7. Specify the Destination Share settings:

Option

Description

Path

Local Share or
UNC

Credentials

Label

The path the Replication device uses for the Replication Share. Applications are

copied from the appliance to this location. For a local drive, use local drive syntax, for

example: C: \kace_sma_share

For a network drive, use UNC format, for example: \ \kaceRep\kace_sma_share\

i NOTE: $ notation, for example \ \KaceRep\e$, is not supported.

Select whether to use a Local Share or UNC.

The details of the service account required to connect to the device and run
commands. Select existing credentials from the drop-down list, or select Add new
credential to add credentials not already listed.

See Add and edit User/Password credentials.

The label of the devices using the Replication Share. Verify that the selected label
does not have KACE_ALT_LOCATION specified. KACE_ALT_LOCATION takes
precedence over the Replication Share for downloading files to devices.

8. Specify the Download Share settings:

Option

Description

Path

Credentials

The path used by devices in the replication label to copy items from the replication
drive.

For example, a UNC path:

\\fileservername\directory\kace sma\

Other devices need read permission to copy replication items from this shared folder.

The details of the service account required to connect to the device and run
commands. Select existing credentials from the drop-down list, or select Add new
credential to add credentials not already listed.

See Add and edit User/Password credentials.

9. Specify the following settings in the Schedule section:

Option

Description

High Bandwidth

The maximum bandwidth to use for replication. If this field is blank, the maximum

bandwidth available for replication is used. This field is specified in bytes per second.
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Option

Description

Low Bandwidth

Schedule table

Copy Schedule
From

Notes

10. Click Save.

The restricted bandwidth to use for replication. If this field is blank, the maximum
bandwidth available for replication is used. This field is specified in bytes per second.

The bandwidth used for each hour of the day (24-hour clock format) and each day of
the week.

. To change the bandwidth selection, click in a square.

*  To select hours (columns), click the hour number.

» To select days (rows), click the day of the week.
Bandwidth is color-coded:

*  White: Replication is off

* Light blue: Replication is on with low bandwidth

* Blue: Replication is on with high bandwidth

Select an existing Replication Schedule in the drop-down list to replicate items
according to that schedule.

Any additional information you want to provide.

The Replication page appears.
11. Optional: After you have tested the Replication Share, return to 3 and enable Failover To Appliance.

Related topics

Add or edit manual labels

About patch management

View Replication Share details

You can view details of devices used as Replication Shares.
1. Go to the Replication list:

a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Distribution, then click Replication.

This page displays a list of the Replication Shares that are available on the appliance. For each
Replication Share, a default view shows its Status, replication Task, associated Device, Destination
Path, KACE Agent Version, Label, an indication if the Replication Share is Enabled, and the number
of files remaining to be copied along with the total size of files remaining to be copied (in the ToDo
column). The information appearing in the ToDo column allows you to review the state of replication
process for each Replications Share in this list, instead of reviewing individual shares to find out if
their replication process is complete.

2. In the Device column, click the name of a Replication Share to display the Replication Schedule Detail

page.
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On this page you can:

> View the Replication queue: To view items that are queued for replication, click Show Replication
Queue below the configuration information. This view is displayed by default when you access the

page.

> View the Replication inventory: To view items that have been replicated to the share, click Show
Share Inventory below the configuration information.

> Delete the Replication queue: To view replication items that are marked for deletion, click Show
Delete Queue below the configuration information.

Managing credentials

The appliance enables you to manage the usernames and passwords required for logging in to other systems,
such as managed computers and servers, and the information required for Google or SNMP authentication, from
a central location.

Credentials that have been added to the appliance's Credentials Management page are available for selection

on drop-down lists in the Inventory (Discovery, Provisioning, and Agentless device management), Distribution
(Managed Installations, File Synchronizations, and Replication), and Scripting (Configuration Policies and Security
Policies) sections.

In addition, credentials that are updated on the Credentials Management page are automatically updated
wherever they are used in the various appliance components. You do not need to independently update each item
that uses the credentials.

However, the credentials you add to the appliance must match the credentials on the target systems. If you
change the credentials on target systems, you must change them on the appliance's Credentials Management
page as well.

If the Organization component is enabled on your appliance, you manage credentials for each organization
separately.

NOTE: The Credentials Management drop-down list is not available on LDAP configuration pages, and
the feature is not used to manage user credentials for accessing the appliance Administrator Console
or User Console, which use single sign on and LDAP authentication. See About user accounts and user
authentication.

Tracking changes to Credentials Management
settings

If History subscriptions are configured to retain information, you can view the details of the changes made to
settings, assets, and objects. This information includes the date the item was created, changed, or deleted, and
the user who performed the action, which can be useful during troubleshooting.

See About history settings.
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Add and edit Secret Key credentials

To streamline the management of Secret Key credentials used in Inventory, Distribution, and Scripting, add those
credentials to the Credentials Management page. Secret Key credentials can be created for devices managed
using the KACE Cloud Mobile Device Manager.

*  You have the secret key from the KACE Cloud Mobile Device Manager.
*  You have administrator privileges in the Administrator Console.

After you add credentials, you can select them on configuration pages instead of entering the credentials
manually each time. In addition, you can add credentials from any of the configuration pages that use
them. Credentials added on configuration pages are automatically added to the Credentials Management
page.
1. Go to the Credentials Management page:
a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
b. On the left navigation bar, click Settings, then click Credentials.
2. Select Choose Action > New.

3. On the Add Credential form, specify credential properties:

i NOTE: You can also access this form from pages that use credentials, such as the Discovery
Schedule Detail page. Credentials added on these pages are automatically added to the Credentials
Management list.

Option Description

Name A unique name for the credential. This name appears on the Credentials
Management list and in the credential selection drop-down lists in component
sections, such as Scripting. This name is used for identification in Administrator
Console, and it is not part of the actual credential on the target device.

Type The classification of the credential. Select Secret Key to specify credentials that
contain secret keys from the KACE Cloud Mobile Device Manager.

Secret The secret key of the KACE Cloud Mobile Device Manager environment.

Show typing Show the characters in the Password field on the Add Credential form. This option is
available only when you are adding credentials. If you are editing existing credentials,
the password characters cannot be displayed.

Notes Any additional information you want to provide about the credential.

4. Click Save.

The credential appears on the Credentials Management list and it is available for selection in
components that use credentials.
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Add and edit User/Password credentials

To streamline the management of username and password credentials used in Inventory, Distribution, and
Scripting, add those credentials to the Credentials Management page. User/Password credentials can be created
for Mac, Windows, and Linux operating systems as well as VMware ESXi hosts and vCenter Servers.

*  You have the usernames and passwords of the credentials you want to manage.
*  You have administrator privileges in the Administrator Console.

After you add credentials, you can select them on configuration pages instead of entering the credentials
manually each time. In addition, you can add credentials from any of the configuration pages that use
them. Credentials added on configuration pages are automatically added to the Credentials Management
page.
1. Go to the Credentials Management page:
a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
b. On the left navigation bar, click Settings, then click Credentials.
2. Select Choose Action > New.

3. On the Add Credential form, specify credential properties:

i NOTE: You can also access this form from pages that use credentials, such as the Discovery
Schedule Detail page. Credentials added on these pages are automatically added to the Credentials
Management list.

Option Description

Name A unique name for the credential. This name appears on the Credentials
Management list and in the credential selection drop-down lists in component
sections, such as Scripting. This name is used for identification in Administrator
Console, and it is not part of the actual credential on the target device.

Type The classification of the credential. Select User/Password to specify credentials that
have usernames and passwords.

User or Domain The username required for the credential.

\User

* TIP: The Domain\User format might be required for some Windows
configurations.

Password The password required for the credential.

Show typing Show the characters in the Password field on the Add Credential form. This option is
available only when you are adding credentials. If you are editing existing credentials,
the password characters cannot be displayed.

Targets The device types on which the credential can be used.

* TIP: You can select multiple device types, or operating systems, if the
1 specified credentials can be used for authentication on multiple operating
systems.
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Option Description

Notes Any additional information you want to provide about the credential.

4. Click Save.

The credential appears on the Credentials Management list and it is available for selection in
components that use credentials.

Add and edit LDAP User/Password credentials

To easily manage and password LDAP credentials, add those credentials to the Credentials Management page.
LDAP User/Password credentials can be created for Mac, Windows, and Linux operating systems.

*  You have the LDAP user names and passwords of the credentials you want to manage.
*  You have administrator privileges in the Administrator Console.

After you add credentials, you can select them on configuration pages instead of entering the credentials
manually each time. In addition, you can add credentials from any of the configuration pages that use
them. Credentials added on configuration pages are automatically added to the Credentials Management
page.
1. Go to the Credentials Management page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
b. On the left navigation bar, click Settings, then click Credentials.
2. Select Choose Action > New.

3. On the Add Credential form, specify credential properties:
NOTE: You can also access this form from pages that use credentials, such as the Discovery

Schedule Detail page. Credentials added on these pages are automatically added to the Credentials
Management list.

Option Description

Name A unique name for the credential. This name appears on the Credentials
Management list and in the credential selection drop-down lists on the LDAP Label
Detail page. This name is used for identification in Administrator Console, and it is
not part of the actual credential on the target device.

Type The classification of the credential. Select LDAP User/Password to specify LDAP
credentials that include user names and passwords.

User or Domain The user name required for the credential.

\User
* TIP: The Domain\User format is sometimes required for some Windows
configurations.
Password The password required for the credential.
Show typing Show the characters in the Password field on the Add Credential form. This option is

available only when you are adding credentials. If you are editing existing credentials,
the password characters cannot be displayed.
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4.

Option

Description

Notes

Any additional information you want to provide about the credential.

Click Save.

The credential appears on the Credentials Management list and it is available for selection in
components that use credentials.

Add and edit Google Workspace credentials

To streamline the management of Google Workspace credentials used in Inventory, Distribution, Scripting, and
Service Desk, add the applicable credentials to the Credentials Management page.

The appliance can obtain access to a Google Workspace Domain using the Google APIs. The following
appliance-managed components can be authenticated through Google API:

Google Workspace Device Discovery and Inventory: This includes both Chromebooks and mobile
devices that are managed by a Google Workspace Domain (formerly G Suite). This type of authentication
requires the following:

o

o

You have a Google Workspace Domain with Chrome Device Management support.

You have a Google User admin account that is a member of the domain. The account must be
assigned the Super User role.

You have a Google account that can be used as your developer account in this procedure. This
account does not have to be the same as the Admin account, nor does it have to be a member of the
business or education domain.

Service Desk Queue Inboud Email: This includes email accounts that are part of a Google Workspace or
a public Gmail account. This type of authentication requires the following:

o

o

You have a Gmail account.
The following applies to your Service Account:
= The Gmail account belongs to a Google Workspace Domain.

* You have a Google User admin account that is a member of the domain, The account must be
assigned the Super Admin role.

You have a Google account that can be used as your developer account in this procedure. This
account does not have to be the same as the admin account, nor does it have to be a member of the
business or education domain.
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For each of these component types, the appliance supports the following methods authentication by a Google
API. The method you choose depends on the components using the Google Workspace credential and the
preference or role of the appliance administrator.

+ Service Account authentication consists of a Service Account Key that is associated with a unique Client
ID. A Google Workspace Super Admin can use the Client ID to grant the Service Account Domain Wide
Access to a resource.

o

o

o

This is a preferred method for Chromebook and Mobile Device Discovery and Inventory.
It requires a configuration step using the Google Workspace Console by a Super Admin.

It grants domain-wide access to a specific resource type. In the case of Service Desk Queue emails,
this means the service account is granted access to any email inbox. It is up to the administrator to
ensure that it is only used with the desired Service Desk email.

+  OAuth Client authentication consists of a OAuth Client ID that is used along with a Client Secret to
request and grant access to a particular Google resource using a browser-based workflow.

o

o

o

This is a preferred method for Service Desk Queue Inboud Email integration.

It requires that the browser used to configure the credential in the Administrator Console connects
to the appliance using a host name that is considered public (no private domains).

It can be used with public Gmail accounts.

Start by creating one or more Google Workspace Service Account or OAuth credentials, as applicable.
After you add credentials, you can select them on configuration pages instead of entering them manually
each time. In addition, you can add credentials from any of the configuration pages that use them.
Credentials added on configuration pages are automatically added to the Credentials Management page.
The appliance does not validate stored Google OAuth credentials as you enter them, but attempting to
save any changes using invalid credentials result in an error.

1. Create and configure a Google Cloud Platform project.

a. Sign in to your developer account at https://console.cloud.google.com.
b. Assign a new name and ID to the project.
c. Enable the desired Admin SDK API and/or Gmail API, as applicable.

2. Service Account credentials only.

a. While still logged in to the Google Cloud console, select IAM & Admin.
b. Create a Service Account with a desired name and description.

c. Add a Service Account Key and save the JSON key file.

d. Record the OAuth 2 Client ID of the Service Account for later use.

3. OAuth credentials only.

a.  While still logged in to the Google Cloud console, select APIs & Services, and go to the OAuth
consent screen.

b. If the developer account is part of the same Google Workspace domain as the resources being
accessed, select Internal otherwise choose External.

c. Create an app and specify its name, Support email address, and Developer contact email
address.

d. Add the following scopes:

= Device Discovery and Inventory only:
= https://www.googleapis.com/auth/admin.directory.device.chromeos
= https://lwww.googleapis.com/auth/admin.directory.device.mobile
= https://www.googleapis.com/auth/admin.directory.user

= Service Desk Queue email only:

= https://www.googleapis.com/auth/gmail.modify
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Create a credential and select OAuth Client ID.
Choose Web Application as the Application type.
Assign a name to the client.

Provide the following URI: https://<appliance hostname>/common/authorize.php,
where appliance hostname is the host name of the appliance Administrator Console.

Record the Client ID and Client Secret for later use.

4. Service Account credentials only (optional). Delegate a domain-wide authority to a Service Account.
This step requires Super Admin access to the Google Workspace Admin console.

NOTE: When authorizing the Gmail modify scope to a Service Account, access is granted to that
service account for all mailboxes on the domain. Ensure that the Service Account Key credentials are

protected accordingly.

a.
b.

Sign in to the Google Admin console at https://admin.google.com/.

Under Security > Access and data control > APl Controls > Manage Domain Wide
Delegation, create a new delegation and provide the Client ID of the Service Account that you
created in 2.

Add the following scopes:

Device Discovery and Inventory only:
https://www.googleapis.com/auth/admin.directory.device.chromeos
https://www.googleapis.com/auth/admin.directory.device.mobile
https://www.googleapis.com/auth/admin.directory.user

Service Desk Queue email only:

https://www.googleapis.com/auth/gmail.modify

5. Go to the Credentials Management page:

a.

b.

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Settings, then click Credentials.

6. Select Choose Action > New.

7. Onthe Add Credential form, specify credential properties:

Option Description

Name A unique name for the credential. This name appears on the Credentials
Management list and in the credential selection drop-down lists in component
sections, such as Scripting. This name is used for identification in Administrator
Console, and it is not part of the actual credential.

Type The classification of the credential. Select Google Workspace or GMail, as

applicable.

8. Service Account credentials only. While still on the Add Credential form, specify the credential properties:
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Option Description

Service Account Select this option.

Impersonation +  Device Discovery and Inventory only: The email address of an administrator
Account that has access to the devices in the Google Admin console.

« Service Desk Queue email only: The email address from which you can
receive inbound email.

Service Account Navigate to the JSON file obtained in 2.
Key

Notes Any additional information you want to provide about the credential.

9. OAuth credentials only. While still on the Add Credential form, specify the credential properties:

Option Description

OAuth Select this option.

Client ID Your Google developer API Client ID obtained in 3.

Client Secret Your Google developer API Client Secret obtained in 3.

Show typing Show the characters in the Client Secret field on the Add Credential form. This

option is available only when you are adding credentials. If you are editing existing
credentials, the characters in the Client Secret field cannot be displayed.

Authorize Click, log in, and grant access to the desired Google account on the page that
Credential appears.

+ Device Discovery and Inventory only: The account of an administrator that
has access to the devices in the Google Admin console.

+ Service Desk Queue email only: The email address from which you can
receive inbound email.

Notes Any additional information you want to provide about the credential.

10. Click Save.

The credential is available for selection in components that use credentials.

Add and edit SNMP credentials

To streamline the management of SNMP credentials used in Inventory, Distribution, and Scripting, add those
credentials to the Credentials Management page.

*  You have the information required for SNMP authentication.
*  You have administrator privileges in the Administrator Console

After you add credentials, you can select them on configuration pages instead of entering them manually
each time. In addition, you can add credentials from any of the configuration pages that use them.
Credentials added on configuration pages are automatically added to the Credentials Management page.

1. Go to the Credentials Management page:
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a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Credentials.
2. Select Choose Action > New.
3. On the Add Credential form, provide the following information:

Option Description

Name A unique name for the credential. This name appears on the Credentials
Management list and in the credential selection drop-down lists in component
sections, such as Scripting. This name is used for identification in Administrator
Console, and it is not part of the actual credential.

Type The classification of the credential. Select SNMP to specify SNMP credentials.

4. For SNMP v1 or v2c, provide the following information:

Option Description

SNMP v1 or v2c SNMP credentials that do not use authentication or encryption.

Community String For SNMP v1 or v2c, the community string to query. The default is Public. The Public
String is required for SNMP v1 or v2c.

Notes Any additional information you want to provide about the credential.

5.  For SNMP v3, provide the following information:

Option Description

SNMP v3 SNMP credentials that require authentication and encryption algorithms to increase
security.

Security Name For SNMP v3, the name of the USM (user-based security model) user account. This

account, and any passwords required for authentication and encryption, must be set
up on target devices.

Security Level For SNMP v3, the level of security. Security levels include:

» authPriv: The highest level of SNMP v3 security, which uses both
authentication and encryption. To use this level, you must specify all the SNMP
V3 Authentication and Privacy settings.

» authNoPriv: The mid-range of SNMP v3 security, which uses authentication
only. Communications are not encrypted. To use this level, you must specify
the Authentication settings.

*  noAuthNoPriv: The lowest level of SNMP v3 security. Communications are

not encrypted.
Authentication For SNMP v3, the password used to authenticate communications when authPriv or
Password authNoPriv security levels are selected. This password is associated with the USM

user and must be set up on target devices.
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Option Description

Protocol For SNMP v3, the protocol used for communications. Protocols include:
»  SHA: Secure hash algorithm, SHA-1.

+ MD5: Message Digest 5. Faster than SHA, but considered to be less secure.

Privacy Password For SNMP v3, the password used to authenticate communications when the authPriv
security level is selected. This password is associated with the USM user and must
be set up on target devices.

Protocol For SNMP v3, the protocol used for the privacy password. Protocols include:

+  DES: Data Encryption Standard. This algorithm has a 56-bit key size and is
considered to be less secure than AES.

«  AES: Advanced Encryption Standard. The appliance supports the 128-bit key
size.

Notes Any additional information you want to provide about the credential.

6. Click Save.

The credential is available for selection in components that use credentials.

Add and edit Microsoft Office 365 OAuth
credentials

To easily use Office 365 credentials used in Service Desk email communication, add them to the Credentials
Management page.

* You have an Office 365 account, and have created a Microsoft Active Directory app in Microsoft Azure with
a Client ID and Client Secret. For more information, visit https://docs.microsoft.com/en-us/azure/active-
directory/develop/howto-create-service-principal-portal.

*  You have administrator privileges in the Administrator Console.

After you add credentials, you can select them in configuration pages instead of entering them manually each
time. In addition, you can add credentials from any of the configuration pages that use them. Credentials added
on configuration pages are automatically added to the Credentials Management page. The appliance does

not validate stored Office 365 credentials as you enter them, but attempting to save any changes using invalid
credentials result in an error.

NOTE: This feature is only available when SSL (secure) access to the appliance is enabled. For more

1 information, see Configure security settings for the appliance.
1. Go to the Credentials Management page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Credentials.
2. Select Choose Action > New.
3. Onthe Add Credential form, specify credential properties:
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Option

Description

Name

Type

Client ID

Client Secret

Show typing

Azure AD Tenant
Type

Authorize
Credential

Notes

4. Click Save.

A unique name for the credential. This name appears on the Credentials
Management list and in the credential selection drop-down lists in component
sections, such as Service Desk email settings. This name is used for identification in
Administrator Console, and it is not part of the actual credential.

The classification of the credential. Select Office365 OAuth to specify credentials for
Office 365.

Your Office 365 Client ID.
Your Office 365 Client Secret.

Show the characters in the Client Secret field on the Add Credential form. This
option is available only when you are adding credentials. If you are editing existing
credentials, the characters in the Client Secret field cannot be displayed.

Select your Azure AD tenant type from the available options. The tenant type must
match the one selected when registering your Azure AD application in the Azure AD
admin portal.

*  Multitenant & Personal Microsoft Accounts - Default: Use this option to
grant access to the widest range of Microsoft identities and to enable multi-
tenancy. All users with a work or school, or personal Microsoft account can
access your application or API using this credential. It applies to schools and
businesses that use Office 365 as well as personal accounts that are used to
sign in to services like Xbox or Skype. This is the default setting.

«  Azure AD directory - Multitenant: Use this option to grant access to business
or educational users, and to enable multitenancy. All users with a work or
school account from Microsoft can use your application or API. This includes
schools and businesses that use Office 365.

*  Personal Microsoft Accounts only: Use this option to grant access to
personal accounts that are used to sign in to services like Xbox or Skype.

* Organizational directory only (Single tenant): Use this option to grant
access to the users associated with your organization.

Click, log in, and grant access to the desired Office 365 account on the page that
appears.

Any additional information you want to provide about the credential.

The credential is available for selection in components that use credentials.

View credential usage

You can view credential usage on the Credentials Management page.

*  Credentials have been added to the Credentials Management page. See Managing credentials.

*  You have administrator privileges in the Administrator Console.

1. Go to the Credentials Management page:
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a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Credentials.

The In Use column shows the components using the credentials.
2. To sort the list, select a Type from the View By drop-down list above the table.

Create reports from the Credentials
Management list

If history subscriptions are configured to retain credential information, you can generate reports that show when
credentials were created, edited, and deleted.

+  Credentials have been added to the appliance, and they appear on the Credentials Management page.
»  History subscriptions are configured to retain credential information. See Configure object history.

When you create reports from the Credentials Management page, you can include information about the
credentials, such as the name, type, creation date, and usage information. Authentication details, however, such
as the password or client secret, are not included in reports.

i NOTE: If the Organization component is enabled on your appliance, you create credential reports for each
organization separately.
1. Go to the Credentials Management page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Credentials.
2. Select Choose Action > Create Report.
On the Report Detail page, provide a name for the report.
4. Select additional report settings, then click Save. See Create reports from list pages.

w

The report appears on the Reports list.
5. To generate the report, select a format in the Generate Report column.

Export credentials information

You can export the list of credentials, or selected credentials, that appear on the Credentials Management page.
Credentials have been added to the appliance, and they appear on the Credentials Management page.

You can export information about the credentials, such as the name, type, the date the credential was last
modified, and usage information. Authentication details, such as the password or Client Secret, cannot be
exported.

i NOTE: If the Organization component is enabled on your appliance, you export credential information for
each organization separately.
1. Go to the Credentials Management page:
a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
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b. On the left navigation bar, click Settings, then click Credentials.

2. Select Choose Action > Export, then select whether to export all credentials or only the selected
credentials, and select the format for the exported information.

3. Open or save the exported file.

Delete credentials

You can delete credentials provided that they are not being used in any components, such as Inventory,
Distribution, or Scripting.

+  Credentials have been removed from any components that are using them. See View credential usage.
*  You have administrator privileges in the Administrator Console

1. Go to the Credentials Management page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Credentials.
2. Select the check box next to the credentials you want to delete.

NOTE: If any of the selected credentials are in use, an error message appears. You cannot delete

L]
1 groups of credentials if any of the selected credentials are in use.

3. Select Choose Action > Delete, then click Yes to confirm.

Configuring assets

You can configure assets and Asset Types as needed.

About the Asset Management component

The Asset Management component includes assets and Asset Types (templates). It enables you to manage
assets added automatically through inventory and assets you add manually.

Default Asset Types include: Device, Cost Center, Department, License, Location, Software, and Vendor. You
can create custom Asset Types as needed. See Customizing Asset Types.
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Using the Asset Management component you can:

+ Manage items throughout their lifecycle. Track software and other items from procurement to
deployment, usage, and end of life. Or, track peripherals such as printers, network devices, and phones.
See Identifying the assets to track.

+ Manage software License Compliance. Track the licenses you own, as well as the number of copies of
applications installed on devices. Options for managing License Compliance differ for items in the Software
Catalog inventory and the Software page inventory. See Setting up License Compliance.

»  Track data. Track purchase orders (POs) by entering each PO as an asset and linking it to the items
purchased, received, and distributed. See Add License assets for Software page inventory.

+ Track physical assets. Track physical assets, such as device hardware and software, as well as other
physical assets, such as office furniture. You can track the use of these items as well as the status of their
warranties. See Managing physical and logical assets.

. Track logical assets. Track logical assets, such as geographic locations, cost centers, departments,
vendors, and so on. Logical assets are normally used as the basis for reporting. For example, logical assets
answer questions such as “how many devices does this department have?” and “when do the licenses we
bought from a software vendor expire?” See Managing physical and logical assets.

+ Create and track relationships between assets. Create peer-to-peer and parent-child relationships
between assets. These relationships enable you to track assets by PO (purchase order), location,
department, project, and other criteria. See Establishing relationships between asset fields.

Using the Asset Management Dashboard

The Asset Management Dashboard provides an overview of managed assets for the selected organization (if
applicable), or the appliance.

If the Organization component is enabled on the appliance, and you are logged in to the Administrator Console
(http://appliance_hostname/admin), the Asset Management Dashboard shows information for the selected
organization. When you are logged in to the System Administration Console (http://appliance_hostname/
system), the Asset Management Dashboard shows information for the appliance, including all organizations.

* TIP: The appliance updates the summary widgets periodically. To update most of the widgets any time,

click the Refresh button in the upper right of the page: c To update most individual widgets, hover over
the widget, then click the Refresh button above the widget. Some widgets may require additional steps.

About the Asset Management Dashboard widgets

Asset Management Dashboard widgets provide overviews of managed assets for the organization or appliance,
as selected.

This section describes the widgets available on the Asset Management Dashboard. If the Organization
component is enabled on your appliance, widgets show the information for the selected organization at the Admin
level and for the appliance at the System level.

This dashboard provides a high-level overview of your asset usage. Use it to quickly review the state of your
assets and look for any indicators that can improve your asset configuration. For example, you can focus on how
your software licenses are used and identify which software titles need to have their license renewed.

Widget Description

Assets By Type This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their asset type, such as device, software, location,
license, and others. Hovering over each section of the chart displays the percentage
of the assets of the selected type.
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Widget

Description

Assets By Status

Cost ($) of Unused
Licenses By
Product

License
Compliance

Software Titles

Software
Publishers

Assets by Location

Software Installed
But Not Used in 60
Days

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their status, such as Active, Disposed, Missing, or
other. Hovering over each section of the chart displays the percentage of the assets
in the selected status.

This widget shows a bar chart, where each bar represents the cost of unused
licenses for each product. You can use this information to reassign or cancel unused
licenses, and to redirect your resource where they are most needed.

If you have created License assets for software, this widget shows the number of
Agent-managed devices that have a particular licensed software installed, and the
number of licenses available. If the Organization component is enabled on your
appliance, the widget shows the information for the selected organization.

License assets can be created for applications listed on the Software page and the
Software Catalog page, and the license mode for applications must be Unit License
or Enterprise for license information to appear on this widget. Applications with other
license modes, such as Shareware, Freeware, or Not Specified, are not displayed on
this widget.

This widget is for information only, and the appliance does not enforce license
compliance. For example, the appliance does not prevent software from being
installed on Agent-managed devices if a license is expired or otherwise out of
compliance.

The following colors indicate threshold levels:
* Red: Usage is at or above the critical threshold setting.

» Orange: Usage is at or above the warning threshold setting but below the
critical threshold setting.

* Green: Usage is below the warning threshold setting.

To change the threshold levels, see Configure appliance General Settings without the
Organization component.

For information about managing License assets, see Managing inventory.

This widget displays the software titles defined in the Software Catalog, with the
highest number of installations on managed devices. If the Organization component
is enabled on your appliance, the widget shows the information for the selected
organization.

This widget displays the publishers defined in the Software Catalog, with the
highest number of software titles installed on managed devices. If the Organization
component is enabled on your appliance, the widget shows the information for the
selected organization.

This widget shows a donut chart, where each section of the chart indicates the
percentage of your assets by their location. Hovering over each section of the chart
displays the percentage of the assets in the selected location.

This widget shows a bar chart, where each bar represents a software title and the
corresponding number of instances of that product that have not been in use in the
last 60 days. You can use this information to further investigate whether these titles
are needed, to reassign or uninstall unused software, and to redirect your resource
where they are most needed.
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Widget

Description

Expiring
Software License
Maintenance

Expired Software
License
Maintenance

Expiring Contracts

Expired Contracts

Software License
Configuration

Customize

This widget shows a vertical bar chart, where each bar represents the number of
software licenses that are about expire in the given time period.

This widget shows a donut chart representing the ration of expired and current
licenses. Hovering over each section of the chart displays the percentage of the
software licenses that are either expired or current, as selected.

This widget shows a vertical bar chart, where each bar represents the number of
contracts that are about expire in the given time period.

This widget shows a donut chart representing the ration of expired and current
contracts. Hovering over each section of the chart displays the percentage of the
contracts that are either expired or current, as selected.

If you set up License assets for software, and specify the license type, such as site,
subscription, or unit, that information is displayed in this widget. If the Organization
component is enabled on your appliance, the widget shows the information for the
selected organization.

the Asset Management Dashboard

You can customize the Asset Management Dashboard to show or hide widgets as needed.
1. Go to the Asset Management Dashboard.

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Dashboard.

2. Hover over the widget, then use any of the following buttons:

o

- Hide

’ "I": Drag

C’; Refresh the information in the widget.

ﬂ: Display information about the widget.

the widget.

] , ,
¥ _l: Resize the widget.

the widget to a different position on the page.

3. Click the Customize button in the top-right corner of the page to view available widgets.

Widget Library

Installed Installed Installed Installed

4. To show a widget that is currently hidden, click Install.
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About managing assets

Assets are the entities that contain information about the devices, software, licenses, and other items you want to
manage. Assets are based on Asset Types, which are templates used to create assets.

How asset information differs from inventory information

Asset and inventory information differ in the ways that the information is collected and managed.

The following table compares asset information and inventory information:

Item

Asset Component

Inventory Component

Where information
appears

The type of
information
managed

How the
information is
managed

How licenses are
tracked

In the Assets section.

Asset information includes details
about devices, software, licenses,
physical assets, logical assets, and the
relationships between them.

Asset information is static and changes
only when you import data or change it
manually. Device assets are exceptions
to this rule, because Device assets are
updated whenever managed devices
report inventory. For License assets,
however, the number of installations or
seats is updated when managed devices
report data to the appliance. Asset history
is stored on the appliance and displayed
in the Administrator Console; it remains
with the asset until the asset is deleted.

The Asset Management component
enables you to manage software License
Compliance as well as physical and
logical assets.

Identifying the assets to track

One of the first tasks in setting up Asset Management is identifying the assets to track.

In the Inventory section.

Inventory information includes details
about devices and the software,
processes, startup programs, and
services on managed devices. The
Software Catalog provides additional
information about applications that
are categorized as Discovered or Not
Discovered.

Inventory information is automatically
generated and overwritten each time
managed devices report data to the
appliance.

On the Software page, inventory
information includes the number of
Software assets, but it does not show the
number of licenses.

On the Software Catalog page, license
information is displayed if License assets
are associated with applications.

Spreadsheets often contain asset details, such as purchasing data, vendor contact information, product keys,
license details, and device information. These details are candidates for asset tracking.
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You can import asset information into the Asset Management component to create assets that can be managed
and tracked by the appliance. In addition, you can set up relationships among the imported assets to make the
information more useful. For example, you can create License and Vendor assets, associate them with devices,
and quickly identify devices related to a license or vendor. For information on importing asset information, see
Importing license data in CSV files.

View assets and search for asset information

You can view assets and search for asset information as needed.

1.

Go to the Assets list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Assets.
To search across all Asset Types using the advanced search:

a. Inthe View By drop-down list, select All Items.

b. Click the Advanced Search tab above the list on the right to display the Advanced Search panel.

c. Specify the search criteria.
For example, to search for all assets whose Vendor is Smith, specify the following
criteria:

Vendor | contains | Smith

d. Click Search.

Assets of any type, including Device, License, Software, or Vendor, that match the criteria
appear.

To search for an asset across all Asset Types using the simple search, in the Search List field, type full or
partial contents of the field contained in the asset that you want to search for. For example, if you want to
find an asset whose barcode contains zz, type it in the field, and press Enter.
Assets that match the criteria appear.
To search a single Asset Type:
a. Inthe View By drop-down list, select Asset Type > Asset Type.
b. Click the Advanced Search tab above the list on the right to display the Advanced Search panel.
c. Specify the search criteria.
For example, to search for License assets that are scheduled to expire within the next
two months, select the License Asset Type in the View By drop-down list, then specify the
following criteria:
Expiration Date | is within next | 2 months
d. Click Search.

License assets whose expiration date is within the next two months appear.

To create a custom view that uses the specified search criteria, click the Custom View tab above the list on
the right, then save the view.

The custom view appears in the View By drop-down list. Custom views are user-specific. Users can
access their own custom views, but they cannot access custom views created by other users.

Add barcodes to assets

You can view assets and search for asset information as needed.
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Specify one or more barcode tags for the type of the asset for which you want to specify barcodes. For more
information, see Add or customize Asset Types.
1.  Go to the Asset Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Assets.
Click the name of an asset.

Under Barcodes, click + and provide the following information:

Option Description

Barcode Data The barcode number. Barcode numbers are always unique, they cannot
be shared between multiple assets. However, it is possible for an active
asset to share a barcode with an archived asset.

Barcode Name The barcode tag associated with this asset type. There can be only one
barcode of the same type per asset.

Barcode Format The barcode format. For example, UPC-A, Code 11, or UPC-E.

You can add as many barcodes as needed.

3. Optional. To see additional information about each barcode tag, such as its first or last scanned date, in the
Barcodes area, click Show all columns. To return to the previous view with fewer columns per barcode,
click Show less columns.

4. Click Save.

Change device owners

You can change asset and device owners as needed.

This topic describes the process of changing device owners using the Assets list. You can also change device
owners using the Asset Detail or Device Detail page.
1. Go to the Assets list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Assets.
In the View By drop-down list, select Asset Type > Device.
In the Assets list, select one or more devices that you want to assign to a specific owner.
Select Choose Action > Assign to.

In the Assign To dialog box that appears, click Unassigned, and select a user account that you want to
assign as an owner of the selected assets.

o R~ wNbN

The list that appears displays the full name, account name, and email address for each user.
6. Click Save.
The Assign To dialog box closes and the Assets list refreshes, showing the asset owner name in the
Assignee Name column.
7. Add more owner-related columns to the Assets list.
a. In the Assets list, click 1.
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b. Select any of the following options, as required, to view these columns in the Assets list:
Assignee Login, Assignee Email, Assignee Domain, Assignee Budget Code, Assignee
Location, Assignee Role, or Assignee Locale.

The selected columns appear in the Assets list.

8. If you changed the owner for a device, you can observe this change on the Devices list.
a. On the left navigation bar, click Inventory, then click Devices.
b. Inthe Devices list, observe the Assignee Name column of the row containing the device whose
owner you changed.

The Assignee Name column displays the name of the device owner

* TIP: Alternatively, you can change the asset or device owner on the Asset Detail or Device Detail
page.

View and configure asset lifecycle settings

With the exception of locations, each asset type can have a status indicating its use or purpose, such as Active,
Disposed, Expired, or others.

In order to configure applicable asset lifecycle settings, your user role must be granted a write-level Asset
Lifecycle permission. To view asset lifecycle settings, a read-level permission is sufficient. For more information
about user roles, see Managing Organization Roles and User Roles.

Use the Asset Lifecycle Settings page to view the list of existing asset status entries, and to add new ones, as
required.

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

2. Complete one of the following steps:
o On the left navigation bar, click Asset Management, then click Assets.
¢ On the left navigation bar, click Asset Management, then click Contracts.
¢ On the left navigation bar, click Asset Management, then click Licenses.
3. On the list page that appears, click Choose Action > Configure Lifecycle Settings.

* TIP: You can quickly change an asset status by selecting the asset on the list page, clicking
1 Choose Action > Change Asset Status, and selecting the appropriate status in the Change
Asset Status dialog box. Access to this command requires a write-level Assets, Contracts,
or Licenses permission, as applicable. For more information about user roles, see Managing
Organization Roles and User Roles.

The Asset Lifecycle Settings page appears.
4. On the Asset Lifecycle Settings page, under Asset Status, review the list of default asset statuses.
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The following default asset statuses are available:
Active: Any asset that is deployed, active, or in use.
- Disposed: An asset that is no longer available for use.
Expired: A software license or contract asset that has expired.
In Stock: A recently received asset.
Missing: Any asset that cannot be located.
Repair: An asset that is being repaired.
Reserved: An asset that is set aside for a specific person or use.
Retired: Any asset that reached its end-of-life state, or is no longer in use.
> Stolen: An asset that has been reported as stolen.
5. Add, delete, or edit a custom asset status.
TIP: Default asset statuses cannot be modified or deleted.

To add a new asset status, click + specify the Name and Description for the asset status, and click
Add.

To delete a custom asset status, in the row containing the asset status, click L.
To edit a custom asset status, in the row containing the asset status, click # | and edit the Name and/
or Description of the asset status, as applicable.

6. If you made any changes to the Asset Lifecycle Settings page, click Save. Otherwise, click Cancel to return
to the previous page.

Adding and customizing Asset Types and
maintaining asset information

You can add or customize Asset Types as needed. You can also maintain real-time information on assets by
scanning your network at regularly scheduled intervals.

In addition, you can add subtypes to your Asset Types. Asset Subtypes enable you to track asset properties, such
as toner or ink levels of printers.

About Asset Types

Asset Types are templates for creating assets. Asset Types contain the fields and other information that define
assets.

Default Asset Types include: Device, Cost Center, Department, License, Contract, Location, Purchase, Software,
and Vendor, and you can add custom Asset Types as needed.

In addition, you can add Asset Subtypes and custom fields for any Asset Type. This is especially useful for
collecting additional information about non-computer Device assets, such as printers. See About Asset Subtypes,
custom fields, and device detail preferences.
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Customizing Asset Types

You can rename fields, create fields, and delete fields in Asset Types as needed. Customizations to Asset Types
are preserved during appliance updates.

About renaming fields and changing field types in Asset Types

When you rename a field in an Asset Type, the field is renamed in all assets that are based on the Asset Type.
Values for the renamed field are retained.

However, if you change the Type to a type that does not support the data already entered in a field, that data is
lost. For example, you might have a field named Model Number that is of the Type, Text, and that contains the
value A123. If you change the Type from Text to Number, the system cannot convert A123 to a valid number. The
value for the Model Number field is set to 0.

About adding and deleting asset fields

When you add a field to an Asset Type, the field is available to all assets of that type. Similarly, if you delete a
custom asset field, that field, and any values entered in that field, are removed from all assets of that type.

For example, if you created a custom field named BIOS Serial Number in the Device Asset Type, that field would
be available to all Device Asset Types. However, if you delete the BIOS Serial Number custom asset, that field,
and any values entered in the field, are removed from all Device Asset Types.

If you delete an asset field, the asset association is removed from any assets that point to the deleted field.

Add or customize Asset Types

You can have as many custom Asset Types as you need. In addition, you can create custom fields in any Asset
Type. When you create a custom field in an Asset Type, that field becomes available to all assets that are based
on that Asset Type.

If the Organization component is enabled on your appliance, you add and customize Asset Types for each
organization separately.
1. Go to the Asset Type Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Asset Types.
Display the Asset Type Detail page by doing one of the following:

Click the name of an Asset Type.
Select Choose Action > New.
2. Inthe Name field, add or change the name as needed.

* TIP: Additional options are available for Device and License Asset Types. See About customizing
the Device Asset Type and Customize the License Asset Type.

3. All asset types except Locations. In the Defaut Asset Status field, enter a default asset status, or a
custom one (if they exist).
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4.

8.

9.

A default installation of the appliance includes the following asset statuses:
> Active: Any asset that is deployed, active, or in use.
- Disposed: An asset that is no longer available for use.
> Expired: A software license or contract asset that has expired.
> In Stock: A recently received asset.
> Missing: Any asset that cannot be located.
> Repair: An asset that is being repaired.
> Reserved: An asset that is set aside for a specific person or use.
> Retired: Any asset that reached its end-of-life state, or is no longer in use.
> Stolen: An asset that has been reported as stolen.

If you want to allow users who do not have the Administrator role to delete assets of this type, select
Allow non-administrators to delete assets. This option is turned off by default. Only administrators can
configure this option. For other types of users, this field appears on the page, but it is disabled.

For more information on user roles, see Add or edit User Roles.
If you want assets of this type to display the asset location in the asset details, select Show Location
settings. This option is turned off by default.

Device assets only. In the Defaut Archive Asset Status field, enter an asset status that you want to
automatically assign to a device when it becomes archived.

If you want the instances of this asset type to use barcodes, specify one or more tags in the Barcode Tags
area.

Any assets of this type that you create will have the barcode tags available for configuration. For
example, if you specify a Corporate Tag and a Dell Asset Tag, barcodes identified with these two
tags will be available for selection in on the Asset Detail page, when you create or edit an asset of this
asset type.

To add a barcode, click +, type the barcode name, and click Save.

In the Asset Fields area, click +

A new line appears.
Provide the following information:

Item Description

Name The name of the custom asset field, such as Asset Code, Purchase Date, or Building

Address Line 1. This name appears on the form used to create assets of the selected
Asset Type.

Available Values The values that appear in fields that contain lists of values. This field is enabled when

you select Single Select or Multiple Select from the Type drop-down list. If you
select Single Select or Multiple Select, you must enter at least one value in this
field. To use multiple values, separate each value with a comma.

Default Values The value that appears in the field by default. If you select Single Select or Multiple

Select from the Type drop-down list, you must type one of the values given in the
Available Values field.

Required Whether the field is mandatory or optional. If this check box is selected, users must

enter a value in the field when creating assets of the selected type.
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Item Description

Type The type of field. Field types include:

Attachment: Enables users to add attachments to the asset.
Currency: Used for monetary values.

Software Catalog: Enables users to associate the asset with an application in
the Software Catalog.

Date: Used for calendar information.
Label: Enables users to associate a label with the asset.

Link: Used for Internet links. Links must be valid URLs, such as http://
quest.com.

Multiple Select: Displays a list where multiple values can be selected. The
maximum length for each value is 255 characters.

Notes: Used for additional information.
Number: Used for numerical values expressed as whole numbers.

Parent: Enables the asset to point to the same type of asset in a parent-child
relationship. For example, you might allow Location types to have a Parent
connection, allowing New York to point to a North America location. This can
then be used in the reporting system to show all assets in North America.

Single Select: Displays a value list where only a single value can be selected.
The maximum length for each value is 255 characters.

Text: Used for additional text. The maximum length is 255 characters.
Timestamp: Used to add a day and time to the record.
User: Used to associate user records with an asset.

Assets Asset Type: Used to specify relationships among Asset Types.

Multiselect Whether the asset field points to other assets. A check box is enabled when you
select Assets Asset Type from the Type drop-down list. Select the check box to
allow this custom field to point to multiple records.

For example, you might want a field to point to multiple devices that are approved for
a particular license. In that case, you would select the check box. To create a single
relationship field, such as a printer that is used by only one department, clear the
check box.

NOTE: When you create an asset, this field is populated with the available
assets of the specified Asset Type. The field is empty if there are no assets of
the specified type.

Section License assets only. The tab on which this field appears on the License Detail page:
General, Purchase, Maintenance, Related, Custom, or Notes. For more information
about the tabs appearing on the License Detail page, see Add or edit licenses.

Device Section Device assets only. The location, on the Device Detail page, where the field is
reported. For example, if you are creating a printer Asset Subtype, with a field
named Toner Level, you might select Hardware because that field is related to printer
hardware. However, you can choose any section in the drop-down list for any field.

10. Click Save at the end of the row, then click Save at the bottom of the page.

KACE Systems Management Appliance 13.2 Administrator Guide 206
Customizing Asset Types



Optional: Add Asset Subtypes for Asset Types. See Add Asset Subtypes and select Device Detail page
preferences.

About customizing the Device Asset Type

Almost all Device asset data, whether displayed in the Assets or Inventory sections, originates from the Assets
section.

The only device inventory or asset information that comes from the Inventory section is data for the Mapped
Inventory Field and the Matching Asset Field. The values for those fields are collected each time devices are
inventoried. During the inventory process, the appliance determines whether devices already have mapped
assets. If no asset is found, the appliance creates one.

The default data type for Mapped Inventory Field is System Name, and the default data type for Matching Asset
Field is Name. However, if you re-image your systems, the information under the old system name is lost to the
Asset Management component. To prevent this loss, consider using BIOS serial numbers, IP addresses, MAC
addresses, or something similar for tracking.

You can import Device asset data or change it manually in the Assets section any time.

If you change the default Asset Type, you lose the asset history prior to the change
because the appliance automatically creates assets with the new information. Therefore, it is
important to decide whether you want to change the default values as early as possible in the
setup process.

Example: Add custom fields to the Device Asset Type
This example shows how to add fields to the Device Asset Type and select them in the Mapped Inventory Field
and the Matching Asset Field.

1. Go to the Asset Type Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Asset Types.
Click the Device Asset Type.

Click the Add button on the right side of the page: +

A new line appears.
3. Provide the following information:
a. Inthe Name field, enter BIOS Serial Number.
b. Inthe Type drop-down list, select Text.
4. Click Save at the end of the row, then add a row:

@ Click the Add button: =

A new line appears.
b. Provide the following information for the new line:
In the Name field, enter Serial Number.

In the Type drop-down list, select Text. Reserve the Number Type for fields on which you perform
calculations. Using the Number Type might strip leading zeros in a serial number.
5. Click Save at the end of the row, then add a row:

@ Click the Add button: =

A new line appears.

b. Provide the following information for the new line:
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In the Name field, enter Purchase Date.

In the Type drop-down list, select Text.
6. Click Save at the end of the row, then add a row:

@ Click the Add button: =

A new line appears.
b. Provide the following information for the new line:
In the Name field, enter Location.

In the Type drop-down list, select Asset Location.
7. Click Save at the end of the row.
8. Inthe Mapped Inventory Field drop-down list, change the value to BIOS Serial Number.
9. Inthe Matching Asset Field, select Serial Number.
10. Click Save at the bottom of the page.

Establishing relationships between asset fields
You can edit Asset Types to establish relationships among assets and track them together.
These relationships can be:

+  Peer-to-peer, such as printer and device.

. Parent-child, such as a cost center and the devices associated with it.

Example: Add fields to the Location Asset Type shows how to make a parent-child relationship with locations by
adding a field to the Location Asset Type.

Example: Add fields to the Location Asset Type

You can add fields to the Location Asset Type as needed.
1.  Go to the Asset Type Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Asset Types.
Click the Location Asset Type.
Click the Add button on the right side of the page: +

A new line appears.
3. Inthe Name field, enter Parent Location.
4. Inthe Type drop-down list, select Parent.
5. Click Save at the end of the row, then click Save at the bottom of the page.

When you open a Location asset, the Parent Relationship field is shown on the Asset Detail page.

Add parent relationships to Location assets

Parent-child relationships can be useful when managing assets, such as Location assets.

Add Parent Location custom fields as described in Example: Add fields to the Location Asset Type.
When adding parent relationships, start with the highest level (parent level) in the relationship.

1. Go to the Assets list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
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Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Assets.
2. Optional: In the View By drop-down list, which appears above the table on the right, select Asset Type >
Location.
The view is restricted to Location assets.
3. If the highest level (parent level) Location asset does not exist, create it:
a. Select Choose Action > New > Location to display the Location Asset Detail page.
b. Enter the name for the new field. For example, Western Division.
c. Leave the Parent Location Unassigned, then click Save to display the Assets page.

i NOTE: The Parent Location field is a user-created custom field.

4. If the second-level asset exists, select it. If the second-level asset does not exist, create it:
a. Select Choose Action > New > Location to display the Location Asset Detail page.
b. Enter the name for the new asset. For example, San Jose.

c. For this example, select Western Division for the Parent Location. If you have many Location
assets, enter the first characters in the Filter field to limit the choices available in the Parent
Location field.

5. Click Save.
6. Create additional Location assets as needed.

For example, you could create Location assets for each building on a campus or each rack in a data
center.

Delete Asset Types
You can delete Asset Types, provided that no assets are assigned to those types.
You have Asset Types that do not have any assets assigned to them.

1.  Go to the Asset Types list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Asset Types.
2. Click the check box next to an Asset Type.
3. Select Choose Action > Delete, then click Yes to confirm.

About Asset Subtypes, custom fields, and device detail
preferences

Asset Subtypes are subcategories of assets that you can add to any Asset Type, including custom Asset Types.
This enables you to identify and manage subtypes of assets, such as Device assets that are computers, printers,
or routers, and Software assets that run on Windows, Mac, or Linux systems in the appliance inventory.

Asset Subtypes inherit the fields from the Asset Type, and you can add custom fields to enable the appliance
inventory process to collect relevant information about the Asset Subtype. For example, you could add the Asset
Subtype Printer to the Device Asset Type. You could then add a custom field for the Printer subtype, such as
Toner. The Toner field would then be available to Device Assets with the subtype Printer.
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Ina

NOTE: To enable the appliance to populate Asset Subtype fields from Agentless devices, you must assign
the appropriate Asset Subtype when the device is configured, you must obtain the appropriate object
identifier (OID), and you must map that identifier to the subtype field on the SNMP Inventory Configuration
Detail page. You cannot add or change SNMP device subtypes after they have been configured. See
Obtain a list of object identifiers (OIDs) using the Administrator Console.

ddition, you can choose whether to show or hide the details that appear for each Device Asset Subtype on

the Device Detail page. For example, you can hide information that is irrelevant to printers, such as Installed
Programs, Discovered Software, and Metered Software, from the Device Detail page of assets with the subtype
Printer.
Asset Type Asset Subtype
Custom Fields Custom Fields
Asset List A Asset Asset Device Detail
Page sset Type Subtype Fage Layout
Ad\.'anced
Search ‘ ‘ View By
Device List | .| Device Detail
Page Device | iy Page

Reports |-

Workflow for using Asset Subtypes with SNMP devices

To
To

use Asset Subtypes, you need to add them, and any custom fields you want to use, to your Asset Types.
populate the fields with data from SNMP (Simple Network Management Protocol) devices, you can also add

object identifiers (OIDs) to the custom fields.

The workflow for using Asset Subtypes with SNMP devices includes these tasks:

1.

3.

Add a Device Asset Subtype to the Asset Type, and add custom fields to the subtype. See Add Asset
Subtypes and select Device Detail page preferences.

Add assets that use the Asset Type and Asset Subtype. See Assign or change Device Asset Subtypes from
the Devices page.

* IMPORTANT: You must assign the appropriate Asset Subtype when the device is configured.
You cannot add or change SNMP device subtypes after they have been configured.

Optional: Populate the fields:

To enable the system to populate fields with data from SNMP devices, obtain the object identifiers
(OIDs) to use for the custom fields, then add the field for Agentless devices on the SNMP Inventory
Configuration Detail page, select the Asset Subtype, then add the OID information for the fields. See
Obtain a list of object identifiers (OIDs) using the Administrator Console.

Manually update the fields as needed. See Update custom asset fields manually.
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Add Asset Subtypes and select Device Detail page preferences

You can add Asset Subtypes to any Asset Type, including custom Asset Types, and you can add custom fields for
each Asset Subtype.

In addition, you can choose which fields to display on the Device Detail page, and the sections where you want
those fields to appear. This enables you to customize the Device Detail page and emphasize the most important
information.

i NOTE: If the Organization component is enabled on your appliance, you manage Asset Subtypes for each
organization separately.

1.  Go to the Asset Type Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Asset Types.
Display the Asset Type Detail page by doing one of the following:

Click the name of an Asset Type.
Select Choose Action > New.
2. In the Subtypes section, click Add Subtype.

NOTE: In a default installation, Device Assets include two Asset Subtypes for printer devices: Laser
Printer: Color and Laser Printer: Monochrome. Each of these subtypes provides a common set of
fields that apply to most printers. The appliance also comes with a set of printer templates for typical
SNMP-enabled printer models, based on these Asset Subtypes. You can edit these templates or
add new ones, as needed. When you apply a printer template to a device, the data defined in the
template, such as toner levels or descriptions, is collected for the printer in the next inventory cycle.
For more information, see About printer templates.

The Asset Subtype Detail page appears. The Inherited Fields section shows fields that are available to
the Asset Subtype because they have been added to the Asset Type.

3. Inthe top section, provide the following information and choose whether to make the Asset Subtype the

default:
Option Description
Name The name of the Asset Subtype. This name appears
in the list on the Asset Type Detail page.
Default Whether to use the Asset Subtype as the default

for new assets of the selected type. If you select
this check box, new assets of the selected type are
automatically assigned to this Asset Subtype. You
can change this setting any time.

In the Subtype Fields section, click the Add button in the heading row on the right side of the table: +
5. Provide the following information:

Item Description
Name The name of the Asset Subtype. This name identifies the Asset Subtype on the Asset
Detail page.

Available Values The values that appear in fields that contain lists of values. This field is enabled when
you select Single Select or Multiple Select from the Type drop-down list. If you

KACE Systems Management Appliance 13.2 Administrator Guide 211
About Asset Subtypes, custom fields, and device detail preferences



Item Description

select Single Select or Multiple Select, you must enter at least one value in this
field. To use multiple values, separate each value with a comma.

Default Values The value that appears in the field by default. If you select Single Select or Multiple
Select from the Type drop-down list, you must type one of the values given in the
Available Values field.

Required Whether the field is mandatory or optional. If this check box is selected, users must
enter a value in the field when creating assets of the selected type.

Type The type of field. Field types include:
*  Attachment: Enables users to add attachments to the asset.
*  Currency: Used for monetary values.

+ Software Catalog: Enables users to associate the asset with an application in
the Software Catalog.

. Date: Used for calendar information.
. Label: Enables users to associate a label with the asset.

. Link: Used for Internet links. Links must be valid URLs, such as http://
quest.com.

*  Multiple Select: Displays a list where multiple values can be selected. The
maximum length for each value is 255 characters.

*  Notes: Used for additional information.
*  Number: Used for numerical values expressed as whole numbers.

« Parent: Enables the asset to point to the same type of asset in a parent-child
relationship. For example, you might allow Location types to have a Parent
connection, allowing New York to point to a North America location. This can
then be used in the reporting system to show all assets in North America.

» Single Select: Displays a value list where only a single value can be selected.
The maximum length for each value is 255 characters.

+  Text: Used for additional text. The maximum length is 255 characters.
+ Timestamp: Used to add a day and time to the record.
* User: Used to associate user records with an asset.

+ Assets Asset Type: Used to specify relationships among Asset Types.

Multiselect Whether the asset field points to other assets. A check box is enabled when you
select Assets Asset Type from the Type drop-down list. Select the check box to
allow this custom field to point to multiple records.

For example, you might want a field to point to multiple devices that are approved for
a particular license. In that case, you would select the check box. To create a single
relationship field, such as a printer that is used by only one department, clear the
check box.

NOTE: When you create an asset, this field is populated with the available
assets of the specified Asset Type. The field is empty if there are no assets of
the specified type.

Device Section The location, on the Device Detail page, where the field is reported. For example, if
you are creating a printer Asset Subtype, with a field named Toner Level, you might

KACE Systems Management Appliance 13.2 Administrator Guide 212
About Asset Subtypes, custom fields, and device detail preferences



Item Description

select Hardware because that field is related to printer hardware. However, you can
choose any section in the drop-down list for any field.

6. Click Save at the end of the row.

7. For Device Asset Subtypes, choose the information you want to show or hide on the Device Detail page:
a. Scroll down to Subtype, Device Details: Show/Hide sections.
b. Select the check boxes next to the items you want to show.

For a printer subtype, you might want to show Inventory Information such as Hardware,
Printers, Network Interfaces, and SNMP Data.

c. Clear the check boxes next to the items you want to hide.

For a printer subtype, you might want to hide the Software and Dell Command | Monitor
sections because they are not relevant to printers.

8. Click Save at the bottom of the page.

To enable the system to automatically populate custom fields with data on the Device Detail page, you must
obtain the appropriate object identifiers and map the fields OIDs. See:

*  Map Object Identifiers to fields in the inventory table
+  Obtain a list of object identifiers (OIDs) using the Administrator Console

To manually update custom fields, go to the Asset Detail page. See Update custom asset fields manually.

Edit Asset Subtypes

You can edit Asset Subtypes as needed. If the Organization component is enabled for your appliance, you edit
Asset Subtypes for each organization separately.
1. Go to the Asset Type Detail page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
On the left navigation bar, click Asset Management, then click Asset Types.

Click the name of an Asset Type to display the Asset Type Detail page.
In the Subtypes section click the Edit button next to the subtype you want to edit: 4" .

The Asset Subtype Detail page appears. For information on the options available to Asset Subtypes,
see Add Asset Subtypes and select Device Detail page preferences.

3. Click Save at the end of the row, then click Save at the bottom of the page.

Set an Asset Subtype as the default

To automatically assign new assets to a subtype, you can mark an Asset Subtype as the default.
1. Go to the Asset Type Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Asset Types.
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c. Display the Asset Type Detail page by doing one of the following:
Click the name of an Asset Type.

Select Choose Action > New.

In the Subtypes section click the Edit button next to the subtype you want to edit: 4" .

The Asset Subtype Detail page appears.
3. In the top section, select the check box next to Default.
4. Click Save at the end of the row, then click Save at the bottom of the page.

The Asset Subtype is marked as the default subtype for the Asset Type. New assets of the selected
type are automatically assigned to this Asset Subtype.

View subtypes available to Asset Types

You can view the Asset Subtypes that are available to the Asset Types you manage. If the Organization
component is enabled for your appliance, you view and manage Asset Subtypes for each organization separately.

*  Go to the Asset Type Detail page:

1. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

2. On the left navigation bar, click Asset Management, then click Asset Types.
3. Display the Asset Type Detail page by doing one of the following:

Click the name of an Asset Type.
= Select Choose Action > New.

The subtypes available to the Asset Type are listed in the Subtypes table.

View Asset Subtypes on the Assets page

You can use the View By menu to sort the Assets page by subtypes.
1. Go to the Assets page:
a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Assets.

The Subtypes column shows the subtype assignments for assets. None indicates that the asset is
not assigned to a subtype.

2. To view the subtypes assigned to a specific Asset Type, go to the View By menu in the upper right and
select an Asset Type.

3. To view a single subtype for an Asset Type, go to the View By menu, select an Asset Type, then select a
subtype.

Fields related to the subtype, such as Ink Level for a Printer subtype, appear as columns on the
Assets page.

Assign or change Device Asset Subtypes from the Devices page

If you have existing Device assets that are not assigned to subtypes, you can assign them to subtypes or change
their subtype assignments, from the Devices page, provided that those devices are not SNMP (Simple Network
Management Protocol) devices. Subtypes for SNMP devices must be assigned when the devices are initially
configured.
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You have existing device assets in appliance inventory and you have created subtypes for the Device Asset Type.
See Add Asset Subtypes and select Device Detail page preferences.

IMPORTANT: For SNMP devices, you must assign the appropriate Asset Subtype when the device
is configured. You cannot add or change SNMP Asset Subtypes after they have been configured.

Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

Select Inventory > Devices to display the Devices page.

To filter the list to show only those devices that are assigned to a subtype:
a. Click the Advanced Search tab above the list on the right to display the Advanced Search panel.
b. Specify the criteria required to find devices.
c. Click Search.

* TIP: You can also use the View By drop-down list to identify devices that belong to a specific
Asset Subtype.

Select the check boxes next to the devices you want to assign to a subtype. To select all devices, click the
check box next to Name at the top of the table.

Select Choose Action > Change Subtype to.

The subtype is selected, and the change is reflected on the Device Detail page the next time
inventory is reported for the device.

Assign assets to subtypes or change subtype assignments from the Assets
page
If you have existing assets that are not assigned to Asset Subtypes, you can assign them to subtypes or change

their subtypes, from the Assets page, provided that those devices are not SNMP (Simple Network Management
Protocol) devices. Subtypes for SNMP devices must be assigned when devices are initially configured.

You have existing assets in appliance inventory and you have created subtypes for Asset Types. See Add Asset
Subtypes and select Device Detail page preferences.

1.

IMPORTANT: For SNMP devices, you must assign the appropriate Asset Subtype when the device
is configured. You cannot add or change SNMP Asset Subtypes after they have been configured.

Go to the Assets list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Assets.
To filter the list to show only those assets that are assigned to a subtype:
a. Click the Advanced Search tab above the list on the right to display the Advanced Search panel.
b. Specify the criteria required to find the assets whose subtypes you want to assign or change.
c. Click Search.

* TIP: You can also use the View By drop-down list to identify assets that belong to a specific
Asset Subtype.

Select the check boxes next to the assets you want to assign to a subtype. To select all assets, click the
check box next to Name at the top of the table.

Select View By > Asset Type > Device, and select one of the available entries in the list. For example, to
display all device assets, select All Device Subtypes.

Select Choose Action > Change Subtype to.

The selected assets are assigned to the selected subtype.

KACE Systems Management Appliance 13.2 Administrator Guide 215
About Asset Subtypes, custom fields, and device detail preferences



Update custom asset fields manually

You can update custom asset fields manually as needed. This is useful when you have asset information that
cannot be collected automatically, or supplemental information you want to track with an asset.

You have added custom Asset Subtypes or custom asset fields.

. TIP: As an alternative to manually updating custom assets fields, you can import information from
spreadsheets. See Importing license data in CSV files.

1. Go to the Asset Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Assets.
c. Click the name of the asset you want to update.

2. Modify the custom asset fields as needed.

3. Click Save.

Delete Asset Subtypes
You can delete Asset Subtypes provided that no assets are assigned to those subtypes.
You have Asset Subtypes that do not have any assets assigned to them.

1. Go to the Asset Type Detail page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
On the left navigation bar, click Asset Management, then click Asset Types.

Click the name of an Asset Type to display the Asset Type Detail page:

o

In the Subtypes section click the Delete button next to the subtype you want to edit: I
3. Inthe dialog window, click Yes.

The Asset Subtype is deleted from the Asset Type, and any related fields are removed immediately.

Managing Software assets

You can customize the Software Asset Type, and add Software assets for applications in the Software page
inventory as needed.

Software assets can be added for Software page inventory only. Software assets are not required for applications
in the Software Catalog inventory.

Customize the Software Asset Type

You can add, change, or delete the fields available to the Software Asset Type as needed. The Software Asset
Type is the template that determines the fields available when you add Software assets.

If the Organization component is enabled on your appliance, you customize the Software Asset Type for each
organization separately.

1. Go to the Asset Type Detail page:
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a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Asset Types.
c. Inthe Name column, click Software.
2. Optional: Modify fields or values on the Asset Fields table.

a. Click the Edit button at the end of a row: .f\.

b. Change the field information as needed, then click Save at the end of the row.

® Toadda field, click the Add button in the table heading: + Add field information, then click
Save at the end of the row.

d. To change the order of fields, click the Reorder button at the end of the row: =

e. T

To remove a field, click the Delete button: L.
3. Click Save at the bottom of the page.

Adding Software assets

Software assets enable you to track information about applications in the Software page inventory. For example,
after you add Software assets for applications, you can associate those assets with License assets to track
license information.

You can create Software assets for applications that have been added to the appliance automatically or manually.

i NOTE: Software assets are not required to set up License Compliance for applications in the Software
Catalog inventory. See About License Compliance for Software Catalog applications.

If the Organization component is enabled on your appliance, you create Software assets for each organization
separately.

Add Software assets on the Software list

You can add Software assets for one or more applications at once by selecting applications on the Software list.
Software assets can be added for Software list inventory only. Software assets are not required for
applications in the Software Catalog inventory.

1. Go to the Software list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Software.
2. Select the check box next to one or more applications.
3. Select Choose Action > Create Asset.

The assets are created, and they appear on the Assets list.

Add Software assets in the Assets section
You can create Software assets one-at-a-time in the Assets section.

Software assets can be added for Software list inventory only. Software assets are not required for
applications in the Software Catalog inventory.

1. Go to the Software Asset Detail page:
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a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the

login information.

b. On the left navigation bar, click Asset Management, then click Assets.

c. Select Choose Action > New > Software.

2. Complete the asset fields as follows:

Option Description

Subtype The asset subtype, if applicable.

Asset Status The asset status, if applicable. You can select a
default asset status, or a custom one (if they exist).
A default installation of the appliance includes the
following asset statuses:

* Active: Any asset that is deployed, active, or
in use.
» Disposed: An asset that is no longer available
for use.
«  Expired: A software license or contract asset
that has expired.
* In Stock: A recently received asset.
* Missing: Any asset that cannot be located.
* Repair: An asset that is being repaired.
* Reserved: An asset that is set aside for a
specific person or use.
* Retired: Any asset that reached its end-of-life
state, or is no longer in use.
«  Stolen: An asset that has been reported as
stolen.
For more information, see View and configure asset
lifecycle settings.

Location Select the location for this asset from the drop-
down list. The values in this list contain all locations
defined on the appliance. See Managing locations

. TIP: Locations can be defined for all
default asset types, including Cost Centers,
Departments, Devices, Licenses, Software,
and Vendors.

Name The asset name. For example, Office Pro SW Asset.

Software The name of the application to associate with the

Software Label

asset. To search for items, begin typing in the field.

Select a label from the drop-down list. The list is
empty unless you have created a Smart Label. You
can type in the box to look for specific labels.
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Option Description

Barcode Data Review or add barcodes that you want to associate
with this asset. See Add barcodes to assets.

Barcode Name

Barcode Format

a. Inthe Name field, enter a name for the asset. For example, Office Pro SW Asset.

b. Optional: In the Software field, select the name of the application to associate with the asset. To
search for items, begin typing in the field.

c. Optional: In the Software Label field, select a label in the Select label drop-down list. The list is
empty unless you have created a Smart Label. To filter the labels list, enter a few characters of
the label name in the Filter field.

3. Click Save.

The new asset appears on the Assets list.

Managing physical and logical assets

Physical assets include device hardware and software, as well as other physical assets, such as office furniture.
Logical assets include locations, cost centers, and vendors.

The appliance Inventory component automatically provides the Asset Management component with information
about physical assets, such as devices, that report software and hardware inventory to the appliance. For physical
and logical assets that do not report inventory to the appliance, however, information is added and updated
manually. See Update custom asset fields manually.

Managing logical assets enables you to:
+ ldentify and protect logical assets.

+  Establish relationships between logical assets and use them in reports. For example, geographical
relationships or the relationships of business entities.

You can also add custom logical assets, such as support contracts, to track additional metadata about those
objects.

Add physical Asset Types

You can add physical Asset Types as needed.
1.  Go to the Asset Type Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Asset Types.
. Select Choose Action > New.
2. In the Name field, enter a descriptive name for the asset, such as Laptop.
3. Inthe Defaut Asset Status field, enter a default asset status, or a custom one (if they exist).
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A default installation of the appliance includes the following asset statuses:
> Active: Any asset that is deployed, active, or in use.
- Disposed: An asset that is no longer available for use.
> Expired: A software license or contract asset that has expired.
> In Stock: A recently received asset.
> Missing: Any asset that cannot be located.
> Repair: An asset that is being repaired.
> Reserved: An asset that is set aside for a specific person or use.
> Retired: Any asset that reached its end-of-life state, or is no longer in use.
> Stolen: An asset that has been reported as stolen.

4. If you want to allow users who do not have the Administrator role to delete assets of this type, select
Allow non-administrators to delete assets. This option is turned off by default. Only administrators can
configure this option. For other types of users, this field appears on the page, but it is disabled.

For more information on user roles, see Add or edit User Roles.

5. If you want assets of this type to display the asset location in the asset details, select Show Location
settings. This option is turned off by default.

6. Under Barcodes, click + and provide the following information:

Option Description

Barcode Data The barcode number. Barcode numbers are always unique, they cannot
be shared between multiple assets. However, it is possible for an active
asset to share a barcode with an archived asset.

Barcode Name The barcode tag associated with this asset type. There can be only one
barcode of the same type per asset.

Barcode Format The barcode format. For example, UPC-A, Code 11, or UPC-E.

You can add as many barcodes as needed.

£ Click the Add button on the right side of the page: +

A new line appears.
8. Provide the following information in the new line. For example:
a. Inthe Name field, enter Brand.
b. Inthe Required column, select the check box to make the field required.
c. Inthe Type drop-down list, select Single Select.

The Available Values field is enabled.

d. Go back to the Available Values field and enter the brands you use. These will appear in the
select list. Separate each brand with a comma.

For example: Apple, Dell, IBM. This ensures that brand names, such as IBM, are referred
to consistently instead of using variations, such as IBM and International Business
Machines.

9. Click Save at the end of the row, then add a row:

@ Click the Add button: =

b. Provide additional information in the new line.
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For example:
= In the Name field, enter Serial Number.
= Inthe Type drop-down list, select Text.

10. Click Save at the end of the row, then add a row:

@ Click the Add button: =

b. Provide additional information in the new line.
For example:
= In the Name field, enter Location.
= Inthe Type drop-down list, select Asset Location.

11. Click Save at the end of the row, then add a row:

3 Click the Add button: =

b. Provide additional information in the new line.

For example:
= Inthe Name field, enter Department, and in the Type drop-down list select Asset Department.
= In the Name field, enter Cost Center, and in the Type drop-down list select Asset Cost Center.

12. Click Save at the end of the row, then add a row:

@ Click the Add button: =

b. Provide additional information in the new line.
For example:
= In the Name field, enter Warranty Expiration.

= Inthe Type drop-down list, select Date. The format is yyyy-mm-dd. The supported range is
1000-01-01 to 9999-12-31.

13. Click Save at the end of the row, then click Save at the bottom of the page.

Archive device Assets

You can archive device Assets as needed.

Appliance administrators can archive device Assets that are no longer in use. When you archive a device Asset,
that device is no longer included in the node license count for the appliance. Devices marked for archiving are
archived after a pre-defined number of days, as specified in the General Settings. The default period is three
days. This allows administrators to revert the device from being marked from archiving, if needed.

For more information about changing the length of time during which device Assets are marked for archiving, see
Configure Admin-level or organization-specific General Settings
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Once a device is archived, its record is deleted, and it can no longer be reverted to the previous active state. You
can review the device details for an archived device Asset, if required.

1.

Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

On the left navigation bar, click Assets.
Complete one of the following steps:

e On the Assets list, select a device Asset. Select Choose Action > Archive.

e On the Assets list, click the name of a device Asset. On the Asset Detail page that appears, click
Archive.

In the Archive Asset dialog box that appears, in the Archive Reason field, type the reason for this action,
and click Save.

The Archive Asset dialog box closes, and the Assets list refreshes, indicating that the device Asset

is in the Pending Archive state (_-_). When the Pending Archive period expires, the appliance

archives the device Asset, and it enters the Archived state (E).
If you want to remove a device Asset from the Pending Archive state:

a. On the Assets list, click the name of a device Asset that is in the Pending Archive state.

b. On the Asset Detail page that appears, click Undo Pending Archive.
The Asset Detail page closes, and the Assets list refreshes, indicating that the device Asset is no
longer in the Pending Archive state.
If you want to review the device details for an archived device Asset, on the Assets list, in the Name
column, click the device name enclosed in brackets.

The Device Details page appears. This page contains a subset of the information typically shown
for a non-archived device Asset. For more information about the fields appearing on this page, see
Groups and sections of items in device details.

Maintaining and using manual asset
information

For assets that do not report inventory to the appliance automatically, you can manually add asset information.
This is useful for logical assets such as locations, cost centers, and vendors, and physical assets, such as office
furniture and equipment. Asset information that is imported or added manually must be updated manually when
that information changes.

There are two ways to keep manual asset information up to date:

Manage the information in spreadsheets and re-import them to the appliance periodically.

Maintain the information manually in the Asset Management component.

Whichever method you choose, use it consistently to ensure that data remains current.

Creating an asset administrator role

You can create an asset administrator role to permit other users to update assets in the appliance.

For information on creating roles, see Setting up roles for user accounts.
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Scheduling regular imports

To maintain asset information efficiently, you can continue updating source spreadsheets. Each time you
import, the Asset Management component determines whether to import or update records based on what was
designated as the primary key (PK) when the asset was created:

« If the primary key matches an existing record, the Asset Management component compares the data and
updates the existing record.

»  If there is no matching primary key in the row, a new record is generated.

See Importing license data in CSV files.

* TIP: Before importing new data, consider running a report to export the current data. That way you can
return to the original data if there is anything wrong with the structure of the new data.

Using asset data in reports

You can export data from the Asset Management component in standard reports.

Some standard reports are:
* Unapproved Software Installation: Software found on devices where no license has been approved.
+  Software Compliance Simple: License counts, such as those found on the Assets list.

+ Software License Compliance Complete: A list of software and devices that are impacted by each
license.

In addition, you can create your own reports. See About reports.

Managing locations

A location entity represents a physical site that contains one or more of your assets.

You can add, move, or delete location entities, as needed.

Manage locations

Locations represents physical sites containing one or more of your assets. They are based on location types.
You can add, move, or delete location entities, or export location details into a file, as needed.

1. Go to the Locations list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Locations.
2. To add a location, select Choose Action > New.

See Add or edit locations for more information.

3. To delete a location:
a. Select the row containing the location that you want to delete.
b. Select Choose Action > Delete.

c. Optional. In the Delete location dialog box that appears, specify the replacement location to
which you want to move all the assets associated with the location you are about to delete.

d. Click Confirm.
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i NOTE: Deleting a parent location does not remove its child locations from the system.

4. To move a location:
a. Select the row containing the location that you want to move.
b. Select Choose Action > Move.

c. Inthe Move location dialog box that appears, specify the parent location to which you want to
move the location.

d. Click Confirm.
The Locations list refreshes, no longer showing the newly moved locations. To view child locations

associated with the specific parent, in the row containing the parent location, click ¥ on the right of
the location name.

5. In the Name field, add or change the name as needed.
* TIP: Additional options are available for Device and License Asset Types. See About customizing
the Device Asset Type and Customize the License Asset Type.
6. To export one or more locations to a file:
a. Select the rows containing the locations that you want to export.
b. Select Choose Action > Export, and then choose the appropriate option.

For example, to export all locations to a CSV file, select them in the list, and then select
Choose ActionExportExport All To CSV Format.

You can import location information from a file using the /Import Assets wizard. For more
information, see Importing asset data using CSV files.

Add or edit locations

The Location Detail page shows the details of the selected location.
Location information is static and changes only when you import data or change it manually.

1. Go to the Location Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Locations.
Display the Location Detail page by doing one of the following:

=  Click the name of a location.

= Select Choose Action > New.

2. Provide the following information about the location: Subtype, Name (required), Description, Web site,
Address, Locale, and Phone Number.

3.  When you are editing an en existing location, to associate it with a device, in the Assigned Devices section,
click + select a device, and click Add.
The selected device appears in the list below.

4. When you are editing an en existing location, to associate it with an asset, in the Assigned Assets section,
click + select an asset, and click Add.

The selected asset appears in the list below.
5. Click Save.
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Customize location fields

You can rename, create, and delete fields on the Location Detail page, as needed.
1. Go to the Location Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Locations.
Display the Location Detail page by doing one of the following:

Click the name of a location.
Select Choose Action > New.

2. Specify location subtypes, if needed.
a. Inthe Subtypes section, click Add Subtype.

The Location Asset Subtype Detail page appears. The Inherited Fields section shows fields
that are available to the Asset Subtype because they have been added to the Asset Type.

b. On the Location Asset Subtype Detail page that appears, review, and edit the following options,

as needed:
Options Description
Name The name of the Location Subtype. This name appears in the list on the Location
Detail page.
Default Indicates whether to use the Location Subtype as the default for new locations. If you

select this check box, new locations are automatically assigned to this Asset Subtype.
You can change this setting any time.

Inherited Fields This section displays the default location fields. You cannot make any changes to this
section.

Subtype Fields Add any fields that are specific to this Subtype, as needed. To add a field, click +

and specify the required information.

c. Click Save.
3. If you want the locations to use barcodes, specify one or more tags in the Barcode Tags area.

Any locations that you create going forward will have the barcode tags available for configuration.
For example, if you specify a Corporate Tag and a Dell Location Tag, barcodes identified with these
two tags will be available for selection in on the Location Detail page, when you create or edit a
location.

To add a barcode, click +, type the barcode name, and click Save.

4. Specify additional location fields, as needed.

@ 1o add a field, in the Asset Fields area, click ="

b. Provide the following information for each new field:

Option Description

Name The field name.
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Option Description

Available Values The values that appear in fields that contain lists of values. This field is enabled when
you select Single Select or Multiple Select from the Type drop-down list. If you
select Single Select or Multiple Select, you must enter at least one value in this
field. To use multiple values, separate each value with a comma.

Required Indicates whether the field is mandatory or optional. If this check box is selected,
users must enter a value in the field when creating assets of the selected type.

Type The type of field. Field types include:

c. Click Save.

5. Click Save.

Attachment: Enables users to add attachments to the asset.
Currency: Used for monetary values.

Software Catalog: Enables users to associate the asset with an application in
the Software Catalog.

Date: Used for calendar information.
Label: Enables users to associate a label with the asset.

Link: Used for Internet links. Links must be valid URLs, such as http://
quest.com.

Multiple Select: Displays a list where multiple values can be selected. The
maximum length for each value is 255 characters.

Notes: Used for additional information.
Number: Used for numerical values expressed as whole numbers.

Parent: Enables the asset to point to the same type of asset in a parent-child
relationship. For example, you might allow Location types to have a Parent
connection, allowing New York to point to a North America location. This can
then be used in the reporting system to show all assets in North America.

Publisher: Allows you to select from the current list of publishers available in
the Software Catalog.

Single Select: Displays a value list where only a single value can be selected.
The maximum length for each value is 255 characters.

Text: Used for additional text. The maximum length is 255 characters.
Timestamp: Used to add a day and time to the record.
User: Used to associate user records with an asset.

Assets Asset Type: Used to specify relationships among Asset Types.

Managing contracts

A contract is a form of purchase agreement between the vendor and the end user, that describes the usage
terms. Contracts can be associated with software and hardware items your business uses, and also for physical
items such as office furniture or coffee machines.

You can add, edit, or delete contracts, as needed.
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Manage contracts

Contracts represent purchase or service agreements for hardware and software items your business uses, and
also for any physical products or services, such as office chairs or coffee suppliers.

You can add, edit, or delete contracts, or export contract details into a file, as needed.

1. Go to the Contracts list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Contracts.
2. To add a contract, select Choose Action > New.
See Add or edit contracts for more information.
3. To delete a contract:
a. Select the row containing the contract that you want to delete.
b. Select Choose Action > Delete.
4. To export one or more contract entries to a file:
a. Select the rows containing the contracts that you want to export.
b. Select Choose Action > Export, and then choose the appropriate option.

For example, to export all contracts to a CSV file, select them in the list, and then select
Choose Action > Export > Export All To CSV Format.

You can import contract information from a file using the /Import Assets wizard. For more
information, see Importing asset data using CSV files.

Add or edit contracts

The Contract Detail page shows the details of the selected contract.
Use this page to add or edit contracts, as needed.

1. Go to the Contract Detail page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
On the left navigation bar, click Asset Management, then click Contracts.

Display the Contract Detail page by doing one of the following:
= Click the name of a contract.
= Select Choose Action > New > Contract-Hardware.
= Select Choose Action > New > Contract-Software.
= Select Choose Action > New > Contract-Other.
2. Provide general information about the contract.

Contracts are a form of asset types, and apart from the Name field which is always required, the
collection of the fields available with each contract type can be changed to suit your needs. For more
information about Asset Types, see About Asset Types

The following fields typically appear on a contract record:
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Option

Description

Subtype

Asset Status

Location

Name

Contract Number

Contract Description

Contract Start Date

Contract End Date

Anniversary

Publisher

Publisher Program

Vendor

The subtype assignment for this contract asset, if applicable. None
indicates that the asset is not assigned to a subtype.

You can specify the contract subtypes in the applicable contract Asset
Subtype (Contract-Software, Contract-Hardware, or Contract-Other).
For more information about asset subtypes, see About Asset Subtypes,
custom fields, and device detail preferences.

The contract status, if applicable. You can select a default asset status, or
a custom one (if they exist). A default installation of the appliance includes
the following asset statuses:

+ Active: Any asset that is deployed, active, or in use.

+ Disposed: An asset that is no longer available for use.

+ Expired: A software license or contract asset that has expired.

* In Stock: A recently received asset.

+ Missing: Any asset that cannot be located.

* Repair: An asset that is being repaired.

* Reserved: An asset that is set aside for a specific person or use.

* Retired: Any asset that reached its end-of-life state, or is no longer
in use.

+ Stolen: An asset that has been reported as stolen.

For more information, see View and configure asset lifecycle settings.
The location of this asset.

The name of the contract.

The contract number.

Additional information about the contract.

The date when the contract is activated.

The date when the contract ends.

Software and hardware contracts only. An indicator of when the
contract is up for renewal.

Software and hardware contracts only. The contract publisher.

Software contracts only. The entries available for selection are
populated from the Software Catalog, depending on what you set in the
Publisher field. When you select a Publisher, the entries available for
selection in this field are populated with the program entries associated
with the selected Publisher, that exist in your Software Catalog.

The name of the vendor associated with the contract. You can select from
the available vendor entries.
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Option

Description

Vendor Agreement Number

Manufacturer

Hardware Type

Hardware Series

Hardware Model

Purchase Order Number

Purchase Order Date

Linked Contract

Contact Name

Contact Email

Contact Phone

Notes

The number of the vendor agreement associated with the contract.

Hardware contracts only. The manufacturer of the device associated
with this contract.

Hardware contracts only. The type of the hardware device associated
with this contract, such as laptop or server.

Hardware contracts only. The series of the hardware device associated
with this contract.

Hardware contracts only. The model number of the hardware device
associated with this contract.

The number of the purchase order associated with the contract.
The date of the purchase order associated with the contract.
Another contract that is associated with this contract entry.

The contact name associated with the contract.

The contact email address associated with the contract.

The contact phone number associated with the contract.

Additional information about this contract.

Attachment 1, Attachment 2  Any file attachments associated with the contract.

3. Optional. Add one or more barcodes to the contract, as needed.

a.

Option

Under Barcodes, click + and provide the following information:

Description

Barcode Data

Barcode Name

Barcode Format

The barcode number. Barcode numbers are always unique, they cannot
be shared between multiple assets. However, it is possible for an active
asset to share a barcode with an archived asset.

The barcode tag associated with this asset type. There can be only one
barcode of the same type per asset.

The barcode format. For example, UPC-A, Code 11, or UPC-E.

4. Review the information in the Service Desk section. If you are editing an existing contract associated with
one or more Service Desk tickets, they are listed in this section.
5. Review the information in the Related Assets section. If you are editing an existing contract associated with
one or more licenses, they are listed in this section.

6. Click Save.
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Managing licenses

A license agreement allows you to use a logical or physical asset, such as software or hardware.

You can add, edit, or delete licenses, as needed, and associate them with your physical or logical assets.

Manage licenses

Licenses allow you to use your logical or physical assets, such as software or hardware that your business uses.
You can add, edit, or delete licenses, or export license details into a file, as needed.

1. Go to the Licenses list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Licenses.
2. To add a license, select Choose Action > New.

See Add or edit licenses for more information.

3. To delete a license:
a. Select the row containing the license that you want to delete.
b. Select Choose Action > Delete.
4. To export one or more license entries to a file:
a. Select the rows containing the licenses that you want to export.
b. Select Choose Action > Export, and then choose the appropriate option.

For example, to export all licenses to a CSV file, select them in the list, and then select
Choose Action > Export > Export All To CSV Format.

You can import license information from a file using the Import Assets wizard. For more information,
see Importing asset data using CSV files.

Add or edit licenses

The License Detail page shows the details of the selected license.

Use this page to add or edit licenses, as needed. Licenses are a form of asset types, and apart from the license
name which is always required, the collection of the fields available with a license record can be changed to suit
your needs. For more information about Asset Types, seeAbout Asset Types.

1. Go to the License Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Licenses.
Display the License Detail page by doing one of the following:

= Click the name of a license.
= Select Choose Action > New.

2. On the License Asset Detail page, on the General tab, provide the following information:
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Option

Description

Subtype

Asset Status

Location

Name

License Count

Applies to
Cataloged
Software

Applies to
Software

License Mode

The Asset Subtype to associate with the license. See About Asset Subtypes, custom
fields, and device detail preferences.

The license status, if applicable. You can select a default asset status, or a custom
one (if they exist). A default installation of the appliance includes the following asset
statuses:

« Active: Any asset that is deployed, active, or in use.

+ Disposed: An asset that is no longer available for use.

+  Expired: A software license or contract asset that has expired.

* In Stock: A recently received asset.

» Missing: Any asset that cannot be located.

* Repair: An asset that is being repaired.

+ Reserved: An asset that is set aside for a specific person or use.

* Retired: Any asset that reached its end-of-life state, or is no longer in use.
» Stolen: An asset that has been reported as stolen.

For more information, see View and configure asset lifecycle settings.
The name of the location where the asset is located. See Managing locations.

The name of the license, such as Office Professional PO #1234. This is the name
that you use to find the asset. If you plan to have multiple licenses associated with an
application, provide the purchase order number or purchase date in the fields below to
differentiate the licenses.

The number of installations or seats the license allows. For example, 50.

Applications in the Software Catalog inventory to which the license applies. You

can associate License assets with multiple applications in the Software Catalog if
necessary. However, it is not necessary to associate a License asset with multiple
versions of the same application because the appliance does this automatically to
support upgrades and downgrades. You can simply associate the current version with
the License asset when you add the license information.

In addition, if you assign applications from different publishers, such as Microsoft Office
and Adobe Acrobat, to the same License asset, the total number of seats specified in
the License asset is assigned to each application. For example, if the License asset
has 100 seats, both Microsoft Office and Adobe Acrobat are assigned 100 seats.

Leave this field blank. A software license cannot be associated with applications from
the Software Catalog inventory and the Software page inventory at the same time.
For more information on how to create license assets for cataloged software, see Add
License assets for Software page inventory.

The mode of the License asset. For applications that require licenses, and to display
license usage information on the License Compliance page, select either Enterprise or
Unit License.

NOTE: Most modes, including Not Specified, Client License, Subscription,
Shareware, Freeware, OpenSource, No Licensing, and Site License, are not
used for License Compliance.
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Option

Description

The license mode is used in these sections of the Administrator Console:

* The License Compliance list. See View License Compliance information for
Software Catalog applications.

»  The License Compliance chart that is displayed on the Dashboard. Values that
are marked as ignored on the Asset Detail page are shown with a usage level of
100 percent. See About Dashboard widgets.

3. Click Next.

4. On the License Asset Detail page, on the Purchase tab, provide the following information:

Option Description

Contract The contract asset associated with the license.

Applies to Applications in the Software Catalog inventory to which the license applies. You
Cataloged can associate License assets with multiple applications in the Software Catalog if
Software necessary. However, it is not necessary to associate a License asset with multiple

Product Key

Unit Cost

Vendor

Purchase Order
Number

Purchase Date

versions of the same application because the appliance does this automatically to
support upgrades and downgrades. You can simply associate the current version with
the License asset when you add the license information.

In addition, if you assign applications from different publishers, such as Microsoft Office
and Adobe Acrobat, to the same License asset, the total number of seats specified in
the License asset is assigned to each application. For example, if the License asset
has 100 seats, both Microsoft Office and Adobe Acrobat are assigned 100 seats.

The product key associated with the license. You can modify and edit the default
information, which can be captured for a License Asset Type.

The unit cost associated with the license. You can modify and edit the default
information, which can be captured for a License Asset Type.

The name of the Vendor asset you want to associate with the application. the Vendor
drop-down list is empty unless you have added a Vendor asset. To search for a vendor,
begin typing in the list.

NOTE: Assigning multiple vendors to a single software License asset is
not recommended because it can result in inaccurate License Compliance
information.

The purchase order number associated with the license.

The date the purchase was made. Click in the field, then select a date on the calendar.

Purchase Select one or more purchase records associated with this license. See Managing
purchase records.

5. Click Next.

6. On the License Asset Detail page, on the Maintenance tab, provide the following information:

Option Description

Includes Indicates if the license includes upgrade rights. Upgrade rights refer to the ability to

Upgrade Rights

upgrade to a newer version of the licensed software, when such versions become
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Option Description

available. For more information, see About license upgrades. Select one of the
following options:

* Yes: Upgrade rights are calculated by comparing the number of existing licenses
for the selected software with the counts of available licenses for newer versions
of the same software.

*  Yes - Select from list: Choose one or more software versions for which
you want to grant upgrade rights. Under Upgrade Software list, click Select
cataloged software to add. The list that appears is populated with higher
versions of the selected software to which the license can be upgraded. When
you click an entry in the list, your selection appears in the Upgrade Software list
box. You can add one or more versions, as needed. To delete an item from the
list, select it in the Upgrade Software list box, and click Remove.

* No: If you do not want to grant upgrade rights to the selected software, select this

option.
Includes Whether the license entitles users to upgrade the installed version of the application.
Maintenance See About License Compliance for Software Catalog applications.

Expiration Date If the license includes maintenance, the expiration date of the maintenance period.

The appliance License Compliance feature leverages Software Catalog information,
such as application release dates. If new application versions are released during the
maintenance period, they are automatically covered by this License asset.

Includes Indicates if the license includes downgrade rights. Downgrade rights refer to the ability

Downgrade to apply licenses for newer software versions to older versions of the same software.

Rights For more information, see About license downgrades. Select one of the following
options:

* Yes: Downgrade rights are calculated by comparing the number of existing
licenses for the selected software with the counts of available licenses for older
versions of the same software.

* Yes - Select from list: Choose one or more software versions for which you
want to grant downgrade rights. Under Downgrade Software list, click Select
cataloged software to add. The list that appears is populated with lower
versions of the selected software to which the license can be downgraded. When
you click an entry in the list, your selection appears in the Downgrade Software
list box. You can add one or more versions, as needed. To delete an item from
the list, select it in the Downgrade Software list box, and click Remove.

* No: If you do not want to grant downgrade rights to the selected software, select

this option.
7. Click Next.
8. On the License Asset Detail page, on the Related tab, provide the following information:
Option Description
Department The business group or department that owns the application.
Cost Center The cost center associated with the department that owns the application.
Approved for The devices that are approved to use the license. This information is used in License
Device Compliance reporting. For example, if devices have the application installed, but

are not on the list of approved devices, the devices are listed in the report titled,
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Option Description

Unapproved Software Installation. However, the appliance does not enforce license
compliance. For example, the appliance does not prevent applications from being
installed on managed devices if a license is expired or otherwise out of compliance.

Barcodes Add or edit barcodes associated with this license, as required. For more information,
see Add barcodes to assets.

9. Click Next.

10. On the License Asset Detail page, on the Custom tab, provide additional custom data. You can modify the
License Asset Type to include as many additional fields as necessary to meet your business objectives. For
more information, see Add or customize Asset Types.

11. Click Next.

12. On the License Asset Detail page, on the Notes tab, provide the following information:

Option Description

Notes Any additional information you want to provide.

License Text Any supplemental information about the license, such as a license number.
13. Click Save.

Managing purchase records

Purchase records document the acquisition of any physical and software products for your organization. Your
administrators can keep track of individual purchase records and associate them with related license agreements.
A license agreement for a specific asset can be associated with one or more purchase record. For example, your
organization may have one license agreement for Adobe Acrobat, and multiple purchase record for that software
license, one for each group in the organization.

You can add, edit, or delete purchase records, as needed, and associate them with applicable license
agreements.

Manage purchase records

Your administrators can keep track of individual purchase records used to acquire physical and software products
for your organization.

You can add, edit, or delete purchase records, or export purchase record details into a file, as needed.

1.  Go to the Purchases list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Purchases.
2. To add a purchase record, select Choose Action > New.

See Add or edit purchase records for more information.

3. To delete a purchase record:
a. Select the row containing the purchase record that you want to delete.
b. Select Choose Action > Delete.

4. To export one or more purchase records to a file:
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a. Select the rows containing the purchase records that you want to export.
b. Select Choose Action > Export, and then choose the appropriate option.

For example, to export all purchase record to a CSV file, select them in the list, and then
select Choose Action > Export > Export All To CSV Format.

Add or edit purchase records

The Purchase Detail page shows the details of the selected purchase record.

Use this page to add or edit purchase records, as needed. Licenses are a form of asset types, and apart from
the purchase record name and unit quantity which are always required, the collection of the fields available with
a license record can be changed to suit your needs. For more information about Asset Types, seeAbout Asset
Types.

1. Go to the License Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Asset Management, then click Purchases.
Display the Purchase Detail page by doing one of the following:

= Click the name of a purchase record.
= Select Choose Action > New.
2. On the Purchase Detail page, provide the following information:

Option Description

Subtype The Asset Subtype to associate with the purchase record. You can create purchase
records for Hardware or Software items. See About Asset Subtypes, custom fields, and
device detail preferences.

Asset Status The purchase record status, if applicable. You can select a default asset status, or a
custom one (if they exist). A default installation of the appliance includes the following
asset statuses:

« Active: Any asset that is deployed, active, or in use.

+ Disposed: An asset that is no longer available for use.

+  Expired: A software license or contract asset that has expired.

* In Stock: A recently received asset.

+ Missing: Any asset that cannot be located.

* Repair: An asset that is being repaired.

+ Reserved: An asset that is set aside for a specific person or use.

+ Retired: Any asset that reached its end-of-life state, or is no longer in use.
+ Stolen: An asset that has been reported as stolen.

For more information, see View and configure asset lifecycle settings.

Location The name of the location where the asset obtained with this purchase is located. See
Managing locations.
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Option

Description

Name

Description

Purchase Order

Number

Purchase Order

Date

Quantity

Unit Cost

Vendor

Vendor Order
Number

Vendor Order
Date

Proof of
Purchase

Notes

Software Title

Publisher

Contract

Product Key

Maintenance
Expiration Date

Proof of
Maintenance

Manufacturer

Model

Specifications

Serial Number

The name of the purchase record, such as Office Professional PO #1234. This is
the name that you use to associate this purchase order with a license agreement, as
applicable.

The description of the purchase order.

The number of the purchase order issued by your organization.

The date on which your organization issued the purchase order.

The number of units purchased.
The cost of an individual unit purchased.
The name of the vendor that the unit is purchased from.

The number of the purchase order issued by the vendor.

The date on which the vendor issued the purchase order.

An image containing the photo of the purchase record.

Any additional information you want to provide.

Software only. The name of the purchased software.

Software only. The publisher of the purchased software.

Software only. The contract associated with the software purchase.
Software only. The product key of the purchased software.

Software only. The date on which the maintenance for the purchased software ends.

Software only. An image containing the photo of the maintenance agreement.

Hardware only. The manufacturer of the purchased hardware item.
Hardware only. The model name of the purchased hardware item.
Hardware only. Any specifications for the purchased hardware item, as applicable.

Hardware only. The serial number of the purchased hardware item.
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Option Description

Contract Hardware only. The contract associated with the purchased hardware item.

Warranty Start Hardware only. The date on which manufacturer's warranty for purchased hardware
Date item starts.

Warranty End Hardware only. The date on which manufacturer's warranty for purchased hardware
Date item ends.

Support End Hardware only. The date on which the support for the purchased hardware item ends.
Date

Barcodes Add or edit barcodes associated the items acquired with this purchase order, as

required. For more information, see Add barcodes to assets.

Setting up License Compliance

To track License Compliance information for applications, you need to create License assets. License assets can
be associated either with applications in the Software Catalog inventory or the Software page inventory. License
assets cannot be associated with both inventory types at the same time.

The options for tracking licenses, and the requirements for setting up License Compliance, differ for Software
Catalog inventory and for Software page inventory.

About License Compliance for Software
Catalog applications

The appliance enables you to view License Compliance information for applications in the Software Catalog
inventory. This information appears on the License Compliance page and in the License Compliance Dashboard
widget.

After you configure License assets for applications in the Software Catalog inventory, you can view the number
of seats installed on Agent-managed devices, the number of seats available, the type of licenses applied, and,

if metering is enabled for the application, usage information. In addition, the appliance leverages information

in the Software Catalog to automatically apply the correct licenses to application versions that are classified as
upgraded or downgraded.

To set up License Compliance for applications in the Software Catalog inventory:

+  (Optional) Customize the License Asset Type to meet your information management requirements. See
Customize the License Asset Type.

*  (Optional) Enable metering for Software Catalog applications. When metering is enabled, the License
Compliance page shows whether applications have or have not been used in the past 30, 60, and 90 days.
See About software metering.

+ Create License assets and associate them with applications in the Software Catalog inventory. See Add
License assets for Software Catalog inventory.

+  (Optional) Set the threshold levels for License Compliance used on the Dashboard widget. The default
Warning Threshold is 90. The default Critical Threshold is 100. See Customize license usage warning
thresholds.

KACE Systems Management Appliance 13.2 Administrator Guide 237
About License Compliance for Software Catalog applications



About license upgrades

Application maintenance plans often enable users to upgrade to newer versions of applications when those
versions become available, and the License Compliance page shows the number of installations that are
considered to be upgrades.

To track upgrades, the appliance uses the information in the Software Catalog and the license details to
determine whether to associate new versions of applications with existing licenses. For example, if a License
asset was created for the 1.0 version of an application, and the maintenance plan entitles users to upgrade, the
2.0 version of the application is automatically covered by the License asset when it is released. In this example,
the License asset must be configured as follows:

. The Includes Maintenance field must be set to Yes.

*  The Maintenance Expiration Date must be later than the version 2.0 GA (General Availability) date in the
Software Catalog.

*  The License Mode must be Enterprise or Unit License.
*  The Include Upgrade Rights must be set to Yes or Yes - Select from list.

For more information about these settings, see Add License assets for Software Catalog inventory.

About license downgrades

Vendors often allow users to apply licenses for newer versions of applications to older versions, and these types
of installations are referred to as downgrades. The License Compliance page shows the number of installations
that are considered to be downgrades.

License seats are first allocated to installations of the latest version of the application. If additional seats are
available, and if the vendor allows downgrades, the seats are automatically allocated to installations that are
considered downgrades.

Licenses for upgrades are always allocated before licenses for downgrades.

Customize the License Asset Type

You can add, change, or delete the fields available to the License Asset Type as needed. The License Asset Type
is the template that determines the fields available when you add License assets.

If the Organization component is enabled on your appliance, you customize the License Asset Type for each
organization separately.
1. Go to the Asset Types list:

a. Log in to the appliance Administrator Console, https://appliance_hosthname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Asset Types.
2. In the Name column, click License to display the Asset Type Detail page.
3. Inthe Defaut Asset Status field, enter a default asset status, or a custom one (if they exist).
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A default installation of the appliance includes the following asset statuses:

o

o

o

o

o

Active: Any asset that is deployed, active, or in use.

Disposed: An asset that is no longer available for use.

Expired: A software license or contract asset that has expired.

In Stock: A recently received asset.

Missing: Any asset that cannot be located.

Repair: An asset that is being repaired.

Reserved: An asset that is set aside for a specific person or use.

Retired: Any asset that reached its end-of-life state, or is no longer in use.

Stolen: An asset that has been reported as stolen.

4. Inthe Name field, type the name of the Asset Type.

The default for this type of asset is License.

5. Optional: In the For License Compliance Reporting section, select the fields to use for License
Compliance.

Information from the selected License Mode field appears on the Dashboard License Compliance
widget.

6. Do one of the following:

In the License Mode Field drop-down list, keep the default as Select Field. This makes all of the
values in the License Mode Field available for License Compliance. If you have more than one
single-select or multiple-select field on the Asset Fields list, the first field that appears on the
list, and all of its values, is used in the License Compliance widget.

In the License Mode Field drop-down list, select a field, such as License Mode, to be used
for License Compliance. By default, this drop-down list contains a single field, but you can
add fields as needed. If you select a field, such as License Mode as shown in the following
illustration, only the selected field is used for License Compliance.

For License Compliance Reporting @

License Mode Field: License Modes:

License Mode

Includes Maintenance Default

Includes Downgrade

In addition, when you select a field, you can choose the values, if any, you want to ignore in the
License Compliance chart. Values that are ignored are listed at 100 percent usage and displayed in
gray.

By default License Mode is the only single- or multiple-select field available, so it is the only field
listed. If you add single- or multiple-select fields on the Asset Fields table, they appear in this list as
well, and they appear on the Asset Detail page when you add a License asset. However, only the
selected field, or the first field on the Asset Fields list, is used in the License Compliance widget.

7. Optional: Modify the License Mode field or values on the Asset Fields table.

a. Click the Edit button at the end of a row: .ff.

b. Change the field information as needed, then click Save at the end of the row.
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To add a field, click the Add button in the table heading: + Add field information, then click
Save at the end of the row.

To change the order of fields, drag the Reorder button: =

To remove a field, click Delete button: LU,
8. Click Save at the bottom of the page.

Related topics

View License Compliance and Configuration information.

Add License assets for Software Catalog
inventory

You can add License assets for applications in the Software Catalog inventory. Adding License assets enables
you to view license compliance information on the License Compliance list and on the License Compliance
Dashboard widget.

Software Catalog applications must be classified as Discovered, Not Discovered, or Locally Cataloged. You
cannot add License assets for applications classified as Uncataloged.

When you associate License assets with applications, you can also view license information on the Software
Catalog Detail page. If the Organization component is enabled on your appliance, you manage license information
for each organization separately.

* TIP: To add License assets for multiple applications at once, you can import the information from
spreadsheets or CSV files. See Example: Import license data from prepared spreadsheets.

N

Go to the Software Catalog list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Software Catalog.
2. Click the name of an application to display the Software Catalog Detail page.
3. Near the bottom of the page, click Add New License to display the License Asset Detail page.
4. On the License Asset Detail page, on the General tab, provide the following information:

Option Description

Subtype The Asset Subtype to associate with the license. See About Asset Subtypes, custom
fields, and device detail preferences.
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Option

Description

Asset Status

Location

Name

License Count

Applies to
Cataloged
Software

Applies to
Software

License Mode

The license status, if applicable. You can select a default asset status, or a custom
one (if they exist). A default installation of the appliance includes the following asset
statuses:

» Active: Any asset that is deployed, active, or in use.

+ Disposed: An asset that is no longer available for use.

+ Expired: A software license or contract asset that has expired.

* In Stock: A recently received asset.

+ Missing: Any asset that cannot be located.

* Repair: An asset that is being repaired.

» Reserved: An asset that is set aside for a specific person or use.

* Retired: Any asset that reached its end-of-life state, or is no longer in use.
+ Stolen: An asset that has been reported as stolen.

For more information, see View and configure asset lifecycle settings.
The name of the location where the asset is located. See Managing locations.

The name of the license, such as Office Professional PO #1234. This is the name
that you use to find the asset. If you plan to have multiple licenses associated with an
application, provide the purchase order number or purchase date in the fields below to
differentiate the licenses.

The number of installations or seats the license allows. For example, 50.

Applications in the Software Catalog inventory to which the license applies. You

can associate License assets with multiple applications in the Software Catalog if
necessary. However, it is not necessary to associate a License asset with multiple
versions of the same application because the appliance does this automatically to
support upgrades and downgrades. You can simply associate the current version with
the License asset when you add the license information.

In addition, if you assign applications from different publishers, such as Microsoft Office
and Adobe Acrobat, to the same License asset, the total number of seats specified in
the License asset is assigned to each application. For example, if the License asset
has 100 seats, both Microsoft Office and Adobe Acrobat are assigned 100 seats.

Leave this field blank. A software license cannot be associated with applications from
the Software Catalog inventory and the Software page inventory at the same time.
For more information on how to create license assets for cataloged software, see Add
License assets for Software page inventory.

The mode of the License asset. For applications that require licenses, and to display
license usage information on the License Compliance page, select either Enterprise or
Unit License.

NOTE: Most modes, including Not Specified, Client License, Subscription,
Shareware, Freeware, OpenSource, No Licensing, and Site License, are not
used for License Compliance.
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Option

Description

The license mode is used in these sections of the Administrator Console:

* The License Compliance list. See View License Compliance information for
Software Catalog applications.

»  The License Compliance chart that is displayed on the Dashboard. Values that
are marked as ignored on the Asset Detail page are shown with a usage level of
100 percent. See About Dashboard widgets.

5. Click Next.

6. On the License Asset Detail page, on the Purchase tab, provide the following information:

Option Description

Contract The contract asset associated with the license.

Applies to Applications in the Software Catalog inventory to which the license applies. You
Cataloged can associate License assets with multiple applications in the Software Catalog if
Software necessary. However, it is not necessary to associate a License asset with multiple

Product Key

Unit Cost

Vendor

Purchase Order
Number

Purchase Date

versions of the same application because the appliance does this automatically to
support upgrades and downgrades. You can simply associate the current version with
the License asset when you add the license information.

In addition, if you assign applications from different publishers, such as Microsoft Office
and Adobe Acrobat, to the same License asset, the total number of seats specified in
the License asset is assigned to each application. For example, if the License asset
has 100 seats, both Microsoft Office and Adobe Acrobat are assigned 100 seats.

The product key associated with the license. You can modify and edit the default
information, which can be captured for a License Asset Type.

The unit cost associated with the license. You can modify and edit the default
information, which can be captured for a License Asset Type.

The name of the Vendor asset you want to associate with the application. the Vendor
drop-down list is empty unless you have added a Vendor asset. To search for a vendor,
begin typing in the list.

NOTE: Assigning multiple vendors to a single software License asset is
not recommended because it can result in inaccurate License Compliance
information.

The purchase order number associated with the license.

The date the purchase was made. Click in the field, then select a date on the calendar.

Purchase Select one or more purchase records associated with this license. See Managing
purchase records.

7. Click Next.

8. On the License Asset Detail page, on the Maintenance tab, provide the following information:

Option Description

Includes Indicates if the license includes upgrade rights. Upgrade rights refer to the ability to

Upgrade Rights

upgrade to a newer version of the licensed software, when such versions become
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Option Description

available. For more information, see About license upgrades. Select one of the
following options:

* Yes: Upgrade rights are calculated by comparing the number of existing licenses
for the selected software with the counts of available licenses for newer versions
of the same software.

*  Yes - Select from list: Choose one or more software versions for which
you want to grant upgrade rights. Under Upgrade Software list, click Select
cataloged software to add. The list that appears is populated with higher
versions of the selected software to which the license can be upgraded. When
you click an entry in the list, your selection appears in the Upgrade Software list
box. You can add one or more versions, as needed. To delete an item from the
list, select it in the Upgrade Software list box, and click Remove.

* No: If you do not want to grant upgrade rights to the selected software, select this

option.
Includes Whether the license entitles users to upgrade the installed version of the application.
Maintenance See About License Compliance for Software Catalog applications.

Expiration Date If the license includes maintenance, the expiration date of the maintenance period.

The appliance License Compliance feature leverages Software Catalog information,
such as application release dates. If new application versions are released during the
maintenance period, they are automatically covered by this License asset.

Includes Indicates if the license includes downgrade rights. Downgrade rights refer to the ability

Downgrade to apply licenses for newer software versions to older versions of the same software.

Rights For more information, see About license downgrades. Select one of the following
options:

* Yes: Downgrade rights are calculated by comparing the number of existing
licenses for the selected software with the counts of available licenses for older
versions of the same software.

* Yes - Select from list: Choose one or more software versions for which you
want to grant downgrade rights. Under Downgrade Software list, click Select
cataloged software to add. The list that appears is populated with lower
versions of the selected software to which the license can be downgraded. When
you click an entry in the list, your selection appears in the Downgrade Software
list box. You can add one or more versions, as needed. To delete an item from
the list, select it in the Downgrade Software list box, and click Remove.

* No: If you do not want to grant downgrade rights to the selected software, select

this option.
9. Click Next.
10. On the License Asset Detail page, on the Related tab, provide the following information:
Option Description
Department The business group or department that owns the application.
Cost Center The cost center associated with the department that owns the application.
Approved for The devices that are approved to use the license. This information is used in License
Device Compliance reporting. For example, if devices have the application installed, but

are not on the list of approved devices, the devices are listed in the report titled,
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Option Description

Unapproved Software Installation. However, the appliance does not enforce license
compliance. For example, the appliance does not prevent applications from being
installed on managed devices if a license is expired or otherwise out of compliance.

Barcodes Add or edit barcodes associated with this license, as required. For more information,
see Add barcodes to assets.

11. Click Next.

12. On the License Asset Detail page, on the Custom tab, provide additional custom data. You can modify the
License Asset Type to include as many additional fields as necessary to meet your business objectives. For
more information, see Add or customize Asset Types.

13. Click Next.

14. On the License Asset Detail page, on the Notes tab, provide the following information:

Option Description

Notes Any additional information you want to provide.

License Text Any supplemental information about the license, such as a license number.
15. Click Save.

The new License asset appears on the Licenses page. The License Count number does not change
until you update the asset. However, the number in the /nstalled column changes when managed
devices that have the software installed check in to the appliance. This enables you to track the
number of licenses that have been purchased and installed.

Perform the following optional tasks:

+  Enable metering for Software Catalog inventory. When metering is enabled, the License Compliance page
shows whether applications have or have not been used in the past 90 days. See About software metering.

+ Setlicense usage warning thresholds. These thresholds are used by the License Compliance Dashboard
widget to identify license compliance issues.

Add License assets for Software page
inventory

You can create License assets to track information for applications that require licenses.

Before you create License assets, you should have information such as the number of installations, or seats,
allowed by the license, the product key, the purchase order number, and any other information you want to
manage in the License asset.

NOTE: To create License assets for applications in the Software page inventory, you first must create
Software assets for those applications. You do not need to create Software assets for applications in the
Software Catalog page inventory.

If the Organization component is enabled on your appliance, you can create License assets for each organization
separately.

i TIP: You can customize License Asset Types to meet your needs. See Customize the License Asset Type.

1. Go to the License Asset Detail page:

a. Login to the appliance Administrator Console, https: //appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General

KACE Systems Management Appliance 13.2 Administrator Guide 244
Add License assets for Software page inventory



Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. Do one of the following:

= On the left navigation bar, click Licenses. Select Choose Action > New.

= On the left navigation bar, click Inventory, then click Software Catalog. Click the name of an
application. On the Software Catalog Detail page, click Add New License.

2. On the License Asset Detail page, on the General tab, provide the following information:

Option Description

Subtype The Asset Subtype to associate with the license. See About Asset Subtypes, custom
fields, and device detail preferences.

Asset Status The license status, if applicable. You can select a default asset status, or a custom
one (if they exist). A default installation of the appliance includes the following asset
statuses:

+ Active: Any asset that is deployed, active, or in use.

+ Disposed: An asset that is no longer available for use.

+ Expired: A software license or contract asset that has expired.

* In Stock: A recently received asset.

+ Missing: Any asset that cannot be located.

* Repair: An asset that is being repaired.

» Reserved: An asset that is set aside for a specific person or use.

* Retired: Any asset that reached its end-of-life state, or is no longer in use.

+ Stolen: An asset that has been reported as stolen.

For more information, see View and configure asset lifecycle settings.

Location The name of the location where the asset is located. See Managing locations.
Name The name of the license, such as Office Professional PO #1234. This is the name

License Count

Applies to
Cataloged
Software

Applies to
Software

that you use to find the asset. If you plan to have multiple licenses associated with an
application, provide the purchase order number or purchase date in the fields below to
differentiate the licenses.

The number of installations or seats the license allows. For example, 50.

Applications in the Software Catalog inventory to which the license applies. You

can associate License assets with multiple applications in the Software Catalog if
necessary. However, it is not necessary to associate a License asset with multiple
versions of the same application because the appliance does this automatically to
support upgrades and downgrades. You can simply associate the current version with
the License asset when you add the license information.

In addition, if you assign applications from different publishers, such as Microsoft Office
and Adobe Acrobat, to the same License asset, the total number of seats specified in
the License asset is assigned to each application. For example, if the License asset
has 100 seats, both Microsoft Office and Adobe Acrobat are assigned 100 seats.

Leave this field blank. A software license cannot be associated with applications from
the Software Catalog inventory and the Software page inventory at the same time.
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Option

Description

License Mode

For more information on how to create license assets for cataloged software, see Add
License assets for Software page inventory.

The mode of the License asset. For applications that require licenses, and to display
license usage information on the License Compliance page, select either Enterprise or
Unit License.

NOTE: Most modes, including Not Specified, Client License, Subscription,
Shareware, Freeware, OpenSource, No Licensing, and Site License, are not
used for License Compliance.

The license mode is used in these sections of the Administrator Console:

» The License Compliance list. See View License Compliance information for
Software Catalog applications.

*  The License Compliance chart that is displayed on the Dashboard. Values that
are marked as ignored on the Asset Detail page are shown with a usage level of
100 percent. See About Dashboard widgets.

3. Click Next.

4. On the License Asset Detail page, on the Purchase tab, provide the following information:

Option Description

Contract The contract asset associated with the license.

Applies to Applications in the Software Catalog inventory to which the license applies. You
Cataloged can associate License assets with multiple applications in the Software Catalog if
Software necessary. However, it is not necessary to associate a License asset with multiple

Product Key

Unit Cost

Vendor

Purchase Order
Number

Purchase Date

versions of the same application because the appliance does this automatically to
support upgrades and downgrades. You can simply associate the current version with
the License asset when you add the license information.

In addition, if you assign applications from different publishers, such as Microsoft Office
and Adobe Acrobat, to the same License asset, the total number of seats specified in
the License asset is assigned to each application. For example, if the License asset
has 100 seats, both Microsoft Office and Adobe Acrobat are assigned 100 seats.

The product key associated with the license. You can modify and edit the default
information, which can be captured for a License Asset Type.

The unit cost associated with the license. You can modify and edit the default
information, which can be captured for a License Asset Type.

The name of the Vendor asset you want to associate with the application. the Vendor
drop-down list is empty unless you have added a Vendor asset. To search for a vendor,
begin typing in the list.

NOTE: Assigning multiple vendors to a single software License asset is
not recommended because it can result in inaccurate License Compliance
information.

The purchase order number associated with the license.

The date the purchase was made. Click in the field, then select a date on the calendar.
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Option

Description

Purchase

5. Click Next.

Select one or more purchase records associated with this license. See Managing
purchase records.

6. On the License Asset Detail page, on the Maintenance tab, provide the following information:

Option

Description

Includes
Upgrade Rights

Includes
Maintenance

Expiration Date

Includes
Downgrade
Rights

7. Click Next.

Indicates if the license includes upgrade rights. Upgrade rights refer to the ability to
upgrade to a newer version of the licensed software, when such versions become
available. For more information, see About license upgrades. Select one of the
following options:

* Yes: Upgrade rights are calculated by comparing the number of existing licenses
for the selected software with the counts of available licenses for newer versions
of the same software.

* Yes - Select from list: Choose one or more software versions for which
you want to grant upgrade rights. Under Upgrade Software list, click Select
cataloged software to add. The list that appears is populated with higher
versions of the selected software to which the license can be upgraded. When
you click an entry in the list, your selection appears in the Upgrade Software list
box. You can add one or more versions, as needed. To delete an item from the
list, select it in the Upgrade Software list box, and click Remove.

* No: If you do not want to grant upgrade rights to the selected software, select this
option.

Whether the license entitles users to upgrade the installed version of the application.
See About License Compliance for Software Catalog applications.

If the license includes maintenance, the expiration date of the maintenance period.

The appliance License Compliance feature leverages Software Catalog information,
such as application release dates. If new application versions are released during the
maintenance period, they are automatically covered by this License asset.

Indicates if the license includes downgrade rights. Downgrade rights refer to the ability
to apply licenses for newer software versions to older versions of the same software.
For more information, see About license downgrades. Select one of the following
options:

* Yes: Downgrade rights are calculated by comparing the number of existing
licenses for the selected software with the counts of available licenses for older
versions of the same software.

* Yes - Select from list: Choose one or more software versions for which you
want to grant downgrade rights. Under Downgrade Software list, click Select
cataloged software to add. The list that appears is populated with lower
versions of the selected software to which the license can be downgraded. When
you click an entry in the list, your selection appears in the Downgrade Software
list box. You can add one or more versions, as needed. To delete an item from
the list, select it in the Downgrade Software list box, and click Remove.

* No: If you do not want to grant downgrade rights to the selected software, select
this option.

8. On the License Asset Detail page, on the Related tab, provide the following information:
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Option Description

Department The business group or department that owns the application.

Cost Center The cost center associated with the department that owns the application.
Approved for The devices that are approved to use the license. This information is used in License
Device Compliance reporting. For example, if devices have the application installed, but

are not on the list of approved devices, the devices are listed in the report titled,
Unapproved Software Installation. However, the appliance does not enforce license
compliance. For example, the appliance does not prevent applications from being
installed on managed devices if a license is expired or otherwise out of compliance.

Barcodes Add or edit barcodes associated with this license, as required. For more information,
see Add barcodes to assets.

9. Click Next.

10. On the License Asset Detail page, on the Custom tab, provide additional custom data. You can modify the
License Asset Type to include as many additional fields as necessary to meet your business objectives. For
more information, see Add or customize Asset Types.

11. Click Next.
12. On the License Asset Detail page, on the Notes tab, provide the following information:

Option Description

Notes Any additional information you want to provide.

License Text Any supplemental information about the license, such as a license number.
13. Click Save.

The new license asset appears on the Licenses page. The License Count number does not change until you
update the asset. However, the number in the Installed column changes when managed devices that have the
software installed check in to the appliance. This enables you to track the number of licenses that have been
purchased and installed.

Related topics
Customize the License Asset Type
View License Compliance and Configuration information

About reports

Importing license data in CSV files

If your license data is in a spreadsheet, you can export it to CSV (comma-separated value) format, then import it
into the appliance. Or, you can use a text editor to create a CSV file that contains the data, then import that file.

If the CSV file contains new assets for Asset Types that you have defined, the new assets are added.

How asset information is handled during import

When asset information is imported, the appliance compares the new information to existing information to
determine how the new information should be handled.
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Depending on whether the information is new, existing, or duplicated, the appliance performs the following
actions:

+ Creates the asset: If the Primary Key value does not match an existing value, the asset is created.
+ Updates the asset: If the Primary Key value matches an existing value, the asset information is updated.

* Flags the asset as a duplicate: If multiple records for the Asset Type match the value of the CSV field
chosen as the Primary Key, OR if multiple records match the associated asset, the asset is flagged as a
duplicate. Duplicate records are not imported.

Importing asset data using CSV files

You can import asset data, such as software license data, using CSV (comma separated value) files.

Prepare asset data before importing

Verify that asset data is appropriate and formatted properly before importing it.

1. Define the basic fields for your assets. If you use product names, make sure they are useful and help to
identify the asset. See Adding Software assets.

2. Add header rows to your data. In the Asset Management component, columns without headers are referred
to by their column number, so using column header rows can make it easier to identify data.

3. Verify that all columns map to equivalent Asset Fields in the Asset Type.

Asset Types include default fields, such as Asset Name, Purchase Order Number, and Vendor, but you
can add custom asset fields if necessary. See About adding and deleting asset fields.

i TIP: To view default fields go to the Asset Detail page. See Customizing Asset Types.

4. Decide what field or fields to use for the primary key (PK) for the imported assets.

Primary Keys are the fields, or combinations of fields, used as unique identifiers for assets being
imported. When assets are imported, the appliance uses Primary Keys to determine whether to
update an existing record or create a record. You can select one field, or a combination of fields, as
the PK.

5. Save the spreadsheet as a CSV file, in a location you can access from the Administrator Console.

Example: Import license data from prepared spreadsheets
You can import license data from prepared CSV files.

This example describes how to import License assets for Software Catalog inventory, either as a one-time
import, or a scheduled import using a file from a network share. The example shows only the fields that
are required for License asset import. You can add additional files, such as unit cost, publisher, product
keys, and so on to meet your information management needs.

If you want to assign the imported assets to an Asset Subtype, add the subtype before you import the assets. See
Add Asset Subtypes and select Device Detail page preferences.

1. Create afile in a spreadsheet program such as Excel.
2. Add the following columns and rows. The first row is a header column:

Asset Name License Count License Mode Includes Applies to
Maintenance Software Catalog

Software Title 1 100 Enterprise Yes Software Title 1

Software Title 2 150 Enterprise Yes Software Title 2
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Software Title 3 200 Enterprise Yes Software Title 3

Software Title 4 500 Enterprise Yes Software Title 4

3. Save the file in CSV format.
The values in each column are separated by commas. For example: Software Title
1,100,Enterprise,Yes,Software Title 1

4. Go to the Upload File page in the Import Assets section:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click Import Assets.

= If one or more asset import operations are scheduled, the Import Assets list page appears, listing the
import operations. To import assets from an CSV file, click Choose Action > New to start the Import
Assets wizard.

> |f there are no scheduled asset imports on the appliance, the Import Assets wizard appears.

5. Inthe Import Assets wizard, select one of the following options:

Option Description

Upload an Asset Import CSV file Select this option to complete a one-time asset import from a
CS8V file. Then, click Browse or Choose File, then select the
CSV file.
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Option

Description

Schedule an Asset Import

Select this option to perform multiple asset import from a CSV
file located on a network drive, at selected time intervals. Then,
provide the following information:

+ Select Asset Import File Transfer Protocol:

o

Samba: Select this option to access the file using
the Samba protocol, and provide the following
information:

= Enter the UNC path to the Samba share:
Type the directory path to the CSV file.

FTP: Select this option to access the file on an FTP
server, and provide the following information:

= Enter the FTP Server hosthame or IP
address: Type the host name or IP address of
the FTP server.

= Enter the FTP sub-directory if one exists:
Type the directory path to the CSV file on the
FTP server.

Secure FTP: Select this option to access the file
on a secure FTP server, and provide the following
information:

= Enter the Secure FTP Server hostname or IP
address: Type the host name or IP address of
the secure FTP server.

= Enter the SFTP full path: Type the directory
path to the CSV file on the secure FTP server.

* Asset Import CSV file name: Type the name of the CSV
file that you want to import.

* Credentials: Select the credential that you want to use to
access the specified network resource. Any credentials
that are defined in the appliance appear in the list. For
more information, see Managing credentials.

6. Ifthe CSV file contains a header row, as it does in this example, select the File Header Row check box,
then click Next.
7. Scheduled asset imports only. On the Asset Import Selection Schedule page that appears, create a
schedule for importing the CSV file.
a. Inthe Asset Import Schedule Name field, type the name that you want to assign to this schedule.
b. Select Enable Asset Schedule.
c. Inthe Schedule section, specify the import schedule, as required.
Option Description
None Run in combination with an event rather than on a specific date or at a specific time.
Every n hours Run at a specified interval.

Every day/specific Run daily at a specified time, or run on a designated day of the week at a specified

day at HH:MM time.
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Option

Description

Run on the nth
of every month/
specific month at
HH:MM

Run on the nth
weekday of every
month/specific
month at HH:MM

Custom

Run on the same day every month, or a specific month, at the specified time.

Run on the specific weekday of every month, or a specific month, at the specified
time.

Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* * * * *

| | | | +—————day of week (0-6) (Sun=0)
| | | +————month (1-12)

| | +———day of month (1-31)

| +————hour (0-23)

+———minute (0-59)

Use the following when specifying values:
+ Spaces ( ): Separate each field with a space.

» Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

+ Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

* Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalent to 1, 2, 3, 4, 5, which indicates
Monday through Friday.

» Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.

Examples:

. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day

. 0011,6 * Run at 00:00 on January 1 and June 1

. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30

. 0 2 */2 * * Run every other day at 02:00

8. On theAsset Type Selection page that appears, complete the following steps:
a. Inthe Asset Type drop-down list, select License.

b. Inthe Asset Subtype drop-down list, select Productivity.

* NOTE: In this example, the Asset Subtype, Productivity, has been added to the License Asset
Type. The Subtype drop-down list is empty if you have not added subtypes for the License Asset

Type. During import, all assets are assigned to the selected subtype.

c. Click Next.
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The Mapping page appears.

9. Inthe CSV Fields drop-down list, select the fields that correspond to the appliance Required Standard

Fields and Required Asset Fields. The mapping of these fields depends on the contents of your CSV file

and the Asset Type. For the example in this section, use the following values:

> Asset Name=Name
°  Location=Location

> Asset Status=Asset Status

> License Count=License Count

> Applies to Cataloged Soffware=Software Catalog

> License Mode=Mode

NOTE: You cannot import Asset Assignee values unless the imported Asset is a Device.

10. Select the PK check box next to the Asset Name field.

the PK.

NOTE: Primary Keys are the fields, or combinations of fields, used as unique identifiers for assets
being imported. When assets are imported, the appliance uses Primary Keys to determine whether to
update an existing record or create a record. You can select one field, or a combination of fields, as

NOTE: If you do not specify this mapping, the default status that is associated with the selected
Asset Type is assigned to each imported asset entry.

11. If the assets you are importing use barcodes, in the Barcode Fields area, indicate how you want to import

the barcodes.

Option

Description

Update asset barcodes with selected

Replace all asset barcodes with selected

Barcode Data

Barcode Name

Barcode Format

Check if the barcodes supplied in this area already
exist, and if they do, update them. If they do not
exist, they are created for the specified assets.

Replace the existing barcodes with the specified
barcodes.

The field in the CSYV file that contains the barcode.
There can be only one barcode of the same type per
asset.

The field in the CSV file that contains the barcode
tag. Barcode numbers are always unique, they
cannot be shared between multiple assets.
However, it is possible for an active asset to share a
barcode with an archived asset.

The field in the CSV file that contains the barcode
format. For example, UPC-A, Code 11, or UPC-E.

12. Click Preview to verify the data on the Confirmation page.

13. One-time imports only. Complete the following steps.
a. Click Import to complete the import process.

The Result for Asset Import page appears.
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b. Click Done to return to the Assets page.
14. Scheduled imports only. Complete one of the following steps:

> Click Save to save your newly created scheduled import. The Import Assets list page appears,
showing the scheduled import entry in the list.

> Click Run Now to import assets from the CSV file, and to save your scheduled import settings.
The Import Assets list page appears.

When the import is complete, the assets appear in the Assets list. If the titles of the software matched titles in the
Software Catalog inventory, the assets are associated with the inventory items and you can view them on the
Software Catalog Detail page for the items.

Managing License Compliance

You can track the number of software licenses that have been purchased, the number in use on managed
devices, and the number that are available. This type of tracking helps you to ensure that your company complies
with software license requirements.

For example, if you have 100 licenses for the Adobe® Creative Suite, you might want to know how many of those
licenses are actually being used on managed devices. In addition, you might want to know when 80 or 90 percent
of those licenses are in use so that you can increase license capacity if necessary. You can customize license
usage warning thresholds to track license compliance.

View License Compliance information for
Software Catalog applications

To ensure that your organization has the correct licenses for installed software, you can view License Compliance
information on the License Compliance list and on the License Compliance Dashboard widget. The License
Compliance list shows all the software license information you have added through License assets, as well as
information from the Software Catalog about applications that require licenses.

+  The Agent-managed devices in your inventory have software applications that are available in the Software
Catalog.

*  You have specified the number of seats available to installed Software Catalog applications as License
assets, and you have specified the license mode. See Add License assets for Software page inventory.

*  You have established warning thresholds for license usage in the appliance or organization general
settings. See Configure Admin-level or organization-specific General Settings.

1. To view complete license compliance information, go to the License Compliance page:

a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click License Compliance.

NOTE: Information on the License Compliance list is updated every day after the appliance daily
backup is complete. If the list is empty, either there are no applications in the Software Catalog
inventory, or the information on the page has not been updated. In addition, if all the variances show
negative numbers, which indicates that there are more installations than license seats, verify that
you have added License assets for the applications. See Add License assets for Software Catalog
inventory.

2. To force the appliance to update License Compliance information, click Update Now above the list on the
left. Depending on the number of applications in inventory, this process might take a few minutes.
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* TIP: When you click Update Now, the appliance updates the data for each of the items on the
list. However, when you click the Refresh button above the list on the right, the appliance simply
redisplays the information already collected. It does not obtain new license usage information.

Information on the License Compliance page includes:

Column name

Description

Name

Publisher

Installed

Licensed

Variance

Used Last 90 Days
Used Last 60 Days
Used Last 30 Days

Not Used Last 90
Days

Not Used Last 60
Days
Not Used Last 30
Days

Coverage

Platform

Edition

The name of the application.

The name of the application publisher.

The number of application installations on Agent-managed devices.
The number of seats remaining under the license.

The difference, if any, between the number of license seats available and the number
of application installations. A negative number indicates that the application has

been installed on more devices than the license allows, and therefore it is out of
compliance.

The number of application installations that have been launched in the previous 90,
60, or 30 days. A dash in this column indicates that metering is not enabled for the
application.

NOTE: To obtain accurate usage information, metering must be enabled for
the application and for the devices on which the application is installed. See
Enabling and configuring metering for devices and applications.

The number of application installations that have not been launched in the previous
90, 60, or 30 days. A dash in this column indicates that metering is not enabled for
the application.

* NOTE: To obtain accurate usage information, metering must be enabled for
the application and for the devices on which the application is installed. See
Enabling and configuring metering for devices and applications.

The license type. License types include:

* Upgrade: The installed application has been upgraded from an earlier version
(requires a maintenance agreement).

+ Downgrade: The installed application is using a license for a later version
(requires downgrade rights).

« Original: The installed application is using a license that matches its version
number.

* None: The application is installed without a license.

The operating system on which the application runs.

The name of the edition related to the application, such as Professional Edition or
Standard Edition.

3. To sort the list, click View By, then select a view.

You can view applications by Product, such as Microsoft Office, or by Product and Edition, such as
Microsoft Office Professional and Office Standard. For example, if you wanted to see all editions of
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4.

5.

Microsoft Office applications under one heading, you could select Product in the View By drop-down
list. The Licensed column shows the number of seats available to all applications in the Microsoft
Office group. To show Microsoft Office applications by edition, select Product and Edition in the
View By drop-down list. The Licensed column shows the number of seats available to each edition of
Microsoft Office.

. TIP: When a group, such as Office, is collapsed to show only the top-level item, a warning icon
1 is displayed to the left of the Name column if any item in the group has a negative variance or is
using more seats than the license allows: 4.

To view the License Compliance widget, click Home on the left navigation bar to go to the Admin-level
Dashboard page.

* TIP: If the License Compliance widget is not visible, click Customize in the upper right to install
it. See Customize Dashboard pages.

To view or change information about the number of seats available under a license, go to the detail page
for the License asset. See View assets and search for asset information.

Reclaim unused software licenses

Appliance administrators can set a policy that allows cataloged software to be uninstalled based on how
frequently specific software applications are used on user devices in order to acquire underutilized software and
re-use it where needed.

You have an option to reclaim licenses for a specific software application that is not used in the last 30, 60, or 90
days, or all associated licenses.

1.

Navigate to the License Compliance page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click License Compliance.
In the Name column, expand the name of the application, and select a version of the software license that
you want to reclaim, as required.

NOTE: You can only reclaim licenses for a single software version at a time. Selecting multiple
versions results in an error.

To reclaim licenses for the software version, choose Choose Action > Reclaim Sofware, and select one
of the following options, as required:

* Not Used Last 30 Days
* Not Used Last 60 Days
* Not Used Last 90 Days
« Al

The Managed Installation Detail page appears, allowing you to create a process that removes the
installation of the selected software item from the associated end user devices .

Create a new Managed Installation, as required. For more information, see the following sections, as
applicable:

e Create Managed Installations for Windows devices
e Create Managed Installations for Mac OS X devices

> Create Managed Installations for RPM files
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Update software License Compliance
information manually

You can manually update software License Compliance information any time. If you have a large number of
applications, however, the process of updating the information might take several minutes.

The Agent-managed devices in your inventory have software applications that are available in the Software
Catalog.

Software License Compliance information is updated automatically every day after the appliance daily backup
process runs. Manually updating License Compliance information enables you to get the latest information
available.

i NOTE: If you have not added License assets for applications in inventory, the License Compliance page
shows the number of seats available to applications as 0, and the variance is the number of software

installations.

1.  Go to the License Compliance page:

a. Log in to the appliance Administrator Console, https://appliance_hosthname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Asset Management, then click License Compliance.
2. Click Update Now above the list.
The appliance checks for the latest license usage information and the list is updated.

* TIP: Clicking the Refresh button above the list on the right simply redisplays the information
already collected. It does not obtain new license usage information.

Customize license usage warning thresholds

You can customize license usage warning thresholds to specify the license usage percentage that is considered
to be at warning or critical levels.

License compliance information appears on the appliance Dashboard. If the Organization component is enabled
on your appliance, you customize license usage warning thresholds for each organization separately.

1. Go to Admin-level General Settings page:
a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
On the left navigation bar, click Settings, then click Control Panel.
On the Control Panel, click General Settings.
2. Scroll down to the License Usage Warning Configurations section.
3. Inthe Warning Threshold and Critical Threshold fields, enter new values.

The default Warning Threshold is 90. The default Critical Threshold is 100.
4. To save, click Save and Restart Services.

Threshold limits are set. If you have created License assets, License Compliance information
appears on the Dashboard page of the Administrator Console.

Related topics
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Add License assets for Software page inventory

View License Compliance and Configuration information

View License Compliance and Configuration
information

If you have set up License assets for applications, you can view License Compliance and Configuration
information for those applications.

Information is available for License assets associated with applications listed under the Software tab and
applications listed under the Software Catalog tab. See Setting up License Compliance.

If you have multiple organizations, you view license information for each organization separately.

1.

Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

Click Home.
Software compliance information appears in the License Compliance widget.
License Compliance

FreeCell 33

Windows Based Script Host 5% 4/5

Chess 2/5

Calendar 7.x 114
Calculator 10.x 110

NOTE: The appliance updates the data in the License Compliance widget every eight hours. Clicking
the Refresh button, however, does not update the data; it simply redisplays the data that has already
been collected.

The following colors indicate the usage level:

Color Description

Red Usage is at or above the critical threshold setting.

Orange Usage is at or above the warning threshold setting but below the critical threshold setting.

Green Usage is below the warning threshold setting.

The Software License Configuration widget displays the percentage of software licenses that are
categorized as unit licenses, site licenses, and other license modes.
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Software License Configuration

Optional: View additional information on the License Compliance page. See View License Compliance information
for Software Catalog applications.

Setting up Service Desk

Setting up Service Desk entails setting up roles for Service Desk staff, and configuring ticket and email settings.

Setting up roles for user accounts

Service Desk uses permission-based roles to control access to Service Desk features and information. These
roles can be assigned to users automatically when they log in. You can use the default roles, or create roles as
needed.

About default roles

Default roles are available for standard user account types such as administrator, end-user, and limited-access.

The following roles are available by default. For more information about managing Organizational roles, see
Managing Organization Roles and User Roles.

Role Description
Organization Organization Roles are supersets of permissions that are assigned to organizations,
Roles and they define the permissions that are available to organization users. For

example, if an organization is assigned an Organization Role that has the Distribution
tab hidden, users in that organization, including the Admin user, cannot access the
Distribution tab.

i NOTE: Organization Roles are available only on appliances with the
Organization component enabled.
Default Role The Default Role in the Organization Roles section has Write and Read permission

for all tabs. You can create additional Organization Roles, but you cannot edit or
delete the Default Role.

User Roles Roles assigned to users to control their access to the Administrator Console and
User Console. If the Organization component is enabled on your appliance, the
permissions available to these roles depends on the Organization Role assigned to
the organization.

Administrator The most powerful user role on the appliance. By default, users with the
Administrator role have permission to see or change information and settings.
This includes promoting or demoting other users by changing their roles. The
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Role Description

Administrator role cannot be altered or deleted. Assign this role only to trusted
administrators.

Staff members assigned the Administrator role have permission to manage and
modify Service Desk tickets from the Tickets tab in the Administrator Console,
though they might not be able to own tickets themselves.

Users with the Administrator role can also use the security, scripting, and
distribution features to resolve Service Desk tickets, then document the issues in the
Knowledge Base.

The Administrator role primarily interacts with the appliance through the
Administrator Console.

No Access Users with this role cannot log on to the Administrator Console or User Console.
Read Only This role has the ability to view but not change any information or settings in the
Administrator appliance. This role is useful for oversight personnel, such as supervisors.

This role primarily interacts with the appliance through the Administrator Console.

User Console This role is for appliance users. By default, this role has permission to create, view,
Only and modify Service Desk tickets.

This role interacts with the appliance exclusively through the User Console.

Create a Service Desk staff role

You can create a Service Desk staff role to establish permissions for users who work on Service Desk settings
and components.

By default, users with the Administrator role have permission to change all Service Desk components, including
creating and removing users. In addition, you can create a more limited Service Desk role for your organization.
Users with this role have permission to work on tickets, add items that can be downloaded from the User
Console, add articles to the Knowledge Base, and manage announcements that appear on the User Console
home page. However, they do not manage users, run reports, or change appliance settings. This guide refers to
this group as Service Desk Admin.

If the Organization component is enabled on your appliance, you can create separate Service Desk Admin roles
for each organization.
1. Go to the Role Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Roles.
. Select Choose Action > New.

2. Inthe Name field, provide name, such as Service Desk Admin.
3. In the Description field, provide a brief description of the role, such as Used for Service Desk

Administrators.

This appears on the Roles list.

4. Click the [Expand All] link next to Administrator Console Permissions to display the permissions settings

for all categories.
5. Select these custom permissions for the new role:
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Category Item Permission level
Home All All Read
Inventory Devices WRITE
Software WRITE
Software Catalog WRITE
License Compliance HIDE
Processes HIDE
Startup Programs HIDE
Services HIDE
Discovery Schedules HIDE
Discovery Results HIDE
SNMP Inventory Configurations HIDE
Monitoring Devices READ
Alerts WRITE
Profiles HIDE
Maintenance Windows HIDE
Log Enablement Packages HIDE
Assets All HIDE
Distribution All HIDE
Scripting All HIDE
Security All HIDE
Service Desk Tickets WRITE
User Downloads WRITE
Knowledge Base WRITE
Announcements WRITE
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Category Item Permission level
Archive READ
Configuration READ

Reporting All All Hide

Settings All All Hide

User Console All All Read

6. Click Save.

The Roles page shows the new role. When a user who is assigned to this role logs in, the appliance component
bar shows the available features.

Assign user roles

After you import or create user accounts, you can assign user roles to those accounts.

NOT
1. Goto
2. Assig

E: User accounts can be imported from an LDAP server. See Importing users from an LDAP server.

the Users list:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Users.
n the Administrator role to your Service Desk administrators:
a. Select the check box next to one or more users.

b. Select Choose Action > Apply Role > Administrator.

By default, Administrator users have owner/submitter permissions.

3. Assign the Service Desk Staff role to your team users:

a. Select the check box next to one or more users.
b. Select Choose Action > Apply Role > Service Desk Staff.

4. Assign the All Ticket Owners label to your Service Desk team members:

a. Select the check box next to one or more users.
b. Select Choose Action > Apply Label > All Ticket Owners.

The label is applied, and it appears next to the username.

5. Create a label named User, then apply the User label and role to users.

Related topics

Define custom ticket fields

Create a Service Desk staff role

Add an All Ticket Owners label

Apply labels and roles to Service Desk staff

You can apply labels and roles to Service Desk staff members to manage their permissions.
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For instructions on creating labels and roles, see Setting up roles for user accounts and Setting up labels for user

accounts.

1. Add a user to the DefaultTicketOwners@mydomain.com alias.
2. Go to the User Detail page:

a.

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Settings, then click Users.
Display the User Detail page by doing one of the following:

Click the name of a user.

Select Choose Action > New.

3. Inthe Assign To Label field, click Edit.
4. In the label window, drag the All Ticket Owners label to the Assign To field, then click Save.

NOTE: If the label does not exist, you need to create it.

5. Inthe Role field, select the Service Desk Staff role.
6. Click Save.

The user has permission to own, modify, fix, and close tickets. The user automatically receives email when a

ticket is created.

Related topics

Add an All Ticket Owners label

Create a Service Desk staff role

Create the DefaultTicketOwners account

If you want your Service Desk staff to receive email notifications when new tickets are created, you can create a
DefaultTicketOwners user account.

You can then configure the Ticket Detail page to use that account as described in Configuring ticket settings.

To learn about email notifications, see About email notifications.

1.  Go to the User Detail page:

a.

b.
c.

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Settings, then click Users.
Select Choose Action > New.

2. At minimum, provide the following details:

Field Description

Login DefaultTicketOwners

Name DefaultTicketOwners

Email DefaultTicketOwners@mydomain.com
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Field Description

Password Enter a password

Confirm Password Enter the password again

Role No Access
Assign to Label All Ticket Owners
3. Click Save.

4. To assign this new user as the default ticket owner, choose the DefaultTicketOwners as described in
Configuring ticket settings.

i NOTE: The first default owner always remains the default owner of a ticket. For example, if you move
an existing ticket to another category with a different default owner, the default owner of the ticket
does not change.

Configuring email settings

You can set up an email notification strategy for a queue. If you have multiple queues, you can configure email
settings for each queue separately.

An email notification strategy is described in the System requirements.

By default, Service Desk automatically sends an email to alert your staff if a ticket remains in a particular state
too long. In addition, a ticket with a priority of High is escalated if it is not modified or closed within 30 minutes. To
change the escalation times and the list of tickets to which they apply, see Customize the Ticket Detail page.

In general, the appliance should never be configured to email itself. For example, if a queue's email address is
helpdesk@example.com, the helpdesk@Rexample.com email address should not be a valid selection for the
Category CC list or any of the settings where email addresses can be specified.

The following email notification strategy is used by most Quest KACE customers to prevent their staff from being
inundated with unnecessary notifications:

*«  When a ticket is created, all Service Desk staff receive email notification. To learn about email notification
caveats, see About email notifications.

«  After a Service Desk staff member takes ownership of a ticket, the remaining staff does not receive email
about the ticket unless it is escalated, although they can search for it.

»  The ticket submitter and owner are notified by email each time their ticket’s Stafe or Status changes.
*  The ticket owner is notified of any changes to the ticket.

+ Ifaticket is escalated, the ticket owner, and anyone else in the Category CC list, is notified.

About email notifications

When Service Desk tickets are created or changed, the appliance sends email notifications based on the ticket
submission method, Email on Events settings, and actions taken.

The following rules are applied to email notifications:

*  When tickets are submitted or modified through the Administrator Console or User Console, the
ticket submitter does not receive an email confirmation, unless New Ticket Via Portall is selected for
the Submitter in the Email on Events section on the Service Desk Queue Email Settings page (for more
information about queue-specific email settings, see Configure email triggers). Other users associated
with the ticket, such as the Owner, Approver, CC List, and Category CC, receive email notifications as
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specified in the Email on Events section of the Queue Detail page. See Configuring email triggers and
email templates for complete details.

*  When tickets are created through email, the ticket submitter receives an email confirmation. However, when
a ticket is modified by email, the submitter does not receive a confirmation.

+ Change notification email messages are intentionally delayed when tickets are changed. This delay is
designed to reduce the number of email notifications sent when changes are made. For example, a ticket
owner might add a comment and save the ticket, then make a second, immediate change to the ticket. Only
one change notification is sent.

NOTE: Email messages are prepended with: +++++ Please reply above this line to add a comment +
+4+++,

* When managed devices or user accounts are deleted from inventory, email notifications for any Service
Desk tickets related to those devices are suppressed to avoid unnecessary notifications.

About Ticket Rules

If the standard email behavior does not meet your needs, you can use Ticket Rules to change the behavior.
For more information about Ticket Rules, see Using Ticket Rules.

Many of the more complex Ticket Rules, such as modifying the behavior of email notifications, are published on
the Quest Support site, https://support.quest.com/contact-support.

About POP3 email accounts

You can configure the appliance to receive email from POP3 servers.
To do so, you need to:

+  Enable and configure an external SMTP server in the appliance network settings. See Use an external
SMTP server or Secure SMTP server.

«  Optional. Configure Service Desk email preferences. See Configure email preferences.

*  Configure SMTP server and POP3 settings in Service Desk ticket queues. See Configure queue-specific
email settings.

If you do not use a POP3 email server, you can use the KACE SMA's built-in SMTP server to accept incoming
email messages from your internal email server.

* IMPORTANT: The appliance POP3 email server must pass authentication information and the email
text itself as clear text.

Create and configure POP3 email accounts

You can create and configure POP3 email accounts for use by the Service Desk users and staff.
The two accounts are:
+  Support@mydomain.com. This email address is used to:
> Receive all new tickets when they are created.
> Allow users and Service Desk staff to automatically create and modify tickets.

> Serve as the email address to which your users can reply.
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https://support.quest.com/contact-support

The email delivered to this address is not read, but Service Desk staff is notified of the ticket changes resulting
from the email.

*  DefaultTicketOwners@mydomain.com. This email alias is used to:
> Allow Service Desk staff to communicate with each other.
> Allow the appliance to send automated email notification about new and open tickets.

1. Create Support@mydomain.com as a valid email address on your POP3 email server.

2. Configure DefaultTicketOwners@mydomain.com as the Service Desk staff email alias, and add all of your
Service Desk staff email addresses to it. This is the general-purpose email alias that your Service Desk
staff uses to communicate with each other.

3. If you want to use an external SMTP server used by the appliance, configure it on the Network Settings
page in the System Administration Console. See Change appliance network settings.

. TIP: If you want to use POP3 for Service Desk ticket emails, you can configure the POP3
1 settings on the queue level.

B

Optional. Configure Service Desk email preferences. See Configure email preferences.

o

If you want to use different SMTP or POP3 settings for each queue, you can specify them on the queue
level. See Configure queue-specific email settings.

Configure email preferences

You can create and configure preferences for the email sent to and from the Service Desk users and staff.

By default, the Service Desk is configured to use an internal SMTP server for sending ticket-related emails. You
have an option to use an external SMTP server, however, you must configure it in the appliance network settings.
For more information, see Change appliance network settings.

1. Go to the Service Desk Email Preferences page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Service Desk, then click Configuration.

On the Configuration panel, in the Email Configuration section, click Configure Service Desk
Email Preferences.

2. Onthe Service Desk Email Preferences page that appears, in the Outbound Email section, select the
Include "Reply above this line" text on outbound email communications check box.

It is recommended to use this feature to prevent the entire email chain from being added to each
comment.

3. Specify the text that you want to detect in the email subject. When the Service Desk receives a ticket-
related email with the specified subject, it will stop processing that email.

a. Inthe Inbound Email section, in the Ignore emails with following text in the subject field, type
the words that you want to detect. You can specify multiple entries, using a semi-colon as a
separator. For example: Out of Office;Mail Delivery Failure.

4. Configure the thresholds for all inbound email notifications during a specific period. When these levels are
reached, the Service Desk will stop sending email notifications.

NOTE: When the overall threshold is reached, notifications will pause for all tickets. If a per-ticket
threshold is reached, notifications will be paused only for the affected ticket. When the number of
email updates in the given period becomes lower than the configured threshold, the notifications will
resume.
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Option

Description

Total Emails

Received within the
interval of x minutes

5.

The maximum number of all emails the Service Desk receives and responds with
email notifications. The default value is 100 emails.

The time interval in minutes during which the specified number of emails are
received. The default value is one minute.

To disable this restriction, you can set to a high number such as 99999.

Configure the thresholds for inbound email notifications per ticket, during a specific period. When these
levels are reached, the Service Desk will stop sending email notifications.

Option

Description

Total Emails per Ticket

Received within the
interval of x minutes

6.

Click Save.

The maximum number of all emails the Service Desk receives for each ticket,
and responds with email notifications. The default value is 5 emails per ticket.

Specify the time interval in minutes during which the specified number of emails
for each ticket are received. The default value is one minute. To disable this
restriction, set this option to a high number such as 99999.

Next, you can configure POP3 email accounts for specific Service Desk queues. For more information, see
Configure queue-specific email settings.

Configuring email triggers and email templates

You can set up triggers that automatically send email from the appliance and use templates to set the content of
those email messages.

The Email on Events section determines which actions trigger an email to the various appliance users. Email
templates determine the content of the messages.

Timing of email messages

The following email events trigger the appliance to send email immediately:

Comment: The system sends email notifications for comments when users add comments and click
Submit on the ticket form. When users add comments and click Save on the ticket form, however, only the
Any Change notification is sent.

Ticket Closed: If the Satisfaction Survey is enabled, an email that describes the Satisfaction Survey is sent
immediately when tickets are closed.

The following email events trigger the appliance to send email every few minutes to prevent email overload:

Any Change
Owner Change
Status Change
Approval Change
Resolution Change
Escalation

SLA Violation

New Ticket Via Email
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Configure email triggers

You can configure email triggers for a queue. If you have multiple queues, you can configure the email triggers for
each queue separately.

1. Gotothe
a.

e oo

Service Desk Queue Detail page:

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Service Desk, then click Configuration.
On the Configuration panel, click Queues.
Display the Queue Detail page by doing one of the following:

Click the name of a queue.

Select Choose Action > New.

2. On the Queue Detail page, under Email Address, click Configure Queue Email Settings link to display the
Service Desk Queue Email Settings page.

3. Onthe Service Desk Queue Email Settings page, in the Email on Events section, select the options for
sending email when the specified events occur. Each column represents a type of Service Desk user (role)

and each row represents a ticket event.

Service Desk user (role) Description

Owner The person who is expected to resolve the ticket.

Submitter The person whose issue is being resolved.

Approver The person who can approve or reject the ticket for
processing.

Ticket CC One or more email addresses that are stored in the
CC field of the ticket.

Category CC One or more email addresses that are stored in
the CC List of the Category Value of the ticket. See
Configure CC lists for ticket categories.

Queue Owners One or more owners of the ticket queue, as specified

by the Owner label. This only applies to the New
Ticket Via Email and New Ticket via Portal events.

When a ticket event occurs, email is sent to the selected roles or users. For example, if you select the Any

Change box in the Owner column, email is sent to the ticket owner whenever the ticket is changed. For the
Comment and Ticket Closed triggers, email is sent immediately. For other ticket changes, however, email is
sent every few minutes to prevent email overload.

Option

NOTE: If users have the KACE GO mobile app installed on their smart phone or tablet, the system
sends push notifications for the selected Service Desk ticket events.

Description

Any Change

Any information on the ticket is changed.

Owner Change The ticket's Owner field is changed.
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Option

Description

Status Change

Comment

Approval Change
Resolution Change

Escalation

SLA Violation

Ticket Closed

New Ticket Via Email

New Ticket Via Portal

4. Click Save.
Related topics

Configuring Mobile Device Access

Configure email templates

The ticket's Status field is changed.

Information, attachments, or screen shots are added
to the ticket's Comments section. The system sends
email notifications for comments when users add
comments and click Submit on the ticket form.
When users add comments and click Save on

the ticket form, however, only the Any Change
notification is sent.

The ticket's approval status has changed.
The ticket's resolution has changed.

The ticket has not been updated to a stalled or
closed status within the escalation time defined by
the ticket priority.

The ticket has not been resolved by its due date.

The ticket's Status field is changed to Closed. This
event is used to present a Satisfaction Survey to
submitters. See Using the Satisfaction Survey.

A user sends an email message to the Service Desk
and a ticket is created.

A ticket is created through the User Console.

You can configure the email templates that Service Desk uses to generate email messages for a queue. If you
have multiple queues, you customize the email templates for each queue separately.

1. Go to the Service Desk Queue Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the

login information.

On the left navigation bar, click Service Desk, then click Configuration.
On the Configuration panel, click Queues.
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d. Display the Queue Detail page by doing one of the following:
= Click the name of a queue.
= Select Choose Action > New.

2. Onthe Queue Detail page, under Email Address, click Configure Queue Email Settings link to display the
Service Desk Queue Email Settings page.

3. Onthe Service Desk Queue Email Settings page, complete one of the following steps.
¢ To edit all email templates, click Customize All Emails.
* To edit a specific email template, in the Events area, in the row containing the email template
you want to edit, in the Customize Email column, click ./f’\.
4. On the page that appears, change one or more of the selected email templates, as required.

i NOTE: If the default text for any of the templates is changed, the email messages will not be
translated into different languages.

The following email template are available:

Ticket-related Description Default recipients
template

Ticket Escalated Used to send periodic notifications according to the =~ Owners, the ticket CC list, and
Escalation Time configured for the ticket priority in ticket Category CC list
the queue. For example, if tickets with the priority
of High have an Escalation Time of 30 minutes,
this email is sent every 30 minutes for High priority
tickets until the ticket priority changes or until the
ticket is closed.

Ticket Created Used to acknowledge that a ticket has been created Owners, Submitters

from Email through email.

Ticket Created Used to acknowledge that a ticket has been created Owners, submitters

from Portal through the User Portal.

Ticket Modified Used to notify recipients when ticket information is Owners and the ticket CC list

changed or added.

Comment Used to notify recipients that comments are added to Owners, submitters,
Submitted tickets. approvers, the ticket CC list,
and the ticket Category CC list

Ticket Closed Used to present a Satisfaction Survey to submitters ~ Submitters

when tickets are closed. See Using the Satisfaction

Survey.
Email Ticket Used to for messages that are forwarded using the ~ Manually entered by the
Manually Email Ticket action on Ticket Detail pages. sender

. TIP: If you use HTML/Markdown, the

1 S$ticket_fields_visible token must be enclosed
in the <pre> tag to prevent formatting, such
as line breaks, from being discarded. For
example:

<pre>Sticket fields visible</pre>
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Ticket-related Description Default recipients
template
SLA Violated Used to notify recipients that a ticket has remained None. Configurable on the
open past the due date calculated using the SLA Queue Detail page
(Service Level Agreement) settings and the ticket
priority.
Error-related template Description Recipients
Error Creating Ticket from Used to notify senders that the ticket could not be created for Submitters
Email reasons other than unknown email address.
Unknown Email Address Used to notify senders that the ticket could not be created Submitters

Response

because the submitter's email address is unknown.

Table 6. Tokens used in all email templates

Token

Description

$helpdesk_email

$helpdesk_name

$userui_url

The email address associated with the Service Desk queue. This
address is configured on the Queue Detail page.

The name of the Service Desk queue. This name is configured on
the Queue Detail page.

A link to the User Console. Access to the User Console requires
login credentials.

Table 7. Tokens used in ticket-related email templates

Token

Description

$change_desc

$last_attachment
$last_comment

$mobile_ticket_url

$process_description

$process_name

$process_status

A formatted representation of the changes that were made the
last time the ticket was saved, including both field changes and
comments.

The most recent attachment added to the ticket.

The most recent comment added to the ticket.

A link to the ticket KACE GO mobile app. When displayed in an email

on an Android or iOS mobile device, this links opens the associated
ticket in the KACE GO mobile app.

The process description. It can include important pre-requisites that
the users need to complete before proceeding to create a ticket
based on a process template.

The name of the process template.

The status of the process template such as Approval Required,
Approval Timed Out, Approval Received, Approval Rejected,
Process Cancelled, and Process Complete.
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Token

Description

$process_type

$summary

S$ticket_approver_email

S$ticket_approver_name

$ticket_approver_phone_home
S$ticket_approver_phone_mobile
S$ticket_approver_phone_pager
$ticket_approver_phone_work

$ticket_custom_X_label
$ticket_custom_X_value

$ticket_due_date

$ticket_escalation_minutes

$ticket_fields_visible

The type of the process. In a default installation, only the Service
Desk process type is included. You can create new process types,
as required. For example, you can create a process type for
accessing a specific application, or a group of applications. For more
information, see Define process types.

The current summary of the ticket.

The email address of the ticket approver. Having this address is
especially useful for Comments email notifications.

The name of the ticket approver.

L NOTE: The approver name and contact information is derived
from the USER record associated with the fields on the ticket.

Contact information for the ticket approver.
Contact information for the ticket approver.
Contact information for the ticket approver.
Contact information for the ticket approver.

The label and value used for a custom field, where X represents the
index number of the custom field.

For example, if a queue has a ticket field labeled, CUSTOM_5, and
that field is configured with the label Location Name, the system
replaces $ticket custom 5 label with the text, Location
Name. The token, $ticket custom 5 value is replaced with the
ticket value that was saved for the Location Name field, such as,
Topeka or Albuquerque.

By default, all ticket queues are configured with 15 custom fields, but
this number can be increased as needed.

i NOTE: Each queue can have different custom fields and
different email template configurations.

The due date as saved on the ticket. Administrators can override

automatic due dates with manual due dates if necessary.

The time, in minutes, between periodic notifications. This time is
determined by the Escalation Time configured for the ticket priority
in the queue. For example, if tickets with the priority of High have
an Escalation Time of 30 minutes, this email is sent every 30
minutes for High priority tickets until the ticket priority changes or
until the ticket is closed. This token is typically used in the Ticket
Escalated email template, to inform recipients of the frequency of
email notifications.

Include all the ticket fields that are visible for the user who is
forwarding the ticket by email.
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Token

Description

S$ticket_history

S$ticket_history_X

$ticket_id

$ticket_number

$ticket_owner_email

$ticket_owner_name

$ticket_owner_phone_home

S$ticket_owner_phone_mobile

$ticket_owner_phone_pager

S$ticket_owner_phone_work

$ticket_priority

$ticket_resolution

TIP: If you use HTML/Markdown, the $ticket_fields_visible
token must be enclosed in the <pre> tag to prevent
formatting, such as line breaks, from being discarded. For
example:

<pre>$ticket fields visible</pre>

The complete history of the ticket.

NOTE: For some tickets, the history information can become
very detailed and too large to send through email. If the
complete history is not needed, use Sticket history Xto
limit the number of records to include.

A specified number of records in the ticket history. X indicates the
number of records to include, beginning with the most recent.

A unique identifier assigned to the ticket, also called the ticket
number. Using this identifier is the primary method for users to
identify tickets.

A formatted version of the ticket ID. This version begins with TICK
followed by a minimum of five digits. For example, a ticket with ID
4321 is displayed as TICK:04321. This format is especially useful
in email Subject lines to make sure that email replies link to the
correct tickets.

The email address of the Service Desk administrator assigned to the
ticket.

The name of the Service Desk administrator assigned to the ticket.

NOTE: The owner name and contact information is derived

1 from the USER record associated with the fields on the ticket.

Contact information for the Service Desk administrator assigned to

the ticket.

Contact information for the Service Desk administrator assigned to
the ticket.

Contact information for the Service Desk administrator assigned to
the ticket.

Contact information for the Service Desk administrator assigned to
the ticket.

The priority assigned to the ticket. Default values include High,
Medium, and Low.

Information about what was done to resolve the ticket as described in
the ticket’'s Resolution field.

KACE Systems Management Appliance 13.2 Administrator Guide

Configuring email triggers and email templates

273



Token

Description

$ticket_status

$ticket_submitter_email

$ticket_submitter_name

$ticket_submitter_phone_home
S$ticket_submitter_phone_mobile
$ticket_submitter_phone_pager
S$ticket_submitter_phone_work
$ticket_title

$ticket_url

S$ticket_http_url

S$ticket_https_url

$userui_url

Token

The status of the ticket. Defaults include New, Opened, Closed,
Need More Info, Reopened, Waiting Overdue, Waiting on Customer,
and Waiting on Third Party.

The email address of the submitter.

The name of the submitter.

NOTE: The submitter name and contact information is derived
from the USER record associated with the fields on the ticket.

i
Contact information for the submitter.
Contact information for the submitter.
Contact information for the submitter.
Contact information for the submitter.

The title of the ticket as it appears on the Ticket Detail page.

A link to the ticket in the User Console. Access to the User Console
requires login credentials.

A link to the ticket in the User Console. This format is used for
backward compatibility on older systems. Access to the User
Console requires login credentials.

A secure link to the ticket in the User Console. Use this token if SSL
is enabled on your appliance. This ensures that links sent through
email work correctly.

A link to the home page of the User Console. Access to the User
Console requires login credentials.

Table 8. Tokens used in merged ticket email templates

Description

S$ticket_merged_number
$ticket_merged_title
S$ticket_merged_changer_name

$ticket_merged_url

The number of the merged ticket.
The title of the merged ticket as it appears on the Ticket Detail page.
The name of the user who merged the tickets.

A link to the merged ticket in the User Console. Access to the User
Console requires login credentials.
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Table 9. Tokens used in error-related email templates

Token Description

Serror_text Used to identify a problem processing the submitted tokens. This error appears when:
*  The system does not recognize a variable

» Avariable is recognized, but the user does not have permission to change the
field

* The variable attempts to change the approval status of the ticket but the user is
not the approver

$quoted_mail The content of the original email message.

$subject The subject of the original email message.

i NOTE: Tokens that are invalid are ignored and they are not replaced in email messages. For
example, if you add an unknown token such as $today, it is ignored, and it appears in the email
message as $today.

5. Optional: For each email template, create HTML-based content instead of using plain text.
a. Select Send as HTML to use a HTML-based email instead of plain text.

An HTML editor appears, with a full range of text editing options for formatting your
content, such as buttons for bold text, hyperlinks, lists, or text color.

b. Use the controls in the editor to format the template content. For example:
= To apply bold text to a text string, select it in the editor, and click B.

= Toadd images, click =, and provide the URL to the image file, a local file path, or simply drop the
image into the indicated area.

= You can also copy and paste screen shots directly into the text field.

= Anyimages you include this way are added as file attachments to the ticket. They are also
included in email communication, as applicable.

= Deleting an image from the text field does not remove the associated file attachment. You can
manage file attachments in the Attachments section of the ticket page. For more information,
see Add or delete screen shots and attachments from Service Desk tickets.

= To add external links, click .
= To embed externally hosted videos, click .
c. To quickly add a token, click $, and from the list that appears, select the applicable token.
See step 4 for more information about each token.
6. For each template, indicate how you want to handle email file attachments.

> To allow Service Desk to send file attachments, select Include attachments. Then, indicate which
attachments you want to send:

= Most recent change (if applicable): Include only the file attachments that are added with the
most recent ticket update.

= Last uploaded: Include the last uploaded file attachments.
= All: Include all file attachments.

¢ To prevent Service Desk from sending file attachments with ticket-related email, clear the
Include attachments check box.

7. Click Save.
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For instructions on how to configure the appliance to use SMTP email, see Configuring SMTP email servers.

Configure CC lists for ticket categories

You can automatically notify users, or groups of users, when tickets are filed in specified categories, such as
hardware, software, or networking. To do this, add email addresses to the CC List value of each ticket category.

Configuring the CC List values of ticket categories is useful if you want to notify users, or groups of users, when
tickets are filed in categories that interest them. For example, you could add all of your system administrators to
the CC List of the Network category to ensure that they are notified of networking issues as they arise.

If you have multiple queues, you configure the ticket category CC List values for each queue separately.

1. Go to the Service Desk Queue Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Service Desk, then click Configuration.
On the Configuration panel, click Queues.
d. Display the Queue Detail page by doing one of the following:
Click the name of a queue.
Select Choose Action > New.
2. In the Email on Events section, select all of the check boxes under the Category CC column. See Configure
email triggers.
3. Click Save.
4. Inthe Ticket Defaults section, click Customize These Values.
5. In the Category Values section, add email addresses to the CC List entries:

8 Click the Edit button in a category row: .rf*‘p.

b. Inthe CC List field, enter a default email address for the category. Use commas to separate email
addresses. To enter multiple email addresses, consider using a distribution list.

c. Click Save at the end of the row.
d. Repeat this process to add CC List entries for other categories.
6. Click Save at the bottom of the page.

Create a default email address for ticket owners. See Create the DefaultTicketOwners account.

Automatically add email addresses to ticket CC List fields

You can enable Service Desk to automatically add email addresses to the CC List field of tickets whenever those
addresses appear in the To and Cc fields of tickets submitted or updated through email.

When this setting is enabled, any email addresses in the To and Cc fields are automatically added to ticket CC
List fields unless those addresses are specified in the System Email Exclusion List. See Exclude addresses from
ticket CC List fields.

NOTE: If your Service Desk was created on an appliance running version 6.3 or earlier, this setting is
disabled by default. If the Organization component is enabled on your system, and you create a new
organization, however, the setting is enabled by default. The setting is also enabled on new KACE SMAs
running version 6.4 or later.

1. Go to the Service Desk Settings page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
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Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Service Desk, then click Configuration.

c. Onthe Configuration panel, click Settings.
2. Inthe Inbound Email section, select the check box next to Add email addresses from the CC List to ticket.
3. Click Save.

Configure the email exclusion list to prevent Service Desk from automatically adding unwanted email addresses
to ticket CC List fields. See Exclude addresses from ticket CC List fields.

Exclude addresses from ticket CC List fields

Service Desk can automatically add email addresses to ticket CC List fields when tickets are submitted or
updated through email. However, some addresses, such as distribution lists and general company email
addresses, should not be added automatically because they increase unnecessary email traffic. To prevent
Service Desk from adding unwanted email addresses, you can specify the email addresses you want to exclude.

The email exclusion list is an appliance-level setting. If the Organization component is enabled on your appliance,
the email exclusion list is applied to all organizations and Service Desk queues.

i NOTE: The email addresses associated with Service Desk queues are never automatically added to ticket
CC List fields, because sending messages to these addresses could result in new tickets being opened
inadvertently. You do not need to add these addresses to the exclusion list.

1.  Go to the Service Desk Settings page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Service Desk, then click Configuration.
On the Configuration panel, click Settings.

2. Inthe Inbound Email section, click Define System Email Exclusion List to display the Define System
Email Exclusion List page.

To add an email address to the list, click add: +
4. Inthe Add Email dialog, type an email address, then click Save.

The email address is added to the exclusion list.

Prevent email loops

When tickets are submitted or updated through email, Service Desk sends ticket notifications to respective
parties. However, if one or more users who receive such email reply with an automated Out of Office response,
Service Desk reacts with another ticket update and yet another email notification, potentially causing an infinite
email loop.

You can prevent the Service Desk from processing an email when an Out of Office response is received. You
also have an option to stop sending email notifications when a high number of incoming ticket-related emails is
detected. Any emails that cause the Service Desk to stop sending email notifications are logged.

1. Go to the Service Desk Email Preferences page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Service Desk, then click Configuration.
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c. On the Configuration panel, in the Email Configuration section, click Configure Service Desk
Email Preferences.

2. Specify the text that you want to detect in the email subject. When the Service Desk receives a ticket-
related email with the specified subject, it will stop processing that email.

a. Inthe Inbound Email section, in the Ignore emails with following text in the subject field, type
the words that you want to detect. You can specify multiple entries, using a semi-colon as a
separator. For example: Out of Office;Mail Delivery Failure.

3. Configure the thresholds for all inbound email notifications during a specific period. When these levels are
reached, the Service Desk will stop sending email notifications.

i NOTE: When the overall threshold is reached, naotifications will pause for all tickets. If a per-ticket
threshold is reached, notifications will be paused only for the affected ticket. When the number of
email updates in the given period becomes lower than the configured threshold, the notifications will

resume.
Option Description
Total Emails The maximum number of all emails the Service Desk receives and responds with
email notifications. The default value is 100 emails.
Received within the The time interval in minutes during which the specified number of emails are

interval of x minutes received. The default value is one minute.
To disable this restriction, you can set to a high number such as 99999.

4. Configure the thresholds for inbound email notifications per ticket, during a specific period. When these
levels are reached, the Service Desk will stop sending email notifications.

Option Description

Total Emails per Ticket The maximum number of all emails the Service Desk receives for each ticket,
and responds with email notifications. The default value is 5 emails per ticket.

Received within the Specify the time interval in minutes during which the specified number of emails
interval of x minutes for each ticket are received. The default value is one minute. To disable this
restriction, set this option to a high number such as 99999.

5. Click Save.

Configure the Cache Lifetime for
Service Desk widgets

Service Desk widgets available on the Dashboard page provide insight into the overall activity of your Service
Desk tickets. For example, you can view the number of active tickets sorted by their category or queue. For
performance reasons, underlying data for the Service Desk widgets is cached locally for a fixed duration. The
default minimum is 30 minutes. This can be increased as needed. You can force a data refresh for a specific
widget by clicking the refresh icon in the widget.

For more information about Dashboard widgets, see About Dashboard widgets.

1.  Go to the Service Desk Settings page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.
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b. On the left navigation bar, click Service Desk, then click Configuration.
c. Onthe Configuration panel, click Settings.

2. Under Service Desk Dashboard Widgets, in the Cache Lifetime field, specify the length of time in minutes
during which the data populating the Service Desk Dashboard widgets will be preserved in the database.
The minimum is 30 minutes.

3. Click Save.

Creating and managing organizations

If the Organization component is enabled on your appliance, you can create and manage separate
organizations, with separate inventory and settings, to meet your business needs.

* TIP: If the Organization component is enabled on your appliance, but you do not see the drop-down list in
1 the top-right corner of the Administrator Console next to the login information, there are two possibilities:
Either fast switching is not enabled, or your user role does not have permission to manage organizations.

TIP: See Enable fast switching for organizations and linked appliances.

About organizations

Organizations are logical instances of an appliance that run on a single appliance. Each organization is supported
by its own database, and you manage each organization’s inventory and other components separately.

For example, in a school environment, you could create one organization for teachers and another organization
for students. You could then automatically assign managed devices to each organization and manage them
separately. Further, you could assign organization-specific roles to administrators and users to control their
access to the appliance Administrator Console and User Console. Administrators in one organization would not
need to view the devices and inventory items in the other organization. You can add up to 50 organizations on a
single appliance.

For information about configuring general organization settings for the appliance, see Configure appliance
General Settings with the Organization component enabled.

About the Default organization

The organization named Default is the only organization that is available when you first set up the appliance. New
devices that are not assigned to an organization by a filter are assigned to the Default organization.

You can rename the Default organization and edit its settings as needed. See Add or edit organizations.

Tracking changes to organization settings

If History subscriptions are configured to retain information, you can view the details of the changes made to
settings, assets, and objects.

This information includes the date the change was made and the user who made the change, which can be useful
during troubleshooting. See About history settings.

Managing Organization Roles and User Roles

If the Organization component is enabled on your appliance, there are two types of roles: Organization Roles,
which are applied to organizations, and User Roles, which are applied to individual user accounts.
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If the Organization component is enabled on your appliance, there are two types of roles: Organization Roles,
which are applied to organizations, and User Roles, which are applied to individual user accounts.

This section describes the default Organization and User Roles, and explains how to manage Organization Roles.
For information about managing User Roles, see About user accounts and user authentication.

Available default roles

Default roles provide a variety of permission settings for organizations and users.

The following roles are available by default.

Role Description
Organization Organization Roles are supersets of permissions that are assigned to organizations,
Roles and they define the permissions that are available to organization users. For

example, if an organization is assigned an Organization Role that has the Distribution
tab hidden, users in that organization, including the Admin user, cannot access the
Distribution tab.

i NOTE: Organization Roles are available only on appliances with the
Organization component enabled.

Default Role The Default Role in the Organization Roles section has Write and Read permission
for all tabs. You can create additional Organization Roles, but you cannot edit or
delete the Default Role.

User Roles Roles assigned to users to control their access to the Administrator Console and
User Console. If the Organization component is enabled on your appliance, the
permissions available to these roles depends on the Organization Role assigned to
the organization.

Administrator The most powerful user role on the appliance. By default, users with the
Administrator role have permission to see or change information and settings.
This includes promoting or demoting other users by changing their roles. The
Administrator role cannot be altered or deleted. Assign this role only to trusted
administrators.

Staff members assigned the Administrator role have permission to manage and
modify Service Desk tickets from the Tickets tab in the Administrator Console,
though they might not be able to own tickets themselves.

Users with the Administrator role can also use the security, scripting, and
distribution features to resolve Service Desk tickets, then document the issues in the
Knowledge Base.

The Administrator role primarily interacts with the appliance through the
Administrator Console.

No Access Users with this role cannot log on to the Administrator Console or User Console.
Read Only This role has the ability to view but not change any information or settings in the
Administrator appliance. This role is useful for oversight personnel, such as supervisors.

This role primarily interacts with the appliance through the Administrator Console.

User Console This role is for appliance users. By default, this role has permission to create, view,
Only and modify Service Desk tickets.

This role interacts with the appliance exclusively through the User Console.
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Add or edit Organization Roles

You can add or edit Organization Roles as needed.

Before you create organizations, create the Organization Roles you want to assign to those organizations as
described in this section. Organization Roles define the permissions that are available to organization users.

1. Go to the Organization Role Detail page:

a. Login to the appliance System Administration Console, http://appliance_hosthame/
system, or select System from the drop-down list in the top-right corner of the page.

On the left navigation bar, click Organizations, then click Roles.
Display the Organization Role Detail page by doing one of the following:

= Click the name of a role.

= Select Choose Action > New.

» NOTE: You cannot edit the Default Role.

1
2. Provide the following information:
Option Description
Name (Required) Enter a name for the role.
Description (Optional) Enter a description of the role.

3. To assign Administrator Console permissions:

¢ In the Administrator Console Permissions section, click a component name to expand it, or
click Expand All to expand all components.

* To assign the same access level to all sections, select All Write, All Read, or All Hide.

¢ To assign different access levels to different sections, select the Custom option, then select an
access level in the drop-down list next to the name of each section.

4. To assign User Console permissions:

* Inthe User Console Permissions section, click the User Console link to expand the
permissions section.

* To assign the same access level to all sections of the User Console, select All Write, All Read,
or All Hide.

* To assign different access levels to different sections, select the Custom option, then select an
access level in the drop-down list next to the name of each section.

5. Click Save.

NOTE: If you assign the Hide permission to General and User Authentication under Settings, the

L]
1 Control Panel is hidden.

The role appears on the Roles page. When you add an organization, the role appears on the Role drop-down list.
See Adding, editing, and deleting organizations.

Duplicate Organization Roles

When you duplicate an Organization Role, its properties are copied into the new role. If you are creating a role
that is similar to an existing role, duplicating the role can be faster than creating a role from scratch.

1. Go to the Organization Role Detail page:
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a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Roles.
c. Click the name of a role.
2. Click Duplicate at the bottom of the page to duplicate the organization details.

The page refreshes.
3. Provide the following information:

Option Description
Name (Required) Enter a name for the role.
Description (Optional) Enter a description of the role.

4. To assign Administrator Console permissions:

¢ In the Administrator Console Permissions section, click a component name to expand it, or
click Expand All to expand all components.

* To assign the same access level to all sections, select All Write, All Read, or All Hide.

* To assign different access levels to different sections, select the Custom option, then select an
access level in the drop-down list next to the name of each section.

5. To assign User Console permissions:

¢ Inthe User Console Permissions section, click the User Console link to expand the
permissions section.

¢ To assign the same access level to all sections of the User Console, select All Write, All Read,
or All Hide.

¢ To assign different access levels to different sections, select the Custom option, then select an
access level in the drop-down list next to the name of each section.

6. Click Save.

Delete roles

With the exception of the Default Role, you can delete Organization Roles as needed. You cannot delete the
Default Role, and you cannot delete a role if it is assigned to an organization.

The following roles cannot be deleted:
+  the Default Role
« any roles assigned to an organization
* any roles associated with a label

1. Go to the Roles list:

a. Log in to the appliance System Administration Console, http: //appliance_hosthame/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Roles.
2. Select the check box next to one or more roles.
3. Select Choose Action > Delete, then click Yes to confirm.
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Adding, editing, and deleting organizations

You can add, edit, and delete organizations as needed. In addition, you can rename the Default organization and
edit its settings.

Add or edit organizations

You can add or edit up to 50 organizations on a single appliance.

When you add organizations, you need to assign them Organization Roles. You can use the Default Role, but
if you want to use a custom Organization Role, add that role before you add the organization. See Add or edit
Organization Roles.

1. Go to the Organization Detail page:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

On the left navigation bar, click Organizations, then click Organizations.
Display the Organization Detail page by doing one of the following:

= Click the name of an organization.
= Select Choose Action > New.
2. If you are adding an organization, provide the following information, then click Save.

Option Description

Name Enter a name for the organization. You can modify the name later if required. If the
fast switching option is enabled, this name appears in the drop-down list in the top-
right corner of the page. See Enable fast switching for organizations and linked

appliances.
Description A description of the organization. You can modify the description later if necessary.
Role The user role you want to assign to the organization. You can modify this selection
later if required.
i NOTE: To create a role, go to Organizations > Roles.

Client Drop Size A file-size filter for the organization's Client Drop location.

The Client Drop location is a storage area (Samba share) for the organization on

the appliance. This storage area is used to upload large files, such as application
installers and appliance backup files, to the appliance. Uploading files to the Client
Drop location is an alternative to uploading files through the Administrator Console
using the default HTTP mechanism, which can result in browser timeouts for large
files.

The Client Drop Size filter determines whether files uploaded to the organization's
Client Drop location are displayed on the Upload and Associate Client Drop File list
on the Software Detail page. For example, if the Client Drop Size filter is set to 1 GB,
the Upload and Associate Client Drop File list shows files that are 1 GB in size or
larger. Files that are less than 1 GB in size are not displayed on the list.

Application files are moved from the organization's Client Drop location to the
appropriate area when the file is selected on the Software Detail page and saved.
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Option

Description

Appliance backup files that are placed in the Client Drop location are automatically
identified as appliance backup files, and they become available for selection on the
Backup Settings page within five minutes.

If you have multiple organizations, each organization has its own Client Drop location
and Client Drop Size filter setting. See Copy files to the appliance Client Drop
location.

3. Add, edit, or view the following information:

Option Description

Name Modify the name of the organization as needed. If the fast switching option is
enabled, this name appears in the drop-down list in the top-right corner of the page.
See Enable fast switching for organizations and linked appliances.

Locale The language to use for the organization’s Administrator Console and User

Virtual Host Name

Virtual Host IP

Description
Database Name

Report User

Report User
Password

Role

Client Drop Size

Console.

A unique domain name for this organization. When this field is configured, and

you log in to the appliance from the specified location, the appliance selects this
organization automatically, and you only need to provide your user credentials. If
you use Security Assertion Markup Language (SAML) login, the configured virtual
host name logs you directly into that organization's Identity Provider (IdP). For more
information about SAML login, see Configure SAML for single sign on.

A unique IP address for this organization. When this field is configured, and you log
in to the appliance from the specified location, the appliance selects this organization
automatically, and you only need to provide your user credentials. If you use SAML
login, the configured virtual host IP address logs you directly into that organization's
IdP. For more information about SAML login, see Configure SAML for single sign on.

A description of the organization. You can modify the description later if necessary.
(Read-only) Displays the name of the database the organization is using.

(Read-only) The username used to generate reports. The report username provides
access to the database (for additional reporting tools), but does not give write access
to anyone.

The report user password. This password is used only by the reporting system and
MySQL.

The user role you want to assign to the organization. You can modify this selection
later if required.

i NOTE: To create a role, go to Organizations > Roles.

A file-size filter for the organization's Client Drop location.

The Client Drop location is a storage area (Samba share) for the organization on

the appliance. This storage area is used to upload large files, such as application
installers and appliance backup files, to the appliance. Uploading files to the Client
Drop location is an alternative to uploading files through the Administrator Console
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Option Description

using the default HTTP mechanism, which can result in browser timeouts for large
files.

The Client Drop Size filter determines whether files uploaded to the organization's
Client Drop location are displayed on the Upload and Associate Client Drop File list
on the Software Detail page. For example, if the Client Drop Size filter is set to 1 GB,
the Upload and Associate Client Drop File list shows files that are 1 GB in size or
larger. Files that are less than 1 GB in size are not displayed on the list.

Application files are moved from the organization's Client Drop location to the
appropriate area when the file is selected on the Software Detail page and saved.

Appliance backup files that are placed in the Client Drop location are automatically
identified as appliance backup files, and they become available for selection on the
Backup Settings page within five minutes.

If you have multiple organizations, each organization has its own Client Drop location
and Client Drop Size filter setting. See Copy files to the appliance Client Drop
location.

Filters The filters you want to use to assign new devices to the organization when devices
check in to the appliance. To select multiple filters, use Ctrl-click or Command-click.

Devices (Read-only) Displays the number of devices assigned to the organization.

4. Specify the following settings:

i NOTE: To reduce the load on the appliance, limit the number of Agent connections to 500 per hour.
The number of connections that appears next to the inventory, scripting, and metering intervals,
applies to the current organization only. If the Organization component is enabled on your appliance,
the total number of Agent connections for all organizations should not exceed 500 per hour.

Option Suggested Notes

Setting

Agent Enabled Whether the appliance stores scripting results provided by Agents installed

Logging on managed devices. Agent logs can consume as much as 1GB of disk
space in the database. If disk space is not an issue, enable Agent Logging
to keep all log information for Agent-managed devices. These logs can
be useful during troubleshooting. To save disk space, and enable faster
Agent communication, disable Agent Logging.

Agent Debug Enabled If selected, this option allows you to record the Agent's debug trace. This

Trace information allows administrators to monitor the Agent's performance, and
to diagnose common problems.

Agent 12 hours The frequency at which Agents on managed devices report inventory. This

Inventory information is displayed in the Inventory section.

Agentless 1 Day The frequency at which Agentless devices report inventory. This

Inventory information is displayed in the Inventory section.

Catalog 24 hours The frequency at which managed devices report inventory to the Software

Inventory Catalog page.

Metering 4 hours The frequency at which managed devices report metering information
to the appliance. Requires metering to be enabled on devices and
applications.
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Option Suggested Notes
Setting
Scripting 4 hours The frequency at which Agents on managed devices request updated
Update copies of scripts that are enabled on managed devices. This interval does
not affect how often scripts run.
Max As required The maximum download speed, as required. Choose from the available
Download options.
Speed
Process 1 hour The maximum length of time the agent process run before being
Timeout terminated. For more details, visit https://support.quest.com/kb/177093/
how-to-allow-more-time-for-a-kace-script-to-run-before-it-times-out-.
Disable Wait Disabled If selected, this option stops the agent from executing bootup tasks.
for Bootup
Tasks
Disable Wait Disabled If selected, this option stops the agent from executing login tasks.
for Login
Tasks

5. In the Agent Status Icon Settings section, specify the following settings:

Option Suggested Notes
Setting

Agent Status Enabled If selected, this option allows you to display the agent status on managed
Icon On devices.
Device
Agent Enabled If selected, this option allows you to suspend the agent's activity on
Snooze on managed devices using the system tray (Windows) or menu bar (Mac OS).
Device

i NOTE: Some critical background tasks are still allowed to run,

including inventory, replication tasks, and urgent alerts.

Agent 1 snooze The maximum number of times you can snooze the agent each day on
Snooze Max managed devices.
Count (per
day)
Agent As required Use this section to display links in the KACE Agent menu on agent-
Status Icon managed devices. You can specify up to ten links. Standard Uniform
Shortcuts Resource Identifier (URI) links are supported, such as https, ssh, and

ftp URLs. To add a link:

T Click ==

2. Inthe Display Name column, type the text that you want to display in
the menu. For example, My FTP link.
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Option Suggested Notes
Setting

3. Inthe URL column, type the fully qualified URL address. For
example, https://www.quest.com/. The URL supports the
following replacement variables:

$(KACE_SYS_DIR)

°  $(KACE_MAC_ADDRESS)

$
$(KACE_KUID)

©  $(KACE_APP_DIR)
$(KACE_DATA DIR)
$(KACE_AGENT_VERSION)

(
(
(
(
(
(
(
(
(
(

$(KACE_IP_ADDRESS)
$(KACE_SERVER_URL)
$(KACE_SERVER)
KACE_COMPANY_NAME)

For complete information about these and other replacement variables,
see Token replacement variables.

You can use the column headings to sort the list. In the KACE Agent
menu, the links appear in the order they are listed on this page.

: NOTE: Any changes that you make in this section take effect only after the KACE Agent on the
managed device reconnects to the appliance, either by restarting each individual agent, or the

appliance.

6. In the Notify section, specify the message to use for Agent communications:

Option Suggested Setting

Notes

Agent Splash Default text:

Page Message KACE Systems Management

Appliance is verifying your PC
Configuration and managing
software updates. Please
Wait...

Agent Splash As required
Bitmap

Disable Bootup Disabled
Splash

Disable Login Disabled
Splash

The message that appears to users when
Agents are performing tasks, such as
running scripts, on their devices.

The path to an existing .bmp file that you
want to use as the splash logo.

If selected, this option stops the agent
from displaying the boot-up splash logo.

If selected, this option stops the agent
from displaying the login splash logo.

7. In the Agentless Settings section, specify communications settings for Agentless devices:

Option Description
SSH Timeout The time, in seconds, after which the connection is closed if there is no activity.
SNMP Timeout The time, in seconds, after which the connection is closed if there is no activity.
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Option Description

Retry Attempts The number of times the connection is attempted.
WinRM Timeout The time, in seconds, after which the connection is closed if there is no activity.

VMware Timeout = The amount of time in seconds to wait for a connection to the VMware vSphere API
service running on a VMware host.

8. Inthe Agentless Settings section, specify communications settings for Agentless devices:

Option Description

SSH Timeout The time, in seconds, after which the connection is closed if there is no activity.
SNMP Timeout The time, in seconds, after which the connection is closed if there is no activity.
Retry Attempts The number of times the connection is attempted.

WinRM Timeout The time, in seconds, after which the connection is closed if there is no activity.

VMware Timeout = The amount of time in seconds to wait for a connection to the VMware vSphere API
service running on a VMware host.

9. Click Save.

The organization is added. If fast switching is enabled, and the default admin account passwords for the
System and for your organizations are the same, you can switch between organizations and the System
using the drop-down list in the top-right corner of the page. To see new organizations in the list, you need to
log out of the Administrator Console and then log back in. In addition, if the option to require organization
selection at login is enabled at the System level, the organization is available in the drop-down list on the
Administrator Console login page, http://appliance hostname/admin, where appliance_hostname
is the hostname of your appliance.

NOTE: For new organizations, the password for the default admin account is the same as the
password for the default admin account at the System level. This is assigned automatically. To
change the admin account password, edit the admin user account.

NOTE: However, be aware that organizations with different admin account passwords are not
available for fast switching using the drop-down list in the top-right corner of the page.

For more information about System-level settings, see Configure appliance General Settings with the
Organization component enabled.

Related topics
Managing organization filters
View appliance logs

Managing user accounts for organizations

Configure Two-Factor Authentication for organizations

Two-Factor Authentication (2FA) provides stronger security for users logging into the appliance by adding an
extra step to the login process. It relies on the Google Authenticator app to generate verification codes. The app
generates a new six-digit code at regular intervals. When enabled, end users will be prompted for the current
verification code each time they log in.
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To download the Google Authenticator app, visit one of the following sites, as applicable:
» Android devices: https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
» iOS devices: https://itunes.apple.com/ca/app/google-authenticator/id388497605?mt=8

You can enable or disable 2FA access to the Administrator Console and User Console for one or more
organizations using the System Administration Console, as described below. Alternatively, you can enable 2FA
access to the Administrator Console and User Console for all users in an organization using the Two-Factor
Authentication page in the Administrator Console For more information, see Enable Two-Factor Authentication
for all users.

1. Go to the Organizations list page:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Organizations.

2. On the Organization list page that appears, select one or more organizations for which you want to
configure 2FA.

3. To enable 2FA for all users in the selected organizations in the Administrator Console, click Choose Action
> Two-Factor Authentication > Admin Portal > Required for all Users.

4. Todisable 2FA for all users in the selected organizations in the Administrator Console, click Choose
Action > Two-Factor Authentication > Admin Portal > Not Required.

5. To enable 2FA for all users in the selected organizations in the User Console, click Choose Action > Two-
Factor Authentication > User Portal > Required for all Users.

6. To disable 2FA for all users in the selected organizations in the User Console, click Choose Action > Two-
Factor Authentication > User Portal > Not Required.

Delete organizations

You can delete organizations as needed. However, if you have a single organization on your appliance, you
cannot delete that organization until you add another one. The appliance must always have at least one
organization available.

1. Go to the Organization Detail page:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Organizations.
c. Click the name of an organization.
2. Select Choose Action > Delete, then click Yes to confirm.

The organization, including information in the organization database, is removed from the appliance.

Customizing the logos used for the User Console and
organization reports

You can change the logo displayed on the User Console and in organization reports to match your company
branding.

The User Console, and the reports you run when logged in to the organization through the Administrator
Console, use the Quest logo by default. To upload your own logo, see the Logo Overrides section in Configure
appliance General Settings without the Organization component.
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Managing user accounts for organizations

Organization user accounts enable users to access the features of the Administrator Console, User Console,
and Service Desk based on their roles assigned to their accounts.

You can use LDAP servers for user authentication, or you can add and edit user accounts manually. See:
*  Managing organization user accounts
+ Managing System-level user accounts

* Using an LDAP server for user authentication

Use caution when changing the password for the default admin account of an
organization. Organizations whose admin account passwords differ are not available for fast
switching using the drop-down list in the top-right corner of the page.

See Enable fast switching for organizations and linked appliances.

Managing organization filters

Organization filters assign devices to organizations when devices are inventoried.

Organization filters are similar to labels, but they serve a specific purpose: Organization filters automatically
assign devices to organizations when devices are inventoried.

There are two types of organization filters:

« Data Filter: Assigns devices to organizations automatically based on search criteria. When devices are
inventoried, they are assigned to the organization if they meet the criteria. This filter is similar to Smart
Labels in that it assigns devices to organizations automatically if they match specified criteria.

* LDARP Filter: Assigns devices to organizations automatically based on LDAP or Active Directory interaction.
When devices are inventoried, the query runs against the LDAP server. If devices meet the criteria, they are
automatically assigned to the organization.

To add or edit organization filters, see:
* Add or edit organization Data Filters
«  Add or edit organization LDAP Filters

After you add a filter, you can associate it with an organization on the Organization Detail page. See Adding,
editing, and deleting organizations.

How organization filters work

Organizations can use multiple filters, but the same filter cannot be assigned to multiple organizations.
Organization filters run according to the following rules:

*  When devices are inventoried, one or more filters runs against them. If there are multiple filters, they run
according to the Order or Evaluation Order number in the filter details.

» If devices match the criteria, they are assigned to the organization.

+ If devices do not match the criteria, they are assigned to the Default organization. An administrator can
then manually move devices from the Default organization to the appropriate organization. See Redirect
devices.
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Add or edit organization Data Filters

You can add or edit organization Data Filters to automatically assign devices to organizations.
1. Go to the Organization Filters Detail page:

a. Log in to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Filters.
Display the Organization Filter Detail page by doing one of the following:

Click the name of a filter.
Select Choose Action > New Data Filter

2. Provide the following information:

Option Description

Enabled Whether the filter is enabled. Filters have to be enabled before they can be applied.
Name The name of the filter. This name appears on the Organization Filters list.
Description A description of the filter.

Order The run order of the filter. Filters run according to the number specified. Low numbers

run before high numbers.
3. Inthe Device Filter Criteria section, select filter criteria:
a. Select a device attribute in the left-most drop-down list in the top row.

For example: IP Address.

i TIP: The appliance supports both IPv6 (Internet Protocol version 6) and IPv4 addresses.

b. Select a condition in the second drop-down list.
For example: contains.
c. Inthe text box, enter a value for the attribute.

For example, to find devices from a specified IP address range, such as the entire subnet
67.18.250.255, use the percent sign (%) as a wildcard as follows: 67.18.250.%.

d. Optional: To add attributes, select an operator, such as [and ], in the left-most drop-down list of
the second row.

The fields in the row become active.
e. Optional: To add rows to the criteria section, click Add Criteria.
An additional row appears.
4. Click Save.

Add or edit organization LDAP Filters

You can add LDAP Filters to automatically assign devices to organizations using LDAP criteria.
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NOTE: If the LDAP server requires credentials for administrative login (that is, non-anonymous login),

supply those credentials. If user name and password are not provided, the tree lookup is not performed.
Each LDAP Filter might connect to a different LDAP server.

1. Go to the Organization Filters Detail page:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

On the left navigation bar, click Organizations, then click Filters.
Display the Organization Filter Detail page by doing one of the following:

= Click the name of a LDAP filter.
= Select Choose Action > New LDAP Filter

2. Provide the following information:

Option Description

Enabled Whether the filter is enabled. Filters have to be enabled before they can be applied.
Name The name of the filter. This name appears on the Organization Filters list.
Description A description of the filter.

Evaluation Order

The run order of the filter. Filters run according to the number specified. Low numbers
run before high numbers.

3. Specify LDAP criteria:

Option Description
LDAP Server The IP address or the hostname of the LDAP server. If the IP address is not valid, the
appliance waits to timeout, resulting in login delays during LDAP authentication.
i NOTE: To connect through SSL, use an IP address or hostname. For
example: Idaps://hostname.
Port The LDAP port number, which is usually 389 (LDAP) or 636 (secure LDAP).
Base Dn The LDAP criteria used to filter the main location for devices.

Advanced Search

LDAP Login

This criteria specifies a location or container in the LDAP or Active Directory
structure, and the criteria should include all the devices that you want to identify.
Enter the most specific combination of OUs, DCs, or CNs that match your criteria,
ranging from left (most specific) to right (most general). For example, this path might
lead to the container with devices that you want to identify:

OU=computers, DC=company, DC=com.

The search filter. For example:
(& (objectCategory=Computer) (sAMAccountName=KBOX COMPUTER NAME) )

The credentials of the account the appliance uses to log in to the LDAP server to read
accounts. For example:

LDAP Login:CN=service account,CN=Users, DC=company, DC=com.

If no username is provided, an anonymous bind is attempted. Each LDAP Label can
connect to a different LDAP or Active Directory server.
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Option Description

LDAP Password The password of the account the appliance uses to log in to the LDAP server.

During the filter processing, the appliance will replace all KBOX_ defined variables with their
respective runtime values.

Currently supported variables for organization device filters:

KBOX COMPUTER NAME
KBOX COMPUTER DESCRIPTION
KBOX COMPUTER MAC

KBOX COMPUTER IP

KBOX USER

KBOX USER DOMAIN

KBOX DOMAINUSER

Should the external server require credentials for administrative login (aka non-anonymous login) please
supply those credentials. If no LDAP user name is given then an anonymous bind will be attempted. Each
LDAP filter may connect to a different LDAP/AD server.

i NOTE: To test your Filter, replace any KBOX_ variables with real values. Click Test and review the
results.
4. Click Save.

Test organization filters

You can test organization filters to verify that they produce expected results.
1.  Go to the Organizations Devices list:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Devices.
2. Click the Test Organization Filter tab above the list on the right side of the page.
3. Select afilter in the Select a Filter drop-down list.
4. Click Test.

Test results are displayed. If necessary, you can refilter the devices displayed in the list. See Filter
devices.

NOTE: If you do not see any devices listed in the test results, either no existing devices match the

1 criteria, or the criteria are invalid. To edit the criteria, see Add or edit organization Data Filters.

Delete organization filters

You can delete organization filters provided that they are not associated with an organization.
1. Go to the Organizations list:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Organizations.
2. If the filter is associated with an organization:

a. Click the name of an organization to display the Organization Detail page.

b. In the Filters field, click the x next to the filter you want to delete.

c. Atthe bottom of the page, click Save.

Filters are updated only after you click Save.
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The filter is no longer associated with the organization.
3. Click Organizations > Filters to display the Organization Filters page.
4. To delete a filter, do one of the following:

e Select the check box next to one or more filters, then select Choose Action > Delete.
e Click the linked name of a filter, then on the Organization Filter Detail page, click Delete.

5. Click Yes to confirm.

Managing devices within organizations

You can search for, filter, and redirect, devices assigned to organizations.

Using Advanced Search

If you need more granularity than keyword searches provide, you can use Advanced Search. Advanced Search
enables you to specify values for each field in the inventory record and search the entire inventory listing for that

value.

For example, if you need to know which devices have a particular version of BIOS installed to upgrade only those
affected devices, you can search for BIOS information. See Searching at the page level with advanced options.

* TIP: You can apply filters to devices displayed in search results.

Filter devices

If you have organization filters, you can filter devices to verify that the filters are being applied correctly.

1. Go to the Organization Devices list:
a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b.  On the left navigation bar, click Organizations, then click Devices.
2. Select the check box next to one or more devices.
3. Select Choose Action > Apply Filter.

The selected devices are checked against existing filters. If devices were reassigned to
organizations, the new organization name appears next to the old organization name in the
Organization column.

Redirect devices

You can redirect, or manually reassign, devices to organizations as needed.

For example, a device that has been assigned to organization A can be manually redirected to organization B so
that it appears in the organization B inventory.

1. Go to the Organization Devices list:

a. Log in to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Organizations, then click Devices.

2. Select the check box next to one or more devices.
3. Select Choose Action > Assign, then select an organization name to redirect the selected devices to the
organization.
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Understanding device details

The Device Details page in the System-level Organizations section provides details about devices that are
assigned to organizations.

To access the Device Details page in the Organizations section, go to the appliance System level and select
Organizations > Devices, then select a device name in the list. For information about device details, see
Managing inventory information.

Running single organization and consolidated
reports

If the Organization component is enabled on your appliance, and if you have multiple organizations on your
appliance, you can run single-organization reports for each organization separately. In addition, you can run
consolidated reports that provide information for all organizations in a single report.

For information on report creation, see Creating reports.

Importing and exporting appliance
resources

You can transfer resources among organizations on an appliance, and if you have multiple appliances, you can
transfer resources among appliances as well.

About importing and exporting resources

Resources, such as Managed Installations and Smart Labels, can be imported and exported among organizations
and appliances.

If you have multiple KACE SMAs, you can transfer resources among them using the built-in Samba share
directories on the appliances. In addition, if the Organization component is enabled on your appliance, you can
transfer resources among organizations. This is useful for resources, such as scripts, that are created for one
organization, but that might be useful to other organizations as well.

You can import and export the following resources:
*  Notifications
* Managed Installations
* Reports
+  Scripts
*  Smart Labels
+  Software

. Service Desk processes, ticket queues, and ticket rules
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Transferring resources among appliances
using Samba share directories

You can use Samba share directories as staging areas to transfer resources among appliances.

To do this, export the resources from one appliance, then import them to a different appliance.

Export resources from an appliance

Export resources from an appliance to make those resources available for import to other appliances.
1. Log in to the Administrator Console of the appliance where the resources are located.
2. Enable Samba share file sharing.

See Enable file sharing at the System level.

3. Go to the Share Resources list:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Settings, then click Resources.
c. Onthe Resources Panel, click Export.

»>

Optional: To filter the list, use the View By drop-down list and Search field, which appear above the table
on the right.

For example, select a resource in the View By drop-down list to display only that resource category,
or enter a term in the Search field to display items that match that term.

i

Select the check box next to one or more resources.
6. Do one of the following:

Choose Action > Export to Local Share

Choose Action > Export to Network Share

NOTE: Select Export to Network Share to save the data to a shared location that exists on the
network and can be accessed from other devices. Select Export to Local Share to save the data to a
location on a device that is only accessible from that device.

7. Optional: On the Annotate Exported Resource(s) page, enter any additional information in the Note field.
8. Click Save.

The exported resources first appear on the Resource Sharing Status page with a Status of New
Request.

When the export is complete, the Status changes to Completed. The exported resources are available on the
Samba share for import. See Import resources to organizations.

Most import and export tasks take only a moment to complete, but very large resources take more time.

Import resources to an appliance

You can import resources to appliances as needed.
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You have exported resources from an appliance. See Transferring resources among appliances using Samba
share directories.

1. To view the Samba share location, do one of the following:

¢ If the Organization component is not enabled on your appliance, select Settings > Security
Settings.

* If the Organization component is enabled on your appliance, select an organization in the
drop-down list in the top-right corner of the page, then select Settings > General Settings.

2. Using a third-party file copying utility, copy the resources from the exporting appliance Samba share to the
importing appliance Samba share.

3. Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or, if the
Show organization menu in admin header option is enabled in the appliance General Settings, select an
organization in the drop-down list in the top-right corner of the page next to the login information.

4. On the importing appliance, select Settings > Resources to display the Resources panel.

5. Click Import to display the Import Appliance Resources page, which shows all of the appliance resources
available to import.

6. Select Choose Action > Import from Network Share to display the Import Resources From SAMBA
Directory page.

7. Select the resources to import, then click Import Resources.

The imported resources first appear on the Resource Manager Queue page with a Status of New
Request.

When the import is complete, the Status changes to Completed. The imported resources are available and listed
on their respective tabs, such as Reporting.

Most import and export tasks take only a moment to complete, but very large resources take more time.

Transferring resources among organizations

If the Organization component is enabled on your appliance, you can transfer resources among organizations by
exporting them from one organization and importing them into other organizations.

Export resources from organizations

Export resources from organizations to make those resources available for import to other organizations.
1. In the top-right corner of the page, select the organization you want to export resources from.
2. Go to the Export Resources list:
a. On the left navigation bar, click Settings, then click Resources.
b. On the Resources Panel, click Export.

The Export Resources page appears, listing all of the organization resources available for export.
3. Select the check box next to one or more resources.

4. Select Choose Action > Export to Local Share or Export to Network Share to display the Annotate
Exported Resource(s) dialog.

5. Optional: Enter any additional information in the Note field.
6. Click Save.

The exported resource first appears on the Resource Manager Queue page with a Status of New
Request.

When the export is complete, the Status changes to Completed. The exported resources are available for other
organizations on your appliance to import. For instructions, see Import resources to organizations.

Most import and export tasks take only a moment to complete, but very large resources take more time.
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Import resources to organizations

You can import resources to organizations as needed.
You have exported resources from an organization. See Transferring resources among organizations.

To import appliance resources from another appliance, follow the instructions in Transferring resources among
appliances using Samba share directories.

1. In the drop-down list in the top-right corner of the page, select the organization to which you want to import
resources.
2. Go to the Import Resources list:
a. On the left navigation bar, click Settings, then click Resources.
b. On the Resources Panel, click Import.
3. Select the check box next to one or more resources.
4. Select Choose Action > Import from Local Share.

The imported resource first appears on the Resource Sharing Status page with a Status of New
Request.

When the import is complete, the Status changes to Completed. The imported resources are available and listed
on their respective tabs, such as Reporting.

Most import and export tasks take only a moment to complete, but very large resources take more time.

Managing exported resources at the System
level

If the Organization component is enabled on the appliance, you can manage exported or shared resources at the
System level.

This provides access to resources that have been exported or made available for sharing from any organization
on the appliance.

View or delete shared resources

If the Organization component is enabled on your appliance, you can view resources that have been exported
from any organization on the appliance.

1.  Go to the Shared Resources list:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Settings, then click Resources.
c. Click Shared.
2. To delete a resource:
a. Select the check box next to one or more resources.
b. Select Choose Action > Delete, then click Yes to confirm.
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Move shared resources from the local appliance to network
locations

If the Organization component is enabled on your appliance, you can move shared resources from the local
appliance to a network share.

1. Go to the Shared Resources list:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Settings, then click Resources.
c. Click Shared.
2. Select Choose Action > Export to Network Share, then click Yes to confirm.

View or delete the status of resource exports

If the Organization component is enabled on your appliance, you can view the status of resources that have been
exported from any organization at the System level.

Status information is automatically deleted after 24 hours, but you can delete the status manually as needed.

1.  Go to the Resource Sharing Status list:

a. Login to the appliance System Administration Console, http://appliance_hostname/
system, or select System from the drop-down list in the top-right corner of the page.

b. On the left navigation bar, click Settings, then click Resources.
c. On the Resources Panel, click Status.
2. To delete a status:
a. Select the check box next to a status.
b. Select Choose Action > Delete, then click Yes to confirm.
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Managing inventory

You can use the appliance to manage devices, software, processes, and services in inventory.

Using the Inventory Dashboard

The Inventory Dashboard provides an overview of managed devices for the selected organization (if applicable),
or the appliance.

If the Organization component is enabled on the appliance, and you are logged in to the Administrator Console
(http://appliance_hostname/admin), the Inventory Dashboard shows information for the selected
organization.

You can access the Inventory Dashboard if one or more roles associated with your user account grants access to
this dashboard. If you want to hide it, edit your user roles, as needed. For more information, see Add or edit User
Roles.

* TIP: The appliance updates the summary widgets periodically. To update most of the widgets any time,

click the Refresh button in the upper right of the page: c To update most individual widgets, hover over
the widget, then click the Refresh button above the widget. Some widgets may require additional steps.

About the Inventory Dashboard widgets

Inventory Dashboard widgets provide overviews of managed devices for the organization or appliance, as
selected.

This section describes the widgets available on the Inventory Dashboard. If the Organization component is
enabled on your appliance, the widgets show the information for the selected organization at the Admin level and
for the appliance at the System level.

This dashboard provides a high-level overview of your device usage. Use it to quickly review the state of your
devices and look for any indicators that can improve your device inventory. For example, you can focus on the
device disk capacity and reassign resources where they are most needed.

Widget Description

Device Reports This widget contains links to common inventory reports. Use them to quickly generate
a specific report, such as Devices by memory, Devices by OS, and others.

Connections This widget shows the number of connections to the appliance web server. A high
number indicates a high load on the server, which might reduce appliance response
time. If the Organization component is enabled on your appliance, the widget shows
the information for the selected organization.

Device Check-In This widget displays the number of devices that have connected to the appliance in
Rate the past 60 minutes. If the Organization component is enabled on your appliance, this
widget is available at the System level.
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Widget

Description

Provisioning

Shortcuts

Agent Version
Counts

Inventory Counts

Devices by Disk
Capacity

Managed Operating
Systems

Provision Platforms

Devices By
Manufacturer

Devices By Model

Devices By
Memory

Devices By
Processor

Devices By
Subtype

VMware Device
Counts

This widget shows the status of KACE Agent provisioning or installation tasks. If
the Organization component is enabled on your appliance, the widget shows the
information for the selected organization.

This widget contains links to common Inventory pages and wizards. Use them to
quickly navigate to specific pages, such as the Agent Provisioning Assistant, the
Discovery Schedules page, and others.

This widget show the counts of agents for each version. This information can be
useful during an upgrade.

This widget displays the counts of devices associated with each device management
method, such as Agent Managed, Agentless, and others. It also shows the number of
Agents that have been updated in the last eight hours.

This widget shows a donut chart, where each section of the chart indicates the
percentage of free disk space on the managed devices. Clicking the widget title
displays a report with links to the associated devices. Hovering over each section
of the chart displays the percentage of managed devices that have the selected
percentage of free disk space. For example, if you hover over the red part of the
chart, the widget displays the percentage of devices whose free disk space is lower
than 25%.

This widget shows the percentage of managed devices that are running each
operating system. If the Organization component is enabled on your appliance, this
widget shows the percentage of devices in the selected organization.

This widget shows the percentage of operating systems installed on Agent-managed
devices. If the Organization component is enabled on your appliance, the widget
shows the information for the selected organization.

This widget shows the top device manufacturers represented in device inventory.
If the Organization component is enabled on your appliance, this widget shows the
percentage of devices in the selected organization.

This widget shows the top device models represented in the device inventory. If
the Organization component is enabled on your appliance, this widget shows the
percentage of devices in the selected organization.

This widget shows a bar chart, where each bar represents a number of devices that
have an indicated amount of RAM installed on them.

This widget shows a bar chart, where each bar represents a number of devices that
have a specific processor configuration.

This widget shows a donut chart, where each section of the chart indicates the
percentage of the managed devices by device subtype.

This widget shows the counts of each VMware device type, such as vCenters, ESXi
hosts, virtual machines, and provisioned virtual machines. Clicking the widget title
displays the Devices list page.
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Widget Description

VMware Device This widget contains links to five popular VMware inventory reports. Clicking the
Reports widget title displays the Reports list page with the Virtual Infrastructure filter applied.
VMware ESXi This widget displays a donut chart showing the current status of ESXi devices. There

Device By Status are four possible values: OK, Warning, Error and Unknown. Clicking the widget title
displays a new VMware inventory report that lists all ESXi devices by current status.

VMware ESXi This widget shows the counts of the top five ESXi versions. Clicking the widget title
Version Counts displays a new VMware inventory report that shows all ESXi devices by version.

Customize the Inventory Dashboard

You can customize the Inventory Dashboard to show or hide widgets as needed.
1. Go to the Inventory Dashboard.

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Dashboard.
2. Hover over the widget, then use any of the following buttons:

C’: Refresh the information in the widget.
'ﬂ': Display information about the widget.
llll: Hide the widget.

rA ) )

#_l: Resize the widget.

+: Drag the widget to a different position on the page.

3. Click the Customize button in the top-right corner of the page to view available widgets.
4. To show a widget that is currently hidden, click Install.

Using Device Discovery

Use device Discovery to identify devices that are connected to your network and to retrieve information about
those devices.

Use Discovery Results to label devices or add devices to inventory.

About Device Discovery and device
management

Devices that can be discovered include laptops, desktops, servers, mobile devices, virtual devices, printers,
network devices, wireless access points, routers, switches and more.
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These devices can be discovered even if they do not have the KACE Agent installed on them. You can run
Discovery scans on-demand or schedule scans to run at specific times.

Discovery Results show the availability and details of devices. After devices are discovered, you can add devices
to inventory by:

+ Installing the KACE Agent on devices. The KACE Agent can be installed on Windows, Mac®, Red Hat®,
SUSE®, and Ubuntu® devices. See Provisioning the KACE Agent.

+ Enabling Agentless management for devices. Agentless management is especially useful for devices
that cannot have the KACE Agent installed, such as devices with unsupported operating systems. See
Managing Agentless devices.

Tracking changes to Discovery settings

If History subscriptions are configured to retain information, you can view the details of the changes made to
settings, assets, and objects.

This information includes the date the change was made and the user who made the change, which can be useful
during troubleshooting. See About history settings.

Discovering devices on your network

To discover devices, you can scan your network by creating a Discovery Schedule. The Discovery Schedule
specifies the protocols to use during the scan, the IP Address range to be scanned, and the frequency of the
scan.

Depending on what you want out of a discovery scan and what devices you are working with, you can choose
from various Discovery types.

* Quick "what and where" Discovery: See Add a Discovery Schedule to perform a quick "what and where"
scan of your network.

« Thorough Discovery: You can use this type of discovery to get more device information than what is
available from the "what and where" type. See Add a Discovery Schedule for a thorough scan of managed
Windows, Mac, Linux, and UNIX computers.

+ External Integration Discovery: A different type of thorough discovery that is aimed at certain computer
devices that are not Windows-, Mac Os X-, or Linux-based. For more information, see:

Add a Discovery Schedule for a KACE Cloud Mobile Device Manager device
Add a Discovery Schedule for a G Suite device
Add a Discovery Schedule for an Workspace ONE device
*  Non-computer Discovery: See Add a Discovery Schedule for SNMP-enabled non-computer devices.

You can scan for devices across a single subnet or multiple subnets. You can also define a scan to search for
devices listening on a particular port.

When adding Discovery Schedules, you should balance the scope of the scan (the number of IP addresses

you are scanning) with the depth of the probe (the number of attributes you are scanning), so that you do not
overwhelm the network or the appliance. For example, if you need to scan a large number of IP addresses
frequently, keep the number of ports, TCP/IP connections, and so on, relatively small. As a rule, scan a particular
subnet no more than once every few hours.
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Add a Discovery Schedule to perform a quick "what and
where" scan of your network

Use one of the available schedules to quickly obtain Discovery Results that show the availability of devices.
This type of Discovery scans for any device type in your network: managed computers or non-computer devices.

If you want to add an Nmap Discovery Schedule, there are several issues to consider. See Things to take into
consideration with Nmap discovery.
1. Go to the Discovery Schedule Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Discovery Schedules.
c. Select Choose Action > New.
2. Select the Discovery Type to display the form with the options for the selected type.

Depending on the type you select, the following options appear before the Notify section:
Ping. DNS Lookup and Ping discovery options appear.
Socket. DNS Lookup and Socket discovery options appear.
Active Directory. DNS Lookup and Active Directory discovery options appear.

External Integration [KACE Cloud Mobile Device Manager, G Suite, Workspace ONE]. KACE
Cloud Mobile Device Manager, G Suite, and Workspace ONE discovery options appear.

NOTE: Any devices discovered through External Integration such as KACE Mobile Device
Manager, G Suite, Workspace ONE devices do not count toward the appliance license limit.

Authenticated [WinRM, SNMP, SSH, VMware, Hyper-V]. DNS Lookup, Relay, WinRM, Hyper-V,
VMM, SNMP, SSH, and VMware discovery options appear.

Nmap. DNS Lookup and Nmap discovery options appear.
Custom. DNS Lookup, Ping, Nmap, WinRM, SNMP, SSH, and VMware discovery options appear.
3. Inthe Name field, enter a name for the scan.

This name appears on the Discovery Schedules page.

4. Inthe IP Address Range field, enter an IP address range to scan. Use hyphens to specify individual
IP address class ranges. For example, type 192.168.2-5.1-200 to scan for all IP addresses between
192.168.2-5.1 and 192.168.2-5.200, inclusive.

i TIP: The appliance supports both IPv6 (Internet Protocol version 6) and IPv4 addresses.

A maximum of 25,000 IP addresses is supported. If you specify an IP range that
results in more than 25,000 addresses, a warning appears when you attempt to save the
provisioning schedule.

5. Select the Discovery options. The options that appear depend on the Discovery Type you have chosen:

Option Item Description

DNS Lookup Enable Discovery to identify the name of the device. DNS Lookup
is important if you want device names to appear in the Discovery
Results and Inventory lists. You can select the DNS Lookup options
for each Discovery type.
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Option

Item

Description

Relay

Ping

Socket

Active Directory

Name Server
for Lookup

Timeout

Relay Device

TCP Port List

UDP Port List

The hostname or IP address of the name server.

- TIP: The appliance supports both IPv6 (Internet Protocol
version 6) and IPv4 addresses.

The time, in seconds, after which a DNS lookup expires. If an
address is not found during this time, the process “times out.”

Enable a KACE Agent to act as a tunnel WinRM, SSH and SNMP
traffic to the agent connection protocol for WinRM, SSH and SNMP
discovery schedules, agentless inventory, and agent provisioning.

Specify the device that you want to use as a relay for agentless
device inventory.

A relay device that is used during discovery as a relay is used for
agentless inventory, when a new device is provisioned automatically
from discovery results.

Selected relay devices are listed on the following pages:

*  Onthe Agentless Device Connection Details page, when a
new device is provisioned automatically from discovery results.
For more information about this page, see Enable Agentless
management by entering device information manually.

*  On the Provisioning Schedule Detail page, when agent
provisioning is initiated from discovery results. For more
information, see Install the KACE Agent on a device or multiple
devices.

*  On the Agentless Device Connection Details page, when a
new device is provisioned automatically from discovery results.
For more information about this page, see Enable Agentless
management by entering device information manually.

Perform a ping test during the network scan. During this test,
the appliance sends a ping test to determine whether a system
responds.

Perform a connection test during the network scan. During this test,
the appliance sends a packet to the port to determine whether the
port is open.

Enable a port scan using TCP (Transmission Control Protocol). Use
a comma to separate each port number.

Enable a port scan using UDP (User Datagram Protocol). Use a
comma to separate each port number.

Enable the appliance to check for device information on an Active
Directory server. During Active Directory scans, the status is
indicated as an approximate percentage instead of the number of
devices scanned.
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Option Item Description
Use Secure Enable the appliance to use a secure port for LDAP communication.
LDAP
(LDAPS)
Privileged The username of the administrator account on the Active Directory
User server. For example, username@example.com.
Privileged The password of the administrator account on the Active Directory
User server.
Password
Search The criteria used to search for devices. This criteria specifies a
Context location or container in the Active Directory structure to be searched.

KACE Cloud
Mobile Device
Manager

G Suite

Tenant Name

Credentials

Auto Provision
Devices

Discover
Chrome
Devices

Discover
Mobile
Devices

Credentials

Enter the most specific combination of OUs, DCs, or CNs that match
your criteria, ranging from left (most specific) to right (most general).
For example: DC=company,DC=com

This option allows you to access mobile devices such as smart
phones and tablets connected to the KACE Cloud Mobile Device
Manager (MDM). You must obtain a tenant name and a Secret
Key from the KACE Cloud MDM in order to access the devices
associated with it.

The name of the tenant on the KACE Cloud MDM associated with
the devices that you want to manage.

The details of the account that is used to connect to the KACE Cloud
MDM device. Select an existing credential from the drop-down list, or
select Add new credential to add a new credential, as required.

For more information, see Add and edit Secret Key credentials.

If selected, all mobile devices discovered in the next scan are added
to inventory.

» NOTE: Use this option with care, to avoid expanding your

1 inventory to an unexpected extent.

Working with G Suite devices requires credentials that grant the
appliance access to a Google Apps Domain using the Admin SDK
API. You must obtain a Client ID and a Client Secret from Google so
that you can get an approval code for the appliance to use.

If selected, any Chrome devices will be discovered in the next scan.

If selected, any G Suite mobile devices will be discovered in the next
scan.

The details of the account that is used to connect to the Chrome
device. Select an existing credential from the drop-down list, or

select Add new credential to add a new credential, as required.
The selected credential must have an approval code that can be
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Option

Item

Description

Workspace ONE

WinRM, Hyper-V,
VMM

Auto Provision
Devices

Host

REST API
Key

Credentials

Auto Provision
Devices

Timeout

Require
Kerberos

Scan for
Hyper-V
and Virtual
Machine
Manager

Port

associated with the appropriate device type. For example, if you
want to discover G Suite mobile devices, you cannot use a credential
whose approval code is generated for Chrome devices.

For more information, see Add and edit Google Workspace
credentials.

If selected, all Chrome and mobile devices discovered in the next
scan are added to inventory.

i NOTE: Use this option with care, to avoid expanding your
inventory to an unexpected extent.

VMware® Workspace ONE® is an enterprise-level mobility

management platform that allows you to manage a wide range of

different device types.

The host name of the Workspace ONE administration console.

The REST API key, available in the Workspace ONE administration
console. The key must be provided to enable integration with
Workspace ONE through API calls.

The details of the service account required to connect to the device
and run commands. Select an existing credential from the drop-
down list, or select Add new credential to add a new credential, as
required.

See Add and edit User/Password credentials.

If selected, all Workspace ONE devices discovered in the next scan
are added to inventory.

» NOTE: Use this option with care, to avoid expanding your
inventory to an unexpected extent.

WinRM is the connection type to use for Windows devices.

The time, in seconds, up to 1 minute, after which the connection is
closed if there is no activity.

If selected, Kerberos is required for authentication. NTLM will not be
used as an alternative when Kerberos is unavailable.

Using Kerberos requires DNS Lookup to be enabled in the same
discovery configuration. The DNS Server is also required in the local
appliance network settings.

If selected, the appliance imports a Microsoft Hyper-V or System
Center Virtual Machine Manager infrastructure using agentless
management. For more information about this feature, see Add a
Discovery Schedule for a Microsoft Hyper-V or System Center Virtual
Machine Manager.

If this field is left blank, the default port 5985 is used.
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Option

Item

Description

SNMP

SSH

Credentials

SNMP Full
Walk

Timeout

Maximum
Attempts

The details of the service account required to connect to the device
and run commands. Select an existing credential from the drop-
down list, or select Add new credential to add a new credential, as
required.

See Add and edit User/Password credentials.

SNMP (Simple Network Management Protocol) is a protocol for
monitoring managed devices on a network.

Enable a Full Walk of data in the MIB (management information
base) on devices. If this option is cleared, the appliance does a Bulk
GET, which searches three core OIDs (object identifiers). When
selecting this option, be aware that a Full Walk can take up to 20
minutes per device. The default, Bulk GET, takes approximately one
second and acquires all of the information needed for Discovery.

- IMPORTANT: SNMP inventory walk does not support non-
English characters on Windows devices. If it encounters
non-English characters, the SNMP inventory process
reports an error and stops loading inventory information.

The time, in seconds, after which the scan ends if no response is
returned.

The number of times the connection is attempted.

Credentials(SNMPeldetails of the SNMP v1/v2 credentials required to connect to

v2)

the device and run commands. Select an existing credential from
the drop-down list, or select Add new credential to add a new
credential, as required.

See Add and edit SNMP credentials.

Credentials(SNMmPe3jletails of the SNMP v3 credentials required to connect to

Timeout

Try SSH2
Connection

the device and run commands. Select an existing credential from
the drop-down list, or select Add new credential to add a new
credential, as required.

See Add and edit SNMP credentials.

Use the SSH protocol with authentication.

IMPORTANT: Discovery though SSH is not supported for
Windows devices.

IMPORTANT: After a Discovery Schedule is saved, you
cannot change SSH to SNMP authentication.

The time, up to 5 minutes, after which the connection is closed if
there is no activity.

Enable the SSH2 protocol for connecting to and communicating with
devices.
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Option

Item

Description

VMware

Nmap

Credentials

Timeout

Credentials

Timeout

Fast Scan

Nmap
Operating
System
Detection
(Best Guess)

TCP Port
Scan

UDP Port
Scan

Use SSH2 if you want device communications to be more secure
(recommended).

The details of the service account required to connect to the device
and run commands. Select an existing credential from the drop-
down list, or select Add new credential to add a new credential, as
required.

See Add and edit User/Password credentials.
The time after which the scan ends if no response is returned.

The details of the service account required to connect to the device
and run commands. Select an existing credential from the drop-
down list, or select Add new credential to add a new credential, as
required.

See Add and edit User/Password credentials.

NOTE: Running more than one of the four Nmap discovery
types at a time, although possible, is not recommended. It can
extend the length of a run and can cause erratic OS detection
results.

The time after which the scan ends if no response is returned.

Enable the appliance to quickly scan 100 commonly used ports. If
this option is cleared, all available TCP ports are scanned, which can
take much longer than the fast scan.

Enable the appliance to detect the operating system of the device
based on fingerprinting and port information. This option might
increase the time required for the scan.

Enable a port scan using TCP (Transmission Control Protocol) of
1000 commonly used TCP ports. If this option is cleared, and UDP is
selected, the appliance performs a UDP scan. If both TCP and UDP
are cleared, the appliance uses a TCP scan.

If you select this option, Quest recommends that you set the Timeout
value to 10 minutes to decrease the likelihood of erroneous results.

Do not combine this scan with the Fast Scan option. Doing so results
in only 100 commonly used ports being scanned.

Enable a port scan using UDP (User Datagram Protocol) of up to
1000 UDP ports. UDP scans are generally less reliable, and have
lower processor overhead, than TCP scans because TCP requires
a handshake when communicating with devices whereas UDP
does not. However, UDP scans might take longer than TCP scans,
because UDP sends multiple packets to detect ports, whereas TCP
sends a single packet.

If you select this option, Quest recommends that you set the Timeout
value to 30 minutes to decrease the likelihood of erroneous results.
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Option

Item Description

Do not combine this scan with the Fast Scan option. Doing so results
in only 100 commonly used ports being scanned.

If this option is cleared, the appliance does not scan ports using
UDP.

Optional: Enter an email address for being notified of when the discovery scan completes. The email

includes the name of the discovery schedule.

Specify the scan schedule:

* TIP: To maintain the scan inventory without scanning, set the schedule of the scan configuration
to None.

Option

Description

None
Every n hours

Every day/specific
day at HH:MM

Run on the nth
of every month/
specific month at
HH:MM

Run on the nth
weekday of every
month/specific
month at HH:MM

Custom

Run in combination with an event rather than on a specific date or at a specific time.
Run at a specified interval.

Run daily at a specified time, or run on a designated day of the week at a specified
time.

Run on the same day every month, or a specific month, at the specified time.

Run on the specific weekday of every month, or a specific month, at the specified
time.

Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* *x k* *x %

| | | | +————day of week (0-6) (Sun=0)
| | | +—————month (1-12)

| | +——day of month (1-31)

| +——hour (0-23)

+————minute (0-59)

Use the following when specifying values:
* Spaces (): Separate each field with a space.

«  Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

« Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

*  Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalentto 1, 2, 3, 4, 5, which indicates
Monday through Friday.

« Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.
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Option Description

Examples:

. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day

. 0011,6 * Run at 00:00 on January 1 and June 1

. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30

. 0 2 */2 * * Run every other day at 02:00

View Task Click to view the task schedule. The Task Schedule dialog box displays a list of
Schedule scheduled tasks. Click a task to review the task details. For more information, see
View task schedules.

8. Click Save.
Related topics
About Discovery Results
View and search Discovery Results
Stop a running discovery scan

Delete Discovery Schedules

Things to take into consideration with Nmap discovery

For successful outcomes with Nmap discovery, there are some issues to consider and best practices to adopt to
improve speed and accuracy and to avoid problems.

Best practices for improving the speed and accuracy of discovery
To improve the speed and accuracy of Nmap discovery:

* Avoid using DNS Lookup. DNS Lookup can slow down scan times by up to 500 percent if you specify an
invalid or unreachable IP address for the DNS.

* Run one discovery type at a time. Although it is possible to run multiple discovery types simultaneously,
doing so can extend the length of a run and can cause erratic OS detection results.

+ Select Nmap Operating System Detection (Best Guess) if you are unsure what to run. This selection
can give you a reasonable view into your subnet or subnets. At a minimum, using Best Guess can identify
what OSs are on what devices. If you do not get the expected results, for example if some devices appear
with unknown as the Operating System, try increasing the timeout value and rerunning the discovery.

+ Discovery does not work correctly through a VPN. Use another source for access to the devices.

Issues that can impede discovery

Be aware that devices that are offline or otherwise inaccessible at the time of a scan are ignored because they
appear to be nonexistent.

If you know that there are devices that should be reported, but are not, they are either:
+  Being blocked by a firewall
*  Actively blocking pings
*  Actually offline (no power)

«  Thwarting fingerprinting, through various methods.

KACE Systems Management Appliance 13.2 Administrator Guide 311
Add a Discovery Schedule to perform a quick "what and where" scan of your network



Some devices, typically security devices, hide themselves from view, or misrepresent themselves to avoid
detection.

Troubleshooting unknown operating systems
If the Operating System appears as unknown in the Discovery Results list page:

*  Check to see if the Nmap checkmark is present in the Nmap column. If not, the device was offline during
the scan, and the operating system could not be determined.

»  If the Nmap checkmark is present, but the Operating System is unknown, the most likely cause is a firewall
that is blocking the ports that Nmap is using to determine what OS is running on the device.

For example, if you scan using only UDP ports 7 and 161, the device appears online with the Nmap
checkmark displayed. However, the Operating System appears unknown, because UDP ports alone are not
sufficient to determine what OS is running on the device.

Add a Discovery Schedule for a thorough scan of managed
Windows, Mac, Linux, and UNIX computers

To scan your network for devices and capture information about devices, you use Discovery Schedules. After
devices are discovered using the Active Directory or Authenticated discovery type, you can add those discovered
devices to inventory.

1. Go to the Discovery Schedule Detail page:

a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Discovery Schedules.
c. Select Choose Action > New.
2. Select the Discovery Type to display the form with the options for the selected type.
Depending on the type you select, the following options appear before the Notify section:
Active Directory. DNS Lookup and Active Directory discovery options appear.

Authenticated [WinRM, SNMP, SSH, VMware, Hyper-V]. DNS Lookup, Relay, WinRM, Hyper-V,
VMM, SNMP, SSH, and VMware discovery options appear.

3. Inthe Name field, enter a name for the scan.

This name appears on the Discovery Schedules page.
4. Inthe IP Address Range field, do one of the following:

* If you select the Active Directory Discovery Type, enter the IP address of the Active Directory
server to be scanned.

* Enter an IP address range to scan. Use hyphens to specify individual IP address class
ranges.For example, type 192.168.2-5.1-200 to scan for all IP addresses between 192.168.2-5.1
and 192.168.2-5.200, inclusive.

* TIP: The appliance supports both IPv6 (Internet Protocol version 6) and IPv4 addresses.

A maximum of 25,000 IP addresses is supported. If you specify an IP range
that results in more than 25,000 addresses, a warning appears when you attempt to
save the provisioning schedule.

5. Select the Discovery options. The options that appear depend on the Discovery Type you have chosen:
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Option

Item

Description

DNS Lookup

Relay

Active
Directory

Name Server
for Lookup

Timeout

Relay Device

Use Secure
LDAP
(LDAPS)

Privileged
User

Privileged
User
Password

Enable Discovery to identify the name of the device. DNS Lookup is
important if you want device names to appear in the Discovery Results
and Inventory lists. You can select the DNS Lookup options for each
Discovery type.

The hostname or IP address of the name server.

* TIP: The appliance supports both IPv6 (Internet Protocol version 6)
and IPv4 addresses.

The time, in seconds, after which a DNS lookup expires. If an address is
not found during this time, the process “times out.”

Enable a KACE Agent to act as a tunnel WinRM, SSH and SNMP traffic
to the agent connection protocol for WinRM, SSH and SNMP discovery
schedules, agentless inventory, and agent provisioning.

Specify the device that you want to use as a relay for agentless device
inventory.

A relay device that is used during discovery as a relay is used for
agentless inventory, when a new device is provisioned automatically from
discovery results.

Selected relay devices are listed on the following pages:

*  On the Agentless Device Connection Details page, when a new
device is provisioned automatically from discovery results. For more
information about this page, see Enable Agentless management by
entering device information manually.

»  On the Provisioning Schedule Detail page, when agent provisioning
is initiated from discovery results. For more information, see Install
the KACE Agent on a device or multiple devices.

»  On the Agentless Device Connection Details page, when a new
device is provisioned automatically from discovery results. For more
information about this page, see Enable Agentless management by
entering device information manually.

Enable the appliance to check for device information on an Active
Directory server. During Active Directory scans, the status is indicated as
an approximate percentage instead of the number of devices scanned.

Enable the appliance to use a secure port for LDAP communication.

The username of the administrator account on the Active Directory server.
For example, username@example.com.

The password of the administrator account on the Active Directory server.
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Option Item

Description

Search
Context

WinRM,
Hyper-V,
VMM

Timeout

Require
Kerberos

Scan for
Hyper-V
and Virtual
Machine
Manager

Port

Credentials

SSH

Timeout

Try SSH2
Connection

Credentials

The criteria used to search for devices. This criteria specifies a location or
container in the Active Directory structure to be searched. Enter the most
specific combination of OUs, DCs, or CNs that match your criteria, ranging
from left (most specific) to right (most general). For example:

DC=company, DC=com.

WinRM is the connection type to use for Windows devices.

The time, in seconds, up to 1 minute, after which the connection is closed
if there is no activity.

If selected, Kerberos is required for authentication. NTLM will not be used
as an alternative when Kerberos is unavailable.

Using Kerberos requires DNS Lookup to be enabled in the same discovery
configuration. The DNS Server is also required in the local appliance
network settings.

This field is only used if you want to monitor a a Microsoft Hyper-V or
System Center Virtual Machine Manager infrastructure. Ensure this option
is cleared. For more information about this feature, see Add a Discovery
Schedule for a Microsoft Hyper-V or System Center Virtual Machine
Manager.

If this field is left blank, the default port 5985 is used.

The details of the service account required to connect to the device and
run commands. Select existing credentials from the drop-down list, or
select Add new credential to add credentials not already listed.

See Add and edit User/Password credentials.

Use the SSH protocol with authentication.

IMPORTANT: Discovery though SSH is not supported for
Windows devices.

NOTE: After a Discovery Schedule is saved, you cannot change
SSH to SNMP authentication.

The time, up to 5 minutes, after which the connection is closed if there is
no activity.

Enable the SSH2 protocol for connecting to and communicating with
devices.

Use SSH2 if you want device communications to be more secure
(recommended).

The details of the service account required to connect to the device and
run commands. Select existing credentials from the drop-down list, or
select Add new credential to add credentials not already listed.
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Option Item

Description

See Add and edit User/Password credentials.

6. Optional: Enter an email address for being notified of when the discovery scan completes. The email
includes the name of the discovery schedule.

7. Specify the scan schedule:

* TIP: To maintain the scan inventory without scanning, set the schedule of the scan configuration
to None.
Option Description
None Run in combination with an event rather than on a specific date or at a specific time.

Every n hours

Every day/specific
day at HH:MM

Run on the nth
of every month/
specific month at
HH:MM

Run on the nth
weekday of every
month/specific
month at HH:MM

Custom

Run at a specified interval.

Run daily at a specified time, or run on a designated day of the week at a specified
time.

Run on the same day every month, or a specific month, at the specified time.

Run on the specific weekday of every month, or a specific month, at the specified
time.

Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* *x k* *x %

| | | | +————day of week (0-6) (Sun=0)
| | | +————month (1-12)

| | +————day of month (1-31)

| +——hour (0-23)

+—— minute (0-59)

Use the following when specifying values:
+ Spaces ( ): Separate each field with a space.

»  Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

+ Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

* Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalentto 1, 2, 3, 4, 5, which indicates
Monday through Friday.

» Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.
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Option Description
Examples:
. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day
. 0011,6 * Run at 00:00 on January 1 and June 1
. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30
. 0 2 */2 * * Run every other day at 02:00
View Task Click to view the task schedule. The Task Schedule dialog box displays a list of
Schedule scheduled tasks. Click a task to review the task details. For more information, see
View task schedules.
8. Click Save.

Related topics

About Discovery Results

View and search Discovery Results

Stop a running discovery scan

Delete Discovery Schedules

Obtain a Client ID and Client Secret for use in discovering

Chrome devices

Working with Chrome devices requires credentials that grant the appliance access to a Google Apps Domain
using the Admin SDK API. You must obtain a Client ID and a Client Secret from Google so that you can get an

approval code for the appliance to use.

*  You have a Google Apps for Business domain or Google Apps for Education domain, with Chrome Device
Management support.

*  You have a Google User admin account that is a member of the business or education domain. The

account must be assigned the super user role.

*  You have a Google account that can be used as your developer account in this procedure. This account

does not have to be the same as the admin account, nor does it have to be a member of the business or
education domain.

The appliance is enabled to import device information about devices and users from a Google Apps Domain when
the appliance has access to the Admin SDK API. Part of the credentialing process requires setting up a Google
project, enabling the Admin SDK API from within it, and creating a Client ID and Client Secret.

1. Sign in to your developer account at https://console.developers.google.com/.
2. Create a project.

a.
b.
c.
d.
e.

Click Projects in the left navigation bar.

Click Create Project to display the New Project dialog.

Type a project name

Use the auto-generated Project ID or type a unique ID of your choice.
Click Create.

The Project Dashboard for the new project appears.
3. Enable the Admin SDK API.

a.

Click APIs & auth in the left navigation bar to expand the section, and click APlIs.
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b.

c.
4. Create an

a0 ow

o

Find Admin SDK under Browse APlIs, and click the OFF Status button on the far right of the line to
toggle the status to ON and enable the API.

Read and agree to the terms of service and click Accept.
OAuth Client ID and Client Secret.

NOTE: Quest recommends that you create a separate Client ID for each appliance that is configured
to discover Chrome devices.

In the APIs & auth section of the left navigation bar, click Credentials.
In the OAuth section, click Create new Client ID to display the Create Client ID dialog.
Click Configure consent screen to display the Consent screen dialog.

Select your email from the EMAIL ADDRESS drop-down list, type the name of your product in
PRODUCT NAME, and click Save to return to the Create Client ID dialog.

Select Installed application.
Select Other as the Installed Application Type, and click Create Client ID.

The Credentials page displays the created Client ID and Client Secret.
Make note of the Client ID and Client Secret values.

The values are needed when you configure authorization credentials in the appliance for
Chrome device discovery.

Add a Third Party Discovery Schedule to scan your network for G Suite devices and capture information about
those devices. See Add a Discovery Schedule for a G Suite device.

Add a Di

scovery Schedule for a KACE Cloud Mobile Device

Manager device

If you use the KACE Cloud Mobile Device Manager (MDM) to manage access to smart phones and tablets, you
can discover managed mobile devices using discovery scheduling. To scan your network for KACE Cloud MDM
devices and capture information about those devices, add an External Integration Discovery Schedule.

i NOTE: A

1. Gotothe
a.

b.
c.
2. Select the

ny KACE Cloud MDM devices discovered using this method do not count toward the appliance

license limit.

Discovery Schedule Detail page:

Log in to the appliance Administrator Console, https: //appliance_hostname/admin. Or,

if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

On the left navigation bar, click Inventory, then click Discovery Schedules.
Select Choose Action > New.
Discovery Type to display the form with the options for the selected type, in this case External

Integration [KACE Cloud Mobile Device Manager, G Suite, Workspace ONE].
3. Inthe Name field, enter a name for the scan.

This nam

e appears on the Discovery Schedules page.

4. Expand KACE Cloud Mobile Device Manager and select the Discovery options.

Option

Description

Tenant Name

Credentials

The name of the tenant on the KACE Cloud MDM associated with the devices that
you want to manage.

The details of the account that is used to connect to the KACE Cloud MDM device.
Select an existing credential from the drop-down list, or select Add new credential to
add a new credential, as required.
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Option Description

For more information, see Add and edit Secret Key credentials.

Auto Provision If selected, all mobile devices discovered in the next scan are added to inventory.

Devices . . . . . .
NOTE: Use this option with care, to avoid expanding your inventory to an

1 unexpected extent.

5. Optional: In the Notify section, enter an email address for being notified of when the discovery scan
completes. The email includes the name of the discovery schedule.

6. Specify the scan schedule:

. TIP: To maintain the scan inventory without scanning, set the schedule of the scan configuration
to None.
Option Description
None Run in combination with an event rather than on a specific date or at a specific time.
Every n hours Run at a specified interval.

Every day/specific Run daily at a specified time, or run on a designated day of the week at a specified
day at HH:MM time.

Run on the nth Run on the same day every month, or a specific month, at the specified time.
of every month/

specific month at

HH:MM

Run on the nth Run on the specific weekday of every month, or a specific month, at the specified
weekday of every time.

month/specific

month at HH:MM

Custom Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* * * * *

| | | | +————day of week (0-6) (Sun=0)
| | | +—————month (1-12)

| | +————day of month (1-31)

| +——hour (0-23)

+———minute (0-59)
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Option Description

Use the following when specifying values:
* Spaces (): Separate each field with a space.

»  Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

+ Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

* Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalentto 1, 2, 3, 4, 5, which indicates
Monday through Friday.

» Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.

Examples:

. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day

. 0011,6 * Run at 00:00 on January 1 and June 1

. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30

. 0 2 */2 * * Run every other day at 02:00

View Task Click to view the task schedule. The Task Schedule dialog box displays a list of
Schedule scheduled tasks. Click a task to review the task details. For more information, see
View task schedules.

7. Click Save.
Related topics
About Discovery Results
View and search Discovery Results
Stop a running discovery scan

Delete Discovery Schedules

Add a Discovery Schedule for a G Suite device

To scan your network for G Suite devices and capture information about those devices, add an External
Integration Schedule.

*  You have a Google Apps for Business domain or Google Apps for Education domain, with Chrome Device
Management support.

*  You have a Google User admin account that is a member of the business or education domain. The
account must be assigned the super user role.

*  You have a Google account to be used as your developer account, and have created a project with a Client
ID and Client Secret. See Obtain a Client ID and Client Secret for use in discovering Chrome devices.

i NOTE: Any G Suite devices discovered using this method do not count toward the appliance license limit.

1.  Go to the Discovery Schedule Detail page:
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a. Login to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Discovery Schedules.
c. Select Choose Action > New.

2. Select the Discovery Type to display the form with the options for the selected type, in this case External
Integration [KACE Cloud Mobile Device Manager, G Suite, Workspace ONE].

3. In the Name field, enter a name for the scan.

This name appears on the Discovery Schedules page.
4. Expand G Suite and select the Discovery options.

Option Description

Discover Chrome If selected, any Chrome devices will be discovered in the next scan.
Devices

Discover Mobile If selected, any G Suite mobile devices will be discovered in the next scan.
Devices

Credentials The details of the account that is used to connect to the Chrome device. Select
existing credentials from the drop-down list, or select Add new credential to add
credentials not already listed.

* IMPORTANT: The selected credential must have an approval code that

1 can be associated with the appropriate device type. For example, if you
want to discover G Suite mobile devices, you cannot use a credential
whose approval code is generated for Chrome devices.

For more information, see Add and edit Google Workspace credentials.

Auto Provision If selected, all Chrome devices discovered in the next scan are added to inventory.

Devices , . . . . .
NOTE: Use this option with care, to avoid expanding your inventory to an

L]
1 unexpected extent.

5. Optional: In the Notify section, enter an email address for being notified of when the discovery scan
completes. The email includes the name of the discovery schedule.

6. Specify the scan schedule:

* TIP: To maintain the scan inventory without scanning, set the schedule of the scan configuration
to None.
Option Description
None Run in combination with an event rather than on a specific date or at a specific time.
Every n hours Run at a specified interval.

Every day/specific Run daily at a specified time, or run on a designated day of the week at a specified
day at HH:MM time.

Run on the nth Run on the same day every month, or a specific month, at the specified time.
of every month/

specific month at

HH:MM
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Option

Description

Run on the nth
weekday of every
month/specific
month at HH:MM

Custom

View Task
Schedule

7. Click Save.
Related topics

Run on the specific weekday of every month, or a specific month, at the specified
time.

Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* *x k* *x %

| | | | +————day of week (0-6) (Sun=0)
| | | 4————month (1-12)

| | +——day of month (1-31)

| +———hour (0-23)

+————minute (0-59)

Use the following when specifying values:
+ Spaces ( ): Separate each field with a space.

« Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

+ Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

* Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalentto 1, 2, 3, 4, 5, which indicates
Monday through Friday.

» Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.

Examples:

. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day

. 0011,6 * Run at 00:00 on January 1 and June 1

. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30

. 0 2 */2 * * Run every other day at 02:00

Click to view the task schedule. The Task Schedule dialog box displays a list of
scheduled tasks. Click a task to review the task details. For more information, see
View task schedules.

About Discovery Results

View and search Discovery Results

Stop a running discovery scan

Delete Discovery Schedules
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Add a Discovery Schedule for an Workspace ONE device

VMware® Workspace ONE® is an enterprise-level mobility management platform that allows you to manage a
wide range of different device types. You can integrate with Workspace ONE to collect discover devices managed
with Workspace ONE using REST API calls.

L]
1 license limit.

NOTE: Any Workspace ONE devices discovered using this method do not count toward the appliance

1. Go to the Discovery Schedule Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hosthame/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Discovery Schedules.
c. Select Choose Action > New.

2. Select the Discovery Type to display the form with the options for the selected type, in this case External
Integration [KACE Cloud Mobile Device Manager, G Suite, Workspace ONE].

3. Inthe Name field, enter a name for the scan.

This name appears on the Discovery Schedules page.

4. Expand Workspace ONE and select the Discovery options.

Option Description

Host The host name of the Workspace ONE administration console.

REST API Key The REST API key, available in the Workspace ONE administration console. The key
must be provided to enable integration with Workspace ONE through API calls.

Credentials The details of the service account required to connect to the device and run

Auto Provision
Devices

commands. Select existing credentials from the drop-down list, or select Add new
credential to add credentials not already listed.

See Add and edit User/Password credentials.

If selected, all Workspace ONE devices discovered in the next scan are added to
inventory.

NOTE: Use this option with care, to avoid expanding your inventory to an

1 unexpected extent.

5. Optional: In the Notify section, enter an email address for being notified of when the discovery scan
completes. The email includes the name of the discovery schedule.

6. Specify the scan schedule:

* TIP: To maintain the scan inventory without scanning, set the schedule of the scan configuration
to None.
Option Description
None Run in combination with an event rather than on a specific date or at a specific time.

Every n hours

Every day/specific
day at HH:MM

Run at a specified interval.

Run daily at a specified time, or run on a designated day of the week at a specified
time.
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Option

Description

Run on the nth
of every month/
specific month at
HH:MM

Run on the nth
weekday of every
month/specific
month at HH:MM

Custom

View Task
Schedule

7. Click Save.
Related topics

Run on the same day every month, or a specific month, at the specified time.

Run on the specific weekday of every month, or a specific month, at the specified
time.

Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* * * * *

| | | | +—————day of week (0-6) (Sun=0)
| | | +————month (1-12)

| | +———day of month (1-31)

| +————hour (0-23)

+———minute (0-59)

Use the following when specifying values:
+ Spaces ( ): Separate each field with a space.

» Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

+ Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

* Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalent to 1, 2, 3, 4, 5, which indicates
Monday through Friday.

» Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.

Examples:

. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day

. 0011,6 * Run at 00:00 on January 1 and June 1

. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30

. 0 2 */2 * * Run every other day at 02:00

Click to view the task schedule. The Task Schedule dialog box displays a list of
scheduled tasks. Click a task to review the task details. For more information, see
View task schedules.

About Discovery Results

View and search Discovery Results

Stop a running discovery scan
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Delete Discovery Schedules

Add a Discovery Schedule for a VMware ESXi host or a
vCenter Server

If your business uses a virtual VMware-based environment, you can discover VMware ESXi hosts or vCenter
Servers using discovery scheduling. To scan your network for VMware ESXi hosts or vCenter Servers and
capture information about those devices, add an Authenticated Discovery Schedule.

A provisioned VMware ESXi host consumes an Agent-based license. Virtual machines associated with
that host do not consume any licenses. The vCenter in which the ESXi host is running does not consume
a license. It acts as a bridge to connect to provisioned ESXi hosts.

1. Go to the Discovery Schedule Detail page:

a. Log in to the appliance Administrator Console, https://appliance_hostname/admin. Or,
if the Show organization menu in admin header option is enabled in the appliance General
Settings, select an organization in the drop-down list in the top-right corner of the page next to the
login information.

b. On the left navigation bar, click Inventory, then click Discovery Schedules.
c. Select Choose Action > New.

2. Select the Discovery Type to display the form with the options for the selected type, in this case
Authenticated [WinRM, SNMP, SSH, VMware, Hyper-V].

3. In the Name field, enter a name for the scan.

This name appears on the Discovery Schedules page.
4. Expand the VMware section and configure the Discovery options.

Option Description
Timeout The time after which the scan ends if no response is returned.
Credentials The details of the service account required to connect to the device and run

commands. Select existing credentials from the drop-down list, or select Add new
credential to add credentials not already listed.

See Add and edit User/Password credentials.

5. Optional: In the Notify section, enter an email address for being notified of when the discovery scan
completes. The email includes the name of the discovery schedule.

6. Specify the scan schedule:

* TIP: To maintain the scan inventory without scanning, set the schedule of the scan configuration
to None.
Option Description
None Run in combination with an event rather than on a specific date or at a specific time.
Every n hours Run at a specified interval.

Every day/specific Run daily at a specified time, or run on a designated day of the week at a specified
day at HH:MM time.

Run on the nth Run on the same day every month, or a specific month, at the specified time.
of every month/

specific month at

HH:MM
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Option

Description

Run on the nth
weekday of every
month/specific
month at HH:MM

Custom

View Task
Schedule

7. Click Save.
Related topics

Run on the specific weekday of every month, or a specific month, at the specified
time.

Run according to a custom schedule.
Use standard 5-field cron format (extended cron format is not supported):

* *x k* *x %

| | | | +————day of week (0-6) (Sun=0)
| | | 4————month (1-12)

| | +——day of month (1-31)

| +———hour (0-23)

+————minute (0-59)

Use the following when specifying values:
+ Spaces ( ): Separate each field with a space.

« Asterisks (*): Include the entire range of values in a field with an asterisk. For
example, an asterisk in the hour field indicates every hour.

+ Commas (,): Separate multiple values in a field with a comma. For example,
0, 6 in the day of the week field indicates Sunday and Saturday.

* Hyphens (-): Indicate a range of values in a field with a hyphen. For example,
1-5 in the day of the week field is equivalentto 1, 2, 3, 4, 5, which indicates
Monday through Friday.

» Slashes (/): Specify the intervals at which to repeat an action with a slash. For
example, */3 in the hour field is equivalentto 0,3,6,9,12,15,18,21. The
asterisk (*) specifies every hour, but /3 restricts this to hours divisible by 3.

Examples:

. 15 * * * * Run 15 minutes after every hour every day
. 0 22 * * * Run at 22:00 every day

. 0011,6 * Run at 00:00 on January 1 and June 1

. 30 8,12 * * 1-5 Run weekdays at 08:30 and 12:30

. 0 2 */2 * * Run every other day at 02:00

Click to view the task schedule. The Task Schedule dialog box displays a list of
scheduled tasks. Click a task to review the task details. For more information, see
View task schedules.

About Discovery Results

View and search Discovery Results

Stop a running discovery scan

Delete Discovery Schedules
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Add a Discovery Schedule for a Microsoft Hyper-V or
System Center Virtual Machine Manager

If your business uses a virtual Hyper-V-based environment, you can discover Microsoft 