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Introduction

SMTP feature allows processing of messages from external email server (0365, Gmail, Exchange,
etc.) into Archive Manager.

SMTP feature activation has the following phases:

e configure external email server to redirect incoming messages to SMTP service of Archive
Manager

e install the SMTP feature (see the Installation section further)
e configure the SMTP feature in the Configuration tool (see the Configuration section further)

SMTP Service will wait for incoming connection from external email servers (IP address of
external server and external domain are specified during SMTP feature configuration). Archive
Manager can activate or deactivate SMTP feature on mailbox level via Manage SMTP dialog box in
Addressbook Manager. If SMTP feature is deactivated for given mailbox, incoming message to
given recipient will not be archived. If SMTP feature is activated for given mailbox, incoming
message to given recipient will be archived. No need to include the mailbox in any group or
configure ajob for it. The default retention category will be used at archiving.

The changes introduced in version 7.4.102:
e Ability to archive emails in 'Journal' mode.

'Journal' mode means that all incoming messages are archived into the mailbox defined as
archive/journal mailbox.
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MS Exchange Server 2013, 2016 and
2019 Configuration

Your MS Exchange Server 2013, 2016 and 2019 needs to be configured first in the Exchange Admin
Center to allow sending of email messages to SMTP service for Archive Manager. Configuration of
Exchange 2013, 2016 and 2019 consists of following steps:

1. Configuration of Send connector
2. Rule configuration for relay of messages to SMTP service for Archive Manager

3. Test of communication between Exchange 2013, 2016 or 2019 and SMTP Service for Archive
Manager

Configuration of Send connector

Log in to the Exchange Admin Center. Click mail flow/send connectors. Send connector can be
created by clicking plus sign (+). In the pop-up dialog enter name for connector, e.g.

AM_CONNECT, and under Type choose Custom. Then click Next.

Office 365

1]

Enterprise

2 Send Connector - Windows Internet Explorer

Ej—xchange admin center

Help

new send connector
recipients ruld

sen|

. c -
permissions Create a Send connector.

There are four types of send connectors. Each connector has different permissions and

+ network settings. Learn more...
compliance management -

NAM *Mame:
[am_connect x| ¢

organization

" Create a meaningful,
distinguishable name.

rotection
P Type:

B (®) Custom (For example, to send mail to other non-Exchange servers)
mail flow

(O Internal (For example, to send intranet mail)
mobile () Internet (For example, to send internet mail)
(O Partner {For example, to route mail to trusted third-party servers)

public folders

unified messaging

hybrid

next cancel

00 v
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Choose Route email through smart hosts option and click plus sign (+) to add new smart host.

Then enter IP address where SMTP service for Archive Manager is installed. Click Next.

IJ Enterprise  Office 365

Exchange admin center
new send connector

recipients

permissions A send connector can route mail directly through DNS or redirect it to a smart host. Learn
more...

compliance management +

"Metwork settings:
Specify how to send mail with this connector,

O MX_record associated with recipient domain
l ®) Route mail through smart hosts I
& -

organization

protection

El Es SMART HOST Y

mobile 10.16.100.75

public folders

unified messaging [ Use the external DNS lookup settings on servers with transport roles

Servers

hytorid

cancel

1004 v

In the next dialog select None.
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(] Enterprise  Office 365

Exchange admin center

new send connector

recipients
permissions Configure smart host authentication. Learn more...

. authentication:
compliance management + ; =
O Basic authentication
[C] Offer basic authentication only after starting TLS
*User name:

organization

protection

*Password:

mail flow

Mote: all smart hosts must accept the same username and password.
maobile O Exchange Server authentication
O Externally secured (for example, with IPsec)
public folders
unified messaging

SEIVers

hybrid

cancel

0% -

Next define address space for the new send connector by clicking the plus sign (+). Make sure the
domain name is in accepted domain in SMTP Service tabs in Configuration tool of Archive

Manager (see the Configuration section). Click Next.

[J Enterprise  Office 365

Exchange admin center
new send connector

recipients

permissions A Send connector routes mail to a specified list of domains. These domains can be an SMTP
address space or a custom type. Learn more...

compliance management +

*Address space:
Specify the address space or spaces to which this connector will route mail.
organization

protection & DOMAIN

mail flow archiving.answers.com

mobile

public folders

O Scoped send connector

unified messaging
servers

hybrid

cancel

100
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To finish setup of the new send connector specify source by clicking the plus sign (+) and choose

your Exchange server as a source. Finally click Finish.

IJ Enterprise  Office 365

Exchange admin center

new send connector

recipients rules|
send . . . o
permissions A send connector sends mail from a list of servers with transport roles or Edge Subscriptions.
Learn more...
compliance management + . .
OUICE SErVer:
Associate this connector with the following servers containing transport roles. You can also
. MAME o -
organization add Edge Subscriptions to this list.
protection
SERVER
mail flow
40ADDC2 40demo?2.localfConfiguration/Sites/Default-Fir... Mailbox, Cli...
mobile

public folders
unified messaging
servers

hybrid

cancel

0% v

e ady

After successful creation of send connector, new send connector will be displayed in send

connectors list.
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[] Enterprise  Office 365 Administrator v P =

Exchange admin center

recipients rules delivery reports  accepted domains email address policies receive connectors
send connectors
permissions
A
compliance management + /7T e -
! NAME a | STATUS
organization
AM_CONNECT Enabled
protection AM_CONNECT
Last modified:
mail flow 10/28/2015 2:11:36 AM
Connector status - Enabled
mobile Disable
Logging - Off
public folders On
. . Maximum send message size (MB):
unified messaging 35 < (e

SEMVETs

hybrid

1 selected of 1 total

Rule configuration for relay of messages to SMTP service for Archive
Manager
Now switch to the rules list of the mail flow section. To configure new rule click the plus sign (+).

Next choose a name for your rule. Then in the drop-down select Apply to all messages and in the

second drop-down select Bcc the message to.
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[] Enterprise  Office 365

Exchange admin center new rule
recipients

MName:
permissions |send to.am

*Apply this rule if..

compliance management [Apply to all messages]

organization *Do the following...

toct Bee the message to...
protection

Properties of this rule:
mail flow
M Audit this rule with severity level:

mobile Not specified »

Choose a mode for this rule:
@) Enfarce
O Test with Policy Tips
O Test without Policy Tips

public folders
unified messaging

SEMVETS
More options...
hybrid . A ) . . - .
@ FRights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) for each user

mailbox. Learn more

cancel |

A% v

Nextitis necessary to select email where the bcc copy will be sent to. Click the Select people
next to drop-down with the Bcc the message to... option. Specify email address from domain
used in the previously configured send connector. In our case the domain is: 40demo2.com.

Hence the selected account is administrator@40demoZ2.com. Click OK to finish.
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Office 365

e

new rule - Windows Internet Explorer

Exchange admin center

recipients ruleg
send

permissions

compliance management +-

. oM

organization

protection

mail flow

mobile

public folders
unified messaging
SErvers

hybrid

More options...

@ Rights Manageme

new rule

Name:

*Apply this rule i
Select one

*Do the followin:

Mot specified

Choose a mode
® Enforce
O Test with Pol
O Test without

mailbox. Learn mi

DISPLAY NAME

-

Administrator Administrator@40demoZ2.local

groupl1
group02
group03
group(l4
srv_exchange
user001
user(02
user(03
user(04

EMAIL ADDRESS

~
group01@40demo2.local

group02@40demo2 local
group03@40demo2 local
group(4@40demo? local
srv_exchange@40demo2.local
userl01@40demo.local
userD02@40demol.local
userD03@40demol.local
userD04@40demol.local

1 selected of 26 total

Select a user from the list and click Add. To add recipients who aren't on the list,
type their email addresses and click Check names.

bdministrator[remwe]:l

[

Help

[AL) for each user

cancel

| 100%

- |

Click Save to finish the setup of rule and save. A confirmation question will appear. Click yes to

confirm creation of rule.

Exchange admin center

recipients rule
sen

permissions

compliance management +-
ON

organization
protection

mail flow

mabile

public folders
unified messaging
SErvers

hybrid

new rule

Name:

Isend to am
*Apply this rule if...

[Apply to all messa.

"Do the following...

Bce the message ta
Properties of this rul
M Audit this rule v

Mot specified -

Choose a mode for t
® Enforce
() Test with Policy 1

warning

Do you want this rule to apply to all future messages?

© Test without Poli .

More options..

Help

@ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) for each user

mailbox. Learn more

save

cancel

& 100%

-
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Test of communication between Exchange 2013, 2016 or 2019 and SMTP

Service for Archive Manager

To test communication with MS Exchange Server 2013, 2016 or 2019 one can use WireShark
application with filter to port 25 (Default SMTP port). After downloading and running WireShark
application itis necessary to filter network communication only to port 25. To do this click

Capture menu and Options like in picture below.

a The Wireshark Network Analyzer [Wireshark 1127 (v1.12.7-0-g7fcBS78 from master-1.12)] [= o =
File Eda Yiew ﬁclyzt iatismics Telephony Tooh  |nbemal  Help
.'ﬂ & d W & © |nberfaces. Cer=l + g '.f :E qu -:1 -::; -:-:-IL M u s % "_m
[£] M., Ciel= K
Filter Expeession... Py ¥

i Gter Cirl+E
B S tr

2 Bestart SEs M ost Popular Network Protocol Analyzer
WIREEH ! @l Cophure Filters... 2.7-0-gTie8 am master-1.12)

2 Rfresh iegedac e

L cptuee 0 Files ________§ ______ oOnline |

Interface List ~— DOpen o Website
ﬂ Lia lr of tha capmuss mEtenE D, § Pty ShPtied N r B T pACRBIT | e
oL e g Gk ]
St Open Recert: 3 User's Guide
" = Ting ik 1 S (ICH vl # aepiied;
LG 458 4 o0 W TaCR 10 Pt M s St ﬁ Sample Captures
- Ethenet A fc® meamet of e pe capture fles oo TR ik ﬁ_ sfﬂ.ll'itf

e w Wemihirk ki deCewy i Sodiibee

® Capture Options

SINT § COPRUN wih sl SpRona

Capture Help

%) How to Capture

St by rimg 85 8 secramhil cactaw R

Network Media

ﬁ Spaiic inforrruion or CREISIng G
Ermaran WLAN

(D Ready to load or capture Mo Packets Profile: Default

In the Capture Filter write tcp port 25 and click Start.
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Capture

|Capture Interface Link-layer header Pram. Mode Snaplen [B] Buffer [MiB] Capture Filter -
Ethemet
[ e Ethernet enshied 282144 2 tep port 24 |E|
R-AERETED
Lk | - B

[ Capture on all interfaces
[+ Use premiscucus mede on ol interfaces

|Capture Fiter| | 1cp port 29 V] ||mmwmdml
Capture Files Display Opions
Fle | [+ Update list of packets in resl time

Autematically screll during live capture

L] Use multiple files ¥ Use peap-ng format

[ Mt file every :1 = :megamem zl [ Hide capture info dislog
e | ——

(] Ring buffer with |2 5 files R

Stop Capture Automatically After... ["] Resobre peterork-layer names
an B packetts) [ :1 B :mrg-ﬂ:rtf[ﬂ 3 [ Resobve transpont-leyer narme
0 = s 0 :1 _'3' Err 3 [ Use geternal network name resabver

==

Final step of test is creating and sending of test email from outlook or OWA. If everything was

setup correctly, smtp communication will be shown as in the picture below.

Bie [& Yew o Cwtun fubge joetcn Teephomy ook froerak el
L

edm: BAXR A+e+oT2[EE aqon SR8K 8

Fit: -] pramon Cew fopt Sner
- Tiws Seurre Dot LT
3 000044500 10. 16, 10040 10.16.180. 73 TR 54 $058#-21 [ACK] Seqel Ackel Wine1031196 Lened
A 0, CO0BIR00 10, 16, 100. 75 20,16, 160. 40 TR 83 &5 120 welcome To SKTR for sas
0. B0080100 10, 16, 180, 45 616,180, 75 e 94 2! EHLD WIN-TUBBSEVTORN. Thr eyl Seralogii.
© 0.00004800 10 16, 100. 75 10.18.180. 40 TR 135 5: 150 WIN-SOOUCEPTINN | 290 mtmlﬂ | zw S12E |wewnw | I'w SRITMINE | 250 BINARYMEME | 230 CHURKING.
7 0,50 963400 10, 16, 100,40 10,16, 180. 75 e T
£ 0.6 080700 10, 16, 160. 7§ 16.16.160. 40 e
B 0,00 FRIN0 29, 14, 190.40 36,38, 180. 73 e :l MW-H liﬂl FRq=1dT Ack=140 Win-10%0480 Lened
10 062 F4600 10, 16, 100. 75 616, 180 40 T € 51 250 0%
11 0.0119190010. 16, 180 40 10.16.180.73 T 0C: MDAT 2442 LAST
17 0. 031000 10, 16, 100, 40 10,16, 180. 75 STF 1504 C: QAT frageent. 1460 wm
13 0. 87184100 10, 16, 180,45 616,180, 75 TP 1076 C! DATA fragesnt. 1807 byr
14 0. 201197850 15, 18, 180 74 10.18.180. 40 e 54 23-1008% [ACK] Seq=140 hdwzulu wine1041118 Laned
15 0. ©5350000 10, 16, 100. 75 20, 16.160. 40 W 9% 81 750 2462 bytes received in 0.00 seconds.
16 0. 05091800 10, 16, 160,40 16.16.180. 75 e €0.C: DATA fragesnt, 6 byles
17 0. SE04B00 39, 16, 190 73 318,359 48 BTE 315 §: 331 WIN-GOOUCKPITRU- Sarvice olosing trammission shamnel,
19 0064 34800 10. 16. 100, 40 10.16.180. 73 TR 54 $058#-21 [ACK] Seqetdt AckeIi) WinelOJ06SD Lened
2 0.86454200 10, 16, 180, 75 26,16, 180, 40 B 58 PI-SO3EH [ACK] Sem2S3 ACke26dT Winel051138 Léned

% Frase 11 66 byres om wire (324 Birs), 66 byres captured (528 bits) on interface 0
* Etheroet II, Sre: Wlorosof_BA:X1:08 (000155404 02000, Bat: Microaef _BI:RI:0R {00:15:54:84:02:00)
« Enternes Protocel version &, Srci 10.15.500.40 (10.16.100. 40, owt: 16.16.180.75 (10.16.100.75)
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Installation

To allow Archive Manager to use the SMTP feature, it must be installed and configured in the
domain where Archive Manager is installed.

Prerequisites
= NET Framework 4.5

= Windows Server 2012 and higher
= Archive Manager for Exchange 7.2 and higherin the environment
= Database

e MS SQL Server 2012 or higher

e Oracle 12c or higher

Steps to install the SMTP service

1. Locate and run the SMTP.exe setup file. For example, the default folderis C:
\Metalogix\Archive Manager Installation Package\SMTP\Archive Manager SMTP Setup. The
Welcome page of the Archive Manager Service install wizard.

Archive Manager SMTP Service -

Welcome to the InstallShield Wizard for Archive
Manager SMTP Service

The InstallShield Wizard will install Archive Manager SMTP
Service on your computer. To continue, dick Next.

Cancel

2. Click Next. The License Agreement page appears.

3. Click Yes to accept the License Agreement. Optionally, you can click the Print button to print
the agreement.

4. The Choose Destination Location page appears. Click Change to alter the destination location
if necessary.

Metalogix Archive Manager for Exchange SMTP Guide
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Choose Destination Location
Select folder where setup will install files.

. Install Archive Manager SMTP Service to:
C:\...\Metalogixarchive Manager SMTP Service

InstallShield

Logon Information
Specify a user account and password.

Specify the uzer account to be uged by thiz application. User accounts must be in the format
DOMAINY sermame.

Uzer name:

Password:

Comfirm password,

Instalshield

| < Back " Neut > || Cancel |

6. Enterthe account details of a user who is authorized to run the SMTP service. Itis
recommended to use the account information of the super-user that was used to install

Archive Manager for Exchange.
7. Click Next. The Firewall Settings window appears if the Windows Firewall is active on your

computer.

Firewall Settings ‘
®

[+#] &llows programs o communicate thraugh Windows Firevall

Inistallshield

< Back " Mexk = || Cancel
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8. By default, the Allow programs to communicate through Windows Firewall is checked. This
will allow critical services to communicate with the SMTP service. If you uncheck the check
box, critical services may not be able to communicate through the firewall.

9. Click Next. The Ready to Install page appears.

Archive Manager SMTP Service .
Ready to Install the Program ‘\
The wizard is ready to begin installation. "’

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

| < Back || Install || Cancel |

10. Click Install to begin the installation. If you want to review or change the installation settings,
click the Back button. To exit the wizard click Cancel.

11. The SMTP feature will be installed. Click Finish and continue with configuration.

Metalogix Archive Manager for Exchange SMTP Guide
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Configuration

When the installation finishes you will be prompted to configure the feature in Archive Manager
Configuration tool. All options are described in detail in the following lines:

1. The configuration tool pops-up. Depending on your environment you may see several
tabs on the left navigation pane. SMTP feature is configured on the SMTP Service tab.

Max allowed connections — max number of clients using SMTP (concurrent
connections); value 0 means unlimited.
SMTP Server location (IP) & SMTP Server Port — enter the IP address of the
machine where SMTP feature of Archive Manager is installed; default port value
is 25
IMPORTANT NOTE: Port needs to be changed only if SSL communication is used.
In such cases enter 465.

Welcome message — just informative message to be shown to SMTP clients;
server greeting text

SSL/TSL—if you are using SSL or TSL communication, check the appropriate check-
box

If SSL/TSL communication is used, configure certification details (otherwise these
options can be ignored). Choose storage location of certificate:

o Certificate store location

o File system storage

Certificates store location —applicable only for Certificate store option; select the
location of your certificate in registry (CurrentUser or LocalMachine)

Choose certificate from location button —click it to choose the certificate
Certificate path — path to your certificate is filled in automatically after choosing
the certificate

Certificate password —fill in if applicable

SMTP Server pool directory — folder where emails for SMTP are coming to be
processed; if the value is empty default path (%SMTP-installation-directory
%/SmtpPool) is used.

Metalogix Archive Manager for Exchange SMTP Guide
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¥ Configuration

Configure SMTP Service

SMTP Server lowed access points  Archive Manager

B8 SMTP Serve B fnpiirzing ——
Max allawed connections: 100
SMTP server location (IF): 10.16.192.1 Q Change
SMTP server pork: 25
‘welcome message: Welcome To SMTP
IIEETs
5L mode: [T st T oms
¥ Certificate store location
ExEl
A::Ehﬁ::ge 7 File svstem storage
Certificate store location: ILocaIMachine j Browse
Certificate path;

— Certificate password:

d SMTP Service

f SMTP server pool directory: Ct\Program Files (x8a)\Metalogixdyarchive Manager SMTP < Erawse
Apply

Click the Allowed access points tab. Here you will define external servers for which
the SMTP feature should be activated, i.e. servers that host mailboxes whose incoming
messages you plan to archive via this feature. IP addresses and domains function as
filters of SMTP feature.

In the Accepted IP addresses list add the IP addresses of the external servers.

In the Accepted domains list specify the desired domains.

NOTE: Office 365 IP addresses are hardcoded into SMTP service so that user does not
need to include themin allowed IP addresses.

Metalogix Archive Manager for Exchange SMTP Guide
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'-'-:‘ Configuration

Configure SMTP Service

i ArchiveWeb

. naditing

@ ST}
w SMTP Service

ar Allowed access poinks Archive Manager

-
LSy aiee =gz unines

Accepted IP addresses: | IP address

Add
Remave o

Accepted domains: Damain

Add
-~ o

Rermove

3. Inthe next window you have to fill in the text fields as follows:

Archive Manager web service - archive Manager web service contains location of
Archive Manager web service used to get available mailboxes and SMTP status of
mailboxes (it is used basically for read operations in Archive Manager).
Information in Archive Manager tab are stored in both SMTP service configuration
file and File processing service configuration file. This field is filled-in
automatically; you only need to change the <localhost> to you Archive Manager
serve IP address if itis installed on another machine

Message handling - choose how Archive Manager should internally handle
messages at processing; default option should be "Delete" to save space on the
machine (email will be archived, shortcut will not be created and the original
email will be deleted from the message store directory). Other options (Zip and
Store) can be useful for diagnostic purposes.

Message store directory - if "Zip" or "Store" is selected for Message handling,
specify here the directory where zipped or stored processed messages should be
stored (they are however also stored in the archive)

Archive mailbox - this functions as journal mailbox, all defined SMTP
communication is archived in this mailbox. When User 1 sends email to User 2,
User 2 receives original email. Copy of this email is sent to journal mailbox.

Metalogix Archive Manager for Exchange SMTP Guide
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Configuration

Configure SMTP Service

ArchiveyYeh

Auditing

Hiesisrchve

IIEETE

EEChanaE
BRCHIYE

SipE])

& SMTF Service P

SN

5 pointk archive Manager

IEETFILE ——

archive Manager web service:  http:fflocalhost(ExchangePaMws exchangeP AMWS, asmix

Message handling: IDeIete

Archive mailbox;:

=

Message store directory: C:\Program Files (x86)\Metalogix\Archive Manager SMTP ServicelInce Browse

Apply

4. When finished, click Apply.
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About Us

Quest creates software solutions that make the benefits of new technology real in an
increasingly complex IT landscape. From database and systems management, to Active Directory
and Office 365 management, and cyber security resilience, Quest helps customers solve their
next IT challenge now. Around the globe, more than 130,000 companies and 95% of the Fortune
500 count on Quest to deliver proactive management and monitoring for the next enterprise
initiative, find the next solution for complex Microsoft challenges and stay ahead of the next
threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

Contacting Quest

For sales or otherinquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and custome
rs who have trial versions. You can access the Quest Support Portal at https://support.quest.com

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal allows you to:

e Submit and manage a Service Request

e View Knowledge Base articles

e Sign up for product notifications

e Download software and technical documentation

View how-to-videos

e Engage in community discussions

Chat with support engineers online

e View services to assist you with your product
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