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Using Foglight Hybrid Cloud
Manager for Google Cloud

Foglight® Hybrid Cloud Manager for Google Cloud helps visually monitor and manage Google Cloud platform.

The Foglight Hybrid Cloud Manager for Google Cloud User and Administration Guide is intended for users who
belong to the Administrators group of Google Cloud and have been assigned either of System Administrator or
Advanced Operator role.

The section introduces you to the Foglight Hybrid Cloud Manager for Google Cloud environment and provides you
with essential information.

For more information, see the following topics:
* [nstallation requirements
* Getting Started

e Dashboard location and Ul elements

Installation requirements

Foglight Hybrid Cloud Manager for Google Cloud comes installed on Foglight Evolve.
Foglight Hybrid Cloud Manager for Google Cloud requires the following cartridges for data collection:
1 vUsage-Feedback-5_8 3.car
2 DRP-5.8.3.car
3 Cloud-Manager-1.9.0.car
4 CommonAnalytics-5_8 3.car
5 Optimizer-5.8.3.car
6 GoogleCloudAgent-1.9.0.car

While Foglight Evolve comes with these cartridges pre-installed and enabled, a stand-alone Foglight release
requires that these components be installed on the Foglight Management Server. The sequence of cartridge
installation is important because of their dependencies. For more information about installing Foglight Hybrid
Cloud Manager for Google Cloud, and for details about system requirements and version compatibility, see the
Foglight Hybrid Cloud Manager Release Notes.
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Getting Started

Generating Google Cloud Service Account File

To create and generate a Google Cloud Service Account file through the Google Cloud console:
1 Go to the Google Cloud Platform console: https://console.cloud.google.com/.

2 Go to menu Home > IAM & Admin > Service Accounts.

(ﬁ s ) 5 DASHBOARD

©  HowGoog
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APL  APIs & Services > F
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W Support > F
1AM & Admin >
1AM
® Getting started Identity & Organization
Policy Troubleshooter
, Security >

Policy Analyzer
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=e P Organization Policies
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3 Locate the Service account and click # in the Actions column. Click Create key.

Service accounts for project "Foglight”
A 3ervice sCCOUnt reg ents 8 Google Cloud service identity, such a3 code running on Compute Engine VM3, App Engine ap| & . L il ot S 3 unts.
il l: i il il {3} i 2 il irely. Leam mone i
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4 Click Create on the popup page and save the private key in a JSON file.

Create private key for "service-account”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type

@ JSON

Recommended

Q Pz

For backward compatibility wit

using the P12 format

CANCEL CREATE
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Getting the BigQuery Table ID

To get the BigQuery Table ID from Google Cloud Platform console:
1 Go to the Google Cloud Platform console: https://console.cloud.google.com/.

2 Choose Billing on the navigation bar, and then choose Billing export.

= Billing Billing export Faglight Billing Account v
. BIGQUERY EXPORT FILE EXPORT
Il overview
1 Reports BigQuery export sends your billing data to a BigQuery dataset. Learn more about

BigQuery and how to export data to BigQuery

F  costtable

Iy Costbreakdown Daily cost detail
{21 Commitments @ Enabled
The selected BigQuery dataset will be updated each day with your daily cost detail per
gis  Budgets & alerts SKU
i Billing export Project name Foglight
Dataset name billingtest
Q@  Pricing Zngtest
B Documents EDIT SETTINGS DISABLE BIGQUERY EXPORT
(@©  Transactions .
Pricing
2 Paymentsetiings & Enabled
B Payment method The selected BigQuery dataset will contain your SKU prices. It will be updated whenever
your pricing changes
¢t  Account management
Project name Foglight
Dataset name billingtest

EDIT SETTINGS DISABLE BIGQUERY EXPORT

3 Click the target Dataset name and drill down to the dataset in the BigQuery page. Click Details and get the

Table ID.
@ BigQuery (D FEATURES & INFO SHORTCUT
Query history Query editor

Saved queries
Job history
Transfers
Scheduled queries
Reservations

Bl Engine

Resources 4+ ADDDATA

Search for your tables and datasets

= X m Save que Save vies @® Schedulequery v | X More ~
~ [F billingtest i
cloud_pricing_export
cloud_pricing_export

gep_billing_export v1_01...
This is a partitioned table. Learn more

D &0 @0

= gcp_billing_export_v1_01..
conems (Betals)) i
[ GC171_Dataset2

» [ testGC171Dataset
Description  #
+  karci-test-project b ¢
Table for GCP Pricing Export

Tableinfo »#

foglight-billingtest cloud_pricing_export
Table size 391.94MB
Number of rows 1,050,124
Created Sep 23,2020, 10:32:02 AM
Table expiration Never
Last madified Nov 17,2020, 7:32:28 AM
Data location us
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Service Account Permissions

Foglight uses service account to monitor Google Cloud. Each RESTful API provided by Google cloud requires that
the service account has corresponding permissions.

¢ For Compute Engine monitoring:
The viewer roles are required.

e For Cost monitoring, the following roles are required:
= Billing Account Viewer
= Bigquery user
= Bigquery dataViewer

¢ For Automatically install stackdriver, the following roles are required:
= compute.osAdminLogin
= jam.serviceAccountUser
= compute.instanceAdmin.vl
= compute.osLogin

= compute.securityAdmin
= | NOTE: For a list of the supported operating systems of automatically install stackdriver, refer to

! https://cloud.google.com/monitoring/agent#supported_operating_systems.
To granting permissions to the service account, do either of the following:
* Grant permissions manually.
Manually grant roles to service account for each project and billing account.
e Grant permissions by script.
= Use the gcloud CLI, which is a part of the Google Cloud SDK, to grant permissions automatically.

a Install the gcloud CLI from https://cloud.google.com/sdk/docs/downloads-interactive and run
'gcloud beta auth application-default login'to initialize it.

b Get the script at directory:
{foglight_home}\fglam\agents\GoogleCloudAgent\{google_cloud_version
F\script

¢ Execute the grantProjectRoleToServiceAccount script to grant a specified project role or all
projects role to the service account. The script includes two parameters:

- param 1 is mandatory. -s defined as String type and represents the service account.

- param 2 is optional. —p defined as String Array type and represents the projects you
want to monitor. The script will grant all projects role to the service account if this
param is not specified.

Refer to the below two examples for different operating systems:
- For Windows (PowerShell):

Example 1: .\grantProjectRoleToServiceAccount.psl -s
XXXX@Foglight.iam.gserviceaccount.com -p
@("foglight®,"db", "windows")

Example 2: .\grantProjectRoleToServiceAccount.psl -s
XXXX@Foglight.iam.gserviceaccount.com

- For Linux (Bash):
Example 1: bash grantProjectRoleToServiceAccount.sh -s
XXXX@Foglight.iam.gserviceaccount.com -p "foglight,db"
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Example 2: bash grantProjectRoleToServiceAccount.sh -s
XXXX@Foglight.iam.gserviceaccount.com

d Execute the grantBillingAccountRoleToServiceAccount script to grant the specified billing
account role or all billing account roles to the service account. The script includes two
parameters:

- param 1 is mandatory. -s defined as String type and represents your service
account.

- param 2 is optional. -b defined as String Array type and represents the billing
account you want to monitor. The script will grant all billing accounts role to the
service account if this param is not specified.

Refer to the below two examples for different operating systems:
- For Windows (PowerShell):

Example 1: .\grantBillingAccountRoleToServiceAccount .psl -s
XXXX@Foglight.iam.gserviceaccount.com -b @(*015A1D-A50154-
232131","015A1D-A50154-232133%)

Example 2: .\grantBillingAccountRoleToServiceAccount.psl -s
XXXX@Foglight.iam.gserviceaccount.com

- For Linux (Bash):

Example 1: bash grantBillingAccountRoleToServiceAccount.sh -s
XXXX@Foglight.iam.gserviceaccount.com -b "015A1D-A50154-
232131,0196A2-C4659B-3461DA™

Example 2: bash grantBillingAccountRoleToServiceAccount.sh -s
XXXX@Foglight.iam.gserviceaccount.com

* If you don't want to install the Google Cloud SDK, execute the Bash script at Google Cloud Shell:
a Open the Google Cloud shell through the follow link: https://cloud.google.com/shell

b Get the script at directory:
{foglight_home}\fglam\agents\GoogleCloudAgent\{google_cloud_version}\scri
pt

¢ Upload the grantProjectRoleToServiceAccount.sh file to the console.

= Googhe Cloud Plstform 5 Fogige = B fmrh e e ot - N -]

B Prefect edo | B CompueErgee | @ Google Cloud Platiom st

=]

€ Birer Raperting

o omom

d Execute the Bash script.
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Creating a Google Cloud Agent

To create a Google Cloud agent:
1 Log in to the Foglight browser interface.
2 Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow on the left.
3 On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.

4 In the Cloud Manager dashboard, click Google Cloud > Administration, and then click Add or Create
Google Cloud Agent.

A Google Cloud Setup Wizard dialog box opens.

Vlriuugle Cloud Setup Wizard X
» Seled Agent Manager Select Agent Manager

o Agent Info
Select the Foglight Agent Manager host for a new Google Cloud Agent.
- Credential Verification
Host Name Fagl&M Version 05 Name Archritecture
Summary © | v sl 5.9.8 5.9.8 x86_64

[Next || 7 Cancel |

5 In the Select Agent Manager view, select the agent manager on which the new agent is to be deployed,
and then click Next.

Google Cloud Setup Wizard x
v Select Agent Manager Agent Info
o Credential Verification Configure Proxy (Optional): £ @
Configure BigQuery Dataset Tahle ID to Monitor: 8
° Summary : .
Automatically Install Stackdriver to VM Instances: o

Next Cancel

6 In the Agent Info view, specify the following values, and then click Next.

= Agent Name

Foglight Hybrid Cloud Manager for Google Cloud 1.9.0 User and Administration Guide 1
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Specify a name for the agent.
= Configure Proxy (Optional)

Configure the proxy setting when the Agent Host requires a proxy connection to the Internet. For
more details, see Configure Proxy (Optional): on page 31.

= Configure BigQuery Dataset Table ID to Monitor

Enter the BigQuery Table ID according to the Google Cloud Platform console. To get the BigQuery
Table ID from Google Cloud Platform console, see Getting the BigQuery Table ID on page 8 for
more information.

= Automatically Install Stackdriver to VM Instances

This option is selected by default. Install stackdriver agent to collect memory metrics.

Google Cloud Setup Wizard x
+ Select Agent Manager Credential Verification
« Agent Info (@) Create a new Google Cloud Cradential

(7 Use an existing Google Cloud credential
Note: One "Service Account” is correlate to the specified project, please make sure the privilege of the account

o) Sty could access to the "BigQuery Dataset Table ID" which fill in in previcus step,

Next | F Cancel |

7 In the Credential Verification view, do either of the following:

= Choose Create a new Google Cloud Credential and click Next. A Create New Credential dialog box
appears.

a Specify a Credential Name.

b Click Load from file to upload the JSON file generated from Google Cloud Platform
console. See Generating Google Cloud Service Account File on page 7 for more
information.

¢ Select the lockbox to contain the credential.

Google Cloud Setup Wizard ®
v Select Agent Manager Create New Credential
o Aeertinle et
» Credential Verification Private Key | Load from file

» Create New Credential "type"s “service_account”,
“project_id": "foglight”,
' Summary “private_} id": "26c16724d222e632b86724153¢771642B56f9606",

“private_key': "—-—--BEGIM PRIVATE KEY-—
\nMIIEvgIBADANBgkahkiGIw0BAQEFAASCBK gwogSkagEAAIBAQDECh/ dpkeskxQky
nqif8ALyGEAWd0fNC 25171681470 + Z0PLpHQZ cskP118aGkeD T TtpGgmuihd\ nhék
p/0s81CYmMdj0+2uCDABtWERiSECythXXe2iHT]/ pOqlYILESSRpIdCP41vL\nEBXBrtsy
ydgUuYHo2 N3ufZQSWSRACTEk2 1RLIImpPAYWLEDNzGnp7 CKBdEgm+009\ncXrascfdin
RX076TgFL5zzPLExwKIIxFy6Ga/lpUe+x8pFtIS0xQ/6GXFHSxwIPmM\nLeyoivNqg7xl
UXBatT7 T+tFO3 TDIZUXAXZD+50qKaPMBBG  odcibolfBoais] + | nXNINLIk1AgMBAAE
CggEAKTY9IQxjp7RMOUUYDTROrXOMBpT Su3WXwQ/SI3ShUFDv nlIlwoV/62H3hc v zy
YLj+NIcagkl 3KGT1 knzerfK Al AtveN SFE ouTIRz312Hap np STMQWEkvcu90iQZEY + bR 1/
VusWEOOITYHDuZjsyURGI+ABNSVBpxDCIaMBUMO\nDplHwivicmbAwIDKPWhelSge
vDvExH/Eus0wr)lanBF7mBhhZA1HNwaPyiSF7ch\nt2RS0ti 164 TAVSFINKEDG+eZRVUy ™

A lockbox contains a collection of encrypted credentials and the keys usad for their encryption and decryption.
Select the lockbox to contain this credential.

Name & Passy equired

(resas]) (e o | (e
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= Choose Use an existing Google Cloud credential and click Next. Select an existing credential and
click Next.

E: Gwrgle Ch;udSetup \‘."zara
# Select Agent Manager Selected Existing Credential
« Agent Info

> ' = .

b Selected Existing Credential = system No Not Released =

Select the Credential that will contai

* il

Summary

—— ——|
Previous H Next | ‘ Cancel |

8 A Summary view appears and click Finish.

9 A popup message indicates that the new Google Cloud agent is created successfully. The agent list table
refreshes to display the newly-created agent.

Dashboard location and Ul elements

After installing Foglight Hybrid Cloud Manager for Google Cloud, the Cloud Manager entry appears under Homes.

To access the Cloud Manager dashboard:
1 Log in to the Foglight browser interface.
2 Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow * on the left.
3 On the navigation panel, under Homes, click Cloud Manager, and then click Google Cloud.

The Cloud Manager dashboard opens.
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The Cloud Manager dashboard consists of the following Ul elements:
» Service selector
* Actions bar
e Menu bar

¢  Quick view

Service selector

The Service selector is located at the top of the dashboard and allows you to select the Google Cloud environment
you monitored.

Figure 1. Service Selector

GoogleCloud -
GoogleCloud &
Project_ApexSQL Test

Project_arch-analytics
Project_Bentest
Project_fcmgkecluster
Project_Foglight

Project_Foglight-Qa
Project_GASupportIntegrationProject
Project_lackChenTestProject
Project_Kard-Test-Project
Project_LiteSpeed for Sql Server
Project_Orbital

Project_PreSales Sandbox ~

Actions bar

The actions bar at the top of the Cloud Manager dashboard contains the Monitoring Tab, the Rule Configuration
Tab, the Reports Tab, the Usage & Quotas Tab, and Administration Tab.
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Figure 2. Actions bar

Monitoring Rule Configuration Reports Usage+Quotas Administration

Menu bar

The Menu bar contains the following tiles: Projects, Regions, Instance Groups, and VM Instances.

Figure 3. Menu bar

o 14 ™ 6| |pA 34
Projeds Instance Groups VM Instances

-] Q o TR - S -

o t | 2 z | M 1 | 8 4

Quick view

The quick view is located on the lower part of the Cloud Manager dashboard, which is updated based on the tab
selected on the Menu bar or the Actions bar.
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2
Monitoring Tab

When navigating to the Cloud Manager dashboard for the first time, the Monitoring tab appears. The Monitoring
tab allows you to select a monitoring object or a group of objects, such as projects, regions, instances groups, or

VM instances, and review the data associated with your selection.

Figure 4. Monitoring dashboard
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To access the Monitoring dashboard:
1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

3 Explore
= || Top Metwork Consumers. = || Tup Disk Comsumers -
]
———— e |,
020 W WA W 0 100
Project Rate =

gastest
B el Test
Foghght

e has dick 10 signdficantly deviating from the bassline, current value is 4.35 MBjs.
op-1 & abirve 95.0

et vakue is. 108,603

- of instance: google-doud mariadh- 10-4-vm i abowe 30.00%, current valur b5 45.84%.
The wtlization of NETWORKS in Foghght is higher than 75.00%. It has almest ran out of Google Coud Project Quota Usage.

To open the navigation panel, click the right-facing arrow * on the left.

3 On the navigation panel, under Homes, click Cloud Manager, and then click Google Cloud.

The Cloud Manager dashboard opens

4 On the actions bar, click Monitoring.

5 Select the projects, regions, instances groups, or VM instances tile from the top left.

For more information, see the following topics:
* Projects
* Regions
e Instance Groups

¢ VM Instances
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Projects

The Projects view shows the data collected for a specific or all Google Cloud projects.

Figure 5. Projects view
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The Projects Quick View displays the following features:

* Projects tree view: Shows all the projects under the selected service. Use the Projects tree view to switch
between All Projects view and a single project view.

* Summary - All Projects view: Shows the projects with Top CPU Utilization, Top Memory Utilization, Top
Network Consumers, and Top Disk Consumers.

* Asingle Project view

= Resource Information: Shows the basic information for the selected project, including Parent,
Project Number, Default Network Tier, Default Service Account, XPN Project Status, and Life Cycle
State.

= Related Items: Shows the relation and hierarchy for the selected project.

= Resource Utilization: Shows the CPU Utilization, Network Utilization, Memory Utilization, and Disk
Utilization for the selected project.

e Alarms: Shows all the alarms related to the selected project, or all the alarms related to the projects under
the selected service.

Click Explore to open the Project Explorer view.

Project Explorer view

The Project Explorer view visually displays the detailed information of the project.
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Figure 6. Projects Explorer view
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Regions

The Regions view shows the data collected about a specific region or all Google Cloud regions.

Figure 7. Regions view
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The Regions Quick View displays the following features:

* Regions tree view: Shows all the regions under the selected service. Use the Regions tree view to switch

between All Regions view and a single region view.

¢ Summary - All Regions view: Choose different projects by Filter by project and view the region where the
VM instances belongs to.
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* Asingle Region Details view

= Related Items: Shows the relation and hierarchy for the selected region.

= VM Instances table: Shows the Status, Name, CPU Utilization, and Memory Utilization of the VM

Instances for the selected region.

* Alarms: Shows all the alarms related to the selected region, or all the alarms related to the regions under

the selected service.

Click Explore to open the Region Explorer view.

Region Explorer view

The Region Explorer view visually displays the detailed information of the region.

Figure 8. Region Explorer view
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Instance Groups

The Instance Groups view shows the data collected for a specific or all Google Cloud instance groups.
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Figure 9. Instance Groups view
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The Instance Groups Quick View displays the following features:

* Instance Groups tree view: Shows all the instance groups under the selected service. Use the Instance
Groups tree view to switch between All Instance Groups view and a single Instance Group view.

¢ Summary - All Instance Groups view: Shows the instance groups with Top CPU Utilization, Top Memory
Utilization, Top Network Consumers, and Top Disk Consumers.

¢ Asingle Instance Group Summary view

= Instance Group Information: Shows the basic information for the selected instance group,
including Project name, Region, Creation time, Instance Template, Is Managed, and Instance

Count.
= Related Items: Shows the relation and hierarchy for the selected instance group.

= Resource Utilization: Shows the CPU Utilization, Network 1/0, Memory Utilization, and Disk I1/O for
the selected instance group.

* Alarms: Shows all the alarms related to the selected instance group, or all the alarms related to the
instance groups under the selected service.

Click Explore to open the Instance Group Explorer view.

Instance Group Explorer view

The Instance Group Explorer view visually displays the detailed information of the instance group.
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Figure 10. Instance Group Explorer view
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VM Instances

The VM Instances view shows the data collected about a specific VM instance or all VM instances.

Figure 11. VM Instances view
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* VM Instances tree view: Shows all the VM instances under the selected service. Use the VM Instances tree
view to switch between All VM Instances view and a single VM Instance view.
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e Summary - All VM Instances view: Shows the VM instances with Top CPU Utilization, Top Memory
Utilization, Top Network Consumers, and Top Storage Consumers.

* Asingle VM Instance view

= Resource Information: Shows the basic information for the selected VM instance, including
Instance Group, CPU Platform, Status, Machine Type, Zone, Virtual Network, Internal IP, and
External IP.

= Related Items: Shows the relation and hierarchy for the selected VM instance.

= Resource Utilization: Shows the CPU Utilization, Network 1/0, Memory Utilization, and Disk /O for
the selected VM instance.

¢ Alarms: Shows all the alarms related to the selected VM Instance, or all the alarms related to the VM
Instances under the selected service.

Click Explore to open the VM Instance Explorer view.

VM Instance Explorer view

The VM Instance Explorer view visually displays the detailed information of the VM instance.

Figure 12. VM Instance Explorer view
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3

Rule Configuration Tab

The Rule Configuration tab of the Cloud Manager dashboard contains links to rules and alarms tasks that you
can use to manage Google Cloud rules and alarms.

Figure 13. Rule Configuration dashboard
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To access the Rule Configuration dashboard:
1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
3 On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.
4 Click Rule Configuration in the actions bar.
For more information, see the following topics:
* Rules view
e Enabling/Disabling rule(s)
* Adding a custom rule

e Removing custom rule(s)

Rules view

By default, the following columns are displayed in the Rules view:

» Enabled: Indicates if the rule is enabled () or disabled @. You can sort the list of rules by state, by clicking
the Enabled column.

* Rule: Contains the rule name. Click the rule name to start the workflow for viewing and editing rule details.

» Fatal @, Critical €, and Warning 4. thresholds (multiple-severity rules only):

Foglight Hybrid Cloud Manager for Google Cloud 1.9.0 User and Administration Guide
) . 23
Rule Configuration Tab



= For expressions that include one registry variable, these columns contain the current value of that
variable. Click the value to edit it.

= Forexpressions that include multiple registry variables, the column contains an icon &. Clicking that
icon shows the list of referenced registry variables and their values. Click a value to edit it.

= For expressions that do not include any registry variables, this column contains an icon . Clicking
that icon navigates to the Edit Rule dashboard.

= For rule states that do not have a conditional expression defined, this column is empty.

Alarms: Contains the number of alarms (multiple-severity rules only) generated by the rule. Clicking that
column shows a list of alarms indicating for each alarm its severity, when the alarm was generated, and the
alarm message.

Applies to: Shows the object name that is applied to this custom rule.

Description: Contains the rule description.

Enabling/Disabling rule(s)

The Rule Configuration dashboard shows a list of existing rules and a set of rule management commands at the
top of the list. Use the Enable Rule and Disable Rule buttons to activate or deactivate one or multiple rules at

once.

To enable a rule:

1
2

Log in to the Foglight browser interface.

Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.

On the navigation panel, under Homes, click Cloud Manager.

The Cloud Manager dashboard opens.

Click Rule Configuration.

The Rule Configuration dashboard opens.

On the Rules list, select one or more check boxes in the left-most column, and then click Enable Rule.
The Enable Rules dialog box opens.

In the Enable Rules dialog box, click Yes.

The Rules list refreshes with the rules’ status updated automatically.

To disable a rule:

Log in to the Foglight browser interface.

Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.

On the navigation panel, under Homes, click Cloud Manager.

The Cloud Manager dashboard opens.

Click Rule Configuration.

The Rule Configuration dashboard opens.

On the Rules list, select one or more check boxes in the left-most column, and then click Disable Rule.

The Disable Rules dialog box opens.
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6 In the Disable Rules dialog box, click Yes.

The Rules list refreshes with the rules’ status updated automatically.

Adding a custom rule

The Rule Configuration dashboard shows a list of existing rules and a set of rule management commands at the
top of the list. Use the Add Custom Rule button to create a new rule as needed.
To customize a rule:

1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
3 On the navigation panel, under Homes, click Cloud Manager.

The Cloud Manager dashboard opens.
4 Click Rule Configuration.

The Rule Configuration dashboard opens.
5 Click Add Custom Rule on the Rules table.

The Create Custom Rule dialog box opens.
6 In the Create Custom Rule dialog box, specify the following:

a Alarm Type:
a Type the name of custom rule in the Name field.

b Select an Object Type, and then select a metric from the Metric drop-down list. The value of
Metric varies from the Object Type.

¢ Select either Threshold or % Change, and then specify the following values as needed.

- Threshold: Specify Condition, Time Period, Severity, and then specify whether or not
fire actions if the specified data attempts are reached. The value of Condition cannot
be negative.

- % Change: Specify Condition, Time Period, and Severity Label. The value of
Condition cannot be negative.

b (Optional) Scope: Choose the objects to which you want to apply this rule. If no objects are selected
in this step, the custom rule will apply to all objects which type is the Object Type specified in Step 6.

¢ (Optional) Notifications: Click Add New, then the Edit Notification Config - Dialog box appears. In
this dialog box, type the E-mail Address and Description as needed, and then click Add.

7 Click Save.

The Rules table refreshes automatically to show the newly added rule.

Removing custom rule(s)

The Rule Configuration dashboard shows a list of existing rules and a set of rule management commands at the
top of the list. Use the Remove Custom Rule button to delete existing custom rule(s) as needed.
To remove a custom rule:

1 Log in to the Foglight browser interface.
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Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.

On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.

Click Rule Configuration.

The Rule Configuration dashboard opens.

Click Remove Custom Rule on the Rules table.

The Remove dialog box opens.

Click Yes.

The Rules table refreshes automatically and removes the selected rule.
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4
Reports Tab

Foglight Hybrid Cloud Manager for Google Cloud includes a report generation ability. This allows you to create
reports using a set of predefined templates to report on the various aspects of your cloud environment. Foglight
Hybrid Cloud Manager for Google Cloud includes a collection of predefined report templates.

You can generate, copy, and edit reports using the Reports tab on the Reports dashboard, or alternatively the
Reports dashboard included with the Management Server.

Figure 14. Report dashboard
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To access the Reports dashboard:
1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
3 On the navigation panel, under Homes, click Cloud Manager.

The Cloud Manager dashboard opens.
4 Click Reports in the actions bar.

For complete information about this tab, see the Managing Capacity in Virtual Environments User Guide. For more
information about the Reports dashboard, see the Foglight User Help.

Available report templates

The following templates are available with Foglight Hybrid Cloud Manager for Google Cloud Cloud.
Table 1. Report templates

Report Template Name This template can be used to generate a report that...
Cost-All Google Billing Summarizes the cost for all the Google Cloud Billing Accounts in the
Accounts Summary Report monitored environment.

Google Cloud Region Summary Summarizes all regions at under your account, so that you could know all
Report regions' performance.

Instance Group Performance by Summarizes the detailed instance group performance by service.
Service - Detail
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Table 1. Report templates

Report Template Name This template can be used to generate a report that...

Instance Performance by Summarizes the instance performance by service.
Service - Detail

Project Performance by Service Summarizes the project performance by service.
- Detail

Project Summary Report Summarizes the projects in the monitored environment.
VM Instance Performance Summarizes the VM instance performance.
Report
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Usage & Quotas Tab

Foglight Hybrid Cloud Manager for Google Cloud allows you to view the subscription details by four filters,
including Quota, Owner, Usage, Limit, and Utilization.

Figure 15. Usage & Quotas dashboard
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To access the Usage & Quotas dashboard:
1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
3 On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.

4 Click Usage+Quotas in the actions bar.
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Administration Tab

The Administration tab of the Cloud Manager dashboard contains links to agent administration tasks that you

can use to manage Google Cloud performance agents.

Figure 16. Administration dashboard

Monitoring  Rule Configuration Reports  Usage+Quotas  Administration
Tasks:
Create Google Cloud Agent
Agents
@ Add T Refresh Activate * Deactivate [ Start Data Collection [ Stop Data Collection &) Remove " Update Agent
[ Agent Name + Foglight Agent Manager Host Active Data Collection Alarms Edit Properties Download Log
O & Wi ereherreerhler o o £ 4

To access the Administration dashboard:
1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
3 On the navigation panel, under Homes, click Cloud Manager.
The Cloud Manager dashboard opens.
4 Click Administration in the actions bar.
For more information, see the following topics:
e Agents related commands
* Agents related commands
* Creating a Google Cloud Agent
» Editing agent properties

Agents related commands

Search
Agent Version
(G Version Up To Date

The Administration dashboard shows a list of existing agent instances and a set of agent management
commands at the top of the list. Use it to verify that your agents are collecting data from the monitored

environment.

The following commands are available:

e Add: Starts a workflow for creating new agent instances. For more information, see Creating a Google

Cloud Agent on page 11.

¢ Refresh: Refreshes the list of agent instances and their states.

* Activate: Activates one or more selected agent instances. Activating an agent instance starts the agent

process on the machine on which the agent is installed.
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Deactivate: Deactivates one or more selected agent instances. Deactivating an agent stops the agent
process on the machine on which the agent is installed.

Start Data Collection: Starts the data collection for one or more selected agent instances. Starting an
agent’s data collection causes the agent to begin monitoring the Google Cloud platform and to send the
collected metrics back to the Management Server.

Stop Data Collection: Stops the data collection for one or more selected agent instances. Stopping an
agent’s data collection causes the agent to stop monitoring the Google Cloud platform.

Edit Properties: Starts a workflow for editing the properties of one or more selected agent instances. Each
agent comes with a set of properties that it uses to configure its correct running state. Editing agent
properties on page 31.

Remove: Deletes the selected agent instance.

Update Agent: Updates the agent package to the latest version.

i | IMPORTANT: Updating the agent package using this command generates the previously existing
credentials. However, if you update the agent package by re-deploying its .gar file through the Agent
Status page, the credentials need to be re-created. To do that, select an agent instance, click Edit
Properties, and configure the required credentials on the Credentials tab of the Edit Tab Manager
dialog box.

To perform any of the available commands, select one or more check boxes in the left-most column and click the
appropriate button. For example, to start an agent’s data collection, select the check box in the agent row and click
Start Data Collection.

Editing agent properties

Google Cloud Agents collect data from Google Cloud platform and send it to the Management Server. The agents
keep tracking of resource utilization metrics and alerts you when certain pre-defined thresholds are reached.

Default versions of these properties are installed with Foglight. However, you can edit the default agent properties,
configure the agent properties that apply only to a specific agent instance, and create edited clones of shareable
properties that are used by a subset of certain agent type.

To edit the Google Cloud Performance Agent properties:

1
2

Log in to the Foglight browser interface.

Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
On the navigation panel, under Homes, click Cloud Manager.

Cloud Manager dashboard opens.

Click Administration.

The Administration dashboard opens.

Select the instance of the Google Cloud Agent properties that you want to modify, and then click Edit
Properties.

In the Edit Properties dialog box, edit the following properties, as needed.
= Configure BigQuery Dataset Table ID to Monitor

Enter the BigQuery Table ID according to the Google Cloud Platform console. To get the BigQuery
Table ID from Google Cloud Platform console, see Getting the BigQuery Table ID on page 8 for
more information.

= Configure Proxy (Optional):

Configure the proxy setting when the Agent Host requires a proxy connection to the Internet.
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Dialog - Proxy Config x

Enable Proy

Prascy Server: | = |

Proxy Type: HTTE

Proxy Port: | 8080 |

[ Authorization

Username: | | (7]

Password:

Confirm Password:

Save Cancel

a Select the Enable Proxy check box to enable the proxy settings.
b Input the host name or IP address for the Proxy Server and input the Proxy Port number.

¢ If the proxy requires an authorization, select the Authorization check box, and input the
Username and Password.

i | NOTE: In FIPS-compliant mode, if proxy settings are configured, you need to import the proxy
server application root certificate into FMS KeyStore and FglIAM. For more information, see
Managing certificates.

d Select Authorization. Input Username and Password.

= Automatically Install Stackdriver to VM Instances: Select this option to install stackdriver agent to
collect memory metrics.

= Click to Release Lockbox to Client: Click the button to release the lockbox to client.
= Click to Edit Credential: Click the button to update the JSON file for the service account.
= Add Google Cloud Agent to a new credential: Create a new credential for the Google Cloud agent.

= Add Google Cloud Agent to an existing credential: Assign the Google Cloud agent to an existing
credential.

7 Click Save. The Edit Properties dialog box closes and the list of agent instances automatically refreshes
in the display area.

Managing certificates

Syntax Conventions

In order to successfully make use of the Foglight commands in your monitoring environment, review the syntax
conventions before getting started. The syntax conventions are as follows:

* Generic examples follow the UNIX path structure that uses forward slashes '/" to separate directories.

* Platform-specific examples follow standard platform conventions. For example, UNIX-specific examples
use forward slashes ‘/’ as directory delimiters, while Windows examples use backslashes ‘\'.

e <foglight_home> is a placeholder that represents the path to the Foglight Management Server installation.
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» <foglight_agent_mgr_home> is a placeholder that represents the path to the Foglight Agent Manager
installation. This can be the location of the Foglight Agent Manager installation on a monitored host, or the
home directory of the Foglight Agent Manager that comes embedded with the Foglight Management
Server. For example:

Path to the Foglight Agent Manager installation on a monitored host (Windows):
C:\Quest\Foglight_Agent_Manager

Path to the embedded Foglight Agent Manager installation (Windows):
C:\Quest\Foglight\fglam

¢ Unless otherwise specified, Foglight commands are case-sensitive.

Managing certificates for FgIAM

Foglight Evolve agents use Foglight Agent Manager (FgIAM) to manage certificates for SSL encryption
connection.

Prerequisite

All the certificate-related command line options require that FgIAM be up and running.

Add a certificate

bin/fglam --add-certificate "user alias 1'"=/path/to/certificate/file
¢ Validate the certificate and ensure the following:
= [tis not expired.
= |tis an X.509 format.

= FglAM requires the Base64 format. To verify if the certificate file is encoded with Base64, open the
certificate with a notepad and the certificate should be similar to the following example:
————— BEGIN CERTIFICATE-----
XXXXXXXX=

NOTE: If the certificate is not Base64 format, use openssl command to convert the certificate
file into a Base64 file. Use either of the following commands depending on the source form:
openssl x509 -inform DER -in xxX.cer -out Xxxx.crt

or
openssl x509 -inform PEM -in xxx.cer -out xxx.crt

* The alias is required and is used in the list and delete operations to refer to the certificate. It can be
anything.

List installed certificates

bin/fglam --list-certificates
Print out a list of certificates and the aliases that refer to them.
Refer to the example output below:

List of installed certificates:

Alilas Certificate Info

user alias 1 XXXX
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Delete a certificate

Remove a certificate referred to by an alias.

bin/fglam --delete-certificate "user alias 1"

A full example for managing certificate for FgIAM

* Add an example certificate into FgIAM certificate store

C:\Quest\Foglight\fglam\bin>fglam.exe --add-certificate "Evolve-test"="D:/Evolve-
test.crt”

2020-02-27 16:31:01.000 INFO [native] Certificate added: Certificate from
D:\Evolve-test.crt added as Evolve-test
» List the example certificate in the FgIAM certificate store

C:\Quest\Foglight\fglam\bin>fglam.exe --list-certificate

Alias Certificate

Evolve-test Issuer:
CN: XXX
* Delete the example certificate from the FglAM certificate store

C:\Quest\Foglight\fglam\bin>fglam.exe --delete-certificate "Evolve-test"

2020-02-27 16:28:21.000 INFO [native] Certificate deleted: Certificate

Evolve-test deleted

Managing certificates for FMS in FIPS-
compliant mode

Use the keytool utility shipped with Foglight to create, import, or export certificates. This utility can be found at:
<foglight_home>\jre\bin\keytool.

The KeyStore Foglight used in FIPS-compliant mode is located at:
<foglight_home>/config/security/trust.fips.keystore (default password: nitrogen)

Add a certificate in FIPS-compliant mode

Use the keytool command in FMS JRE located in <foglight>/jre/bin.

keytool -import -trustcacerts -alias ''<alias>" -file '<certificate path>" -keystore
"<Foglight_home>/config/security/trust.fips.keystore"™ -deststoretype BCFKS -
provider org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
"<Foglight_home>/server/core/bc-fips.jar" -storepass nitrogen

* Validate the certificate and ensure the following:
= Itis not expired.

= |tis an X.509 format.
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¢ Change the following before executing the command

= <alias>: The alias is required and is used in the list and delete operations to refer to the
certificate. It can be anything.

= <Foglight_home>: The folder path where Foglight is installed.

= <certificate path>: Your custom certificate path.

List installed certificates

keytool -list -keystore "<Foglight_home>/config/security/trust._fips.keystore" -
deststoretype BCFKS -provider
org.bouncycastle.jcajce.provider._BouncyCastleFipsProvider -providerpath
"<Foglight_home>/server/core/bc-fips.jar" -storepass nitrogen

Prints out a list of certificates and the aliases that refer to them.
Refer to the example output below:
Keystore type: BCFKS
Keystore provider: BCFIPS
Your keystore contains 151 entries
camerfirmachambersignca [jdk], Dec 18, 2019, trustedCertEntry,

Certificate fingerprint (SHA1l):
4A:BD:EE:EC:-95:0D:35:9C:89:AE:C7:52:A1:2C:5B:29:F6:D6:AA:0C

entrust2048ca [jdk], Dec 18, 2019, trustedCertEntry

Delete a certificate

Remove a certificate referred to by an alias.

keytool -delete -alias <alias> -keystore
"<Foglight_home>/config/security/trust.fips.keystore" -deststoretype BCFKS -
provider org.bouncycastle.jcajce.provider._.BouncyCastleFipsProvider -providerpath
"<Foglight_home>/server/core/bc-fips.jar" -storepass nitrogen

A full example for managing certificate for FMS in FIPS-
compliant mode

Add example certificate into FMS certificate store in FIPS-compliant mode

C:\Quest\Foglight\jre\bin>keytool -import -trustcacerts -alias "Evolve-Test" -file
"D:/Evolve-test.crt" -keystore
"C:/Quest/Foglight/config/security/trust._fips._keystore" -deststoretype BCFKS -
provider org.bouncycastle.jcajce._provider._BouncyCastleFipsProvider -providerpath
"C:/Quest/Foglight/server/core/bc-fips.jar"™ -storepass nitrogen

Owner: CN=CA, DC=ca, DC=local

Issuer: CN=CA, DC=ca, DC=local

Serial number: xxxx

Valid from: Sun Jan 06 23:07:06 CST 2019 until: Wed Apr 06 23:07:06 CST 2022

Certificate fingerprints:
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Extensions:
Trust this certificate? [no]: yes

Certificate was added to keystore
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7
Cost Tab

Click Cost on the top of the Cloud Manager dashboard to navigate to the Cost tab.

i | NOTE: Ensure that you have configured the cost metrics for account through the Agent Properties dialog
box; otherwise there will be no data displayed on this tab. For more information about how to configure cost
metrics, refer to the Configure BigQuery Dataset Table ID to Monitor on page 12.

Figure 17. Cost tab

Overview Azure AWS Google Cloud Admin
All Enable Accounts Overview Resources  Prices
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Time Range: Cost data collected from 2020-10-17 to 2020-11-15 @
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There are currently no alarms.

To access the Cost tab:
1 Log in to the Foglight browser interface.

2 Ensure that the navigation panel is open.

To open the navigation panel, click the right-facing arrow * on the left.
3 On the navigation panel, under Homes, click Cloud Manager.

The Cloud Manager dashboard opens.
4 Click Cost. The Cost tab opens on the bottom of Cloud Manager dashboard.
5 Click Google Cloud.

Cost - Overview

The Cost-Overview includes the following elements:

¢ Cost Summary: Displays the Total Month-to-date cost, and cost by Azure, AWS, and Google Cloud
platforms.
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* Cost Overview: A stacked bar chart to display the Month-to-date Expenses and Forecast by Azure, AWS,
Google Cloud platforms.

i | NOTE: The Month-to-date (MTD) indicates a period starting from the beginning of the current month till the
end of the current date.
* Infrastructure: Displays an Infrastructure resource table across clouds.

= Accounts Configured: The number of Azure subscriptions, AWS Accounts, or Google Cloud Billing
Accounts.

= Total VMs: The total number of VMs running in the Cloud platform.

* Top 5 Business Units by Cost: Aggregates the total cost for Business Units after users assign the AWS
accounts, Azure Subscriptions, or Google Cloud Billing Accounts to a BU under Cost > Admin.

* Cost Breakdown by Platforms: Displays the Month-to-date cost by Azure, AWS, and Google Cloud
platforms.

Cost - Google Cloud view

The Cost - Google Cloud view includes the following elements:

* Overview of all enabled Billing Accounts cost: Lists the enabled billing accounts, billing of the current
month, and billing of the last month.

* Object tree view: Lists the enabled Billing Accounts and business units.

¢ Time Range Selector: Lists the time range for billing. The time bar of the Management Server does not take
effects on the Cost dashboard.

* All Enabled Billing Accounts Spending History/Top 5 Billing Accounts by cost/Spending Breakdown: These
three views will display the relevant cost information if you select All Enabled Billing Accounts or All
Business Units from the object tree view.

¢ Billing Account Spending History/Top 5 Resources by Cost/Cost Breakdown By Service Type/Top 5 VMs by
Cost: These four views will display the cost information of the selected billing account or business unit.

* Alarms: Lists all alarms against the selected billing account or business unit.

* Select Billing Account displays the Billing Account Overview, Resource cost, and SKU Prices.

Cost - Admin view

The Cost - Admin view includes the following:

¢ Google Cloud Accounts tab: Displays the overview of all billing accounts, including the billing account
name, business unit, spending, monthly budget, last month billing, current month billing, and next month
projection.

= Set Monthly Budget: Updates monthly budget for the selected billing account.
= Assign Business Unit: Assigns the select billing accounts to a Business Unit.
= Remove from Business Units: Exits the selected business units.

* Business Units tab: Lists business units name, location, organization, and accounts.

= Add Business Units: Creates a business unit, specifies Business Unit name, description, location,
longitude, latitude, and assigns to a new organization or existing organization.

= Delete Business Units: Deletes selected business units.

= Assign Organization: Select the organization from the list for selected business units.
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About Us

Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and cyber
security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than 130,000
companies and 95% of the Fortune 500 count on Quest to deliver proactive management and monitoring for the
next enterprise initiative, find the next solution for complex Microsoft challenges and stay ahead of the next threat.
Quest Software. Where next meets now. For more information, visit https://www.quest.com/.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

* Submit and manage a Service Request.

* View Knowledge Base articles.

e Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

* Chat with support engineers online.

* View services to assist you with your product.
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