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About This Document

This document lists objects (files, folders, registry entries and so on) that InTrust components add or modify on
the systems where they are deployed. The document has been prepared to assist administrators who maintain
computers that host InTrust components, as follows:

« Referto the list to see which resources should be accessible to InTrust components during deployment.

- Ifyou wantto keep your systems free of garbage data, refer to the list to find whether a particular file,
registry key, etc. is necessary for correct InTrust operation.

The following conventions are used in the document:

« ltems added by InTrust are marked bold, as in %ALLUSERSPROFILE%\Application Data\Dell.
These items should not be removed from the system. If the item is a folder, its contents are not listed.

« ltems modified by InTrust are listed using normal style.
Write access to these items should be enabled for InTrust component deployment.

The list contains paths for 64-bit systems only. To find corresponding paths on 32-bit systems, refer to the
following table:

On 64-bit Windows On 32-bit Windows
%CommonProgramFiles(x86)% %CommonProgramFiles%
%ProgramFiles(x86)% %ProgramFiles%

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node HKEY_LOCAL_MACHINE\SOFTWARE
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Objects Created and Used by
InTrust

o Quest InTrust Manager

o QuestInTrust Server

o QuestInTrust Agent

o QuestInTrust Repository Viewer
o Quest InTrust Monitoring Console
« Knowledge Portal

o QuestInTrust Reports

o Dell IT Security Search

Quest InTrust Deployment Manager

Start Menu Shortcut to InTrust Deployment
Manager for All Users

o %ALLUSERSPROFILE%\Start Menu\Programs\Quest

Files and Folders

o %CommonProgramFiles(x86)%\Quest Shared
o %CommonProgramFiles(x86)%\Quest

o %ProgramFiles(x86)%\Quest

Registry
« HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432NODE\Quest

« HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\EventLog\Application\QuestLicense
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSetf\Services\EventLog\Application\QuestLicense
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Quest InTrust Manager

Start Menu Shortcut to InTrust Manager for
All Users

o %ALLUSERSPROFILE%\Start Menu\Programs\Quest

Files and Folders

o %ALLUSERSPROFILE%\Application Data\Quest
o %CommonProgramFiles(x86)%\Quest Shared

o %CommonProgramFiles(x86)%\Quest

o %ProgramFiles(x86)%\Quest

« All items matching Quest* in %windir%\assembly\GAC and its subfolders

Registry
« HKEY_LOCAL_MACHINE\SOFTWARE\WOWG6432NODE\Aelita
« HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432NODE\Quest
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\QuestLicense
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\QuestLicense112

Quest InTrust Server

Services

o Quest InTrust Agent (service name: adcscm)
« Quest InTrust Agent Installer (service name: adcscm_install)
« Quest InTrust Real-Time Monitoring Server (service name: itrt_svc)

o Quest InTrust Server (service name: adcrpcs)

Local Groups

« AMS Organization Servers
This group includes the accounts under which the organization's InTrust servers run. To allow your
organization's InTrust servers to communicate with the server you are setting up, add the server
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accounts to this group.

AMS Readers
This group includes the accounts under which InTrust tasks and jobs run. This group is granted the "Log
on as a batch job" right on the InTrust server where the task or job is executed.

Log

InTrust—Windows event log

User Rights

Adjust memory quotas for a process for the InTrust service account
Log on as a service for the InTrust service account
Replace a process level token for the InTrust service account

Log on as a batch job for each InTrust account that is supposed to run InTrust jobs

Files and Folders

%ALLUSERSPROFILE%\Application Data\Quest
%ALLUSERSPROFILE%\Documents\Quest
%ProgramFiles(x86)%\Quest
%windir%\system32\config\InTrust.Evt

%windir%\System32\winevt\Logs\InTrust.evtx

Registry

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432NODE\Aelita
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\adcrpcs
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\adcscm
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\adcscm_install

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\Quest InTrust
Agent

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\Quest InTrust
Agent Installer

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\QuestLicense
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\QuestLicense112
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\InTrust
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\itrt_svc
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Shares

InTrust_Reports default path:
* %ALLUSERSPROFILE%\Documents\Dell\Reports

Databases (Local or Remote SQL Server)

*InTrust_Alerts_DB

* InTrust_Audit_DB

*InTrust_Cfg_DB

The database names can be changed during setup.

Service Connection Point in Active Directory

<MyDomainName>/System/Quest InTrust/InTrustServer{<In TrustServerGUID>}

RPC Server Endpoint in Active Directory

<MyDomainName>/System/RpcServices/<MyInTrustOrganizationName>/<MyInTrustServerName>

Passwords

The InTrust Organization password is stored in LSA.

Quest InTrust Agent

Services

o Quest InTrust Agent (service name: adcscm)

o Quest InTrust Agent Installer (service name: adcscm_install)

Files and Folders

%windir%\ADCAgent
This is the default installation folder. You can change it during setup and/or by modifying the Agent_
InstallShare and Agent_InstallFolderinShare organization parameters.
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Registry
« HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432NODE\Aelita
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSef\Services\adcscm
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\adcscm_install

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\Quest InTrust
Agent

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\Quest InTrust
Agent Installer

Quest InTrust Repository Viewer

Start Menu Shortcuts to InTrust Repository
Viewer for All Users

o %ALLUSERSPROFILE%\Start Menu\Programs\Quest

Files and Folders

o %ALLUSERSPROFILE%\Application Data\Quest
o %ProgramFiles(x86)%\Quest

o %CommonProgramFiles(x86)%\Quest

Registry

HKEY_LOCAL_MACHINE\SOFTWARE\WOWG6432NODE\Aelita

Quest InTrust Monitoring Console

Start Menu Shortcuts to Monitoring Console
and Monitoring Console Administration for All
Users

o %ALLUSERSPROFILE%\Start Menu\Programs\Quest
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Files and Folders

« %ProgramFiles(x86)%\Quest

* %CommonProgramFiles(x86)%\Quest

Registry

HKEY_LOCAL_MACHINE\SOFTWARE\WOWG6432NODE\Aelita

lIS: Application Pools

o Quest InTrust Real-Time Monitoring Console

lIS: Virtual Directory

<Default Web Site>/ITMonitoring
The Web site and virtual directory name can be changed during setup.

Knowledge Portal

Start Menu Shortcuts to Knowledge Portal for
All Users

o %ALLUSERSPROFILE%\Start Menu\Programs\Quest Software

Files and Folders

o %ProgramFiles(x86)%\Quest

Registry
« HKEY_LOCAL_MACHINE\ SOFTWARE\Quest Software
« HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432NODE \Quest Software
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\QuestLicense
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\QuestLicense112
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User Rights

« Adjust memory quotas for a process for the account that will connect to the SQL server and
Active Directory

« Act as part of operating system for the account that will connect to the SQL server and Active Directory

lIS: Application Pools

« Quest Knowledge Portal <major_version>.<minor_version> Application Pool

IIS: Virtual Directories

« <Default Web Site>/QuestKnowledgePortal

The Web site and virtual directory name can be changed during setup.

Quest InTrust Reports

SSRS Report Folder

SQL Server Reporting Services Home/QKP

Registry

HKEY_LOCAL_MACHINE\SOFTWARE\WOWG6432NODE\Quest Software
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Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and
cyber security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than
130,000 companies and 95% of the Fortune 500 count on Quest to deliver proactive management and
monitoring for the next enterprise initiative, find the next solution for complex Microsoft challenges and stay
ahead of the next threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical supportis available to Quest customers with a valid maintenance contract and customers who have
trial versions. You can access the Quest Support Portal at hitps:/support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours
a day, 365 days a year. The Support Portal enables you to:

« Submitand manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
» View how-to-videos

« Engage in community discussions

« Chatwith support engineers online

« View services to assist you with your product
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