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Computers

Name Type Description
ComputerName nvarchar Name of the computer from which the log was gathered.
(255)
Domain ?varc):har Name of the domain to which the computer belongs.
255
Type int Computer type, e.g. server or workstation. For Windows computers, this field has
a bitmask value. For other computers, the value is 0.
For more information about bitmask values, see the description of the SERVER _
INFO_101 network management structure in the MSDN library. The sv101_type
member defines the possible values.
PlatformID int The computer’s platform (operating system) ID. The following platform IDs are
used:
« 500 (Windows)
« 610 (Solaris)
« 620 (HPUX)
« 630 (LINUX)
« 640 (AIX)
VersionMajor int Major version number of the computer's operating system. For example, the
major version of Windows 8 is 6.
VersionMinor int Minor version number of the computer's operating system. For example, the

minor version of Windows 8 is 2.
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Events

Name Type Description

ID int ID of the eventin the InTrust gathering session.

SessionlD int ID of the gathering session.

GatheringComputer ?gsaé(;har Computer from which the event was retrieved.

PlatformID int Platform (operating system) ID of the computer from which the event was
retrieved.

VersionMajor int

Major version number of the audited software on the computer where the
data was collected. InTrust data sources define the major version values as
specified below.

When event caching is not used during gathering:

Microsoft Windows Events, Microsoft DHCP Server Events,
Solaris Audit Log Events, HP-UX Audit Log Events—Major version
of the operating system. For example, the major version of Windows
8is 6.

Custom Text Log Events, Database Events—Major version of the
operating system, unless specified otherwise.

Microsoft IIS Events—The MajorVersion dword value in the
HKLM\SOFTWARE\Microsoft\inetStp registry key.

Microsoft ISA Server Events—The major version number in the
string representation of the ISAS version. This string is retrieved from
the ProductVersion(BSTR*) property of the IFPCServer interface.

Microsoft Proxy Server Events—The major version is 2.

Microsoft Exchange Events—Major version of Microsoft Exchange
Server.

When event caching is used during gathering:

Microsoft Windows Events, AIX Audit Log Events—Major version
of the operating system.

Syslog, Account Monitoring Events, Text File Monitoring Events—
Major version of the operating system, unless specified otherwise.
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Name Type Description

« Microsoft lIS Events—The MajorVersion dword value in the
HKLM\SOFTWARE\Wicrosoft\InetStp registry key.

VersionMinor int Minor version number of the audited software on the computer where the
data was collected. InTrust data sources define the minor version values as
specified below.

When event caching is not used during gathering:

« Microsoft Windows Events, Microsoft DHCP Server Events,
Solaris Audit Log Events, HP-UX Audit Log Events—Minor version
of the operating system. For example, the minor version of Windows
8is2.

« Custom Text Log Events, Database Events—Minor version of the
operating system, unless specified otherwise.

« Microsoft lIS Events—The MinorVersion dword value in the
HKLM\SOFTWARE\Microsoft\InetStp registry key.

« Microsoft ISA Server Events—The minor version number in the
string representation of the ISAS version. This string is retrieved from
the ProductVersion(BSTR*) property of the IFPCServer interface.

« Microsoft Proxy Server Events—The minor version is 0.

« Microsoft Exchange Events—Minor version of Microsoft Exchange
Server.

When event caching is used during gathering:
« Microsoft Windows Events, AIX Audit Log Events—Minor version
of the operating system.
« Syslog, Account Monitoring Events, Text File Monitoring Events
—Muinor version of the operating system, unless specified otherwise.
« Microsoft lIS Events—The MajorVersion dword value in the
HKLM\SOFTWARE\WMicrosoft\InetStp registry key.
EventLog nvarchar Name of the log from which the event was retrieved.
(255)

RecordNumber int The event's number, used for storing the position of the last gathered event.

Computer nvarchar Computer on which the event occurred.
(255)

UserName nvarchar Name of the user who produced the event.
(255)

UserDomain nvarchar Domain of the user who produced the event.
(255)

EventType int Event type.

Source nvarchar Name of the event's source.
(255)
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Name Type Description

EventlD int ID of the event.
Category nvarchar Category of the event.
(255)
GMT datetime Event generation time in GMT format.
LocalTime datetime Eventrecord time; this time is local to the computer from which the event

was retrieved.
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EventsData

Name Type Description

EventID int ID of the eventin the InTrust gathering session. This field corresponds to the ID field in
the Events table.

SessionID int ID of the gathering session. This field corresponds to the SessionID field in the Events
table.

EventData image Binary data of the event.
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EventsDescriptions

Name Type Description

EventlD int ID of the event in the InTrust gathering session. This field corresponds to the ID field in
the Events table.

SessionID int ID of the gathering session. This field corresponds to the SessionlID field in the Events
table.

Description ntext Description of the event.
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EventsStrings

Name Type Description

EventlD int ID of the eventin the InTrust gathering session. This field corresponds to the ID
field in the Events table.

SessionID int ID of the gathering session. This field corresponds to the SessionID field in the
Events table.

Stringindex int Index of the event's insertion string.

StringValue nvarchar Value of the event's insertion string.

(4000)
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GatheredEvents

Name Type Description
Computer nvarchar Computer on which the event occurred.
(150)

PlatformID int Platform (operating system) ID of the computer on which the event occurred.

VersionMajor int Major operating system version number of the computer on which the event
occurred. For example, the major version of Windows 8 is 6.

VersionMinor int Minor operating system version number of the computer on which the event
occurred. For example, the minor version of Windows 8 is 2.

EventLog nvarchar Name of the log from which events were retrieved.

(255)

RecordNumber int
Number of the record in the event log, used for storing the position of the last
gathered event.

TimeWritten int Time when the event was written to the log.

GMT datetime Event generation time in GMT format.

LocalTime datetime Time when the event was written to the log; this time is local to the computer
where the event was logged.

IGMD image  Stands for Incremental Gathering MetaData. This is arbitrary binary data written
and read by the data source that is used for the gathering. For example, a data
source can store and query lists of file paths.

filterhash int Hash of the combined filter used for the gathering.

filter image Combined filter used for the gathering.

PositionVersion int Contains one of the following values:

« 1 (agent-side audit log backup was used during the gathering)
« 0 (agent-side audit log backup was not used)
PositionFlag int

When cached data is collected for the first time to the new storage, data from the
corresponding event log also captured (to prevent data loss). For the second
cached data gathering to the same storage data from the corresponding event
log is not needed and this option indicates this.
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Name Type Description

Contains one of the following values:

« 0 (Cached data and data from the corresponding event are not collected)

« 1 (Cached data have been collected for the first time to the new storage
together with data from the corresponding eventlog)
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GatheringSessions

Match Field Description

ID int Gathering session ID.

Computer nvarchar(150)  Name of the InTrust Server computer that ran the gathering job.
CollectionName nvarchar(255) Name of the gathering job.

GMT datetime Session start time in GMT format.

LocalTime datetime Session start time; this time is local to the InTrust server.
UniquelD nvarchar(255)  Unique ID of the gathering session.
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Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and
cyber security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than
130,000 companies and 95% of the Fortune 500 count on Quest to deliver proactive management and
monitoring for the next enterprise initiative, find the next solution for complex Microsoft challenges and stay
ahead of the next threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical supportis available to Quest customers with a valid maintenance contract and customers who have
trial versions. You can access the Quest Support Portal at hitps:/support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours
a day, 365 days a year. The Support Portal enables you to:

« Submitand manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
» View how-to-videos

« Engage in community discussions

« Chatwith support engineers online

« View services to assist you with your product
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