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Introduction

About This Document

This document discusses data encryption, user authentication, data logging, and other LiteSpeed's security
features and describes how to evaluate LiteSpeed’s security features in connection with the NIST's
recommended federal information security standards promulgated under the Federal Information Security
Management Act (FISMA).

About LiteSpeed

LiteSpeed® for SQL Server®, or LiteSpeed, is a fast and flexible backup and recovery solution that allows
database administrators to easily maintain complete control over the backup and recovery process. LiteSpeed's
low-impact, high-performance compression and encryption technology helps reduce storage costs and protect
data, while maintaining a high level of recoverability.

While providing robust encryption and compression functionality, this cutting-edge database backup solution
profoundly reduces the time needed to execute database backups. It supports the use of the FIPS 140-2
compliant encryption algorithms AES and 3DES for encrypting database backup files. LiteSpeed installs
extended stored procedures on the SQL Server which it uses during backups and restores.
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Security Features in LiteSpeed

Below follows a set of security features provided by LiteSpeed for SQL Server.

Data Encryption

A backup of a database will include all sensitive information stored in the original, and it is therefore prudent to
offer a level of protection of the backup. LiteSpeed supports concurrent encryption during the creation of
database backups and supports the following symmetric key encryption algorithms and key sizes:

Encryption Algorithm Key Sizes (in bits) FIPS 140-2 Approved

Microsoft AES 128,192, 256 Yes
AES 128,196, 256 No
3DES 168 Yes
RC2 40,56,112,128 No
RC4 128 No

LiteSpeed uses Microsoft's Cryptographic API (CAPI) to provide AES, 3DES, RC2 and RC4 algorithms. The
alternative AES encryption algorithm uses the LibTomCrypt library which is not FIPS 140-2 approved but does
support the Microsoft Cryptographic Service Providers in Windows 2000.

The customer has the choice of only using FIPS 140-2 approved algorithms. The choice of encryption is
specified through the backup wizard in the LiteSpeed Ul Console. The user chooses the specific encryption
algorithm and the corresponding key size. These parameters can also be included as part of script files.

Encryption Key

When choosing to enable encryption of backup files, the LiteSpeed user is prompted to enter a password. This
password gets converted into a cryptographic key (password based encryption). Since the security of the key
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relies upon the password, the user should choose a strong password. The user is prompted to re-enter the
password upon restore of an encrypted backup. Neither the key nor password are persisted with the backup
file.

User Authentication

LiteSpeed relies upon SQL Server for user authentication and access control.

Privileges

During installation, LiteSpeed requires the user to have Administrator rights on the local machine and SYSDBA
access on the SQL Server. Only SYSDBA access is required during operation of LiteSpeed.

Logging

LiteSpeed users can enable the Activity Logging feature causing activity data to be logged to a Local Repository
database on each server instance on which Activity Logging is enabled.

Network Connectivity

LiteSpeed does not require any network connectivity during installation or operation. Backup files can be stored
on local disks. Therefore, no network ports are required to be opened for LiteSpeed to work, meaning that the
server’s firewall settings can remain unchanged.

Itis possible to initiate backups from the LiteSpeed Ul Console by connecting to a database on a remote
machine, assuming that LiteSpeed has been installed on it. When initiating encrypted backups from the
console, we recommend that the SQL Server administrator enforces secure communication on the SQL Server,
as doing so would prevent sending the encryption password in the clear over the network. The database
backup files are created on the machine hosting the SQL Server. LiteSpeed uses tabular data stream packets
(TDS) to communicate with the remote SQL Server.

Note: TSM backups conducted through LiteSpeed are transferred to and then stored in and/or managed by the
Tivoli Storage Manager. The TSM handles the backup file from then on, managing expiration date, storage
location, etc. Please refer to the TSM product documentation for further details.

Integrity of Backup Files

Cyclic Redundancy Checks (CRC) can be used to ensure the integrity of the backup files. CRC is used for
detecting corruption during the file copy operation. LiteSpeed uses the Adler-32 checksum algorithm.
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Verification of User Input

The LiteSpeed Ul Console validates user input by checking for matching data type (no characters in a numeric
only field) and length of inputs, such as to prevent against users attempting to enter malicious commands.

Configuration Parameters

LiteSpeed’s configuration parameters are stored in the LiteSpeedSettings.ini file and are configurable through
the LiteSpeed Ul Console. Other parameters specific to backup files such as those required during restores are
stored in the files themselves.

Daylight Savings Time Compliance

LiteSpeed will not be affected by the changes introduced by the Daylight Savings Time (DST) Extension
(U.S. Energy Policy Act of 2005). It relies upon the Operating System for time management and does not
implement any special logic around DST settings. Therefore, if the Operating System is DST compliant then
so is LiteSpeed.
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LiteSpeed for SQL Server and
FISMA Compliance

The Federal Information Security Management Act (FISMA) was passed by the U.S. Congress and signed by the
U.S. President, and is part of the Electronic Government Act of 2002. It requires each federal agency to develop,
document, and implement an agency-wide program to provide information security for the information and
information system that support the operations and assets of the agency, including those provided or managed
by another agency, contractor, or other source. See http://csrc.nist.gov/groups/SMA/fisma/overview.html for more
information.

A major component of FISMA implementation is the publication by the National Institute of Standards and
Technology (NIST), entitled “Recommended Security Controls for Federal Information Systems”, listed as NIST
Special Publication 800-53. It lists 17 general security categories against which an information security control
program should be evaluated, so as to measure its level of compliance with an agency’s obligations under
FISMA. See htitp://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final.pdf for more information.
Under 800-53, these seventeen listed categories define general security control “families” (e.g., “AC”), and that
each family in turn contains several subcategories (e.g., “AC-1”, “AC-2", “AC-3”, efc.) that further detail related
aspects of information security and assurance. Consult Appendix F of 800-53 for further information.

The following table describes how LiteSpeed addresses categories listed in NIST 800-53.

Category Applicable Description

Access Control (AC) Yes LiteSpeed relies upon SQL Server for user authentication
and access control.

Awareness and Training (AT) No This category does not apply to LiteSpeed as it would be
the responsibility of the customer who installs LiteSpeed
on its systems to develop and review its own security
awareness and training policy.

Audit and Accountability (AU) Yes LiteSpeed users can enable the Activity Logging feature
causing activity data to be logged to a Local Repository
database on each server instance on which Activity
Logging is enabled.
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Category

Applicable

Description

Certification, Accreditation and
Assessments (CA)

Configuration Management
(CM)

Contingency Planning (CP)

Identification and
Authentication (IA)

Incident Response (IR)

Maintenance (MA)

Media Protection (MP)

Physical and Environmental

Protection (PE)

Planning (PL)

Personnel Security (PS)

No

Yes

No

Yes

No

Yes

No

No

No

No

This category does not apply to LiteSpeed as it would be
the responsibility of the customer who installs LiteSpeed
on its systems to develop and review its own security
assessment, accreditation and certification policy.

LiteSpeed’s configuration can be modified through the
LiteSpeed Ul Console.

For more information, see Configuration Parameters on
page 7.

This category does not apply to LiteSpeed since itis the
responsibility of the customer to design and implement
their own contingency plans. As defined by NIST
(publication 800-34), disruptive events to IT systems
include power-outages, fire and equipment damage, and
can be caused by natural disasters or terrorist actions.

LiteSpeed relies upon SQL Server for authentication and
identification of users. Only users with sufficient privileges
are able to execute commands within LiteSpeed.

For more information, see User Authentication on page 6.

This category does not apply to LiteSpeed since itis the
responsibility of the customer who installs LiteSpeed on its
systems to develop and review its own incident response
policy and procedures.

Quest Software monitors developments and newly
discovered security flaws in the software components and
libraries used by ActiveRoles, and provides product and
security patches to its customers when necessary.

This category does not apply to LiteSpeed since itis the
responsibility of the customer who installs LiteSpeed on its
systems to develop and review its own media protection

policy.

This category does not apply to LiteSpeed since itis the
responsibility of the customer who installs LiteSpeed on its
systems to develop and review its own physical and
environmental policy.

This category does not apply to LiteSpeed since itis the
responsibility of the customer who installs LiteSpeed on its
systems to develop and review its security planning policy.

This category does not apply to LiteSpeed since itis the
responsibility of the customer who installs LiteSpeed on its
systems to enforce its personnel security policies.
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Category Applicable Description

Risk Assessment (RA) No This category does not apply to LiteSpeed since itis the
responsibility of the customer who installs LiteSpeed on its
systems to develop and review its own risk assessment
policy.

System and Services No This category does not apply to LiteSpeed since itis the

Acquisition (SA) responsibility of the customer who installs LiteSpeed on its
systems to develop and review its own system and
services acquisition policy.

System and Communications Yes LiteSpeed allows for encryption of the created backup files.

Protection (SC) The FIPS 140-2 approved AES and 3DES are amongst the
supported encryption algorithms.
For more information, see Data Encryption on page 5.

System and Information Yes LiteSpeed permits the user to create an integrity check of

Integrity (SI)

the backup files that can later be used to verify the integrity
of the files, for example after a file transfer.

For more information, see Integrity of Backup Files on page
6.

Note: A statement that a particular security category is applicable to LittSpeed means only that LiteSpeed
contains security features that are or may be relevant to some or all aspects of the security category in
question. It does not necessarily mean that LiteSpeed fully meets all of the requirements described in that
security category, or that the use of LiteSpeed by itself will guarantee compliance with any particular
information security standards or control programs. Indeed, the selection, specification, and implementation
of security controls in accordance with a customer-specific security program is ultimately dependent upon the
manner in which the customer deploys, operates, and maintains all of its network and physical infrastructure,
including LiteSpeed. For more information, see Customer Measures on page 11.
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Customer Measures

The security features of LiteSpeed for SQL Server are only one part of a secure environment. The customer’s
operational and policy decisions will have a great influence upon the overall level of security achieved. In
particular, the customer is responsible for the physical security of the appliance and the security of the network
from which the appliance is accessible. Administrators should also change default passwords and replace them
by strong passwords.
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About us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we build community-
driven software solutions that help you spend less time on IT administration and more time on business
innovation. We help you modernize your data center, get you to the cloud quicker and provide the expertise,
security and accessibility you need to grow your data-driven business. Combined with Quest’s invitation to the
global community to be a part of its innovation, and our firm commitment to ensuring customer satisfaction, we
continue to deliver solutions that have a real impact on our customers today and leave a legacy we are proud of.
We are challenging the status quo by transforming into a new software company. And as your partner, we work
tirelessly to make sure your information technology is designed for you and by you. This is our mission, and we
are in this together. Welcome to a new Quest. You are invited to Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the
letter Q. Itis a perfect circle, representing our commitment to technological precision and strength. The space in
the Qitself symbolizes our need to add the missing piece — you — to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have
trial versions. You can access the Quest Support Portal at https:/support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours
a day, 365 days a year. The Support Portal enables you to:

« Submitand manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
» View how-to-videos

- Engage in community discussions

« Chatwith support engineers online

« View services to assist you with your product
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Third-party contributions

This product contains the following third-party components. For third-party license information, go to
hitps://www.quest.com/legal/license-agreements.aspx. Source code for components marked with an asterisk (*)
is available at https://opensource.quest.com.

Table 1: List of Third-Party Contributions

Component

License or acknowledgement

AWS SDK for .NET 3.3.24

AWS SDK for .NET
Copyright 2009-2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

THIRD PARTY COMPONENTS

This software includes third party software subject to the following copyrights:
-Json processing from LitJson -

All the source code and related files distributed with this software have been
dedicated to the public domain by the authors.

Anyone is free to copy, modify, publish, use, compile, sell, or distribute the
software, either in source code form or as a compiled binary, for any purpose,
commercial or non-commercial, and by any means.

- Parsing PEM files from Bouncy Castle -

Copyright (c) 2000 - 2011 The Legion Of The Bouncy Castle
(http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
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Component

License or acknowledgement

FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

- Performing CRC32 checks from vbAccelerator.com
vbAccelerator Software License

Version 1.0

Copyright (c) 2002 vbAccelerator.com

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer

Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

The end-user documentation included with the redistribution, if any, mustinclude
the following acknowledgment:

"This product includes software developed by vbAccelerator (
http://vbaccelerator.com/)."

Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.

The names "vbAccelerator" and "vbAccelerator.com" must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact vbAccelerator through
steve@vbaccelerator.com.

Products derived from this software may not be called "vbAccelerator", nor may
"vbAccelerator" appear in their name, without prior written permission of
vbAccelerator.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL VBACCELERATOR OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on
behalf of the vbAccelerator. For more information, please see
http://vbaccelerator.com/ .

The vbAccelerator licence is based on the Apache Software Foundation Software
Licence, Copyright (c) 2000 The Apache Software Foundation. All rights
reserved.

- MD5 checks in the Windows Phone 8 variant of the SDK from Microsoft
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Component

License or acknowledgement

Corporation
Microsoft Public License (MS-PL)

This license governs use of the accompanying software. If you use the software,
you accept this license. If you do not accept the license, do not use the software.

1. Definitions

The terms "reproduce," "reproduction," "derivative works," and "distribution" have
the same meaning here as under U.S. copyright law.

A "contribution" is the original software, or any additions or changes to the
software.

A "contributor" is any person that distributes its contribution under this license.

"Licensed patents" are a contributor's patent claims that read directly on its
contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including the license
conditions and limitations in section 3, each contributor grants you a non-
exclusive, worldwide, royalty-free copyright license to reproduce its contribution,
prepare derivative works of its contribution, and distribute its contribution or any
derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the license
conditions and limitations in section 3, each contributor grants you a non-
exclusive, worldwide, royalty-free license under its licensed patents to make,
have made, use, sell, offer for sale, import, and/or otherwise dispose of its
contribution in the software or derivative works of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use any
contributors' name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents that you claim
are infringed by the software, your patent license from such contributor to the
software ends automatically.

(C) If you distribute any portion of the software, you must retain all copyright,
patent, trademark, and attribution notices that are presentin the software.

(D) If you distribute any portion of the software in source code form, you may do
so only under this license by including a complete copy of this license with your
distribution. If you distribute any portion of the software in compiled or object code
form, you may only do so under a license that complies with this license.

(E) The software is licensed "as-is." You bear the risk of using it. The contributors
give no express warranties, guarantees or conditions. You may have additional
consumer rights under your local laws which this license cannot change. To the
extent permitted under your local laws, the contributors exclude the implied
warranties of merchantability, fithess for a particular purpose and non-
infringement.

** 0S4 Unity - hitps://github.com/Hitcents/iOS4Unity/
** SQLitePCLRaw - https://github.com/ericsink/SQLitePCL.raw
Apache License
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Component

License or acknowledgement

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright
owner thatis granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that
control, are controlled by, or are under common control with that entity. For the
purposes of this definition, "control" means (i) the power, direct or indirect, to
cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding
shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions
granted by this License.

"Source" form shall mean the preferred form for making modifications, including
but not limited to software source code, documentation source, and configuration
files.

"Object" form shall mean any form resulting from mechanical transformation or
translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form,
made available under the License, as indicated by a copyright notice that is
included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is
based on (or derived from) the Work and for which the editorial revisions,
annotations, elaborations, or other modifications represent, as a whole, an
original work of authorship. For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of
the Work and any modifications or additions to that Work or Derivative Works
thereof, that is intentionally submitted to Licensor for inclusion in the Work by the
copyright owner or by an individual or Legal Entity authorized to submit on behalf
of the copyright owner. For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its
representatives, including but not limited to communication on electronic mailing
lists, source code control systems, and issue tracking systems that are managed
by, or on behalf of, the Licensor for the purpose of discussing and improving the
Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of
whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.
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Component

License or acknowledgement

2. Grant of Copyright License. Subject to the terms and conditions of this License,
each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-
charge, royalty-free, irrevocable copyright license to reproduce, prepare
Derivative Works of, publicly display, publicly perform, sublicense, and distribute
the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License,
each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-
charge, royalty-free, irrevocable (except as stated in this section) patent license to
make, have made, use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable by such
Contributor that are necessarily infringed by their Contribution(s) alone or by
combination of their Contribution(s) with the Work to which such Contribution(s)
was submitted. If You institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent
infringement, then any patent licenses granted to You under this License for that
Work shall terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or
Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of
this License; and

(b) You must cause any modified files to carry prominent notices stating that You
changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You
distribute, all copyright, patent, trademark, and attribution notices from the Source
form of the Work, excluding those notices that do not pertain to any part of the
Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any
Derivative Works that You distribute mustinclude a readable copy of the
attribution notices contained within such NOTICE file, excluding those notices
that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the
Derivative Works; or, within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents of the NOTICE
file are for informational purposes only and do not modify the License. You may
add Your own attribution notices within Derivative Works that You distribute,
alongside or as an addendum to the NOTICE text from the Work, provided that
such additional attribution notices cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may
provide additional or different license terms and conditions for use, reproduction,
or distribution of Your modifications, or for any such Derivative Works as a whole,
provided Your use, reproduction, and distribution of the Work otherwise complies
with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any
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Component

License or acknowledgement

Contribution intentionally submitted for inclusion in the Work by You to the
Licensor shall be under the terms and conditions of this License, without any
additional terms or conditions. Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have
executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names,
trademarks, service marks, or product names of the Licensor, except as required
for reasonable and customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in
writing, Licensor provides the Work (and each Contributor provides its
Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied, including, without limitation, any
warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY,
or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for
determining the appropriateness of using or redistributing the Work and assume
any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort
(including negligence), contract, or otherwise, unless required by applicable law
(such as deliberate and grossly negligent acts) or agreed to in writing, shall any
Contributor be liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a result of this
License or out of the use or inability to use the Work (including but not limited to
damages for loss of goodwill, work stoppage, computer failure or malfunction, or
any and all other commercial damages or losses), even if such Contributor has
been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or
Derivative Works thereof, You may choose to offer, and charge a fee for,
acceptance of support, warranty, indemnity, or other liability obligations and/or
rights consistent with this License. However, in accepting such obligations, You
may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each
Contributor harmless for any liability incurred by, or claims asserted against, such
Contributor by reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

- Endian Conversion for EventStream Event decoding
[Amazon.Util.EventStreams.EndianConversionUstility] from IPAddress.cs
https://github.com/Microsoft/referencesource/

The MIT License (MIT)
Copyright (c) Microsoft Corporation

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:
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Component

License or acknowledgement

BouncyCastle.Crypto.dll
1.8.1

Google APIs Client
Library for NET 1.30.0

Google.Api.Gax (Google
API) 2.0

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Copyright (c) 2000 - 2017 The Legion of the Bouncy Castle Inc.
(http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Apache 2.0

Copyright (c) Jerome Touffe-Blin ("Author")
All rights reserved.
The BSD License

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list
of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
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Component

License or acknowledgement

Google.Api.Gax.Rest
(Google API) 2.0

Google.Cloud.Storage.V1
(Google API) 2.0

JEDIJCL/MJVCL 1.0
Json.NET 10.0.3

SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Copyright (c) Jerome Touffe-Blin ("Author")
All rights reserved.
The BSD License

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list
of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Copyright 2017 Google Inc. Apache 2.0

Mozilla Public License (MPL) 1.1

Copyright © 2017 Newtonsoft

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
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Component

License or acknowledgement

Log4Net2.0.7

Microsoft Windows Azure
Storage 8.0

Newtonsoft.Json 10.0.3

pugixml 1.9

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Apache 2.0 license
Copyright 2004-2017 The Apache Software Foundation

This product includes software developed at The Apache Software Foundation
(http://www.apache.org/).

Apache License Version 2.0, January 2004

Copyright (c) 2007 James Newton-King

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Copyright (c) 2006-2015 Arseny Kapoulkine

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
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Component

License or acknowledgement

SharpZipLib 0.81.0.1407

Spring4D 1.2.1

Task Scheduler Managed
Wrapper 2.7.3

TimeSpan Helper Library
216

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

The library is released under the GPL with the following exception:

Linking this library statically or dynamically with other modules is making a
combined work based on this library. Thus, the terms and conditions of the GNU
General Public License cover the whole combination.

As a special exception, the copyright holders of this library give you permission to
link this library with independent modules to produce an executable, regardless
of the license terms of these independent modules, and to copy and distribute the
resulting executable under terms of your choice, provided that you also meet, for
each linked independent module, the terms and conditions of the license of that
module. An independent module is a module which is not derived from or based
on this library. If you modify this library, you may extend this exception to your
version of the library, but you are not obligated to do so. If you do not wish to do
so, delete this exception statement from your version.

Note The exception is changed to reflect the latest GNU Classpath exception.
Older versions of #ziplib did have another exception, but the new one is clearer
and it doesn't break compatibility with the old one.

Bottom line In plain English this means you can use this library in commercial
closed-source applications.

Copyright (c) 2009 - 2018 Spring4D Team. Apache License Version 2.0

Copyright (c) 2003-2010 David Hall

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

BSD Copyright (c) 2009, dahall All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:
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Component

License or acknowledgement

Virtual Treeview (JAM
Software) 6.5

WinForms Group
Controls 1.5.3

Wizard .NET Library
2.1.10

zlib1.2.8

zlib portable 1.11.0

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

Neither the name of CodePlex Community nor the names of its contributors may
be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Mozilla Public License (MPL) 1.1

This componentis governed by the Apache License 2.0 (Apache)

Copyright (c) 2013 David Hall

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Portions copyright 1995-2012 Jean-loup Gailly and Mark Adler

Portions copyright 1995-2012 Jean-loup Gailly and Mark Adler
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