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Getting started with Foglight for
Office 365

Microsoft® Exchange Online (SaaS) offers many different reports that can help you determine the overall status
and health of your organization. It also offers tools to help Exchange Online administrators troubleshoot specific
events (such as a message not arriving to its intended recipients), and audit reports to aid with compliance
requirements.

Foglight® for Office 365™ is designed to show performance and availability metrics provided by Microsoft®
Exchange online (SaaS). This information is presented in the Office 365 Environment dashboard.

This guide is designed to familiarize you with the key features of Foglight for Office 365. It describes the
dashboards and views included with Foglight for Office 365, and provides information about administering the

Foglight for Office 365 and the ADFS (Active Directory® Federation Services) agents.
This section introduces the Foglight for Office 365 environment and provides essential foundational information.
For more information, review the following topics:

e [nstallation requirements

* Data collection

e Dashboard location

Installation requirements

Foglight for Office 365 is part of the Foglight for Exchange release package, and is automatically installed when
deploying the Foglight for Exchange agent package.

For information about system requirements, version compatibility, and installation instructions, see the Foglight for
Exchange Release Notes.

Data collection

Before starting using Foglight for Office 365 to collect data, ensure you have an administrative account with

Microsoft® Office 365 . For example, go to this web page to create an Office 365" Business Premium Trial
account: https://portal.office.com/Signup?Offerld=467eab54-127b-42d3-b046-
3844b860bebf&dI=0365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&wa=wsigninl.0&alo=1

The Office 365 Environment dashboard automatically displays the Microsoft® Exchange Online (SaaS) virtual
machine hosts that Foglight for Office 365 monitors.

Foglight for Office 365 5.7.2 User Guide
Getting started with Foglight for Office 365


https://portal.office.com/Signup?OfferId=467eab54-127b-42d3-b046-3844b860bebf&dl=O365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&wa=wsignin1.0&alo=1
https://portal.office.com/Signup?OfferId=467eab54-127b-42d3-b046-3844b860bebf&dl=O365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&wa=wsignin1.0&alo=1

Dashboard location

To access the dashboard:
* On the navigation panel, under Dashboards, click the Office 365 > Office 365 Environment.
The Office 365 Environment dashboard is displayed. It includes the following tabs:

= Administration. Allows you to perform administrative tasks. For details, see Administering
monitoring agents and collected data.

= Monitoring. Displays a summary of the Exchange Online services being monitored and their

current state. For details, see Monitoring your environment.

Figure 1. Office 365 Environment dashboard location
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Administering monitoring agents
and collected data

The Administration tab of the Office 365 Environment dashboard allows you to perform administrative tasks,
including:

* Deploy the Foglight for Office 365 agent package

* Create, edit, activate, deactivate, and delete Foglight for Office 365 agents and ADFS (Active Directory®
Federation Services) agents

e Start and stop collecting data

* Configure domain credentials and set up permissions necessary to use the Office 365" APIs
This section includes the following topics:

e Accessing the Administration tab

* Deploy the Foglight for Office 365 agent package

* Managing Foglight for Office 365 agents

e Configuring Foglight for Office 365 agent properties

e Managing ADFS agents

* Configuring ADFS agent properties

Accessing the Administration tab

To access the Administration tab:
1 On the navigation panel, under Dashboards, click Office 365 > Office 365 Environment.
The Office 365 Environment dashboard is displayed.
2 Click the Administration tab.

Foglight for Office 365 5.7.2 User Guide
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Figure 2. Office 365 Environment > Administration tab
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The Administration tab includes the following components, and allows you to perform administrative tasks, as

follows:

e Tasks list:

= Deploy Agent Package: Deploy the Foglight for Office 365 agent package, create agent instances
on one or more servers at a time, activate or deactivate the agents, and start and stop collecting
data. For more information, see Deploy the Foglight for Office 365 agent package.

* Agents view:

= Office 365 tab: Add and configure Foglight for Office 365 agents on one or more servers. For
additional information, see Managing Foglight for Office 365 agents and Configuring Foglight for
Office 365 agent properties.

= ADFS tab: Add and configure ADFS agents on one or more servers. For additional information, see
Managing ADFS agents and Configuring ADFS agent properties.

Each tab in the Agents view includes the Agents management table and the Agents management toolbar.

Agents management table

The Office 365 tab and ADFS tab contain the following information for each configured agent instance.

Table 1. Agents management table

Column

O

Status
Collecting Data
Domain Name

Host Name

Agent Name

Agent Manager

Office 365 tab - Description

ADFS tab - Description

Use the selection check boxes to select agent instances for activation/deactivation,
starting/stopping data collection, editing properties, or removal.

Indicates whether the agent instance is activated. A green check mark in this check box

indicates that the agent is active.

Indicates whether the agent instance is currently collecting data. A green check mark in
this check box indicates that the agent is collecting data.

Displays the domain name of the Foglight
for Office 365 agent instance.

N/A

Displays the name of the Foglight for Office
365 agent instance.

Displays the name of the Foglight Agent
Manager Host assigned to the Foglight for
Office 365 agent instance.

N/A

The fully qualified domain name
(myServer.myDomain.com) of the target
server from which data is to be collected.

Displays the name of the ADFS agent
instance.

Displays the name of the Foglight Agent
Manager Host assigned to the ADFS agent
instance.
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Table 1. Agents management table

Version
Upgradable
Log File
Credentials

Consent

Edit

Displays the agent version.

Indicates whether the agent is up to date or can be upgraded.

Click the Log File icon in this column to download the agent log.

Click the Edit icon in this column to update N/A
the domain credentials.

Click the Edit icon in this column to update N/A
the agent permissions to use Foglight for
Office 365 APIs.

N/A

Click the Edit icon in this column to update
the ADFS agent properties and credentials.

Agents management toolbar

Use the buttons at the top of the Agents management table to manage your Foglight for Office 365 and ADFS
agent instances, as described in the following table.

Table 2. Agents management toolbar

Button Office 365 tab - Description ADFS tab - Description
& reate Agent Create and assign credentials for Create and assign credentials for ADFS
Foglight for Office 365 agents. agents.
- Select to activate the selected agent instance(s).
Activate
@ peacivate Select to deactivate the selected agent instance(s).

[¥] Start Data Collection

(1] Stop Diata Collection

@ Delet=

Select to start collecting data on the selected agent instance(s).
Select to stop collecting data on the selected agent instance(s).
Select to delete the selected agent instance(s).

Search for a Foglight for Office 365 Search for an ADFS agent using the
agent using the Search filter. Search filter.

For more information, see Managing Foglight for Office 365 agents and Managing ADFS agents.

Deploy the Foglight for Office 365 agent
package

To deploy the Foglight for Office 365 agent package:

1 Click Deploy Agent Package in the Administration tab > Tasks list.

The Deploy Agent Package wizard appears.

Foglight for Office 365 5.7.2 User Guide
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| Deploy Agent Package x
* Select the Agent Manager Host Select the Agent Manager Host

Summary Select the Foglight Agent Manager host to deploy Office 355 agent.

Host Name version os Architecture Agent Package Deployed
@ zhuvm 58.52  Windows | x86.64 o

2 Select the Foglight Agent Manager Host to which the Foglight for Office 365 agent package is to be
deployed, and click Next.

3 Review the information on the Summary page, then click Finish.

4 Once successfully deployed, a confirmation dialog appears. Click OK to close this dialog.

Managing Foglight for Office 365
agents

Foglight for Office 365 agents collect data from the Exchange Online environment, which is then used to populate
the performance metrics presented in the Office 365 Environment dashboard and views.

This section describes how to:
* Add and configure Foglight for Office 365 agents
e Activate, deactivate, and delete agents
e Start and stop data collection
e Configure domain credentials

e Set up permissions to use the Office 365 APIs

Add and configure Foglight for Office 365
agents

i | IMPORTANT: Foglight for Office 365 uses the CATALYST_URL registry variable to redirect you to the
Foglight login page after completing the permission consent process. Ensure that this registry variable is
correctly configured before proceeding with the agent creation wizard.

To add and configure a Foglight for Office 365 agent:

1 Click Create Agent on the Agents management toolbar.

The Create an Office 365 Agent wizard appears.

Foglight for Office 365 5.7.2 User Guide
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1] Create an Office 365 Agent x
» Manage Permissions for Office 365 Manage Permissions for Office 365

Select the Agent Manager Host

Assign and Validate Domain Credentials
c Step 1 Click here to ao to Office 365 web page for application permission consent.
ummary

Step 2 Log into Office 365 using the credentials of an administrator account.

Step 3 Obtain the Office 365 Admin Consent for & tenant application to be monitored,

previous | [ Next | [ Finish

On the Manage Permissions for Office 365 page, carefully read the instructions about the steps that you
need to take before proceeding with the wizard, then click the link Click here to go to Office 365 web
page for application permission consent.

You are redirected to the Foglight for Office 365 login page.
Log in using the credentials of an administrator account.

Obtain the Office 365 Admin Consent for a tenant application to be monitored. Review the following
permissions:

= Read activity data for your organization (Office 365 Management APIs)

= Read activity reports for your organization (Office 365 Management APIs)

= Read service health information for your organization (Office 365 Management APIS)

* Read contacts in all mailboxes

* Read calendars in all mailboxes

= Read all users’ full profiles

= Read all groups

= Read directory data

= View users’ email address

= View users’ basic profile

= Enable sign-on and read user’s profiles
Click Accept to complete the permission consent and be redirected to the Foglight login page.
Log into the Foglight browser interface using your user credentials.

The Create an Office 365 Agent wizard appears, with the Manage Permissions for Office 365 page
displayed.

Click Next.

On the Select Agent Manager Host page, select the Foglight Agent Manager host to be used for the new
Office 365 agent instances.

The table displays the following Foglight Agent Manager information:
= Host Name
= Version

Foglight for Office 365 5.7.2 User Guide
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= 0OS
= Architecture

= The Office 365 Package Deployed column indicates whether the Office 365 agent package is
already deployed to the Agent Manager host(s). A green check in this column indicates that the
agent package has been deployed.

+ | NOTE: This value is not aware of a package’s version. Therefore, if you have upgraded the cartridge,
you must deploy the new agent package even if this column indicates that the FglaM host already
has an agent package.

Click Next.

8 On the Assign and Validate Domain Credentials page, review the available credentials, and edit them,
as necessary.

= To create a new credential, click Add domain to a new credential.

= In the Create New Credential and Assign dialog box, create a credential that you want to
use to access the monitored resource. Type a new credential name, user name, password,
and lockbox, and click Submit.

= To select an existing credential, click Add domain to an existing credential.

s In the Select Existing Credential dialog box, select an existing credential, and click
Submit.

Click Next.

9 Onthe Summary page, review the configuration settings chosen for the new agent, and click Finish.
The Agent Setup wizard closes. A confirmation dialog appears when the operation is complete.

10 Click OK to close the dialog box.

The Foglight for Office 365 agent is now added and configured, and appears in the Office 365
Environment dashboard > Administration tab.

Activate, deactivate, and delete agents

To activate a Foglight for Office 365 agent or a ADFS agent:

1 Select the agent instance in the Agents management table.
2 Click Activate.

Once successfully activated, the Status column for that agent is changed to display the Active icon.

To deactivate a Foglight for Office 365 agent or a ADFS agent:

1 Select a the agent instance in the Agents management table.
2 Click Deactivate.

Once successfully deactivated, the Status column for that agent is changed to display the Deactivated
icon.

To delete a Foglight for Office 365 agent or a ADFS agent:

1 Select the agent instance in the Agents management table.
2 Click Delete.

A confirmation dialog appears.
3 Click Delete to confirm the operation.

The agent is deleted and removed from the Agents management table.

Foglight for Office 365 5.7.2 User Guide
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Start and stop data collection

To start data collection for a Foglight for Office 365 agent or a ADFS agent:
1 Select the agent instance in the Agents management table.
2 Click Start Data Collection.

If the operation is successful, the Collecting Data column for that agent is changed to display the
Collecting Data icon.

If the operation is not successful, a dialog box opens recommending to review the agent log files for details.
Click OK to close this dialog box.

NOTE: To download or open the agent log file, click the Download Log File icon in the Log File
column for a select agent.

i

To stop data collection for a Foglight for Office 365 agent or a ADFS agent:
1 Select the agent instance in the Agents management table.
2 Click Stop Data Collection.

If the operation is successful, the Collecting Data column for that agent is changed to display the Not
Collecting Data icon.

Configure domain credentials

To configure the credentials for a Foglight for Office 365 agent:
1 Select a Foglight for Office 365 agent instance in the Agents management table.
2 Click the Edit icon on the Credentials column.
The Edit Domain Credentials dialog box appears.

3 Onthe Assign and Validate Domain Credentials page, review the available credentials, and edit them,
as necessary.

= To create a new credential, click Add domain to a new credential.

a Inthe Create New Credential and Assign dialog box, create a credential that you want to
use to access the monitored resource. Type a new credential name.

b Type in a user name, password, and select a lockbox to contain the credential.
¢ Click Submit.
= To select an existing credential, click Add domain to an existing credential.

s In the Select Existing Credential dialog box, select an existing credential, and click
Submit.

4  Click Finish.
The Foglight for Office 365 agent credentials are now updated.

Set up permissions to use the Office 365 APIs

To update the consent to use Office 365" APIs:
1 Select an Foglight for Office 365 agent instance in the Agents management table.

2 Click the Edit icon on the Consent column.

Foglight for Office 365 5.7.2 User Guide 13
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The Update Agent Permissions wizard appears.

3 On the Update Permissions for Office 365 page, carefully read the instructions about the steps that you
need to take before proceeding with the wizard, then click the link Click here to go to Office 365 web
page for application permission consent.

You are redirected to the Office 365™ login page.
4 Log into Office 365 using the credentials of an administrator account.

5 Obtain the Office 365 Admin Consent for a tenant application to be monitored. Review the following
permissions:

= Read activity data for your organization (Office 365 Management APIs)

= Read activity reports for your organization (Office 365 Management APIs)
= Read service health information for your organization (Office 365 Management APIs)
* Read contacts in all mailboxes

* Read calendars in all mailboxes

= Read all users’ full profiles

= Read all groups

= Read directory data

» View users’ email address

= View users’ basic profile

= Enable sign-on and read user’s profiles

Click Accept to complete the permission consent and be redirected to the Foglight login page, back to the
Update Permissions for Office 365 wizard.

6 Click Finish.

Configuring Foglight for Office 365
agent properties

The properties of a Foglight for Office 365 agent are required to connect to Exchange Online environment from
which data is to be collected. These properties are either specified when the agent instance is configured or have
a default value.
To display an agent’s properties page:

1 From the navigation panel, navigate to Dashboards > Administration > Agents > Agent Status.

2 On the Agent Status dashboard, select an Office365Monitoring agent from the list and click Edit > Edit
Properties.

The Agent Status dashboard refreshes, showing the current properties for the selected agent instance.
Figure 3. Office 365 agent properties

specify the authcode and tenantid

Domain Name questfve.anmicrosoft.com

Network Connection TimeOut 51000

Max Process Email Count 100

Data Collection Scheduler

Collector Config

defaultSchedule ¥ @Changw‘ng Secondary Property lists have global implications
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The following tables describe the properties that can be modified for either an individual Foglight for Office 365
agent instance or for all agent instances, by clicking Modify the private properties for this agent or Modify the
properties of all Office365Agent agents links, respectively.

i | NOTE: Configure the global agent properties for all agent instances first, then modify the private properties
for any instances that require further configuration.

Use the specify the authcode and tenantid section to define the connection settings.

Table 3. Office365Monitoring agent properties - “specify the authcode and tenantid” section

Property Default Description

Domain Name N/A The fully qualified domain name (myServer.myDomain.com) of
the Exchange Online environment from which data is to be
collected.

Network Connection Timeout 51000 Specifies how long (milliseconds) the system waits for a

response from the remote server before it times out. That is, the
time in milliseconds that a data collection query will run before it
is presumed to have failed and the network connection is
terminated.

Max Process Email Count 100 Specifies the maximum amount of emails to be processed when
populating the following metrics: Message Send/Receive Time
and Message Success/Failed Count. For more information, refer
to Environment Summary - Exchange Online (Selected Object)
view on page 25.

The selection made in the Data Collection Scheduler section defines the data collection schedule to be used to
collect performance metrics.

i | NOTE: The settings in this section are global and apply to all agents of type Office365AgentMonitoring.

The following table lists the collectors being used by the cartridge and the default collection interval for each (as
defined in the defaultSchedule).

Table 4. Office365Monitoring agent properties - Data Collection Scheduler section

Collector Name Default Collection Interval
servicesHealth 4 minutes

exchangeOnline 1 hour

licenselnfo 30 minutes

userinfo 30 minutes

Managing ADFS agents

ADFS (Active Directory® Federation Services) agents collect data from the Exchange Online environment, which
is then used to populate the performance metrics presented in the Office 365 Environment dashboard and views.

This section describes how to:
e Add and configure ADFS agents
* Activate, deactivate, and delete agents
e Start and stop data collection

e Edit ADFS agents properties
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Add and configure ADFS agents

To add and configure an ADFS agent:

1 Click Create Agent on the Agents management toolbar.

The Create an ADFS Agent wizard appears.

Create an ADFS Agent x

Select the Agent Manager Host

Assign and Validate Domain Credentials

Summary

Configure Agent Properties

WinRM through HTTP
5985

Previous Next | | Finish Cancel

2 On the Configure Agent Properties page, configure the properties for the ADFS agents.

Host Name. The fully qualified domain name (myServer.myDomain.com) of the target server from
which data is to be collected.

Communication Protocol. Selects to run the WMI query through DCOM or WinRM.

WinRM Port. The WinRM port number on the monitored server. This property only appears if the
Communication Protocol is set to WinRM through HTTP or WinRM through HTTPS.

Click Next.

3 Onthe Select the Agent Manager Host page, select the Foglight Agent Manager host to be used for the
new ADFS agent instances.

The table displays the following Foglight Agent Manager information (the same information is displayed on
the Administration > Agents > Agent Hosts dashboard):

Host Name

Agent Manager Version
OS Type

OS Architecture

The Agent Package Deployed column indicates whether the Foglight for Office 365 agent package
is already deployed to the Agent Manager host(s). A green check in this column indicates that the
agent package has been deployed.

Click Next.

4 On the Assign and Validate Domain Credentials page, review the available credentials, and edit them,
as necessary.

To create a new credential, click Add domain to a new credential.
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= In the Create New Credential and Assign dialog box, create a credential that you want to
use to access the monitored resource. Type a new credential name, domain, user name,
password, and lockbox, and click Submit.

= To select an existing credential, click Add domain to an existing credential.

o In the Select Existing Credential dialog box, select an existing credential, and click
Submit.

Click Next.
5 On the Summary page, review the configuration settings chosen for the new agent, and click Finish.

The Agent Setup wizard closes. The ADFS agent is now added and configured, and appears in the Agents
management view.

Edit ADFS agents properties

The Agent Edit wizard guides you through the process of editing the ADFS agent properties.

To edit the ADFS agent properties:

1 Inthe Agents management table, click the Edit icon in the Edit column for the agent whose properties you
want to edit.

The Agent Edit wizard appears.
2 On the Configure Agent Properties page, configure the properties for the selected agent.
= Communication Protocol. Selects to run the WMI query through DCOM or WinRM.

=  WinRM Port. The WinRM port number on the monitored server. This property only appears if the
Communication Protocol is set to WinRM through HTTP or WinRM through HTTPS.

Click Next.

3 Onthe Assign and Validate Domain Credentials page, review the available credentials, and edit them,
as necessary.

= To create a new credential, click Add domain to a new credential.

= In the Create New Credential and Assign dialog box, create a credential that you want to
use to access the monitored resource. Type a new credential name, domain, user name,
password, and lockbox, and click Submit.

= To select an existing credential, click Add domain to an existing credential.

s In the Select Existing Credential dialog box, select an existing credential, and click
Submit.

Click Next.
4 On the Summary page, review the configuration settings chosen for the new agent, and click Finish.

The Agent Edit wizard closes. The ADFS agent properties are now updated.

Configuring ADFS agent properties

The properties of an ADFS agent are required to connect to Exchange Online environment from which data is to
be collected. These properties are either specified when the agent instance is configured or have a default value.

To display an agent’s properties page:

1 From the navigation panel, navigate to Dashboards > Administration > Agents > Agent Status.
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2 Onthe Agent Status dashboard, select an ADFSAgent agent from the list and click Edit > Edit Properties.

The Agent Status dashboard refreshes, showing the current properties for the selected agent instance.

Figure 4. ADFS Agent properties

specify the host name

Host Name adfs?

Network Connection TimeOut 60000

Communication Protocol WinRM Through HTTP -

WinRM Port 5085

Monitored Services

Services to Monitor defaultServices 7 @Changw‘ng Secondary Property lists have global implications
Data Collection Scheduler

Collector Config defaultSchedule v @Changw‘ng Secondary Property lists have global implications

The following tables describe the properties that can be modified for either an individual ADFS agent instance or
for all agent instances, by clicking Modify the private properties for this agent or Modify the properties of all
ADFSAgent agents links, respectively.

i | NOTE: Configure the global agent properties for all agent instances first, then modify the private properties
for any instances that require further configuration.

Use the specify the hostname section to specify the target server from which data is to be collected.

Table 5. ADFSAgent properties - “specify the host name” section

Property Default Description

Host Name N/A The fully qualified domain name (myServer.myDomain.com) of the
target server from which data is to be collected.

Network Connection 60000 Specifies how long (milliseconds) the system waits for a response

Timeout from the remote server before it times out. That is, the time in

milliseconds that a data collection query will run before it is
presumed to have failed and the network connection is terminated.

Communication Protocol ~WinRM Selects to run the WMI query through DCOM, WinRM Through
Through HTTP  HTTP, or WinRM Through HTTPS.
WIinRM Port 5985 Determines the WinRM port number in the monitored server.

The selection made in the Monitored Services section defines the services that are to be monitored by the
selected agent(s). The services monitored by default are listed in the following table.

Table 6. ADFSAgent properties - “Monitored Services” section

Service Name Display Name

adfssrv Active Directory Federation Services
MSSQL$MICROSOFT##WID Windows Internal Database
MSSQL$MICROSOFT##SSEE Windows Internal Database (MICROSOFT##SSEE)

The selection made in the Data Collection Scheduler section defines the data collection schedule to be used to
collect performance metrics.

i | NOTE: The settings in this section are global and apply to all agents of type ADFSAgent.

The following table lists the collectors being used by the cartridge and the default collection interval for each (as
defined in the defaultSchedule).
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Table 7. ADFSAgent properties - Data Collection Scheduler section

Collector Name Default Collection Interval
Service Collection 5 minutes

Performance Counter Collection 5 minutes

Diagnostic Test 1 hours
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3

Monitoring your environment

The Monitoring tab of the Office 365 Environment dashboard displays a summary of the Exchange Online
services and the ADFS services (Active Directory® Federation Services) being monitored and their current state. It
show performance and availability metrics provided by the Microsoft® Exchange online (SaaS).

This section includes the following topic:

e Accessing the Monitoring tab

Accessing the Monitoring tab

To access the Monitoring tab:
1 On the navigation panel, under Dashboards, click Office 365 > Office 365 Environment.
The Office 365 Environment dashboard is displayed.
2 Click the Monitoring tab.

The Monitoring tab provides a summary of the Foglight for Office 365 services and the ADFS services in your
Exchange environment. This tab consists of the following views:

e Foglight for Office 365 Environment Overview

* Foglight for Office 365 Environment Quick View

Foglight for Office 365 Environment Overview

The Foglight for Office 365 Environment Overview is located across the top of the Office 365 Environment
dashboard. It provides an overview of your Exchange Online environment.

Figure 5. Foglight for Office 365 Environment Overview

g 3 & o

Exchange Online ADFS
L T 8 & . 8

1 1 1 1 1

-

The overview contains a tile for the following object types in your Exchange environment: Exchange Online
services and ADFS services. It shows the number of objects in the environment and a count of objects in each of
the alarm states (fatal, critical, warning, and normal).

Clicking the tile displays summary information for that object in the Quick View. Clicking an alarm state (for
example, warning) on the tile displays summary information in the Quick View for the objects that are in the
selected alarm state.
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Foglight for Office 365 Environment Quick View

The Foglight for Office 365 Environment Quick View is located across the middle of the Office 365 Environment
dashboard.

The following illustration is an example of the Exchange Online Quick View, displayed when the Exchange Online
tile is selected in the Foglight for Office 365 Environment Overview.

Figure 6. Foglight for Office 365 Environment Quick View

Quick View
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Purpose

The Foglight for Office 365 Environment Quick View displays summary information pertaining to the component
selected from the Foglight for Office 365 Environment Overview and Object Tree view. For example:

* Select an object tile in the Foglight for Office 365 Environment Overview to view summary information for
all objects of the selected type.

* Select an alarm indicator in an object tile in the Foglight for Office 365 Environment Overview to view
summary information for the objects of that type in the selected alarm state.

* Select an object item from the Object Tree view (as described below) to view summary information for that
individual object.

Description of embedded views

The Foglight for Office 365 Environment Quick View consists of the following embedded views:
e Object Tree view
* Object Summary view
e FAQts view

e Alarms view
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Object Tree view

The Object Tree view is located at the left of the Foglight for Office 365 Environment Quick View and displays
objects based on the tile selected in the Foglight for Office 365 Environment Overview. Use the Object Tree view to
select a single object or a group of objects of a particular type for display in the Object Summary view.

Object Summary view

The Object Summary view is located to the right of the Object Tree view and displays summary information for a
single object or a group of objects, depending on what is selected in the Object Tree view. It provides a quick and
easy view into the items that make up the selected object and the alarm states of these items.

In addition, in the top right corner of the Object Summary view there is an Explore button. Click this button to
navigate to the Foglight for Office 365 Explorer dashboards, for more detailed metrics about the selected object or
group of objects.

The following table lists the information displayed on the Object Summary view when different objects are
selected.

Table 8. Object Summary view information

Item Selected

in Object Tree Views Displayed in Object Summary View

Item Selected in Overview

Exchange Online Tile All Exchange Aview for all Exchange Online objects defined in your Exchange
Online environment (see Environment Summary - Exchange Online (All
Objects) view).

Exchange Online Tile - All Exchange A view for all Exchange Online objects in the selected state (see

Alarm Indicator Online Environment Summary - Exchange Online (All Objects) view).

Exchange Online Tile or Exchange Several embedded views are displayed for the selected

Alarm Indicator Online Item Exchange Online object (see Environment Summary - Exchange
Online (Selected Object) view).

ADFS Tile All ADFS A view for all ADFS objects defined in your Exchange
environment (see Environment Summary - ADFS (All Objects)
view).

ADFS Tile - Alarm Indicator All ADFS Aview for all ADFS objects in the selected state (see
Environment Summary - ADFS (All Objects) view).

ADFS Tile or Alarm ADFS Item Several embedded views are displayed for the selected ADFS

Indicator object (see Environment Summary - ADFS (Selected Object)
view).

FAQts view

This functionality in this view will be available in a future release.

Alarms view

The Alarms view that appears at the bottom of the Foglight for Office 365 Environment Quick View displays a
sortable list of all the outstanding alarms for the item selected in the Object Tree view.

Table 9. Alarms view

Description Displays the following information for the selected Exchange Online object.
Data displayed Severity. The icon in this column indicates the severity of the alarm.

Time. Indicates the date and time when the alarm occur ed.

Origin. Indicated the cause of the alarm.

Instance. Displays the topology object instance name that triggered the alarm.
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Table 9. Alarms view

Where to go next

Alarm Message. Displays the alarm message.

Clicking an alarm’s severity icon, object icon, alarm message, or time displays a popup
where you can acknowledge or clear the alarm. This popup provides pertinent
information about the selected alarm, such as the rule of origin of the alarm, the history
of the alarm, and all of the notes attached to the alarm. For more information about
managing alarms, see the Foglight User Guide or online help.
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4

Foglight for Office 365 views

This section provides a description of the metrics displayed in the lower-level views on the Foglight for Office 365
dashboards.

This section includes the following topics:
* Exchange Online views

e ADFS views

Exchange Online views

The following views are available to monitor the health and performance of the servers hosting these Exchange
Online services:

e Environment Summary - Exchange Online (All Objects) view
* Environment Summary - Exchange Online (Selected Object) view

e Explorer Summary - Exchange Online (Selected Object) view

Environment Summary - Exchange Online (All
Objects) view

The Environment Summary - Exchange Online (All Objects) view displays a summary of all Exchange Online
services available on your Exchange environment.

The following table lists the features displayed in the Environment Summary - Exchange Online (All Objects) view.

Table 10. Environment Summary - Exchange Online (All Objects) view

Displays the following metrics for all Exchange Online objects in your environment, or

Description for all Exchange Online objects in the selected state.
Data displayed Domains. Displays all the domains available in your Exchange Online environment.

E-Mail and Calendar Access. Indicates if the email and calendar service is
operational.

Sign-in. Indicates if the sign-in service is operational.
E-Mail Timely Delivery. Indicates if the email delivery service is operational.

Management and Provisioning. Indicates if the management and provisioning service
is operational.

Voice Mail. Indicates if the voice mail service is operational.
Where to go next N/A
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Environment Summary - Exchange Online
(Selected Object) view

The following table lists the features displayed on the Object Summary view for a selected Exchange Online
object.

Table 11. Environment Summary - Exchange Online (Selected Object) view

Description Displays the following metrics for the selected Exchange Online object.
Exchange Online details. Displays the following information:
* Domain name
e Number of Purchased Licenses
* Number of Used Licenses
. ¢ Number of Incidents
Data displayed . .
e Upcoming Maintenance events
* Agent name
¢ Number of Users
e Number of Mailboxes
e Alarm indicators
Service status. Indicates if the following services are operational:
e Sign-in
¢ E-Mail and calendar access
* E-Mail timely delivery
¢ Management and Provisioning
* Voice mall

Connection by Client Type. This graph displays the number of mailbox connection
established on the specified date.

Message Send/Receive Time. The average cost time of all sent/received emails.

Message Total/Failed Count. The amount of all emails or failed emails. This value
might be greater than Max Process Email Count.

Clicking a counter or a graph in this view displays a metrics popup that describes the
Where to go next counters, provides more detailed data points, and lists current alarms for the selected
metric.

Explorer Summary - Exchange Online (Selected
Object) view
The Explorer Summary - Exchange Online (Selected Object) view provides detailed metrics for the Exchange
Online object selected in the Foglight for Office 365 Environment Quick View. It includes the following tabs:

e Mail Traffic

* Mailbox Usage

e Data Loss Prevention

The following table lists the embedded views displayed in the Mail Traffic tab.
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Table 12. Mail Traffic tab

Description

Data displayed

Where to go next

Displays the following metrics for a selected Exchange Online object in your
environment.

New and deleted mailboxes. This graph displays the number of new mailboxes and
the number of deleted mailboxes on a specified date.

New and deleted groups. This graph displays the number of new groups and the
number of deleted groups on the specified date.

Top senders. This table displays the details about the users that reported the highest
number of email messages sent.

Top recipients. This table displays details about the users that reported the highest
number of email messages received.

Top sent transport rule matches. This table displays details about the number of
transport rule matches sent.

Top received transport rule matches. This table displays details about the number of
transport rule matches received.

N/A

The following table lists the embedded views displayed in the Mailbox Usage tab.

Table 13. Mailbox Usage tab

Description

Data displayed

Where to go next

Displays the following metrics for a selected Exchange Online object in your
environment.

Mailbox usage. This graph displays the following details about the mailbox usage on
the specified date:

e Total
e Users < 25% storage limit
e Exceeds storage limit

Active and inactive mailboxes. This graph displays the following details about the
mailbox status on the specified date:

e Total
¢ Inactive Mailboxes
¢ Active Mailboxes

Top Mailbox Consumers. This table displays details about the user mailboxes reported
to consume the highest amount of space.

N/A

The following table lists the embedded views displayed in the Data Loss Prevention tab.

Table 14. Data Loss Prevention tab

Description

Data displayed

Where to go next

Displays the following metrics for a selected Exchange Online object in your
environment.

Top sent DLP policy matches. This table displays details about the top number of
policy matches sent.

Top received DLP policy matches. This table displays details about the top number of
policy matches received.

Top sent DLP rules matches. This table displays details about the top number of
transport rule matches sent.

Top received DLP rules matches. This table displays details about the top number of
transport rule matches received.

N/A
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ADFS views

The following views are available to monitor the health and performance of the servers hosting these ADFS

services:

e Environment Summary - ADFS (All Objects) view

e Environment Summary - ADFS (Selected Object) view

Environment Summary - ADFS (All Objects)

view

The Environment Summary - ADFS (All Objects) view displays a summary of all ADFS services available on your

Exchange environment.

The following table lists the features displayed in the Environment Summary - ADFS (All Objects) view.

Table 15. Environment Summary - ADFS (All Objects) view

Description

Data displayed

Where to go next

Displays the following metrics for all ADFS objects in your environment, or for all ADFS
objects in the selected state.

State. State indicator showing the current state of the most severe alarm on the server
hosting the service.

Host Name. Name of the server hosting that service.
Version. ADFS version running on the server hosting that service.
Role. Role installed on the ADFS server:
* Federation server proxy
* Primary federation server (SQL)
¢ Primary federation server (WID)
e Secondary federation server (WID)
N/A

Environment Summary - ADFS (Selected
Object) view

The contents of this view depend on the role installed on the selected ADFS server. The following tables lists the
features displayed on the Object Summary view for a selected ADFS object, for various cases.

Table 16. Environment Summary - ADFS (Federation server proxy) view

Description

Data displayed

Displays the following metrics for the selected ADFS object with the “Federation server
proxy” role.

ADFS details. Displays the following information:
* ADFS service name
e ADFS version
* ADFSrole
e STS Reachable (status indicator)
¢ Alarm indicators
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Table 16. Environment Summary - ADFS (Federation server proxy) view

Where to go next

Host Info. Displays the following information:
e |P address
* Host monitored (name and status indicator)
* Agent (hame and status indicator)
Service status. Indicates if the following services are operational:
e AD FS 2.0 Windows Service (for ADFS 2.0)
* AD FS Windows Service (for ADFS 2.1)
* Active Directory Federation Services (for ADFS 3.0)
CPU. Displays the current CPU load.

Memory. Displays what percent of memory is currently being used. It can be used to
determine whether you have memory problems.

Network. Displays the state of the network utilization for the selected server.
Storage. Displays the state of disk performance.

Used Space. Displays the amount of storage already in use.

For ADFS 2.0:

Proxy Requests/sec. This graph displays the number of incoming requests per second
that are sent to the federation server proxy.

Proxy Requests. This graph displays the number of incoming requests sent to the
federation server proxy.

Proxy MEX Requests/sec. This graph displays the number of incoming MEX requests
per second that are sent to the federation server proxy.

Proxy MEX Requests. This graph displays the number of incoming WS-Metadata
Exchange (MEX) requests that are sent to the federation server proxy.

For ADFS 2.1 and ADFS 3.0:
Requests/sec > Outstanding Requests. This graph displays the number of
outstanding requests per second that are sent to the federation server proxy.

Requests > Rejected Requests/sec. This graph displays the number of requests per
second rejected by the federation server proxy.

Request Latency. This graph displays the request latency for the federation server
proxy.

Rejected Requests. This graph displays the number of requests rejected by the
federation server proxy.

Clicking a counter or a graph in this view displays a metrics popup that describes the

counters, provides more detailed data points, and lists current alarms for the selected
metric.

Table 17. Environment Summary - ADFS (Primary federation server) view

Description

Data displayed

Displays the following metrics for the selected ADFS object with the “Primary federation
server” role. Users can choose WID or SQL to store configuration data:

e Primary federation server (SQL)
* Primary federation server (WID)
ADFS details. Displays the following information:
* ADFS service name
e ADFS version
* ADFSrole
* Federation Metadata Ping (status indicator)
e Alarm indicators
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Table 17. Environment Summary - ADFS (Primary federation server) view

Where to go next

Host Info. Displays the following information:
e |P address
* Host monitored (name and status indicator)
* Agent (hame and status indicator)
Service status. Indicates if the following services are operational:
e AD FS 2.0 Windows Service (for ADFS 2.0)
* AD FS Windows Service (for ADFS 2.1)
* Active Directory Federation Services (for ADFS 3.0)

¢ Windows Internal Database (for ADFS 2.0 and ADFS 3.0), if WID is used to
configure data

CPU. Displays the current CPU load.

Memory. Displays what percent of memory is currently being used. It can be used to
determine whether you have memory problems.

Network. Displays the state of the network utilization for the selected server.
Storage. Displays the state of disk performance.

Used Space. Displays the amount of storage already in use.

For ADFS 2.0, 2.1, and 3.0:

Token Requests/sec. This graph displays the number of token requests per second
sent to the federation server, including SSOAuth token requests per second.

Token Requests. This graph displays the number of token requests sent to the
federation server, including SSOAuth token requests.

Federation Metadata Requests/sec. This graph displays the number of incoming
federation metadata requests per second that are sent to the federation server.

Federation Metadata Requests. This graph displays the number of incoming
federation metadata requests that are sent to the federation server.

Clicking a counter or a graph in this view displays a metrics popup that describes the
counters, provides more detailed data points, and lists current alarms for the selected
metric.

Table 18. Environment Summary - ADFS (Secondary federation server) view

Description

Data displayed

Displays the following metrics for the selected ADFS object with the “Secondary
federation server” role:

e Secondary federation server (WID)
ADFS details. Displays the following information:
* Primary Federation Server name
* ADFS version
e ADFSrole
* Federation Metadata Ping (status indicator)
¢ Last Sync Status
e Last Sync date and time
* Alarm indicators
Host Info. Displays the following information:
e |P address
¢ Host monitored (hame and status indicator)
* Agent (hame and status indicator)
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Table 18. Environment Summary - ADFS (Secondary federation server) view

Where to go next

Service status. Indicates if the following services are operational:
e AD FS 2.0 Windows Service (for ADFS 2.0)
* AD FS Windows Service (for ADFS 2.1)
e Active Directory Federation Services (for ADFS 3.0)

¢ Windows Internal Database (for ADFS 2.0 and ADFS 3.0), if WID is used to
configure data

CPU. Displays the current CPU load.

Memory. Displays what percent of memory is currently being used. It can be used to
determine whether you have memory problems.

Network. Displays the state of the network utilization for the selected server.
Storage. Displays the state of disk performance.

Used Space. Displays the amount of storage already in use.

For ADFS 2.0, 2.1, and 3.0:

Token Requests/sec. This graph displays the number of token requests per second
sent to the federation server, including SSOAuth token requests per second.

Token Requests. This graph displays the number of token requests sent to the
federation server, including SSOAuth token requests.

Federation Metadata Requests/sec. This graph displays the number of incoming
federation metadata requests per second that are sent to the federation server.

Federation Metadata Requests. This graph displays the number of incoming
federation metadata requests that are sent to the federation server.

Clicking a counter or a graph in this view displays a metrics popup that describes the
counters, provides more detailed data points, and lists current alarms for the selected
metric.
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About Us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we build community-
driven software solutions that help you spend less time on IT administration and more time on business innovation.
We help you modernize your data center, get you to the cloud quicker and provide the expertise, security and
accessibility you need to grow your data-driven business. Combined with Quest’s invitation to the global
community to be a part of its innovation, and our firm commitment to ensuring customer satisfaction, we continue
to deliver solutions that have a real impact on our customers today and leave a legacy we are proud of. We are
challenging the status quo by transforming into a new software company. And as your partner, we work tirelessly to
make sure your information technology is designed for you and by you. This is our mission, and we are in this
together. Welcome to a new Quest. You are invited to Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter
Q. It is a perfect circle, representing our commitment to technological precision and strength. The space in the Q
itself symbolizes our need to add the missing piece—you—to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit https://www.quest.com/company/contact-us.aspx or call +1-949-754-8000.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request.

* View Knowledge Base articles.

* Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

e Engage in community discussions.

e Chat with support engineers online.

* View services to assist you with your product.
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