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Product Overview

Metalogix Backup for SharePoint is a powerful solution that automates your SharePoint backup
protection and provides flexible SharePoint restore and recovery. Metalogix Backup for SharePoint
features an intuitive Management Console and delivers a robust, efficient backup and restore solution
that you can install in minutes.

Metalogix Backup for SharePoint provides comprehensive SharePoint backup and restore services
through the following critical features:

e Automated backup of SharePoint 2013, 2016, 2019, and Subscription Edition farm components.

e Reduced time and size of backups using differentials to capture only those objects that changed since
your last full backup.

e Powerful IntelliSearch™ for finding the backed-up content you need.

o Self-service SharePoint recovery through an intuitive Self-Service Recovery feature.

e Detailed restore capabilities and options for the specific objects you need.

e Comprehensive reporting and operation monitoring provided within the Management Console.

e Easy installation and use.

How does Metalogix Backup for SharePoint help me?

Microsoft SharePoint helps you to improve the efficiency of your organization through comprehensive
content collaboration and management. A reliable and flexible backup and recovery solution is
essential to protect your SharePoint content. Metalogix Backup for SharePoint provides the powerful
solution that you need by helping you to back up your SharePoint content on a regular basis. You can
back up frequently changing content more often to provide additional protection.

Finding and recovering lost content can be time consuming. Metalogix Backup for SharePoint solves
these issues by providing a proactive solution that safely backs up your content and provides an
intuitive Management Console to help you quickly locate and restore the backed-up content you need.
The Self-Service Recovery feature provides the flexible restore solution you need to avoid delays and
reduce your SharePoint administration costs. For SharePoint 2013, 2016, 2019 and Subscription Edition
farms, Metalogix Backup for SharePoint lets you backup and restore the components that make up
your farm.

Metalogix Backup for SharePoint incorporates proven SharePoint experience and knowledge in a
comprehensive, automated, and effective solution. With Metalogix Backup for SharePoint, you can:

e Automate the SharePoint backup process to protect changing content.

e Reduce storage requirements for backed-up SharePoint objects.

Metalogix Backup for SharePoint User Guide
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Quickly locate and recover backed-up SharePoint objects.

Deliver self-service SharePoint content recovery to save time.

Eliminate training needs with the intuitive Management Console, Self-Service Recovery feature, and
wizards.

Monitor and review backup and restore operations.

Using Metalogix Backup for SharePoint in your
disaster recovery plans

Your plans for recovering from problems with your Microsoft SharePoint farm are a vital part of your
SharePoint strategy. Metalogix Backup for SharePoint can be an important part of those plans. A
disaster recovery plan is your expectation of and preparation for problems with your SharePoint
deployment but is not as simple as backing up and restoring the servers that make up your SharePoint
farm.

Disaster recovery is a business problem, not a technical one. Your disaster recovery plan must balance
the business needs of your enterprise with the technical and financial costs required to implement the
plan and answer the following questions:

e How long does it take?

e What can | afford to lose?

e What does it cost?

e How do | protect my SharePoint farms from disaster?

Backup and recovery is part of how you design and implement your disaster recovery plan. Backup and
recovery are technical, process answers to a business question. These technical questions and their
answers are important, but they are not the whole story. In fact, not all disaster recovery involves
backup and restore. Some plans for disaster recovery can omit backup and restore capabilities entirely.

How are disaster recovery strategies designed, and
how do they evolve over time?

Your SharePoint disaster recovery plan is a part of, and grows from, your larger business continuity
plan. You create your business continuity plan based on a business impact analysis. The business impact
analysis is in turn based on a risk analysis of your business operations.

You must prioritize your plans and the resources allotted to them based on the financial impact of
executing the plan, and consider what happens if you do not implement the plan.

Metalogix Backup for SharePoint User Guide
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What disaster recovery-specific issues should |

consider?

When you create your disaster recovery plan, there are some unique issues that you should consider,

including the following:

Term

Recovery Point Objective (RPO)

Recovery Time Objective (RTO)

Disaster Recovery (DR) targets

Definition

The RPO is the point in time that
is your target when you recover
from a disaster. The RPO is
measured in time before the
present.

The RTO is the goal a of time
necessary to recover froma
disaster. It is measured in time
from the present.

The DR targets are the items in
your SharePoint deployment
that you protect from loss or
failure.

Comments

When you specify the RPO,
answer the question, "How
much data am | willing to lose?"

When you specify the RTO,
answer the question, "How long
do | have to restore an agreed-
upon level of functionality?

Specify coarse or granular
targets. You can mix levels of
granularity, depending on the
target. For example, you may
need to protect an entire
SharePoint farm in one
deployment. In another, you
may need to protect only a site
collection, a Web application, a
single site, or specified data.

The DR plan must set priorities
for the targets that it includes.
Not all targets have equal
importance to the farm or to
users.

How does Metalogix Backup for SharePoint fit into a
disaster recovery strategy?

Metalogix Backup for SharePoint helps you to execute your disaster recovery strategy. Before a

disaster happens, you can use Metalogix Backup for SharePoint to back up the elements that make up
your SharePoint farm. Depending on the version of SharePoint that you use, you can back up the farm
components or the SharePoint objects themselves.

Metalogix Backup for SharePoint User Guide
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Metalogix Backup for SharePoint requires a functioning SharePoint farm for both backup operations
and restore operations. As such, it is not suitable for all parts of your DR strategy. Metalogix Backup for
SharePoint is not a high availability (HA) solution. It is also not intended for the portions of your DR
plans that require low RTO or low RPO windows that measure in minutes rather than hours.

Which SharePoint farm components can you use
Metalogix Backup for SharePoint to back up and
restore?

Metalogix Backup for SharePoint can back up many of the components that make up your SharePoint
farm. You can also restore these components when necessary. Metalogix Backup for SharePoint can
back up and restore the following components, although not all of the following components can be
restored in place:

e SharePoint configuration database

SharePoint content databases

e Search components

e Search databases

e Service applications (with the exception of those listed below)
o .NET framework configuration

e Certificate store

¢ Internet Information Services (I1S) configuration

o |IS Metabase

e SharePoint registry entries

e SharePoint root

e SharePoint Web application roots

Metalogix Backup for SharePoint does not back up certain other components including the following
Service Applications:

e Usage and Health data service application
e State Service application

e SP foundation subscription.

Metalogix Backup for SharePoint User Guide 11
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What factors affect Metalogix Backup for SharePoint
performance?

The following factors can affect the performance of your Metalogix Backup for SharePoint deployment
and thus can affect the RPO and RTO:

Backup location file performance

All content is backed-up to a UNC path or a Tivoli Storage Manager (TSM) virtual storage node that you
specify when you create a backup job. Metalogix Backup for SharePoint performs extensive multi-
stream, concurrent read and write activity. When you perform a farm backup, each farm member and
SQL Server can initiate read/write activity separately. In a multi-server SharePoint farm, the
performance of the backup location host can result in a significant bottleneck.

Network performance

As Metalogix Backup for SharePoint performs farm backups, it can transfer large amounts of data
across your network to and from the backup location. A saturated network can slow Metalogix Backup
for SharePoint performance dramatically.

Individual farm server performance

Metalogix Backup for SharePoint relies on the Metalogix Backup for SharePoint Service hosts and the
farm servers to collect data. Performance impediments on the servers impact the performance of
Metalogix Backup for SharePoint.

When you compress or encrypt backups, you increase the workload of the Metalogix Backup for
SharePoint Service hosts. With modern, multi-core x64 systems, hardware performance is a relatively
smaller issue.

How do farm backups fit into my disaster recovery
plan?

You can perform farm backups for SharePoint 2013, 2016, 2019 and Subscription Edition farms. Farm
backups help you to back up the following SharePoint items:

e Content databases
e Service applications
e Farm configuration information
e Search components

Farm backups use the Microsoft Volume Shadow Copy Service (VSS) to back up the components as
your farm works.

Farm backup is a best fit in the following cases:

Metalogix Backup for SharePoint User Guide 12
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Use

Back up the entire SharePoint
farm.

Large scale backup of SharePoint
content databases.

Comments

RPO is driven by the backup schedule.

RPOs and RTOs are significantly shorter.

Configuration data is included in the backup, but you use that data
to perform a manual rebuild of the SharePoint environment.

RPO is driven by the backup schedule.

Lets you quickly restore content databases in place to recover lost
or corrupt data.

Farm backups are a poor fit in the following cases:

Use

Bare metal restore scenarios.

Very high speed restore with a
very low RTO.

Comments

Metalogix Backup for SharePoint helps you to back up critical
farm components, but you must have a functioning SharePoint
2013, 2016, 2019 or Subscription Edition farm.

Metalogix Backup for SharePoint does not protect the underlying
operating system, the SQL Server installation, or any dependent
systems.

Recovery speeds are limited by the ability to move backed-up
data over the network from the backup location. In addition,
optional decryption and decompression can add time to the
process.

Metalogix Backup for SharePoint is not a high availability (HA)
solution.

Restoring and rebuilding from a farm backup

When disaster strikes, Metalogix Backup for SharePoint can help you to restore your SharePoint 2013,
2016, 2019 or Subscription Edition farm. When you use Metalogix Backup for SharePoint to restore,
you must first have a functional, minimally-configured SharePoint 2013, 2016, 2019 or Subscription
Edition farm. The restore procedures vary based on your specific environment.

What online guidance exists for restoring a farm?

The following articles may help you to develop your procedures when you restore:

e Restore a Web application.

Metalogix Backup for SharePoint User Guide 13
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o Add content databases in SharePoint 2013, 2016, 2019 or Subscription Edition farm
https://docs.microsoft.com/en-us/SharePoint/administration/add-a-content-database

o Restore Web applications in SharePoint 2013, 2016, 2019 or Subscription Edition
https://docs.microsoft.com/en-us/SharePoint/administration/restore-a-web-application

e Configuration-only restore.

o Restore farm configurations in SharePoint 2013, 2016, 2019 or Subscription Edition
https://docs.microsoft.com/en-us/SharePoint/administration/restore-a-farm-configuration

e Restore service applications in SharePoint 2013, 2016 or 2019 https://docs.microsoft.com/en-
us/SharePoint/administration/restore-a-service-application

e Provision search.

o Restore Search service applications in SharePoint 2013, 2016, 2019 or Subscription Edition
https://docs.microsoft.com/en-us/SharePoint/administration/restore-a-search-service-

application

How do | restore portable configuration settings in a
configuration-only restore?

When you perform a configuration-only restore, you can restore the following settings:
e Antivirus configuration.

e Information rights management (IRM) configuration.

e Outbound e-mail settings (only when you perform an "overwrite").

e Customizations deployed as trusted solutions.

o Diagnostic logging configuration.

When you perform a configuration-only restore, use the following steps:

e Attach the source farm configuration database to a SQL Server deployment.

e Perform a configuration-only backup on the new farm with the Backup-SPConfigurationDatabase
cmdlet. When you perform the backup, specify the SQL Server where the source farm configuration
database is located.

e Perform a configuration-only restore with the Restore-SPFarm cmdlet using the backup that you
created.

How do | restore the .NET framework configuration
and IIS configuration?

You can restore the .NET framework configuration files and the Internet Information Service (I1S)
configuration files out of place. When you perform the restore, you can use the restored files as a

Metalogix Backup for SharePoint User Guide 14
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guide to configure your settings in the .NET framework and in the IS settings. It is not possible to safely
replace these configuration files on your computer.

How do | restore the SharePoint registry?

You can restore the SharePoint registry out of place. When you perform the restore, you can use the
restored files as a guide to configure your SharePoint registry settings in the registry editor. It is not
possible to safely replace registry on your computer.

How do | restore the certificate store?

You can restore the Windows certificate store out of place to a location that you specify. You can use
the Windows Certificate Manager to import the certificate file.

How do | restore a Web application and its content?

Use the following steps to restore a Web application and its content:
e Attach the restored content databases to the desired SQL Server instance or instances.

e Use the Configuration Browser in the Metalogix Backup for SharePoint Management Console to view
the configuration settings in the backup set, and then use the settings as a guide to create the Web
applications in SharePoint Central Administration.

e Use the Manage Content Database Settings tool in SharePoint Central Administration to remove the
default database.

e Use the Add a Content Database tool in the SharePoint Central Administration page to attach the
restored content databases. You can also use the Mount-SPContentDatabase cmdlet to attach the
databases.

1 | NOTE: You must attach each content database separately.

How do | restore a service application?

Service application instances can be restored via the Metalogix Backup for SharePoint product. No
other manual configuration is required after the instance is restored.

How do | restore search?

Your search settings are unique, and so is the procedure that you use to restore search databases. You
can restore search facilities out of place or in place.

When you perform an in-place restore, you can restore the search components as part of a larger
restore of the entire farm. You include the search components when you select the farm components

Metalogix Backup for SharePoint User Guide 15
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to restore in the Metalogix Backup for SharePoint Management Console. You restore the farm
components to a new SharePoint farm, replacing the existing components.

In general, you can use the following guidelines when you restore search out of place:

e Provision the search service on the new SharePoint farm. You can use the Configuration Browser in
the Management Console to view the configuration settings in the backup set, and then use the
settings as a guide for the new search settings.

e When the search service is built, do the following:

o Stop the time service and the search service. The SharePoint Foundation Search service is named
SharePoint Foundation Search v4. The SharePoint Office Search Service is named SharePoint Server
Search 14.

o Delete the search service application databases.

o Restore the prior search databases and their index files out-of-place.

o Reattach the restored database files to the desired SQL Server instance or instances.
o Delete the existing index files.

o Copy the restored index files to the index server. Make sure to copy the contents of the restored
search, crawl, and query folders to the index server. You do not restore the folders themselves
because the GUID for the new folders does not match the GUID for the restored folders.

e Restart the search service and the time service.

e Perform an incremental crawl of the site.

How do | restore the global assembly cache, the
SharePoint root, or the SharePoint Web application
roots?

Normally, SharePoint itself manages the contents of the global assembly cache, the SharePoint root,
and the Web application roots when you deploy and retract solutions within SharePoint. If you
performed decentralized customizations of your SharePoint environment, you may need to perform
additional steps to restore those customizations. A decentralized customization requires you to install
files into these locations manually. Every decentralized customization is unique, and they may require
you to perform additional steps to enable them.

When you restore the global assembly cache, the SharePoint root, or the Web application roots,
Metalogix Backup for SharePoint restores the contents of the backup to a directory that you specify.
You can then use the original setup instructions for your decentralized customization to perform the
customization again, using the files that Metalogix Backup for SharePoint restored.
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Components and Architecture

Metalogix Backup for SharePoint provides a robust, easy-to-use SharePoint backup and restore
solution. Behind a friendly user interface, this product offers a unique architecture that is both flexible
and extremely powerful. Metalogix Backup for SharePoint fits your environment, no matter how simple
or complex.

The following diagram illustrates the product components.

L :

'I\\\_

Metalogix Backup for SharePoint Repository
Management Service

Metalogix Backup for SharePoint
Management Console

Farm A
SharePoint servers with Metalogix backup for SharePoint and SharePoint
WFEs with Metalogix Backup for ShaePoint Self-5ervice Recovery
|
Farm B

v - v v

SharePoint servers with Metalogix backup for SharePoint and SharePoint
'WFEs with Metalogix Backup for ShaePoint Self-Service Recovery

Metalogix Backup for SharePoint uses the SharePoint and Active Directory permissions that you set in
your environment to control access to content and to farm components.

How does Metalogix Backup for SharePoint address
BLOB storage?

In SharePoint, a large majority of file data is stored as binary data streams known as BLOBs (binary
large objects). Users can store BLOBs in a remote or external location to avoid using unnecessary
space in the content database. Some versions of SQL Server provide remote BLOB storage (RBS) as an
API set that facilitates this remote and external storage. You can also use an external BLOB storage
medium (EBS) that runs parallel to your content database.

Metalogix Backup for SharePoint works seamlessly with Metalogix StoragePoint, the Metalogix BLOB
storage solution. If your content is being externalized using StoragePoint, then you need to configure
an endpoint in StoragePoint itself.

If you are using a BLOB storage system aside from Metalogix StoragePoint, then Metalogix Backup for
SharePoint will ignore RBS and EBS data when performing a full farm backup. This is because a backup
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endpoint cannot be setup, and therefore Metalogix Backup for SharePoint cannot recognize these
storage databases.
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Components

Metalogix Backup for SharePoint has a light, unobtrusive architecture that easily runs in your
environment with minimal configuration. Metalogix Backup for SharePoint does not add to or modify
any of your native SharePoint files or services when you install it. When needed, Metalogix Backup for
SharePoint does make changes to permissions. For more information about permissions and
requirements, see Learning about the requirements.

About the Metalogix Backup for SharePoint Management Console

The Metalogix Backup for SharePoint Management Console (abbreviated to Management Console)
allows you to configure Metalogix Backup for SharePoint, view operation status and history, schedule
automated backup activities, and perform other related functions. Comprehensive Summary pages for
specified farms include a view of the backup status and recent backup and restore operations. You also
use the Management Console to configure Metalogix Backup for SharePoint and to perform backup
and restore tasks.

Multiple copies of the Management Console can all contact a single Management Service. You can let
each of the SharePoint administrators in your environment collaborate to perform backup and restore
operations. In addition, if your environment includes multiple SharePoint farms, each Management
Console can connect to one or more of the farms simultaneously.

You can use the Metalogix Backup for SharePoint installer to install the Management Console and
Management Service on a computer, or you can install the Management Console only. If you install
only the Management Console, you must install the Management Service on another computer. The
Management Console must be installed on a Web Front End (WFE).

About the Metalogix Backup for SharePoint Management Service

The Metalogix Backup for SharePoint Management Service (abbreviated to Management Service)
receives requests from the Management Console and from the Self-Service Recovery feature. Based
on those requests, the Management Service connects to one or more Metalogix Backup for SharePoint
Service installations hosted on a SharePoint Web front End (WFE) or on a SharePoint database server
and starts the requested operation.

You can install the Management Service on any computer in your network. The Management Service
host does not need to be a part of the SharePoint farm, and can manage multiple farms at once. The
host that you select should always be running so that it can contact and manage the Metalogix Backup
for SharePoint Service when needed. Both the Management Service and the Management Console are
installed when you perform a full install of Metalogix Backup for SharePoint. You cannot install only
the Management Service.

The Management Service uses the Metalogix Backup for SharePoint repository database to store
historical data. Each Management Service uses a separate repository database.

If you schedule an activity, the Management Service initiates the scheduled activity and records its
progress and status.
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About the Metalogix Backup for SharePoint Service

The Metalogix Backup for SharePoint Service (abbreviated to Backup Service) performs any backup
and restore operations you request. When an on-demand or scheduled operation begins, the
Management Service contacts the Metalogix Backup for SharePoint Service and initiates the operation.
The Metalogix Backup for SharePoint Service uses the Microsoft Volume Shadow Copy Service (VSS) to
back up SharePoint 2013, 2016, 2019 or Subscription Edition farm components. The Metalogix Backup
for SharePoint Service uses the SharePoint object model to backup and restore granular SharePoint
content on any SharePoint 2013, 2016, 2019 or Subscription Edition farm.

To perform Farm Backups for SharePoint 2013, 2016, 2019 or Subscription Edition farms, install the
Metalogix Backup for SharePoint Service on every WFE and every Database Server in the farm.

The Metalogix Backup for SharePoint Service stores the objects that it backs up in backup sets. Specify
a location where the Metalogix Backup for SharePoint Service stores the sets. You can specify a UNC
location or a Tivoli Storage Manager (TSM) virtual client node.

Use the Management Console to discover your WFE hosts and standalone database server hosts and
install the Metalogix Backup for SharePoint Service. You can also use the Metalogix Backup for
SharePoint installer to manually install the service on a WFE host or database server host. You can only
install one Metalogix Backup for SharePoint Service on each server, but the Metalogix Backup for
SharePoint Service can be shared by multiple Management Service copies. You can back up content
databases from a SQL Server host that is shared between farms as part of the relevant farms.

When it starts, the Metalogix Backup for SharePoint Service verifies connectivity to the farm and to the
Web applications in the farm. To perform backups, the Metalogix Backup for SharePoint Service
account must be assigned a full control policy for every Web application in the farm. When it starts, the
Metalogix Backup for SharePoint Service assigns the required policies to the Metalogix Backup for
SharePoint Service account. If you add a Web application to the farm, you should restart all of the
Metalogix Backup for SharePoint Service copies so that the Metalogix Backup for SharePoint Service
can grant privileges for the new Web application.

About the Repository Database

The Metalogix Backup for SharePoint repository database stores configuration information, backup
and restore operation data, and statistical and other data that the Management Service collects. Each
Management Service uses a separate repository database. A single SQL Server host can host multiple
uniquely-named repository databases. The SQL Server that hosts the repository database does not
need to be part of the SharePoint farm. The repository database does not store backed-up SharePoint
content.

About the Self-Service Recovery Solutions

The Self-Service Recovery feature saves backup administrators time and effort while also giving site
collection administrators fast, convenient access to their backed-up library items. You install the Self-
Service Recovery feature when you configure Metalogix Backup for SharePoint for your farm.



Communications and Security

Depending on the configuration of your SharePoint farm and your enterprise network, many of the
computers in your network can host the Metalogix Backup for SharePoint components. The
components use encrypted TCP/IP communications to communicate with one another. Metalogix
Backup for SharePoint encrypts all internal communications between components. If a component is
not able to negotiate an encrypted communications channel, the communication fails. This helps to
ensure the security of your SharePoint data.

Metalogix Backup for SharePoint uses the Microsoft .NET Windows Communications Foundation
(WCF) services to secure communications. All communications channels use transport encryption and
signing, and do not use non-FIPS encryption methods. All communications within Metalogix Backup for
SharePoint are therefore FIPS-compliant.

You can customize the communications ports for each component if you choose. For assistance in
changing the port, please visit the Metalogix Technical Support Web page at
https://support.quest.com.

Ports Used During Metalogix Backup for SharePoint
Setup

The following ports must be open during the installation and setup of Metalogix Backup for SharePoint:

Port Destination Details

TCP 1433, Management Service > This port can be replaced if an instance or
Backup Repositor a non-default port is used for SQL server.

UDP 1434, ALy 2 Q

or custom

TCP 7484 Management Console > This port should be open where the
Management Service Management Service will be installed.

TCP 7485 Management Service > This port should be open where the
Backup Service Management Service and Backup Services

will be installed.

TCP 137,138,139 Management service > This port should be open where the
Backup Service Management Service and Backup Services
or TCP/UDP 445 ) )
will be installed.
Management Console >

Management Service

Management Service >
SharePoint SQL Server
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TCP 1027

TCP 135

or epmap

WMI (port 135 and a
second, random port)

Management Service >
Backup Set location
Management Service> WFE
Management Service> APP

Management Service> SQL

Management Service> WFE
Management Service> APP

Management Service> SQL

Management Service> WFE
Management Service> APP

Management Service> SQL

This port should be opened before the
Configuration Wizard runs.

This port should be opened before the
Configuration Wizard runs.

These ports should be opened before the
Configuration Wizard runs in order for
farm configuration retrieval to take place.
To set up a fixed port for WMI instead of
using a random one, refer to the related
article on MSDN:
https://msdn.microsoft.com/en-
us/library/bb219447(v=vs.85).aspx

Additionally, you should enable the Remote Administration option in the Windows Firewall for each

server in the farm to let the Management Console contact the server. Some ports like 1027, epmap,

WMI can be closed after the Configuration Wizard finishes installing and/or updating all components

on the farm.

All of the Metalogix Backup for SharePoint components should be hosted by computers that are

members of the same farm or by farms that have mutual trust relationships defined. Metalogix Backup
for SharePoint encrypts Farm Backups with the AES-128 algorithm. AES-128 is FIPS-compliant.

The following image illustrates the ports, protocols and services used by Metalogix Backup for
SharePoint during installation and setup:



A

Primary Backup Service
(SharePoint Web Front End server)

Port: 1027
Port: 135 Protocok epmap
Port: 127 Service: NE-Mame-In
Port: 138 Service: NB-Datagram-in
Port:1335ervice: NB Session-In

Part 7484 Service: Mansgament Senvice Port: 445 Service: SME-In
Port: 137 Service: NB-Name-In Port:7424 service: Management Seniice
Management CONsc  port; 138 service: NE-Datszram-In Port: Wi
Port: 133 Service: NB Session-n Port: 1433 Service: S0L

Port 445 Sarvice: SMB-In

Port: 137 Service: NE-Name-In \\

Port: 138 Service: NB-Datsgram-In - Port: 7485 Service: Backup Service—
Port:128 Service: NB Session-In
Port: 445 Service: SMB-1n

Port: 1027
Bort 1433 Service: SOL Port 135 Protocok epmap
‘____;“__T‘E_i._-—- — Poml37Senice NE-Namedn
i Part: 138 Service: NB-Datagram-In
Port:133 Service: NB Session-In
. . Port: 425 Service: SME-n T
Backup Repository Management Service Port: 7484 service: Mansgement Senice
50l : 1433, UDP Port: WM
1433,1434 or the port Port 7485 Service: Backup Service
ofthe instance 72
One of the DFS ports
Port: 137 Service: NE-Name-In Backup Service
Port: 132 Service: NB-Datagram-In _ ) (SharePoint Application server)
Port:13% Service: MB Session-In Port 7485 Service Backup Senice

Port: 445 Service: SMEB-In

Port: 1027
Port: 135 Protocok epmap
Port: 137 Servica: NB-Name-In
Port: 138 Service: NB-Datagram-In

Port: 139 Service: NB Session-In
Port 445 Service: SMB-In
Backup Set Location Port: 7484 senvica: Management Servica
Port: WM Backup Service
Port: 1433 Service: SQL (SQL with SharePoint Databases)

Ports Used for Backup Services

In order to use Metalogix Backup for SharePoint components for daily operations, the following ports
need to be open:

Port Destination Details

TCP 7484 Management Console >
Management Service

TCP 7485 Management Service >
Backup Service

Primary Backup Service
>Backup Service

TCP 1433, Management Service > This port can be replaced if an instance or a non-
UDP 1434, Backup Repository default port is used for SQL server.

or custom
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TCP Management service > This port should be open where the Management
137,138,139 Backup Service Service and Backup Services will be installed.

or TCP/UDP Management Console >
445 Management Service

Management Service >
SharePoint SQL Server

Management Service >
Backup Set location

The following image illustrates the ports that need to be open to perform Metalogix Backup for
SharePoint operations:

A

Primary Backup Service
(SharePoint Web Front End server)

el

Port: 137 Service: NE-Name-in
Port: 138 Service: NB-Datagfam-in
Port:1335ervice: NB Sessign-In
Port: 445 Service: SMB-In
e Port:7424 servica: Managemert Senics

Port: 137 Servica: NB-Name-In "
Man agement Consc Port: 1338 Service: NB-Datagram-In Port: 1433 Senvice: 0
Port:13% Service: MB Session-In
Port 445 Sarvice: SMB-In

T
Port 7484 5ervice: Management Service

Port: 7435 Service: Backup Service

Port 7485 Service Backup Service

-+ Port: 7485 Service: Backup Service—
Port 1433 Service: SOL Port: 137 Service: NB-Namedn
-— T Port: 1385ervice: NB-Datagrain-In
Port: 133 Service: NB Sessiontin
Port: 445 Service: SM8-In "_‘—'—-—-_.___._'
Backup Repository Management Service Port:7424 service: Management fenvice
50OL: 1433, UDP
1433,1434 or the port Port 7485 Service: Backup Service
ofthe instance 72
Oneof the DFS ports / “*&_ﬁdl-n.._‘_'_
Port: 137 Service: NB-Name-In Backup Service
Port: 132 Service: NB-Datagram-In _ ) (SharePoint Application server)
Port:13% Service: MB Session-In Port 7485 Service Backup Senice

Port: 445 Service: SMEB-In

~

Port: 137 Service: NE-Name-In iR
Port: 138 Service: NB-Datagram-In
Port:133 Service: NB Session-In o
Port: 445 Servica: SME-In —
Backup Set Lacation Port: 7484 service: Management Senice
P Port: 1433 Service: SOL Backup Service

(SQL with SharePoint Databases)

Tivoli Storage Manager

Tivoli Storage Manager (TSM) is a product from IBM that helps you to manage storage and backup on
your enterprise network. If your enterprise network includes a TSM deployment, you can configure
Metalogix Backup for SharePoint to store backup sets in TSM. Before you can use TSM as a backup
location, you must configure it.
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1 | NOTE: Metalogix Backup for SharePoint supports the 32-bit versions 6.x and 7.x of the Tivoli
Storage Manager (TSM), as well as 64-bit versions for 7.x and 8.x of TSM.

The steps to configure TSM in your environment depend on the version of TSM you have installed, and
the way that your environment is configured. In general, though, you must do the following:

e |nstall and configure the TSM client software on every server in your SharePoint farm where the
Backup Service is installed.

On the TSM server, create a single virtual client node that the clients share.

Grant access to the virtual client node to every server that hosts a Backup Service.

In TSM, configure the options for the virtual client node. In addition to whatever options are
appropriate for your deployment, you must set the option backdel=yes.

In the Management Console, when you create a TSM backup location, you enter the name of the
virtual client node where Metalogix Backup for SharePoint stores the backup data.

The default TSM filespace that Metalogix Backup for SharePoint uses is IderaSPbackup. For
information about installing configuring TSM and configuring the TSM client options, see your TSM
documentation set. For more information about creating a Backup Location, see Defining the Backup

Service preferences.

NOTE: If you enable data grooming for a backup set that Metalogix Backup for SharePoint
stores in TSM or if you manually delete the reference to a backup set that is stored in TSM from
the Management Console, Metalogix Backup for SharePoint removes references to the data in
Metalogix Backup for SharePoint. In addition, Metalogix Backup for SharePoint sets the data
objects to Inactive in TSM. Metalogix Backup for SharePoint does not automatically delete the
data itself. If you need to delete the data from TSM, you should use the TSM management tools

to do so.

Here are a few considerations for users using Tivoli Storage Manager:

o If you use a Tivoli Storage Manager (TSM) virtual client node as a backup location and the TSM
storage pool runs out of free space, Metalogix Backup for SharePoint encounters errors. You should
ensure that the TSM storage pool that hosts a backup location does not run out of free space.

e |f you import a backup stored in a TSM virtual client node, you can only perform in place restores
from that set.



3

Managing licenses

Metalogix Backup for SharePoint activates your license key during its installation by contacting a
Metalogix server. Metalogix Backup for SharePoint will periodically refresh the activation as it runs.

For customers without an Internet connection or who want to review the information that is being
sent to Metalogix, offline activation is available. Installations using offline activation must be manually
refreshed every 365 days.

Your license is based on the number of servers that you want to back up within your farms. If the
server does not have a valid license, Metalogix Backup for SharePoint does not collect data from that
server.

1 | NOTE: Trial licenses can be activated and reused after they have expired. You can add another
trial license as well. Contact your Quest sales representative for more information.

Steps to view the licensed servers

1. From the Management Console toolbar, click Help > Manage License.
or

From the Management Console workspace selector click Configuration > Configuration tab >
Manage License.

2. From the Management Service drop down, select the server that hosts the management service to
view the license status.

vianage License x
Management Service: a-sp19-g-aio -

License Status for 'a-sp19-g-aio’
Overall license status: ' oK

Farm servers installed: 0

Farm server licenses: Unlimited
License Key
License Key: BB653-D598E-73428-47A9B-TKBZ7
Type: Production
Farm Servers: Unlimited
Expiration Date: 1f1/2021
Status: Expires in 372 days

Help oK
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Steps to activate a License Key

The first time that you open the Metalogix Backup for SharePoint Management Console, you will be
prompted to activate a license key. Follow these steps to activate your license key:

Online activation

1. Inthe Activate License window, enter the license key.

Activate License X

License Key Information

Please enter the license key purchased with this product:

BE663-D598E-73428-47A9B-TKEZ7

® Activate Online  Proxy Confiquration...
O Activate Offine

Activate Close

2. If you want to activate the license online, select Activate Online, and then click Activate. If your
computer is behind a firewall, click the Proxy Configuration link. The Proxy Setup dialog appears.

Prouwy Setup

Enable Proxy

Server Mame: 10,30.66.135 Port Mumber: | 8308

IUse Credentials

Connect As

(®) DOMA\spsadmin

() Different User:

Password:

Save Close

a. Select Enable Proxy.

b. Inthe Server Name field, enter the name of your proxy server.

c. Inthe Port Number field, enter the port number of the proxy server.

d. If your proxy server requires explicit login credentials, select Use Credentials.

e. Choose the credentials of the logged in user or provide credentials of another user.

f. Click Save to preserve the information, or click Close to return to the License Key Information
dialog.
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3. If the license key is validated successfully, the Metalogix Backup for SharePoint Management
Console appears and the Configuration Wizard is displayed.

Offline activation

Offline activation is available for customers without an Internet connection or who want to review the
information sent to Metalogix.

1 | NOTE: Installations using offline activation must be manually refreshed every 365 days.

1. Inthe License Key field, enter your license key.

2. Choose Activate Offline. The License Information page expands to display additional steps that are
required.

3. Step 1: Collect the activation data to the clipboard or to a file
a. Select from the two options described below:

Option 1: Click Copy Activation Data to Clipboard. The activation data is saved to memory. Use
this option if you plan to follow through with the subsequent steps immediately.

Option 2: Click Save Activation Data to File. The Windows File dialog appears. Use this option if
you plan to activate the license at a later date.

b. Specify a file name for the activation data file.
c. Click Save to save the file to a location of your choice.
4. Step 2: Submit collected data
a. Click the URL provided. The Offline Activation web page appears.

b. Follow the instructions to get the Activation Key file (with the file extension DAT) is made
available for download. Save this file to a location of your choice.

5. Step 3: Paste Activation Response

a. Click Browse. The Windows file dialog appears.

b. Locate the activation key file and click Open. The file appears in the Activation Key File field.
6. Step 4: Activate offline

a. Click the Activate button to complete the activation process.

7. Logoutandloginagainto access all licensed features.



Steps to update or add a license

You may need to update a license when you increase the number of servers you want to monitor and
you receive another license from Quest.

1.

From the Management Console toolbar, click Help > Manage License.

or

From the Management Console workspace selector click Configuration > Configuration tab >

Manage License.

In the Manage Licenses window, click Activate License.

danage License

Management Service: a-5p19-g-aio

License Status for 'a-sp19-g-aio’
Overall license status: « OK

Farm servers installed: 0

Farm server licenses: Unlimited
License Key
License Key: BB663-D598E-73428-4TASB-TKBEZ7
Type: Production
Farm Servers: Unlimited
Expiration Date: 1f1f2021
Status: Expires in 372 days

Help

oK

In the Activate License window, enter the license key.

Activate License

License Key Information

Please enter the license key purchased with this product:

|BBSSS-D 59BE-73428-47A9B-TKBZ7

(%) Activate Online  Proxy Configuration...
O Activate Offline

Activate

If you want to activate the license online, select Activate Online, and then click Activate. If your
computer is behind a firewall, click the Proxy Configuration link. The Proxy Setup window appears.
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Proxy Setup

Enable Proxy

Server Name: 10.30.66. 136 Port Mumber: | 8308

|Jse Credentials

Connect As

(@) DOMA\spsadmin

() Different User:

Password:

[%¢)
a
@
O
']
n
]

a. Select Enable Proxy.

b. Inthe Server Name field, enter the name of your proxy server.

c. Inthe Port Number field, enter the port number of the proxy server.

d. If your proxy server requires explicit login credentials, select Use Credentials.

e. Choose the credentials of the logged in user or provide credentials of another user.

f. Click Save to preserve the information, or click Close to return to the Activate License window.

5. If you want to activate the license offline, select Activate Offline and follow the steps outlined in
the Offline Activation section.

1 | NOTE: Offline activation is available for customers without an Internet connection or who
want to review the information sent to Metalogix. Installations using offline activation must
be manually refreshed every 365 days.

6. Metalogix Backup for SharePoint displays a message with the status of your activation.

o License successfully activated.
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Upgrading Metalogix Backup for
SharePoint

You can upgrade your existing Metalogix Backup for SharePoint deployment to the current version to
access the new and improved features available. This version of Metalogix Backup for SharePoint
cannot upgrade backup sets from versions earlier than 5.0. If you used a version earlier than 5.0 to
create a backup set, contact Metalogix Technical Support at https://support.quest.com for assistance
with upgrades.

In this topic:

e Preparing for an upgrade

Steps to perform a standard upgrade

Steps to perform a custom upgrade

Steps to upgrade the Backup Service instances

Steps to use the Management Console wizard to upgrade all Backup Service instances

Steps to use the installer wizard to manually upgrade a Backup Service

Configuring the Backup Service staging location

Upgrading the Self-Service Recovery feature

Preparing for an upgrade

1. Ensure the computers on which you want to upgrade Metalogix Backup for SharePoint meet or
exceed the product requirements. For more information see Product Requirements.

2. Ensure that the account that you use to log on to the computers that host the Metalogix Backup for
SharePoint components also has administrator privileges on the repository database.

3. ldentify the upgrade path your environment requires. For more information, see What upgrade
options are available?

4. Temporarily disable any scheduled jobs and allow any currently running or queued backup/restore
operations to complete.

5. Close all open applications on the Metalogix Backup for SharePoint component hosts.

6. Ensure that the .NET framework 4.0 is running on the target computer.
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7.

If you plan to use farm backups for your SharePoint 2013, 2016, 2019 or Subscription Edition farm,
use the Management Console to deploy additional Backup Service instances on every Web front
end (WFE) and database server in the farm. For more information about this installation, see
Installing the Backup Service manually.

If you deployed the Metalogix Backup for SharePoint Self Service Recovery solution, remove the
Web part and use the SharePoint administration tools to retract the solution package. If you plan to
use the new Self-Service Recovery feature, use the Management Console to deploy the Self-Service
Recovery components manually. For more information about this installation, see Manually
installing the Self-Service Recovery feature.

Upgrade your installation to Metalogix Backup for SharePoint by choosing the appropriate upgrade
path:

a. Standard upgrade - In a single-server deployment, the Management Console, Repository
database, Management Service and Backup Service are installed on the same computer. You can
use the upgrade wizard to upgrade your installation to the new version of Metalogix Backup for
SharePoint if you have a single-server deployment or if you are upgrading from a trial
installation. See Steps to perform a standard upgrade.

b. Custom upgrade - In a distributed deployment, the components will be on different computers.
See Steps to perform a custom upgrade.

Steps to perform a standard upgrade

1.

Log in to the computer where you want to install Metalogix Backup for SharePoint. You should use
a user account that is a member of the local administrators group on the computer. In addition, the
account that you use must have the sysadmin role assigned for the SQL Server instance that hosts
the Metalogix Backup for SharePoint repository database.

Download and unzip the upgrade files to a folder.

Locate and double click the Metalogix Backup for SharePoint.exe file. The installer bootstrap
window opens.
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Metalogix WELCOME TO THE METALOGIX BACKUP FOR SHAREPOINT INSTALL WIZARD.

Backup for SharePoint The installation wizard will install Metalogix Backup for SharePoint.

Installer 1 Save time, know how to install and evaluate.

O O

Read the User Guide Read the Evaluation Guide

2 Start installing.

O

Install Metalogix Backup for SharePoint

Advanced Installation: Backup Service

This program is protected by copyright law and international treaties.

4. Click Install Metalogix Backup for SharePoint. The System Check window opens.

ﬁ. Metalogix Backup for SharePoint

&4 X Metalogix System Check
u Backup for SharePoint “hecking if this preduct can be configured from this machine

You are a Local Administrator.

Port 7484 is available for use.

The NET Framework v4.5.2 or later.

All checks succeeded. Please click Next to proceed with the installation.

Metalogix Cbet | [Grd ]

5. You must address the system check failures if any. When all checks succeed, click Next. The

Upgrade Wizard for Metalogix SharePoint opens.
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ﬁ Metalogix Backup for SharePeint - Upgrade Wizard

Metalogix

Upgrade Wizard for Metalogix Backup for SharePoint

Backup for SharePoint

The Upgrade Wizard will upgrade the currently installed
components of Metalogix Backup for SharePoint on your
computer. To continue, dick Next.

6. Click Next. The Upgrade the Metalogix Backup for SharePoint Repository window opens.

ﬁ Metalogix Backup for SharePoint - Upgrade Wizard

Metalogix

Upgrade the Metalogix Backup for SharePoint Reposm:lry

ify the authenti

=2 Backup for SharePoint

Metalogix Backup for SharePoint

Console Repository

FEECEE

SharePoint Servers

Metalogix Backup for SharePaint
Management Service

ion method to upgrads the Me

ckup fol

Spedfy the authentication method that should be used to
upgrade the Metalogix Backup for SharePoint Repository on the
selected SQL Server instance. By default, the selected SQL
Server instance is the instance currently hosting the Repasitory.

SQL Server instance:
SP2019-CLUSTER Browse...

Database Name:

IMetangix_EackupRepository

Connection Credentials:

You can use SQL Server authentication to upgrade the Repository.
By default, the Setup Wizard uses your Windows logon credentials.

[Juse 5QL 2012 Native Client (Supports TLS 1.1or 1.2)

[[] use Microsoft SQL Server Authentication Change

7. Click Next. The Metalogix Backup for SharePoint Management Service Account window opens.

ﬁ Metalogix Backup for SharePoint - Upgrade Wizard

Metalogix Speciy .

Metﬁlnglx Backup for SharePoint Management Service Account
urit the Metalogix "

};’; Backup for SharePoint

Metalogix Backup for SharePoint

Repository

Metalogix Backup for SharePoint

SharePoint Servers
Management Service

The Management Service can use SQL Server authentication to
connect to the Metalogix Backup for SharePoint Repository.

=Point Managernent

will run under.

The Management Service will run under the specfied account. This
account is also used to connect to the Metalogix Backup for
SharePoint Repository and to the Backup Services. Setup does not
create user accounts, the account must exist prior to installation.

Specify the service account:

Domain'sername: Idama‘\spsadm\n

Password: ” LTI T Y

The Logon as a Service right will be granted to this account.

[ Use Microsoft SQL Server Authentication Change

cars

8. Click Next. The Ready to upgrade the program window opens.
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ﬁ Metalogix Backup for SharePeint - Upgrade Wizard

Metalogix

Click Upgrade to start the upgrade.

If you want to review or change any of your installation settings,
dick Back. Click Cancel to exit the wizard,

Ready to Upgrade the Program

The wizard iz ready to begin upgrade.

<Back Cancel

9. Click Upgrade. Wait until the Upgrade Wizard Completed window opens.

ﬁ] Metalogix Backup for SharePoint - Upgrade Wizard

Launch Management Console

Backup for SharePoint

Upgrade Wizard Completed

Setup has finished upgrading Metalogix Backup for SharePoint.

The Upgrade Wizard has successfully upgraded Metalogix
Backup for SharePoint. Click Finish to exit the wizard.

Cancel

10. Select Launch Management Console and click Finish.

11. Upgrade all previously deployed Backup Service instances. See Steps to upgrade the Backup Service

instances.

Steps to perform a custom upgrade

1. Perform a standard upgrade on the primary host that has the Management Service. See Steps to

perform a standard upgrade.

2. Upgrade all previously deployed Backup Service instances. See Steps to upgrade the Backup Service

instances.

3. Upgrade additional installations of the Management Console by running the Metalogix Backup for

SharePoint upgrade wizard on each host computer.
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Steps to upgrade the Backup Service instances

The Management Console, Management Service and the Backup Service require the same version
otherwise no backup or restore operation can occur. You can upgrade the Backup Service in two ways:

e Use the Management Console - The first time that you open the Management Console after an
upgrade, the Management Console prompts you to upgrade either the primary Backup Service or all
Backup Services that lets you upgrade the services that you may have deployed on other machines. If
you choose to upgrade only the primary Backup Service, you must use the Metalogix Backup for
SharePoint installer on each Backup Service host to manually upgrade the secondary Backup Service
instances.

If you choose to upgrade all backup services using the Management Console service
upgrade wizard, make sure that all the services use the same windows credentials. If you have
deployed additional Backup services on other host computers with different windows
credentials, then the choice to upgrade all backup services using the Management Console will
overwrite the windows credentials of all the services with the credentials that you specify in the
upgrade wizard. If you have deployed additional Backup services on other host computers with
different windows credentials, you can upgrade only the primary Backup Service using the
Management Console service upgrade wizard, and then use the Metalogix Backup for SharePoint
installer on each Backup Service host to manually upgrade the additional Backup Service
instances.

o Use the Metalogix Backup for SharePoint installer - You can also run the Metalogix Backup for
SharePoint installer on each computer that hosts the Backup Service to manually upgrade the
service. This method is particularly useful if each Backup service uses a different windows account
credentials.

Steps to use the Management Console wizard to upgrade all Backup Service
instances

1. Open the Management Console. The Upgrade Backup Service wizard opens when you open the
Management Console for the first time after a standard upgrade.

Several Backup Services need to be upgraded. Some features
may not work properly if Backup Service versions are not
identical across all servers. Would you like to upgrade now?

#) Upgrade all Backup Services
Upgrade primary Backup Service only

Yes No

2. Choose an upgrade option as described below:
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a. Upgrade all Backup Services - upgrades all Backup Services across all hosts where they are
deployed.

b. Upgrade primary Backup Service only - upgrades only the primary Backup Service.

3. Click Yes. The Backup Service configuration window opens. If you select No, the Backup services will
not be upgraded. You can open the wizard from the Configuration workspace in the Management
console.

Upgrade Backup Service x

éﬁ Servers: | A-SP19-C-DB1

& A-sP12-C-DB2
@ A-SP19-C-WFE1

Enter the administrator credentials to upgrade the Backup
Service,

User name: | doma\spsadmin

Password:

Enter a UNC path for the Staging Location.

Staging Location: |'|,'|,A-SP 19-C-WFE 1\BackupSet e

Upgrade Cancel

4. The Servers list displays all the servers where backup Services are installed. Enter the information as
described below:

a. User name - the windows administrator account name used to run the service.
b. Password - the windows administrator account password.

c. Staging Location - enter or choose an existing UNC path. You cannot use a local path and you
cannot leave this field empty.

All Backup Service account credentials will be upgraded with the credentials you
enter. If you have deployed additional Backup Services on other host computers with different
account credentials, you must upgrade only the primary Backup Service using the Management
Console service upgrade wizard, and then use the Metalogix Backup for SharePoint installer on
each Backup Service host to manually upgrade the additional Backup Service instances.

5. Click Upgrade. The confirmation window opens indicating the servers where the Backup Service
was upgraded.
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Information IZ|

The Backup Service was upgraded successfully on
@ these servers:
A-5P19-C-DB1

A-53P19-C-DBE2
A-5P19-C-wWFE1

6. Inthe confirmation window, click OK.

Steps to use the installer wizard to manually upgrade a Backup Service

1. Loginto the computer where you want to install Metalogix Backup for SharePoint. You should use
a user account that is a member of the local administrators group on the computer. In addition, the
account that you use must have the sysadmin role assigned for the SQL Server instance that hosts
the Metalogix Backup for SharePoint repository database.

2. Download and unzip the upgrade files to a folder.

3. Locate and double click the Metalogix Backup for SharePoint.exe file. The installer bootstrap
window opens.

Metalogix WELCOME TO THE METALOGIX BACKUP FOR SHAREPOINT INSTALL WIZARD.

Backup for SharePoint The installation wizard will install Metalogix Backup for SharePoint.

Installer 1 Save time, know how to install and evaluate.

0 O

Read the User Guide Read the Evaluation Guide

2 Start installing.

O

Install Metalogix Backup for SharePoint

I Advanced Installation: Backup Service

This program is protected by copyright law and international treaties.
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4. Click Advanced Installation: Backup Service. The System Check window opens.

5 Metalogix Backup for SharePoint

§ N Metalogix System Check
H Backup for SharePoint “hecking if this product can be configured from this machine

You are a Local Administrator,

Port 7485 is available for use.

The .NET Framework v4.0 or later.

0000

The WVolume Shadow Copy (V55) service is running.

All checks succeeded. Please click Mext to proceed with the installation.

Metalogix e | [ ]

5. You must address the system check failures if any. When all checks succeed, click Next. The

Metalogix Backup for SharePoint Service Account window opens.

ﬁ Metalogix Backup for SharePoint Service - Upgrade Wizard

Metalogix

The Metalogix Backup for ShareFoint Service account runs as a Windows service on a
SharePoint Web Front-End server, This service account must be a Farm Administrator in the
local SharePoint farm.

Spedfy which account the Backup Service should run as:

DomainJsername: |doma‘|,=;|:|sadrnin

Password: || LIy

The Log on as a service right will be granted to the specified account.

Metalogix Backup for SharePoint Service Account
Specify the account under which the Backup Service will run.

< Back |E Mext> | | Cancel
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6. Click Next. The Ready to Upgrade the Program window opens.

ﬁ Metalogix Backup for SharePoint Service - Upgrade Wizard

Ready to Upgrade the Program

Metaloglx The wizard is ready to begin upgrade.

Clidk Upgrade to start the upgrade.

If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

<pack Cancel

7. Click Upgrade. The Setup wizard Completed window opens.

8. Verify that the upgrade was successful and click Finish to close the wizard. Then click Quit to exit

the installer bootstrap.

Configuring the Backup Service staging location

The Backup Service uses a staging location to backup SharePoint data. During installation, the default
location is configured as C: \Users\<username>\AppData\Local\Temp\ which is insufficient for

a successful backup operation. You must specify a UNC path for the staging location.

If you specify an invalid UNC path during and upgrade or install you will get an error as shown below

when you attempt a backup operation.
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3 Metalogix Backup for Shar

Overview Backup Restore Scheduled

Farm Alerts Up

= & o o

= 5, \

R B C & X ® [

Detsils ~ Group  Refres Resto Resun Cancel Dedete IPrpert
Operations Backup Operation Operation Backup sets

\ction Filter
W SP16ALIAS-E (SharePoint2016)

Backup/Restore Operation Status  (Last 7 Days)

Backup Set Name Operation Type Progress Avg. Twoughput Start Time w | Duratior
BackupService % Backap  Full <1GBhour  7/24/2020 5:58:04 PM o0

Operation Details
Summary ServerOperations Backup Content | Result Texy)
The staging location must be an existing UNC path. Please review the value of the key ‘spFileResloreTempFileDirectory’ in the backup service

E:) Farm Backup/ Restore

4, Granular Restore

§ Configuration
fof

Connected as DOMA\spsadmin to Management Service on a-sp L6-e-wfel

The error message appears in the Result Text tab of the Operations Detail pane: The staging
location must be an existing UNC path. Please review the value of the key
spFileRestoreTempFileDirectory in the Backup service configuration file.

Steps to review and change the staging location

1. Loginto the computer where Metalogix Backup for SharePoint has been installed.

2. Navigate to the Backup Service installation directory C: \Program
Files\Metalogix\SharePointBackupService

3. Open the PBBackupService.exe.config file with Administrator privileges.
4. Inspect the value of the row key=spFileRestoreTempFileDirectory
5. If the value indicates a local path, you must change the path to a UNC path.

6. Save the changes to the configuration file and restart the Backup Services. If there are more
instances of the backup Service on other computers, you must restart them as well.

Upgrading the Self-Service Recovery feature

When you upgrade Metalogix Backup for SharePoint, you can use the Deploy SharePoint Components
dialog in the Management Console to upgrade the Self-Service Recovery feature. For information
about using the Deploy SharePoint Components dialog to deploy the Self-Service Recovery feature
manually, see Manually installing the Self-Service Recovery feature.
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Configuring Metalogix Backup for
SharePoint

Once you configure Metalogix Backup for SharePoint for your environment, you can perform the
following tasks:

e Opening the Management Console

Connecting a standalone Management Console to the Management Service

Configuring Metalogix Backup for SharePoint for your farm

Managing licenses

Managing the Backup Service

Managing farms

Managing self-service recovery

e Managing preferences

Managing alerts

Managing backup set disk space

e |mporting a Repository Database

When the Management Console connects to a particular Management Service, it determines whether
you already configured the Management Service. If the Management Service is not yet configured, the
Configuration wizard runs. When you run the Configuration wizard, you locate the SharePoint Web
front end (WFE) servers and database servers in the farm and install the Backup Service on them. You
also define the backup locations for the farm.

Opening the Management Console

You use the Management Console to configure Metalogix Backup for SharePoint and to back up and
restore SharePoint content.

When you open the Management Console, it checks for a connection to the Management Service. If
the Management Console cannot connect to the Management Service or if no Management Service is
configured, the Management Console prompts you to select the Management Service that it should
use. When you install Metalogix Backup for SharePoint, you can choose to launch the Management
Console when the installer quits.
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If you are using a trial license or a license that is soon expiring, the Management Console warns you
that the license is nearing its expiration date. You can contact Metalogix to purchase an updated
license key.

How do | open the Management Console?

You use the Windows Start Menu to open the Management Console.

1 | NOTE: The first time you open the Management Console after installation, you will be required
to enter a valid License key.

To open the Management Console

At the Microsoft Windows desktop, click Start > All Programs > Metalogix > SharePointBackup >
PBManagementConsole.exe

What permissions does the Management Console
require?

The Management Console uses the SharePoint and Active Directory permissions of the currently logged
in user to back up or restore SharePoint objects. If the currently logged in user is unable to access
content, the user is unable to back up or restore that content.

1 | NOTE: Only users that are members of the SharePoint farm administrators group can perform
farm backups.

For more information about the required permissions, see Understanding the granular restore process.

Connecting a standalone Management Console
to the Management Service

When you install the Metalogix Backup for SharePoint, you can choose to install the Management
Console on a computer with no other components. If you install only the Management Console, you
must specify the computer that hosts the Management Service before you can use the Management
Console.

You can connect more than one Management Console to a single Management Service.

If the Management Console is not on the computer that hosts the Management Service, the
Management Console prompts you to add a farm the first time you start the Management Console.
When you add the farm, you specify the name of the Management Service host.

When it connects to the Management Service, the Management Console prompts you to add a farm if
none exists in the Metalogix Backup for SharePoint repository database.
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When you specify the name of the Management Service host, you should use one of the following
formats:

e DNS name

o Fully-qualified name
e NetBIOS name

e |P address

If you installed the Management Console and the Management Service on the same computer, the
Management Console contacts the local Management Service automatically.

How do | connect the Management Console to a
Management Service?

1. From the Microsoft Windows desktop, click Start > All Programs > Metalogix > Metalogix Backup
for SharePoint. The Connect Management Service window opens.

Connect to Management Service *

Specify the computer name where the Metalogix Badkup for SharePoint
Management Service is installed (Example: MYSP-SRVO1).

Management Service computer BRKPSP2013A

® Use current credentials to connect:  DOMCA\spsadmin

Specify alternate credentizls

Enter the information as described below:

a. Management Service computer - specify the NetBIOS, FQDN or IP address of the computer
that hosts the Management Service for the farm.

b. Use current credentials to connect - use the credentials of the logged-in user

c. Specify alternate credentials - enter a user name and password that has access to the
Management Service computer.

2. Click Connect to finish connecting to the computer that hosts the Management Service.

3. Verify that the management service is added.
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Management Services Connected

Ij SharePoint 2016 Farm
| BKPSP2015A
lj SharePoint 2019 Farm

C x
Management Service Information
Computer Name: EKPSP2019A
User Name: DOMCA\spsadmin
Add Edit Remove Close

NOTE: The SharePoint Farm child nodes appear in the Management Services Connected
window only if the farms were added to the server that hosts the Management Service. If no
farm was added to a server, only the management service node is displayed. If you add one or
more farms to the same servers, the SharePoint Farm child nodes will indicate the farms
added.

Configuring Metalogix Backup for SharePoint for
your farm

If the Management Console and Management Service are hosted on the same computer, the first time

you open the Management Console, the Welcome to the Configuration Wizard window appears.

Config

X

Welcome

Installation Type

Central Administration

Configuration Wizard

Welcome to the Configuration Wizard

The configuration wizard will help you discover & SharePoint farm and configure Metalogix Backup for SharePoint. This wizard

will:

Discover a SharePoint farm

Deploy backup services to the farm

Deploy the Self-Service Recovery solution to the farm
Manage licenses

Configure backup locations and preferences
Configure alerts

Configure grooming

Configure fault tolerance

Click Next to continue.

Help

< Back

Finish Cancel
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The Welcome to the Configuration Wizard window lets you configure Metalogix Backup for
SharePoint. When you start using the product, you must do the following:

Connect Metalogix Backup for SharePoint to the SharePoint farm.

Install one or more Backup Service instances.

Optionally deploy the Self-Service Restore feature.

Configure the Metalogix Backup for SharePoint settings.

Set up alerts and notifications.
e Configure grooming and fault tolerance settings.

Use the Configuration Wizard to perform all of these tasks. You can also use the Configuration wizard
to discover your SharePoint farm, select a Web front end (WFE) server to host the Backup Service, and
specify the Backup Service preferences.

When you start the Management Console, it connects to the Management Service and determines if
the Management Service is properly configured. If it is not configured, the Management Console starts
the Configuration wizard.

Selecting the Installation Type

The first step is to choose the installation type.

Cenfiguration Wizard x

E_‘\ Installation Type
2

Welcome

Installation Type Select the installation type:
Central Administration
® Complete. Allows the user to perform different operations such as backups,
schedule backups, mount databases and restore contentin granular form,

Granular. It allows the user to perform different mount databases operations
and restore content in granular form. Mo need to be installed on all servers
of your farm only on the web frontend of your chaice.

Help < Back Einish Cancel

There are two options:

Comp You can perform the full range of operations on all SharePoint servers in a farm. You can

lete perform various backups, you can schedule backups, mount databases and perform granular
restore operations. Every time you add a farm and choose this option all other servers in the
farm will allow the full set of operations.
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GranuYou can restrict the operations that can be performed on SharePoint servers in a farm with this
lar  option. Every time you add a farm using this option, every SharePoint server in that farm will be
restricted to granular restore operations only. Backups and scheduled backups are not allowed.

Click Next to proceed.

If you choose the Complete option, the Central Administration window appears. For more information
see Specifying the Central Administration settings.

If you choose the Granular option, a confirmation dialog appears.

nformation X

Do you want to change the installation type to
granular?.
After save granular configuration the current backups

and schedules backups will be disable.

@ Copy oK

Click OK. The Farm Configuration window appears. For next steps see Specifying Farm Connection
Settings.

Specifying the Central Administration settings

Use the Configuration wizard to specify how Metalogix Backup for SharePoint connects to the farm
that you want to back up. Use the Central Administration page in the wizard to specify the Central
Administration page URL for the farm. You also specify the credentials that Metalogix Backup for
SharePoint uses to connect to the farm.
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How do I specify the URL and the account to use?

You use the Central Administration page of the Configuration wizard to specify the SharePoint site URL

and the account to use.

Cenfiguration Wizard

E_‘\ Central Administration
-

Specify thelocation of the SharePoint Central Administration Web site.

Welcome

Farm Name:
Central Administration URL:

Installation Type

Central Administration

WFE Servers Specify an account that has administrator privileges on the Central Administration computer,

Database Servers User Name: Doma
Password:

Specify the management service that is going to handle this fam.

Management Service: &-sp19-g-aio ~

The account must be 2 member of the Farm Administrators group in SharePoint.You can use SharePoint
Central Administration to grant this right.

The account must have database owner {db_owner) rights to the farm configuration
database and to the SharePoint Central Administration content database. You can
grant these rights in the SQL Server management consale. In addition, the Metalogix
Backup for SharePoint Service creates a SharePoint timer job that grants these rights
to every SharePaint database in the farm.

The account must be a member of the Local Administraters group on every server that is part of the
SharePoint 2010 or later.

Help < Back Finish Cancel

To specify the SharePoint site URL and account

1. Inthe Central Administration page of the Configuration wizard, give your farm a name.

2. Enter the URL of the Central Administration site for the SharePoint farm in the Central
Administration URL field.

3. Type the name and password of the account that Metalogix Backup for SharePoint should use to

connect to the Management Service for the farm in the User Name and Password fields.

4. Select the Management Service that will manage the farm that will be added. Click Next.

5. Inthe Web application user policy modification required window, click OK.

tion required x

Web application user policy mo

Metalogix Backup for SharePoint creates and
@ maintains a user security policy on each content Web

application in the farm. These user policies grant Full
Control rights to the backup service account for their
associated Web applications. Without these policies,
the backup service cannot properly back up and
restore Web application data

Press OK to continue with the backup service agent
installation process or CANCEL to abort the farm
discovery process.

ED copy oK
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What permissions does the specified account require?

The specified account needs the following permissions:
e Must be a member of the SharePoint farm administrators group.
e Must be a local administrator on the computer that hosts the Backup Service.

e Must have at least db_owner permissions for all SharePoint content databases, including the Admin
Content and SharePoint Config databases

You can also use the tab to specify a separate account with the required SharePoint permissions. This
ability to specify two accounts gives you the ability to specify the accounts with the needed
permissions and work within your security model so you do not need a single account with all the
required permissions.

NOTE: If the account that you use is not a SQL Server system administrator, you should use the
SQL Server Management Studio to grant the account access to the repository database that you
specified when you installed Metalogix Backup for SharePoint. The default database name is
Metalogix_BackupRepository.

Selecting WFE servers for the Backup Service

The WFE Servers page of the Configuration wizard lists the Web front end (WFE) servers in your
SharePoint farm.

Cenfiguration Wizard x

Ll WFE Servers
_.-i Choose SharePoint web front-end servers where you want to install the Backup Service.

& A-SP-19-G-AID
Welcome

Installation Type
Central Administration

WFE Servers

Help < Back Einish Cancel

If your SharePoint farm includes one or more separate database servers, the Database Servers page
lists the database servers.
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Metalogix Backup for SharePoint uses the Backup Service instances that you install to back up the
SharePoint objects that you specify in the farm.

If your disaster recovery planning includes farm backups of SharePoint 2013, 2016, 2019 or Subscription
Edition farms, you must install the Backup Service on every WFE and every database server in your
SharePoint farm.

When you use the Configuration wizard, you must install the Backup Service on at least one WFE.

1 | TIP: The first Backup Service that you install must always be on a WFE server.

You should normally use the Configuration wizard to install the Backup Service on every WFE and
database server in your SharePoint farm.

You can use the Database Servers page to install the Backup Service on standalone database servers in
your SharePoint farm. For more information about the Database Servers page, see Selecting the
database servers to install the Backup Service on.

You can also use the Management Console to install the Backup Service on WFE hosts in the
SharePoint farm. In addition, if you add a WFE or a database server to your farm, you can use the
Management Console to install the Backup Service on the new server.

Finally, you can use the Metalogix Backup for SharePoint installer to install the Backup Service on the
WFE or database server directly. To do so, you must be able to log in to the server with an account that
is a member of the administrators group on the server. For more information about installing the
Backup Service, see Installing the Backup Service.

When you install a Backup Service, you select the WFE server to install on. You also specify the user
name and password that the Backup Service uses to run. The user account that you specify must have
specific permissions for the farm. For more information about the permissions that the Backup Service
user account requires, see Learning about the Backup Service requirements.

The SharePoint Services Web Application Service must be operating on the WFE where you install the
Backup Service. If the server does not have the Web Application Service active, you can use the
SharePoint Central Administration page to install it.

In the WFE Servers page of the Configuration wizard, review the selected servers, then click Next.

Can | manually install additional Backup Service instances?

Normally, you should not need to manually install additional servers. The WFE Servers page lets you
install on every WFE server in the farm.

If you add a WFE or a database server, you can manually install an additional Backup Service in the
Configuration tab in the Management Console. For more information about manually installing the
Backup Service, see Installing the Backup Service manually.
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Selecting Database Servers for the Backup
Service

The Database Servers page of the Configuration wizard lists the standalone database servers in your
SharePoint farm. A standalone database server hosts one or more SharePoint database components,
but does not host a Web front end (WFE).

Configuration Wizard x

E!\ Database Servers
Dy

Choose SharePoint database servers whereyou want to install the Backup Service.

[vlig a-sP-19-G-AID
Welcome

Installation Type

Central Administration

Help < Back Einish Cancel

Metalogix Backup for SharePoint uses the Backup Service instances that you install to back up the
SharePoint objects that you specify in the farm.

If your disaster recovery planning includes farm backups of SharePoint 2013, 2016, 2019 or Subscription
Edition farms, you must install the Backup Service on every WFE and every database server in your
SharePoint farm.

When you use the Configuration wizard, you can install the Backup Service on any database servers in
the farm. The Database Servers page only appears if your farm includes one or more database servers
that do not also host a WFE.

You should normally use the Configuration wizard to install the Backup Service on every database
server in your SharePoint farm.

You can also use the Management Console to install the Backup Service on WFE hosts in the
SharePoint farm. In addition, if you add a WFE or a database server to your farm, you can use the
Management Console to install the Backup Service on the new server.

Finally, you can use the Metalogix Backup for SharePoint installer to install the Backup Service on the
WFE or database server directly. To do so, you must be able to log in to the server with an account that
is a member of the administrators group on the server. For more information about installing the
Backup Service, see Installing the Backup Service manually.
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When you install a Backup Service, you select the database server to install on. You also specify the
user name and password that the Backup Service uses to run. The user account that you specify must
have specific permissions for the farm. For more information about the permissions that the Backup
Service user account requires, see Learning about the Backup Service requirements.

In the Database Servers page of the Configuration wizard, review the selected servers, then click Next.

Can | manually install additional Backup Service instances?

Normally, you should not need to manually install additional servers. The Database Servers panel let
you install on every database server in the farm.

If you add a database server, you can manually install an additional Backup Service in the Configuration
tab in the Management Console. For more information about installing the Backup Service manually,
see Installing the Backup Service.

Specifying Farm Connection Settings

This window appears only when the Granular option has been selected in the Installation Type step of
the Configuration Wizard.

Cenfiguration Wizard x

E_‘\ Farm Connection
2

Specify the location of the Server Farm.

Welcome

Installation Type
Farm Name: SharePoint 2018 Farms
Farm Connection

Backup Storage
Server Name: A-5P13-G-AI0

Specify an account that has administrator privileges on the Central Administration computer.
User Name: domca\spsadmin

Password: | seeseesssees

Specify the management service that is going to handle this fam

Management Service: a-5p19-g-aio o

Help < Back Finish Cancel

To specify the SharePoint server account
1. Inthe Farm Connection page of the Configuration wizard, give your farm a name.

2. Type the name and password of the account that Metalogix Backup for SharePoint should use to
connect to the Management Service for the farm in the User Name and Password fields.

3. Select the Management Service that will handle the farm that will be added. If this is the first time
that a farm will be added, this section is read-only.
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4. Click Next.

Specifying Backup Storage Locations

The Backup Storage Locations window is used to configure where farm backup sets will be stored.

Backup Storage Locations window for Installation Type = Complete

Configuration Wizarc x

E_‘; Backup Storage Locations
-,

Specify locations where backup sets will be stored.

Welcome
Installation Type Name Location Default?
Central Administration @ BackupSetMetalogx \4-5P19-G-AI0\Backup SetMetalog "l

WFE Servers

Database Servers

Add... Edit... Remove Set as default

Help < Back Einish Cancel

Backup Storage Locations window for Installation Type = Granular

Configuration Wizard x

E_‘; Backup Storage Locations
By

Specify Iocations where backup sets will be stored.

Welcome
Installation Type Name Location Default?
BackupSets \\A-5P19-G-A10\BackupSets "4
Farm Connection ke P w ! .

Backup Storage

Edit... Remove Set as default

Help < Back Nest » Finish Cancel

To add a new Backup Location
1. Select the Add button to open the Add Backup Set Location dialog window.
2. Enter a name for the backup set location in the name field.

3. Select the backup set location type from the drop-down menu below. You can back up content
from your SharePoint farms to a network location that you specify with a UNC path. You can also
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back up content to a Tivoli Storage Manager (TSM) client node, Azure and/or Amazon account. You
must set up a TSM virtual server client node, Azure and/or Amazon account before you can back up
to these options. For more information about using TSM with Metalogix Backup for SharePoint, see

Learning about Tivoli Storage Manager.

data in TSM, removing the location removes references to

TSM, you should use the TSM management tools to do so.
TSM, see Learning about Tivoli Storage Manager.

NOTE: If you remove a backup location that Metalogix Backup for SharePoint uses to store

the data in Metalogix Backup for

SharePoint. In addition, Metalogix Backup for SharePoint sets the data objects to Inactive in
TSM but does not automatically delete the data itself. If you need to delete the data from

For more information about using

4. Provide the connection details for the chosen location type as required.

Example 1: Settings for Backup Set Location type = Network Location (UNC Path)

Add Backup Location

| 4=  Enter the name you would like to use for the backup set location:
BackupSets

Select the type of backup set location:
Metwork Location (UNC Path)

UNC
Enter the UNC path of the network location (Example: \\myserver\sharename):

|'|,'|,-5.-SP 19-G-AI0 \BackupSets

Set a5 the default backup set location

Cancel

X

Example 2: Settings for Backup Set Location type = Tivoli Storage Manager (TSM)
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Add Backup Set Location x

| 4=  Enter the name you would like to use for the backup set location:
tsm

Select the type of badkp set location:
Tivoli Storage Manager (TSM)

TsM

Enter the name of the TSM target dient node:
|5F‘Ba|:kup

Enter the name of the administrator of the TSM target dient node:
|tsm.ﬁ.dmin

Enter the password of the administrator of the TSM target dient node:

") Note:

The TSM target dient node is a virtual dient node that will be used by all

backup services in the farm. Ensure that the specified dient node is registered
in your TSM environment.

Set as the default badkup set location

Cancel

5. Choose whether or not to set this location as the default for all backups by selecting the check box.
6. Select Save.

To Edit an Existing Backup Location

To edit an existing backup location, highlight it from the locations list and select Edit. Then modify the
configuration as required and select Save.

Edit Backup Set Location

| 4=  Enter the name you would like to use for the backup set location:
BackupSets

Select the type of badkwp set location:
Metwork Location (UNC Path)
UNC

Enter the UMC path of the network location (Example: \\nyserver\sharename):
|‘|,‘|,.¢\-5P19-G-\.E\IO‘|,Bad<upSets |

Set as the default badkup set location

Cancel

To Remove a Backup Location

To remove a backup location, select it from the locations list and click Remove. Then confirm your
choice by selecting Yes.
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Message Dialeg X

Are you sure you wish to remove the selected backup
locations?

Yes

To Change a Default Backup Set Location

To change the default backup set location, select the location from the locations list and click Set as

default. A green check mark in the Default? column will indicate that the new backup location is set as

default.

Configuring the Alert settings

Metalogix Backup for SharePoint generates an alert when a specified condition occurs. When

Metalogix Backup for SharePoint generates the alert, it can

addresses that you specify, log the alert, or both. You can use the Alerts window in the Configuration

wizard to choose the conditions that trigger an alert.

Alerts window for Installation Type = Complete

send an email to one or more email

Configuration Wizard
& Alerts
Configure alert generation settings.
Alerts
Welcome

Select which alerts you would like generated:
Installation Type
Operation Status Alerts
Central Administration N
#“3Backup/Mount Operations
WFE Servers .
Databace Serves 7] () Failed () Successful

v| (D) warning () canceled

Backup Storage
Alerts +Restore Operations
7| (3)Failed () Successful

v| (D) warning () canceled

+%yGranular Restore Operations
| () Failed () Successful
7| (Dwarning () canceled

General Alerts

Warning alert when disk free space drops below [100 2| GB.

Errar alertwhen disk free space drops below |10 2 GB.

Help < Back Einish

Cancel
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Alerts window for Installation Type = Granular

Alerts

Configure alert generation settings.

Alerts

Welcome

Select which alerts you would like generated:
Installation Type

Operation Status Alerts
Farm Connection

+%;Backup/Mount Operations
Backup Storage

] () )

Alers () Failed (+) successful
| (Dwarming @) canceled

+3Restore Operations

(P) Successful

() canceled

+%yGranular Restore Operations
7| () Failed () Successful

() canceled

General Alerts
Error alertwhen disk free space drops below |10

Help

‘Warning alert when disk free space drops below [100 %

Einish Cancel

When you have configured the alerts, you can click Next to continue in the wizard.

For more information about the conditions that can trigger an alert, see Learning about alerts.

Configuring the Alert Notification settings

When Metalogix Backup for SharePoint generates an alert, it can log the alert notification to the

Application Event Log on the computer that hosts the Management Service, send an email to one or

more addresses that you specify, or both. You can use the Alert Notifications page in the Configuration

wizard to set up the alert notifications.

Alerts window for Installation Type = Complete

Configuration Wizarc

E& Alert Notifications

Configurealert notificationsettings.

Alert Notifications

Welcome

Installation Type
¥| Send alerts as email.
Central Administration
¥| Enable Windowsnotifications.
WFE Servers
Email Information
Database Servers

| Write alerts to the Application event log on the Management Service computer.

Sender Name: [spsadmin@doma.com

Backup Storage

Reply-to Address: |spsadm\n@doma‘com

Alerts

Recipient(s):
(separated by semicolons)

spsadmin@doma. com

Alert Notifictions

Information about MB4SP

MessageFooter:

Outgoing Mail Server Information

SMTF Server Address: [10.18.37.134

SMTP Server requires authentication

Test Email Settings

Help

SMTP Server Port: 25 < Use an S5L encrypted connection

Einish Cancel
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Alert Notifications window for Installation Type = Granular

S

Welcome
Installation Type
Farm Connection
Backup Storage

Alerts

Alert Notifictions

Alert Notifications

Configurealert notificationsettings.

Alert Notifications

| Write alerts to the Application event log on the Management Service computer.

¥| Send alerts as email.
¥| Enable Windowsnotifications.

Email Information

Sender Name: [spsadmin@doma.com

Reply-to Address: |spsadm\n@doma‘com

Recipient(s):
(separated by semicolons)

spsadmin@doma. com

MessageFooter: Information about MB4SP

Outgoing Mail Server Information

SMTF Server Address: [10.18.37.134

SMTP Server Port: 25 o

SMTP Server requires authentication

Test Email Settings

Help

Use an S5L encrypted connection

< Back

Einish Cancel

When you have configured the settings, click Next to continue.

For more information about the alert notification settings, see Managing the alert notification settings.

Configuring the Grooming settings

If you choose, Metalogix Backup for SharePoint can groom older alerts and backup sets automatically

to conserve storage space. When it grooms data, Metalogix Backup for SharePoint automatically
removes the old data from the backup location or the alert log. You can use the Grooming tab in the
Configuration wizard to set up the grooming options.

Grooming window for Installation Type = Complete

Welcome

Installation Type
Central Administration
WFE Servers
Database Servers
Backup Storage
Alerts
Alert Notifictions

Grooming

Grooming
Configure backup set and alert grooming settings.

Backup Set Grooming

() Delete backup sets based on count: Retain the last
() Delete backup sets based on age: Retain the last
+| Check for expired backup sets every day at | 05:00 AM
local time on the Management Service computer

Retainlast | 105 log files

Alert Grooming
Do not groom alerts

® Groom alertsolderthan (30 |5 days.

Help

7 backup set(s)

| days of backup set(s)

< Back

Einish Cancel
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Grooming window for Installation Type = Granular

Configuration Wizard

Tol

Welcome
Installation Type
Farm Connection
Backup Storage

Alerts
Alert Notifictions

Grooming

Grooming

Configure backup set and alert grooming settings.

Backup Set Grooming

() Delete backup sets based on count: Retain the last
() Delete backup sets based on age: Retain the last

| Check for expired backup sets everyday at | 05:00 AM

local time on the Management Service computer

Retainlast | 105 log files

Alert Grooming
Do not groom alerts

® Groom alertsolderthan (30 |5 days.

Help

| backup set(s)
90 days of backup set(s)

< Back

Einish Cancel

After you set the options, you can click Next to continue.

For more information about the backup set grooming options, see Learning about data grooming.

For more information about the alert grooming options, see Configuring alert grooming.
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Completing the Configuration Wizard

The Completed tab displays the result of your installation choice.

Grooming window for Installation Type = Complete

Coenfiguration Wizard

TOT Completed

Welcome
) You have successfully completed the Configuration Wizard.
Installation Type

What would you like to do next?
Central Administration

WFE Servers
Database Servers 5 Schedule a Farm Backup
Backup Storage Schedule full and differential recurring backups of farm compaonents.
Alers o
| - E: — Mount and Link Content Database
Alert Notifications ——1 Mount or link a content database from different source types.
Grooming
Completed {@ Continue to Management Console

[} 14 Begin using the Management Console to manage your SharePoint backups.

Help < Back Next = Cancel
Grooming window for Installation Type = Granular
Configuration Wizard *
T T Completed
Q
Welcome . i
) You have successfully completed the Configuration Wizard.
Installation Type .
What would you like to do next?
Farm Connection
Backup Storage
Alers E__j Mount and Link Content Database
Alert Notifictions ——1 Mount or link a content database from different source types.
Grooming
@ Continue to Management Console
Completed \.‘f }q Begin using the Management Console to manage your SharePoint backups.
Help < Back Next > Cancel

Click Finish to complete setting up your farm.
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If you successfully added a farm with the Complete option then the Backup/Restore and the Granular
options in the Management Console workspace selector are enabled.

Farm Backup/Restore

I SharePoint 2019 AIO (SharePoint 2019 Farms)

Bl Metalogix Backup for SharePoint Management Console =K
Farm Overview | Backup Restore Scheduled Backups  Alerts Operation Queue Help
O ‘5,1 ‘\Fﬂ >< () | P 21 (@) successtul ¥ (D) Canceled | [¥] % Backup
= &= N/ x
= ¥ (D Waming [ © Running | [¥] % Restore
Details. Group Refresh | Restore Rerun Cancel Delete Impert Date
Operations Backup Operation Operation Backupsets | Range » | ¥ @ Failed 41 @ Queved

View Action Filter ~

4 [P Sharepoint 2018 Farms

4 [l) sharepoint 2019 AT

All Servers
@ A-sPL9-Gal0

Metalogix Backup for SharePoint provides ful-farm backup and restore protection for b

with self-service granular restore capabilities.

It provides

with @ complete set of tools to schedule and manage backups, moritor operations, broadeast notif

Leam about M

Activity for the last 7 days Default Backup Location: tlocation View al [
h N N « I _SharePoint 201 ATo
£, Backups 7 Restores L, Alerts status: ()oK 4 @ AEIGAD
() successful: 0 () Successful: 0 () Success: o Total disk space: 119,46 GB 4 [J Configuration Database
() warning: 0 (1) warning: o (1) waming 0 used space: [ (3 sharepoint_Config
() Failed: 0 (&) Failed: 0 () Criticak 0 Free space: 631268 4@ ContentDatabases
() Canceled: 0 () Canceled: o ) A-5P18-G-AT0
Scheduled: 0 () sharepoint_adminContent_g04e3ect

Common Tasks

|3 WsS_Content
1§ wss_Content_14506

& Badup

(= ack up farm companents

Schedule a Backup
Schedule full and differential recurring backups of farm components

K, Restore

(57 Restore fam components

Today's Alerts
E:) Farm Backup/Restore
|‘”§7§3 Granular Restore No alerts to display.
T H T Configuration e
[ < >
(&) Connected as D rvice on a-sp 18-g-ai
If you successfully added a farm with the Granular option, only the Granular restore operations are
enabled.
CH Metalogix Backup for SharePoint Management Console -2 %
Farm Overview Import and Mount Restore Alerts Operation Queue Help
IjQ‘ G 1_5l4 >< L'”;\, s 53 ‘gi.) (=) 7] @) Successtul [¥] Q) Canceled | [¥] ¢ Backup [¥] o Link 4] o Linked DB [¥] {7} MT Full Farm
¢ — = () Warning [V @) Running | [¥] &% Restore [¥] (%) Unmount | (4] [ BAK File I 5P Full Farm
Details Group Refresh Restore Cancel Delete Download Meuntand Link  Unmount Date
Operations Operation Operation Document  Content DataBase Range * | ¥ & Failed V1@ queved | 4] B> Mount ] 3 MOF/LOF File
View Action Filter ~

Granular Restore
4 [ sharepoint 2018 Farms

4 [ SharePoint2015-Farm

@ MountedDatabases

D SharePoint2019-Farm (SharePoint 2019 Farms)

Backup for ShareP
st

Metalogix Backup for SharePoint provides full-farm backup and restore protection for |

It provides

with a complete set of tools to schedule and manage backups, menitor operations, broadcast notifi

with selfservice granulr restore capabiities.
Learn about Mi
Activity for the last 7 days

Default Backup Location: BackupSetLocation Unprotected Components

4 [ID sharepoint2019-Farm

view al

+#; Backups, Mounts & Links ;% Restores L) Alerts Status: () 0K 4 @ ASPISGAD
(©) Successfut: 0 () Successfuk 0 () Success: o Total disk space: 119,46 GB 4 [ contentDatabases
(D) Warning: 0 (T) Warming: 0 (1) waming 0 Used space: ss21E 0 A-sp1s-6a10
() Failed: 0 (&) Failed: 0 () Criticak: 0 [J) SharePoint_aAdminContent_so4e3ect
Free space: 63,2568 -
() Canceled: 0 (7) Canceled: 0 [ wss_Content
[ WsS_Content_14506
| wss_Content_Sh1fscd7277945e1a9;
[ WS5_Content_6443b15e3c6845f7ba:
Common Tasks
Import, Mount & Link Restore

(59 Import backups set and mountink content databases (=P Search for and restore site collections, sites, lists, folders and fies

Today's Alerts

% Granular Restore

T : T Configuration ©
[¢] < >

() Connected as D

Mo alerts to display.

rvice on a-5p19-g-

Managing farms

Use Metalogix Backup for SharePoint to back up your SharePoint 2013, 2016, 2019 and Subscription
Edition farms and objects in your SharePoint 2013, 2016, 2019 and Subscription Edition farms.

The Management Console can connect to and back up multiple SharePoint farms. The farms can be a
mixture of SharePoint 2013, 2016, 2019 and Subscription Edition farms. You must add any farm that
you want to back up to the Management Console. You can also remove farms that are no longer
needed.
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See the following topics for more information:

e Monitoring multiple farms

e Adding a farm

e Editing a farm

e Removing a farm

Adding a farm

You can add any SharePoint farm to the Management Console. You must add a farm to back up the
farm or the SharePoint objects that it contains. When a farm is added, the farm is registered in the
Repository database.

When you add a farm, you supply credentials to connect to the Management Service for the farm. If
the farm has one or more installed Backup Service instances, you also connect to the Backup Service. If
the farm does not have an installed Backup Service, you can use the Configuration wizard to install one
or more Backup Service instances. For more information about using the Configuration wizard, see
Discovering SharePoint Servers and defining preferences.

Steps to add a farm

1. From the Management Console toolbar click Farm > Add Farm. The Configuration Wizard opens.

EF] Metalogix Backup for SharePoint Management Console - |a| %
Farm Owerview Backup Restore Scheduled Backups Alerts Cperation Queue Help
o \L
| )
PO C B & X
Add | Edit Remove Refresh Connect Import Deploy
Farm | Farm Farm Farm Management Service  Repository  S5R
Farm Opticns General s

or select the root node from the SharePoint farms pane. Then right-click and select Add Farm from
the context menu.

{+) Add Farm

Edit Farm

o

(=) Remove Farm

L%

C‘" Refresh Topology

2. Click Next. Select the Installation Type.
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Coenfiguration Wizard x

E!\ Installation Type
=

Welcome

Installation Type Select the installation type:
Central Administration
® Complete. Allows the user to perform different operations such as backups,
schedule backups, mount databases and restore contentin granular form,

Granular. It allows the user to perform different mount databases operations
and restore content in granular form. Mo need to be installed on all servers
of your farm only on the web frontend of your chaice.

Help < Back

Einish Cancel

Click Next. If you selected the Complete option, the Central Administration window appears.

Configuration Wi >
* Central Administration
-*IK Specify thelocation of the SharePoint Central Administration Web site.
Welcome
Installation Type Farm g
Central Administration ral nistration URL- -
WFE Servers Specify an account that has administrator privileges on the Central Administration computer.
Database Servers User Name: Do
Password:
Specify the management service that is going to handle this fam.
Management Service: a-sp19-g-aio ~

The account must be 8 member of the Farm Administrators group in SharePoint.You can use SharePoint
Central Administration to grant this right.

The account must have database owner (db_owner) rights to the farm configuration
database and to the SharePoint Central Administration content database. You can
grant these rights in the 3QL Server management consale. In addition, the Metalogix
Backup for SharePoint Service creates a SharePeint timer job that grants these rights
to every SharePoint database in the farm.

The account must be a member of the Local Administrators group on every server that is part of the
SharePoint 2010 or later.

Help < Back

Finish Cancel

a. Inthe Central Administration page of the Configuration wizard, give your farm a name.

b. Enter the URL of the Central Administration site for the SharePoint farm in the Central
Administration URL field.

c. Type the name and password of the account that Metalogix Backup for SharePoint should use
to connect to the Management Service for the farm in the User Name and Password fields.

d. Select the Management Service that will manage the farm that will be added. Click Next.

e. Inthe Web application user policy modification required window, click OK.
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Web application user policy modification required El

Metalogix Backup for SharePoint creates and

maintains a user security policy on each content Web

application in the farm. These user policies grant Full

Control rights to the backup service account for their
associated Web applications. Without these policies,
the backup service cannot properly back up and
restore Web application data.

Press OK to continue with the backup service agent
installation process or CANCEL to abort the farm
discovery process.

4. Click Next. The WFE Servers window appears. Choose the web front-end server(s) where you would
like to install the Backup Service.

Cenfiguration Wizard El

WFE Servers
Choose SharePoint web front-end servers whereyou want to install the Backup Service.

[wlid a-sP-19-G-A10

Welcome
Installation Type

Central Administration

WFE Servers

Help || < Back || Mext = || Finish || Cancel
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Click Next. In the Database Servers window, choose the database server(s) where you would like to

install the Backup Service.
Cenfiguration Wizard x

~ Database Servers

_{ Choose SharePoint database servers where you want to install the Backup Service.

[Viid a-sp-19-G-AI0
Welcome
Installation Type
Central Administration
Help < Back Finish Cancel

1
front-end server, or the WFE and SQL servers..

i | NOTE: This step may not be required if the SharePoint server is also functioning as the web

6. Click Next. On the Backup Storage page, set up your Backup Service preferences. Refer to

"Specifying Backup Storage Locations" for more information. Click Next.

Configuration Wizard *x
5 Backup Storage Locations
_.{‘ Specify locations where backup sets will be stored.
Welcome
Installation Type Name Location Default?
Central Administration [ BackupSetMetalogix \\&-5P19-G-AI0\BackupSetMetal o gix v
WFE Servers
Datsbase Servers
Add.. Edit... Remove Set as default
Help < Back Finish Cancel
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7. Onthe Alerts page, configure your Alert generation settings. Click Next.
Cenfiguration Wizard El
N Alerts

Configure alert generation settings.

— Alerts

Welcome

Select which alerts you would like generated:
Installation Type

— Operation Status Alerts

Central Administration .
#*yBackup/Mount Operations

WFE Servers
Database Servers ®Fai|ed D@Successful
Backup Storage @W’arning D@Canceled
Alerts +SRestore Operations
[v] (32 Failed [] (%) successful
@W’arning O @Canceled
:u‘:‘pGranuIar Restore Operations

[v] (32 Failed [] (%) successful

@W’arning O @Canceled

G | Alerts

["] warning alert when disk free space drops below GE.
["] Error alert when disk free space drops below GB.

| Help || = Back || Next = || Finish || Cancel |

8. Onthe Alert Notifications page, configure your Alert Notifications. Click Next.
Configuration Wizard EI

Q& Alert Notifications

Configurealert notification settings.

— Alert Notifications

Welcome

Installation Type
Central Administration

WFE Servers

‘Write alerts to the Application event log on the Management Service computer.
Send alerts as email.
Enable Windows notifications.

— Email Information

Database Servers

Sender Name: |spsadm\r1@dnma.mm

Backup Storage

Reply-toAddress: | spsadmin @doma, com

Alerts
o Recipient{s):
Alert Notifications (separated by semicolons)

MessageFooter:

Information about MB4SP

|
\
‘ spsadmin@doma. com ‘

— Qutgoeing Mail Server Information

SMTP Server Address: |10-13.37.134 |

SMTP Server Port: |:| Use an 55L encrypted connection

|:| SMTP Server requires authentication

Test Email Settings

Help | | < Back | | Mext > | | Finish | | Cancel
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9. Onthe Grooming page, configure the Backup set and Alert grooming settings. Click Next.

Cenfiguration Wizard
T o T Grooming
Configure backup setand alert grooming settings.
Welcome Backup Set Grooming
Installation Type () Delete backup sets based on count: Retain the last 7 backup set(s)
Central Administration (O Delete backup sets based on age: Retain the last 30 < days of backup set(s)
WFE Servers «| Check for expired backup sets every day at 05:00 AM
Database Servers local time on the Management Service computer
Backup Storage Retain last 107~ log files
Alers
Alert Notifications Alert Grooming

Grooming Do not groom alerts

® Groom alerts olderthan (30 |5 days.

Help < Back

Finish

x

Cancel

10. Click Next. The Completed window appears.

Configuration Wizard

ToT Completed

Welcome

You have successfully completed the Configuration Wizard.

Installation Type N
What would you like to do next?

Central Administration
WFE Servers
Database Servers g Schedule a Farm Backup
Backup Storage Schedule full and differential recurring backups of farm components.
Alerts

Alert Notifictions —

E— ~] Mount and Link Content Database
——1 Mountor link a content database from different source types.

Grooming

Completed Continue to Management Console

Beqin using the Management Console to manage your SharePoint backups.

»

Help < Back Mext >

Cancel

11. Click Finish to complete setting up your farm.

If you successfully added a farm with the Complete option the Backup/Restore and the Granular

operations are enabled.
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H Metalogix Backup for SharePoint Management Console =R

Ferm | Overview | Backup  Restore  ScheduledBackups  Alerts  Operation Queue  Help

L N ,
5, A >< F) L—‘ v @) Successiul [#] () Canceled | [¥] ¢ Backup
Cle & & e

¥ (D Waming [ © Running | [¥] % Restore

Details. Group Refresh | Restore Rerun Cancel Delete Impert e
Operations Backup Operation Operation Backupsets | Range = | (7] &) Failed 7 @ Queued
View Action Filter ~
Farm Backup/Restore I SharePoint 2019 AIO (SharePoint 2019 Farms)

4 [P Sharepoint 2018 Farms

4 [l) sharepoint 2019 AT

All Servers
@ A-sPL9-Gal0

Metalogix Backup for SharePoint provides ful-farm backup and restore protection for b Point It provides with @ complete set of tools to schedule and manage backups, moritor operations, broadeast notif
with self-service granular restore capabilities.

Leam about M

Activity for the last 7 days Default Backup Location: tLocation View all
N N « I _SharePoint 201 ATo
+#; Backups +" Restores Ll Rlerts Status: (20K 4 @ ASPISGAD
() successful: 0 () Successful: 0 () Success: o Total disk space: 119,46 GB 4 [J Configuration Database
() warning: 0 (1) warning: o (1) warning: 0 i space: [ (3 sharepoint_Config
() Failed: 0 (&) Failed: 0 () Criticak [} Free space: si1268 4 [ ContentDatabases
() Canceled: 0 () Canceled: o ) A-5P18-G-AT0
Scheduled: 0 [ sharepoint_adminContent_so4e3ecy
|3 WsS_Content
1§ wss_Content_14506
Common Tasks
& Backup chedule a Backup Restore
(=) Badcup farm companents chedule ful and differental recurring bacups of farm components (=) Restore farm components
Today's Alerts
E:) Farm Backup/Restore
=
|®é Granular Restore No alerts to display.
T : T Configuration e
o < >
(&) Connected as D rvice on a-sp 18-g-ai
If you successfully added a farm with the Granular option, only the Granular restore operations are
enabled.
& Metalogix Backup for SharePoint Management Console =
Fam | Oveniew ImportandMount  Restore  Alerts  OperationQueue  Help
E\ G 5—5ﬁ >< ) s 53 (e 7] @) Successtul [¥] Q) Canceled | [¥] ¢ Backup [¥] o Link 4] o Linked DB [¥] {7} MT Full Farm
Q ¢ = v (D) Waming ] @) Running | [#] &5 Restore ] (%) Unmount | [¥] [ | BAK File 7| @ SP Full Farm
Details  Group  Refresh | Restore Cancel  Delete  Download Mountandlink Unmount |  Date
Operations Operation Operation Document  Content DataBase Range * | ¥ & Failed V1@ queved | 4] B> Mount ] 3 MOF/LOF File
View Action Filter IS
Granular Restore D SharePoint2019-Farm (SharePoint 2019 Farms)

4 [ sharepoint 2018 Farms

4 [ shares 018-Farm

@ MountedDatabases

Backup for ShareP
Fas P

Metalogix Backup for SharePoint provides full-farm backup and restore protection for | It provides with & complete set of tools to schedule and manage backups, monitor operations, broadcast notifi

with self-service granular restore capabiites.

Learn about M

Actwity for the last 7 days Default Backup Location: BackupSetLocation Vewal Unprotected Components
N N + [[D_SharePoint2019-Farm
+#; Backups, Mounts & Links ;% Restores L) Alerts Status: (20K @ ASPISGAD
(©) Successfut: 0 () Successfuk 0 () Success: o Total disk space: 119,46 GB 4 [ contentDatabases
(D) Warning: 0 (T) Warming: 0 (1) Warning: 0 space: ss21E 0 A-sp1s-6a10
(&) Failed: 0 (&) Failed: 0 () Criticak: 0 [ sharepoint_AdminContent_904e3ecs
Free space: 63,2568 2
() Canceled: 0 (7) Canceled: 0 [ wss_Content
[ WsS_Content_14506
| wss_Content_Sh1fscd7277945e1a9;
[ WS5_Content_6443b15e3c6845f7ba:
Common Tasks
A Import, Mount & Link 5 Restore
(=) Import backups set and mount/link content databases. (5P search for and restore site collctions, stes, lsts, folders and fles

Today's Alerts

|@é Granular Restore No alerts to display.

T : T Configuration
[¢] < >

() Connected as D rvice on a-5p19-g-

Editing a farm

You can make changes to any SharePoint farm that you have added to the Management Console. You
can change the name of the farm, the computer that hosts the Management Service, or the credentials
that you use to connect to the farm.
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Steps to edit a farm

Option 1: From the Management Console toolbar click Farm > Edit Farm.

Farm Cverview Backup Restore Scheduled Backups Alerts Operation Queue Help
KIOC| B & X
Add | Edit |Remove Refresh Connect Import Deploy
Farm | Farm Farm Farm Management Service  Repository  S5R
Farm Options General

Option 2: or select the root node from the SharePoint farms pane. Then right-click and select Edit
Farm from the context menu.

(+) AddFarm
£ Edit Farm

ix) Remove Farm

O Refresh Topolegy

The Configuration Wizard opens. Complete the Configuration Wizard to edit the farm settings and
click Finish to complete editing your farm.

Removing a farm

You can delete any unused SharePoint farm from the Management Console. You cannot back up from
or restore to a farm after you remove it.

Steps to remove a farm

Option 1: From the Management Console toolbar click Farm > Remove Farm.

Farm Cverview Backup Restore Scheduled Backups Alerts Operation Queue Help
@Z/®IC| B & X
Add  Edit |Remove | Refresh Connect Import Deploy
Farm  Farm Farm Farm Management Service  Repository  S5R
Farm Options General

In the Warning window, click Yes to remove the farm.

Option 2: From the SharePoint Farms pane, right-click and select Refresh Topology from the context
menu.

(#) AddFarm
#  Edit Farm

Remove Farm

(=
O‘ Refresh Topology
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Monitoring farms

You can use the Management Console to monitor multiple farms. Every farm that is monitored must
have a Management Service, and the farms must be in the same domain or must be in a trusted
domain. If your disaster recovery planning includes farm backups of SharePoint 2013, 2016, 2019 or
Subscription Edition farms, every Web front end (WFE) and every database server in the farm must
have the Backup Service installed.

Farms that are added to the Management Console are displayed in the Farm Backup/Restore pane.
However, SharePoint Farms may be added or removed by SharePoint administrators without the
knowledge of the Management Console, or connection problems between the server that hosts the
Management Console and a SharePoint Farm server may impact backup or restore operations with the
farm.

You should refresh the Farm Backup/Restore pane often using Refresh Topology, to ensure that
Management Console can monitor the farms.

Steps to refresh the farms

Option 1:From the Management Console, click File > Refresh Topology.

Farm Cverview Backup Restore Scheduled Backups Alerts Cperation Queue Help
§ st
( )
Add  Edit Remove | Refresh Connect Import Deploy
Farm  Farm Farm Farm Management Service  Repository S5R

Farm Options General

Option 2: From the SharePoint Farms pane, right-click and select Refresh Topology from the context
menu.

(+) Add Farm
Edit Farm
*)  Remove Farm

i_* Refresh Topelogy

How does Refresh Topology help monitor farms?

When you click Refresh Topology from the menu or the toolbar, the Management Console verifies the
status of each farm that was added or removed. The examples described below will better explain how
Refresh Topology helps monitor farms.

Example 1

In this example, a SharePoint farm A-SP19-A-WFE1 was added to the Management Console, but does
not appear in the Farm Backup/Restore pane.
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Farm Backup/Restore

4 E} SharePoint 2019 Farms
4 [P sharePaint 2019 AIO |
& All Servers
i A-5P19-G-AID

After clicking Refresh Topology from the menu or the toolbar, if the Management Console can

successfully re-establish a connection with the related Management Service, the SharePoint farm A-

SP19-A-WFE1 appears in the Farm Backup/Restore pane.

Farm Backup/Restore

P E:) SharePoint 201% Farms
4 [P sharepoint 2019 AID
@ Al Servers
i A-5P19-G-AID
i@ A-5P19-A-WFE1

Example 2

In this example, a SharePoint farm A-SP19-A-WFE1 presents a connectivity problem.

Farm Backup/Restore

F E:) SharePoint 2019 Farms
4 [P sharepoint 2013410

i@ All Servers | Unable to connect to the backup service. ]

@ A-SP19-G-A'y

|3 A-5P19-A-WFE1

After clicking Refresh Topology from the menu or the toolbar, if the Management Console can
successfully re-establish the connection, then the SharePoint farm A-SP19-A-WFE1 is restored to
normalcy in the Farm Backup/Restore pane.

Farm Backup/Restore

P E:) SharePoint 201% Farms
4 [P sharepoint 2019 AID
@ Al Servers
i A-5P19-G-AID
i@ A-5P19-A-WFE1

Example 3

In this example, the SharePoint farm ALIASINSTANCE has been removed.
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Farm Backup/Restore

F E:) SharePoint 2019 Farms
4 [P sharepoint 2013 AI0
@ All servers
i A-5P19-G-AID
B ALTASINSTANCE
[@ A-sP13-a-wrE1L]

Even thought the farm is removed, the farm details may persist in the Metalogix Backup for SharePoint
Repository as shown below.

FROM [Metalogix BackupRepository].[dbo].[live_server]

W% - <
name server_id fam_id status  role
1 B441F226-8F97-45A2-5252-03D50E3F214E DCOBS2D1-CFES-4110-83C5-234318412B2A 0 0
2 ASPIEAAPPI EESSETR3-E45E-4883-B3E0-2DOFAAB4ACER  DCOBS2D1-CFER-4110-83C5-234318412B2A O 2
3 ALIASINSTANCE  18B7871A-3BDA4TAZ-SAFE-BITAIBCTEAFS  DCOBI2D1-CFES-4110-83C5-234318412B248 0 0

After clicking Refresh Topology from the menu or the toolbar, the farm information is deleted from
the Metalogix Backup for SharePoint Repository.

FROM [Metalogix BackupRepository].[dbo].[live_server]
100 % - <

| [ Resuts | 13 Messages |

name server_id fam_id status  role
BA41F226-8F57-45A2-5252-03D50E3F214E DCOBS2D1CFES-4110-83C5-234318412B2A D 0
2 A-SP16-A-APP1  EESGET7E3-E49B-4833-B3E0-2DOFAAB4ACES DCOBS2D1-CFE5-4110-83C5-234318412B28 O 2

Managing the Backup Service

The Backup Service performs backup and restore operations when directed to do so by the
Management Service. The following sections describe tasks you may need to manage a Backup Service:

e |nstalling the Backup Service manually

e Starting the Backup Service

e Stopping the Backup Service
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Starting the Backup Service

The Start Backup Service action lets you start a stopped Backup Service on the selected Web front end
(WFE) server or database server. The Backup Service must already be installed on the server.

How do | start a Backup Service?

You use the Start Backup Service action to start a stopped Backup Service.

To start a stopped Backup Service

1.

From the Management Console workspace selector click Configuration.

E:} Farm Backup/Restore

@~
-—’ﬂ\ Granular Restore
ol

T T Configuration
Q

In the Configuration pane click the server where you want to start the Backup Service.

In the ribbon of the Configuration tab click Start Backup Service.

EH

Metalogix Backup for SharePoint Management Console o ox
Configuration Fault Tolerance
F = | - -
C @a| 8| & &
Refresh | Install Backup | Start Backup | Stop Backup Deploy | Backup Management Management Manage
Service Service Service SSR Service Console Service License
View Action Preferences ~

Configuration

4 [ shareroint 2018 Farms

4 [) sharepoint 2018 AT0

B A-sP13-G-Al0

E> Farm Backup /Restore

&~
Eam Granular Restore

&
T T Configuration
o

51 A-SP19-G-AlQ (SharePoint 2019 AlQ)

() Connected as DOMA\spsadminto Management Service an a-sp18-g-3i0

Services
Service ~ Status
- Server : A-SP13-G-AlO (37 items)
Access Database Service 2010 Online
Access Services Online
App Management Service Online
Application Discovery and Load Balancer Service Online
Business Data Connectivity Service Online
Central Administration Online
Claims to Windows Token Service Disabled
Distributed Cache Online
Document Conversions Launcher Service Disabled
Document Conversions Load Balancer Service Disabled
Lotus Notes Connector Disabled
Machine Translation Service Online
Managed Metadata \Web Service Online
@ Metalogix Backup for ShareFoint Management Service Online
i Metalogix Backup for SharePoint Repository Online
_|d Metzlogix Backup for SharePoint Service Stopped I
Microscft SharePaint Foundation Administration Online
Microsoft SharePoint Foundation Database Online
Microsoft SharePeint Foundation Incoming E-Mail Online
Microsoft SharePoint Foundation Sandboxed Code Service Disabled
Microscft SharePaint Foundation Subscription Settings Service Disabled
Microsoft SharePoint Foundation Timer Online
Microsoft SharePoint Foundation VSS Writer Online

Aclina

In the Start Backup Service window, enter the user name and password to use to start the service

and click Start.
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Start Backup Service x

éﬂ Spedfy an account with permission to start services on the

SErver,

Server: A-SP19-G-AIO
User name: | domalspsadmin

Password:

Start Cancel

5. Inthe confirmation window, click OK.

6. Inthe ribbon of the Configuration tab click Refresh to verify the status of the Backup Service.

What permissions does the account that you use to
start the Backup Service require?

The account that you specify when you start the Backup Service needs the following permissions:
e Must be a member of the SharePoint farm administrators group.

e Must be a local administrator on the computer that hosts the Backup Service.

Stopping the Backup Service

The Stop Backup Service action lets you stop a running Backup Service on the selected Web front end

(WFE) server or database server.

How do | stop a Backup Service?

You use the Stop Backup Service action to stop a Backup Service.

To stop a Backup Service
1. From the Management Console workspace selector click Configuration.

E:)- Farm Backup[Restore

e
115y
. Granular Restore
&

. Configurati
TOT nriguration
2. Inthe Configuration pane, click the server where you want to stop the Backup Service.

3. Inthe ribbon of the Configuration tab click Stop Backup Service.
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EH

Metalogix Backup for SharePaint Management Console

(%) Connacted as DOMA\spsadmin to Management Service on a-sp19-g-3i0

Configuration Fault Tolerance
cC @ &8 @&a|xs J s °
(AP f L
Refresh | Install Backup  Start Backup | Stop Backup | Deploy | Backup Management Management Manage
Service Service Service SSR Service Consale Service License
View Actio Preferences
Configuration “ A-SP19-G-AlO (SharePoint 2019 AIQ)
+ B oot ] .
4 D sharePoint 2018 A10 Services
Service ~ Stalus
= Server : A-SP19-G-AIO (37 items)
Access Datebase Service 2010 Online
Access Services Online
App Management Service Online
Application Discovery and Load Balancer Service Online
Business Data Connectivity Service Online
Central Administration Online
Claims to Windows Token Service Disabled
Distributed Cache Online
Document Conversions Launcher Service Disabled
Document Conversions Load Balancer Service Disabled
Lotus Notes Connector Disabled
Machine Translation Service Online
Managed Metadata \Web Service Online
@ WMetalogix Backup for SharePoint Management Service Online
4l Metalogix Backup for SharePaint Repasitory Online
— 4 Metalogix Backup for ShareFaint Service Online
_________ Microsoft SharePoint Foundation Administration Online
Microsoft SharePoint Foundation Database Online
H:> Farm Backup/Restore Microsoft SharePoint Foundation Incoming E-Mail Online
;’%‘5“ Micresoft SharePoint Foundation Sandboxed Code Service Disabled
A ® Granular Restore Microsoft ShareFoint Foundation Subscription Settings Service Disabled
- Micresoft SharePoint Foundation Timer Online
T T Configuration Microsoft SharePoint Foundation VSS Wwriter Online
o Mhimernnft ChoraDoint Ensndotine 1 tlah Anelinafion Arlina

4. Inthe Stop Backup Service window, enter the user name and password to use to stop the service

and click Stop.

SErver,

Password:

Stop Backup Service x
ﬁ Spedfy an account with permission to stop services on the

Server: A-5P19-G-AIO

User name: | domalspsadmin

Stop Cancel

5.

6.

What permissions does the account that you use to

In the confirmation window click OK.

In the ribbon of the Configuration tab click Refresh to verify the status of the Backup Service.

stop the Backup Service require?

The account that you specify when you stop the Backup Service needs the following permissions:

e Must be a member of the Share Point farm administrators group.

e Must be a local administrator on the computer that hosts the Backup Service.
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Configuring fault tolerance

When you add a farm to the Management Console, you install the Backup Service on the SharePoint
servers that make up your SharePoint farm. You can also install the Backup Service on SharePoint
servers manually. For more information about installing the Backup Service, see Installing the Backup
Service manually.

If the Management Service is unable to contact the primary Backup Service when it performs a backup
or restore operation, it can assign the job to a secondary Backup Service installed on a Web front end
(WFE) in the same farm.

When the Management Service assigns a job to a Backup Service, it checks Backup Service availability
in the same order used for fault tolerance. If the first Backup Service in the fault tolerance list is busy,
the Management Service tries the next, and so on until it locates an available Backup Service.

Farm backups are always processed by the Backup Service installed on the server. If all of the Backup
Service instances are busy, the Management Service waits for the first available Backup Service. For
more information about load balancing, see Understanding load balancing.

How can | select the failover order for the Backup
Service instances installed on a single SharePoint
farm?

You use the Configuration pane in the Management Console to control the failover order for the
Backup Service instances installed on the WFEs in a single SharePoint farm.

To change the failover order for a farm
1. From the Management Console workspace selector click Configuration.
2. Inthe Configuration pane, do one of the following:
o Click the name of the farm whose fault tolerance settings you want to change.
o Click the name of a server in the farm whose fault tolerance settings you want to change.

o Click the SharePoint version you want to use, and then click the name of the farm whose fault
tolerance settings you want to change.
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3. Inthe right pane, in the ribbon, click Fault Tolerance.

=Y Metalogix Backup for SharePoint Management Console - (8| x
Configuration Fault Telerance
3 Ay 1
— — | (
Cl@ @80
Refresh | Install Backup Setas Move Move
Service Primary Up Down
View Action -~
Configuration 4 A-SP19-G-AlO (SharePoint 2019 AlQ)

4 E} SharePoint 2019 Farms
4 [P sharepoint 2013210 | Backup Services

4l A-5P19-G-AIO Server Name Role

| @ a-spl9-g-aio Primary

4. Inthe Backup Services list, review the failover order for the Backup Service instances if there are
more instances.

5. Click a Backup Service, then click Move Up or Move Down to change the failover order.

6. Click Set as Primary to designate that Backup Service as the primary service for the farm. When you
set a service as primary, it moves to the first place in the list of Backup Service instances.

Managing preferences

You can customize Metalogix Backup for SharePoint to meet the needs of your environment. Use the
Preferences window to perform the following tasks:

e Defining the Backup Service preferences

e Defining the preferences

e Defining the Management Console preferences

e Understanding load balancing

Defining the Backup Service preferences

You can configure the preferences for the Backup Service. You can specify the location on your
network where Metalogix Backup for SharePoint stores backup sets. You can also configure the service
account that the Backup Service uses.

You can back up content from your SharePoint farms to a network location that you specify with a
UNC path. You can also back up content to a Tivoli Storage Manager (TSM) client node. You must set
up a TSM virtual server client node before you can back up to a TSM client node. For more information
about using TSM with Metalogix Backup for SharePoint, see Learning about Tivoli Storage Manager.

If you make changes to the default backup set storage location, future backup operations use the new
location. Any existing backup sets remain in the original location. When you perform restore
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operations, you can access both the existing backup sets in the original location and the new backup
sets. You can specify a location other than the default for each backup set.

When you specify the timeout value, you determine how long a Backup Service should wait for the
Management Service to respond when it tries to connect. When the time that you specify expires, the
Backup Service stops trying to connect and logs an error. You specify the timeout in seconds.

The Management Service uses the port that you specify to communicate with each Backup Service that
you install. You should make sure that the firewall settings on your network allow the Management
Service to reach every Backup Service that you install.

The Backup Service normally logs its actions. You can control the level of detail that the Backup Service
uses in logging. When you enable debug logging, the Backup Service creates debug logs in addition to
regular logging. The additional detail in these logs can assist Metalogix Technical Support. If a problem
occurs, you can use the Management Console to send the Backup Service log files to Metalogix
Technical Support. For information about Metalogix Technical Support, please visit
https://support.quest.com.

How do | configure the Backup Service preferences?

You use the Management Console to configure the Backup Service preferences.

To view the Backup Service preferences:
1. From the Management Console workspace selector click Configuration.
2. Select the farm for which you want to set the Backup Service preferences.

3. From the Configuration tab, click Backup Service.
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4.

5.

In the Backup Service Preferences window, review and set your preferences.
Backup Service Preferences on a-spl19-g-aic x
. ~
RE Ly T Backup Locations
Management Service Spedfy locations where backup sets will be stored.
Management Console MName Location Default?
E:. BackupSet \\A-5P19-G-Al0\backupSet L'
Add.. Edit... Remove Set as default
Deployment
Default service account for deploying new backup services:
|doma\spsadmin
Granular Backup Threads
MNumber of threads to use when performing granular backups:
35 How many threads are right for me?
Timeouts
Timeout value that backup services will use when connecting to the management service:
300~ seconds
Ports
Backup service port:
7485
Debug Logging
Enable debug logging
]
Help oK Cancel
Click OK to close the window.

To add a new backup location:

1.
2.

In the Backup Service Preferences window, click Add. The Add Backup Set Location window opens.

Enter the name for the backup set location.

Select from one of following options for the backup set location type and configure the

specifications:

a. Network Location (UNC Path)

Add Backup Set Location

(&

Enter the name you would like to use for the backup set location:
BackupSet

Select the type of backup set location:
Metwork Location (UNC Path)

UMNC

Enter the UMC path of the network location (Example: \\nyserver\sharename):

|‘|,‘|,.¢\-5P19-G-\.¢\IO‘|,Badcup5E'c

Set as the default backup set location

Save

Cancel
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In the UNC field, type the UNC path of the location in the Enter the UNC path of the network
location field.

b. Tivoli Storage Manager (TSM) virtual client node

Add Backup Set Location

| 4=  Enter the name you would like to use for the backup set location:
BackupSet

Select the type of backup set location:
Tivoli Storage Manager (TSM)

TSM

Enter the name of the TSM target dient node:
|T5MBa|:kup5Et

Enter the name of the administrator of the TSM target dient node:
|spsadmin

Enter the password of the administrator of the TSM target dient node:

") Note:

The TSM target dient node is a virtual dient node that will be used by all

backup services in the farm. Ensure that the specified dient node is registered
in your TSM environment.

Set as the default backup set location

Save Cancel

Enter the node name, administrator user name and password as required.
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c. Azure

Add Backup Set Location

|: 4= Enter the name you would like to use for the badkup set location:

|Eackup5et

Select the type of backup set location:

|Azure

~Azure

Enter the Host of the Azure Server:

Account Mame:

Key:

Container:

Timeout: | Max Refries:

Retry Policy:

|Nor1e

Set a5 the default backup set location

Save | |

Cancel |

d. Amazon

Add Backup Set Location

|: * Enter the name you would like to use for the backup set location:

| ServerXYZ backup data share

Select the type of backup set location:

| Amazon

~Amazon
Enter the Host of the Amazon Server:

Port:

Access key:

Secret Key:

Proxy:

Bucket:

[ "] Enable s5L

Set a5 the default backup set location

Save | |

Cancel
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The Access Key and Secret Key are tokens that are used to sign and secure programmatic
access to Amazon Web Services (AWS) when you create an account with AWS.

e. Hitachi Content Platform (HCP)

Add Backup Set Location X

| - Enter the name you would like to use for the backup set location:
HCP

Select the type of backup set location:
HCP

HCP
Enter the HCP Server:

|https:ﬂtenZE.hq:udemos.gssd.hds.com |

User Mame:
|Admin123 |

Password:

Proxy:

MNamespace:

|Democnrp |

+| Enable 550

Set a5 the default backup set location

Save Cancel

If users access a namespace browser for local authentication with the User Name and
Password, you must specify a Namespace. The namespace is accessed by RESTful APl with an
authentication token that is calculated as follows: base64 (username) :md5 (password)

HTTPS is required to protect the token from packet sniffing attacks.

2. To set the new location as the default location, select the Set the default backup set location
check box.

3. Click OK.

1 | NOTE: Managed locations with the same path or URI are not allowed.
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To delete a backup location:

1. Inthe Backup Service Preferences window, click the backup location that you want to remove. Click
Remove.

2. Metalogix Backup for SharePoint prompts you to confirm that you want to remove the backup
location. Click Yes.

Message Dialog x

Are you sure you wish to remove the selected backup
@ locations?

Yes

3. Click OK.

To set a backup location as the default:

1. Inthe Backup Service Preferences window, click the backup location to set as the default. Click Set
as default.

2. Click OK.

To specify a new default service account for any new Backup Service that you
install:

1. Inthe Backup Service Preferences window, in the Deployment area, enter the new default service
account name for the new Backup Service instances.

2. Click OK.

To set the number of threads used when performing Granular Backups:

1. Inthe Backup Service Preferences window, in the Granular Backup Threads area, enter the number
of threads you would like to use when performing Granular Backups. You can type the number, or
use the up and down buttons in the Threads field to select a number.

2. Click OK.

To set the Backup Service timeout value:

1. Inthe Backup Service Preferences window, in the Timeouts area, enter the length of time that
Metalogix Backup for SharePoint should wait for successful communications. You can type the
number of seconds in the field or use the up and down buttons in the seconds field to change the
number of seconds.
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2. Click OK.

To configure the port that the Management Service uses to communicate with
the Backup Service:

1. Inthe Backup Service Preferences window, in the Ports area, enter the port that the Management
Service uses to communicate with the Backup Service. You can type the number in the field or use
the up and down buttons in the threads field to change the number.

2. Click OK.

To configure debug logging:

1. Inthe Backup Service Preferences window, in the Debug logging area, select or clear the Enable
debug logging check box.

2. Click OK.

What permissions does the Backup Service require?

The service account that you specify for the Backup Service must have the following permissions:
e Must be a local administrator on the SharePoint Web front end (WFE) that hosts the Backup Service.
e Must be a member of the SharePoint farm administrators group.

e Must have db_owner access to all SharePoint content databases, including the Admin Content and
SharePoint Config databases.

Defining the Management Service preferences

You can configure the preferences for the Management Service including specifying the SQL Server that
Metalogix Backup for SharePoint uses for the repository database. You can also configure the data
grooming options for the farm.

The Management Service uses the repository database to store configuration information and backup
set identification data. You can set the Management Service preferences separately for each farm that
you back up.
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What Management Service preferences can | set?

You can set the following preferences for the Management Service:

Backup Service Preferences on a-sp19-g-aio x

Backup Service Repository Database Connection
Management Service 5QL Server: ""‘\‘SP 19-G-AIO ‘ Select...
Management Console Database: ‘Metalog\x_BadcupReposibary ‘

Authentication: ®Windows () SQL Server

User name:

Password:

Verify the setting shown abave: Test Connection
Grooming
() Delete backup sets based on count: Retain the last | backup set(s)
() Delete backup sets based on age: Retain the last | days of backup set(s)

+| Check for expired backup sets every day st 05:00 &M
local time on the Management Service computer

Retain last  log files

Timeout
Timeout value that the Console will use when connecting to the management service:

300~ seconds

Help oK Cancel

Repository Database Connection
SQL Server - hosts the Metalogix Backup for SharePoint repository database.

Database - The specific database on the SQL Server that contains the Metalogix Backup for SharePoint
repository database. The default database name is Metalogix_BackupRepository.

Authentication - The type of authentication used for the SQL Server. You can use Windows or SQL
Server authentication. If you use Windows authentication, Metalogix Backup for SharePoint uses the
service account that you set for the Management Service to access the SQL Server. If you use SQL
Server authentication, you must specify a user name and password to use to connect to the SQL
Server. Be sure to test the connection once you have entered the user name and password details.

Grooming

Lets you control how Metalogix Backup for SharePoint deletes out-of-date backup sets from the
backup location. For more information about data grooming options, see Learning about data
grooming.

Metalogix Backup for SharePoint can use Tivoli Storage Manager (TSM) to store backup set content. If
you enable data grooming for a backup set that Metalogix Backup for SharePoint stores in TSM,
Metalogix Backup for SharePoint removes references to the data in Metalogix Backup for SharePoint.
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In addition, Metalogix Backup for SharePoint sets the data objects to inactive in TSM. Metalogix does
not automatically delete the data itself. If you need to delete the data from TSM, you should use the
TSM management tools to do so. For more information about using TSM, see Learning about Tivoli

Storage.

Timeout

In the Management Service Preferences window, in the Timeout area, enter the length of time in
seconds that the Metalogix Backup for SharePoint console should wait for successful communication
with the management Service. You can type the number of seconds in the field or use the up and down
buttons in the seconds field to change the number of seconds.

How do | set the Management Service preferences?

You use the Management Console to configure the Management Service preferences.
To set the Management Service preferences

1. From the Management Console workspace selector click Configuration.

2. Select the farm whose Management Service preferences you want to set

3. From the Configuration tab, click Management Service.

4. Inthe Management Service Preferences window, review and set your preferences.

5. If you made changes to the Repository Database Connection settings, click Test Connection to
verify that the new settings work properly.

6. Click OK to close the window and save the changes you made to the Management Service
preferences.

What permissions are required for the SQL Server
connection and the Management Service?

The account that the Management Service uses to access the SQL Server must have specific privileges
granted to it. If you use Windows authentication for the SQL Server, Metalogix Backup for SharePoint
uses the service account that you set for the Management Service to access the SQL Server. If you use
SQL Server authentication, you specify a user name and password to use to access the server.

The account that you specify must be a member of the db_owner role for the database that you
specify for the Metalogix Backup for SharePoint repository database.

In addition, the service account that you specify for the Management Service must have local
administrator permissions on the computer that hosts the Management Service.
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Defining the Management Console preferences

You can configure the preferences for the Management Console independently for each user on each
computer that hosts the Management Console.

How do | set the Management Console preferences?

You use the Management Console preferences pane in the preferences window to configure the
Management Console preferences. The preferences are specific to each user on each Management
Console host.

To set the Management Console preferences
1. From the Management Console workspace selector click Configuration.
2. From the Configuration tab, click the name of any farm, then click Management Console.

3. Inthe Management Console Preferences window, review and set your preferences.

Backup Service Preferences on a-sp19-g-aic >

Backup Service Status

. +| Automatically refresh status shown on screen
Management Service

Number of seconds between each refresh (5 to 300):

Management Consaole 1=

Search Limits

Limit the number of matches returned per backup set:
100 =

Tree View Limits
Limit the number of items to load inta tree views at a time:
100 =
Wizards
Hide the Backup Wizard welcome page
Hide the Backup Schedule Wizard welcome page.
Hide the Differential Backup Wizard welcome page.
Hide the Restore Wizard welcome page.
Hide the Mount and Link Wizard welcome page.
Download Options

Download Folder: | C:\Users\spsadmin\Dovnloads Browse...

Help oK Cancel

The preferences that you can set include the following:

a. Automatically refresh status - When selected, the Management Console automatically
refreshes status information at an interval that you specify.

b. Number of seconds between refreshes - The time that the Management Console waits before
it refreshes status. This option is not available if you disable automatic refresh.
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c. Search Limits - When selected and you perform a search in a backup set, the Management
Console only displays the number of matches that you specify.

d. Wizards - Select each check box to hide or to show the Welcome page in the specified wizard.

e. Download Options - Specify the folder where documents can be downloaded for preview when
you want to inspect documents before a granular restore.

4. Click OK to close the window and save the changes you made to the Management Console
preferences.

Understanding load balancing

When you install Metalogix Backup for SharePoint, you normally install the Backup Service instances on
multiple Web front end (WFE) servers in your SharePoint farm. When your deployment includes
multiple Backup Service instances, the Management Service automatically assigns backup tasks to the
next available Backup Service. Using multiple Backup Service instances helps you balance the load that
is assigned to each of the servers in your SharePoint farm.

When the Management Service assigns a job to a Backup Service, it checks Backup Service availability
in the same order used for fault tolerance. If the first Backup Service in the fault tolerance list is busy,
the Management Service tries the next, and so on, until it locates an available Backup Service.

If all of the Backup Service instances are busy, the Management Service waits for the first available
Backup Service. You do not need to manage load balancing manually.

For more information about configuring the fault tolerance order, and thus the order that the
Management Service uses to assign jobs to Backup Service instances, see Configuring fault tolerance.

Managing alerts

Metalogix Backup for SharePoint can generate an alert when a condition that you specify occurs.
When an alert occurs, you can specify that Metalogix Backup for SharePoint does one or more of the
following:

e Send an email to one or more addresses.

e Write the alert to the application event log on the Management Service host.
You can specify that one or more of the following triggers an alert:

e Success of a backup, mount, link, restore, or preview operation.

e Failure of a backup, mount, link, restore, or preview operation.

e Warning about a backup, mount, link, or restore operation.

e Canceled backup, mount, link, or restore operation.

e Operations that take longer than a specified time.

e Low disk space.

e Asecondary Backup Service is used for backup.
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o Full backup triggered by the size of a differential backup.
You can explore the following for more information about alerts:

e Learning about alerts

Viewing alerts in the Management Console

Configuring the alert settings

Managing the alert notification settings

Configuring alert grooming

Learning about alerts

An alert is a message from Metalogix Backup for SharePoint when a specified condition occurs. You
can choose what triggers the alert and also what happens when Metalogix Backup for SharePoint
generates the alert.

The Alerts tab in the Alert Settings window lets you configure when Metalogix Backup for SharePoint
generates alerts. Alert notifications are grouped in the following categories:

e Operation status alerts

e General alerts

What do the alerts inform me about?

Operation status alerts inform you about backup, mount, link, restore, and preview failures. These
alerts also inform you about errors that Metalogix Backup for SharePoint encounters during a backup,
mount, link, restore, or preview. Finally, the alerts inform you when a backup, mount, link, restore, or
preview is successful, and when a backup or restore is canceled.

General alerts notify you about conditions that are not specific to a single backup or restore operation.
Rather, general alerts warn you about issues that are common to all backups. Specify alert settings for
each farm separately.

What triggers an Operation Status Alert?

The following events can trigger an operation status alert:

Failed

When selected, Metalogix Backup for SharePoint generates an alert when an operation fails. Backup,
mount, link, restore, and preview operations can all generate failed alerts.

Warning

When selected, Metalogix Backup for SharePoint generates an alert when a backup, mount, link, or
restore operation succeeds, but encounters errors.
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Successful

When selected, Metalogix Backup for SharePoint generates an alert when an operation succeeds.
Backup, mount, link, restore, and preview operations can all generate successful alerts.

Canceled

When selected, Metalogix Backup for SharePoint generates an alert when a user cancels a backup,
mount, link, or restore operation.

What triggers a General Alert?

You can specify the triggers for general alerts. Any of the following conditions can trigger a general
alert:

Secondary Backup Service used for operation

When selected, Metalogix Backup for SharePoint generates an alert if the default Backup Service is
unavailable and Metalogix Backup for SharePoint uses a secondary Backup Service to perform a backup
or restore operation.

Operation took longer than <number> <unit>

When selected, Metalogix Backup for SharePoint generates an alert when a backup takes longer than
the amount of time that you specify.

Differential backup set size triggered a full backup for next scheduled time

When selected, Metalogix Backup for SharePoint generates an alert when the size of a differential
backup triggers a full backup during the next scheduled backup.

You specify when the differential backup size triggers a full backup when you create the scheduled
backup. For more information about creating a scheduled backup, see Configuring farm backups.

Warning alert when disk free space falls below <number> GB.

When selected, Metalogix Backup for SharePoint generates a warning alert when the free space it can
use to store backup files is lower than the size you specify. The size is in gigabytes (GB). The Backup
Service checks the available free space one time each day.

Error alert when disk free space falls below <number> GB.

When selected, Metalogix Backup for SharePoint generates a warning alert when the free space it can
use to store backup files is lower than the size you specify. The size is in gigabytes (GB).
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Configuring the alert settings

The Management Console lets you configure the conditions that trigger alerts. You can set the alert
settings individually for each farm. For more information about the items that can trigger alerts, see

Learning about alerts.

How do | configure the alert settings for a farm?

Use the Alert Settings window to configure the alert settings for a farm.

To configure the alert settings for a farm
1.

2.

7. Click OK to close the window and save the changes.

Open the Management Console.

From the Management Console workspace selector click either Farm backup/Restore or Granular

Restore.

Select the farm for which you want to set alerts.
From the Alerts tab, click Configure Alert Settings.

In the Alert Settings window, click Alerts.

In the Alerts pane, configure the settings for the farm alerts.

Alert Settings on a-sp19-g-aio

Alerts Alerts

Alert Notification
Operation Status Alerts

Alert Grooming "":-Backup,r'MUuntOperatiuns
7] (X)Failed
L (Z)Warning
"li-Restore Operations
¥ (E)Fai\ed

7] (Tywarning

v (g' Failed

] () warning

General Alerts

Select which alerts you would like generated:

& gGranular Restore Operations

‘Warning alertwhen disk free space drops below (100 %

Errar alert when disk free space drops below |10 GE.

GE.

Help oK Cancel
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Working with alerts in the Management Console

The Management Console lets you view all of the alert notifications generated by Metalogix Backup
for SharePoint. Deleted alerts do not appear in the Alerts view. You can delete alerts manually. In
addition, alert grooming can delete alerts automatically.

How do | view alerts?

The Alerts view in the Management Console lets you review and delete alerts and configure alert
triggers. The Alerts view also lets you filter alerts to display only those alerts that are most important
to you.

To view alerts
1. Open the Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or Granular
Restore.

3. Select the farm for which you want to set alerts.

4. From the Alerts tab, click Refresh to get the latest set of alerts.

How do | filter the displayed alerts?

You can use the Alerts view to filter alerts and display only those alerts that are most important to you.

To filter alerts in the Alerts view

1. From the ribbon of the Alerts tab, select one or more of the following check boxes to display alerts
in that category.

EF Metalogix Backup for SharePoint Management Console - |[O| =
Farm Cverview Backup Restore Scheduled Backups Alerts Cperation Queue Help

E.t O é—ﬁ& v E);? Critical Alerts

¥ (L) Warning Alerts
Details  Refresh = d

t Configure Date —
tion  Alert Settings Range = ¥ () Success Alerts
View Action Filter S

e Critical Alerts
e Warning Alerts

e Success Alerts

2. From the ribbon of the Alerts tab, click Date Range. In the pop-up dialog, do one of the following:
a. Select a predefined range from the Range drop-down list.

or
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b. Select Custom from the Range drop-down list, then specify the start date in the From field and
the end date in the To field.

Farm Crverview Backup Restore Scheduled Backups Alerts Operation Queue Help
(o I ) F==1  [v] () Critical Alerts
EI () - £\‘ ﬁ (%) Critica 5
Q — X & - (0 Warning Alerts
Details Refresh | Delete Go to Configure Date .
Alert  Operation  Alert Settings | Range » ¥/ () Success Alerts
View Action s
From: 27/2019 |-
To: 2/04/2019 |~
Apply
3. Click Apply.

How do | delete an alert?

You use the Alerts view to delete an alert.

To delete an alert

1. Inthe Alerts view, select an alert.

2. From the ribbon of the Alerts tab, click Details

3. Inthe Action area of the ribbon, click Delete Alert.

4. Inthe Message window, click Yes to confirm that you want to delete the alert.

How do | go to the operation that triggered an alert?

You can navigate from the Alerts view see the operation that triggered the alert in the Overview tab.

To go to the operation that triggered an alert
1. Inthe Alerts view, click any alert to select it.

2. From the ribbon of the Alerts tab, click Go to Operation.

Configuring the alert notification settings

The Alert Notification tab of the Alert Settings window lets you specify how Metalogix Backup for
SharePoint handles alerts. You can specify that alerts are entered in the Alert Log, sent as an email, or
both. If you choose to send an email, you must specify the following settings:

Option Description

Sender Name If the SMTP server that you specify allows anonymous emails, the name that
you specify appears in the email as the sender of the alert message. If your
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Reply-to address

Recipient(s)

Message footer

SMTP Server Address

SMTP Server Port

Use an SSL encrypted
connection

SMTP Server requires
authentication

SMTP email server requires authentication, the sender name is the name of
the authorized user.

The address that receives any replies to the alert notification. This must be a
valid email address.

Enter one or more recipients of the alert email. If you enter more than one
recipient, separate addresses with semicolons (;).

The specified text appears below the alert in the message.

The address of the SMTP mail server that Metalogix Backup for SharePoint
uses to send the email.

The TCP/IP port that Metalogix Backup for SharePoint uses to connect to the
SMTP server.

When selected, Metalogix Backup for SharePoint uses a Secure Socket Layer
(SSL) connection to connect to the SMTP server you specify. The SMTP server
must be configured to allow SSL connections.

When selected, Metalogix Backup for SharePoint uses the user name and
password that you specify for the SMTP server when it sends the alert email.
If the SMTP server that you specify uses integrated security, the reply-to
address that you specify must be a valid email account that matches the user
name and password that you specify.

You specify alert settings individually for each farm.

How do | configure the alert notification settings?

You use the Alert Notification tab of the Alert Settings window to configure your alert notifications.

To configure the alert notification settings

1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or Granular

Restore.

3. Select the farm for which you want to set alerts.

4. From the Alerts tab, click Configure Alert Settings.

5. Inthe Alert Settings window, click Alert Notification.
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6. Specify your Alert Notification preferences.

Alert Settings on a-sp1

9-g-aio

Alerts
Alert Notification

Alert Grooming

Alert Notifications

+| Write alerts to the Application event log on the Management Service computer.

+| Send alerts as email.
+| Enable notifications.

Email Information

Sender Name:

Recipient{s):

Reply-toaddress: |
(separated bysemicolons) ‘

MessageFooter: ‘

Qutgoing Mail Server Information

SMTP Server Address: |

SMTP Server Port: 25

SMTP Server requires authentication

Test Email Settings

Use an SSL encrypted connection

2. Click OK to close the window and save the changes.

How do | test email alert notification settings?

You use the Test Email Settings button in the Alert Notification tab of the Alert Settings window to test

the email settings you specified for email alerts.

To set up and test the email alert notification settings

1.

2.

In Open the Management Console.

From the Management Console workspace selector click either Farm backup/Restore or Granular

Restore.

Select the farm for which you want to set alerts.

From the Alerts tab, click Configure Alert Settings.

In the Alert Settings window, click Alert Notification.
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6.

7.

Input the required information for the email address which you would like Backup to set alert
notifications to. Click Test Email Settings to send a test email using the current settings.

Alert Settings on a-sp19-g-aic x

Alerts Alert Notifications

Alert Notification +| Write alerts to the Application event log on the Management Service computer.
+| Send alerts as email.
Alert Grooming e
+| Enable notifications.

Email Information

Sender Name: |Administratur

Reply-toaddress: | reply@domca.com

Recipient{s):
(separated bysemicolons)

An alert has been detected.

speadmin @domca. com ‘
MessageFooter: ‘

Qutgoing Mail Server Information

SMTP Server Address: |mai|.d0mca.com |

SMTP Server Port: 25 z Use an SSL encrypted connection

SMTP Server requires authentication

Help oK Cancel

Click OK to close the window.

How do | view alert notification details?

The Alerts view lets you view the details of any alert.

To view alerts

1.

2.

Open the Management Console.

From the Management Console workspace selector click either Farm backup/Restore or Granular
Restore.

Select the farm for which you want to set alerts.
From the ribbon of the Alerts tab, click Refresh to get the latest set of alerts.
From the Alerts list, select an alert.

From the ribbon of the Alerts tab, click Details.

Configuring alert grooming

Metalogix Backup for SharePoint alert grooming lets you automatically remove any alert notifications
that are older than the number of days specified. Groomed alerts no longer appear in the Alerts page in
the Management Console. By default, Metalogix Backup for SharePoint grooms alerts older than 30
days, automatically deleting older alerts. To change alert grooming, you must configure the settings

separately for each farm.
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How do | configure the alert grooming settings?

You use the Alert Settings window in the Management Console.

To configure Alert Grooming settings
1. Openthe Management Console.

2. From the Management Console workspace selector click either Farm backup/Restore or Granular
Restore.

3. Select the farm for which you want to set alerts.
4. From the Alerts tab, click Configure Alert Settings.

5. Inthe Alert Settings window, click Alert Grooming.

Alert Settings on a-sp19-g-aio x

Alerts Alert Grooming
Do not groom alerts

® Groom alertsolderthan |30 |3 days.

Help oK Cancel

Click Do not groom alerts or Groom alerts older than and choose the number of days to keep the
alerts.

6. Click OK to close the window and save the changes you made to the alert grooming settings.

Managing backup set disk space

The Summary pages in the Farm Backup/Restore view in the Management Console lets you monitor the
disk space that your backup sets use. You can also view the disk space that remains in the backup
location that you specified.

Metalogix Backup for SharePoint lets you archive older backup sets to alternate media. You can save
archived backup sets that are no longer actively used. You can then reuse the disk space those backup
sets used for newer backups. If circumstances require it, you can import the archived backup set and
restore objects from the archived set. For more information about archiving and importing backup sets,
see Archiving backup sets and Importing backup sets.
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Archiving backup sets

While Metalogix Backup for SharePoint does not offer backup set archiving functionality, you can
archive older backup sets using Windows Explorer or any other file management tool. When you
archive a backup set, you can move the backup set to another disk, allowing you to conserve space on
your backup disk and archive the backup set for the future.

Archived backup sets continue to appear in the Management Console, but you cannot review or
restore the contents of those sets. If you need to access the contents of an archived backup set, you
must import the set. For more information about importing a backup set, see Importing backup sets.

Each backup set in the backup set location is stored in a folder with a unique name. The name is based
on the name of the backup set and a time stamp.

How do | archive a backup set?

You can use Windows Explorer or any other file management tool to archive backup sets. You do not
use the Management Console to archive backup sets.

To archive a backup set

1. Open Windows Explorer or any other file management tool.

2. Access the directory that contains your backup sets.

3. Use the file management tool to copy that directory to another location.

4. Inthe Management Console, delete the operation that uses the backup set. The Management
Console also deletes the original copy of the backup set directory.

Importing backup sets

You can import a backup set that you have removed from Metalogix Backup for SharePoint. When you
import a backup set, you make it available for Metalogix Backup for SharePoint to use for backup and
restore operations.

You might import a backup set in the following cases:
e Reinstating an archived backup set to review or restore its contents.
e Moving a backup set to a new installation of Metalogix Backup for SharePoint.

When you import a backup set from a differential backup, you must ensure that you also import the
associated full backup. If you import a backup set created by Metalogix Backup for SharePoint 5.0 that
includes a farm component backup, Metalogix Backup for SharePoint only successfully imports full
backups. It does not successfully import backup sets that include differential backups of farm
component backups. Both full and differential backups are imported from granular backups and are
imported for all backup sets and all backup types created by Metalogix Backup for SharePoint 3.1 and
newer.
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How do | import a backup set?

Use the Import Backup Sets window to import a backup set. When you import backup sets, you copy all
of the backup sets that you want to import into a single directory. In the Import Backup Sets window,
you specify that directory as a UNC path and Metalogix Backup for SharePoint imports every backup
set in the directory.

If the repository database includes information about a backup set that you import, Metalogix Backup
for SharePoint updates the repository database with the new information.

To import backup sets

1. Using the Windows Explorer or another file management tool, move all of the backup sets you
want to import into a single directory. Note the UNC path of this directory.

2. From the Management Console workspace selector click Farm Backup/Restore.

E:} Farm Backup[Restore

€
. Granular Restore

i

Ti T Configuration
o}

3. From the Overview tab click Import Backup Sets.

EF] Metalogix Backup for SharePeint Management Console - |a| %

Farm Cverview Backup Restore Scheduled Backups Alerts Cperation Queue Help

E G p T‘)’] I\];\"] X o | *I v ':;:/:‘ Successful ¥ '2,‘ Canceled | [¥] iy Backup
: : 7] (1) Warnin hd Runnin 7] 5 Restore

Details Group Refresh ect Canc 0 g ° g '

Cperations

Import Date —
n Backupsets | Range v | () Failed 1 @ Queued
Filter A

View

4. Inthe Import Backup Sets window, do one of the following:

o Select the location that contains the backup sets to import from the Backup Set Location drop-
down list.

o Click Manage Locations. In the Backup Service Preferences window that opens, specify a new
backup location, then select that location from the Backup Set Location drop-down list.

mport Backup Sets x

| - Spedfy the location where you want to import backup sets from. Click
‘Manage Locations' to add, remove, or edit backup set locations.

Backup Set Location:

BackupSet - Manage Locations...

5. Click Import. Metalogix Backup for SharePoint imports all backup sets from the specified location.
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Data grooming

Metalogix Backup for SharePoint can automatically delete (groom) backup sets based on configured
parameters, saving disk space for newer backup sets. Backup sets are groomed based on how many
sets already exist, or based on how old the sets are.

If Data Grooming is enabled, Metalogix Backup for SharePoint will look for backup sets to delete from
the repository and disk once a day, at the configured time. If an expired set is found, it will be deleted
at that time.

If a full backup is older than the maximum retention time in days but is associated with a differential
backup that is within the permitted date range, the full backup will not be groomed.

Data grooming preferences can be configured separately for each farm in the Management Console,
Management Service Preferences. Grooming options for scheduled backup jobs are also configured
here.

It is also possible for Metalogix Backup for SharePoint to keep a specific number of good backups, no
matter their age. For more information about setting the Management Service Preferences, including
grooming, see Defining the Management Service preferences.

When enabling data grooming, it is best to schedule it to for a non-peak time when it will not interfere
with your enterprise network, as data grooming can be a processor and disk-intensive process.

1 | TIP: Metalogix Backup for SharePoint can use Tivoli Storage Manager (TSM) to store backup set
content. If you enable data grooming for a backup set that Metalogix Backup for SharePoint
stores in TSM, Metalogix Backup for SharePoint removes references to the data in Metalogix
Backup for SharePoint. In addition, Metalogix Backup for SharePoint sets the data objects to
Inactive in TSM. Metalogix Backup for SharePoint does not automatically delete the data itself.
If you need to delete the data from TSM, you should use the TSM management tools to do so.
For more information about using TSM, see Learning about Tivoli Storage Manager.

Steps to activate data grooming

1. From the Management Console workspace selector click Configuration.
2. Select the farm whose Management Service preferences you want to set
3. From the Configuration tab, click Management Service.

4. Inthe Management Service Preferences window, set the preferences in the Grooming section as
follows:

5. Delete backup sets based on count - select this option to delete a predefined number of backup
sets.

6. Delete backup sets based on age - select this option to delete a backup sets based on number of
days.
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7. Check for expired backup sets - if the check box is checked the backup set count that will be
determined for deletion will be calculated at the specified local time on the Management service
computer.

8. Retain last n log files - if the check box is checked the specified number of log files will be deleted.
Console logs will only be deleted after the scheduled grooming time has passed and the console has
been closed and reopened

9. Click OK to close the window and save the changes you made to the data grooming settings.

Importing a Repository Database

You can consolidate operational data from one or more Repositories into your current Repository by
importing the data from those repositories. All types of operational data related to backups and
restores of components and granular objects from the imported Repository will be copied to the
current Repository and will be displayed in the Management Console. System information and
preferences in your current environment will not be affected.

Metalogix Backup for SharePoint User Guide 101
Configuring Metalogix Backup for SharePoint



Steps to import a Repository database

1.

From the Management Console toolbar click Farm > Import Repository.

EE Metalogix Backup for SharePoint Management Conscle

Farm Crverview Backup Restore Scheduled Backups Alerts
SN
[ )
@O C B |&|X
Add Edit Remove Refresh Connect Import Deploy

Farm Farm Farm Farm Management Service | Repository S5R

Farm Options General

Operation Queue

Import Metalogix Backup Repository

Please enter the information of the Metalogix Backup for SharePoint
Repository to be imported and its target farm.

Farm: SharePoint 2019 AIO -
Repository: |Metalngix_Bad0JpReposib:ry |
SQL Server:  |A-SP19-G-AIO || Browse...
Authentication
® Current Windows Account  DOMA\spsadmin
SQL Server Login:
Password:
Import Cancel

*

Enter the following information:

(] x
Help

The Import Metalogix Backup Repository dialog appears.

a. Farm - Enter the target farm for which the repository should be imported.

b. Repository - the name of the repository database that will be imported.

c. SQL Server - The name of the SQL Server instance that contains the Repository database to be
imported. You can click Browse to locate the SQL Server if needed.

d. Authentication - The credentials needed to access the Repository database. The default
authentication method uses the Current Windows Account. If you prefer to use the SQL Server

authentication, enter the Login and Password.

Click Test to validate the connection to the Repository to be imported. If the connection is
successful, a confirmation dialog appears. Click OK to accept the confirmation.

Click Import to complete the operation, or click Cancel to exit.
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6.

Alerts

4
Import
Repository

Farm Cverview Import and Mount Restore

@ O C| B

Add  Edit Connect
Farm Farm Management Service

Remove Refresh
Farm Farm

Farm Opticns General

Granular Restore

4 ﬂ} SharePoint 2019 Farms
4 [ sharePoint 2019 AI0

i' Mounted Databases|

Operation Queue

X

Deploy
SSR

Mount Sharepoint DB Operation Status

£ Metalogix Backup for SharePoint Management Console

Help

(4 Mounted Databases (SharePoint 2019 AlO)

(from 2/1/2019 to 12/5/2019)

Start Time

(] x
-~
~ | Du

T T Configuration
o]

@ Connected as DOMA\spsadmin to Management Service on a-sp19-g-aio

12/4/2019 5:04:00 PM

Backup Set Name Operation Type Progress Avg. Throughput
@) wsSContents23_20191204_170356 % Mount  BAK File <1 GBfhour
@ A-SP19-G-AID - A-SP19-G-AID % Link Linked CDB <1 GBfhour
) SharePoint Full Farm Backup - WA... £ Mount SP Full Farm <1 GBfhour
Full Backup of WSS_Content -.. *s Mount MT Full Farm <1 GBfhour
4
Operation Details
Summary | Backup Content Result Text
--------- HName: WSSContent323_20191204_170356
E:, Farm Backup/Restore Content Database: WL_TEMP_DB_WSS_Content_823c6a7814a343fob7539161093701ed_20191204_170359
SqglInstance: A-SP19-G-AID
@"\ ElE e User: domalspsadmin
@ Description: MNaone

12/4/2019 5:02:04 PM
12/4/2019 5:01:01 PM
12/4/2019 4:59:39 PM

Mount Files location: C:\Program Files\Microsoft SQL ServerMSSQL14.MSSALSERVERWMSSQL\BackupWySSContentd23.bak

Viewing Repository Data in the SQL Server database

1. Expand the Metalogix_BackupRepository database and locate the cdb_mount_operations table.
An SQL query can be used to verify the two operations exist.

Object Explorer AR Wl SO Cuery2.sql - AL MA\spsadmin (76)) & X -
TinTTET * x* C! "y j***** Script ‘FQr‘ SelectTopNRO\:.'s command from SSMS  FEEEER) £
—ELECT TOP (1888) [operation_guid] -
£ @ Metalogix BackupRepository - ,[uncompressed_bytes]
Database Diagrams , [compressed_bytes]
= Tables ,[total_uncompressed_bytes] —_
System Tables . [has_selected_components]
FileTables s [per‘cintTcomplzte] ‘ i " .
External Tables FROM [Metalogix_BackupRepository].[dbo].[cdb_mount_operations]
Graph Tables
ER dbo.alert_configuration_contacts -
B dbo.alert_configuration_triggers W0 | 4 »
E dbo.alert_configurations
BB dbo.alert field_definitions BB Resuts ol Messages
B dbo.alert_fields .cperaﬁcnjuid uncomp d_bytes P d_bytes
B dbo.alert_triggers 1 i BA4B1894-938A-4254-875D-16BBF12AF05D | O 0
B dbo.alerts 2 29DA926E-2972-43AF-ABD4-7874B4816E6A O 0
R dbo.backup_service_operations 3 30B746E2-DCCO-45F7-8186-C538C85500C1 1] [i]
FR dbo.backup_service_server_identifiers 4 3736B7CE-BIFD-45F2-8F22-DDBASBRFDAFY O 0
R dbo.backup_services
=
R dbo.cdb_mount_request_executions
B dbo.cdb_mount_requests
B dbo.cdb_partial_restore_operations
B dbo.cdb_partial_restore_request_executions
ER dbo.cdb_partial_restore_requests
ER dbo.configuration B D
EH dbo.Connections -
4 13 G-AlO (140RTM) | DOMA\spsadmin (76) = Metalogix_BackupReposi...  00:00:00 @ 4 rows
[ If [
Managing self-service recovery
The Metalogix Backup for SharePoint Self-Service Recovery feature lets SharePoint site collection
administrators and other users download SharePoint library items from Metalogix Backup for
SharePoint to their hard disk.
Metalogix Backup for SharePoint User Guide 103

Configuring Metalogix Backup for SharePoint



Before you can use the Self-Service Recovery feature, the administrator must deploy it and configure
the options. After deploying the feature, the site collection administrator of each site collection where
the feature is enabled can download backed-up library item files. The site collection administrator can
also delegate authority to individual users to download files.

Delegated users can download files from the backup sets that Metalogix Backup for SharePoint creates
if both their current permissions for the files and their permissions at the time of the backup allow
them to view the files.

See the following topics to manage the Self-Service Recovery solution:

e Steps to deploy the Self-Service Recovery solution

e Steps to repair the Self-Service Recovery solution

e Steps to remove the Self-Service Recovery solution

e Steps to upgrade the Self-Service Recovery solution

e Delegate permission for self-service recovery

1 | NOTE: Self-Service Recovery is not supported for SharePoint 2019 or Subscription Edition.

About site collection and SharePoint

Metalogix Backup for SharePoint Self-Service Recovery extends the Metalogix Backup for SharePoint
platform to support SharePoint user experience by default. When you create a site collection using a
specific SharePoint version, you can select a user experience for that version by selecting version-
specific templates.

Look and feel of the SharePoint Self-Service Recovery feature

The Self-Service Recovery feature adopts the new look, feel, and capabilities of SharePoint including
transparent dashboards, searching items within filters, and custom background images.

Site collections from different SharePoint versions

Metalogix Backup for SharePoint allows you to deploy the Self-Service Recovery feature inside a Web
application, even if the application includes a mix of site collections from different SharePoint versions.

After you activate the deployed solution as a SharePoint feature on the parent Web application of the
site collections, follow the steps described below:

1. Login to SharePoint and go to the Central Administration page.

2. From the top right corner, click Settings E] and then click Site Settings from the drop down menu.
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System Account

Shared with... ) sHare T
Edit page
Add an app

Site contents

Site settings

3. The Site Settings page opens.

SharePoint Sites

D Site Settings

Central Administration

Application w8 tion, and logo
Management missions

on administrators

System Settings
Monitoring

Backup and Restore
umns
ontent types
parts
emplates

te features
temp
on Web Analytics reports

ics 5

Security

Upgrade and Migration

General Application Master pages
Settings Themes
. Solutions B
Apps Composed looks Collection Admin
Office 365 bin
collection featu

Configuration Wi ierarchy

ollection

dit settings

ection

Site Contents

perm
SharePoint Designer Setting
HTML Field Security

Help settings

4. Click Site collection features. The Site Settings - Site Collection Features page opens.
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B Site Collection Features x  +
&« C Y @ MNotsecure | bkpsp2016a:12599/ layouts/15/ManageFeatures.aspx?Scope=Site « O

2 Apps ) Cookies

SharePoint Sites 7 System Account

Central Administration Name Status
Application Content Deployment Source Feature
vMana it . Activate
Managemen J Content Deployment Source feature enables content deployment specific checks on source site collection and SLiae
System Settings enables setting up content deployment from the site collection to a target site collection.
Monitaring Content Type Syndication Hub
Activate
Backup and Restore Provisions a site to be Enterprise Metadata hub site.
Security Cross-Site Collection Publishing
Upgrade and Migration J Enables site collection to designate lists and document libraries as catalog sources for Cross-Site Collection SLiae
General Application Publishing.
Settings
- Custom Site Collection Help
Apps J ’ ) Activate
Creates a Help library that can be used to store custom help for this site collection.
Office 365
cont fion wi Disposition Approval Workflow
onfiguration Wizards v o
X @ Manages decument expiration and retention by allowing participants to decide whether to retain or delete expired A
Site Contents documents.
Limited-access user permission lockdown mode
J When this feature is enabled, permissions for users in the "limited access” permissions level (such as Anonymous At
Users) are reduced, preventing access to Application Pages.
== ¥ Metalogix Backup for SharePoint Self-Service Recovery 2013
TTea Activate
== self-Service Recovery for use with Metalogix Backup for SharePoint
Open Documents in Client Applications by Default
Activate -

5. Click Activate to activate the Metalogix Backup for SharePoint Self-Service Recovery solution.

Deploying the Self-Service Recovery solution

The user must have adequate SharePoint permissions to access the library items. In addition, the user
must have had adequate SharePoint permissions to access the item when it was backed-up.

When you deploy the Self-Service Recovery feature, Metalogix Backup for SharePoint does the
following automatically:

e Copies the Self-Service Recovery SharePoint Solution package (.WSP file) to the SharePoint Farm
Solution store.

e Deploys the solution to the Web application that is the parent of any site collections that you
specify.

e Activates the deployed solution as a SharePoint feature on the site collections.

The Self-Service Recovery feature is optional. You do not have to deploy it to use Metalogix Backup for
SharePoint. You should deploy the Self-Service Recovery feature on every site collection where you
want to use it.
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Steps to deploy the Self-Service Recovery solution
1. Openthe Management Console.
2. OPTION1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR. The Deploy SharePoint Components dialog appears.
OPTION 2
a. From the Management Console workspace selector click Configuration.

b. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears.

3. From the list of site collections, select the site collection where the solution will be activated.

Deploy SharePoint Components *

Self-service Recovery solution
Deploy the Metalogix Backup for ShareFoint Self-Service Recovery solution

Select the site collections where the solution will be activated.
4 O SharePaint - 80 -~
4 W 5 AllSite Collections
,5% http:ffa-sp13-i-dod
,5% hitp:ffa-sp13-i-doc/my
,5% http://a-sp13-i-doc/my/personal/s psadmin
,Eﬁ http:ffa-sp13-i-doc/sites/abec
m% http://3-sp13-i-doc/sites/marketing b

Modify Self-Gervice Recovery preferences

| Help || Deploy || Cancel |

feature for the entire SharePoint farm. You can manually activate or deactivate the solution
for each site collection.

4. Verify that the Deploy the Metalogix Backup for SharePoint Self-Service Recover Solution check
box is selected.

5. Click Deploy. Otherwise click Cancel to exit the deployment.

6. If the deployment is successful, a confirmation dialog appears indicating the success of the
deployment.
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Configuring the Self-Service Recovery settings

Use the Management Console to configure the following settings for the Self-Service Recovery feature:

Management Service host name

You can specify the name of the Management Service host that the Self-Service Recovery feature
should access. If you change the Management Service host name, the Self-Service Recovery feature
uses backups from that Metalogix Backup for SharePoint deployment. If that Metalogix Backup for
SharePoint does not backup the site collection, no content appears in the Self-Service Recovery feature
in the site collection.

When you specify the Management Service host name, you can use any of the following formats:
e DNS name

e Fully-qualified name

e NetBIOS name

e |P address

Management Service port

The port that the Self-Service Recovery feature should use to contact the Management Service. You
should ensure that your network configuration allows the Self-Service Recovery to use this port in
order to access the Management Service. If you change the Management Service port here, you must
also change the Management Service port on the Management Service.

Number of items that appear when you browse backed-up content

You can specify how many items appear in the Self-Service Recovery feature when you browse the
backed-up content. The more items that appear in the list, the longer it takes SharePoint to display the

page.

Number of items that appear when you search for content

You can specify how many items appear in the Self-Service Recovery feature when you search for
backed-up content. The more items that appear in the list, the longer it takes SharePoint to display the

page.

The ULS logging level that Self-Service Recovery uses

When it encounters an error, the Self-Service Recovery feature logs the error to the SharePoint Unified
Logging System (ULS) logs. You can specify the level of the content added to the ULS logs. You can
select one of the following log levels:

e Undefined

e Exception
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e Critical
e Warning
e Informational

When you select a level, items of that level and more serious are added to the ULS logs.

To configure the Self-Service Recovery settings
1. Openthe Management Console.
2. OPTION 1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR.
OPTION 2
a. From the Management Console workspace selector click Configuration.

b. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears..

3. One of two Deploy SharePoint Components dialogs appear.

a. If the Self-Service Recovery solution is being deployed then the Deploy SharePoint
Components dialog for a deployment appears.

Deploy SharePoint Components ®

Self-Service Recovery solution
Deploy the Metalogix Backup for SharePoint Self-Service Recovery solution

Select the site collections where the solution will be activated.
a O SharePoint - 80 -
a [ 5 allsite Collections
&, http:fja-sp13-i-dog
&, http:ffa-sp13-i-doc/my
6% http:/{a-spi3-i-doc/my/personal/spsadmin
6% http:/fa-sp13-i-doc/sites/abc
vl 2 http:/fa-sp13-i-doc/sites/marketing

I Modify Self-Service Recovery preferences I

-

| Help || Deploy || Cancel |

b. If the Self-Service Recovery solution has already been deployed then the Deploy SharePoint
Components dialog for an update appears.
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Deploy SharePoint Components *

Self-Service Recovery solution

The Metalogix Backup for SharePoint Self-Service Recovery solution is already
installed in the farm. Do you want to repair or remove the solution?

® Do not change the Self-Service Recovery solution
() Repair the Self-Service Recovery solution

() Remave the Self-Service Recovery solution

Modify Self-Service Recovery preferences I

=

4. Click the Modify Self-Service Recovery preferences link.

5. Inthe Self-Service Recovery Settings window, configure the settings, then click Save.

Self-Service Recovery Settings ®
Settings For Metalogix SharePoint Backup Self-Service Recovery
Management Service

Specify the computer name where the Metalogiz SharePoint Backup
Management Service is installed (Example: MYSP-SRYOL):

Ia-splD-b-sDErZ
Management service pork:

|7434 3:

Browse Limits

Lirit the number of items returned when browsing:
I 1000 3:

Search Limits

Limit the number of items returned when searching:
I 1000 3:

Logging
Specify the Self-Service Recovery ULS logaing level:

IWarnlng &7 I

| Help || Save || Cancel i)
4

6. Inthe Deploy SharePoint Components window, click Cancel.

Repairing, Removing or Upgrading Self-Service
Recovery Solution

Use the Management Console to remove, repair or upgrade a previously deployed Self-Service
recovery solution.

e Steps to repair the Self-Service Recovery solution

e Steps to remove the Self-Service Recovery solution

e Upgrading the Self-Service Recovery solution
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Steps to repair the Self-Service Recovery solution

1.

2.

Open the Management Console.
OPTION 1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR. The Deploy SharePoint Components dialog appears.

OPTION 2
a. From the Management Console workspace selector click Configuration.

b. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears.

Select the Repair the Self-Service Recovery solution option.

Deploy SharePoint Components *

Self-Service Recovery solution

The Metalogix Backup for SharePoint Self-Service Recovery solution is already
installed in the farm. Do you want to repair or remove the solution?

(C) Do not change the Self-Service Recovery solution
(@ Repair the Self-Service Recovery solution

(C) Remove the Self-Service Recovery solution

Modify Self-Service Recovery preferences

Help || Update || Cancel

Click Update.

If the deployment was successfully repaired, a confirmation dialog appears indicating the success of

the operation.

Steps to remove the Self-Service Recovery solution

1.

2.

Open the Management Console.
OPTION 1

a. From the Management Console workspace selector click either Farm backup/Restore or
Granular Restore.

b. From the Farms tab, click Deploy SSR. The Deploy SharePoint Components dialog appears.

OPTION 2
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¢. From the Management Console workspace selector click Configuration.

d. From the Configuration tab, click Deploy SSR. The Deploy SharePoint Components dialog
appears.

3. Select the Repair the Self-Service Recovery solution option.

Deploy SharePoint Components ®

Self-Service Recovery solution

The Metalogix Backup for SharePoint Self-Service Recovery solution is already
installed in the farm. Do you want to repair or remove the solution?

) Do not change the Self-Service Recovery solution
() Repair the Self-Service Recovery solution

® Remove the Self-Service Recovery solution

Modify Self-Gervice Recovery preferences

Help || Update || Cancel

4. Click Update.

5. If the deployment was successfully repaired, a confirmation dialog appears indicating the success of
the operation.

Upgrading a Self-Service Recovery solution

When you deploy or repair the Self-Service Recovery feature, Self-Service Recovery components are
updated automatically. When you upgrade from version 6.3, you must uninstall the Self-Service
Recovery components if you have installed them already. After the upgrade, you must re-install the
Self-Service Recovery components.

Delegating Self-Service Recovery permission

The Metalogix Backup for SharePoint Self-Service Recovery feature lets authorized users download
content from backup sets. Site collection administrators can always use the Self-Service Recovery
feature to download content from backup sets. Members of the site collection administrators group
can view and download any files that Metalogix Backup for SharePoint has backed-up in the current
site collection. Site collection administrators can also delegate permission to download backed-up
content to specific users.

The content that delegated users can see and download depends on the following:
e The current permissions that the user has for the content.

e The permissions the user had at the time the backup was created.
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To view the contents of a site or a library, the user must either have current access to the site or
library, or the user must have had access at the time that the content was backed-up.

To download a backed-up file, the user must have current access and also access at the time that the
file was backed-up. If either set of permissions does not allow access, the user cannot download the
backed-up content.

How do | delegate a Self-Service Recovery permission
to a user?

You use the Site Settings page in the SharePoint site collection to delegate permission to a user. You
must be a member of the site collection administrators group to delegate permission to perform Self-
Service Recovery. The Metalogix Backup for SharePoint administrator must install and configure Self-
Service Recovery before you can delegate permissions to use Self-Service Recovery.

Steps to delegate a Self-Service Recovery permission

1. Inthe Site Collection in SharePoint, click Site Actions > Site Settings.

Site Actions ~ | B

= Mew Page
Create a page you can
customize.
Mew Document Library
|j Create a place to store and share
documents.
Mew Site
Create a site for a team or
Q project.
More Options...
Create other types of pages,
lists, libraries, and sites.

= View All Site Content
= Wiew all libraries and lists in this
site.

Edit in SharePoint Designer
Create or edit lists, pages, and
workflows, or adjust settings.

Site Permissions
@ Give people access to this site.
5 Site Settings
Access all settings for this site.

B Metalogix Self-Service Recovery
} Recover one or more items from

backup

2. On the Site Settings page, in the Users and Permissions area, click Self-service recovery
permissions.

") Users and Permissions
U\i& People and groups
Site permissions
Site collection administrators

Metalogix Self-Service Recovery
permissions

3. Inthe Self-Service Recovery Permissions page, in the Self-Service Recovery Users field, enter the
names of users to delegate permission to use Self-Service Recovery. You can use the Check Names
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and Browse icons to locate the correct user names.

TeamSite 0 » Metalogix Self-Service Recovery Permissions

Use this page to delegate Metalogix Self-Service Recovery capabilities to those who aren't site administrators.

Home  SubSite-Teamsite 0

Self-Service Recovery Users

Self-Service Recovery users are users who have been granted the permissions necessary to recover
items from backup using Metalogix SharePoint Backup's Seif-Service Recovery capability. Enter users
separated by semicolons. Note: members of the Site Collection Administrators group already possess
the rights necessary to use Self-Service Recovery. They do not nead to be added to this group.

4. Inthe Self-Service Recovery Permissions page, click OK.

& v
1 Like It Tags &
Notes
spsadmin ;
g m
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6

Backing up and restoring farm
components

Metalogix Backup for SharePoint helps to back up SharePoint 2013, 2016, 2019 and Subscription Edition
farms.

Backups can be made on demand, or on a schedule specified in advance. When starting a backup,
always start with a full farm backup. Subsequent backups can then be either full backups like the first
one, or smaller, differential backups that only contain objects that have changed since the last full
backup. You can then use the backed-up data to restore your SharePoint farm. Differential Backups,
whether scheduled or not, will be displayed with Manual Full Backup in the console.

For additional information about backing up and restoring your farms, see Backing up SharePoint farms

and Restoring SharePoint farms.

Backing up SharePoint farms

Metalogix Backup for SharePoint can be used to back up SharePoint 2013, 2016, 2019 and Subscription
Edition farms.

Microsoft Volume Shadow Copy Service (VSS) is used to collect data from SharePoint components as
they work. Metalogix Backup for SharePoint uses VSS to back up and restore the farm components that
make up your SharePoint farm while your farm is in use. Your farm must be configured to use VSS. If
VSS is not enabled, Metalogix Backup for SharePoint will not be able to back up your SharePoint 2013,
2016, 2019 and Subscription Edition farms. For information about how VSS works, please consult your
Windows Server documentation, or the Microsoft article Volume Shadow Copy Service Overview at
http://msdn.microsoft.com/en-us/library/aa384649(VS.85).aspx.

Only SharePoint 2013, 2016, 2019 and Subscription Edition farms can use Farm Backup/Restore.
See the following topics for more information:

e Viewing the summary for farm backups

e Viewing the status of farm backup and restore operations

Viewing scheduled farm backups

Viewing farm backup alerts

Starting a full farm backup
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Viewing the summary for farm backups

When you select the SharePoint 2013, 2016, 2019 or Subscription Edition farms group in the Farm
Backup/Restore pane, Metalogix Backup for SharePoint displays the Farm Backup/Restore Summary
page for multiple farms. The Summary pane includes information about the farm that you have added
to the Management Console. The information includes the following:

e Activity for the last 7 days
e Storage status
e Unprotected components

In addition, the Summary page lets you perform common tasks. You can do the following in the
Summary page:

e Starting a full farm backup

e Scheduling a full or differential farm backup

e Restore farm components or restore an object

You can also click a farm name for more information about the farm or click a backup location for
additional information about the backup location.

How do | view the farm status?

You can view the status pane for any SharePoint 2013, 2016, 2019 or Subscription Edition farms from
the Overview tab of the Farm Backup/Restore workspace.

To open the status pane for a SharePoint 2013, 2016, 2019 or Subscription
Edition farm

1. Inthe Management Console, in the left pane, click Farm Backup/Restore.

E:t Farm Backup/Restore

A
@&
=, Granular Restore

&
T : T Configuration
Q

2. Inthe Farm Backup/Restore pane, click a farm from SharePoint 2013, 2016, 2019 or Subscription
Edition farms.
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3. Review the information in the Summary pane for the farm.

SharePoint « a-][=]x

fam . Backup  Restore  ScheduledBackups  Alerts  Operation Queue

O/0C B © X

Help

int 2019 AIO ( int 2019 Farms)

Activity for the last 7 days Default Backup Location: BackupSet 1

4, Backups ) Restores ), Alerts Status QoK

© succemstok 1 Q) Swccesstit 5 O Success 0 Totaldiskapace: 194668

O varmiog: 0 O Warng: 0 () Warmng: 0 et spacer .

@ Failed: 0 @ raled: 0 @ etk o

Free space: 2ne

O Conceled: 0 () Canceledz 0

i Scheduled: 0 Jcect 20b0-4537-b.l5-a0eceaz2177
Common Tasks

&, Backup =] Schedule a Backup T, Restore
[E2 o — ) e areens

Today's Alerts Mioe on Overview.. (JRefesh

1p & Restore Operations Crefresh

Nobackup today.

B> Form s restore
©2 Granula Restore

e

© Comected s DOMAspsadminto anagement Servie on e p1-5-sio

How do | make more disk space available for backup
sets?

To make additional disk space available, you can archive older backup sets. If necessary, you can
import the archived backup sets and restore objects from the archived set. For more information about
archiving or importing backup sets, see Archiving backup sets or Importing backup sets.

Viewing the status of farm backup and restore
operations

The Overview tab of the farm backup/restore view lets you review the status of your farm backups and
restore operations. By default, the tab includes a list of the backup and restore operations in the most
recent seven days. You can see the name of the backup set, the type of operation, the operation
progress, and other information.
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Metalogix Backup for SharePoint Management Console

ENNEN
Farm Overview Backup Restore Scheduled Backups Alerts Operation Queue Help
_—Q O p Sﬂ '{J\ﬁ >< ® @ Successful @ Canceled & Backup
} y i (D Warning © FRunning 3 Restore
Details Group Refresh | Restore Rerun Cancel Delete Date i
Operations Backup Operation Operation Range = ® Failed ° Queued
View Action Filter ~
Farm Backup/Res...| @ A-SP19-G-AIO (SharePoint 2019 AIO)
4 B sharePoint 2018 Farms
4 D sharepoint 2013 AI0 Backup/Restore Operation Status  (Last 7 Days)
@ All Servers | Backup Set Name | Operation | Type Progress Avg. Throughput Start Time = | Duration {hh:mm:ss) ‘ |
=2 |
L @  Full Backup of WS5_Content - % Restore  Prepare-For-Mount 277 GBfhour  12/4/2019 4:58:20 PM 00:00:18
©  Full Backup of WSS_Content #iBackup  Full 161 GB/hour  12/4/2019 :58:46 PM 00:00:531 |
Operation Details
Summary | Server Operations Backup Content Result Text
Operation Type: Full backup
Status: Successfully completed
E:) Farm Backup/Rest... Backup Set: Full Backup of WSS_Content
Backup Location: WA-SP19-G-AlO\backupSet
@’\ Granular Restore User: domalspsadmin
@ Description: Mone
T T Configuration
o
@ Connected as DOMA\spsadmin to Management Service on a-sp19-g-aio

The Operation Queue tab of the Farm Backup/Restore view lets you review upcoming operations. You
can see the name of the backup set, the type of operation, the operation progress, and other
information. You can also see the details of any operation that you select in the Overview tab.

~
Ha

Metalogix Backup for SharePoint Management Console
Restore Scheduled Backups Alerts

Operation Queue | Help

Details Refresh Cancel
Operation
View Action

Farm Backup/Res...

4 B sharePoint 2018 Farms
4 [D sharepsint 2013 AT0 Backup/Restore Operation Queue

Farm  Overview  Backup

ENNEN

~
# A-SP19-G-AlO (SharePoint 2019 AlQ)

@ All Servers | Backup Set Name | Operation | Type Progress Avg. Throughput Start Time « | Duration (hh:mm:ss)‘ |
& ASP19-G-AT0 ©  setanoizoe #Backup  Full | B3 191 GBfhour  12/6/2019 2:19:36 AM

Operation Details

Summary | Server Operations

H} Farm Backup/Rest... ‘Operation Type: Full backup
Status: Processing
@—\ Granular Restore Backup Set: ) Set-2019-12-06
@ Backup Location: WA-5P19-G-AlQ\backupSet
9 confi " User: domalspsadmin
6 nriguration Description: Full backup of server
@ Connected as DOMA\spsadmin to Management Service on a-sp19-g-aio

What actions can | perform in the Overview tab?

Metalogix Backup for SharePoint Management Console

EIEIE

Farm Cverview Backup Restore Scheduled Backups Alerts

O :‘Sﬂ :‘J\ﬂ >< ®

Operation Queue Help
@ Successful @ Canceled “ Backup

B @ Warning o Running % Restore
Details Group Refresh | Restore  Rerun Cancel Delete Date .
Operations Backup Operation Operation Range ~ ® Failed 0 Queued
Wiew Action Filter

You perform the following actions in the Overview tab:
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Details - You can view or hide the Operation Details pane by clicking Details. The Operation Details
pane includes additional information about the selected operation.

Group operations - You can choose to group operations in the status field by clicking Group
Operations. When you group operations, differential backups are attached to the related full backups.

Refresh - You can manually refresh the operation status field by selecting Refresh.

Restore - When you select a backup operation in the status area, you can click Restore to restore the
backed-up data.

Rerun Backup - When you select a backup operation in the status area, you can click Rerun Backup to
run the backup operation again.

Cancel operation - When you select a running operation, you can click Cancel Operation to stop the
operation.

Delete operation - When you select an operation, you can click Delete Operation to delete the
operation from the status list.

Filter data in the status field - You can select or clear the check boxes in the Filter area, or provide a
date range, in order to control the items that appear in the status field.

What information does the Operation Details pane
include?

The details pane in the Overview tab displays the following information:

Summary

A summary of the operation is listed that includes the Operation Type, Status, Backup Set name,
Backup Location, the User who initiated the operation, and the Description if entered.
Operation Details

Summary | Server Operations Backup Content Result Text

Operation Type: Full backup

Status: Successfully completed
Backup Set: Full Backup of W3S_Content
Backup Location: WA-SP19-G-AlQ\backupSet
User: domalspsadmin
Description: Mone

If you use a supported third party backup server like the Hitachi Content Platform (HCP) the Backup
Location will indicate the full path or the URI of the backup server location.
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Operation Details

Summary | Server Operations Backup Content Result Text

Operation Type: In-place Restore

Status: Successfully completed
Backup Set: backupssa
I Backup Location: hitps:ifen25.hcpdemod.gssd.hds.com/bae/backupssa-20200619212210 I
User: domalspsadmin
Description: Mone

For more information about adding third party backup server locations, see Defining the Backup Service
preferences.

Server operations

Information about the backup on a per-server basis, including the server name, the progress, the
average throughput, the original and compressed data sizes, the compression ratio, and the start time
and the duration of the operation. The backup set size on the disk may differ from the size of the
backed-up data because the backup set includes information created by Metalogix Backup for
SharePoint about the Backup Set itself.

Operation Details

Summary | Server Operations | Backup Content  Result Text

Server Progress Avg. Throughput | Original Data Size | Compressed Size Compression Start Time | Duration (hh:mm:ss)
@  aspios-g-ai 161 GB/hour 1424 MB 738 MB 49% 12/4/2019 4:58:46 PM 00:00:31

Backup content

The farm components included in the selected operation.

Operation Details

Summary Server Operations | Backup Content | Result Text

4 [ig@ A-SP19-G-AID
4 4 contentDatabases
|Jl wss_Content (Full)

Result text

The results of the selected operation.

Operation Details

Summary Server Operations Backup Content | Result Text

Backup operation Full Backup of WS5_Content completed successfully.
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How do | filter the contents of the status field?

You can use the check boxes and the date range drop-down in the Filter area of the ribbon in the
Overview tab to control what appears in the Backup/Restore Operation Status field.

EH Metalogix Backup for SharePoint Management Console - |8 =
Farm COvenview Backup Restore Scheduled Backups Alerts Operation Queue Help
= L Al ) =5 v () sstul v (D) C 7] &
E O ; )ﬂ ¥ >< ‘.\X/" \:f, Successful \é Canceled ¢ Backup
) ) ) — 7| (D) Warning  [#] © Running ¥ & Restore
Details Group Refresh | Restore Rerun Cancel Delete Date .
Cperations Backup Operation Operation Range ~ Y| (%) Failed L4 (D Queued
View Action Filter s

To filter the contents of the status list

1. Select the check boxes for items that you want to show in the Backup/Restore Operation Status
list. Clear the check boxes for items that you want to hide.

2. Click Date Range to specify a range for the items in the Backup/Restore Operation Status field.
The default is the last 7 days.

What actions can | perform in the Operations Queue
tab?

You perform the following actions in the Operation Queue tab:

Details - You can view or hide the Operation Details pane by clicking Details. The Operation Details
pane includes additional information about the selected operation.

Refresh - You can manually refresh the operation status field by selecting Refresh.

Cancel operation - When you select a queued operation, you can click Cancel Operation to stop the
operation.

Viewing farm backup alerts

The Alerts tab of the Farm Backup/Restore view in the Management Console lets you view, delete, and
configure the related alerts.

How do | view the farm backup alerts?

Use the Alerts tab in the Farm Backup/Restore view to view the existing farm backup alerts.

To view alerts

1. Openthe Management Console.
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2. From the Management Console workspace selector click either Farm backup/Restore or Granular

Restore.

3. Select the farm for which you want to set alerts.

4. From the Alerts tab, click Refresh to get the latest set of alerts.

How do | go to the operation that triggered an alert?

You can navigate from the Alerts view see the operation that triggered the alert in the Overview tab.

To go to the operation that triggered an alert

1. Inthe Alerts view, click any alert to select it.

2. From the ribbon of the Alerts tab, click Go to Operation.

About Full and Differential Backup

The Backup tab of the Farm Backup/Restore view in the Management Console lets you create full and
differential backups. You can also schedule backups using this view.

Farm Backup/Res...| g A-SP19-G-AlO (SharePoint 2019 AlO)

4 E) SharePoint 2018 Farms
4 [ shareFoin 2018410 | Select farm compaonents to back up:

@ all servers 4
4 []i@ A-SP19-G-AIO
3 {_-j Configuration Database
b LjJ ContentDatabases
! .NET Framework Configuration
R Certificate Store
#& Global Assembly Cache
@@ 1IS Configuration
@* sharePoint Registry
sharePoint Hive
@ SharePoint Web Application Roots
4 ‘;‘j" ServiceApplications
\:;‘;3 Access Services
“f Access Services 2010
& AppManagement Service Application
“f Business Data Connectivity Service Application

E:} Farm Backup/Rest...

@
“ o Granular Restore
hoad

T T Configuration
o

@ Connected as DOMA\spsadmin to Managemeant Service on a-spl9-g-sio

@ Machine Translation Service
@ Managed Metadata Service
@ PerformancePoint Service Application

v v v T T W W W

“f PowerPoint Conversion Service Application

= Metalogix Backup for SharePoint Management Conscle =N
Farm Cwerview Backup Restore Scheduled Backups Alerts Operation Queue Help
I8 C &
¥ O =
Select Unselect Refresh Full  Schedule
All All Backup aBackup
View Action ~
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What is the difference between a full backup and a
differential backup?

A full backup includes current versions of every item in the scope of the backup and is a complete
representation of the state of the backed-up components at the time of the backup. Every item in the
scope of the backup is copied during every backup.

A differential backup compares the state of the backed-up content in a specified full backup to the
actual content in the SharePoint farm. Metalogix Backup for SharePoint then copies only the changed
items into the backup set. You must have both the differential backup and the associated full backup to
restore content from the backup.

A differential backup must be a part of a backup schedule. A differential backup will be performed
across content databases, the admin database, and the configuration databases only. If any web front
end components or service application databases were selected, they will be protected during the
scheduled full backups.

For certain component types, the entire component is always backed-up in both full and differential
backups. For example, if you include the SharePoint registry in a farm component backup, the entire
registry is included in every backup.

i | NOTE:

Both full and differential backups that include SharePoint databases include the entire SQL
Transaction log for the databases. Metalogix Backup for SharePoint does not truncate the log.
You must manage the transaction log size in another tool. If you do not manage the log size, it
continues to grow in your backup sets.

You can include only one farm component in a single scheduled farm backup. The scheduled
farm backup can be a full backup or a paired full backup and differential backup. You can also
include the same component in one or more on-demand full backups.

If a component is part of a scheduled backup, and a user includes the component in an on-
demand backup, the next scheduled backup must be a full backup even if a differential backup is
scheduled.

Only a full backup can be an on-demand backup. When you add the component to the on-
demand backup, the Management Console warns you that adding the component alters the
scheduled backup and asks you to confirm the change. When you restore a component that is
part of a scheduled backup, the next scheduled backup is always a full backup.

Starting a full farm backup

Only users who are members of the farm administrators group can perform farm backups. For
information about the components that you can back up, see Using Metalogix Backup for SharePoint in
your disaster recovery plans.
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How do | start a full farm backup?

1. From the Management Console workspace selector click Farm Backup/Restore.

E:ﬁ Farm Backup/Restore

T
= Granular Restore
i

T : T Configuration
Q

3. Click the Backup tab.

a. Click the Select All to select all farm components.

b. Click Unselect All to clear the selection of farm components.

c. Click Refresh to get the latest set of farm components.
5. From the ribbon, click Full Backup. The Backup Wizard starts.

6. Onthe Welcome to the Backup Wizard page, click Next.

In the Farm Backup/Restore pane, click any server name or All Servers for any farm.

In the Select farm components to back up pane, select the check boxes for the items to include in
the backup. From the ribbon, you can perform the following actions:

7. Onthe Backup page, review the items that the backup includes. You can review and revise the farm

component selections here.

Backup Wizard
s&\ Backup
r:[-_- '{] Select farm components to back up.
4 [ig@ All Farm Components|
iielcome 4 [yl @ ASP1-G-AID
Backup by lJ Configuration Database
Qptions b wl[JJ ContentDatabases

] T .NET Framework Configuration
vl B Certificate Store
| ¢ Global Assembly Cache
| @@ IIS Configuration
| @ SharePoint Registry
v SharePoint Hive
W @ SharePoint Web Application Roots
Fl & ServiceApplications
‘;}'3 Access Services
‘;‘jh Access Services 2010
@ App Management Service Application
(;‘j" Business Data Connectivity Service Application
@ Machine Transation Service
‘;‘jh Managed Metadata Service
‘;‘j’ PerformancePoint Service Application
(;‘j" PowerPoint Conversion Service Application
‘;}'3 Project Application Services
‘;‘jh Search Service Application
@ Secure Store Service Application
(;‘j" Security Token Service Application

R i

Help < Back Backup

Cancel

8. Click Next. The Options step appears.
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»&\ Options

li( ﬂ Specify thefollowing options forthe backup.
Welcome Backup Set Name: |Bad<up-5erver-c0mponems-20 191206 ‘
Backup Backup Set Description: | Bsckup of server components
Options
Backup Set Location: BackupSet - Manage Locations...

Execute PowerShell Scripts

Do not execute scripts to report on the farm's configuration at time of backup.
Compression, Encryption and Copy Only

Enable compression

[] Enable encryption

[ copy only

Help < Back Backup Cancel

Enter the information as described below:

Backup Set Name - Specify a name for the backup set. The name appears on the Restore tab
when you select the backup set to review and restore.

Backup Set Description - Enter notes about the backup set.

Backup Set Location - Select a location for the backup set from the drop-down list. You can
click Manage Locations to open the Backup Service Preferences window and configure the
backup locations. For more information about configuring your Backup Service preferences, see
Defining the Backup Service preferences.

Do not execute scripts to report on the farm's configuration at time of backup - Select the
check box to prevent Metalogix Backup for SharePoint from providing the farm's configuration
at the time of the backup. If the check box is not selected, then users will be able to select the
"view farm configuration" option for the backup set.

Enable compression - Select the check box to compress the backup set.

Enable encryption - Select the check box to encrypt the backup set. If you enable encryption,
you must also specify a password for the backup set. You must supply the same password when
you restore from the backup.

Copy Only - Select the check box to allow a full farm backup that does not interfere with the
conventional backup/restore sequence of SQL Server backups. This option is normally used if
SQL Server backups are already being taken separately.
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Warning X

The Copy COnly Backup Mode option allows a Full
Backup to be taken that does not interfere with the
conventional backup/restore sequence of SQL Server
backups. This would normally be used if SQL Server
backups are already being taken separately from
Metalogix Backup for SharePoint should not interfere
in the existing process. This option applies only to Full
Backups and may not be used with Differential
Backups.

B copy

9. Click Next. The Mount Options step appears. Select which content database, if any, you would like
the backup to mount.

Backup Wizard x
@ Mount Options
|[ —ﬁ Specify which content databases will be mounted. This will make the contents of these databases immadiately...

Mount Content DB Parameters

Welcome
" Databases to Mount
Backup
4 [F|i@ A-5P13-G-Al0
Options 4 A ContentDatabases
Mount Options IJ A-5P19-G-AIO(319.488 MB)

Wl [J) WSS_Content(1042.432 MEB)
[ WsS_Content_14506(283.648 M)
[J WSS_Content_5b1f9cd727794521a92973635d516d56(320.512 MB)
[J WS5_Content_6443b15e3c6845/fb8270293e0f012cd(291.84 MB)
[J WS5_Content_823c6a7814a343fbb7539f61093701ed(320.512 MB)
|J 'WS5_Content_SecondCDB(290.816 MB)

Help < Back Backup Cancel

10. Click Next. If you did not choose a content database in the previous step, Target SQL Server step is
ignored. If you chose a content database in the previous step, then the Target SQL Server step
appears. Enter the information for the server on which you want to mount the backup.
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\Q Target SQL Server
[/ 4}:] Select the SQL Server and its credentials where the Content Databases will be mounted.
Welcome
SQL server Target
Backup
SOL Server: | A-SP19-G-AIO
Options
Mount Options Authentication

Target SQL Server ®) Use Backup Service User Account
Use SQL Server Login:

Password:

Help < Back Next = Backup Cancel

11. Click Next. The Staging Path step appears only if a TSM location is selected as the Backup Set
Location in the Options step.

Staging Path
Staging Path for BAK/MDF file

Welcome
Backup . .
Staging Path for Mounting Content Database
Options
A staging path is only required if SQL Server JDELGADILP-DV17 does not have access the location of your be
Mount Options -
the reason because you are seen this could be one of these:
Target SQL Server 1. The selected backup setlocated is on a TSM location, by this reasen a staging path is needed.
2. Your 5QL server does not have access to the selected backups, please enter a network path or choose
Staging Path a backup set location.

3. If you are going to mount the database in a duster with SQL Server lower equal than 2008R 2 version,
make sure that the selected shared location is inside SQL dependant shared resource of the duster,
The files will be copied to this staging path before mounting the content database.

MNetwork Location: backupSet “

Help < Back Backup Cancel

12.The Summary step appears. Review the information and click Backup to start the backup.
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Backup Wizard x

),[: Summary
|E—‘ﬂ Review the summary of actions that Metalogix Backup for SharePaint will complete when executing this backup.
Welcome Metalogix Backup for SharePoint is ready to begin your backup.
Backup Shown below is a summary of the settings Metalogix Badkup for SharePoint will use to perform your backup. After
confirming this information is carrect, dick "Backup™ to begin.
Options

~
Target SQL Server

voutoptors | ECKR———

Configuration Database:
SharePoint_Config

Summary

Content Databases:
A-SP19-G-AIO
SharePoint_AdminContent_204e3ec4-23b0-4537-bd68-a00ecea22177
WS55_Content
W55_Content_14506
WS5_Content_5b1f3cd7277945e1a32973635d516d56
WSS _Content_6443b 15e3c6845ffh8270a93e0f012cd
WSS5_Content_823c6a7814a343fbb 753916109370 1ed
W55_Content_SecondCDE

.NET Framework Configuration
Certificate Store
Global Assembly Cache v

L e T
Help < Back Next > Cancel

Scheduling a full or differential farm backup

Only users who are members of the farm administrators group can perform farm backups. For
information about the components that you can back up, see Using Metalogix Backup for SharePoint in
your disaster recovery plans.

How do | schedule a full or differential farm backup?

1. From the Management Console workspace selector click Farm Backup/Restore.

H> Farm Backup/Restore

@
--"’ﬁ,\ Granular Restore
h o

T T Configuration
Q

2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.
3. Click the Backup tab.

4. Inthe Select farm components to back up pane, select the check boxes for the items to include in
the backup. From the ribbon, you can perform the following actions:

a. Click the Select All to select all farm components.
b. Click Unselect All to clear the selection of farm components.
c. Click Refresh to get the latest set of farm components.

5. From the ribbon, click Schedule a Backup. The Backup Schedule Wizard starts.
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On the Welcome to the Backup Schedule Wizard page, click Next.

On the Backup page, review the items that the backup includes. You can review and revise the farm
component selections here.

Backup Schedule Wizard x

@ Backup
r[;‘p] Select farm components to back up.

+ @ Ao Comparend -
Welcome 4 | @ A-SPI9-G-AID
Backup [ [J Configuration Database
bl LIJ ContentDatabases

W & MET Framework Configuration

vl R Certificate Store

| ¢ Global Assembly Cache

| G IS Configuration

v @ sharepoint Registry

¥ SharePoint Hive

| [@ SharePoint Web Application Roots
Pl “f ServiceApplications
@ Access Services
(;‘j“ Access Services 2010

Options

‘;‘;"j App Management Service Application

‘;‘j“ Business Data Connectivity Service Application
@ Machine Translation Service

& Managed Metadata Service

@ PerformancePoint Service Application

‘;‘j“ PowerPoint Conversion Service Application
@ Project Application Services

(;‘j“ Search Service Application

‘;‘;'3 Secure Store Service Application

F T v v v v v v oW v v ow W

‘;‘j“ Security Token Service Application

Help < Back Finish Cancel
Click Next. The Options step appears.
Backup Schedule Wi x
@ Options
([_—ﬁ specify thefollowing options forthe backup.
Welcome Backup Set Name: [pifferential-a-sp 19-G-A10 ‘
Backup Backup Set Description: | Differential backup
Options
Backup Set Location: BackupSet - Manage Locations...
Run As: |dnma\spsadmin Change to Current User
Backup Type

Schedule full backups
#) Schedule full and differential backups
¥ | Run full backup instead of scheduled differential when the previous differential
is mare than 80 =+ 9% of the size of the last full backup.
| Note: A differential backup will be performed across content databases only. If any web front
end components were selected, they will be protected during the scheduled full backups.

Execute PowerShell Scripts
Do not execute scripts to report on the farm's configuration at time of backup.
Compression, Encryption and Copy Only

Enable compression Password: |uuuuuu |

Enable encryption Confirm Password: |uuuuuu |
Copy only . JPassword's length can range from & to 24 characters.

Q;tgcm:laude new content databases to Encryption Type: | AES 255 bits -

Help < Back Finish Cancel

Enter the information as described below:

a. Backup Set Name - The name of the backup set. The name is required. The name can be up to
255 characters long. The name appears on the Restore tab when you select the backup set to
review and restore. Metalogix Backup for SharePoint creates a corresponding backup set folder
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in the file system for the backup set. The folder uses an internal identifier name that is not the
same as the name that you specify.

b. Backup Set Description - Provides additional information about the backup set. Use this
optional property to document details that helps you select the correct backup set during
restore operations and general administrative activities.

c. Backup Set Location - You can specify where Metalogix Backup for SharePoint stores the
backup set. Click Manage Locations to create a new location, or select an existing location from
the drop-down list.

d. Run As - You need to specify the user to run the backup as in the Run As field.

e. Backup Type - In the Backup Type area you need to select the type of backup to create ona
schedule, you can select between Schedule Full Backups or Schedule full and differential
backups. If you click Schedule full and differential backups, you can choose to perform a full
backup in place of a differential backup when the differential backup size is larger than a
percentage that you specify.

f. Do Not Execute Scripts to Report on the Farm's Configuration at Time of Backup - Select Do
not execute scripts to report on the farm's configuration at time of backup in order to prevent
Metalogix Backup for SharePoint from providing farm's configuration at the time of the backup.
If this option is deselected, then users will be able to select the "view farm configuration" option
for the backup set.

g. Enable compression - When selected, Metalogix Backup for SharePoint compresses the data in
the backup set. Compressing the data makes the backup set smaller. Compressed data is also
often faster to transfer on your network.

h. Enable encryption - When selected, Metalogix Backup for SharePoint encrypts the data in the
backup set. You can select from two industry standard compression methodologies: AES 128
bits or AES 256 bits. Encrypted data can only be decrypted by Metalogix Backup for SharePoint.
If you enable encryption, you must specify a password. When you restore from the backup set,
you must provide the same password to decrypt the backup.

i. Copy Only - When selected, Metalogix SharePoint allows a backup to be taken that does not
interfere with the conventional backup/restore sequence of SQL Server backups. This option is
normally used if SQL Server backups are already being taken separately from Backup, and
Backup should not interfere in the existing process.

j-  Auto Include New Content Databases to Schedule - Select the Auto include new content
databases to schedule, option in order to automatically include all new content databases to
the scheduled backup.

. Click Next. The Schedule Full step appears. This step appears if in the previous step, you either
opted to schedule a full farm backup or you selected to run a full farm backup in place of a
differential backup when the differential backup size is larger than a percentage that you specified.



Schedule Full

Specify a schedule for the full backup.

. Occurs Weekly
Welcome
Backup Daily Every 1 week(s) on:
Options ® Weekly Mon Tue Wed Thu Fri Sat |¥ Sun
Schedule Full Manthly
Schedule Differential Daily Frequency
Alerting e
®) Occurs once at: | 12:00:00 AM
Qccurs every: - | Starting at:
Ending at:
Duration
Start date: | 12/06/2019 - End date: -

® No end date

All times are shown in the local time of the Management Service computer.

Specify the schedule from Daily, Weekly or Monthly. Specify the frequency of occurrence and
specify the duration. Both the Management Service and the Backup Service must be running to start
a backup operation. The time and date you specify identifies when to start the backup operation. If
you specify an end date and time, Metalogix Backup for SharePoint does not start a new operation
after that time. Any running backup operations continue to run.

Help Einish Cancel

10. Click Next. The Schedule Differential step appears.

Schedule Differential
Specify a schedule for the differential backup.

Welcome Oceurs Daily

Backup Ol Every 11 day(s)

Options Weekly

Schedule Full Manthly
Schedule Differential Daily Frequency
® Occurs once at: | 12:00:00 AM
Occurs every: = | Starting at:
Ending at:

Duration
Start date: | 12/06/2018 - End date: 2

®) No end date

Mote: A differential backup will be performed across content databases, the admin database,
and the config databases only.1f any web front end components or service application
databases were selected, they will be protected during the scheduled full backups.

All times are shown in the local time of the Management Service computer.

Specify the schedule from Daily, Weekly or Monthly. Specify the frequency of occurrence and
specify the duration. Both the Management Service and the Backup Service must be running to start
a backup operation. The time and date you specify identifies when to start the backup operation. If

Help < Back Finish Cancel
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you specify an end date and time, Metalogix Backup for SharePoint does not start a new operation

after that time. Any running backup operations continue to run.

11. Click Next. The Alerting step appears.

Backup Schedule Wizard x

@ Alerting

ﬂ{ o Setalerting options for this backup schedule
Welcome Use the default alert ion for this backup schedule [(view Alert Settings)
Backup # Use the following alert settings in addition to the default alert settings

Options Specify alerts to generate for backup run using this schedule:
cehedule Ful o 'Z‘.X‘.'Backup operation failed v l}?lBackup operation successful
¥| (! )Backup operation succeeded withwarnings  |v IJIBackup operation canceled

Schedule Differential
Secondary backup service used foroperation.
Alerting

| Differential backup set size triggered a full backup for next scheduled time
| Backup operation took longerthan |30 54| | minutes -
Specify howyou wish to be notified of the alerts generated:
#| Write alerts to the Application event log on the Management Service computer.

¥| Send alerts as email

Recipients:
(separated bysemicolons)

spsadmin@domca. com;suppart@domca. com ‘

MessageFooter: ‘ Differential backup notfication.| ‘

Alert Email Settings

Help < Back Einish Cancel

12.Select one of the following:

e Use the default alert configuration for this backup schedule.

o Use the following alert settings in addition to the default alert settings. If you select this option,
you can specify how any of the following conditions affect alerts. These settings are used in
addition to the default alert settings:

a. Backup operation failed - When selected, Metalogix Backup for SharePoint generates an alert

when an operation fails.

b. Backup operation succeeded with warnings - When selected, Metalogix Backup for SharePoint

generates an alert when a backup or restore operation succeeds but encounters errors.

¢. Backup operation successful - When selected, Metalogix Backup for SharePoint generates an

alert when an operation succeeds. Backup, restore, and preview operations can all generate
Successful alerts.

d. Backup operation canceled - When selected, Metalogix Backup for SharePoint generates an

alert when a user cancels a backup or restore operation.

e. Secondary Backup Service used for the operation - When selected, Metalogix Backup for

SharePoint generates an alert if it uses a secondary Backup Service to perform a backup.

f. Differential backup set size triggered a full backup for the next scheduled time - When

selected, Metalogix Backup for SharePoint generates an alert when the size of a differential
backup triggers a full backup during the next scheduled backup. You specify when the differential
backup size triggers a full backup when you create the scheduled backup.
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g. Backup operation took longer than <number> <unit> - When selected, Metalogix Backup for
SharePoint generates an alert when a backup takes longer than the amount of time that you
specify.

h. Write alerts to the Application event log on the Management Service computer - When
selected, Metalogix Backup for SharePoint notes alerts generated by the scheduled backup in
the Application event log on the computer that hosts the Management Service. You can use the
Windows Event Log viewer to review the event log.

i. Send alerts as email - When selected, sends any alerts generated by the scheduled backup as an
email to the recipient or recipients that you specify. For emails to be sent successfully, the SMTP
server must be setup. Click Alert Email Settings to verify that the SMTP settings have been
configured.

Recipients - The SMTP email addresses of one or more recipients to send alerts generated
by the scheduled backup. You can click Alert Email Settings to configure the outgoing SMTP
mail server.

Message Footer - Text included in the generated email below the alert.

13. Click Next. The Grooming step appears.

Backup Schedule Wizard x

@ Grooming

({ ﬂ Specify the grooming settings forthis scheduled backup.

Welcome Use the default grooming settings for this backup schedule View Grooming Settings)
Backup ® Use the following g ing settings i d of the default grooming settings
Options () Delete backup sets based on count: Retain the last | backup set(s)

Schedule Full (®) Delete backup sets based on age: Retain the last 90~ days of backup set(s)
Schedule Differental Retain last | log files
Alerting
Grooming

Help < Back Finish Cancel

14. Select one of the following:
o Use the default grooming settings for this backup schedule.

e Use the following grooming settings instead of the default grooming settings. When you select
this option you can specify when and how Metalogix Backup for SharePoint deletes out-of-date
backup sets from the repository database and the storage location that you specify. For more
information about grooming, see Learning about data grooming. You can specify the following
settings, which replace the default grooming settings:
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a. Retain last x good backup set(s) - When selected, Metalogix Backup for SharePoint always
saves at least the number of backup sets that you specify, without regard to the age of the sets.
When you enable both this setting and the "Delete backup sets from repository and disk after x
days" settings, the oldest retained set may be older than the age that you specify.

b. Delete backup sets from repository and disk after x days - When selected, Metalogix Backup
for SharePoint deletes the data after the specified number of days.

c. Retain last x log files - When selected, Metalogix Backup for SharePoint always saves at least
the number of log files that you specify, without regard to the age of the log file.

15. Click Next. The Mount Options step appears.

Backup Schedule Wizard x

@ Mount Options

({ ﬂ Specify which content databases will be mounted. This will make the contents of these databases immediately...

. Mount Content DB Parameters
Welcome

Disk Space Rules

Backup
Content Database Size Limit: MB
Options
Mumber of Mounted Databases to keep:
Schedule Full
Schedule Differential Databases to Mount
Alerting 4 [F @ A-5P18-G-AID
Grooming 4 A contentDatabases
_J A-5P19-G-AIO(319.488 MEB)
Mount Options

vl [J] WS5_Content(1042.432 MB)

|l WS5_Content_14506(283.648 MB)
WSS_Content_5b1f9cd727794521a92973635d516d56(320.512 MB)
WSS5_Content_6443b15e3c6845ffba270a93e0f012cd(291.84 MB)
WSS_Content_823c6a7814a343fbb7539f61093701ed(320.512 MB)
WSS5_Content_SecondCDB(290.816 MB)

Q@&

You are about schedule a Full Farm Backup with posterior mount operation. Keep in mind, that the size
of the content databases that you selected may vary after a period of time depending of the activity of

the contained Site Collections.
Help < Back Finish Cancel

Set the following optional parameters:

a. Content Database size limit - prevents the backup from being mounted if the content database
exceeds the specified size. Note that setting a limit of OMB means that there is no size limit and
all backups will be mounted to the selected content databases.

b. Number of Mounted Databases to keep - allows you to specify the number of backups sets
that are kept mounted. Specifying a value of 1 will keep the latest scheduled backup mounted.

c. Databases to Mount - select which content databases will be mounted. Selecting a content
database for mounting will make the content database immediately available for granular
restores.

16. Click Next. The Target SQL Server step appears if a Content Database was selected to be mounted
in the previous step.
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Backup Schedule Wizard EI

NA Target SQL Server
ﬁﬁ Select the SQL Server and its credentials where the Content Databases will be mounted.
Welcome
— S0L Server Target
Backup :
SQL Server: | A-SP19-G-AIQ | e
Options
Schedule Full Authentication
Schedule Differential (®)Use Backup Service User Account
Alerting ()Use SQL Server Login: | |
Grooming Password: | |
Mount Options
Target SQL Server

| Help H < Back H Next = || Einish || Cancel |

The Target SQL Server step lets you select the SQL Server location where the content databases will
be mounted. Once you have selected the Target SQL Server location, select the authentication type,
and enter credentials when needed.

17.Click Next. The Summary step appears. Review the information and click Finish to schedule the
backup.

Backup Schedule Wizard lzl
@ Summary
@ Review the summary of actions that Metalogix Backup for SharePoint will complete when executing this backup.
Welcome Metalogix Backup for SharePoint is ready to schedule your backup.
Backup Shown below is a summary of the settings Metalogix Backup for SharePoint will use to perform your backup. After
confirming this information is correct, dick "Finish™ to schedule.
Options
shequiers) | ICKR——
T T ramsemenaspsgao0
Alerting
Grooming Configuration Database:
SharePoint_Config
Mount Options
Target SQL Server Content Databases:
A-SP19-G-AIO
SharePoint_AdminContent_904e3ec4-28b0-4537-bd68-a00ecea22177
Summary WSS_Content
WS5_Content_14506
WS5_Content_5b1f9cd 7277945 1a92973635d516d56
WS5_Content_6443b15e3c6845ffb8270a93e0f012cd
WS5_Content_823c6a7314a343fbb 75396109370 1ed
WS5_Content_SecondCDB
NET Framework Configuration
Certificate Store
Global Assembly Cache v
TTE Fnnfim— e
Help | ‘ < Back | ‘ Next > | | Einish | Cancel
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Managing scheduled farm backups

The Scheduled Backups tab in the Management Console lets you view, edit, delete, enable, and disable
scheduled farm backups.

How do | view the scheduled farm backups?

You use the Scheduled Backups tab in the Farm Backup/Restore view to view the existing backup
schedules.

To view the scheduled farm backups
1. From the Management Console, in the left pane, click Farm Backup/Restore.

H} Farm Backup [ Restore

G
o, Granular Restore
Ly

T T Configuration
e}

2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.

3. Click the Scheduled Backups tab.

I
e

Metalogix Backup for SharePaint Management Console - o =

Farm Overview Backup Restore Scheduled Backups Alerts Operation Queue Help

EQ%@ @@ﬂcﬂ "@?

Details Refresh Edit Delete  Enable Disable Run Run Differential
Schedule Mow Now
View Action ~
Farm Backup/Res...| 2 A-SP19-G-AlO (SharePoint 2019 AlO)

4 ¥ sharepoint 2018 Farms
4 [P sharepoint 2019410 | Scheduled Backups

@ All servers Backup Set Name = Description Full Schedule

& A5PL-GAI0 Differential-20191206

Next Full Run Time Differential Schedule Next Diff Run Time

Differential backup  Day 1 of every month...  1/1/2020 12:00 AM  Every day. Occurs at..  1/2/2020 12:00 AM

4 3

Scheduled Backup Details

Backup Set Name: Differential-2019 1206
Backup Set Description:  Differential backup
Backup Set Location: \\A-5P19-G-AIO\backupSet

E:t Farm Backup/Rest...

[1::0%
-—’ﬁ\ ‘Granular Restore
&

T T Configuration
o}

Execute PowerShell Mo
oori
ripts: § Configuration Database:
Enable compression: Yes !
. SharePoint_Config
Enable encryption: Yes
Auto include new content Yes Content Databases:
databa A-SP13-G-AIO
Backup Schedule Status: Enabled
SharePoint_AdminContent_904e3ec4-28b0-4537-bd68-a00ecea22177
Run As: doma\spsadmin WSS Content
ontent
Backup Type: Full and differential backups ”
WSS_Content_14506
Full schedule: Monthly; Day 1 of every month;
Ocrurs at 12:00 AM; Effective WSS_Content_Sb1f3cd7277345 128287353545 16d56
12/6/2019 W55_Content_5443b15e 3c6845ffb8270a93e0f0 12cd

Differential schedule:  Daily; Every day; Occurs at 12:00 AM;

Effactive 12/6/2019; Run full backup
when previous differential reaches
80% of the last full backup.

Alert Settings: Uses the default alert settings.

Grooming Settings: Uses the default grooming settings.

() Connected as DOMA\spsadmin to Management Service on a-sp13-g-aio

W55_Content_823c6a7814a343fbb7539f6 109370 1ed
WSS_Content_SecondCDB

NET Framework Configuration
Certificate Store

Global Assembly Cache

1IS Configuration

SharePoint Registry

SharePoint Hive

SharePoint Web Application Roots
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How do | make changes to a scheduled farm backup?

You use the Scheduled Backups tab in the Farm Backup/Restore view to make changes to a scheduled
backup.

To make changes to a scheduled farm backup

1. Select the scheduled backup that you want to edit.
2. From the ribbon, click Edit. The Backup Schedule Wizard starts.

3. Step through the wizard and revise the settings. For more information see Scheduling a full or

differential farm backup.

4. Review the information in the Summary step and click Finish to schedule the backup.

How do | delete a scheduled farm backup?

You use the Scheduled Backups tab in the Farm Backup/Restore view to delete a scheduled backup.
When you delete a scheduled backup, you only delete the schedule. The existing backups in the backup
sets are not deleted.

To delete a scheduled farm backup
1. Select the scheduled backup that you want to delete.
2. From the ribbon, click Delete Schedule.

3. A confirmation dialog prompts you to confirm that you want to delete the Scheduled Backup. Click
Yes to delete the scheduled backup.

How do | enable and disable a scheduled farm
backup?

You use the Scheduled Backups tab in the Farm Backup/Restore view to temporarily disable and enable
scheduled backups. When you disable a scheduled backup, the scheduled backup definition stays in
Metalogix Backup for SharePoint, but it does not execute. You can disable a scheduled backup when
you need to temporarily suspend backups, then later resume them.

To disable a scheduled farm backup

1. Select the scheduled backup that you want to delete.

2. From the ribbon, click Disable. The Next Full Run Time and Next Diff Run Time columns values for
the selected backup schedule displays the scheduled time. The Disable icon in the ribbon is enabled.
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To enable a disabled scheduled farm backup

1. Select a disabled scheduled backup that you want to enable.

2. From the ribbon, click Enable. The Next Full Run Time and Next Diff Run Time columns values for
the selected backup schedule will change to Disabled. The Enable icon in the ribbon is enabled.

Restoring SharePoint farms

Metalogix Backup for SharePoint can restore SharePoint 2013, 2016, 2019 and Subscription Edition
farms that have been previously backed-up using Metalogix Backup for SharePoint.

Metalogix Backup for SharePoint uses VSS to back up and restore the farm components that make up
your SharePoint farm while your farmis in use. Your farm must be configured to use VSS. If VSS is not
enabled, Metalogix Backup for SharePoint will not be able to back up your SharePoint 2013, 2016, 2019
and Subscription Edition farms. For information about how VSS works, please consult your Windows
Server documentation, or the Microsoft article Volume Shadow Copy Service Overview at
http://msdn.microsoft.com/en-us/library/aa384649(VS.85).aspx.

Only SharePoint 2013, 2016, 2019, and Subscription Edition farms can use Farm Backup/Restore.

Restoring from farm backups

The Restore tab of the Farm Backup/Restore view in the Management Console lets you restore
backed-up SharePoint 2013, 2016, 2019 and Subscription Edition farm backups. Restorations can be
done as in-place restores or out-of-place restores. An in-place restore returns the backed-up
components to their original locations, replacing any existing files. Some components cannot be
restored in-place, including the following:

e .NET framework configuration

e Certificate store

e Global assembly cache

o |IS configuration

o |IS Metabase

e SharePoint registry

e SharePoint root

e SharePoint Web application roots

In addition, you can only restore the SharePoint configuration databases as part of a complete restore
of the farm.

For these components, it is not possible to guarantee that only Metalogix Backup for SharePoint is
making changes to the files while the restore is in progress. If both Metalogix Backup for SharePoint
and another process tried to write to the file at the same time, the result could be catastrophic for

Metalogix Backup for SharePoint User Guide 138

Backing up and restoring farm components


http://msdn.microsoft.com/en-us/library/aa384649(VS.85).aspx

your farm or for the server. The farm or the server could fail to function in this event. For this reason,
Metalogix Backup for SharePoint prevents an in-place restore of the components.

You must restore these files out of place, then manually recreate the SharePoint farm configuration
based on the files.

If you perform an in-place restore while your SharePoint farm is active and available to users, the users
may encounter errors when they try to access content that Metalogix Backup for SharePoint is actively
restoring. The content should be available after a short interval. If a user is viewing content or has the
content checked out and Metalogix Backup for SharePoint restores the content, the version the user
has may no longer be valid. Metalogix Backup for SharePoint restores the version of the content that
was current during the backup, including the checkout state of the content.

An out-of-place restore places the files in a UNC location that you specify. You can manually return the
content to your SharePoint farm.

How do | select the backed-up components to
restore?

You use the Restore tab in the Farm Backup/Restore view to select the components to restore.

To select the components to restore
1. From the Management Console workspace selector click Farm Backup/Restore.

E:} Farm Backup[Restore

~, Granular Restore

Ll
T : T Configuration
o}

2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.

3. Click the Restore tab.
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In the Backup Content pane, select the check boxes for the components to restore. If the Backup

Content pane is not visible, click Backup Content in the ribbon.

Metalogix Backup for SharePoint Management Console

lll‘-'

Farm Cverview Backup Restore Scheduled Backups Alerts Operation Queue Help

D O % [+] In-place .A 51:1

T Out-of-place
Backup Refresh = F Restore Date

Content Range ~
View Restore Type Action Filter
Farm Backup/Res... ;g A-SP19-G-AlO (SharePoint 2019 AIQO)

4 E) SharePoint 2018 Farms
4 [P shareroint 2019 a0 | Backup Sets (Last7 Days)

-
@ All Servers Backup Set Name Description Operation

Type Date/Time

@ A-SP19-G-AID -
[ Full Backup of WSS_Content * Backup

Full

12/4/2019 4:58:46 PM

4
Backup Content
4 |yl A-sP13-G-AID

4 [/[{ ContentDatabases
vl | )] WS5_Content (Full)

Granular Restore

(.2) Connected as DOMA\spsadminto Management Service on 2-sp19-g-aio

You can right-click any node in the Backup Content pane and choose from the following actions:

Select All, Unselect All, Expand Tree From Here or Refresh.

How do | perform an in-place restore?

You use the Restore tab in the Farm Backup/Restore view to perform an in-place restore.

To perform an in-place restore

1.

2.

In the Management Console, in the left pane, click Farm Backup/Restore.

In the Farm Backup/Restore pane, click any server name or All Servers for any farm.

Click the Restore tab.

In the Backup Content pane, select the check boxes for the items to restore. If the Backup Content

pane is not visible click Backup Content in the ribbon.

In the ribbon, select In-place and then click Restore. The In-Place Restore Wizard starts.

EH] Metalogix Backup for SharePoint Management Console -
Farm Overview Backup Restore Scheduled Backups Alerts Operation Queue Help

D O, 0 E In-place £ S]ﬂ

Out-of-place

Backup Refresh Restore Date
Content Range ~
View Restore Type Action Filter

[}

-

Click Next in the Welcome step of the In-Place Restore Wizard. The Restore step appears.
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Restore Wizard

X
Restore
ép The following abjects will be restored.

F i SQLCLUSTERTEST
Welcoame

4 [l ContentDatabases

| wsS_Content (Full) Additional Restors

Restore

Summary

Help < Back Meut = Restore Cancel

Additional Restores allows the restore to use Transactional Log Backups taken in SQL Management

Studio for restoring the database from a full backup. This option will only be visible for In Place
Restores. Click the Additional Restores link to open the interface.

Additional Restores Settings

x
| iSet Additional Restores for later leaving the database in restoring state
MName Time Database Type Size
WSS_Content-Full Database Backup 42712022 ... WSS_Content Transaction Log 139.87 MB
WSS _Content-Full Database Backup 4/27/2022 .. WSS_Content Transaction Log 26.35 MB
Discard Restores Save Cancel
|
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8.

e Check the box to set the Database to a Restoring state, allowing the user to restore from
Transaction logs in SQL Management Studio, under Tasks.

e You can also select the name of the backup and click Save to restore from the Transaction Log.
e Discard Restores removes the transaction log backup from the Additional Resources window.

Transaction Log Information, including shrinking the file after restore, can be found here: The
Transaction Log (SQL Server) - SQL Server | Microsoft Docs

Review the content to restore and then click Next. The Summary step appears.

Restore Wizard *x
5 Summary
|E Review the summary of actions that will complete when executing this InPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.

Shown below is a summary of the settings that will be used to perform your restore. After confirming this

Rests
estare information is correct, dick "Restore” to begin.

Summary

Content Databases:
WSS_Content

Restore Type: In-place Restore
Backup Location: WA-5P19-G-AI0 backupSet

Help < Back Mext = Cancel

Review the restore operation summary and then click Restore.

How do | perform an out-of-place restore?

You use the Restore tab in the Farm Backup/Restore view to perform an out-of-place restore.

To perform an out-of-place restore

1.

2.

From the Management Console workspace selector click Farm Backup/Restore.
In the Farm Backup/Restore pane, click any server name or All Servers for any farm.
Click the Restore tab.

In the Backup Content field, select the check boxes for the items to restore. If the Backup Content
pane is not visible click Backup Content in the ribbon.
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5. Inthe ribbon, select Out-of-place and then click Restore. The Out-Of-Place Restore Wizard starts.

"y

=a Metalegix Backup for SharePoint Management Console - |a| %

Farm Overview Backup Restore

D O . |?| In-place .:{ Sﬂ

[ Qut-of-place

Scheduled Backups Alerts

Backup Refresh Restore Date
Content Range =
View Restore Type Acticn Filter

6. Click Next in the Welcome step of the Out-Of-Place Restore Wizard. The Restore step appears.

Cperation Queue Help

~

7. Review the content to restore and then click Next. The Target Location step appears.

x

5 Target Location
([_—'t] Specify anetwork path to restore files.
Welcome y
Specify a path to a network folder {UNC path) to restore your files.
Restore
Target Location Metwork Location: ‘ 1\A-5P19-G-AI0\BackupSetFull Backup of WSS_Content-20191204195846] |

Help < Back

Restore Cancel

In the Network Location field, enter a UNC location where Metalogix Backup for SharePoint should

place the restored content.
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8. Click Next. The Summary step appears.

Restore Wizard X
5 Summary
|[—‘g Review the summary of actions that will complete when executing this OutOfPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perform your restore. After confirming this

information is correct, dick "Restore” to begin.
Target Location

Summary

Content Databases:
W55_Content

Network Location: Y\A-5P 19-G-AIO\BackupSet\Full Backup of WS5_Content-
20191204195346

Restore Type: Cut-of-Flace Restore
Backup Location: WA-5P19-G-AI0 backupSet
Help < Back Mext > Cancel

9. Review the restore operation and click Restore.

Viewing the farm configuration

The Metalogix Backup for SharePoint Farm Configuration browser allows you to examine the XML files

that define the configuration settings for your SharePoint 2013, 2016, 2019 and Subscription Edition

farm. You can examine the configuration settings for any backup that includes the SharePoint
configuration files.

How do | examine the configuration settings in a
backup?

Use the Restore tab in the Farm Backup/Restore view to view the configuration settings.

1 | NOTE: This feature will be available if the Do not execute scripts to report on the farm's
configuration at time of backup option was unchecked in the Option step of the Backup
Wizard.

Steps to view the configuration settings
1. From the Management Console workspace selector click Farm Backup/Restore.
2. Inthe Farm Backup/Restore pane, click any server name or All Servers for any farm.

3. Click the Restore tab.
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4.

7.

In the Backup Sets list, click the name of any backup set that includes a SharePoint configuration

database.

The Backup Content field lists the contents of the backup set. If the Backup Content pane is not
visible, click Backup Content in the ribbon.

In the ribbon, click View Farm Configuration. If this option is disabled, then clear the Do not
execute scripts to report on the farm's configuration at time of backup check box from the

Backup Wizard.

@ All Servers (Default Farm)

Cwveryiew Backup Restore

_\:] r_ﬁ\_'} @ & Inplace
I "\L O & out-of-place
Backup  Refresh

Conkent
Wigw Restore Type

Scheduled Backups Alerts

. 3

Restore

o | 4

Yiew Farm Date
_onfiguration Range =

Ackion Filker

Operation Queus

In the Farm Configuration window, select the XML file that you want to view.

Farm Configuration for backup set "Backup 2* from 2/24,/2015 11:54 AM - ™ »

4 |4 Defaul Farm

4 @ Common Configuration Settings
[©] Get-spalernateURL. i
D Get-SPContentDatabase, xml
D Get-5PCustombayoutsPage. xml
D Get-5PDatabase, xml
D Get-SPDesignerSettings.xml
[ Get-spreature. xml
D Get-SPHelpCollection xml
D Get-sPLogLevel.xml

D Get-5PPRroduct. xrml
D Get-3P3erver, xml
D Get-5PSalution, xml
[ set-sPUsersolution. sl

D Get-SPWebApplication-92150e

D Get-SPwebTemplate . xml
4 2] Certificate Authority

[ Get-sPclaimProvider xrrl

8 ek DA siraDrridartans

D Gek-SPMabileMessagingaccou ..

D Gek-SPwebapplication-077906 ...
D Get-SPWwebApplication-44a9bd ..
[ Get-sPwebapplication-6cb7ad...

D Gek-SPwebapplication-d4fo16 ..

D Get-SPCertificatefutharity. ...

Get-5PalkernatelRL, xml

Propetty Yalue e
a http://a-sp10-b-s08r2
Collection Microsoft, SharePoint, Administration. SPalkernat ...
IncomingUr http:j/a-spl0-b-s0arz
PublicUrl http:j/a-spl0-b-s08r2
UpgradedPersistedProperties
LUri http:ffa-splo-b-s0arz)
UrlZane: Diefault
Zone Default
4 http://a-sp10-b-s08r2:1000
Collection Microsoft, SharePoint, Administration, SPAlkernat ...
Incamingrl http:ffa-spl0-b-s08r2: 1000
PublicUrl http:ffa-spl0-b-s08r2: 1000
UpgradedPersistedProperties
Uri hittp:ffa-spl0-b-s08r2: 1000f
UrlZone Defaul:
Zone Defaul:
a http:/fa-sp10-b-s08r2:6000
Collection Microsoft, SharePoint, Administration. SPalkernat ...
IncomingUr http:j/a-spl0-b-s0&rz: 6000
PublicUrl http:j/a-spl0-b-s08r2: 6000
UpgradedPersistedProperties
LUri http:ffa-spl0-b-s08r2:6000]
UrlZone: Default
Zone Default -

Metalogix Backup for SharePoint User Guide

Backing up and restoring farm components

145



7

Restoring granular objects

Metalogix Backup for SharePoint can back up SharePoint objects from SharePoint 2013, 2016, 2019 or
Subscription Edition farms. Backups can be run on demand, or on a schedule that works best for the
farm.

The initial backup should always be a full backup. This enables subsequent backups to be either full
backups like the initial backup, or smaller, differential backups which will only contain objects that have
changed since the last full backup. The backups can then be used to reinstate SharePoint farms as
needed.

Although Metalogix Backup for SharePoint no longer creates granular backups, granular backups
created using previous versions of SharePoint backup can be used to restore SharePoint objects. It is
important to note that granular objects can only be restored to the same version of SharePoint from
which the granular backup was initially created.

Viewing the granular restore status and results

The Overview tab displays the status of each backup, mount, link, or restore operation. Metalogix
Backup for SharePoint combines the specified Filter options to determine which operations to display
in the Backup/Import and Mount/Restore Operation Status list. The Operation Details pane provides
additional information about the operation selected in the Backup/Import and Mount/Restore
Operation Status list.

How do | open the Overview tab?

The Overview tab is part of the Farm Backup/Restore and Granular Restore views in the Management
Console. The Overview page applies to the selected farm.

To open the Overview tab
1. From the Management Console workspace selector select Granular Restore.

H} Farm Backup f Restore

&
e Granular Restore
Lndy

T : T Configuration
Q
2. From the Granular Restore pane, select All Servers or a mounted database.

3. Click the Overview tab.
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What actions can | perform in the Overview tab?

You perform the following actions in the Overview tab:

= letalogix Backup for SharePoint Management Censole -o) =
Farm | Overview  Importand Mount  Restore  Alerts  Operation Queue  Help

B Details P T, X Cancel Operation 8 Mount and Link Content DatsBase | [  [¥] (2 Successtul [¥] () Canceled [¥] i Backup [¥] & Link ] ] BAK File v @ sP Full Farm

_'_"j Group Operations R‘eme () Delete Operation [ Import Backup sets 7] @ Running  [#] /% Restore 4] 4% Unmount  [¥] £ MDF/LDF File

(" Refresh T Dow Document &% Unmount v/ @ Queved  [¥] B> Mount V] o Linked CDB [+ MT Full Farm

Action Filter ~

Details - You can view or hide the Operation Details pane by clicking Details in the top panel.. The
details pane includes additional information about the selected operation.

Group Operations - You can choose to group operations in the status field by selecting Group
Operations. When you group operations, differential backups are attached to the related full backups.

Refresh - You can manually refresh the operation status field by clicking Refresh.

Restore - When you select a backup operation in the status area, you can click Restore to restore the
backed-up data.

Cancel Operation - When you select a running operation, you can click Cancel Operation to stop the
operation.

Delete Operation - When you select an operation, you can click Delete Operation to delete the
operation from the status list.

Download Document - You an select a document from the Backup Content tab in the Operation
Details section, and view the document when you click Download Document.

Mount and Link Content database - You can start the Content Database Mount and Link Wizard to
mount backup files or link content databases.

Import Backup sets - You can download backup sets from predefined backup set locations.

Filter data in the status field - You can select or clear the check boxes in the Filter area to control the
items that appear in the status field. You can also filter the result in the status field by date range.

What actions can | perform in the Operation Queue
tab?

You perform the following actions in the Operation Queue tab:

Details - You can view or hide the Operation details pane. The details pane includes additional
information about the selected operation. In order to view or hide the Operation details pane, click
Details in the top panel. For more information, see What information does the details pane include?

Refresh - You can manually refresh the operation status field.

Cancel Operation - When you select a queued operation, you can click Cancel Operation to stop the
operation.
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How can | open the Operation Details pane?

The Details pane normally appears at the bottom of the Overview tab. If the Details pane does not
appear at the bottom of the window, you can make it visible using the following steps.

To display the Operation Details pane

1. From the Management Console workspace selector click either Granular Restore or Farm
Backup/Restore.

2. Inthe top left hand panel click either All Servers or Mounted Databases.
3. Inthe right pane, click the Overview tab.

4. If the Operation Details pane does not appear, click Details.

What information appears in the Operation Details
pane?
The Details pane displays the following information:

Summary - A brief summary of the selected operation. The summary includes the operation type, the
operation status, the backup set name and location, the user credentials used, the Backup Service that
performed the operation, and the directory where the backup set was saved after a successful
operation

Server Operations - The Server operations, including the servers name, the progress of the operations,
its size and start time.

Backup content - The content that was backed-up or restored. The content appears in a collapsed tree
view

Result Text - The results of the backup or restore operation. This includes specific details regarding
successes and failures.

Description - The description of the selected item that you entered when you created the item.

Canceling running granular backup or restore
operations

You can cancel any currently-running restore operation in Metalogix Backup for SharePoint. If you
cancel a running operation that started on a schedule, Metalogix Backup for SharePoint does not
cancel the schedule.
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How do | cancel a running restore?

Use the Management Console to cancel a running operation.

To cancel a running backup or restore operation:

1. From the Management Console workspace selector click Granular Restore for a granular restore
operation.

In the granular Restore pane, click the node with the running operation.

Click the Operation Queue tab in the top panel.

Select the restore operation you would like to cancel and click Cancel Operation.
In the confirmation dialog that opens, click OK.

Click the Overview tab. The canceled operation is listed in the Mount Sharepoint DB Operation
Status list if the Canceled filter setting in the ribbon is checked.

= letalogix Backup for SharePoint Ma =]
Farm Overview Import and Mount Restore Alerts Operation Queue Help
| Details 5, X canes ' Mount and Link Content DataBase ] () Successful [#] (Z) Canceled [¥] &) Backup [¥] & Link v vl
=] Group Operaticns " () Delete Operation [ Import Backup sets o 7 (D) Wamning 71 @) Running  [#] &% Restore [¥] &% Unmount  [¥] &
" Retr . ate =~ )
C Refresh % Download Document &% Unmount Range = ¥/ (%) Failed 7/ @ Queued B Mount & Linked CDB [/
View Action Filter ~
Granular Restore 3 Mounted Databases (SharePoint 2019 AlO)
4 @ sharePoint 2019 Farms
4 IJ SharePoint 2013 AIQ Mount Sharepoint DB Operation Status  (Last 7 Days)
Backup Set Name Operation Type Progress Avg. Throughput Start Time = | Duration (hh:mmzss)
@ ML_TEMP_DB_WSS_Content_201.. 4% Restore  In-place Canceled 12/9/2018 5:50:13 PM 00:00:09
4
Operation Details
Summary | Backup Content Result Text Restorelog Items
Status: Canceled
""""" Content Database: ML_TEMP_DB_WSS_Content_20191204_155818
E:} Farm Backup/Restore Sgl Instance: A-SP19-G-AI0
%’\ Sgl User: doma\spsadmin
@ Granular Restore Source Type: List
Target: hitp:/'a-sp19-g-aioisites/BK _SC Collaboration Blog/
TE TCcmfiguration Source: httpfa-sp19-g-aio/sites/BK SC Collaboration Blog/lists/BK Calendar
Q
(%) Connected as DOMA\spsadmin to Management Service on a-sp19-g-aio

7. The details of the canceled operation are displayed in the Operation Details pane. If no details are
visible, click Refresh.

Mounting and Linking a Content Database

There are two ways to restore SharePoint objects - by mounting a content database that contains the
object(s) to restore, and by creating a link to an already-mounted content database. From there,

components can be granular-restored. Older versions of Metalogix Backup for SharePoint enabled
users to create their own granular backups. These backups can be used to restore objects as well.
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Mounting or linking content databases is done through the use of the Mount and Link Content
Database Wizard. The wizard mounts content databases from BAK files, MDF/LDF files, Metalogix Farm
Backups or SharePoint Full Farm Backups, or creates a link to a content database that has already been
mounted. This operation allows you to copy the selected files to a staging location if the Backup
Service does not have permission to access these files. The following are the mount source types:

e Metalogix Full Farm Backup

e SQL Server Backup (BAK) File - including full, differential, and transaction log

e SQL Server Data and Log (MDF/LDF) File

e SharePoint Full Farm Backup

e Link to Content Database

If you use a staging path while mounting a content database, the staging path used must be located on
a machine where the Backup Service user is a local administrator, otherwise you cannot mount the
database.

NOTE: The SQL server Backup Service is used to mount content databases by default. To allow

other Backup Services (such as the primary or secondary Backup Service) to perform the mount
instead, reorder the preferred mounting services using the "priorityMountOperation" key in the
PBManagementService configuration file accordingly.

Mounting Metalogix Full Farm Backup

The Full Farm Backup option allows you to mount content databases on farm backups that have been
taken by the Metalogix Backup for SharePoint product.

To mount a Full Farm Backup, do the following:

1. From the Management Console workspace selector click Granular Restore.

E:'. Farm Backup/Restore

'-‘,;i‘\bl'—\
e Granular Restore

b
T : T Configuration
Q

2. Launch the Content Database Mount and Link Wizard by doing one of the following:

e Click the Overview tab and then click Mount and Link Content Database from the ribbon.

= Metalegix Backup for SharePoint Management Console - :3 | =
Farrm Overview Import and Mount Restore Alerts Operation Queue Help

R Details {Sf > Cancel Operation 8 Mount and Link Content DataBase L4 ':2:' Successful [+ '2' sk e < B
7 =) Z . ' -

[E Group Operations R () Delete Operation B Import Backup sets o 7| (D) Wamning [+ o Ve e _IT‘

N o estore . ate - N

( Refresh ¥ Download Document 2 Unmount Range v Y] () Failed Q@ ¥ 8 v [

View Acticn Filter A~
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e Click the Import and Mount tab and choose the Mount and Link Content Database from the

ribbon.
L Metalogix Backup for SharePoint Management Console =
Farm Cverview Import and Mount Restore Alerts Operation Queue Help
O Ei-h - - 7] %4 Backup 7] B3 MDF/LDF File
S 7] &7 Linked CDB [¥] 2] MTFull Farm
Refresh Meount and Link Impert Date
Content DataBase | Backup sets Range = ¥ BAK File 7| @ 57 Full Farm
View Actions Filter A~

appears.

=

Welcome

Source Type

se Mount and Link Wizard

Source Type

Choose the source type to Mount or Link a Content Database.

(®) Metalogix Full Farm Backup

() SQL Server Backup (BAK) File - Including Full, Differential, and Transaction Logs
(O) 5QL Server Data and Log (MDF/LDF) File

() SharePaint Full Farm Backup

() Link to Content Database

Help < Back Mount

Cancel

4. Select Metalogix Full Farm Backup as the content database source type.
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5. Click Next. The Target SQL Server step appears.

Content Database Mount and Link Wizard x
5 Target SQL Server
([_—ﬁ Target SQL Serverfor Mounting Content Database
Welcome
Source Type
Target SQL Server SOL Server:  |ASP19G-AID Browse...
Backup Objeds

Authentication
staging Path ® Use Backup Service User Account

Use SQL Server Login:

Password:

Help < Back

Mount Cancel

a. Enter the name of a SQL Server, or click Browse and select a SQL Server.

b. Forauthentication, either use the Backup Service credentials or enter the server's credentials.

6. Click Next. The Backup Objects step appears.

5

Backup Objects
=

Metalogix Full Farm backup sets available.

Mount and Link Wizard

Welcome
Source Type Full Farm Backup Sets Available: |Full Backup of WS5_Content - 12/4/2019 7:58:46 FM

Target SQL Server < viE ATSPIQ_G_AIO
- 4 | contentDatabases
Backup Objeds ) [J WSS_Content (Full)

Staging Path

Help < Back Mount Cancel

7. Click the Full farm backup sets available drop down and select a backup set. Select the content
database that you wish to mount.
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8. Click Next. The Options step appears.

Content Database Mount and Link Wizard
5 Options

([;g Specify the following options forthe content database mount.

Welcome

Content Database Mount Name:  |WS5_Content823_201904_170356
Source Type
Content Database Mount Description: | Content Database Mount
Target SQL Server
Backup Objeds
Options
Filestream folder path:
Help < Back

Mount Cancel

9. Enter a content database mount name and a description. If the backup was created using Microsoft
SQL Server Filestream, select the checkbox Filestream folder path and specify the location.

10. Click Next. The Target Farm step appears

Mount and Link Wizard

Content

5 Target Farm

=

Target Farm for the Mounted Content Database

Welcome
Source Type
Target SQL Server
Backup Objeds
SharePoint 2019 AIO

Options Farm:

Target Farm

Help < Back

Mount Cancel

11. Select the target farm if there are more than one target SharePoint farms with the same version as
the backup set. This drop down appears disabled if there is only one farm with the same version as

the backup set.
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12. Click Next. The Summary step appears.

Content Database Mount and Link Wizard x
_5 Summary
|4-_- f} Review the summary of actions that will complete when exscuting this mount.
Welcome Metalogix Backup for SharePoint is ready to begin your content database mount.
Source Type Shown below is a summary of the settings that will be used to perform your content database mount. After confirming this
! information is correct, dick "Mount™ to begin.
Target SQL Server
sackpobiecs | CURER—
Options Content Data in Full Farm WS5_Content
Target Farm BackupSet:
Target SQL Server: A-SP19-G-AIO
Summary Staging Path: \|A-SP19-G-AIO bpadkupSet\CdbFiles),
Target Farm: SharePoint 2013 AIO
Help < Back Next = Cancel

13. Click Mount to mount the Metalogix Full Farm Backup.

14.You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.

Mounting a SQL Server Backup (BAK) File

The SQL Server Backup (BAK) File option mounts databases from a SQL server .BAK files. This option
includes full, differential, and transaction log backups. You can mount several .BAK files of the same
content database.

In order to mount a SQL Server Backup File, do the following:
1. From the Management Console workspace selector click Granular Restore.
2. Launch the Content Database Mount and Link Wizard by doing one of the following:
o Click the Overview tab and then click Mount and Link Content Database from the ribbon.

o Click the Import and Mount tab and choose the Mount and Link Content Database from the
ribbon.

3. Click Next in the Content Database Mount and Link Wizard Welcome step. The Source Type step
appears.

4. Select SQL Server Backup (BAK) File - including Full, Differential, and Transaction logs.
5. Click Next. The Target SQL Server step appears.

6. Enter the name of a SQL Server, or click Browse and select a SQL Server. Either use the Backup
Service credentials or enter the server's credentials.
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7. Click Next. The BAK Import Options step appears.

BAK Import Options

Select an option in orderto Import SQL Backup Sets

Welcome Locate Full, Differential, andjor Transaction Log Backups
Source Type @ Search for Backup by Name. Date, Time, and Backup Type
Target SQL Server Search for your SQL full, differential, and transaction log backups by the name the

backup, the date and time the backup started and ended, and the type of backup.
BAK Import Options

(O) Browse Directly to Backup Files
Browse directly to your backup using a UNC path with Windows Explorer. Choose

the latest full, the latest differential or the latest transaction log and Metalogix
Backup will automatically restore the necessary backup files.

Help < Back Mount Cancel

8. Select the method by which you would like to locate full backups, differential backups, and
transaction logs.

o |f you selected Search for backup by Name, Date, Time, and Backup type please continue to
the Search for Backup section for further instructions.

¢ If you selected Browse Directly to Backup Files please continue to the Browse for Backup section
for further instructions.

Search for Backup

1. Inthe Search SQL Backup step, use the available search parameters to find specific full, differential,

and transition log backups. You can search by name, date, backup set type and SQL Server. Select a
Backup and click Next.
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Content Database Mount and Link Wizard IZ'

Search SQL Backup
Search SQL Backup from Farm Servers

Welcome ~Search Parameters for Full, Differential, and Transaction Log Backups
Backup Set Name: | |

Source Type
Target SQL Server Start Date: End Date: | 12/8/2018 [+
BAK Import Options
IM Backup Set Type: Full Differential Transaction Log
SOL Server: ‘ALL v| | Search
— Search Result

(_tl Select only the latest full, differential, or transaction log backup. Metalogix Badkup for SharePoint will sutomatically
find all assodated backups in the media family and automatically perform the mount operation based on the selected

backup.
Name Time Database Type Size | ‘
WS5_Content_823cha7814a343fb . 12/4/2019...  WSS_Content_8.. Full 114.09 MB |
| Help | | < Back | | Next = | | Mount | | Cancel |

Metalogix Backups are available and can be identified by (Metalogix) in the Backupset Name. This
can be used to search.

Content Database Mount and Link Wizard x

Search Back
6_59 Search mL?ijllunfrnm Fzﬁnm

Search Parameters for Full, Differential, and Transaction Log Backups

Welgome
SowrceTyps Backup Set Name:

Target SQL Sarver Start Date: | 5/9/2022 q End Date: | 5/10/2022 j

BAK Import Ophons
Backup Set Type: [« Full Differential |+ Transaction Log

Search SQL Backup
SQL Server: Al "]
Search Result

Select only the latest ful, differential, or transaction log badaup. Metalogn: Backup for SharePomnit will sutomaticaly
find all associated badops in the media family and automatically perform the mount operation based on the selected

badup.
Name Time [ Database [ Trvpe Sure
4 WS5_Content{Metalogix) 5/10/2022 WSS_Content  Full 75.08 HMB
WSS5_Content-Ful S/10/2022 WSS_Content Transaction Log .72 HMB
Help < Back Next > Mount Cancel

The Metalogix backup is not to be selected. Otherwise an error message will be displayed.
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e

Welcome
Source Type
Target SQL Server
BAK Impart Options

Search SQL Backup

Search SQL Backup

Search SQL Backup from Farm Servers

Search Parameters for Full, Differential, and Transaction Log Backups

Backup Set Name:
Start Date: | 5/9/2022 [+] EndDate: [s/10/2022 -

Backup Set Type: [«] Full Differential #| Transaction Log

SQL Server: |.u_|, ..} Search

Search Result

Select only the latest full, differential, or transaction log badkup. Metalogix Backup for SharePoint will automatically
find all associated badwps in the media family and automatically perform the mount operation based on the selected
backup.

Error

'WSS_Content{Metalogix) is a Metalogix Backup Set.
only Sql Backup Sets are allowed for selection in this
view. If you want o mount the selected Backup Set.
choose a different source type

Name Time Database Type Size
4 WSS_Content{Metalogix) 5/10/2022.. WSS_Content Full 75.08 MB
L. WSS_Content-Full 5/10/2022 WSS_Content Transaction Log 9.72 M8
Copy
Help < Back Next > Mount Cancel

The Transaction Log needs to be selected to use Metalogix Backups with SQL backup options.

5
=
Welcome
Source Type
Target SQL Server
BAK Import Options

Search SQL Backup

Search SQL Backup

Search SQL Backup from Farm Servers

Search Parameters for Full, Differential, and Transaction Log Backups

SQL backups selected

The following files will be included in the mount
because they are requested based on the selected

Backup Set Name:
SQL backup:
Start Date: | 5/3/2022 3 End Date: | 5/10/2022 3 C\Program Files\Microsoft SQL
ServerMSSQL11 MSSQLSERVERWMSSQL\Backup'trg
Backup Set Type: || Full Differential  [¥| Transaction Log
Do you wish to continue with the mount process for
SqL Server: [aLL v Search the current selection?
Search Result
Select only the latest ful, or log b Metalogix Backup for SharePoint will automatically
find all assodated backups in the media family and automatically perform the mount operation based on the selected
badap.
Name Time Database Type Size N '
4 WSS_Content(Metalogix) 5/10/2022 WSS_Content Full 75.08 MB
L. wss_content-Full 5/10/2022... WSS_Content Transaction Log 9.72MB
Yes
Help < Back Mourt Cancel

2. Inthe Options step, enter a Content Database Mount Name, and a Content Database Mount
Description. Select the location for the SQL data files from the drop down list, and enter the
Password and/or Media Password for any backups that were created with passwords. Click Next to
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continue.

vMlount and Link W

_5 Options
([_;{J Specify the following options forthe content database mount.

Content D

Welcome Conttent Database Mount Name: |[WSSContent823_20191208_143058
Source Type
Content Database Mount Description:
Target SQL Server

BAK Import Options

Search SQL Backup
Filestream folder path:
Options

During the mount operation process for the BAK files, the target SQL instance will generate new
database files (MDF/MDF/LDF). Using the SQL database files location field, you can decide where these
database files are going to be generated. The dropdown is auto-populated with the default path thatis
configured in SQL server. Alternatively, you can use a managed location to store the files. You must make
sure the SQL target instance has valid read and write permissions for this path.

SQL Data Files Location: |DEFAULT SQL DATA/LOGS PATH w

SQL Backup Sets Password
Specify the password used to encrypt this backup

Password:

Media Password:

Help < Back

Mount Cancel

In the Target Farm step, select the target farm. Click Next.

In the Summary step, click Mount to mount the BAK File.

You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.
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Browse for Backup

1. Inthe File Location step, click Add to add a backup file. You may add multiple backup files but they

must be on the same content database. Click Next.

Content Da viount and Link Wizard
File Location
|€[ Content Database BAK File Location
Welcome
' Content Database Backup File:
Source Type
" Choose the BAK file(s) that you want to mount. For multiple BAK files ensure that
Target SQL Server these are part of the same backup.
Your selection has all BAK files needed to mount the database:
BAK Import Options - For a differential, your selection must include the Full backup.
- For atransaction log, afull and all previous transaction logs taken after full
File Location backup.
Options Backup File:
Target Farm C:\SharePointBadkupStore \SPWebApp_Content_6000.bak
Summary Add
Remove

Mount Cancel

2. Inthe Options step, enter a Content Database Mount Name, and a Content Database Mount
Description. Select the location for the SQL data files from the drop down list, and enter the
Password and/or Media Password for any backups that were created with passwords. Click Next to

continue.
3. Inthe Target Farm step, select the target farm. Click Next.

4. Inthe Summary step, click Mount to mount the BAK File.

5. You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.

Metalogix Backup for SharePoint User Guide

Restoring granular objects

159



Mounting a SQL Server Data and Log (MDF/LDF)
File
The SQL Server Data and Log (MDF/LDF) File option allows you to mount content databases from data
(MDF) and log (LDF) files.
In order to Mount a SQL Server Data and Log File, do the following:
1. From the Management Console workspace selector click Granular Restore.
2. Launch the Content Database Mount and Link Wizard by doing one of the following:
e Click the Overview tab and then click Mount and Link Content Database from the ribbon.

e Click the Import and Mount tab and choose the Mount and Link Content Database from the
ribbon.

3. Click Next in the Content Database Mount and Link Wizard Welcome step. The Source Type step
appears. Select SQL Server Data and Log File (MDF/LDF) File as the content database source type.

4. Click Next. The Target SQL Server step appears.

a. Enter the name of a SQL Server, or click Browse and select a SQL Server.

b. Forauthentication, either use the Backup Service credentials or enter the server's credentials.
5. Click Next. The File Location step appears. Click Add to add Data and Log files.

6. Click Next. The Options step appears. Enter a name for the content database and a description. If
the backup was created using Microsoft SQL Server Filestream, select the checkbox Filestream
folder path and specify the location.

7. Click Next. The Target Farm step appears. Select the target farm.
8. Click Next. The Summary Page, click Mount to mount the MDF/LDF File.

9. You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.
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Mounting SharePoint Full Farm Backup

The SharePoint Full Farm Backup option allows you to mount backups taken by SharePoint from
Central Administration or PowerShell (Backup-SPFarm). These backups usually contain multiple .BAK
files so you must select the folder that contains all the backup files.

To mount a SharePoint Full Farm Backup, do the following:
1. From the Management Console workspace selector click Granular Restore.
2. Launch the Content Database Mount and Link Wizard by doing one of the following:
e Click the Overview tab and then click Mount and Link Content Database from the ribbon.
e Click the Import and Mount tab and click Mount and Link Content Database from the ribbon.

3. Click Next in the Content Database Mount and Link Wizard Welcome step. The Source Type step
appears. Select SharePoint Full Farm Backup as the content database source type.

4. Click Next. The Target SQL Server step appears.
a. Enter the name of a SQL Server, or click Browse and select a SQL Server.
b. Forauthentication, either use the Backup Service credentials or enter the server's credentials.

5. Click Next. In the File Location step, enter the Backup Directory Location that contains the
SharePoint Full Farm Backup. Select a Metalogix Backup for SharePoint set from the drop down list.
Select the Content Database that you wish to mount.

6. Click Next. In the Options step, give the content database mount a name and a description. If the
backup was created using Microsoft SQL Server Filestream, select the check box Filestream folder
path and specify the location.

7. Click Next. In the Staging Path step, select the network location that will be your staging path. The
staging path used must be located on a machine where the Backup Service user is a local
administrator, otherwise you cannot mount the database.

8. Click Next. In the Target Farm step, select the target farm.
9. Click Next. In the Summary step, click Mount in order to mount the SharePoint Full Farm Backup.

10. You can now view the mount operation details of the mounted content database from the
Overview tab and view the contents of the backup set from the Import and Mount tab.

Linking to a SQL Server Content Database

The SQL Server Content Database option allows you to link directly to an existing SQL database that is
already mounted.

In order to Mount a SQL Content Database, do the following:

1. From the Management Console workspace selector click Granular Restore.
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. Launch the Content Database Mount and Link Wizard by doing one of the following:
o Click the Overview tab and then click Mount and Link Content Database from the ribbon.
e Click the Import and Mount tab and click Mount and Link Content Database from the ribbon.

. Click Next in the Content Database Mount and Link Wizard Welcome step. The Source Type step
appears. Select Link to Content Database as the content database source type.

. Click Next. The Content Database step appears.
a. Enter the name of a SQL Server, or click Browse and select a SQL Server.
b. Either use the Backup Service credentials or enter the server's credentials.

c. Click Populate to populate the drop down list of available content databases. Select a content
database from the drop down list.

. Click Next. The Options step appears. Enter a content database link name and a description. If the
backup was created using Microsoft SQL Server Filestream, select the check box Filestream folder
path and specify the location.

. Click Next. The Target Farm step appears. Select the target farm.
. Click Next. The Summary step appears. Click Mount to mount and link the content database.

. You can now view the mount operation details of the linked content database from the Overview
tab and view the contents of the linked database from the Import and Mount tab.



Restoring SharePoint objects

Metalogix Backup for SharePoint lets you restore complete site collections and Web sites. You can also
restore individual objects and their child objects. You can choose whether to restore the backed-up
objects in place of the existing objects or in a new SharePoint location. You can also restore to a local
copy on your computer.

The following checklist helps guide you when you restore SharePoint objects:

k| Follow these steps ...

[ | choose one of the following restore types:
e |n-place
e Qut-of-place
e Local

For more information about the restore types, see Understanding the granular restore process.

| Identify the objects to restore. Objects can include the following:
o Site collections.
e Web sites
e Libraries
e Lists

[ For each collection of objects you need to restore, determine which backup set contains those
objects.

| Specify the restore operation. For more information about restoring a backup, see Restoring a
backed-up SharePoint object.

NOTE: Restoring granular objects can only be done on the same version of SharePoint from
which the backup was taken.

Understanding the granular restore process

Metalogix Backup for SharePoint uses a Backup Service that you install on your SharePoint Web Front
End (WFE) servers or SQL Server to perform all backup and restore operations. The Backup Service
communicates with both the Management Service and with SharePoint. When Metalogix Backup for
SharePoint restores backed-up SharePoint objects, it follows the SharePoint object model:

e Documents or Files

e Folders
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Libraries

Lists

List items

Sites or Web sites

Site Collections

What restore type options are available?

The Restore Type option allows you to specify how Metalogix Backup for SharePoint restores the
backed-up objects. Each restore type has its own wizard that guides you through the restore process.

In-place

When you perform an in-place restore Metalogix Backup for SharePoint will add the missing objects to
the destination. With the Overwrite Data option available in the restore wizards, when selected, allows
you to overwrite content on your farms with the content selected in the restore section.

Out-of-place

An out-of-place restore creates new SharePoint objects in your farm. Metalogix Backup for SharePoint
restores the backed-up objects to a different SharePoint location. The new location must be a valid
SharePoint structure for the objects. For example, you cannot restore a list within another list.

If an object that you restore has the same name and type as an object that already exists, Metalogix
Backup for SharePoint prompts you to overwrite the existing object or skip it.

If an object that you restore has the same name as an object that already exists, but is a different
object type, Metalogix Backup for SharePoint does not restore the object.

Metalogix Backup for SharePoint never automatically overwrites objects during an out-of-place
restore. No objects with the same name can exist at the same place in the hierarchy. For example, If
you back up Listl under Web site A, and Web site B already has a List1, you cannot restore the backed-
up List1 under Web site B.

The restored objects have all of the applicable permissions that were defined when the objects were
backed-up. The out-of-place restore option lets you copy and move SharePoint objects and their child
objects.

Local

Creates a hierarchy of folders in a location accessible to the computer that hosts the Management
Console, then copies the backed-up SharePoint files and folders to that location.

Each restored file or folder inherits the permissions of the local folder. The local restore option lets
you retrieve a local copy of the file. You can use this option to quickly retrieve a copy of a backed-up
file and verify that you selected the correct version of the file. Metalogix Backup for SharePoint lets
users perform local restores to their computer.
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What should | consider when | restore SharePoint
objects?

When you restore an object, the parent of the target object must already exist. For example, if you
perform an in-place restore of Web site B and Web site B is under Web site A in the backup set, Web
site A must exist in the restore target location to restore Web site B. If you perform an out-of-place
restore of Web site B, the Web site that you select to restore Web site B must exist.

When you restore a SharePoint object, Metalogix Backup for SharePoint does not modify the parent of
the target object. Because of this, Metalogix Backup for SharePoint cannot restore some components
of SharePoint objects that require changes to the target parent. This means that among others,
Metalogix Backup for SharePoint is unable to restore workflows, links, and custom column names.

If you restore a custom list, Metalogix Backup for SharePoint may not restore the changes to the
default column names. If the custom column names do not exist in the target parent SharePoint object,
Metalogix Backup for SharePoint cannot restore these changes.

When you restore a document or list item, Metalogix Backup for SharePoint does not restore any
workflows that are associated with that document. If you restore a site that contains lists or libraries
with workflows that are set to start automatically, the workflow is restored but is set to start
manually. When you restore a document or list item that includes an associated Web Part, Metalogix
Backup for SharePoint does not restore the Web Part

When you restore only a list, and you have configured custom content types or inherited content types,
Metalogix Backup for SharePoint may not restore the content types and workflow associations for the
list. Metalogix Backup for SharePoint restores what it can based on whether the content types exist in
the target parent.

If you restore in-place list items that were deleted, Metalogix Backup for SharePoint creates new list
items. If you perform another in-place restore operation that includes those list items, Metalogix
Backup for SharePoint may create duplicate objects because the internal identifiers for the list items do
not match the originally backed-up objects.

When you restore an object using a differential backup, Metalogix Backup for SharePoint displays two
restore operations on the Management Console Overview tab: a restore from the full backup
immediately followed by a restore from the differential backup.

What permissions are required to restore SharePoint
objects?

Metalogix Backup for SharePoint uses the permissions of the logged in user on the computer where the
Management Console is installed. When you restore a site collection, Web site, or SharePoint item,
Metalogix Backup for SharePoint takes into account both the current permissions that the user has and
the permissions the user had when the backup was created.

The user must have appropriate permissions assigned both when the backup was created, and in the
present. In the present, the permission applies to the site collection that is the target for the restore.
The user must have one of the following permissions assigned, otherwise if the user did not have
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sufficient permissions when the objects were backed-up, Metalogix Backup for SharePoint displays the
site collections and Web sites in the backup set as disabled.

Site Collection Administrator
Users with the Site Collection Administrator role can restore SharePoint items to any site or site
collection where they are the administrator.

Web Application Policy - Full Control
A user who has full control as a result of a Web application policy can restore SharePoint items to any
site or site collection in a Web application where they are granted full control.

SharePoint Farm Administrator
A SharePoint Farm Administrator can restore SharePoint items to any site or site collectionin a
SharePoint farm, including MySites for all users.

Restoring a backed-up SharePoint object

The Management Console allows you to restore:

e List items and documents

e Folders

e Lists and Libraries

e Sites or Web Sites

o Site Collections

When you perform a restore, you can choose where to restore the backed-up objects. You can restore:
e By replacing existing objects

¢ In a new SharePoint location

e To alocal copy on a computer

What should | consider when | restore SharePoint
objects?

Consider the following questions before attempting to restore any SharePoint objects:

e Which objects do you want to restore?

e Where do you want to restore the objects?

e What are the expected results?

Restoring backed-up SharePoint objects can only be done on the same version of SharePoint from
which the Backup was taken. For more information about these considerations, the permissions
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required to restore SharePoint objects, and the overall restore process, see Understanding the granular
restore process.

Why are some SharePoint objects disabled in the
Management Console?

The Management Console disables or hides some objects when you do not have the appropriate
permissions for those objects. In addition, some objects are disabled or hidden if the backup is archived
or moved to another location. If the backup set is archived or moved, you may be able to view the
backup set in a list, but you cannot view the objects in the backup set.

If you return the archived backup set to its original backup set storage location, you can view the
objects in the backup set. For more information about the permissions required to back up SharePoint
objects, see Understanding the granular restore process. For more information about archived backup
sets, see Managing Backup Set disk space.

How do | restore a backed-up object?

Use the Management Console to restore a backed-up object.

To restore a backed-up object

1. From the Management Console workspace selector click Granular Restore.

E:} Farm Backup/Restore

i
. Granular Restore

TOT Configuration
2. Inthe Granular Restore pane, select a farm and then select Mounted Databases.

3. Click the Restore tab.

4. Inthe ribbon, select the type of restore to perform from one of the following choices:

EF] Metalogix Backup for SharePoint Management Console N =

Farm Cverview Import and Mount Restore Alerts Cperation Queue Help

D O ® (1] In-place {5 s 3 |:| 7] %y Backup | E5} MDF/LDF File
. = &

Out-of-place #| ¢P Linked CDB [#] i} MT Full Farm
Backup Refresh Restore  Download  Properties Date
Content F Local Document Range = L BAK File +| @ 5P Full Farm

View Restore Type Action Filter s

e In-place. The restored content is returned to the same place in the SharePoint farm in which it
originated. All selected items must belong to the same parent site. Multiple targets are not
permitted.

e Out-of-place. The restored content is stored in a new location that you specify in your
SharePoint farm.

e Local. The restored content is stored in a location accessible from the computer that hosts the
Management Console.
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5.

6.

7.

In the Backup Sets pane, click the backup set from where you want to restore content.
) Mounted Databases (SharePoint 2019 AlO)

Backup Sets (Last7 Days) Search Backup Set Name S
Backup Set Name Description Operation Type Date/Time -
WS5SContent823_20191204_170356 £, Mount BAK File 12(4/2019 5:04:00 PM
(((' A-5P19-G-AID - A-SP18-G-AIO *, Link Linked CDB 12{4/2019 5:02:04 PM
1 SharePoint Full Farm Backup - \\A-sp19- *y Mount SP Full Farm 12/4/2019 5:01:01 PM
Full Backup of W55_Content -... *y Mount MT Full Farm 12/4/2019 4:53:33 PM
In the Backup Content area, select the check boxes for the content to restore.
Backup Content Selected node URL{ http:/fwebapp3.doma.local:5001/sites/Collaboration-Teamsite & &
4 |:| Name Type Created by | Modifiedby | Created Modified url
» [T} converted Forms [ testpdf ListItem SHAREPOIN... SHAREPOIN.. 6/25/2019.. 6/25/2019.. http:/fweba..
» [T} custom List ¥l testz.pdf ListItem SHAREPOIN... SHAREPOIN.. 6/25/2019.. 6/25/2019... http:/fweba..

Pl |§|i'3 Document Library
v/l Folder

D‘.‘H Documents

O i‘E Faorm Templates

[1[TR Project Policy Ttem List

[l siteAssets

O -.'3 Site Pages

O i‘H Style Library

Dm wipub

O Team Site (Team Site)

v v v w W w T W

You can also use the search box to search for item names that start with the expression entered in
the search box. If the search items are documents, you can select a document and click Download
Document from the ribbon to open the document in its document viewer.

the computer that hosts the Management Console.

Backup Content Selected node URL http:/fwebapp3.doma.local:5001/sites/Collaboraion-Teamsite

Name
[vl| 7 test2.pdf - List Item
vl [ test.pdf - List Irem
][] test2.pdf - List Item
1) test.pdf - List Irem
[1[7) test2.pdf - List Item
1] test.pdf - List Irem
][] test2.pdf - List Item
1) test.pdf - List Irem

Select the items that you want to restore. You can also use Live Compare to locate and visually

Type

Listltem
Listltem
ListItem
ListTtem
Listltem
Listltem
Listltem
ListItem

Created by

SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system

Madified by

SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\zystem
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system
SHAREPOINT\system

Created

6/25/2019
6/25/2019
6/25/201%
6/25/2019
6/25/2019
6/25/2019
6/25/2019
6/25/201%

test
Modified
9:19:28..  6/25/2019
9:19:27.. 6/25/2019
9:19:08.. 6/25/2019
9:19:07 . 6/25/2019
9:12:31. §/25/2019
9:19:29..  6/25/2019
9:19:11..  6/25/2019
9:19:09.. 6/25/2019

9:19:28...
9:19:27...
9:19:08...

9:19:07

9:19:31...
9:19:29...
9:19:11...
9:19:09...

1 | NOTE: To preview a document, a program that can open the document must be installed on

& &

Url

http:ffwebapp3do...
http:fjwebapp3do...
http:f/webapp3do...

http:fjwebapp3.do

http:f/webapp3do...
http:ffwebapp3do...
http:fjwebapp3do...
http:f/webapp3do...

verify the objects that you want to restore. For more information see How does Live Compare help
me locate missing objects?

In the ribbon, click Restore to open the wizard for the selected restore type.
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How does Metalogix Backup for SharePoint match file
names when searching?

When you specify an object name, Metalogix Backup for SharePoint searches for that name starting at
the beginning of the names of the backed-up objects. The value you specify must be at the beginning of
the object name, or there must be a space or separator, such as an underscore or period, in the name

before the value you specified.

You can also specify a wild card character (? or *) in the middle of the search value. The question mark
(?) matches a single character. The asterisk (*) matches one or more characters.

If You Specify

temp

Def*Template

Defaul?Temp

Def*Template??

Default Template

Matches

template.doc
Default Template

Default_Template

Default Template
Default Template01

Default_Template

DefaultTemplate
DefaultTemplate01

Defaul Template

DefaultTemplate01
Default Template01

Def Templates2

The DefaultTemplate

Default Template

Does Not Match

DefaultTemplate

DefaultTemp

Default Temp01

Default_Template

Default Temp01

DefaultTemplate

DefaultTemplate
DefaultTemplatel

O1DefaultTemplate01

DefaultTemplate01

O1DefaultTemplate

How do | control the number of search results ?

By default, search results include only the first 100 results per backup set. Use the Management
Console to change this setting and display between 20 and 999 results per backup set.

1. From the Management Console workspace selector click Configuration.
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H:} Farm Backup fRestore

(T
¥ . Granular Restore
Lny

T T Configuration
(9]

2. Inthe Configuration pane, select the farm whose Management Service search preference you want

to set.

3. Inthe Configuration tab ribbon, click Management Console. The Management Console
Preferences window opens.

in . x

Management Conscle Preferences en a-sp19-g-aio

Backup Service Status

. +| sutomatically refresh status shown on screen
Management Service

Mumber of seconds between each refresh (5 to 300):
Management Console 1

Search Limits

Limit the number of matches returned per backup set:

100

Tree View Limits

Limit the number of items to load into tree views at a time:
100 =
Wizards
Hide the Backup Wizard welcome page
Hide the Backup Schedule Wizard welcome page.
Hide the Differential Backup Wizard welcome page.
Hide the Restore Wizard welcome page.
Hide the Mount and Link Wizard welcome page.
Download Options

Download Folder: | C:\Users\spsadmin\Downloads Browse...

Help oK Cancel

4. Set the search limit value in the Limit the number of matches returned per backup set between 20
to 9999.

5. Click OK to close the window and save the changes you made to the Management Console

preferences.

How does Live Compare help me locate missing
objects?

You can compare the objects in a backup set with the objects in the live SharePoint farm which you
want to restore. The comparison is color-coded to indicate the difference between the farm and the

backup set.
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In the Backup Content area, select the check boxes for the content to restore.
Select any node that you want to inspect.

Right-click the node or anywhere in the hierarchy pane and from the context-menu select Live
Compare.

Expand the highlighted node in the Live Compare window. A highlighted node indicates that one or
more differences were detected in that node. Optionally, you can expand your search for more
differences by clicking Show All SharePoint Structure to list the entire farm hierarchy.

ive Compare x

Compare

v *

In Out Local Download Show All SharePoint
Place Place Document Structure

Restore Type Change View ~

+ | Farm Name: sp201%9a, SharePoint Build: 16.0.10337.12109

4 [];7, http://a-sp19-g-aiofsites/BK_SC_Collaboration_Blog - BK_SC_Collaboration_Blog (Blog - 28.6 MB) - Site Colledion &
[[«| BK_Announcements
[J&= BK_calendar

> [[1=] BK_Contacts
- 1]} BK_CustomGrid
- [JIg) BK_DiscussionBoard
4 []WM BK_DocLibrary
4 [ |mm BK_Folder
™ Bk _Test_t.doc

BK_Test_10.doox

BK_Test_11.xlsx

BK_Test_2.png

BK_Test_3.xlsx

BK_Test_4.jpeg

BK_Test_S.ppix

BK_Test_6.xlsx

BK_Test_7.xlsx

BK_Test_8.jpeg

| ] BK_Test_9uxlsx

BK_Test_l.bxt

BK_Test_10.log

BK_Test_1l.doc

BK_Test_2.pphtx

BK_Test_3.log oo

A A A

RN o o o o o o

| |

When you expand a highlighted node all the way, you will find the differences. Use the following
color code:

a. Black - The object exists in the farm and the backup set.
b. Gray - The object exists in the farm but not in the backup set.
c. Red - The object exists in the backup set but not in the farm.

Select one or more items, folders, lists, sites or site collections you want to restore. If the items are
documents, you can select a document and click Download Document from the ribbon to open the
document in its document viewer.

i1 | NOTE: To preview a document, a program that can open the document must be installed on
the computer that hosts the Management Console.

From the ribbon, select a Restore Type: In-place, Out-of-place or Local.

Click Restore. The restore wizard for the selected restore type starts.
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Restoring Lists and List items

Follow the steps below to restore list items and documents:

1. From the Management Console workspace selector click Granular Restore.

2. Inthe Granular Restore pane, select a farm and then select Mounted Databases.

3. Click the Restore tab.

4. Inthe ribbon, select a Restore Type: In-place, Out-of-place or Local.

5. Inthe Backup Sets pane, click the backup set from where you want to restore content.

6. Inthe Backup Content area, select the check boxes for the list items or documents to restore. You
can also use the search box to search for the list item or document names that start with the
expression entered in the search box.

7. Inthe ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore
Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.

8. Inthe Welcome step you can select the Hide this Welcome page in future to skip this step the next
time you invoke the wizard.

([ _5 ﬂ In-Place Restore Wizard
Welcome Welcome to the In-Place Restore Wizard
Restore

The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, list items or

List Options documents that have been previously backed up using Metalogix Backup for SharePoint. This restore operation
will:

Permissions

Summary # Add objects that are missing from the target location

# Mot restore or overwrite metadata of existing objects

Click Next to continue.,

[ Hide this Welcome page in the future,

Help < Back Restore Cancel

9. Click Next. The the Restore step appears. Review the objects to restore. If you want to overwrite
all the objects that will be restored, then select Overwrite Data.
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Welcome
Restore
List Options
Permissions

Summary

Restore

The following objects will be restared.

¥| Overwrite Data
‘
4 i‘E Document Library
» [ Folder
j test.pdf
2 test2.pdf

Restore Cancel

10. Click Next. The Target step appears. Specify the target location for where you want your restore to
occur . You can specify a target in the search field when you have a large number of targets.

For more information and additional important considerations, see Understanding the
granular restore process.

Metalogix Backup for SharePoint User Guide
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NOTE: This option is only available when you perform an out-of-place restore, or a restore to
a local folder.

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a tree
selection model based on the objects you selected to restore so you can select only valid
places to restore those objects. You must have the appropriate permissions in the target
SharePoint site.

For the local restore type, specify the folder where you want Metalogix Backup for SharePoint
to restore the local copy of the files.
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‘_3 Target Location
'f[_, -ﬂ Specify the target locationto restore to SharePaint.
Welcome | Search Back
Rests
sstore 4 ) sharePoint 2013 AID
Target Location b O HostHeaderWebApp
List Options @ sharepoint - 14506
b @ sharePoint - 80
Permissions .
4 O WebAppl
4 5 http:ffa-sp19-g-aio:5000/sites/Collaboration-TeamSite - Team Site {Team Site - 25.9 MB) - Site...
T | Team Site (Team Site)
b O WebApp2
b (B webApp3

Help < Back Restore Cancel

11. Click Next. The Item Options step appears.

Restore Wizar *x
5 List Options
f:[_- 'f] Specify the following options for the restore.
Welcome List Options
Restore
+| Copy ListItems and Documents
List Options
+| CopyVersions forList Items and Documents
Permissions
®) Copy AllVersions
Summary

Number of versions to copy:

Help < Back Restore Cancel

Select from the following settings:
a. Copy List Items and Documents: This option allows granular copy of list items and documents.

b. Copy versions for List Items and Documents: This option allows including major and/or minor
versions of the content. Versioning must be enabled on the target destination. By default Copy
all versions is selected. If the end user wants to copy just some versions, they must check select
Number of versions to copy and enter the amount of versions to be used during the restore.

12. Click Next. The Permissions step appears.
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Restore Wizard IZI

5 Permissions
Ep Specify the following options for the restore.
Welcome — Permissi Options
Restore Copy Item Permissions
Copy Folder Permissions
List Options .
+| Copy List Permissions
Py
Summary

| Help || < Back || Next > || Restore || Cancel

Select from the following options:
a. Copy Item Permissions: Unique permissions to the specific items to be restored.
b. Copy Folder Permissions: Unique permissions to the specific folder nodes to be restored.

c. Copy List Permissions: Unique permissions to the specific list or library to be restored.

13. Click Next. The Summary step appears.

Restore Wizard EI
5 Summary

@ Review the summary of actions that will complete when executing this InPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perform your restore. After confirming this

information is correct, dick "Restore” to begin.
List Options

perissors | | RCSRC——

List: Documents
summary Lisk

Document Library

Restore Type: In-place Restore
Backup Location: C:\Program Files\Microsoft SQL
ServeriMS5QL 14.MSSQLSERVER WMSSQL\Backup
Backup Service: a-sp 19-g-aio
| Help | | < Back | | Next > | | Restore | | Cancel

14. Review the restore settings and click Restore.
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Restoring Folders

Follow the following steps to restore folders:

1. From the Management Console workspace selector click Granular Restore.

2. Inthe Granular Restore pane, select a farm and then select Mounted Databases.

3. Click the Restore tab.

4. Inthe ribbon, select a Restore Type: In-place, Out-of-place or Local.

5. Inthe Backup Sets pane, click the backup set from where you want to restore content.

6. Inthe Backup Content area, select the check boxes for the folders to restore. You can also use the
search box to search for the folder names that start with the expression entered in the search box.

7. Inthe ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore
Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.

8. Inthe Welcome step you can select the Hide this Welcome page in future to skip this step the next
time you invoke the wizard.

{( _5 ﬂ In-Place Restore Wizard
Welcome Welcome to the In-Place Restore Wizard

Restore
The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, list items or
Falder Options documents that have been previously backed up using Metalogix Backup for SharePoint. This restore operation
will:
Permissions
Summary + Add objects that are missing from the target location
+ Notrestore or averwrite metadata of existing objects

Click Next to continue.

[ Hide this Welcome page in the future,

Help < Back Restore Cancel

9. Click Next. The Restore step appears. Review the objects to restore. If you want to overwrite all
the objects that will be restored, then select Overwrite Data.
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‘_3 Restore
lﬁ( B ﬂ The following objects will be restared.

Welcome
Restore test.pdf

test2.pdf

™
E

Falder Options
Permissions

Summary

Help < Back Restore Cancel

10. Click Next. The Target step, specify the target location for where you want your restore to occur
(this option is only available when the restore is done out-of-place or to a local folder). You can

specify a target in the search field when you have a large number of targets.

NOTE: This option is only available when you perform an out-of-place restore, or a restore to

a local folder.

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a tree
selection model based on the objects you selected to restore so you can select only valid
places to restore those objects. You must have the appropriate permissions in the target
SharePoint site.

For the local restore type, specify the folder where you want Metalogix Backup for SharePoint
to restore the local copy of the files.

For more information and additional important considerations, see Understanding the

granular restore process.
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Target Location

r’[_—‘ﬂ Specify the target locationto restore to SharePoint.

Welcome | Search Back

Rest
estare 4 ) sharePoint 2013 AID

Target Location Pl O HostHeaderWebApp
3 http:f/testi.doma.local:400/ - Team Site (Team Site - 2.1 MB) - Site Collection
@ sharePoint - 14506
b (D sharePoint - 80
b O WebAppl
4 O WebApp2
4 1, https:ffa-sp19-g-aio:6000/sites/Collaboration-TeamSite - Team Site (Team Site - 25.9 MB) - Sit
»
b i‘B Documents
3 -.'3 Form Templates
b W[ Site Assets
b i‘B Style Library
b Team Site (Team Site)
3 O WebApp3

Falder Options

Permissions

Help < Back Restore Cancel

11. Click Next. The Folder Options step appears.

Folder Options

([_—ﬁ Specify the following options for the restore.

Welcome Folder Options

Restore Rename Folder
+| Copy Folder Items and Documents
Folder Options
+| CopyVersions for Falder Items and Documents
Permissions
® Copy AllVersions
Summary
MNumber of versions to copy:

Help < Back Restore Cancel

Select from the following options:

a. Rename Folder: (enabled only in the out-of-place restore wizard or if restoring to a local folder)
Gives a new name to the folder on the target destination. The check box must be checked and a
correct folder name must be typed in the text box.

b. Copy Folder Items and Documents: This option allows folder items and documents to be
copied. This option is checked by default.
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c. Copy Versions for Folder Items and Documents: This option allows the inclusion of major

and/or minor versions of the content. Versioning must be enabled on the target destination. By

default Copy all versions is selected. If the end user wants to copy only some versions, they

must check the radio button Number of versions to copy and enter the number of versions to
be used during restore.

12. Click Next. The Permissions step appears.

=

Welcome

Restore

Permissions
Specify the following options fortherestore.

Permissions Options

+| Copy Item Permissions

| Copy Folder Permissions
Falder Options

Permissions

Summary

Help < Back

Restore Cancel

Specify which permissions you would like to copy:

a. Copy Item Permissions: Unique permissions to the specific list or library items are going to be

restored. This option is not checked by default.

b. Copy Folder Permissions: Unique permissions for the folder and child folders are going to be

restored. This option is not checked by default, you can choose to copy items, folders, and list

permissions.

13. Click Next. The Summary step appears.
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Restore Wizard x
5 Summary
|[ —‘}:] Review the summary of actions that will complete when executing this InPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perform your restore. After confirming this
information is correct, dick "Restore” to begin.
Falder Options
Permissions Restore
Folder: Folder
Summary
Restore Type: In-place Restore
Backup Location: C:\Program Files\Microsoft SQL
ServerMSSQL 14.MSSQLSERVER WMSSOL \Backup
Backup Service: a-sp19-g-aio
Help < Back Next > Cancel

14.Review the restore settings, then click Restore.

Restoring Sites or Web Sites

Follow the following steps to restore sites and web sites:

1.

2.

In From the Management Console workspace selector click Granular Restore.

In the Granular Restore pane, select a farm and then select Mounted Databases.

Click the Restore tab.

In the ribbon, select a Restore Type: In-place, Out-of-place or Local.

In the Backup Sets pane, click the backup set from where you want to restore content.

In the Backup Content area, select the check boxes for the sites or web sites to restore. You can
also use the search box to search for the site or web site names that start with the expression
entered in the search box.

In the ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore
Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.

In the Welcome step you can select the Hide this Welcome page in future to skip this step the next
time you invoke the wizard.
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Welcome
Restore
Site Options
List Options
Permissions
Workflows Options

Summary

In-Place Restore Wizard

Welcome to the In-Place Restore Wizard

The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, list items or
documents that have been previously backed up using Metalogix Backup for SharePoint. This restore operation
will:

» Add objects that are missing from the target location
+ Notrestore or overwrite metadata of existing objects

Click Next to continue.

[ Hide this Welcome page in the future,

Help < Back

Restore

Cancel

to overwrite al

| the objects that will be restored, then select Overwrite Data.

Welcome

Restore
Site Options
List Options
Permissions
Workflows Options

summary

Restore

The following objects will be restored.

+| Overwrite Data

4 (@] Team Site (Team Site)
» [TT] custom List
b iH Document Library
b i‘H Documents
» W[ SiteAssets
b i‘H Site Pages

Help < Back Restore Cancel

Click Next. The Restore step, review the objects to restore, then click Next to continue. If you want

10. Click Next. The Target step, specify the target location for where you want your restore to occur
(this option is only available when the restore is done out-of-place or to a local folder). You can

specify a target in

1
a local folder.

the search field when you have a large number of targets.
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granular restore process.

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a tree
selection model based on the objects you selected to restore so you can select only valid
places to restore those objects. You must have the appropriate permissions in the target
SharePoint site.

For more information and additional important considerations, see Understanding the

)
m
51
B
P
&

@ﬂ

Welcome
Restore
Target Location
Site Options
List Options
Permissions

Workflows Options

Target Location
Specify the target locationto restore to SharePaint.

| Search Back

4 D sharepoint 2018 AID
Pl O HostHeaderWebApp
» [, http://testl.doma.local:400/ - Team Site (Team Site - 2.1 MB) - Site Collection
b (3 sharePoint - 14506
b (D sharePoint - 80
» @ webappl
3 O". baApp2
b O WebApp3

Help < Back Restore

Cancel

.Click Next. The Site Options step appears.
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For the local restore type, specify the folder where you want Metalogix Backup for SharePoint
to restore the local copy of the files.
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5 Site Options

'f[_, -ﬂ Specify the following options for the restore.

Welcome Site Options

Rename Site
Restore
+| Copy Child Site Recursively

Site Options
List Options
Permissions

Workflows Options

Summary

Help

Next = Restore Cancel

Choose from the following options:

a. Rename Site: (enabled only in the out-of-place restore wizard or if restoring to a local folder)
Gives a new name for the Site on the destination. If this option is checked, the text box on the
right is enabled and then a valid name for a site has to be entered.

b. Copy Child Site Recursively: This option allows child Sites to be copied recursively, down
through any existing levels.

12.Click Next. The List Options step appears.

]
i

List Options

Specify the following options for the restore.

Welcome List Options
Restore

+| Copy List Items and Documents
Site Options

| Copy Versions forList Items and Documents
List Options

®) Copy AllVersions

Permissions

Mumber of versions to copy:
Workflows Options
Preserve Items Managed Metadata
Summary

Help < Back Restore Cancel

Choose from the following options:
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a. Copy List Items and Documents: Include the content of the selected site to be restored on the
destination. If this option is not checked, then just the basic structure for a site will be restored.

b. Copy Versions for Lists Items and Documents: This option allows users to include major and/or
minor versions of the content. For this feature to work, versioning must be enabled on the
target destination. By default Copy all versions is selected. If the end user wants to copy just
some versions, they must check the radio button Number of versions to copy and enter the
number of version to use on the restore.

c. Preserve Items Managed Metadata - must be checked if the metadata information related to
term sets should be preserved.

13. Click Next. The Permissions step appears.

5 Permissions
ﬂ Specify the following options forthe restore.

Welcome Permissions Options

Restore +| Copy ltem Permissions

§ . +| Copy Folder Permissions
Site Options
+| Copy List Permissions
List Options
Permissions
Workflows Options

Summary

Help < Back Restore Cancel

Choose from the following options:

a. Copy item Permissions: Permissions unique to the specific list or library items are going to be
restored.

b. Copy Folder Permissions: Permissions unique to the folder and child folders are going to be
restored.

c. Copy List Permissions: Permissions unique to the list are going to be restored.

14. Click Next. The Workflow Options step appears. You can choose whether you would like to
preserve list workflow associations. By selecting Preserve List Workflow Associations, you are
choosing to keep Workflow content types on the content being copied.
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Restore Wizard IZI

5 Workflows Options

@ Specify the following options for the restore.

— Workflows Options
Preserve List Workflow Associations

Welcome
Restore
Site Options
List Options
Permissions

Waorkflows Options

Summary

| Help || < Back || Next > || Restore || Cancel

15. Click Next. The Summary step appears.
Restore Wizard IZI
5 Summary

@ Review the summary of actions that will complete when executing this InPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perform your restore. After confirming this
information is correct, dick "Restore” to begin.

Site Options

Lstopros | RSR——
Site T Site Site]

Permissions = eam Site (Team Site)

U ommens

Backup Location: C:\Program FilesMicrosoft SQL
Server MSSQL 14.MSSQLSERVER MSSQL\Backup
Backup Service: a-sp19-g-aio
| Help | | < Back | | Mext = | | Restore | | Cancel

16. Review the restore settings and click Restore.

Restoring Site Collections

Follow the following steps to restore site collections:
1. From the Management Console workspace selector click Granular Restore.

2. Inthe Granular Restore pane, select a farm and then select Mounted Databases.
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Click the Restore tab.

In the ribbon, select a Restore Type: In-place, Out-of-place or Local.

In the Backup Sets pane, click the backup set from where you want to restore content.

In the Backup Content area, select the check boxes for the site collection to restore. You can also

use the search box to search for the site collection that starts with the expression entered in the

search box.

In the ribbon, click Restore. Depending on your choice of Restore Type, the In-Place Restore

Wizard, Out-of-Place Restore Wizard or Local Restore Wizard opens.

In the Welcome step you can select the Hide this Welcome page in future to skip this step the next

time you invoke the wizard.

In-Place Restore Wizard

Welcome Welcome to the In-Place Restore Wizard

Restore

The in-place restore wizard will build a restore operation for site collections, sites, folders, lists, list items or
documents that have been previously backed up using Metalogix Backup for SharePoint. This restore operation
will:

Site Collection Options
Site Options

List Options » Add objects that are missing from the target location
+ Notrestore or overwrite metadata of existing objects

Permissions

Summary Click Next to continue.

[ Hide this Welcome page in the future,

Help < Back Restore Cancel

Click Next. The Restore step appears. Review the objects to restore. If you want to overwrite all

the objects that will be restored, then select Overwrite Data.
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Welcome
Restore
Site Collection Options
Site Options
List Options
Permissions

Summary

Restore

The following objects will be restared.

ai
7
3 m Converted Forms

» [T custom List

b i‘H Document Library

b i‘H Documents

b i‘H Form Templates

» [T Project Policy Ttem List
b W Site Assets

3 i‘H Site Pages

3 i‘H Style Library

3 m wipub

b Team Site (Team Site)

Help

Restore Cancel

10. Click Next. The Target step, specify the target location for where you want your restore to occur

(this option is only available when the restore is done out-of-place or to a local folder). You can

specify a target in the search field when you have a large number of targets.

a local folder.

For more information and additional important considerations, see Understanding the
granular restore process.
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NOTE: This option is only available when you perform an out-of-place restore, or a restore to

For in-place and out-of-place restore types, Metalogix Backup for SharePoint displays a tree
selection model based on the objects you selected to restore so you can select only valid
places to restore those objects. You must have the appropriate permissions in the target
SharePoint site.

For the local restore type, specify the folder where you want Metalogix Backup for SharePoint
to restore the local copy of the files.
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Welcome
Restore
Target Location
Site Collection Options
Site Options
List Options

Permissions

Target Location
Specify the target locationto restore to SharePaint.

| Search Back
4 D sharepoint 2018 AID

O HostHeaderWeb2pp

@ sharepoint - 14506

@ sharePoint - 80

[ webapp1

O WebApp2

O WebApp3

Help < Back

Restore

Cancel

11. Click Next. The Site Collection Options step.

Welcome
Restore
Site Collection Options
Site Options
List Options
Permissions

Summary

Site Collection Options

Specify the following options for the restore.

Site Collection Options
WebApp3

WSS_Content_B23c6a7814a

Web Application:

Content Database:

Site Url: http:/fwebapp3.doma.local: 500 | fsitesf

Primary Administrator: |D0M“\§U53dm'” |

Secondary Administratur:| |

+| Copy Site Quota
«| Copy Audit Settings

Help < Back

Collaboration-TeamSite

Restore

Cancel

Choose from

a. Web Application: Refers to the web application were the site collection is going to be restored.
By default this field shows the Web Application that was selected on the target location step.

b. Content Database: If the web application has several content databases, the end user must
select the one where the site collection information is going to be stored. The default value is
the first content database on the list of available content databases for the selected web

the following options:

application.
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c. Site URL: Formulate the URL for the restored Site Collection. By default the sites value is filled
with the information from the source, but the user can modify this. The last value entered needs
to be a valid site name path.

d. Primary Administrator: Represents the administrator of the site collection. By default the value
is filled with the information from the source but the user can modify it for another
administrator.

e. Secondary Administrator: This is an optional field. Represents the value of the secondary
administrator ID for the site collection that is to be restored. By default the value is filled with
the information from the source but the user can modify it for another administrator.

f. Copy Site Quota: This check-box option allows for the copying of the Site Quota, configured for
the site collection when it was backed-up.

g. Copy Audit Settings: This check-box option allows for the preservation of a SharePoint Site
Collection’s audit settings.

12. Click Next. The Site Options step appears.

5 Site Options
(4 {J Specify thefollowing options for the restore.

Welcome Site Options

Rename
Restore
«| Copy Child Site Recursively
Site Collection Options
Site Options
List Options
Permissions

Summary

Help < Back Cancel

Choose from the following options:

a. Rename Site: (enabled only in the out-of-place restore wizard or if restoring to a local folder)
Gives a new name for the Site on the destination. If this option is checked, the text box on the
right is enabled and then a valid name for a site must be entered.

b. Copy Child Site Recursively: This option allows child Sites to be copied recursively, down
through any existing levels.

13.Click Next. The List Options step appears.
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5 List Options

ﬂ Specify the following options for the restore.

Welcome List Options

Restore
| Copy List Items and Documents
Site Collection Options

| CopyVersions forList Items and Documents

Site Options
® Copy AllVersions
List Options
Number of versions to copy:

Permissions . o

| Preserve List Workflow Associations

g ,
ummary Preserve ltems Managed Metadata

Help < Back Restore Cancel

Choose from the following options:

a. Copy List Items and Documents: Include the content of the selected site to be restored on the
destination. If this option is not checked, then just the basic structure for a site will be restored.

This option is automatically selected

b. Copy Versions for Lists Items and Documents: This option allows users to include major and/or

minor versions of the content. For this feature to work, versioning must be enabled on the

target destination. By default Copy all versions is selected. If the end user wants to copy only
some of the versions, they must check the radio button Number of versions to copy and enter

the number of version to use on the restore.

c. Preserve List Workflow Associations: choose whether you would like to preserve list workflow

associations. This option is automatically selected.

14.Click Next. The Permissions step appears.
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Restore Wizard IZI

5 Permissions
E F Specify the following options forthe restore.
Welcome — Permissi Options

Restore Copy Item Permissions

Copy Folder Permissions

Site Collection Options
Copy List Permissions

Site Options
List Options

Permissions

Summary

| Help || < Back || Next > || Restore || Cancel

Choose from the following options:

a. Copy item Permissions: Permissions unique to the specific list or library items are going to be
restored.

b. Copy Folder Permissions: Permissions unique to the folder and child folders are going to be
restored.

c. Copy List Permissions: Permissions unique to the lists are going to be restored.

15. Click Next. The Summary step appears.

Restore Wizard EI
5 Summary
@ Review the summary of actions that will complete when executing this InPlace.
Welcome Metalogix Backup for SharePoint is ready to begin your restore.
Restore Shown below is a summary of the settings that will be used to perfarm your restore. After confirming this
information is correct, dick "Restore” to begin.
Site Collection Options
steoptions | [ EESR——
List Options Site Collection: Team Site
lipmm optons
summary Type: In-place Restore
Backup Location: C:\Program FilesWMicrosoft SQL
Server|MSSQL 14.M3SQLSERVER MSSQL\Backup
Backup Service: a-5p 19-g-aio
| Help | | < Back | | Next > | | Restore | | Cancel

16. Review the restore settings and click Restore.
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Using Self-Service Recovery

The Metalogix Backup for SharePoint Self-Service Recovery feature lets SharePoint site collection
administrators and other users download SharePoint library items from Metalogix Backup for
SharePoint to their hard disk. The administrator must install the Self-Service Recovery feature when
configuring Metalogix Backup for SharePoint for the farm.

When you use the Self-Service Recovery feature, select the date range that Metalogix Backup for
SharePoint uses when you view or search backup sets. You can search for documents in the backup by
the full or partial name of the item that you want to find. You can also browse the site collection to
view files.

The administrator can configure the maximum number of files that are visible when you browse or
search for files. The larger the number of files that appear, the more time that it takes SharePoint to
display them. Your administrator may restrict the number or files that appear in order to improve
SharePoint performance. If you perform a search, use a more-restrictive search that displays fewer
items.

What files can a user view and download from the
Self-Service Recovery feature?

Site collection administrators can always use the Self-Service Recovery feature to download content
from backup sets. Members of the site collection administrators group can view and download any
files that Metalogix Backup for SharePoint has backed-up in the current site collection. Site collection
administrators can also delegate permission to download backed-up content to specific users.

The content that delegated users can see and download depends on the following:
e The current permissions that the user has for the content.
e The permissions the user had at the time the backup was created.

To view the contents of a site or a library, the user must either have current access to the site or
library, or the user must have had access at the time that the content was backed-up.

To download a backed-up file, the user must have current access and also access at the time that the
file was backed-up. If either set of permissions does not allow access, the user cannot download the
backed-up content.

How do | restore files with the Self-Service Recovery
feature?

You use the Site Actions menu in SharePoint to access the Self-Service Recovery feature.
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To search to restore files with the Self-Service Recovery feature, by document
or item name

1. Open your SharePoint site collection or site. Click Site Actions > Self-Service Recovery.

Lite Actions = -!ﬁ

= Mew Page

Create a page you can
customize.
Mew Document Library

D Create a place to store and share

documents.

Mew Site

Create a site for a team or

project.

More Options...

Create other types of pages,
lists, libraries, and sites.

—L View All Site Content
“E’ View all libraries and lists in this
site.

©

Edit in SharePoint Designer
Create or edit lists, pages, and

L - -
workflows, or adjust settings.

)
Site Permissions
@ Give people access to this site.
i Site Settings
Access all settings for this site.

=| Metalogix Self-Service Recovery
ﬁj Recover one or more items from

backup

2. Inthe Self-Service Recovery page, determine the backup set from which you wish to select the
document. You can choose between browsing a Content Database or browsing an older backup set.

Type of BackupSet
(@) Browse from Content Database (BAK/MDF/LDF).
Identify source of Documents O Browse from Oid BackupSets

3. Select a date range to filter the backed-up content from the Date-based item filtering drop-down
menu.

Date Filtering

Date-based item filtering

Specify a date range to filber results Select a time frame ...
Show me results since the start of today
Show me results from within the last 7 days
Show me results from within the last 14 days

(] show me results from within the last 30 days

Identify how you would like to find items for recovery 7 Show me all results

Locating Items

4. Inthe Locating Items area, select | would like to search by document or item name.

Locating Ttems . .
(@ I would like to search by document or item name.

Tdentify how you would like to find items for recovery (O 1 would like to browse the site collection hierarchy.
5. Inthe Search Filtering area, type the name or portion of the name to search for, then click Search
Now.

Search Filtering ~
Item name or portion of item to search for

Specify your search criteria (minimum of 3 characters) [Folder 1] * Search Now I

6. The Search Results area lists the found files. Click ltem Name, Location, or Backup Date/Time to
sort the results. Click the file that you want to download, then click Download. SharePoint prompts
you to open or save the file.

Contents of: a-sp10-b-s08r2:6000/ Document Library-1
Item Name Backup Date/Time
| Downioad B8 adobe-0.pdf 3/3/2015 10:33:48 AM
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To search to restore files with the Self-Service Recovery feature, by site
collection hierarchy

1. Open your SharePoint site collection or site. Click Site Actions > Self-Service Recovery.

Site Actions | @

] Mew Page
Create a page you can
customize.

Mew Document Library
D Create a place to store and share
documents.
Mew Site
Create a site for a team or
(+] project.
More Options...
Create other types of pages,
lists, libraries, and sites.

—m,  View All Site Content
‘E View all libraries and lists in this
site.

Edit in SharePoint Designer
Create or edit lists, pages, and
workflows, or adjust settings.

Site Permissions
(@ Give people access to this site.

& Site Settings
Access all settings for this site.

o
10,

=] Metalogix Self-Service Recovery
y Recover one or more items from

backup

2. Inthe Self-Service Recovery page, determine the backup set from which you wish to select the
document. You can choose between browsing a Content Database or browsing an older backup set.

Type of BackupSet @ Browse from Content Database (BAK/MDF/LDF).
Identify source of Documents (O Browse from Old BadkupSets
3. Select a date range to filter the backed-up content from the Date-based item filtering drop-down
menu.

Date Filtering

Date-based item filtering

Specify a date range to filter results Select a time frame ...
Show me results since the start of today
Show me results from within the last 7 days
Locating Items Show me results from within the last 14 days
(] show me results from within the last 30 days
Identify how you would like to find items for recovery 715how me all results

4. Inthe Locating Items area, click | would like to browse the site collection hierarchy, then use the
Site Collection tree to locate the folder that contains the file that you want to download.

Locating Ttems . )
(O 1 would like to search by document or item name.

Identify how you would like to find ftems for recovery (@ I would like to browse the site collection hierarchy.

5. The Contents area lists the files in the folder that you selected. Click tem Name or Backup
Date/Time to sort the results. Click the file that you want to download, then click Download.
SharePoint prompts you to open or save the file.

]

iDocument Library-3

]

iDocument Library-4

]

iDocuments

]

i\Form Templates

3]

\Reporting Templates

3]

i5ite Collection Documents

3]

15ite Collection Images
1Style Library
(@ subsite-Teamsite 0 Web

3]

Contents of: a-sp10-b-s08r2:6000/ Document Library-1

Ttem Name Backup DateTime

[ Download [ adobe-0.pdf 3/3/2015 10:33:48 AM
adobe-0.pdf 3/3/2015 10:33:48 AM
adobe-0.pdf 3/3/2015 10:33:48 AM
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About Us

Quest creates software solutions that make the benefits of new technology real in an increasingly
complex IT landscape. From database and systems management, to Active Directory and Office 365
management, and cyber security resilience, Quest helps customers solve their next IT challenge now.
Around the globe, more than 130,000 companies and 95% of the Fortune 500 count on Quest to deliver
proactive management and monitoring for the next enterprise initiative, find the next solution for
complex Microsoft challenges and stay ahead of the next threat. Quest Software. Where next meets
now. For more information, visit www.quest.com.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and customers wh
o have trial versions. You can access the Quest Support Portal at https://support.quest.com

The Support Portal provides self-help tools you can use to solve problems quickly and independently,
24 hours a day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request

View Knowledge Base articles

Sign up for product notifications

Download software and technical documentation

View how-to-videos

e Engage in community discussions

Chat with support engineers online

e View services to assist you with your product
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