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Introducing NetVault
Plug-in for PostgreSQL

¢ NetVault Plug-in for PostgreSQL: at a glance
* Key benefits

* Feature summary

* Target audience

* Recommended additional reading

NetVault Plug-in for PostgreSQL: at a
glance

Quest® NetVault® Plug-in for PostgreSQL (Plug-in for PostgreSQL) increases confidence in recoverability of
critical data and eliminates the need for writing complex backup-and-recovery scripts. Through a web-based user
interface (WebUI) and automated workflow process, the plug-in offers a centralized way to set up, configure, and
define backup and restore policies for your PostgreSQL databases.

Support for database-cluster backups and individual database and table backups in different backup formats lets
you implement a backup policy that is flexible enough to account for many recovery scenarios without learning
PostgreSQL internals. The plug-in offers a detailed level of control that minimizes downtime by allowing you to
restore entire database clusters, individual databases, or individual tables reliably. Through integration with a
range of backup devices, your data is protected and stored offsite to meet your disaster-recovery and business-
continuity goals.

Key benefits

* Increase confidence when deploying the plug-in: Plug-in for PostgreSQL enables total protection of the
PostgreSQL databases without requiring you to write complex backup scripts. The plug-in lets you back up
the entire database cluster, individual databases, or tables in any of the supported backup formats. You can
then use those backups to reconstruct entire or parts of database in the unfortunate event of data loss.

¢ Speed up restores and reduce downtime: With Plug-in for PostgreSQL, database administrators (DBAs)
are no longer required to write scripts or manually run restore commands to recover lost data. Select what
must be restored from a saved backup set, and the plug-in recovers the data without further interaction.
The restores are faster due to reduced human interaction, and the chance for a syntax error in a manual
execution is eliminated.

¢ Ensures business continuity: With offsite backups being an important part of the data-protection plan for
business-critical applications, the plug-in takes advantage of NetVault’s integration with a range of backup
devices. NetVault lets you select which backup device to store the backup on. You can store the backup
online in a virtual tape library (VTL). You can also duplicate the job to physical tape libraries, ensuring that
your PostgreSQL environment is protected for disaster-recovery purposes.
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Feature summary

e Backup features

Full database cluster or individual database or table; SQL logical backups
File-based baseline data Incremental Backups

Plain-text SQL Script, Tar Archive, and Custom Archive backup formats
Protection down to the table level

Global Objects-only backups

Template database backup

Data-only backups

Configuration files backup

¢ Restore features

Restore entire cluster, individual databases, or tables

If you are using PostgreSQL Server 9.6 or later, restore a whole PostgreSQL database cluster to a
specific point in time (point-in-time recovery [PITR])

Rename databases during restore

Restore to alternate PostgreSQL database cluster

e Other features

Point-and-click WebUI
Integration with storage devices

Job scheduling

Target audience

While advanced DBA skills are not required to create and run routine backup operations, they are required for
defining an efficient backup-and-recovery strategy.

Recommended additional reading

Quest recommends that you have the following documentation available for reference while setting up and using

this plug-in.

¢ PostgreSQL documentation, which is available from http://www.postgresql.org/docs/.

¢ NetVault documentation:

Quest NetVault Installation Guide: This guide provides details on installing the NetVault Server and
Client software.

Quest NetVault Administrator’s Guide: This guide explains how to use NetVault and describes the
functionality common to all plug-ins.

Quest NetVault CLI Reference Guide: This guide provides a description of the command-line
utilities.

You can download these guides from https://support.quest.com/technical-documents.
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Installing and removing the plug-in

Installation prerequisites
Reviewing the recommended configuration
Installing or upgrading the plug-in

Removing the plug-in

Installation prerequisites

Before installing Plug-in for PostgreSQL, verify that the following software is installed and properly configured on
the machine designated as the PostgreSQL Server:

NetVault Server or Client software: At least the Client version of NetVault must be installed on the
machine configured as the PostgreSQL Server. For more information on supported versions of the NetVault
software, see the Quest NetVault Compatibility Guide.

PostgreSQL software: The machine must be running a supported version PostgreSQL. For more
information, see the Quest NetVault Compatibility Guide.

The Custom Archive backup format requires the zlib compression library. This library is included by
default during PostgreSQL installation unless you specify the --without-zlib option. Do not use the --
without-zlib option if you intend to use Custom Archive backup format.
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Reviewing the recommended
configuration

While you can set up a single machine as both the NetVault Server and the PostgreSQL Server, that is, all
software installation and configuration requirements are performed on a single machine, Quest recommends that
these two entities exist on separate machines.

Table 1. Recommended configuration

p— —
— Network Connection —
0 o
— —
PostgreSQL Server machine NetVault Server machine
Installed software and configuration Installed software and configuration
* PostgreSQL software, version 9.4 or later) * NetVault Server software
* NetVault Server or Client software * PostgreSQL Server added as a NetVault

Client—for complete details on adding a
Client to the NetVault Server, see the Quest
NetVault Administrator’'s Guide.

¢ NetVault Plug-in for PostgreSQL

IMPORTANT: Regardless of the configuration that you use, that is, separate NetVault Server and
PostgreSQL Server, vs. a single machine configured as both, the plug-in must be installed on the host on
which PostgreSQL resides.

Sample procedures throughout this guide assume that you are using this two-machine environment and that
configuration requirements have been met.

Installing or upgrading the plug-in

The following topic describes the process for installing the plug-in on a single client or upgrading an existing one. If
you have multiple clients of the same type, you can use the NetVault Configuration Wizard to install the plug-in on
multiple clients at the same time. For more information on using push installation to update multiple clients at the
same time, see the Quest NetVault Administrator’s Guide.

1 In the Navigation pane, click Manage Clients.

2 On the Manage Clients page, select the applicable client in the table, and click Manage.

3 On the View Client page, click ==

4 Navigate to the location of the “.npk” installation file for the plug-in, for example, on the installation CD or
the directory to which the file was downloaded from the website.

Based on the operating system (OS) in use, the path for this software may vary on the installation CD.

5 Select the file entitled “pos-x-x-x-x-x.npk,” where xxxxx represents the version number and platform, and
click Open.

After the plug-in is successfully installed, a message is displayed.
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Removing the plug-in
1 In the Navigation pane, click Manage Clients.

2 On the Manage Clients page, select the applicable client, and click Manage.

3 Inthe Installed Software table on the View Client page, select the applicable plug-in, and click == .

4 In the Confirm dialog box, click Remove.
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Configuring the plug-in

e Verifying installation of libpq library
e Preparing the PostgreSQL Server to support continuous archiving and PITR
¢ Adding a database cluster

» Setting default actions for error conditions (optional)

Verifying installation of libpq library

The libpq library included in PostgreSQL contains a set of library functions that lets client programs submit queries
to the PostgreSQL Server and receive the query results. Because the plug-in acts as a client and uses the libpq
library, ensure that your PostgreSQL installation contains the libpq library, whether it installed on Linux, UNIX, or
Windows. If the library is not installed, you might encounter a “Required Library Not Found” message while using
the plug-in. For more information, see your PostgreSQL documentation.

Preparing the PostgreSQL Server to
support continuous archiving and PITR

If you are using PostgreSQL Server 9.6 or later and you want to use the plug-in to perform Incremental Backups,
also known as continuous archiving, and support point-in-time recovery (PITR), complete the following steps for
your environment:

1 Create a directory that the plug-in can use to stage archived PostgreSQL write-ahead logging (WAL) files.

Ensure that this directory is dedicated only to use by the plug-in as the data-protection process might
involve deletion of this directory at some point.

; | IMPORTANT: If you have multiple database clusters that you are protecting using the plug-in, create
a separate staging directory for each cluster. Quest recommends that you include the name of the
cluster in the staging directory to ensure that you can easily identify each directory.

Example: C:\NetVault\PosgreSQL\Database 1\WALfiles

2 Make sure that the PostgreSQL user for your environment has full access to the complete path for each
staging directory, and make sure that the same PostgreSQL user has permission to access the NetVault
config, tmp and trace-container directories.

; | IMPORTANT: If the PostgreSQL user does not have access, the WAL files are not archived to the
staging directory.
In Windows, the PostgreSQL user might run under the predefined Network Service account.

3 Enable archiving in the PostgreSQL Server.

a Open the “postgresql.conf” file, which is located in the database cluster Data directory, so that
you can update it.
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b Setarchive_mode to on.

¢ Enter an archive_command that copies the WAL file from the Database Cluster pg_wal directory
to the staging directory.

This command runs whenever a WAL file is ready for archiving. You can use the wildcards %f,
which represents the filename, and %p, which represents the full path. For more information, see
Additional information for completing the archive_command segment.

Example:

archive mode = on # enables archiving; off, on, or always
# (change requires restart)

archive command = '"C:\\Program Files\\Quest\\NetVault\\

bin\\nvpgwalutil.exe" "JobType=store" "DatabaseCluster=PostgreSQL 11"
WALFilePath="%p" WALFileName="S%f" '

4  After archiving is enabled, restart the PostgreSQL Server to force the changes to take effect.

Additional information for completing the
archive_command segment

The following examples show additional ways that you might configure archive_command.
*  Windows example:

archive command = 'copy "%p" "C:\\NvbuPostgreSQL\\Test Wal\\PostgreSQL
1IN\SE"' # command to use to archive a logfile segment

¢ Linux and UNIX example:

archive command = 'test ! -f /nvbupostgresql/walstage/postgresqlll/%f
&& cp %p /nvbupostgresqgl/walstage/postgresqlll/$f' # Unix

The plug-in also includes utilities that you can use for the archive command. The applicable utility, vpgwalutil for
Linux and UNIX and nvpgwalutil.exe for Windows, is located in the NetVault installation bin directory. If you use a
utility, use the following format:

archive command = '"C:\\Program Files\\Quest\\NetVault\\bin\\nvpgwalutil.exe"
"JobType=store" "DatabaseCluster=PostgreSQL 11" WALFilePath="%p" WALFileName="%f" '

If you use one of the utilities, enter the following parameters:
* JobType=store, instructs the utility to copy the WAL Log into the stage directory

* DatabaseCluster=<name> indicates the name of the database cluster that you intend to use when you
add the cluster in the plug-in.

e WALFilePath="%p"
e  WALFileName="%f"

Adding a database cluster

To begin using Plug-in for PostgreSQL, first add the target database cluster to the plug-in. If you are running more
than one database cluster, follow this procedure for each database cluster to be protected using the plug-in.

1 In the Navigation pane of the NetVault WebUI on the NetVault Server, click Create Backup Job, and click
+ next to the Selections list.
2 In the selection tree, open the applicable client node.

3 Click Plug-in for PostgreSQL, and select Add Database Cluster from the context menu.
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4 In the Add Database Cluster dialog box, set the following parameters.

Database Cluster Name: Enter a name for the database cluster; by default, the local host name is
used. This value is used in the NetVault WebUI. Quest strongly recommends that you use a generic
name for the PostgreSQL cluster instead of using a name associated with the machine on which the
cluster resides. This generic name improves portability and policy management across all affected
clients. When adding more than one cluster, ensure that a unique name is used for identification.

For example, if the machine name is test_postgresql_01_machine, and the suggested name for
the PostgreSQL cluster is the same, change the name for the instance to something such as
local_postgresql_database_cluster. You can then use the same name,
local_postgresql_database_cluster, when you configure the other PostgreSQL clients.
Therefore, the cluster name on all clients is local_postgresql_database_cluster.

Port: This field is preconfigured to port 5432, which is the default listener port for PostgreSQL. Enter
the correct port number in this field, if PostgreSQL is configured to listen on any other port. When
adding multiple database clusters, ensure that a different listener port is configured for each cluster.

Database SuperUser: This field defaults to the superuser postgres. If applicable, enter a different
user with superuser privileges for the plug-in’s use.

Password: Enter the password associated with the user specified in the preceding field. Ensure
that the password is correct. If the cluster is configured to use TRUST authentication for the HOST
connection while using PASSWORD authentication for the LOCAL connection, the backups fail if
the password is incorrect or blank. To avoid this issue, either use TRUST authentication for both the
HOST and LOCAL connections, in which case no password is required, or use PASSWORD
authentication for both items in the “pg_hba.conf” file, and provide the password here.

; | NOTE: If the “pg_hba.conf” file contains entries for both IPv4 and IPv6, configure the same
authentication for each. For example, use TRUST authentication for both IPv4 and IPv6
connections.

You can use MD5 hash passwords.

PostgreSQL Bin Directory: Enter the complete path to the PostgreSQL bin directory. For example,
this path is “C:\Program Files\PostgreSQL\10.0\bin” for a default installation of PostgreSQL
version 10.0 on the Windows platform.

PostgreSQL Library Directory or Path (Linux/UNIX-based systems only): Enter the complete
path to the directory that contains the “libpq.so” file or to the file itself, for example,
“lusr/lib/libpg.s0.5.0”.

PostgreSQL Data Directory: Specify the complete path to the directory that contains the
configuration files “postgresql.conf,” “pg_hba.conf,” and “pg_ident.conf.” By default, PostgreSQL
stores the configuration files in the data directory. For example, this path is

“C:\Program Files\PostgreSQL\10.0\data” for a default installation of PostgreSQL version 10.0
on the Windows platform.

Database Used for Initial Connection: For the plug-in's initial connection, the postgres database
is used by default. To use a different database for connecting to the server, specify the database
name in this field.

Template Database Used During CREATE Database: The template specified in this field is used
for creating an empty database during the restore process. Quest recommends that you use the
default template0. Backups are performed relative to template0, which means that any languages
and procedures added to template1 are included in the backup. As a result, if you are using
customized template1, you must create the database from an empty template such as template0.
Otherwise, errors due to duplicate definitions might occur during the restore process.

Default Character Set: From the list, select the Character Set Encoding that the plug-in uses to
display the names of databases and tables in the set locale. The following table lists the supported
encodings. If an incompatible encoding is configured, you cannot browse the tree, or perform
backups or restores.
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Character set encoding Language

BIG5 Traditional Chinese
EUC_CN Simplified Chinese
EUC_JP Japanese
EUC_KR Korean
EUC_TW Traditional Chinese
GB18030 Simplified Chinese
LATINA e English

* French

* German
SQL_ASCII Any
SJIS Japanese
UTF8 Any

i | IMPORTANT: The UTF8 and SQL_ASCII encodings can be used with any language, however, the
support is limited to ASCII character set. If the database or table names contain non-ASCII
characters, set a locale-specific encoding, for example, EUC_JP for Japanese. For more information,
see http://www.postgresql.org/docs/9.2/static/multibyte.html.

5 If you are using PostgreSQL Server 9.6 or later and you want to use the File Level Data Copy option for
archive-based backups and restores, complete the following fields:

= PostgreSQL Directory for Current Log Files: The plug-in completes this field using the name of
the directory used by your PosgreSQL Server. The default is pg_wal.

; | NOTE: PostgreSQL maintains a WAL file in the pg_wal subdirectory of the cluster’s data
directory For PostgreSQL 9.x and earlier, the WAL file is located in the pg_xlog subdirectory
of the data directory.

= Temporary Directory to Stage Log Files: Enter the full path to the dedicated directory that you
created previously.

6 To save the settings, click OK.

The plug-in verifies the values specified and adds the database cluster if all parameters are properly
configured.

An error message is displayed if an invalid entry is found. You can choose to ignore this message and click
Save to add the database. The database cluster is added, however, note the following:

= If the superuser name or password cannot be validated, further access is denied.

= [Ifthe PostgreSQL Data Directory is invalid, while all other parameters are correctly configured, the
backups of databases are completed but the backups of configuration files fail.

= |fthe PostgreSQL Bin Directory is invalid, while all other parameters are correctly configured, you
are able to submit a job but the job fails.

If an error occurs while adding a database cluster and you must reconfigure the parameters, see Correcting
invalid parameters.
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Correcting invalid parameters

If a parameter is not correctly configured, an error message is displayed. You can ignore this message and save
the information. However, further access is denied or backup jobs might not complete successfully until you
correct the error.

1 In the error message that is displayed, click Re-configure.

2 In the Add Database Cluster dialog box, enter the correct values for the parameters reported as invalid.

i | IMPORTANT: The password field appears blank. If the previously configured password is correct,
you do not have to re-enter the password; the plug-in uses the cached (old) password for
authentication when this field is blank. Otherwise, enter the correct password in this field.

3 To reconfigure the parameters, click OK.

Reconfiguring an added database cluster

1 In the Navigation Pane, click Create Backup Job, and click + next to the Selections list.
In the selection tree, open the applicable client node.

Open the Plug-in for PostgreSQL node.

A W N

Click the applicable database-cluster node, and select Configure from the context menu.

The Configure dialog box is displayed with all previous settings revealed, allowing you to make any
necessary modifications.

5 On the Configure Database Cluster dialog box, update the parameters as required.
For more information, see Adding a database cluster.
Note the following:
= You cannot change the Database Cluster Name.

= The password field appears blank. If the previously configured password is still valid, you do not
have to re-enter the password; the plug-in uses the cached (old) password for authentication when
this field is blank. Otherwise, enter the correct password in this field.

6 To save the settings, click OK.

IMPORTANT: If the password for the configured superuser is changed in the PostgreSQL database,
update the password in the plug-in.

Removing an added database cluster

1 In the Navigation Pane, click Create Backup Job, and click + next to the Selections list.
2 In the selection tree, open the applicable client node.

3 Open the Plug-in for PostgreSQL node.

4 Select the applicable database-cluster node, and click ‘i

5 In the confirmation dialog box that is displayed, click OK.

i | IMPORTANT: The Plug-in for PostgreSQL node will remain in an Open state even after the last
database cluster is removed. To close this node and access the other plug-ins in the selection tree,
double-click the plug-in node.
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Setting default actions for error
conditions (optional)

The plug-in lets you set default options for backup and restore jobs. You can override these options on a per job
basis.

1 In the Navigation pane, click Change Settings.
2 On the Configuration page, click Server Settings or Client Settings, as applicable.
3 If you selected Client Settings, select the applicable client, and click Next.
4 On the NetVault Server Settings or Client Settings page, click Plugin Options.
In the Plug-in for PostgreSQL section, the following items are listed:

= Manually Selected Database Unavailable: This issue occurs when an individual database that
was manually selected, that is, explicitly clicked, for inclusion in the backup is unavailable for
backup. The database might be unavailable for any reason, such as being dropped since the
backup job was defined.

= Manually Selected Table Unavailable: This issue occurs when an individual table that was
manually selected, that is, explicitly clicked, for inclusion in the backup is unavailable for backup.
The table might be unavailable for any reason, such as being dropped since the backup job was
defined.

= Failed to Backup Configuration Files: This issue occurs when a configuration file is not found or
cannot be backed up for any other reason. The “pg_hba.conf” file is used for user authentication;
if this file is missing during job execution, the backup fails because of login failure, regardless of the
action set for the Failed to Backup Configuration Files error condition.

5 For each of these conditions, select one of the following settings:

= Complete with Warnings — Saveset Retained: The job returns a status of “Backup Completed
with warnings” and a backup saveset is created that includes the items that were successfully
backed up.

= Complete without Warnings — Saveset Retained: The job completes and returns a status of
“Backup Completed.” The errors are logged in the NetVault binary logs and ignored on the Job
Status page. A backup saveset is created that includes the items that were backed up.

= Fail — Saveset Retained: The job returns a status of “Backup Failed.” However, a backup
saveset is generated that includes the items that were successfully backed up.

= Fail — No Saveset Retained: The job returns a status of “Backup Failed” and no saveset of
backed-up objects is kept. That is, even if some of the objects were successfully backed up, the
saveset is discarded.

6 To save the settings, click Apply.
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Backing up data

Defining a backup strategy
Performing a backup
Backing up Global Objects only

Backing up configuration files

IMPORTANT: On Windows, use appropriate encoding during database cluster initialization; that is, when
you run initdb. Backups fail if you use UTF-8 encoding and the database or table names contain non-ASCII
characters.

Defining a backup strategy

Before commencing with database backups, ensure that you have a backup strategy that safeguards data against
media failure, data corruption, user error, and loss of the database server. The following topics provide information
that helps you devise a backup strategy for use with Plug-in for PostgreSQL.

Reviewing the available backup methods

Supported backup formats for the SQL Logical Data Dump backup method
Available backup types for the SQL Logical Data Dump backup method
Backup strategy considerations

Examples of backup sequences

Reviewing the available backup methods

The plug-in offers the following backup methods:

SQL Logical Data Dump: Selecting this method performs logical data dumps composed of SQL
commands that are used to reconstruct the PostgreSQL data. The PostgreSQL Serv